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1

METHOD AND SYSTEM FOR CONTROLLING DISTRIBUTED SET
TOP BOXES

INTRODUCTION AND BACKGROUND

This invention relates to a method and system for controlling a
receiving device for encrypted broadcast services at a user station.
More particularly, the invention relates to a method and system for
controlling a set-top box connected to a television monitor at a user

station.

It is well known that smart cards for set-top boxes or the like intended
to be connected to television (TV) sets and to decode encrypted
services broadcasted from one or more head-ends, are cioned by
unauthorized parties and the cloned cards are sold to customers.
These cloned smart cards may then be used with genuine boxes by
pirate viewers. These viewers are then in a position to receive and
view the services without paying a subscription or paying a discounted
subscription to the unauthorized parties. It will be appreciated that
these unauthorized parties and pirate viewers cause serious damage

for, amongst others, the service broadcasters.

OBJECT OF THE INVENTION

Accordingly, it is an object of the present invention to provide a
method and system with which the applicant believes the

aforementioned disadvantages may at least be alleviated or which may
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provide a useful alternative to known methods and systems for

controlling receiving devices for encrypted broadcast services.

SUMMARY OF THE INVENTION

5 A method of controlling at least one of a plurality of distributed
receiving devices for encrypted broadcast services, the method

comprising the steps of:

¥

broadcasting to the at least one device an application
module comprising an application code part, a business rules
10 part and an application data part;

- sequentially mutating the application module by changing at
least one of the application code part, the business rules part
and the application data part;

- causing the mutated application modules sequentially to be

15 executed by the at the at least one device; and
- causing the at least one device to operate in accordance

with the mutated application modules.

The receiving device may comprise a wireless receiver, which may be

20 a satellite receiver or terrestrial receiver.



10

15

20

WO 2010/106518 PCT/IB2010/051185

The receiving device may comprise at least one decoder and a
respective key token, such as a smart card, for decoding encrypted

service data broadcasted by a broadcasting head-end.

in one form of the method, the application module is broadcasted to n
devices and a first mutation of the application module is executed by

m devices selected from the n devices and wherein m < n.

The first mutation may be generated in response to response data

received from the selected devices, or users of the selected devices.

The first mutation may comprise an application data part which is

different from the application data part of the application module.

The first mutation may comprise a business rules part which is

different from the business rules part of the application module.

The response data from each selected device may comprise data

relating to a unique address associated with the device.
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Also included within the scope of the present invention is a system for
controlling at least one of a plurality of distributed receiving devices
for encrypted broadcast services, the system comprising:

- a broadcast head-end comprising a server, a database and

5 a transmitter;

- an application module mutating tool connected to the
head-end, the tool being configured to generate an
application module comprising an application code part,
an application data part and a business rule part and the

10 tool further being configured to mutate the application
module by changing at ieast one of the application code
part, the application data part and the business rules part;

- the head end being configured sequentially to broadcast
the application module and at least part of the mutated

15 application modules; and

- the plurality of receiving devices being configured to
receive the application module and a processor of each
device being configured sequentially to execute the
application module and at least one mutated application

20 module and to cause the device to operate in accordance
with the application module and the at least one mutated

application module.
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BRIEF DESCRIPTION OF THE ACCOMPANYING DIAGRAMS

The invention will now further be described, by way of example only,

with reference to the accompanying diagrams wherein:

figure 1 is a diagrammatic representation of a broadcasting
system comprising a plurality of distributed receiving
devices for encrypted broadcast services;

figure 2 is a diagrammatic representation of relevant parts of the
receiving device and an application module hosted on the
device;

figure 3 is a diagrammatic representation of relevant parts of a
mutating application which in use is intermittently
mutated and broadcasted to the receiving devices;

figure 4 is a similar diagram of the module in compiled form;

figures 5(a) to (c) are diagrammatic representations of the application
module communicating with a hardware platform of the
receiving device via an operating system running on the
hardware platform;

figures 6(a) and (b) are diagrammatic representations of a display on a
screen associated with the receiving device and which is

controlled in accordance with the application module;
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figures 7(a) and (b) are similar representations of a display on the
screen and which is controlled in accordance with a
mutation of the application module; and

figure 8 is a diagrammatic view of relevant parts of a system.

DESCRIPTION OF A PREFERRED EMBODIMENT OF THE INVENTION

A broadcasting system for broadcasting encoded services to a plurality
of distributed receiving devices is generally designated by the

reference numeral 10 in figurel.

The system comprises a plurality of distributed receiving devices 12.1
to 12.n for encrypted broadcast services. Each receiving device
comprises a wireless receiver connected to a suitable antenna. in the
embodiment shown, the receiver is connected to a satellite dish
antenna 14.1 to 14.n. Each receiving device 12.1 to 12.n is
connected to a respective screen or monitor such as a television
screen 16.1 to 16.n. Each receiving device comprises at least one
decoder and associated smart card 17.1 to 17.n for decoding
encrypted broadcast services which are broadcasted to be received by
the receiving devices. Only registered receiving devices registered at
an upstream database 36 are normally enabled to decrypt the

encrypted services and to cause the services to be played out on the
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monitor. A return path, such as return path 19.1, may be provided
from at least some of the receiving devices. The return path may
comprise a modem (not shown) which is connectable to the head-end
30 or may at least in part comprise part of a cellular telephone

infrastructure, including a celfular phone 21.1 at the user station 23.1

Further, and as shown in figure 2, each receiving device 12.1
comprises a hardware platform 18 comprising a processor. The
platform also comprises so-called secure silicon in that a unique ID
code for chips or chip sets, forming part of the platform, is embedded
in the chips or chip sets upon fabrication thereof. An operating system
20 runs on the platform. Application modules 22 are receivable by the
receiving devices and are configured to execute on the hardware in

conjunction with the operating system.

Each receiving device 12.1 to 12.n is also associated with a unique
electronic address which enables a selected device to be addressed
individually from the broadcast head-end 30, or as part of a group of a
larger population of devices 12.1 to 12.n or as part of the whole
population. The addresses may fall in a range comprising m, typically
four, bytes each capable of holding 256 numbers (ranging from O to

255). If zero is ignored for the purpose hereinafter described, the
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remaining 255 numbers allow {255)* = 4,228,250,625 devices to be
addressed either separately or in groups. The range is hence 0.0.0.0 to
255.255.255.255. The number O may not be bound and may be used
to blanket address all devices falling in an address range. For example,
if the address 255.255.0.0 is used, all devices with addresses in the
range 255.255.1.1 to 255.255.255.255 (that is 64516 devices)
would be addressed. On the other hand electronic address
192.168.10.100 would address a single device in the population 12.1

to 12.n

The electronic addresses and aforementioned embedded hardware
codes may be related. The electronic addresses are generated and
stored in the devices at manufacturing of the devices. The electronic
address and hardware code as well as a smart card humber associated
with a respective smart card may be stored in the database 36 (shown

in figurel).

For each device 12.1 to 12.n a processor on the smart card 17.1 and
the processor of the device 12.1 may cooperate and on an instruction
from a back-end processor and under guidance of the back-end
processor, generate and store on the smart card and/or on the device

a unique code or “biometric code” which is derived from data relating
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to the device on the one hand and data relating to the smart card on
the other. Since this generation is performed under control or guidance
of the back-end processor, the biometric codes for each back-end
registered smart card and device combination, would be known to the

back-end processor.

Referring to figures 3 and 4, the application module 22 comprises an
application execution engine part 24 comprising the application code,
an application data part 26 and a business rules part 28. The engine
24 is configured to interoperate the application data part 26. The
business rules part 28 dictates how the application module behaves on
a hosting receiving device 12.1 to 12.n. The module is compiled at a

head-end 30 (shown in figure 1) utilizing a special tool 32.

Referring to figure 1, a method of controliing the receiving devices
12.1 to 12.n comprises the steps of broadcasting from the head-end
30 via a satellite communication path 34 to the distributed devices
12.1 to 12.n, the application module 22 comprising the application
code part 24, the application data part 26 and the business rules part
28. The application 22 is sequentially mutated 22', 22", 22"""....by
changing at least one of the application code part, the business rules

part and the application data part. The application module 22 and
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10

mutated application modules 22', 22, 22'"...are sequentially
executed by the at least one device and the at least one device is
caused to operate in accordance with the application module 22 and
mutated application modules 227, 22"..... More particularly, the
application module 22 and the mutated application modules 22', 22",
22'""...., in conjunction with the operating system 20 aﬁd the
hardware platform 18, cause the receiving devices 12.1 to 12.n 10

operate in a predetermined manner.

For example and referring to figures 5(a) to 5(b), the application
module 22 interrogates the hardware platform 18 via the operating
system 20 regarding ihe embedded code. If the module 22 determines
that the embedded code is not a code registered in the aforementioned
upstream database, the business rules part causes the receiving

device, as shown in figure 5(c), to operate in a predetermined manner.

In one form of the method and in order to determine whether
unregistered smart cards or cloned smart cards 17.k are used to
decode broadcast services, a first application module 22 is broadcast
to all or a group of devices 12.1 to 12.n. The application module 22,
when hosted on the devices, is configured to read the aforementioned

unique code or biometric code and to compare on the device the code
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11

read and the code, which according to the back-end processor, should
be the code for a particular combination of device and associated
smart card. If the compared codes of a device 12.k do not match, a
first version of the business rules part 28 of the application module 22
is configured to cause the device 12.k to display on the associated
monitor 16.k a message, such as that shown in figure 6(b). The
message comprises an encrypted number 60 comprising the
aforementioned electronic address of the device 12.k. Genuine and
properly registered devices, such as device 12.1 connected to screen

16.1 shown in figure 6(a), continues to operate normally.

The aforementioned displayed message requests the user to return via
return path 19.k, the encrypted number 60. The returned number is
processed at the back-end to update a list of electronic addresses
associated with unregistered smart cards hosted in the database 36.
The user may be given an opportunity, within a specified time
window, to register the unregistered card. If done, the services may

not be interrupted.

However, if the device or smart card is not registered within the time
window, data relating to a first mutation 22’ of the application module

may be broadcasted from the head-end 30. The first mutation
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12

comprises the electronic address of the unregistered device 12.k,
typically as part of the application data part 26. Therefore at least the
application data part 26 of the first mutation 22" is different from the
application data part of the original application module 22. The
business rules part 28 of the first mutation 22’ may also differ from
the first version of the business rules part of original application
module 22. The business rules part in the first mutation 22' may
dictate that device 12.k be switched from the normal operating state
as shown in figure 7(a) to a stand-by or disabled state, wherein the
device 12.k is disabled from playing out the content on the screen

16.k.

As in the case of the example hereabove, the generation of mutations
of the application module 22 may be triggered by a response
comprising response data received from a selected device or devices,
or, from users of such devices. In a preferred form of the invention, at
least one of the application data part 26 and the business rules part 28
is changed. The entire mutated module 22’ may be broadcasted from
the head end and in other forms, only the changed parts may be so

broadcasted.
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in still other forms of the method, the mutations are automatically
generated intermittently, to stay ahead of hackers, imitators and
copiers. At least one mutation application module 22’ is generated and
executed, but it will be appreciated that any suitable number of
mutation modules 22’7, 22’ may sequentially be generated and

executed.

A system 100 comprising backend server 132 and a client or user

devices 112.1 is shown in figure 8.

A suite of software algorithms (g1, €2, €3 and ¢4) for the
compression and manipulation of digital interactive information is
executed by the system 100. The suite of software algorithms is used
for the interactive synchronization and management of broadcast data
for digital program content. The result output of the system gives a
user of the device 112.1 a two-way interactive perception on the user
play-out device 112.1, although the transmission/broadcast may only

one-way, from back-end 132 to device 112.1.

The backend server 132 executes several algorithms and software
modules that produce compressed interactive epsilon (¢) binary flow

code that may either be broadcast directly to client devices 112.1 (Set
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Top Boxes, kiosks, mobile phones etc) or further interpreted for play-

out to third party devices using specific proprietary applications.

These modules provide several tool sets that allow the integration of
interactive menus and special objects called *“gadgets” for the
enhanced user experience of viewing and interacting with broadcast or

streamed digital content.

The content management system comprises the following main
modules Epsilon Designer, Epsilon Broadcast Automation, Epsilon

Synchronisation and Epsilon Debug.

Epsilon Designer is a Rapid Interactive TV Application Development
(RAD) tool for developing application for several different output

devices such as Set Top Box’s (STBs) and kiosks.

The automation engine allows system critical data flow processes for
interactive applications. It enables real-time data updates to be

multicast with intrinsic binary data.

The synchronization engine allows the interactive play-out of

interactive content with program and advertising information.
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Interactive application play-out allows targeted advertising for

interactive view of products.

Referring again to the diagram, the first algorithm €1 interprets any

vector graphic input into an efficient and compressed data block.

The data is further processed through a special interactive engine that
allows the integration of interactive objects with the vector produced
data. These may include dialogue boxes, buttons, action items,
triggers and events. The algorithm then takes this data block and using
a second encoding algorithm €3 to produce an efficient and
compressed Extensible Mark-up Language (XML) file with embedded
content and interactive objects, called gadgets. These objects and

gadgets may be encrypted and encapsulated with a unique algorithm.

The XML file is a generic output of the first set of unique algorithms
that may then be further encoded for a specific target device. The

target device may run software {middleware).

The resultant output of the third encoding €3 is a binary source flow
file that may be played using the Epsilon broadcast server and

synchronisation engine to the target devices.
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The Epsilon client application €4 that resides in each user device 14 is
agnostic to the mechanism used to play-out the source binary file to
the device. For example, the source binary file may be streamed by the
broadcaster or it may be streamed using any TCP/IP or broadband

connectivity.

On reception of the source binary file, the Epsilon client module €4
interprets the received binary source file and places the necessary
objects and gadgets on the receiving device screen. The algorithm
used in the client module £4 offers the intelligence required to
interpret the interactive reactions of each unique user to the gadgets
and objects displayed on the screen, offering a seamless interactive

experience.

The epsilon playback on the receiving device 112.1 may be used for
several applications for interactive advertising, games, education

programs and even a form of unique mutating conditional access.

The system according to the invention may also be used selectively to

disable or switch off remote devices 112.1 as hereinbefore described.
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A method of controlling at least one of a plurality of distributed

receiving devices for encrypted broadcast services, the method

comprising the steps of:

broadcasting tao the at least one device an application
module comprising an application code part, a business rules
part and an application data part;

mutating the application module at least once by changing at
least one of the application code part, the business rules part
and the application data part;

causing the application module and the mutated application
module sequentially to be executed by the at the at least one
device; and

causing the at least one device to operate in accordance
with the application module and the mutated application

module.

A method as claimed in claim 1 wherein the application module

is broadcasted to n devices and wherein a first mutation of the

application module is executed by m devices selected from the

n devices and wherein m < n.
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A method as claimed in claim 2 wherein the first mutation is
generated in response to response data received from the

selected devices, or users of the selected devices.

A method as claimed in any one of claims 2 and 3 wherein the
first mutation comprises an application data part which is
different from the application data part of the application

module.

A method as claimed in any one of claims 2 to 4 wherein the
first mutation comprises a business rules part which is different

from the business rules part of the application module.

A method as claimed in any one of claims 3 to 5 wherein the
response data from each selected device comprises data relating

to a unique address associated with the device.

A system for controlling at least one of a plurality of distributed
receiving devices for encrypted broadcast services, the system
comprising:

- a broadcast head-end comprising a server, a database and

a transmitter;
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an application module mutating tool connected to the
head-end, the tool being configured to generate an
application module comprising an application code part,
an application data part and a business rule part and the
tool further being configured to mutate the application
module by changing at least one of the application code
part, the application data part and the business rules part;
the head end being configured sequentially to broadcast
the application module and at least part of the mutated
application modules; and

the plurality of receiving devices being configured to
receive the application module and a processor of each
device being configured sequentially to execute the
application module and at least one mutated application
module and to cause the device to operate in accordance
with the application module and the at least one mutated

application module.
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