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(57) Abstract: Embodiments of the invention
provide a portable consumer device configured
to store dynamic authentication data in memory.
The portable consumer device also includes an
interface for transmitting data to and receiving
power from an external device. The dynamic
authentication data is read from the memory by a
read-write device located on the portable consumer
device. The authentication data is updated and the
updated data may be written into memory using
the read-write device. In some embodiments, an
authentication value read from the memory may be
used to generate another authentication value based
on an algorithm. The portable consumer device
is further configured to transmit authentication
data to an external device. The process of reading,
updating, generating, transmitting, and rewriting the
authentication data may occur each time external
power is provided to the portable consumer device
via the interface. The power for operating the
components of the portable consumer device may
be drawn exclusively from the power received from
the external device (i.e., the external power). In
some embodiments, a portion of the external power
may be temporarily stored on an energy storage
means of the portable consumer device.
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PORTABLE CONSUMER DEVICE CONFIGURED TO GENERATE
DYNAMIC AUTHENTICATION DATA
CROSS REFERENCE TO RELATED APPLICATIONS

[0001] This application claims the benefit of priority from U.S. provisional
application No. 60/815,059, filed June 19, 2006, application No. 60/815,430, filed
June 20, 2006, and application No. 60/884,089, filed January 9, 2007, each of which

is incorporated herein in its entirety.
BACKGROUND

[0002] Embodiments of the present invention relate to systems and methods
for providing an improved portable consumer device capable of generating dynamic

data for authentication purposes.

[0003] As methods and devices for engaging in financial transactions have
increased in number, problems such as fraud and counterfeiting have also increased
in severity. In particular, applications and devices developed to make credit or debit
based financial transactions more readily available have also made fraud and
counterfeiting easier. In order to protect financial institutions, consumers, and
merchants from fraudulent transactions, the industry has developed and introduced
many features designed to reduce fraud and counterfeiting in portable consumer
devices, such as holograms, special over-layers, and watermarks. Nonetheless,
many of these features are proving to be less effective as financial transactions are
increasingly conducted in a wireless environment. For example, the introduction of
contactless portable consumer devices that utilize RF technology to conduct
payment transactions has enabled surreptitious and remote skimming of the

information stored on the device for subsequent fraudulent use.

[0004] Data skimming is one of the primary sources of fraud in the financial
industry and refers to the electronic copying of the data stored on a portable
consumer device (e.g., a payment card's magnetic stripe data or data stored in the
memory of a contactless device) to create counterfeit devices and/or conduct
counterfeit transactions. Skimming is successful because the data stored on the

portable consumer device is static and therefore can be perfectly copied.
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[0005] In order to combat data skimming, systems and methods have been

introduced to dynamically generate an authentication value for each financial transaction
conducted by the portable consumer device. This authentication value changes for each
transaction and therefore significantly reduces the effectiveness of data skimming. Even if the
data utilized in a given transaction is skimmed, that data will not be useful in conducting further

transactions since the skimmed authentication value is not valid for subsequent transactions.

[0006] One example of a portable consumer device capable of providing

variable authentication data includes a rewriteable magnetic-stripe card described in Brown U.S.
Patent No. 7,044,394. Brown refers to a re-writing device such as a magnetic write head that
may be used to rewrite the data on the magnetic stripe of the card. Brown also refers to a battery
within the card for supplying power to the rewriting device. The use of batteries in portable
consumer devices is, however, not particularly desirable for many reasons. For example,
batteries add cost and limit the lifespan of the device and need to be disposed of in an
environmentally friendly manner. Also, if a battery-powered device does not have sufficient
power at a given moment, a particular transaction conducted with a portable consumer device
may not take place as intended.

[0007] In view of the foregoing, the present invention relates to improved

systems and methods for providing a portable consumer device capable of handling dynamic
authentication data. Embodiments of the invention address these and other embodiments
individually and collectively.

BRIEF SUMMARY

It is an object of the present disclosure to substantially overcome, or at least

ameliorate, at least one disadvantage of present arrangements.

[0008] According to a first aspect of the present disclosure, there is provided a portable
consumer device configured to store dynamic authentication data in memory. The portable
consumer device also includes an interface for transmitting data to and receiving power from an
external device. The dynamic authentication data is read from the memory by a read-write device
located on the portable consumer device. The authentication data is updated and the updated
data is written into memory using the read-write device. In some embodiments, an authentication
value read from the memory may be used to generate another authentication value based on an
algorithm. The portable consumer device is further configured to transmit authentication data to

an

6585276v1
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external device. The process of reading, updating, generating, transmitting, and rewriting the
authentication data may occur each time external power is provided to the portable consumer
device via the interface. The power for operating the components of the portable consumer
device may be drawn exclusively from the power received from the external device (i.e., the
external power). in some embodiments, a portion of the external power may be temporarily
stored on an energy storage means of the portable consumer device.

According to a second aspect of the present disclosure, there is provided a portable
consumer device comprising:

a memory on which a counter value is stored;

a processor configured to update the counter value;,

a read-write device configured to read data from the memory and write data onto the
memory; and

an interface for transmitting data from the portable consumer device and receiving
power from an external device,

wherein each time power is received from the external device the portable consumer
device is configured to read the counter value from the memory and update the counter
value, and transmit the updated counter value from the portable consumer device to the

external device, and

wherein power for operating the processor and the read-write device is received

exclusively from the external device.

[0009] According to a further aspect of the present disclosure, there is provided a method
for authenticating a transaction that includes the steps of providing external power to a portable
consumer device, reading a counter value stored on the portable consumer device and updating
the value each time external power is provided to the portable consumer device, wherein
updating the counter value comprises ihcrementing or decrementing the counter value with each
transaction, and where power for the reading and updating steps is sourced exclusively from the
external power and transmitting the updated counter value from the portable consumer device

each time external power is provided to the portable consumer device.

[0010] These and other aspects of the invention are described in further

detail below.

BRIEF DESCRIPTION OF THE DRAWINGS

[0011] FIG. 1 shows a schematic diagram of a payment processing network.
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[0012] FIG. 2 shows a conceptual block diagram illustrating the various aspects of

authenticating a purchase transaction.

[0013] FIGS. 3(a)-(e) show various embodiments of the portable consumer device in

accordance with the present invention.

[0014] FIG. 4 shows a security device in accordance with the present invention.
[0015] FIG. 5 is a flow diagram illustrating a method in accordance with the present
invention.

DETAILED DESCRIPTION

[0016] Embodiments of the invention are directed to improved transaction
authentication systems and methods. In particular, embodiments of the invention provide

improved systems and methods for authenticating a portable consumer device used to

conduct a financial transaction.

3a
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[0017] In a typical purchase transaction, a consumer uses a portable
consumer device (e.g., a credit card) to purchase goods or services from a
merchant. FIG. 1 shows a system 20 that can be used in an embodiment of the
invention. The system 20 includes a merchant 22 and an acquirer 24 associated
with the merchant 22. In a typical payment transaction, a consumer 30 may
purchase goods or services at the merchant 22 using a portable consumer device
32. The acquirer 24 can communicate with an issuer 28 via a payment processing
system 26. The consumer 30 may be an individual, or an organization such as a

business that is capable of purchasing goods or services.

[0018] The portable consumer device 32 may be in any suitable form. For
example, suitable portable consumer devices can be hand-held and compact so that
they can fit into a consumer's wallet and/or pocket (e.g., pocket-sized). They may
include smart cards, credit or debit cards (with a magnetic stripe), keychain devices
(such as the Speedpass™ commercially available from Exxon-Mobil Corp.), etc.
Other examples of portable consumer devices include cellular phones, personal
digital assistants (PDAs), pagers, payment cards, security cards, access cards,
smart media, transponders, and the like. The portable consumer devices can also
be debit devices (e.g., a debit card), credit devices (e.g., a credit card), or stored

value devices (e.g., a stored value card).

[0019] The payment processing system 26 may include data processing
subsystems, networks, and operations used to support and deliver authorization
services, exception file services, and clearing and settlement services. An
exemplary payment processing system may include VisaNet™. Payment processing
systems such as VisaNet™ are able to process credit card transactions, debit card
transactions, and other types of commercial transactions. VisaNet™, in particular,
includes a VIP system (Visa Integrated Payments system) which processes
authorization requests and a Base Il system which performs clearing and settlement

services.

[0020] The payment processing system 26 may include a server computer. A
server computer is typically a powerful computer or cluster of computers. For
example, the server computer can be a large mainframe, a minicomputer cluster, or
a group of servers functioning as a unit. In one example, the server computer may
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be a database server coupled to a Web server. The payment processing system 26

may use any suitable wired or wireless network, including the Internet.

[0021] The merchant 22 may also have, or may receive communications from,
an access device 34 that can interact with the portable consumer device 32. The
access devices according to embodiments of the invention can be in any suitable
form. Examples of access devices include point of sale (POS) devices, cellular
phones, PDAs, personal computers (PCs), tablet PCs, handheld specialized readers,
set-top boxes, electronic cash registers (ECRs), automated teller machines (ATMs),

virtual cash registers (VCRs), kiosks, security systems, access systems, and the like.

[0022] If the access device 34 is a point of sale terminal, any suitable point of
sale terminal may be used including card readers. The card readers may include
any suitable contact or contactless mode of operation. For example, exemplary card
readers can include RF (radio frequency) antennas, magnetic stripe readers, etc. to

interact with the portable consumer devices 32.

[0023] In a typical purchase transaction, the consumer 30 purchases a good
or service at the merchant 22 using a portable consumer device 32 such as a credit
card. The consumer's portable consumer device 32 can interact with an access
device 34 such as a POS (point of sale) terminal at the merchant 22. For example,
the consumer 30 may take a credit card and may swipe it through an appropriate slot
in the POS terminal. Alternatively, the POS terminal may be a contactless reader,
and the portable consumer device 32 may be a contactless device such as a

contactless card.

[0024] An authorization request message is then forwarded to the acquirer 24.
After receiving the authorization request message, the authorization request
message is then sent to the payment processing system 26. The payment
processing system 26 then forwards the authorization request message to the issuer
28 of the portable consumer device 32.

[0025] After the issuer 28 receives the authorization request message, the
issuer 28 sends an authorization response message back to the payment processing
system 26 (step 56) to indicate whether or not the current transaction is authorized

(or not authorized). The transaction processing system 26 then forwards the
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authorization response message back to the acquirer 24. The acquirer 24 then

sends the response message back to the merchant 22.

[0026] After the merchant 22 receives the authorization response message,
the access device 34 at the merchant 22 may then provide the authorization
response message for the consumer 30. The response message may be displayed

by the POS terminal, or may be printed out on a receipt.

[0027] At the end of the day, a normal clearing and settlement process can be
conducted by the transaction processing system 26. A clearing process is a process
of exchanging financial details between and acquirer and an issuer to facilitate
posting to a consumer's account and reconciliation of the consumer's settlement

position. Clearing and settlement can occur simultaneously.

[0028] Embodiments of the invention are not limited to the above-described
embodiments. For example, although separate functional blocks are shown for an
issuer, payment processing system, and acquirer, some entities perform (e.g.,
Discover, AMEX, etc.) all of these functions and may be included in embodiments of

invention.

[0029] FIG. 2 shows a conceptual block diagram 100 illustrating the various
aspects of authenticating a purchase transaction. Such aspects include portable
consumer device authentication 100(a), consumer authentication 100(b), back end
processing including real time risk analysis 100(c), and consumer notification of the

purchase transaction 100(d).

[0030] The present invention generally relates to portable consumer device
authentication, which authenticates the portable consumer device used in the
purchase transaction. That is, in a portable consumer device authentication process,
a determination is made as to whether the portable consumer device that is being
used in the purchase transaction is the authentic portable consumer device or a
counterfeit portable consumer device. Specific exemplary techniques for improving
the authentication of a portable consumer device include the use of dynamic card

verification values (dCVVs), as will be discussed in further detail below.

[0031] As shown in Fig. 2, other authentication aspects include consumer

authentication 100(b), which relates to a determination as to whether or not the
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person conducting the transaction is in fact the owner or authorized user of the
portable consumer device. Conventional consumer authentication processes are
conducted by the merchants. For example, merchants may ask to see a credit card
holder's driver's license before conducting a business transaction with the credit card
holder. Back end processing 100(c) relates to processing that may occur at the
issuer or payment processing system, or other non-merchant location. Various
processes may be performed at the "back end" of the payment transaction to help
ensure that any transactions being conducted are authentic. Back end processing
100(c) may also prevent transactions that should not be authorized, and can allow
transactions that should be authorized. Lastly, consumer notification 100(d) is
another aspect of transaction authentication. In some cases, a consumer may be
notified that a purchase transaction is occurring or has occurred. If the consumer is
notified (e.g., via cell phone) that a transaction is occurring using his portable
consumer device, and the consumer is in fact not conducting the transaction, then

appropriate steps may be taken to prevent the transaction from occurring.

[0032] Specific details regarding some of the above-described aspects are
provided below. The specific details of the specific aspects may be combined in any
suitable manner without departing from the spirit and scope of the invention. For
example, portable consumer device authentication 100(a) may be combined with
consumer authentication 100(b), back end processing 100(c), and consumer

transaction notification 100(d) in some embodiments of the invention.

[0033] As previously mentioned, one method of authenticating a portable
consumer device relates to the use of dynamic authentication data. To help ensure
that the portable consumer device being used in a payment transaction is in fact the
authentic portable consumer device, "dynamic" data is provided from the portable
consumer device. Dynamic data is data that may change over time, and is therefore
more secure than static data (e.g., a name or number). For example, a portable
consumer device authentication process may include "dynamic" authentication data
such as a dCVV (or dynamic card verification value). In comparison, "static" data
may be data that does not change over time. For example, today, credit cards have
card verification valuesl(CWs) printed on the back of the cards that can be used to

verify that the portable consumer device being used is authentic.
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[0034] Dynamic CVVs (or dCVVs) are described in Sahota et al. U.S. Patent
Application Publication No. 2005/0043997 ("Sahota"), which is incorporated by
reference herein in its entirety for all purposes. Sahota describes the generation of a
dynamic verification value using an automatic transaction counter (ATC) maintained
on the device in conjunction with payment data from the device such as a PAN
(primary account number), an expiration date, and a service code. The ATC will
initially be set by the service provider to a predetermined value. Thereafter, the ATC
may be incremented or decremented with each transaction. The service provider
which deployed the payment service will maintain a corresponding ATC accessible
to the service provider's computer. This corresponding ATC is used to identify

payment services which may have been skimmed.

[0035] Each time the payment service is initiated, a dCVV is generated on the
portable consumer device for authentication purposes. A dCVV may be generated
using encryption keys that may be uniquely derived. The encryption keys may have
any suitable characteristics. In one approach, the encryption keys take the value of
unique keys derived from data existing on the portable consumer device, such as the

payment data (e.g., PAN, expiration date, service code).

[0036] In one approach, the ATC and the dCVV are transmitted from a
merchant to an issuer where they are evaluated for possible approval. The ATC is
maintained on the portable consumer device and keeps track of the number of times
that a portable consumer device is used. If there is a mismatch between the ATC
value that is received at the issuer and the expected ATC value from the issuer's
separate counter, then the transaction may be denied as possibly fraudulent. If the
received ATC matches the expected ATC value, then the issuer may independently
generate a dCVV using encryption keys and the received payment data to
authenticate the portable consumer device. If the transaction is authenticated, then
the issuer's counter accepts the received ATC value, which is also maintained on the

portable consumer device.

[0037] The dCVV or other dynamic data may be transmitted using any
suitable secure data transmission process and may use DES (dynamic encryption
standard), as well as ECC (elliptical curve cryptography), or AEC (advanced
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encryption cryptography). Any symmetric or asymmetric cryptographic elements

may be used.

[0038] In view of the foregoing, it is advantageous to provide a portable
consumer devices capable of reading, updating, generating, storing, and transmitting
dynamic authentication data, such as an ATC or dCVV. It is particularly
advantageous to provide such a portable consumer device that is powered
exclusively from external power sources. In some embodiments of the present
invention, portable consumer devices are provided that include a processor for
generating the dynamic authentication data (e.g., ATC or dCVV), a memory for
storing the data, a read-write device for reading the memory and writing onto the
memory, and an interface for transmitting the data from the device to an external
device and for receiving external power. The portable consumer devices are
powered by an external power source instead of a power source internal to the
device, such as a battery. In some embodiments, the devices may be powered
using energy received from an external power source and stored at a temporary
storage means on the device. Examples of external power sources include access
devices such as POS terminals, ATM machines, transaction calculators, etc. In
embodiments of the invention, each time a portable consumer device is powered by
an external power source, a new authentication value (e.g., ATC value) may be
produced by the device, transmitted from the device, and stored on the device. In
other embodiments, a new dCVV value may be produced using the new ATC value

each time a portable consumer device is powered by an external power source.

[0039] FIGS. 3(a)-3(d) illustrate a number of payment card embodiments of a
portable consumer device in accordance with the invention. As stated previously, it
should be understood that any number of alternate forms for the portable consumer
device may be used to implement the concepts of the present invention. FIG. 3(a)
shows a magnetic stripe card 202 including a plastic body 202(a). A magnetic stripe
202(e) is on the plastic body 202(a) and serves as the device memory. The memory
stores the dynamic authentication data (e.g., the most recent ATC value). The
memory may also store instructions for an algorithm that generates or updates the
dynamic authentication data (e.g., instructions for updating the ATC or generating
the dCVV). The memory also preferably stores information such as financial

information, transit information (e.g., as in a subway or train pass), access
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information (e.g., as in access badges), etc.. Financial information may include
information such as bank account information, bank identification number (BIN),
credit or debit card account number information (PAN), account balance information,
expiration date, consumer information such as name, date of birth, etc. Any of this

information may be transmitted by the portable consumer device.

[0040] Information in the memory may also be in the form of data tracks that
are traditionally associated with credits cards. Such tracks include Track 1 and
Track 2. Track 1 ("International Air Transport Association") stores more information
than Track 2, and contains the cardholder's name as well as account number and
other discretionary data. This track is sometimes used by the airlines when securing
reservations with a credit card. Track 2 ("American Banking Association") is
currently most commonly used. This is the track that is read by ATMs and credit
card checkers. The ABA (American Banking Association) designed the
specifications of this track and all world banks must abide by it. It contains the
cardholder's account, encrypted PIN, plus other discretionary data.

[0041] The plastic body 202(a) may include an embossed region, which may
have information such as cardholder name, card number, and expiration date (not
shown). A processor (e.g., a microprocessor) 202(b) is located on the plastic body
202(a) for carrying out the processing tasks of the device. For example, processor
202(b) may update the ATC or generate the dCVV using predefined algorithms
stored on the device memory. A read-write device 202(d) and an antenna 202(c) are
coupled to the processor 202(b). Although this exemplary embodiment shows a
read-write device 202(d) for a magnetic stripe 202(e), in other embodiments, the
read-write device may be embodied by logic which may read and/or write data to a
volatile or semi-volatile solid-state memory device such as a flash memory chip or
the like. Read-write device 202(d) may be used to read the dynamic authentication
data value before a transaction and to rewrite the new data value after the
transaction. Antenna 202(c) may be a coil of wire which communicates with and
receives power from a contactless card reader (not shown). As is well known in the
art, when the coil of wire in a passive contactless antenna is moved through an
electromagnetic field produced by a contactless card reader, a current is generated
in the wire coil that powers the components of the portable consumer device. Power

received through antenna 202(c) can be the only source of power for operating the

10



WO 2007/149830 PCT/US2007/071518

processor 202(b) and read-write device 202(d) to carry out the processes of the

portable consumer device.

[0042] Antenna 202(c) may be capable of transferring and receiving data
using a near field communications ("NFC") capability (or near field communications
medium) typically in accordance with a standardized protocol or data transfer
mechanism (e.g., ISO 14443/NFC). Near field communications capability is a short-
range communications capability, such as RFID, Bluetooth™, infra-red, or other data
transfer capability that can be used to exchange data between the portable

consumer device 202 and an interrogation device, such as a contactless reader.

[0043] During use, the antenna 202(c) may allow the magnetic stripe card 202
to communicate with an external contactless reader (not shown) so that information
stored in the device memory (i.e., stripe 202(e)) is transmitted to the reader via the
processor 202(b) and the read-write device 202(d). The transmitted information may
include payment information such as a PAN, expiration date, etc., and dynamic
authentication data, such as an ATC value. At the same time, the antenna 202(c)
may also receive power from the electromagnetic field of the contactless reader to
power processor 202(b) and read-write device 202(d) temporarily so that the read-
write device 202(d) can also rewrite the dynamic authentication data (e.g., ATC

value or dCVV) on the magnetic stripe 202(e) after the transaction is complete.

[0044] In one exemplary approach, the ATC value and optionally the dCVV
may be stored on stripe 202(e). Each time the device 202 is powered by an external
power source, for example by a contact reader via antenna 202(c), the processor
202(b) and read-write device 202(d) may be powered to read at least the ATC value
from the stripe 202(e). Processor 202(b) may then use an algorithm stored on stripe
202(e) to generate the next, expected ATC value. Based on the next ATC value and
other information stored on the stripe 202(e), such as the PAN, expiration date, and
service code, the processor 202(b) may also generate the next dCVV value using a
predetermined algorithm stored on the stripe 202(e). The next ATC and dCVV
values may be transmitted externally of the device 202, for example, via antenna
202(c) to the contactless reader. The transmitted dynamic authentication values
may then be transmitted to the issuer to authenticate the portable consumer device
202 as is described above. If the transaction is approved, then the next ATC and

11
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dCVV values may be written onto stripe 202(e) by processor 202(b) and read-write
device 202(d) using power received from an external source (e.g., the contactless

reader).

[0045] Thus, as illustrated by the above example, embodiments of the
invention can include the use of an externally powered portable consumer device
capable of storing, reading, updating, generating, and rewriting dynamic
authentication data used in a portable consumer device authentication transaction.
As used herein, an "externally powered device" is one that does not carry its own
source of power and relies on the receipt of external power for operating its
components. That is, the energy used to operate the components of an externally
powered device originates from an external source. In many instances, this
approach enables the elimination of a battery in a portable consumer device and
provides so called "batteryless" devices. It should be understood, however, that an
externally powered device may include one or more energy storage means that store
energy received from an external source via the device's power interface (e.g.,
electrical contacts or wireless induction interface). In some instances, this energy
storage may be temporary and the stored energy is used up at the end of each
authentication transaction.

[0046] Moreover, the present invention provides an approach whereby the
dynamic authentication data stored on the portable consumer device only changes
when the device is powered by an external power source, such as a POS terminal or
ATM machine. The corresponding dynamic authentication data stored at the issuer
may also be changed only when the portable consumer device changes its
authentication data. As such, it will be ensured that the dynamic authentication data
stored on the portable consumer device and at the issuer will correspond with each
other despite intervening transactions where the portable consumer device is not
externally powered to update the dynamic authentication data (e.g., when the
consumer uses the card over the phone or the Internet).

[0047] Another payment card embodiment 204 of the invention is shown in
FIG. 3(b). In FIGS. 3(a) and 3(b), like numerals designate like elements. However,
in FIG. 3(b), a conductive contact region 202(f) is shown and the conductive contact
is coupled to the processor 202(b) instead of an antenna. In this example, the
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contact region 202(f) may include multiple electrical contacts so that it may interface
with and electrically contact a corresponding contact region in a card reader such as
a POS terminal or ATM machine (not shown). When the card 204 is used, power
can be supplied to the processor 202(b) and the read-write device 202(d) via the
conductive contact 202(f), and the device 204 can function as described above to

read, update/generate, transmit, and store dynamic authentication data.

[0048] FIG. 3(c) shows another magnetic stripe card 206 according to an
embodiment of the invention. It includes a portable consumer device reader
interface region such as a interface region 202(g), which may take the form of the
above-described antenna 202(c) or electrically conductive contact 202(f) or another
suitable interface. Power can be supplied to the processor 202(b) and the read-write
device 202(d) via the interface region 202(g) as described above. In the
embodiment of FIG. 3(c), a semi-static display 202(h) is coupled to the processor
202(b). Each time the processor 202(b) is powered by an external source (e.g., card
reader) during a purchase transaction, the processor 202(b) can cause the display
202(h) to display a dynamic authentication value such as the dCVV value. The
dCVV value may be viewed by a consumer and used in a mail order, telephone, or
Internet purchase transaction to help verify that the consumer has an authentic card.
In this example, the same or different dCVV value (or other dynamic authentication
data) may be electronically transmitted to the card reader and subsequently
transmitted in an authorization request message to the issuer for further verification.

[0049] FIG. 3(d) shows another embodiment of the invention in which the
portable consumer device includes an energy storage means for storing power
received from the external source. Card 208 includes a portable consumer device
reader interface region such as a interface region 202(g) which, as described above,
may take the form of antenna 202(c), electrically conductive contact 202(f), or any
other suitable data and power interface. Power can be supplied to the processor
202(b) and the read-write device 202(d) via the interface region 202(g) as described
above. In the embodiment of FIG. 3(d), an energy storage means 202(i) is coupled
to the processor 202(b). Energy storage means 202(i) may be an electrical capacitor
or other suitable device. Each time the processor 202(b) is powered by an external
source (e.g., by a contactless reader) during a purchase transaction, a portion of the
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power received the processor 202(b) can be stored in energy storage means 202(i)

for later use by the portable consumer device.

[0050] For example, in an instance where card 208 is a contactless device
that receives an amount of energy from the contactless reader when it is passed
through the magnetic field of the reader, a portion of the received energy may be
used to immediately power the processor 202(b) and read-write device 202(d) to
read data stored on the magnetic stripe 202(e), generate updated dynamic
authentication data, and transmit data to an external device. A portion of the
received energy may be stored in device 202(i) until the transaction is approved by
the issuer, at which time the stored energy is used to power the processor 202(b)
and read-write device 202(d) to rewrite the updated dynamic authentication data on
the magnetic stripe 202(e). The energy storage on device 202(i) may only be
temporary and the stored energy may be discharged to power the portable consumer

device only during each transaction.

[0051] Fig. 3(e) shows another embodiment illustrating how the invention can
be applied in a mobile wireless device, such as a cellular phone or wireless enabled
PDA. Portable consumer device 32 may include a body 32(h) that includes a
wireless mobile device portion 300 and a payment authentication portion 310.
Device portion 300 may comprise a computer readable medium 32(b) which may be
present within the body 32(h), or may be detachable from it. The body 32(h) may be
in the form a plastic substrate, housing, or other structure. The computer readable
medium 32(b) may be memory that stores data and may be in any suitable form

including a memory chip, etc.

[0052] The device portion 300 may also include a processor 32(c) (e.g., a
microprocessor) for processing the functions of the portable consumer device 32 and
a display 32(d) to allow a consumer to see phone numbers and other information
and messages. The device portion 300 may further include input elements 32(e) to
allow a consumer to input information into the device, a speaker 32(f) to allow the
consumer to hear voice communication, music, etc., and a microphone 32(i) to allow
the consumer to transmit her voice through the portable consumer device 32. The

device portion 300 may also include an antenna 32(a) for wireless data transfer (e.g.,
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via cellular networks). The device portion 300 may also include one or more power

sources or power supplies 32(g), such as a rechargeable battery.

[0053] Payment authentication portion 310 includes the components
previously described with respect to the specific payment card embodiments of
FIGS. 3(a)-(d). In particular, an interface 202(qg) is provided which may be a
contactless antenna 202(c), an electrical contact 202(f), or any other suitable
interface for power and data exchange. Interface 202(g) is coupled to processor
202(b) which is coupled to read-write device 202(d). Memory 202(e) is also provided
on which the read-write device 202(d) operates. Further, processor 202(b) may

optionally be coupled to display 202(h) and/or energy storage means 202(i).

[0054] As previously described, the payment authentication portion 310 may
be entirely powered by a power source external to portable consumer device 32.
Therefore, processor 202(b) and read-write device 202(d) may not be coupled to
power source 32(g) of the device portion 300. In operation, payment authentication
portion 310 may be separately powered entirely through interface 202(g), such that
portion 310 may be powered and used to complete a transaction even when device
portion 300 is powered off. It is contemplated that in some embodiments
components of payment authentication portion 310 may overlap with components of
device portion 300. In such embodiments power for the authentication transaction is
still entirely provided by an external source, such that no power from power source

32(g) is required to complete the authentication transaction.

[0055] FIG. 4 shows a security device 400 which can be used to power cards
of the type shown in FIGS. 3(b)-3(d). The security device 400 may have a data input
region 400(b) (e.g., keys) on a housing 400(a). The housing 400(a) may define a
slot 400(d) which can receive a card like those described above. A display 400(c) is
also present on the housing 400(a). The security device 400 may contain a
microprocessor, batteries, and a memory comprising computer code for producing a
one-time transaction code or number (e.g., dCVV) for a consumer purchase
transaction. The logic for producing the one-time transaction code may also reside
on another server or computer (e.g., an issuer's server) so that the issuer, merchant,
or other party, can verify that the person holding the card is in fact the authorized

15



WO 2007/149830 PCT/US2007/071518

cardholder. In this example, the security device 400 may be characterized as a hard

security token and may be used to help authenticate the consumer.

[0056] During use, a consumer may insert a magnetic stripe card (as
described above) into the slot 400(d). A one time transaction code (e.g., dCVV) may
then be displayed on the screen 400(c). When the card is inserted into the security
device 400, power from the power source in the security device 400 powers the
processor and read-write device in the card so that dynamic authentication data
(e.g., ATC value) on the card can be read, transmitted to the security device 400,
and subsequently changed on the card memory. Thus, the security device 400 can
be used to produce a one time transaction number for a transaction (e.g., dCVV),
and also temporarily supply power to an externally powered card so that a counter
value (e.g., ATC value) can change in the card. In some embodiments, the one time
transaction number or dCVV may be generated using the process on the portable
consumer device and transmitted to the security device 400 for display. A system
using both the security device 400 and an externally powered card utilizing dynamic
authentication data can advantageously authenticate both the consumer as well as

the portable consumer device.

[0057] FIG. 5 is a flow chart illustrating a method of authenticating a payment
transaction in accordance with an embodiment of the present invention. At step 510,
the method is entered into by providing the consumer with a portable consumer
device. At step 520, the consumer positions the portable consumer device so as to
interact with an external device. For example, the external device may be a
contactless card reader, a security device like device 400 of FIG. 4 having card slot
400(d), a POS terminal, an ATM machine, and the like, and the user may place the
portable consumer device within or adjacent the external device to initiate the
interaction. At step 530, the external device provides power to the portable
consumer device to read its stored dynamic authentication data, to update the data
using an algorithm, and to transmit the updated data from the device. For example,
an antenna of a contactless portable consumer device may receive power from an
interrogation device to read an ATC value stored on the device memory, update the
ATC value using an algorithm to calculate the next ATC value, and transmit the next
ATC value to an external device such as security device 400.
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[0058] In one example, the updated dCVV may be generated using a stored
algorithm at the processor of the portable consumer device, such as processor
202(b) of card 202, based on the next ATC value generated at the processor and
other stored information such as PAN, expiration date, and service code. The
updated dCVV and the next ATC value may then be transmitted from the portable
consumer device to an external device, such as security device 400, a POS terminal,
or an ATM machine, or further upstream to an issuer's server for authentication
purposes. Each time the processor 202(b) is powered up by an external power
source, the ATC value or other piece of dynamic data can change. In another
example, the next ATC value may be calculated by the portable consumer device
and transmitted along with other data to an external device. Generation of the dCVV

may then occur at the external device.

[0059] It is apparent to one skilled in the art that various changes and
modifications can be made to this disclosure, and equivalents employed, without
departing from the spirit and scope of the invention. Elements shown with any
embodiment are exemplary for the specific embodiment and can be used on other

embodiments within this disclosure.
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CLAIMS:

1. A portable consumer device comprising:

a memory on which dynamic authentication data is stored;

a processor configured to update the dynamic authentication data;

a read-write device configured to read data from the memory and write data
onto the memory; and

an interface for transmitting data from the portable consumer device and
receiving power from an external device,

wherein each time power is received from the external device the portable
consumer device is configured to read the dynamic authentication data from the memory,
write the updated dynamic authentication data to the memory, and transmit the updated
dynamic authentication data from the portable consumer device, and

wherein power for operating the processor and the read-write device is received

exclusively from the external device.

2. The device of claim 1 wherein the memory further comprises an

algorithm for updating the dynamic authentication data.

3. The device of claim 1 wherein each time power is received from the
external device the portable consumer device is further configured to write the updated

dynamic authentication data onto the memory.

4. The device of claim 1 further comprising a capacitor for storing a

portion of the power received from the external device.

5. The device of claim 1 wherein the interface comprises a contactless
antenna.

6. The device of claim 1 wherein the interface comprises an electrical
contact.

7. The device of claim 1 further comprising a display for displaying the

updated dynamic authentication data.
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8. The device of claim 1 wherein the dynamic authentication data
comprises at least one of an automatic transaction counter and a dynamic card

verification value.

9. The device of claim 1 wherein the portable consumer device is

configured to receive power from the external device when the portable consumer device

is positioned within or adjacent the external device.

10. The device of claim 1 wherein the portable consumer device is
configured to transmit the updated dynamic authentication data to the external device

each time power is provided to the portable consumer device.

1. The device of claim 1 further comprising a wireless mobile device

portion configured to enable wireless communication.

12. A system comprising:
the external device of claim 1; and
the portable consumer device of claim 1 in communication with the external

device.

13. The system of claim 12 wherein the external device comprises a

security device, a POS terminal, and an ATM machine.

14. A method of using the portable consumer device of claim 1, the
method comprising:

obtaining the portable consumer device; and

placing the portable consumer device near the external device of claim 1.

15. The method of claim 14 wherein the portable consumer device is

placed within about 10 inches or less of the external device.

16. A portable consumer device comprising:
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a memory on which a counter value is stored;

a processor configured to update the counter value;

a read-write device configured to read data from the memory and write data
onto the memory; and

an interface for transmitting data from the portable consumer device and
receiving power from an external device,

wherein each time power is received from the external device the portable
consumer device is configured to read the counter value from the memory and update
the counter value, and transmit the updated counter value from the portable consumer
device to the external device, and

wherein power for operating the processor and the read-write device is received

exclusively from the external device.

17. The device of claim 16 wherein the external device generates a

verification value based on the updated counter value.

18. The device of claim 16 wherein each time power is received from the
external device the portable consumer device is further configured to generate a

verification value based on the updated counter value.

19. The device of claim 18 wherein each time power is received from the
external device the portable consumer device is further configured to transmit the

verification value to the external device.

20. The device of claim 16 wherein the memory comprises computer

readable means for generating a verification value from the updated counter value.

21. A method for authenticating a transaction, comprising:

providing external power to a portable consumer device;

reading a counter value stored on the portable consumer device and updating
the counter value each time external power is provided to the portable consumer device,

wherein updating the counter value comprises incrementing or decrementing the counter
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value with each transaction, and wherein power for said reading and updating is sourced
exclusively from the external power; and
transmitting the updated counter value from the portable consumer device each

time external power is provided to the portable consumer device.

22. The method of claim 21 further comprising storing the updated counter
value in the portable consumer device each time external power is provided to the

portable consumer device.

23. The method of claim 21 further comprising storing a portion of the

external power at a capacitor disposed within portable consumer device.

24, The method of claim 21 further comprising generating a verification
value based on the updated counter value each time external power is provided to the

portable consumer device.

25. The method of claim 24 wherein the generating a verification value

comprises using an algorithm stored on the portable consumer device.

DATED this third Day of January, 2013
Visa U.S.A. Inc.
Patent Attorneys for the Applicant
SPRUSON & FERGUSON

7003968_1 21



WO 2007/149830 PCT/US2007/071518
1/7

CONSUMER
30

A
Y

PORTABLE
CONSUMER
DEVICE
32

A
A4

ACCESS
DEVICE
34

A

\ 4

MERCHANT
22

ACQUIRER
24

4

A

PAYMENT PROCESSING SYSTEM
26

A
A 4

ISSUER
28

/

20

FIG. 1



WO 2007/149830

100

217

PCT/US2007/071518

100(a)

*Portable Consumer Device Authentication
*Dynamic verification token

100(b)

*Consumer Authentication
*Information unique to cardholder

*Back End Evaluation
*Real time risk analysis 100(c)
*Analyze transaction risk
*Analyze customer behavior
*E.g., advanced authorization

100(d)

*Consumer Notification

*Notify consumer when transaction is occuring
*Notify consumer when fraud is occuring

FIG. 2



WO 2007/149830

202
R

3/7

PCT/US2007/071518

202(d)

202(e)

202(a) _
202(b)

202(c)

FIG. 3(a)

204
W

202(e)
202(a) ____

202(b)

202(d)

/

202(f) ——F1

FIG. 3(b)




WO 2007/149830 PCT/US2007/071518

4/7
206, - 202(d)
202(e) = FIG. 3(c)
202(a) |
202(b) |

| ~

202(g) \Né \ T 202(h)

206(f)
o 202(d)

W _

202(e) | < FIG. 3(d)
202(a) _

202(b)
202(g) \ ; 202(i)

206(f)



WO 2007/149830 PCT/US2007/071518
5/7

32

ANTENNA
@ Mic

2(a)
3[ = J’ 32(i
crM | [Processor} pispLay

32(b) 32(c) [ | 329

I l

INPUT ELEMENTS SPEAKER
32(e) 32(f)

POWER SOURCE
32(q)

w
a2
o

R/W DEVICE MEMORY
202(d) ] 202(e)

I

STORAGE PROCESSOR | | DISPLAY
202(i) 202(b) 202(h)

I

INTERFACE
202(q)

FIG. 3(e) 32(h



WO 2007/149830 PCT/US2007/071518
6/7

400(d) \
<
/

400(c) —

400 —

400(b)

400(a) =

FIG. 4



WO 2007/149830 PCT/US2007/071518
11

510
Providing the consumer with a portable /‘
consumer device

Il 520
Position the portable consumer device f

so as to interact with an external device

A 4
External device provides power to the
portable consumer device to read stored
dynamic authentication data, to update
the data using an algorithm, and to
transmit the updated data from the
device

—— 530

FIG. 5



