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101 An MME receives an emergency call request message carrying an access network identifier
and sent by a user terminal, carmies the access network identifier in & query request, and sends the
inquiry request to an HSS

102 The MME receives a query result camying verification information and first authentication data
and returned by the HSS

108 The MME receives second authentication data sent by the user terminal

104 The MME compares the first authentication data with the second authentication data, when a
comparison is the same, determines that authentication is passed. and allows the user terminal to
access a communication network

105 After allowing the user terminal to access the communication network, the MME receives an
emergency call message carrying emergency call content and sent by the user terminal

108 The MME sends the received emergency call message to the HSS for being parsed. and
returns a response message to the user terminal according to a parsing result

(57) Abstract: A call authentication method, device, and system. The meth-
od comprises: an MME receiving an emergency call request message catry -
ing an access network identitier and sent by a user terminal, carrying the ac-
cess network identifier in a query request, and sending the inquiry request to
an HSS; the MME receiving a query result carrying verification information
and first authentication data and returned by the HSS; the MME receiving
second authentication data sent by the user terminal; and the MME compar -
ing the first authentication data with the second authentication data, when a
comparison is the same, determining that authentication is passed, and al-
lowing the user terminal to access a communication network. In embodi-
ments of the present invention, an illegal user terminal is prevented from
maliciously using the communication network by using an emergency call
manner, thereby improving the security of an emergency call and ensuring
the security of application of the communication network.
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— et AIE G k. REFEG

BAAT R
AE R BREBAGATIR, LEPEZ—FerhET &, REF ALK,

FEHEK
RE T AB AR EAAT AR T LS, AFBIHA P AL
34 T2 PR o R AEAJ PR 5425 ( Subscriber Identity Module, SIM )
’F‘Q’J T, BETAALEE & 5B ML, P 2T HREN T EF
e, flde, 120 P, 119 KESF, A, FBahnlt T2rker» 4
RGN SIM F 15 UARZ A R LW £ F L

Emﬁﬁ*¢ KB T EW AR ILT & RAMAE & E L%,
W 24038 F T A Buk A Sy 3% 69 B IR A% 3 B P 4732 (International Mobile
Subscriber Identity, IMSI) , A F#sh&pEANAZ SN, i, Hahdknd 2
A E R Zﬁlx%)fawf"\ ( International Mobile Equipment Identity, IMEI) % i%
E WM W AMEBD 0304869 IMEL B, 3% IMEL 1 A #3544 %
%%Aﬁ@W%ﬁwﬁwoﬁﬁlmﬁ,@lﬁmfﬂm%w%%k&%w
BAZ WG B R E T ARE, QTSR

%—F. HEheksE (B, A Fik%& (User Equipment, UE) ) 574 4L
Fegksk (Bp, a3t P & B (Evolved Node B, eNodeB) ) #E3 L&X TR
F=4| (Radio Resource Control, RRC) #3%.

% =% . UE %) eNodeB X i£+5 KK &, Fridif R e d a4 T o LA
FadE AW %’fmm Hop, Frikede] KA H R Eepm] KA,

P i B NP 2472 7T VA2 UE RG-89 2 3R7E— B 1§ 4742 ( Globally Unique
Temporary Identity, GUTI) 2 o486 84 3) A 7 4717 (Packet Temporary
Mobile Subscriber Identity, P-TMSI) , *vA& UE #§ IMSI, &£+ VA& UE #9
IMEI.

% =¥ . eNodeB # Fri& UE it #F—A 4% )& 22 524K ( Mobile Management
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Entity, MME) , FF3420K5) 6435 K04 &4 4 4 MME.,
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Fox% . MME 258 % Pk it KW B 35 8 69 B B 447978 IMEL 7,
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TR F R EH AR LT X — KA, A8 Wit
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W AME A 3 5 o bid a4, FREBEF AT O T RGFRI 0%
I, AEFF R Gk g — k4T Bk B IR E B, IR R Arb e b A
F-3

KR
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s K ALPE o 6 ] P AR BT R A AGE, ST A0 6 oM 2 FA
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PR ROH &, IS PTIR A R 447735 Wﬁéﬁm$¢ﬁk;pf*ﬁm
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X%,
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INEHAEG TR, b, RS —IAEHIE R PTE HSS ¥ E KRG 4%
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T, BT F CIAGESARE A PTIE) P sn RS ST B AR (MME ) K% 4
PRz B, AR ARG 20 BRI ez 3T B AT B8, A
A

P AR, HR B R HATE S —IGESIE S TR B IAEAIE AT
3, ARG RAE A, A IAEELL, AFATERA P ASEENBIE NS

LML, FTIRIR AL AE:

FvaEEEE, LR B R EAFFTER P ASREAT R B NEZ G,
HW BV FTE R P &sn L2 NEFT R E T ARG EETIEE, LF, ik
KA W BT P YR AR BT 2 A RATIn B B 135 895

H R AL B AER, 1ﬁ%ﬁhﬁkﬁ%mk%§%ﬂﬁgik A BTiE HSS

ATREHT, ARIEREAT4E R &) PR R P 445838 W vy 0K 6

ik, PR E ErFe R &R T T PTIE A PR A BN TR,

PPk iR &3 QLag: v F o R AR Fovt o Pl B se, Hd

BT i v v R R AR R B AR IR 04 BT iR 8\ R 4547 1R 35 W A2 P
H T R P A% E PR HSS 28T, ARABATIE S P 4 a9 AN A7 &
ZrF i RR BB gt X R, ERTER P ARERTHRANLERE
SR PRV E &

Frided v Pl AR SRR B FIBT & KB 69 R 2o KRB AT K Ti&
EBME, FA, WIEL AR P &R e TR, FF, NIUTH
PR 04 P R BN P 4 AT17 35 A A PR 180 R F R % Pk HSS #9341

kML, TR b IR E VA S T 5 RFE T —IAESAE S T
% IR HAT

FVB BB 69 P L B — ISR 5 PTiE 5 AR IR R TARR), E40 R,
W PATINGEB L, AFBAR LGB, FRAE, NPSTAMEREL, JB
4N W 449 %M’F

KK EHBI LT —F2BEGH FIRE S (HSS) , &3
B, B R BEASHEEEIR (MME) Ly Eiqi5E, &
B, TR EIER T O T EANLATIR, FTEBEARNLATIAALR P L35E
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R AEAES, R E AR EPTRRAT A G IRIEE & 5 F R 0 PT A S —IA
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FARE B, AEIAEET, AFATER P &R ENRAE N
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REFAAZ AT KR,

AR D FEABLRARE T —FreE o AIER %, 36 B3HF 2 FEIK MME.
B P snFa)a B 298 P R4 (HSS) ;5 H,
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THREESYFREEPHEFTOBEAMLF RN ENFRLEEA
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BT P &% KA 0 5 ZINERAE, BPTE R —IERE S AT id 5 — Ak
&t W%&,ﬁﬁ%& L RANR BT, AR, AFATIER P AR
NIBAE W % FEAHFFITE R P ASHBENFTRBIE NEZ G, B3 Pr Ljﬂ P

KB K EGETREFTHARGEE TR E, ., FARE I AR
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BTk ] P 43nik B oR: K EPTREF T HEAMLATIRG L 275 F Rl
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Frid HSS X B M ATE MME A £ 69 BTk 35 T HA M LA R &
R, FARIE ARG G BEN R LAT RS X & BAZ AT X B, L
B ik 31435 K 604043 AR AT IRt L 693K 4 B4R, FFF A LA B ik ik &
R 022 B RAF AN A QIIEZ BT BT B T id B —IAERIR L %
Z P MME; VAR JERTFFTE R P4 NPT iR AE MG, BT
Pk MME 3£ 69 PP 45 i B &od o] 1 589 B ot 00 &

ik, BT pAsm il B TR P Y&SEH B Brid MME &
A IIEAE AT, AR R G 6 22 ARSI 0 3R 1T B AT FLAF
B B ik 5 —IAGESLIE .

AL T, BT R P ASE A A HSS Aoy 5 G485 T B P 4sh
49 IMEI 5% & F A6 at B X %, 8 %, T AR A P &amfl i R 2xFm o
ANEZALHBIZ ML, BT BE T ehebt, RIET B3 RN&H LR 6
2,

B B 8tk
B 148 F AR %nBIHe)EE WAL E R E e AER,
B 2 A AR B et — 8 —FbeF mIAE T i 69 IRAR
B 3 AL R K] = ey —Fred AR &0 M T )
B 4 A KK %5 Z 69 —FF HSS 8944+ E A,
B 5 A AR B8R KAl vd o) —FreF A A GGG LM A

AL R G5 AE £ 367 X

KA ERBINTF T —Freb e k. &R %, BiLEA P 4&sE
A¥Fa HSS Kby G4k T F P #3564 IME] 58 & B4R eg3f B X &,
JE R P #4386 MME & %% 20835 £0f 805, MME M HSS 4 KB &,8-9%
LB BANZARH, FAMAEIEE L 3ATE BT 65 —IE33E, AR
PN ) P &n R 32 A ARAE AL A 09 2 2 B A A B 0 I 0l &t B AR
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B 69 % INESIE, SRR E —IAERIE S B DOAERIR HATINAR, AL
RARE B, AFROAIEERIL, AVFA P ARBEANBRE ML, IFABERT FEY
A PRI Rt s XEERABENLE, RGTREF sk
PRAET 1845 W 4509 b2 ) 69 502

*%m%%m,ﬁﬁi%%%%%f ? W M A ] P &smFIRET
ARG IX B4R, AT WA B P ATIAGE, PP & B4 A P&
sm e IMEL A8 X 8%, W &AM P 4498 %Hﬂﬂ%m%»%zm%ﬁri%
ABGE & BAR AR AE HSS F, W &ML A8 i & 16 3R IR AR X & B4 24741
FoyE AR, FARRABRIREGES, SRR P&l a F ke s
AR, SALE IR I B ) R IR A R S B A AT B8 4
R, FXRRAERIGEEEA. LF, REFHEH IMELZ——*TE XA, #

— AR E AT B ——A~ IMEL

AL P B RFM| 3 B2 B TE RAL LML R P 443%, #RZ
HIBR AT BT %, ARG EEA. 24102 A0 P 433 %%Aﬂ
LATIRAT AT I HAF B0, WEMFa ] P &sn B o B ff 5 6 Shhe, A
IEAZ AR AR g s, A BARAF AR 09 F 0 TR T EIR A

T @AV P E A RS A AT IR ik, F R A,
BERARGEILT, APiE T 6 L0 A L5 P 8 IET A EAFF 24,

A —

o 2 Bow, AR FERG G —FreF AR RGO R, iR
EOIE T IR

BB 101, MME 3008 P 483% 4 0935 9 T AR L4708 '8 4ot ) o
KIH &, FREPTRBEAN W LATIRIE W EE19E R F £ % HSS.

oo, PTRBEN P %A P 43569 IMEL

FEAHB 101 F, HA P LB T ZRIAF RGN SIM F/USIM
( Universal Subscriber Identity Module, & A Al 71250485 ) F, BFE4L4
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KIH & F & 1% 4 MME.
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4 MME #4889 A P 438 LR GBNA M L4772 GUIT 3% P_TMSI
BE, 578 P 4ok EARF P 4R 64 IMSI; 5 MME 053] F) P 4% Bk a9 45

W 24772 IMSI, 387 F P &3 B3R A P 495 69 IMEL

FERN L, SA P LELT RGN SIM FRER, L&A IMSI 9,
R 48 MME 24+ IMEI.

ik, MME Z4ICE) R &3 Rl &5, & HSS R#&#iF K
ZAT, PPk iRk 638,

B 56, MME ARAE ) P 4038 693N R 447175 'R EvF v 3 KRS 1) ey xd
Kk &, BRATER P AEAERER KA ® MME £ £ % 275w R ag k3,

E¥, MME 8 & A 4£—/8 Tt F R P &g 0 % v Ryt 4
%, FF YR P YRR E R R RO &, MME st 4tadiz fl P 4k 64
B Ect R BE e —, FRTRATIE . AR PR BN R AT R AT
L& EAERLPSYTE E

Hok, MME #|¥7 &K 5] 697 F R RB AT K THROELBME, F&, M4E
Yool SR P 4sn 0 R AR R, BT, WATE HSS & i% 14+ K 69 3R4E,

Ao, REBMERAY T R BB ) — AR P ik MME K2 %4
sl R A RE, — AR EIRE BT, X ERBIRE,

BB 102. MME 450K HSS &= 693% T 30 1E45 8fn 5 —IAIELE 69 £ 14)

&

HF, Prid 8§ —iAESIE 2 HSS ¥ & K69 22 B A AT A 636543
BT EAFR0, A, oBAF 4R ETH, TRR&E4 £ HSS
ARIE R G4 69 NN 24 AT IR 5 1R & B4R Z 18] 6 X B & F AT

FEFH 102 F, MME #5305 8] 69 % &oF o) i KK & F 35 69BN 447
PR LA E W E R R %4 HSS.
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FAEIEF R T AN LEAT AT AL 61X & B4 .
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F 133 B —iNEHIE.

TR R, R KT AR R Bk, 2T A2 4% 3GPP
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P AT, X ERBRE,

=¥, BT AR S50 E —IMESIEE A B ILE R E
1% 25 MME,

E o, PTiREiESE &7 vAE 3GPP # X 0910 IE4E &, 4w, RAND; Frid
% —IAIESLIE H device-challenge; Ffif %1445 R % RAND)|/device-challenge,
T A AR X915 &, RBEFEZRATHL, X TBRRE,

H 3% 103. MME 418 P 4453 K 34 89 % —IAESIE .

Hdr, BTk IANERAR R P R E%&MMEK&%%&%M
) ) RS A A 64 2o 5 1 e T iR A5 B AT B AT 51 64

FEFH 103 ¥, MME #:4£3] HSS A= ¢9 &4 R, 54Xy s
T FAAMUIIEAZ &, MME 532 MU IEAZ 8 K 2 40 ) P 4455
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