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BATTERY MANAGEMENT SYSTEM AND MONITORING DEVICES

Technical Field

[001] The present disclosure relates to the field of battery technology and energy
cells. More specifically the present disclosure relates to battery management systems and
monitoring devices for monitoring battery cells or groups of battery cells, and monitoring
systems, communications controllers, and regulation systems for use with such monitoring
devices.

Background

[002] Battery systems, comprising a plurality of battery cells, are used in a wide
range of modern electric power applications. For example, they are used to power electric
vehicles, they are used in industrial power applications, in transportation, and in commercial
applications such as powering of modern electronic devices. Given the relatively high-power
demands of such applications, a battery system often comprises multiple battery cells coupled
together to achieve the required power output. The battery cells may be coupled together to
form a battery pack, and the battery system may comprise one or more battery packs.

[003] It is common to connect a battery system to a battery management system,
configured to ensure that the battery system operates within its safe operating range. The safe
operating area is commonly defined as the voltage, temperature and current conditions under
which the battery system is expected to operate without self-damage.

[004] To achieve this typically each battery cell in a battery system is monitored
using a cell monitoring device. The function of the cell monitoring device is to measure
signals from the battery cells being monitored such as cell terminal voltage, the cell current,
the cell temperature, cell pressure, etc., which are then used to determine if the cell isin a

safe state. In some systems, measurements made by a cell monitoring device are collated and
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transmitted to a battery management system which processes the measurements to determine
the current state of a cell being monitored. Alternatively, measurements may be collated and
processed within the individual cell monitoring devices and reported to a battery management
system so that the battery management system can maintain an overview of the current state

of the battery system.

SUMMARY

[005] One aspect of the present disclosure provides a battery management system,
comprising: a battery management unit, one or more monitoring devices; and a
communications controller operable to receive and process measurements of one or more
battery cells of a battery system received from the one or more monitoring devices and
provide processed measurements to the battery management unit. The one or more
monitoring devices may each comprise: one or more sensors operable to obtain
measurements of one or more battery cells of a battery system; a transmitter operable to
transmit obtained measurements to the communications controller; and a processor operable
to process obtained measurements from the one or more battery cells and cause the obtained
measurements to be reported to the communications controller in accordance with a
predetermined schedule.

[006] Preferably, the communications controller and the processors of the one or
more monitoring devices are configured to cause obtained measurements from the one or
more battery cells to be reported to the battery management unit in a deterministic manner
which is independent of triggering by the processors or the communications controller of any
interrupts, external memory access steps or the use of a stack. By restricting the processing of

the processors of the communications controller and monitoring devices in such a manner, in
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such embodiments the reliability of the battery management system may be improved as
random errors arising from non-deterministic processing can be avoided.

[007] Another aspect of the present disclosure provides a battery management
system in which one or more monitoring devices are provided wherein each of the monitoring
devices comprise one or more sensors operable to obtain measurements of one or more
modules of a battery system; a receiver operable to receive, from a communications
controller, a timing signal indicative of the timing of a reporting frame; and a transmitter
operable to report obtained measurements to the communications controller; wherein each of
the monitoring devices is configured to: transmit previously obtained measurements to the
communications controller at one or more transmission times relative to the timing indicated
by a timing signal received from a communications controller; and utilize the received timing
signal to select sampling times for the measurements obtained by the one or more sensors to
be reported to the communications controller in a later reporting cycle. In such systems the
co-ordination of the acquisition of sensor measurements may be enhanced as the sampling
times of the monitoring devices are co-ordinated by the receipt of the timing signal from the
communications controller.

[008] An aspect of the present disclosure provides a monitoring device operable to
report sensor measurements in a battery system. The monitoring device comprises one or
more circuitry operable to obtain measurements of one or more pins of a battery system, and
the one or more circuitry comprise at least one circuit for monitoring current. At least one
circuit for monitoring current comprises: at least one other circuit for amplifying variance
comprising at least one differential amplifier, one voltage reference in electrical connection
with a first input of the differential amplifier, the differential amplifier further comprising a
second input and an output; at least one transconductance means comprising at least one

output in electrical connection with the second input of the differential amplifier and at least
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one input in electrical connection with the output of the differential amplifier; wherein the
second input of the differential amplifier and at least one output of the at least one
transconductance means is in electrical connection with the one or more pins of a battery
system; at least one current source in electrical connection with at least one output of at least
one of the at least one transconductance means; and an output in electrical connection with at
least one output of at least one of the at least one transconductance means; wherein the at
least one circuit for monitoring current is operable to detect a disruption in or an absence of
an electrical connection of a sensor connected to the one or more pins by monitoring a current
required to cause a variance in a voltage on the one or more pins.

[009] An aspect of the present disclosure provides a regulation system for providing
a regulated voltage during a power on reset to a cell monitoring device (CMD) of an electric
battery system. The electric battery system comprises at least one pack, each pack comprising
a plurality of battery cells, wherein each battery cell is monitored via a respective CMD. The
regulation system comprises a bandgap reference unit configured to generate a bandgap
reference voltage (VBG) based on a supply voltage (VDD), and further configured to
generate a first enablement signal once the bandgap reference voltage is stable and at a level
suitable for operational safety of the CMD core circuit. The system further comprises a
voltage regulator unit configured to receive the bandgap reference voltage (VBG) and the
first enablement signal from the bandgap reference unit, and upon receipt of the first
enablement signal, the voltage regulation unit further configured to generate the regulated
voltage (Dvop), for powering the CMD core circuitry, where the regulated voltage (Dvop) is
generated based on a comparison of the bandgap reference voltage (VBG). The system
additionally comprises a power on reset comparator configured to receive the bandgap
reference voltage (VBG) from the bandgap reference unit and the regulated voltage (Dvpp)

from the voltage regulator. The power on reset comparator is further configured to provide a
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second enablement signal to the CMD core circuit once a value of the regulated voltage is
greater than a value of the bandgap reference voltage (VBG), where the second enablement
signal enables the CMD core circuit to access the regulated voltage (Dvpp).

[010] Another aspect of the present disclosure provides a method in a regulation
system for providing a regulated voltage during a power on reset to a cell monitoring device
(CMD) of an electric battery system. The electric battery system comprises at least one pack,
each pack comprising a plurality of battery cells, where each battery cell is monitored via a
respective CMD. The method comprises generating, via a bandgap reference unit (BG), a
bandgap reference voltage (VGB) based on a supply voltage (VDD), and further generating a
first enablement signal once the bandgap reference voltage (VBG) is stable and at a level
suitable for operational safety of CMD core circuit 305. The method further comprises
receiving, via voltage regulator unit 301, the bandgap reference voltage (VBG) and the first
enablement signal from the bandgap reference unit. Upon receipt of the first enablement
signal, the method further comprises generating, via the voltage regulator unit, the regulated
voltage (Dvpp) for powering the core circuitry of the CMD, where the regulated voltage
(Dvpp) is generated based on a comparison of the bandgap reference voltage (VBG). The
method also comprises receiving, via a power on reset comparator, the bandgap reference
voltage (VBG) from the bandgap reference unit and the regulated voltage (Dvpp) from the
voltage regulator. The method additionally comprises providing, via the power on reset
comparator, a second enablement signal to the CMD core circuit once a value of the regulated
voltage (Dvpp) is greater than a value of the bandgap reference voltage (VBG), where the
second enablement signal enables the CMD core circuit to access the regulated voltage

(Dvpp).



10

15

20

25

[011] Further aspects of the present disclosure provide monitoring devices,
monitoring systems, controllers, and regulation systems for use in systems such as those
described above, and methods relating thereto.

BRIEF DESCRIPTION OF THE DRAWINGS

[012] The foregoing will be described in more detail with the following more
particular description of example embodiments, as illustrated in the accompanying drawings
in which reference characters refer to the same parts throughout the different views. The
drawings are not necessarily to scale, emphasis instead being placed upon illustrating the
example embodiments.

[013] FIG. 1 is a schematic illustration of an exemplary wired battery management
system architecture in which a plurality of cell monitoring devices are connected to a
communications controller via a wired harness in the form of a star network;

[014] FIG. 2 is a schematic illustration of an exemplary wired battery management
system architecture in which a plurality of cell monitoring devices are connected to a
communications controller via a wired harness in the form of a daisy chained network;

[015] FIG. 3 is a schematic illustration of an exemplary battery management system
architecture in which a plurality of cell monitoring devices and a communications controller
are connected via a wireless communications network;

[016] FIG. 4 is a schematic block diagram of an exemplary cell monitoring device
and a communications controller of the battery management system of Figure 3.

[017] FIG. S is a schematic block diagram of an alternative exemplary cell
monitoring device and communications controller of the battery management system of
Figure 3.

[018] FIGS. 6-9 are a set of schematic illustrations to explain the timing and

scheduling of data transmission within a battery management system.
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[019] FIG. 10 is a schematic illustration to explain how the data transmissions from
a communications controller can be used to synchronise the acquisition of sensor data within
a battery management system.

[020] FIG. 11 is a schematic illustration of a circuit for monitoring current of an
exemplary sensor operable to obtain measurements of one or more pins of a battery system,
according to some of the example embodiments described herein.

[021] FIG. 12 is a schematic illustration of first and second circuits for monitoring
current of an exemplary sensor operable to obtain measurements of one or more pins of a
battery system, according to some of the example embodiments described herein.

[022] FIG. 13 is a schematic illustration of a circuit for monitoring current of an
exemplary sensor operable to obtain measurements of one or more pins of a battery system,
according to some of the example embodiments described herein.

[023] FIG. 14 is a schematic illustration of an exemplary regulation system for
providing a regulated voltage during a power on reset to a cell monitoring device, according
to some of the example embodiments described herein.

[024] FIG. 15 is a schematic illustration of an exemplary bandgap reference unit of
FIG. 14, according to some of the example embodiments described herein.

DETAILED DESCRIPTION

[025] Reference will now be made in detail to exemplary embodiments, examples of
which are illustrated in the accompanying drawings. The following description refers to the
accompanying drawings in which the same numbers in different drawings represent the same
or similar elements unless otherwise represented. The implementations set forth in the
following description of exemplary embodiments do not represent all implementations
consistent with the invention. Instead, they are merely examples of systems, apparatuses and

methods consistent with aspects related to the invention as recited in the appended claims.
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Overview of battery management svstem architectures

[026] Figure 1 is an illustration of an exemplary wired battery management system
architecture in which a plurality of cell monitoring devices 10-1...10-N are connected via
wired harness 12 to communications controller 15. In the exemplary architecture of Figure 1,
wired harness 12 connects cell monitoring devices 10-1...10-N to communications controller
15 in the form of a star network with communications controller 15 at its centre.
Communications controller 15 is also connected to battery management unit 20.

[027] In the exemplary system of Figure 1, each cell monitoring device 10-1...10-N
is configured to monitor one or more battery cells 22-1...22-N and obtain measurements of
physical characteristics associated with one or more cells 22-1...22-N;, such as voltage, current,
temperature, pressure, strain, force etc. and/or derived measures such as State of Charge
(SoC). These measurements (which in some examples, may include derived measures) are
then transmitted from each cell monitoring device 10-1...10-N to communications controller
15 via wired harness 12.

[028] Communications controller 15 may be arranged to aggregate all messages from
cell monitoring devices 10-1...10-N and then pass them to battery management unit 20, or
alternatively communications controller 15 may be configured to pass individual messages
directly to battery management unit 20 which then proceeds to process received measurements
to determine a current state of the battery system.

[029] Often communications controller 15 will be a separate hardware device from
battery management unit 20. Alternatively, communications controller 15 and battery
management unit 20 may be integrated into a single hardware device in which
communications controller 15 is responsible for co-ordinating receipt of data via wired harness

12 and battery management unit 20 is responsible for analysis and processing of data.



10

15

20

25

[030] One drawback of the wired battery management system architecture illustrated
in Figure 1 is that in such an architecture, communications controller 15 and wired harness 12
are configured to receive measurements from a pre-defined number of cell monitoring devices
10-1...10-N. This makes expansion of the system difficult as addition of additional cell
monitoring devices 10-1...10-N will normally require addition of extra circuitry and
connectors to communications controller 15 to connect to additional cell monitoring devices as
well as modification of wired harness 12.

[031] Figure 2 shows an alternative approach to the wired battery management
system architecture of Figure 1. In contrast to the wired battery management system
architecture in Figure 1 in which wired harness 12 connects cell monitoring devices 10-1...10-
N to communications controller 15 in the form of a star network, in the exemplary architecture
of Figure 2, cell monitoring devices 10-1...10-N are wired by wiring 25 in the form of a daisy-
chain network in which successive cell monitoring devices 10-1...10-N are connected in
series.

[032] Operation of the wired battery management system architecture of Figure 2 is
very similar to the operation of the star network of Figure 1, except that rather than each cell
monitoring device 10-1...10-N communicating directly with communications controller 15,
messages are conveyed to and from cell monitoring devices 10-1...10-N by being relayed up
and down daisy-chain wiring 25. This means operation of each cell monitoring device 10-
1...10-Nis no longer identical, since cell monitoring device 10-N with a direct connection to
communications controller 15 must relay messages from all other cell monitoring devices 10-
1...10-N-1 while cell monitoring device 10-1 at the end of the daisy chain has no message
relay demands. The latency on a message (how long it takes to travel from a source cell
monitoring device to communications controller 15) varies from cell monitoring device to cell

monitoring device and increases as the number of cells/cell monitoring device increases. In
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some embodiments, daisy-chain wiring 25 can be formed into a loop terminating at
communications controller 15 at both ends. In this case, latency can vary between cell
monitoring devices 10-1...10-N depending on the direction around the loop that messages
travel. This variable latency is a drawback of daisy-chain wired battery networks.

[033] Figure 3 shows a variation of the battery management system architecture of
Figure 1, but instead of using wired harness 12, communications are made wirelessly via a
radio network. To that end, each cell monitoring device 10-1...10-N has an antenna 30, as
does communications controller 15. The radio network may use far field antenna or near-field
coupling.

[034] The wireless battery management system architecture of Figure 3 has the
advantages of a wired star network (all cell monitoring devices 10-1...10-N are identical,
constant latency etc.). Additionally, neither communications controller 15, nor any wired
harness 12 needs to be modified as the number of cell monitoring device 10-1...10-N changes.
However, wireless communications generally can be less reliable than wired networks, due to
the unpredictability of the radio channel and external radio energy sources causing
interference with communications.

Structure of communications controller and cell monitoring devices

[035] The structure of communications controller 15 and cell monitoring devices 10-
1...10-N of the system of Figure 3 will now be described in greater detail with reference to
Figures 4 and 5.

[036] Turning first to Figure 4, in an embodiment, cell monitoring device 10 of
battery management system of Figure 3 may comprise one or more sensors 31, 32, 33. In
Figure 4, three sensors: voltage sensor 31, current sensor 32 and temperature sensor 33 are
shown. It will be appreciated that in other embodiments, more or fewer or different sensors

might be included in cell monitoring device 10.

10
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[037] In this embodiment, sensors 31, 32, 33 are connected via analogue multiplexer
35 to analogue to digital convertor (ADC) 37 which is also connected to processor 39. In
alternative embodiments, analogue multiplexer 35 could be omitted and instead multiple
ADCs 37 could be provided with each of the sensors being connected to processer 39 directly
via its own dedicated ADC 37. It will, however, be appreciated that the provision of analogue
multiplexer 35 enables the duplication of ADCs 37 to be avoided.

[038] Processor 39 is also connected to memory 40 which may be non-volatile
random-access memory (NVRAM) or read only memory (ROM) which stores a program
comprising processing instructions for processing digital signals representing sensor
measurements received from ADC 37. Alternatively, memory 40 may comprise static
random-access memory (SRAM) enabling a program to be stored and then subsequently
modified. Such embodiments may facilitate the creation and debugging of programs for
storage in a cell monitoring device 10 during development of a battery management system.

[039] In addition, processor 39 is also connected to antenna 30 via radio block 45.
Clock 47 is provided within cell monitoring device 10 to co-ordinate timing of sensor
measurements and other processes undertaken by cell monitoring device 10. In some
embodiments clock 47 may take the form of an oscillator.

[040] In use, sensors 31, 32, 33 take measurements from one or more battery cells
22 (only one battery cell 22 is shown in Figure 4, but typically in embodiments monitoring
device 10 may be arranged to obtain measurements from multiple battery cells e.g. groups of
12 or more). Analogue measurements from sensors 31, 32, 33 are passed via analogue
multiplexer 35 to ADC 37 which sends a digitised measurement to processor 39. Processor
39 then runs a program stored in memory 40 that transforms the received digital signal into a
measurement value that has physical meaning, such as Volts, Amps, Kelvin, etc., and

packages the data ready for transmission. In embodiments packaged digitized measurements

11
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may be retained within internal registers within processor 39 prior to transmission.
Periodically radio block 45 is activated which causes the stored packaged measurements
stored internally within registers within processor 39 to be transmitted wirelessly via antenna
30 to communications controller 15.

[041] The structure of communications controller 15 is similar to that of cell
monitoring device 10 in that communications controller 15 also comprises antenna 30, radio
block 45, processor 39, memory 40, and clock 48. However, rather than storing a program
which co-ordinates the capture, packaging and transmission of sensor measurements from
sensors 31, 32, 33, memory 40 in communications controller 15 stores a program which
causes processor 39 of communications controller 15 to co-ordinate transfer of the
measurement data to battery management unit 20. Processor 39 of communications controller
15 may, in some embodiments, detect an error in the transmission, reception and/or
packaging of sensor measurements before transferring measurement data to battery
management unit 20. Such processing may involve the checking of an error detection or error
correction code included in transmissions received via antenna 30. In addition,
communications controller 15 also provides a communications path for control messages to
be sent from battery management unit 20 via antennas 30 and a wireless communications link
to cell monitoring devices 10-1...10-N. Communications controller 15 may, in some
embodiments, generate and send control messages to cell monitoring devices 10-1...10-N via
antennas 30.

[042] Although the architecture of cell monitoring device 10 and communications
controller 15 shown in Figure 4 may be satisfactory for low-risk applications, such an
architecture is unsuitable for high-risk applications as there are numerous points of

unreliability in the illustrated architecture.
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[043] By way of example a fault in ADC 37 may go undetected. Alternatively, a
fault in a software program may go undetected. “Stuck at” faults may occur at numerous
locations, where a value which should change is not updated. If an ADC 37 output value fails
to be updated, the system may not notice that the value fails to change. Meanwhile, a cell
may have gone over voltage, creating a hazard. Processor software may fail to update a value
being sent to radio block 45, so communication controller 15 receives what looks like a safe
value, but which is actually incorrect.

[044] In view of these issues, in many applications an alternative architecture as is
illustrated in Figure 5 may be used.

[045] Compared with the architecture of Figure 4, in the alternative architecture of
Figure 5, diagnostic source block 50 is included in cell monitoring device 10 which is
arranged to apply known signals to analogue multiplexer 35. If a known value, or a predicted
value based on the known value, is not then subsequently seen by the processor of monitoring
device 10 or communications controller 15, then that can be an indicator of something having
gone wrong and a fault will have been detected.

[046] Further, the architecture of Figure 5 replaces ADC 37 with multiplexer 51
connected to two ADCs 37 -1, 37-2. Tt is unlikely (i.e. there is a low likelihood) that both
ADCs 37-1, 37-2 will simultaneously display the same fault. Hence outputs from ADCs 37 -
1, 37-2 may be compared, and if they are not substantially in agreement (i.e. the obtained
ADC conversions substantially correspond) the fault can be flagged. Ordinarily, in such
circumstance, if there is a disagreement between the results of ADCs 37-1, 37-2, it will
normally only be possible to determine that one of ADCs 37-1, 37-2 is at fault, but not which
one. However, in some embodiments it may be possible to identify which of ADCs 37-1, 37-
2 is in error in combination with a diagnostics source (e.g. a known value or a predicted value

based on the known value from diagnostic source block 50). A further potential benefit of the
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presence of two ADCs 37-1, 37-2 is that the outputs of ADCs 37-1, 37-2 which are in
substantial agreement (i.e. the obtained values do not disagree by more than a threshold
amount) may be averaged to obtain an averaged value of a digitized sensor signal. This may
increase the accuracy of analogue to digital conversion of a measured analogue signal as it
will reduce the impact of noise in the measurement and conversion process. In some
embodiments, this may be preferable to merely truncating measured signals from a single
ADC.

[047] In addition to replacement of single ADC 37, with a pair of ADCs 37-1, 37-2
and multiplexer 51, in the architecture of Figure 5, processors 39 of monitoring device 10 and
communications controller 15 are replaced with dual core lock step processors 52. Dual core
lock step processors 52, sometimes called safety processors, are processors containing two
(or more) processor cores, where each core runs the same software program, but one core is
delayed relative to the other. Other than this delay, the two cores run in lock step. This
enables the output of cores to be compared (with the delay accounted for). As the cores run
the same program on the same data, results should agree exactly. Hence if one of the software
programs is corrupted on one of the cores and results do not agree, a fault can be detected.

[048] Although these modifications to the architecture of Figure 4 increase the
ability to confirm that errors have not occurred during the conversion and transmission of
sensor measurements from sensors 31, 32, 33 at cell monitoring device 10 to battery
management unit 20, reliability of data received by battery management unit 20 can be
further enhanced by restricting the processing undertaken by dual core lock step processors
52.

[049] More specifically, the applicants have appreciated that software processing of
data within a communications path between acquisition of analogue measurements by sensors

31, 32, 33 at cell monitoring devices 10-1...10-N and receipt of collected data at battery
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management unit 20 is a significant potential source of error within a battery management
system. Hardwired data processing such as that undertaken by multiplexer 35 and ADCs 37-
1, 37-2 is inherently deterministic. For example, as described above, it is possible to detect a
fault or an error because the outcomes of hardwired data processing are predictable within a
tolerance range. However, software processing, particularly where it is dependent upon
factors external to a processor is not (e.g., because such external factors can lead to a wide-
ranging outcomes, often leading an outcome from a number of possibilities which are, in
practice, unpredictable until the processing has actually taken place). Examples of such
external factors will include any processing based on interrupts which will alter expected
processing by causing a particular process to be halted whilst a secondary process is
undertaken. In addition, actions reliant upon non-deterministic external memory access (as
opposed to storage of values within registers of a processor) may result in non-deterministic
errors as may the use of a stack as stack overflow errors may occur at unexpected times.
Conversely, when processing is deterministic and does not involve interrupts and external
memory access steps etc. processing can be expected to run to completion within a set period
and there would be expected to be comparatively little variation in the time taken to run a
program to completion. This would not be the case where a program involves interrupt steps
as such interrupts necessarily render the time taken for a program to run to completion
uncertain as any interrupts result in the suspension of processing for an unknown period of
time and the timing with which such interrupts are triggered will not be known in advance.
[050] Although it may be possible to analyse software to “prove” that errors will not
occur, such analysis is difficult, time consuming and expensive. The applicants have
appreciated that much of the potential unreliability of software processing in the data path

between a set of sensors 31, 32, 33 and battery management unit 20 can be reduced by

15



10

15

20

25

applying a number of primary principles to the construction of programs to be run by
processor 39, 52.

[051] First as a matter of principle the processing of measurements from a set of
sensors 31, 32, 33 should be restricted to the conversion of sensor measurements into
meaningful digital data (e.g., conversion of sensor measurements into digital code to a
measurement value that has physical meaning, such as Volts, Amps, Kelvin etc) and the
packaging (including generation and checking of any error detection or error correction codes
within data for transmission) of such data so that it can be transmitted to battery management
unit 20 for analysis. Other processes, for example non-critical but potentially helpful
processing such as the generation of histogram data representing time cells 22-1...22-N stay
in a particular state should be performed via a separate processing path using a separate
processor which is not responsible for the processing, packaging and transmission of sensor
measurement data.

[052] Secondly, programs to be executed as part of this data transmission path
should be designed so as to avoid the use of any interrupts, external memory access steps
involving storage or access of data within non-deterministic memory, or the use of a stack.
This latter principle can be achieved if programs within the data transmission path are
arranged to store data within internal registers of processor 39 rather than utilizing external
memory storage in the course of processing and transmitting sensor data from sensors 31, 32,
33 to battery management unit 20 and the extent of programs which are to be run by
processor 39, 52 are such that they are necessarily run to completion within a timescale which
is smaller than the timescale with which sensor measurements are obtained and reported to
battery management unit 20.

[053] This latter criterion can be achieved where sensor measurements are sampled

and reported to battery management unit 20 in accordance with a predetermined schedule and
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the processing power and clock speed of any processor 39, 52 within the data transmission
path between sensors 31, 32, 33 and the battery management unit 20 is such that any program
to be run by such processors 39, 52 within the data path are such that it will run to completion
within shorter timescales than the timescales with which data is to be sampled and reported.

[054] Thus, by way of example, where cell measurements are sampled and reported
at a frequency of a number of Hertz and processor 39, 52 has a processing speed of the order
of a number of mega-hertz, programs to be executed by processor 39, 52 need to be such
that they are necessarily run to completion within a number of clock cycles less than the ratio
between the sampling frequency and the processing speed of processor 39, 52. Although,
this means that the processing power of processor 39, 52 will be under-utilized, this will
ensure that each program executed by processor 39, 52 is completed and packaged data is
available for transmission whenever it is required. This, together with the absence of the use
of interrupts, external memory access or the use of a stack, is such to cause processor 39, 52
to operate as a deterministic state machine and as such will render the reliability of
processing by processor 39, 52 comparable to the other hardwired components of cell
monitors 10-1...10-N and communications controller 15.

[055] In some examples, processor 39, 52 may be provided in the system (e.g.,
designed or fabricated) with following functionalities excluded: at least one or all of interrupt,
external memory access and/or use of a stack. Alternatively, processor 39, 52 may be
provided in the system with the above functionalities but those functionalities are disabled.
Yet in other alternative embodiments, processor 39, 52 is provided in the system with the
above functionalities but any program to be run thereon is designed so as to avoid using any
of those functionalities.

[056] Further it is preferable that the operations performed by processor 39, 52

within the communications path between ADC 37 or ADCs 37-1, 37-2 and battery
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management unit 20 are such that processing is limited to the conversion of the outputs of the
ADCs into data and the packaging of such data inclusive of creation and appending of any
error checking or error correction codes without the data representative of the sensor
measurements being stored or modified. Preferably, the processing is limited to processing in
accordance with a single set of instructions corresponding to this task. This should assist in
ensuring that processors 39, 52 operation is identical each time the process is undertaken.

Timing and synchronisation of data sensor measurements

[057] The timing and synchronisation of data relating to sensor measurements and
data transmission within a battery management system will now be described in greater detail
with reference to Figures 6-10.

[058] Figures 6-9 are a set of schematic illustrations to explain the timing and
scheduling of data transmission within a battery management system.

[059] Figure 6 illustrates an exemplary data reporting schedule. In the exemplary
reporting schedule, each cell monitoring device 10- 1...10-N (e.g., cell monitoring devices
associated with Cell 1, Cell 2, Cell 3, Cell 4, Cell 5, Cell 6, Cell 7, Cell 8 in Figures 6-9) is
allocated to a group. In the case of Figure 6 in which 6 cells/cell monitoring devices are
depicted, the cells/cell monitoring devices are shown as being divided into a first group -
Group 1- corresponding to cells/cell monitoring devices 1-3 - and a second group — Group 2 —
comprising cells/cell monitoring devices 4-6. It will be appreciated that the illustration of
Figure 6 is exemplary and that in other embodiments, more or fewer cells/cell monitoring
devices may be present and that such cells/cell monitoring devices may be grouped into more
or fewer groups.

[060] In this example, at an initial time shown in Figure 6 as the beginning of a first
frame (frame 1 in Figure 6), communications controller 15 broadcasts a request to all

monitoring devices 10- 1...10-N requesting that a first group of cell monitoring devices —
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group 1 (i.e. devices monitoring cells 1-3) report their obtained measurements to
communications controller 15.

[061] In response monitoring devices 10- 1...10-N associated with cells in group 1
(1.e. cells 1-3) proceed to report the most recently obtained and processed measurements from
sensors 31, 32, 33. These will correspond to data which has been processed and packaged by
processors 39, 52 in monitoring device 10- 1...10-N and stored internally within registers
within processors 39, 52. So that the measurements are reported over a period of time rather
than simultaneously, each of monitoring device 10- 1...10-N associated with cells 1-3 in
group 1 is arranged to report measurements in a predefined time slot within the frame. That is
to say each of monitoring device 10- 1...10-N associated with cells 1-3 is configured to
transmit data at a different predefined delay after receipt of the message broadcast by
communications controller 15.

[062] When the time period for all of the cell monitoring devices 10-1...10-N
monitoring cells in group 1 to report their measurements to communications controller 15 has
passed, communications controller 15, then proceeds to request measurements from the next
group, in this example group 2 comprising cell monitoring devices 10- 1...10-N monitoring
cells 4, 5, and 6. As with the first group, each cell monitoring device 10- 1...10-N associated
with cells in group 2 (i.e. cells 4, 5, 6) is preconfigured to report obtained sensor
measurements in a fixed time slot following receipt of the broadcast request from
communications controller 15.

[063] At the end of the frame for reporting measurements from the second group of
cells, communications controller 15 then assesses whether data measurements have been
received from all cell monitoring devices 10-1...10-N. Communications controller 15 will
also check to determine whether any received data was corrupted during transmission. This

can be achieved by an error detection code or other similar error checking code being
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included in messages sent from cell monitoring devices 10-1...10-N and communications
controller 15 using the included error checking code to determine if a message has been
transmitted and received without the content of a message being altered. If communications
controller 15 determines that all expected data has been received and was not corrupted
during transmission, in the next two time periods — frames 3 and 4, communications
controller 15 transmits a signal to cell monitoring device 10-1...10-N which does not instruct
any of cell monitoring devices 10- 1...10-N to transmit any further data.

[064] In some embodiments, rather than instructing cell monitoring devices 10-
1...10-N not to transmit any further data, communications controller 15 may instead transmit
a request to one or more of cell monitoring devices 10-1...10-N to utilize frames where no
additional transmission of sensor measurement data is required to transmit auxiliary data, for
example historical data, histogram or provenance data, summary data etc. to communications
controller 15. In embodiments in which additional data (i.e. data other than sensor
measurement data) is reported to communications controller 15, it is preferable that the
collation and transmission of such additional data is handled by a supplementary processor
(not shown in Figures 4 and 5), separate to processor 39, 52 as the management and creation
of such data is liable to involve the use of external memory access steps.

[065] After the completion of a time period comprising 4 frames (i.e. two times the
number of groups of cells), the process repeats.

[066] It is understood that, in other embodiments where a different number of
groups of cells are used, the process may repeat after two times that different number. It is
also understood that, in yet other embodiments, the process may repeat after an integer
number times a number of groups of cells used in the process. In yet other embodiments, the
process may repeat after a time period comprising an integer number of frames which include

two or more additional frames. This ensures the process provides at least one additional
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frame for central controller 15 to request a re-transmission of any missing or received data,
and for each of cell monitoring devices 10-1...10-N to have at least one further opportunity
to perform such a re-transmission, while staying within the framework of a predetermined
schedule for communicating measurement data as described above in relation to Figure 6.
Furthermore, the process enables each of cell monitoring devices 10-1...10-N to detect that
their earlier transmission of measurement data has been received safely from the absence of
such re-transmission request. Each cell-monitoring device 10-1...10-N may then delete the
last stored measurement data and start working on sampling measurements for the next
measurement data to be transmitted to central controller 15.

[067] Figures 7 and 8 are illustrations of the process of Figure 6 in which
transmission error occurs.

[068] In the case of Figure 7, in the first frame, the response from monitoring device
10 associated with cell 2 is shown as having been lost or corrupted. If this is the case, when
communications controller 15 assesses whether responses have been received from all the
cells at the end of frame 2, communications controller 15 will determine that the
measurement from cell 2 is missing or has been received but was corrupted in the course of
transmission and therefore instead of broadcasting a signal which does not instruct any of cell
monitoring devices 10- 1...10-N to transmit any further data, at the beginning of frame 3,
communications controller 15 broadcasts a signal which requests cell monitoring device 10
associated with cell 2 to retransmit its measurement data. That cell monitoring device 10,
then responds by retransmitting previously obtained sensor measurements, in the same time
slot (e.g.as depicted in frame 3 in Figure 7), i.e. the same fixed delay relative to receipt of the

signal from communications controller 15 as was previously attempted in an earlier frame.
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[069] As no other errors were detected to have occurred, as with the example of
Figure 7, in the final frame (frame 4), communications controller 15 broadcasts a signal
indicating that no further data transmission is required.

[070] Figure 8 is an example of a set of data transmissions in which a data request
broadcast by communications controller 15 in frame 2, requesting that cell monitoring
devices 10- 1...10-N associated with group 2 report data is lost or corrupted. In such an
example at the end of frame 2, when communications controller 15 assesses whether data has
been received from all cell monitoring devices 10-1...10-N, communications controller 15
will identify that none of cell monitoring devices 10-1...10-N associated with group 2 have
reported any data and hence will proceed to request cell monitoring devices 10- 1...10-N
associated with group 2 to retransmit their data in a message broadcast at the beginning of
frame 3 to which cell monitoring devices 10- 1...10-N in group 2 respond by sending
responses in their allocated time slots within frame 3 in response to the receipt of the data
transmission request from communications controller 15.

[071] As will be appreciated, in accordance with the signalling system outlined
above, each of cell monitoring devices 10- 1...10-N is requested to transmit data and if data
is not received by communications controller 15 within a set time period from the request,
retransmission is requested. Further it will be appreciated that the scheduling of responses is
achieved by communications controller 15 periodically broadcasting data request signals and
cell monitoring devices 10- 1...10-N responding to such data requests, where cell monitoring
devices 10- 1...10-N within the same group are arranged to transmit responses within pre-
allocated time slots within a frame.

[072] The provision of the possibility of requesting retransmission of data in the
event of transmission being interrupted will normally provide reasonable reassurance that

data from cell monitoring devices 10- 1...10-N for most reporting cycles will be received and
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data measurements will only be lost if both a transmission request (or response) and a
subsequent retransmission request (or response) are lost or corrupted.

[073] Although in the above, data is described as being requested in the event of a
lost or corrupted data transmission, it will be appreciated that in embodiments, either the
retransmission of the entirety of a data packet could be requested in the event of loss or
corruption or only retransmission of only part of a data packet might be requested, where
only part of a data transmission (e.g. data corresponding to one or more measurements from
sensors 31, 32, 33) had been corrupted or lost.

[074] As data is required to be reported to communications controller 15 at least
once during the time period set for the request and transmission (and possible retransmission)
of data, the time period for obtaining and reporting data can be known in advance and hence
any programs stored in memories 40 of cell monitoring devices 10-1...10-N and
communications controller 15 and the processing power of processors 39, 52 of cell
monitoring devices 10-1...10-N and communications controller 15 can be selected so that all
processed results are processed to completion before any new data is required to be reported.

[075] In order to identify whether a data packet has been corrupted during
transmission, processors 39, 52 of cell monitoring devices 10- 1...10-N may be arranged to
append an error detection or an error correction code to data packets and processor 39, 52 of
communications controller 15 or alternatively battery management unit 20 may be arranged
to process an appended code to determine if a data packet has been corrupted during
transmission. The inclusion of an error detection code and the processing of such a code by
battery management unit 20 may be preferable as the processing and checking of such a code
by battery management unit 20 would enable battery management unit 20 to identify if

communications controller 15 had received or corrupted data.
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[076] In some embodiments, processors 39, 52 of cell monitoring devices 10-1...10-
N may be arranged to include a code within data transmissions identifying the source of the
data. Such a code may in some embodiments comprise a code identifying cell 22 to which a
particular data measurement relates. In other embodiments the code may comprise a code
corresponding an identifier for a particular cell monitoring device 10- 1...10-N.

[077] In some embodiments, processors 39, 52 of cell monitoring devices 10-1...10-
N may include time stamp data in data to be transmitted to communications controller 15.
Such time stamp data may identify a local time associated with a data transmission and/or
sensor measurements as identified by clock 47. Further or alternatively processors 39, 52 of
cell monitoring devices 10-1...10-N may include a counter value in data transmissions from
monitoring devices 10-1...10-N to communications controller 15, where the counter value is
incremented each time new data is sent to communications controller 15. The inclusion of
cell or cell monitor ID data, time stamp data and/or counter data can be used by
communications controller 15 to detect data received that while not corrupt, is received out of
order, repetition of data and/or receipt of data from an incorrect source.

[078] In some embodiments, the scheduling of data transmissions in the manner
described above can also be utilized to improve the accuracy with which cell monitoring
devices 10- 1...10-N co-ordinate the timing of obtained sensor measurements as will now be
explained with reference to Figures 9 and 10.

[079] When scheduled in the manner described above, each reporting period from
the battery management system comprises a number of cycles each corresponding to a frame
as described in Figures 6-8. In each cycle initially communications controller 15 broadcasts
data requests to cell monitoring devices 10- 1...10-N and this is then followed by a period of
time (Rx in Figure 9) when communications controller 15 receives signals from selected cell

monitoring devices 10-1...10-N, where each of individual cell monitoring devices 10-1...10-
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N associated with a particular group transmits data a set period after receipt of a data
transmission request (time slots Tx for each cell in Figures 9 and 10).

[080] This scheduling of data transmissions and the division of frames into
transmission and reception periods is illustrated in Figure 9. More specifically, Figure 9
illustrates such a division in relation to an exemplary system comprising 8 cell monitoring
devices 10- 1...10-N, in this example divided into three groups where individual cell
monitoring devices 10- 1...10-N associated with cells allocated to a particular group transmit
data in response to a data transmission request at particular pre-allocated time slots (Tx in
Figures 9 and 10) within a frame (cycle 1, cycle 2, cycle 3 etc. in Figure 9) associated with
reporting measurements for a particular group of cells.

[081] In some embodiments, the scheduling of data transmissions may be arranged
so that a particular time period is allocated for transmission by only one from all the devices
in directly communication. For example, the scheduling in Figure 9 is such that there is no
overlap among transmission time periods during an overall time period allocated for the 3
frames Cycle 1, Cycle 2, and Cycle 3. In other words, only one of central controller 15 and
one or more cell monitoring devices 10-1...10-N in Figure 3 is allocated for transmission at a
particular time period. In such systems, this may enable the system (or central controller 15
or battery management unit 20) to detect faulty components or errors more reliably, for
example by identifying which device is likely to be experiencing a fault or an error based on
the received data and the timing of its transmission.

[082] Although the broadcast data transmission requests transmitted by
communications controller 15 may have the primary purpose of co-ordinating the timing of
reporting sensor measurements by cell monitoring devices 10- 1...10-N in accordance with a

predetermined schedule, the applicants have appreciated that the signals may also be used to
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improve the co-ordination of timing of sensor measurements across a battery management
system.

[083] Figure 10 illustrates how cell monitoring devices 10- 1...10-N may use the
signals received from communications controller 15 to co-ordinate the acquisition (e.g.
through the sampling of measured data) of sensor measurements from sensors 31, 32, 33 of
cell monitoring devices 10- 1...10-N.

[084] As shown in the upper portion of figure 10, as communications controller 15,
is configured to broadcast a data transmission request signal at the beginning of each
reporting frame, these signals will be periodically received by cell monitoring devices 10-
1...10-N which can process the signals to identify whether or not they are a signal requiring a
response.

[085] However, additionally, receipt of a particular portion of a signal from
communications controller 15 (shown as a dotted line in Figure 10) may also be used to co-
ordinate the timing of sensor measurements (e.g., when to acquire or sample output from a
particular or a group of sensor(s) as indicated by Meas IV/Rx in Figure 10) by cell
monitoring devices 10- 1...10-N.

[086] In some embodiments, a particular time period with a frame is allocated for
the acquisition or sampling by all cell monitoring devices 10-1...10-N. For example, cell
monitoring devices 10- 1...10-N may be configured to acquire or sample output from the
sensor(s) during a time period (e.g. Meas IV/Rx in Figures 9 and 10) when central controller
15 does not expect to receive signals from selected cell monitoring devices 10-1...10-N,
where each of individual cell monitoring devices 10-1...10-N associated with a particular
group transmits data a set period after receipt of a data transmission request (e.g., at time slots
Tx for each cell in Figures 9 and 10). This way, each cell monitoring device 10-1...10-N does

not have to perform the acquisition or sampling while also having to transmit at the same
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time. In an example, cell monitoring devices 10-1...10-N may be configured to acquire or
sample output from the sensor(s) during a time period allocated for central controller 15 to
broadcast data requests to cell monitoring devices 10- 1...10-N. Alternatively, cell
monitoring devices 10- 1...10-N may be configured to acquire or sample output from the
sensor(s) during a time period that is not allocated for transmission by any of the devices in
direct communication (e.g., central controller 15 and any of the cells (Cell 1...Cell 8) so that
all cell monitoring devices 10-1...10-N do not have to perform the acquisition or sampling
while also having to transmit or receive at the same time. Such approaches may be preferable,
as having data acquisition and data transmission and/or reception occur at different times
reduces the possibility that acquired data may be adversely influenced by interference arising
from the transmission or reception of data.

[087] In some embodiments receipt and identification of a particular portion of a
signal from communications controller 15 may directly trigger the acquisition of sensor
measurement by cell monitoring device 10. Alternatively, the timing of the acquisition (e.g.
the capturing or sampling) of sensor measurement by cell monitoring device 10 may be
triggered by clock 47 wherein the acquisition of sensor measurement by cell monitoring
device 10 is periodically reset based upon a comparison between a timing indicated by clock
47 and the receipt of a predefined portion of a signal from communications controller 15.

[088] Alternatively, the timing of the acquisition (e.g. sampling) of sensor
measurement by cell monitoring device 10 may be triggered after a predefined period from
receipt and identification of a particular portion of a signal from central controller 15, the
predefined period being determined using clock 47, wherein the acquisition (e.g. sampling) of
sensor measurement by cell monitoring device 10 is then, in effect, periodically reset due to
the predefined period restarting at each receipt of a predefined portion of a signal from

central controller 15.
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[089] Such arrangements may reduce timing discrepancies which can arise due to
differences between clocks 47 within different cell monitoring devices 10- 1...10-N. In
addition, or alternatively to improve the co-ordination of the timing of the measurement of
sensor measurements, in some embodiments, the identification of the timing of the receipt of
a signal broadcast from communications controller 15, may be used for other purposes. Thus,
for example, in systems in which cell monitoring devices 10- 1...10-N trigger or actuate
remedial measures within the battery system, the timing of receipt of a signal broadcast from
communications controller 15, may be used to facilitate the co-ordination of the actuation of
such remedial measures.

[090] Although in the above embodiments, a system has been described in which
processor 39, 52 in cell monitoring device 10 processes digitized signals to convert the
signals into measurement values that have a physical meaning, it will be appreciated that
other alternative arrangements might be used. Thus, for example, in other embodiments, cell
monitoring device 10 might be configured to transmit raw digitized signal data to
communications controller 15. In such embodiments the communications controller could be
configured to store conversion function parameters for converting the raw data into
measurement valued that have physical meaning. Alternatively, in other embodiments, cell

monitoring device 10 could be configured to transmit conversion function parameters to

communications controller 15 along with raw digitized signal data.

Disruption or faulty connection detection using circuit for monitoring current

[091] The following description relates to example circuitries of the present
disclosure which comprise at least one circuit for monitoring current (for example, an
injected current), wherein the at least one circuit is operable to detect a disruption to, or a

fault in, a signal communication path, which may be caused by a faulty pin, for example. This
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disruption or fault detection might take the form of detecting, or identifying, an open circuit.
For example, this open circuit may arise when a pin or a connection between cell monitoring
device (CMD) and a sensor external to the CMD is broken, resulting in a voltage on the pin
under this open circuit condition. The disruption or fault detection might take the form of
detecting, or identifying, a short circuit, for example, typically between two neighbouring
pins of the CMD. Such circuit for monitoring current can be configured to perform either
open circuit detection (OCD) or short circuit detection (SCD) process as described below. For
example, any one or more of circuit 118 in Figure 11, circuits 118a, 118b in Figure 12, and
circuit 418 in Figure 13 may form part of an Open Circuit Detection circuit (OCD).

Prior Systems

[092] Previous systems for detecting an open or short circuit operate by varying
current and observing a change in voltage. Such systems take a longer amount of time to
determine an open or short circuit than systems using circuit for monitoring current described
herein (for example, illustrated in Figure 11 to Figure 13). For example, the time taken might
differ by approximately a factor of ten under like-for-like conditions in which all other
variables are equal. The OCD and/or SCD related exemplary embodiments described herein
provide at least a considerable time saving when detecting an open or short circuit, which can
be an indication of presence of a disruption or a faulty connection.

Open circuit detection (OCD) according to some exemplary embodiments

[093] In some examples, an open circuit in a connection between a sensor (such as
sensors 31, 32, 33 of exemplary battery management system in Figure 1 to Figure 5), which
is connected to pin 116, and analogue multiplexer 35 can be identified by observing a current
required to be injected into the connection in order to force, or drive, the connection to a
defined voltage. In normal operation, no reasonable amount of current can force the

connection voltage to vary much, as sensor 31, 32, 33 has too low an impedance. In the event
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of an open circuit, for instance due to a faulty pin, the connection will present a high
impedance, and the connection voltage can then be moved or varied by injecting current into
the connection.

[094] Therefore, such circuit for monitoring injected current may be used on an
electrical connection pin of sensor 31, 32, 33, which should have a normal impedance value
within an operating impedance range, to detect a disruption or a faulty connection by
identifying a fault or an error in the connection when the voltage on the electrical connection
pin behaves in a certain way in response to an injected current which may be abnormal, or an
expected response for a faulty connection.

[095] In some examples, when such disruption or faulty connection is detected, this
detection is reported to a device or a controller, for example, cell monitoring device 10, 10-
1...10-N, diagnostic source block 50, communications controller 15, and/or battery
management unit 20 of battery management system described herein or shown in Figure 1 to
Figure 5, using the same process or method as how measurement data from sensors 31, 32, 33
are communicated. In some examples, data representative of an output signal from the circuit
for monitoring current is communicated to a device or a controller, for example, cell
monitoring device 10, 10-1...10-N, diagnostic source block 50, communications controller
15, and/or battery management unit 20 of battery management system described herein or
shown in Figure 1 to Figure 5, using the same process or method as how measurement data
from sensors 31, 32, 33 are communicated, so that the device or the controller can process the
received data to determine whether disruption or a faulty connection has been detected. It is
understood that according to some examples, circuit for monitoring current is implemented
with Application Specific Integrated Circuits (ASIC).

[096] Figures 11 to 13 and the schematic circuits illustrated therein provide

examples of a circuit for monitoring current operable in this way. In some examples, such
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circuit for monitoring injected current may be part of one or more components (for example,
those of a connected status sensor, or circuitry operable to obtain measurements of one or
more pins of a battery system) that are arranged to have one or more electrical connections
with another component, for example any component of exemplary battery management
system in Figure 1 to Figure 5 such as exemplary cell monitoring device 10-1, 10-2,..., 10-N,
communications controller 15, battery management unit 20, one or more sensors 31, 32, 33,
ADC 37, 37-1, 37-2, and/or multiplexer 35, 51.

[097] Figure 11 illustrates at least one circuit 118 for monitoring injected current
according to some examples described herein. In some examples, circuit 118 may be a
component of circuitry or cell monitoring device 10, 10-1...10-N, and may be operable to
transmit, communicate and/or report its output, such as disruption detection, fault detection,
or connected status sensor measurement to a controller (e.g., communications controller 15 or
battery management unit 20) in a battery system (not shown).

[098] Such circuitry comprising at least one circuit for monitoring current as
described herein, may be operable to obtain measurements (for example, voltage
measurements) of one or more pins 116 of battery system. In some examples, sensors 31, 32,
33 (not shown) of exemplary battery management system in Figure 1 to Figure 5 may
comprise one or more internal circuitry for obtaining voltage measurements of one or more
pins 116 and/or may comprise connections via device pins 116 to external circuitry and
measurement points of a battery system (not shown). In some examples, sensors 31, 32, 33
(not shown) are external sensors electrically connectable, via one or more pins 116, to one or
more circuitry for obtaining voltage measurements of one or more pins 116. One or more pins
116 may be connectable to one or more circuits 118, 118a, 118b, 418 via multiplexer 35 as in

the examples illustrated in Figures 11 to 13 so that one or more electrical connections with
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one or more selected pins may be established by the one or more circuits 118, 118a, 118b,
418.

[099] One or more circuitry illustrated in Figure 11 and Figure 12 comprise at least
one circuit 118, 118a, 118b for monitoring current which may comprise at least one other
circuit 117 for amplifying variance, which may itself comprise at least one differential
amplifier 112, one voltage reference 219 (or a reference voltage source for providing a
reference voltage Vref) in electrical connection with first input 120 of differential amplifier
112, wherein differential amplifier 112 also comprises second input 121 and output 122.

[0100] At least one circuit 118, 118a, 118b (e.g., circuit for OCD) may also comprise
at least one transconductance means 213a, 213b, which may comprise at least one output
227a in electrical connection with second input 121 of differential amplifier 112 and at least
one input 228a, 228b in electrical connection with output 122 of differential amplifier 112.
Transconductance means 213a, 213b may be arranged in circuit 118 for monitoring injected
current such that it converts a voltage on input 228a, 228b to a current on output 227a, 227b.

[0101] Second input 121 of differential amplifier 112 and at least one output 227a of
at least one transconductance means may also be configured to be in electrical connection
with one or more pins 116 of a battery system, for example via multiplexer 35. One or more
pins 116 may provide an electrical connection with modules or cells of the battery system
and/or may provide an electrical connection to external measurement points (not shown), for
example, to one or more sensors 31, 32, 33. Analogue multiplexer 35 may be operable to
select at least one of one or more pins 116 and electrically connect only the selected pin with
at least one output 227a of at least one transconductance means.

[0102] At least one circuit 118 for monitoring current may also comprise at least one

current source 214 in electrical connection with at least one output 227b of at least one of at
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least one transconductance means. Such current source 214 serves to provide a reference
current.

[0103] At least one circuit 118 may also comprise output 125 in electrical connection
with at least one output 227b of at least one of at least one transconductance means. At least
one circuit 118 for monitoring current may then be operable to detect a disruption to, or an
absence of, an electrical connection of a sensor connected to one or more pins 116 by
monitoring a current required to cause a variance in a voltage on one or more pins 116.

[0104] Figure 11 illustrates a specific example in which at least one transconductance
means comprises at least one transistor 213a, 213b. In the example illustrated in Figure 11, at
least one transistor 213a, 213b comprises a pair of field effect transistors, for example first
field effect transistor 213a and second field effect transistor 213b, each themselves
comprising source terminal 226a, 226b, drain terminal 227a, 227b (functioning as an output
of transconductance means) and gate terminal 228a, 228b (functioning as an input of
transconductance means). First field effect transistor 213a and second field effect transistor
213b are arranged in parallel such that their respective gate terminals 228a, 228b are in
electrical connection with each other and their respective source terminals 226a, 226b are in
electrical connection with each other.

[0105] Output 122 of differential amplifier 112 is in electrical connection with gate
terminals 228a, 228b of pair of field effect transistors 213a, 213b. Drain terminal 227a of first
field effect transistor 213a is in electrical connection with second input 121 of differential
amplifier 112.

[0106] In the example illustrated in Figure 11, at least one current source 214 is in
electrical connection with drain terminal 227b of second field effect transistor 213b. In the
examples illustrated in Figure 11 and Figure 12, at least one current source 214, 214a, 214b

comprises a variable current source. It is understood that a constant current source or any
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other type of current source may be used instead in other examples, as long as it is able to
provide a reference current, for example for a field effect transistor of transconductance
means such as second field effect transistor 213b.

[0107] Circuit 118, 118a, 118b for monitoring current further comprises at least one
output amplifier 229 arranged at output 125, 125a, 125b of circuit 118, 118a, 118b for
monitoring current, wherein at least one output amplifier 229 may be implemented as at least
one inverter.

[0108] In the examples illustrated in Figure 11 and Figure 12, voltage reference Vref
is provided by two resistors 219 arranged in series. Such two resistors 219 may act as a
voltage divider setting the reference voltage as a defined fraction of a power supply voltage.

[0109] In some examples, pair of field effect transistors 213a, 213b may comprise at
least one pair of p-channel or n-type field effect transistors, which are also known as PMOS
(p-channel metal-oxide semiconductor) or NMOS (n-type metal-oxide semiconductor)
transistor respectively.

[0110] An exemplary operation of circuit 118, when it is functioning as part of OCD
circuitry, is as follows. In Figure 11, the transconductance means are shown as NMOS
transistors 213a, 213b. Reference voltage Vref'is set to a relatively low value compared to a
normal operational range, for example at about 10% of the power supply voltage. Multiplexer
35 connects drain terminal 227a to an external sensor (e.g. sensor 31, 32, 33) via pin 116.
Amplifier 112 will then try to force, or control, gate terminals 228a, 228b such that voltage at
second input 121 is the same as Vref, whereby in effect it tries to pull the voltage on pin 116
down (a “pull down test”). If the connection is operating correctly, for example a signal is
carried on the connection without disruption or disconnection, then the voltage on pin 116
will not change much (in other words, only small variance in the voltage can be observed

when monitoring), if at all. Therefore, the current in NMOS transistors 213a, 213b will reach
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a maximum. The maximum current is arranged such that it is higher than a reference current
from current source 214. This means that an input to one or more amplifier 229 (which
functions as an inverter chain) is pulled low, and the output signal at output 125 is hence set
low. This indicates there is no fault or disruption in the electrical connection from an open
circuit.

[0111] If however there is an open circuit on pin 116, then very little injected current
is required to move the voltage on pin 116. The current in NMOS transistor 213b is low
because not much current in NMOS transistor 213a is needed to move the voltage at input
121 of amplifier 112, and the input to one or more amplifier 229 (which functions as an
inverter chain) is pulled high by the greater reference current from current source 214. The
output signal at output 125 is set high, indicating an open circuit fault or disruption.

[0112] If however, the voltage on pin 116 is normally very small, for example near or
at zero volts, then trying to pull the voltage lower as described above will fail because an
outcome of performing the pull down test cannot be a reliable indication for detecting an
open circuit. Therefore, an open circuit cannot be differentiated from correctly operating
connection. To test for an open circuit in such scenario, the voltage on pin 116 must instead
be pulled high (a “pull up test”). This requires a second circuit, similar to circuit 118, but
configured differently to source a current, rather than sink one. An example of such a second
circuit is circuit 118b illustrated in Figure 12, which is described below.

[0113] Figure 12 illustrates a further example in which one or more circuitry operable
to obtain measurements of one or more pins comprise first circuit 118a for monitoring current
and second circuit 118b for monitoring current. First circuit 118a is identical to circuit 118 in
Figure 11. For example, reference voltage Vref of first circuit 118a may be set to a relatively
low value compared to a normal operational range, for example, at about 10% of the power

supply voltage. Second circuit 118b operates in a similar way, but with the following
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differences which means it performs a pull up test, instead of a pull down test performed by
first circuit 118a. Reference voltage Vref of second circuit 118b may be set at higher value,
for example, at about 90% of the power supply voltage. The transconductance means are
implemented as PMOS transistors, which source a current into pin 116 and an input to the
amplifier. The connection between current sink 214b (which may be equivalent to current
source 214a in first circuit 118a but now behaving as a sink, not a source), and PMOS
transistor is forced low if there is an open circuit. Only one amplifier functioning as an
inverter is present, such that signal at output 125b is forced high on an open circuit.

[0114] One or more circuitry in Figure 12 cannot perform both the pull up and pull
down test on the same pin at the same time. Thus, at any given time, only one of first circuit
118a and second circuit 118b is electrically connected to the same pin by multiplexer 35.
Note that, when performing the pull up test and the pull down test on the same pin, although
in Figure 12 shows outputs 125a and 125b both as being connected directly to logical AND
element 126 via separate inputs, logical AND element 126 will receive signals from outputs
125a and 125b at different times, and hence AND operation will be performed on inputs with
a time delay therebetween . This may then require the inputs to logical AND element 126 to
be latched, or the AND operation to be conducted by a device with a memory, for instance a
processor.

[0115] To completely detect an Open Circuit from a voltage on a pin, both a pull
down test and a pull up test must be carried out on that pin. Typically, these two tests will be
performed when the one or more circuitry’s operation does not interfere with other functions
of the battery system, for example obtaining sensor measurements from one or more external
sensor (such as sensor 31, 32, 33) connected to that pin 116. In some examples, one or more

controllers described herein may schedule or synchronise such pull down test and pull up test
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so that they are not performed when that pin 116 is used to carry a signal or data for other
functions of the battery system.

[0116] It is understood that other ways of operating the one or more circuitry in
Figure 12 may be used to detect an open circuit. For example, multiplexer 35 may be
controlled so that: at a particular moment in time, first circuit 118a performs its pull down
test on a first pin, and second circuit 118b performs its pull up test on a second pin, different
from the first pin, and the output signals at outputs 125a, 125b are stored on a memory; and at
another moment in time, first circuit 118a performs its pull down test on the second pin, and
second circuit 118b performs its pull up test on the first pin, and the output signals at outputs
125a, 125b and the stored output signals from the previous moment in time are used as inputs
to logical AND element 126 to detect an open circuit. It is understood that yet other modified
ways of detecting an open circuit may be implemented using the one or more circuitry in
Figure 12.

[0117] In the example illustrated in Figure 12, first circuit 118a for measuring current
and second circuit 118b for measuring current comprise a pair of n-type field effect
transistors and a pair of p-channel field effect transistors. However, it is understood that other
types of transconductance means may be used in first circuit 118a and in second circuit 118b,
depending on the operations (e.g., pull up or pull down tests) circuits 118a, 118b are designed
to perform.

[0118] Figure 13 illustrates an example of one or more circuitry 418 which differs
from the example provided in Figure 12 in that first circuit for monitoring current (for pulling
the voltage on pin 116 high) and second circuit for monitoring current (for pulling the voltage
on pin 116 low) share the same circuit 417 for amplifying variance. In this example, first
variable current source 214a is in electrical connection with drain terminal of second field

effect transistor 213b, and second variable current source 214b is in electrical connection
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with drain terminal of fourth field effect transistor 413b. Switches 417a, 417b, 417¢c, 417d are
configured to operate one or more circuitry 418 to either pull up or pull down. In the example
circuits for monitoring current illustrated in Figure 13, drain terminal of third field effect
transistor 413a is in electrical connection with second input 121 of differential amplifier 112.
Output 122 of differential amplifier 112 is in electrical connection with gate terminals of third
and fourth field effect transistors 413a, 413b when switch 417c is closed. Output 122 of
differential amplifier 112 is in electrical connection with gate terminals of first and second
field effect transistors 213a, 213b when switch 417b is closed. Thus, if first switch 417a and
second switch 417b are closed, then one or more circuitry 418 pulls down the voltage on pin
116. If third switch 417¢ and fourth switch 417d are closed, then one or more circuitry 418
pulls up the voltage on pin 116. In some examples, a controller may be provided to control
the opening and closing of switches 417a, 417b, 417¢, 417d to configure one or more
circuitry 418 to either pull up or pull down.

Short circuit detection (SCD) according to some exemplary embodiments

[0119] In some examples, the open circuit detection process (e.g., pull up or pull
down test) described above is carried out on a first pin, while making a measurement of a
voltage on a second pin that is different from the first pin. As the open circuit detect process
is carried out on the first pin, the measurement on the second pin may be compared to
determine a presence of a short circuit between the first and second pins. If the voltage
measurement on the second pin also changes as the first pin’s voltage is either pulled up or
down, then this indicates that there may be a short circuit between these pins.

Alternatives for transconductance means

[0120] The transconductance means in circuitries in Figure 11 to Figure 13 comprise

at least one transistor. In some examples, such at least one transistor comprises at least one
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field-effect transistor and/or at least one bipolar transistor. Such at least one field-effect
transistor may comprise at least one n-type transistor and/or at least one p-type transistor.

Effect of Impedance on circuit for monitoring current

[0121] If above-described example circuits for monitoring current are connected to a
high impedance (for example, a pin of a pressure sensor), then the open circuit detection
functionality of the circuit may have less utility than the short circuit detection functionality.
Alternatively, if such circuits for monitoring current are in electrical connection with a low
impedance (such as a pin of a current shunt or cell voltage), then the short circuit detection
functionality of the circuit may have less utility than the open circuit detection functionality
of the circuit.

Method of enabling open or short circuit detection according to some exemplary

embodiments

[0122] In some examples of a method of enabling open or short circuit detection, at
least one circuit for monitoring current is provided in a component of a battery system
described herein, wherein the circuit for monitoring current is operable to provide an output
signal for detecting an open circuit or a short circuit, which may then be used to detect a
disruption to, or a fault in, a signal communication path in the battery system. Such
disruption or fault may be caused by a faulty pin, for example. For example, the at least one
circuit may be any of circuits 118, 118a, 118b, 418 in Figure 11 to Figure 13.

[0123] The method comprises: providing first element for establishing electrical
connection between one voltage reference and a first input of a different amplifier of at least
one other circuit for amplifying variance, wherein the differential amplifier further comprises
a second input and an output; providing second element for establishing electrical connection
between the second input of the differential amplifier and at least one output of at least one

transconductance means; providing third element for establishing electrical connection
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between at least one input of the at least one transconductance means and the output of the
differential amplifier, wherein the second input of the differential amplifier and at least one
output of the at least one transconductance means are capable of being configured to be in
electrical connection with one or more pins of the battery system; providing fourth element
for establishing electrical connection between at least one current source and at least one
output of at least one of the at least one transconductance means; and providing fifth
element for establishing electrical connection between an output of the at least one circuit for
monitoring current and at least one output of at least one of the at least one transconductance
means. In some examples, the first element, the second element, the third element, the fourth
element, and the fifth element are provided on a semiconductor material, and/or in an
integrated circuit (IC) chip. In some examples, at least some of the first element, the second
element, the third element, the fourth element, and the fifth element are provided on a printed
circuit board (PCB) or a printed wiring board (PWB). Preferably, the first element, the
second element, the third element, the fourth element, and the fifth element comprise
conductive components with an exposed surface for establishing electrical connection.

[0124] In some examples, the method may further comprise providing the at least one
circuit for monitoring current in a monitoring device described herein, wherein the monitor
device is operable to report sensor measurements in the battery system, and wherein the
monitoring device comprises one or more circuitry operable to obtain measurements of the
one or more pins of the battery system, and the one or more circuitry comprise the at least
one circuit for monitoring current.

[0125] In some other examples, the method may further comprise establishing (for
example, by physically connecting through soldering or by controlling one or more switch to
establish electrical contact) electrical connections using the first element, the second element,

the third element, the fourth element, and the fifth element, whereby the at least one circuit
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for monitoring current is operable to generate an output signal for detecting an open circuit or
a short circuit, which may then be used to detect a disruption to, or an absence of, an
electrical connection of a sensor connected to one or more pins of the battery system by
monitoring a current required to cause a variance in a voltage on the one or more pins. For
example, the output signal may indicate a disruption to, or an absence of, an electrical

connection of a sensor connected to the one or more pins.

Power on Reset

[0126] Circuits on Application Specific Integrated Circuits (ASIC) are typically
designed using libraries of standard components. For instance, rather than the ASIC designer
having to design a flip-flop circuit, the ASIC manufacturer will provide a previously verified
design for a flip flop for all designers to use. There will be many such parts, which are
combined into a standard library of parts. A selection of these standard parts are then
combined by the ASIC designer into a core circuit to perform whatever functions the ASIC
needs to do, for instance as a processor. For example, the core circuit may be designed or
arranged to perform some or all of the functions or functionalities described herein as being
performed by circuitry, a device or a processor. In some examples, one or more components
of a system or a device described herein are implemented with ASIC,

[0127] The standard library will be specified to operate over a well-defined voltage
range. For instance, the library may be defined to operate over the voltage range 1.10V to
1.30V. Inside this range, the library parts are guaranteed to operate as defined. Outside this
range, operation is not guaranteed. For instance, the part may operate too slowly if the
voltage is too low, or the example flipflop may not retain its state. If the voltage is too high,
then the parts may switch too fast, leading to timing problems, or the parts may age too

quickly.
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[0128] Circuits need to operate properly, or at least in a predictable manner,
especially in safety critical systems such as those required for functional safety. It is useful to
have state of circuit known at all times, rather than being in an unknown and therefore
potentially unsafe state. The circuit power supply should deliver a supply voltage within the
specified range if the core circuit is to operate correctly. To provide certainty or at least
predictability, if the voltage is outside the specified range, then the core circuit may be forced
into a known ‘reset’ state, where it is not operational, but is known to be safe.

[0129] The most common situation where this occurs is when the core circuit is being
powered up. The circuit will start with a zero supply voltage. As the voltage increases it will
initially be too low, and the circuit must be kept in a reset state. Eventually it will come into
the specified range and the circuit can be allowed to leave the reset state and start normal
operation.

[0130] The function of forcing the reset state is performed by a Reset Circuit. The
Reset Circuit, often called a Power On Reset or POR circuit, sends a signal to the core circuit.
When asserted, this signal forces the core circuit into the reset state. When unasserted, the
core circuit is allowed to leave the reset state in a defined manner. A typical reset circuit
measures the supply voltage, and when it reaches a high enough level, the reset signal is
unasserted.

[0131] Typically, the power supply is applied very quickly, for example in a time
usually much less than a second. An ASIC may have a specification for how quick the power
supply voltage must rise, for instance it may specify that the supply voltage must reach the
specified range in less than 1ms.

[0132] Some circuitries will start operating immediately when the voltage is high
enough, for instance clock generator or oscillators. The clock generator will also need to be

operational before the core circuit can operate correctly. The clock generator requires a

42



10

15

20

certain amount of time to settle, for example, 10ms. There may be other circuitry that also
takes an amount of time to settle and become fully operational.

[0133] For this reason, the POR circuit usually has a time delay before the reset signal
is unasserted, longer than the time taken for the slowest circuit to settle. In the above case, for
example, this time delay may be set at 50ms, giving plenty of time for the clock generator to
settle into proper operation. Thus, the core circuit is allowed out of the reset state only when
the supply voltage is in the specified range and has been in range for longer than a
(predefined) time period.

[0134] In some examples, a Cell Monitoring Device (CMD) described herein may be
implemented with a type of ASIC. Such a CMD comprises a core circuit built from standard
library parts and performs a safety function requiring that the core circuit is always in a
known state. A CMD attached to a battery cell will be powered from the battery cell. If the
CMD is attached to the cell when its voltage is lower than the minimum specified voltage,
then the core circuit on the CMD will be held in reset, and kept there until the cell voltage has
risen high enough for the CMD power supplies to provide a supply voltage in the specified
range.

[0135] Unlike a more typical application where the power supply is switched on, on a
CMD attached to a cell the power supply is always connected and almost permanently on
until the cell runs out of power so the supplied power may change only very slowly. The cell
voltage will usually increase only when the cell is being charged.

[0136] One special case is when the CMD is attached to a cell while it is being
manufactured. Initially, the cell is at zero volts. The cell then undergoes a ‘formation charge’,
where the cell is charged at a certain rate that allows the necessary electrochemical processes

to occur in the cell. A formation charge may take many hours or even days to perform.
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[0137] Thus, the supply voltage is increased not in 1ms, or even 1s, but instead over
many hours. This very slow ramping cause problems with normal POR circuits, as the circuit
cannot implement a time delay (of any practical length) to ensure all circuits are in the
specified range and can be operational before the POR time delay expires.

[0138] Thus, some of the example embodiments presented herein are directed
towards a regulation system which provides power on reset to CMD core circuitry (for
example, core circuitry in cell monitoring device 10, 10-1...10-N described herein) in a
defined state in an efficient manner, thereby eliminating the need for time delays on POR.
Figure 14 illustrates an example electronics regulation system for regulating voltage to be
supplied to core logic of CMD 305 within an electric battery system during a power on reset
(POR). The system comprises voltage regulation unit 301, bandgap reference unit (BG), and
power on reset comparator 303.

[0139] In operation, CMD may be functional once a supplied voltage level to CMD
core circuitry 305 is in the range of, for example, 1.1 to 1.3 volts. Power supply 307 may be
configured to supply a voltage (VDD) to the regulation system during a power on reset within
the range of 0 to 5 volts. The electronics regulation system may generate a regulated voltage
(Dvpp) based on a bandgap voltage (VBG) reference, which is provided by bandgap
reference unit (BG), and enable the core circuit of CMD 305 once the regulated voltage has
reached a threshold to provide functionality in a safe manner (e.g., 1.1v-1.3v).

[0140] First, the voltage (VDD) supplied by the power supply 307 will activate the
bandgap reference unit (BG). The bandgap reference unit (BG) is configured to enable
voltage regulation unit 301 by providing an enablement signal (VBG_ok) to the voltage
regulation unit 301. The bandgap reference unit (BG) is further configured to supply stable
bandgap voltage reference (VBG) to voltage regulation unit 301 and the power on reset

comparator 303. Once being enabled by bandgap reference unit (BG), voltage regulation unit
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301 is configured to generate regulated voltage (Dvpp) based on a comparison of the bandgap
reference voltage (VBG). Voltage regulation unit 301 is further configured to provide
regulated voltage (Dvpp) to the power on reset comparator 303. The power on reset
comparator will enable CMD 305 to receive regulated voltage (Dvpbp) via power supply line
304.

[0141] In some examples, Bandgap reference unit (BG) is a temperature independent
voltage reference circuit which produces a fixed and constant voltage regardless of variations
resulting from the power supply, temperature changes or circuit loading. An example
configuration of bandgap regulation unit (BG) is provided in Figure 15. The bandgap
reference unit (BG) comprises first comparator 401 and second comparator 403, where
second comparator 403 is configured to enable the operations of first comparator 401.

[0142] Supply voltage (VDD) is provided as an input to second comparator 403.
Second comparator 403 is further configured to receive a base emitter voltage (VBE)
reference as an input. Base emitter voltage (VBE) reference voltage generator may be used in
the form of a bipolar device used as a reference for second comparator 403. According to
some of the example embodiments, prior to being provided to second comparator 403, the
supply voltage (VDD) may be input to a divided reference in order to ensure the magnitude
of the voltage being evaluated by second comparator 403 is within the operational range of
second comparator 403.

[0143] Second comparator 403 may be used to detect when supply voltage (VDD) is
greater than the VBE reference voltage. Once the supply voltage has reached a level greater
than the VBE reference voltage, second comparator 403 will send an enablement signal (EN)
to first comparator 401, thereby enabling the operations of first comparator 401. A true logic
signal will also be sent to an AND logical element 405 once the supply voltage reaches a

level which is greater than the VBE reference voltage.
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[0144] First comparator 401 is configured to receive supply voltage (VDD) and a
generated bandgap voltage reference (VBG) as inputs. It should be appreciated that a divided
supply voltage (VDD) may also be input to first comparator 401 to ensure the magnitude of
the voltage being evaluated by second comparator 403 are within the operational range of
second comparator 403. Upon receiving the enablement signal (EN) from second comparator
403, first comparator 401 will be able to compare the supply voltage (VDD) to the bandgap
voltage (VBG) reference. Once the supply voltage (VDD) reaches a level above bandgap
voltage (VBGQ) reference, first comparator 401 will send a logic true signal to logical AND
element 405.

[0145] Under typical process and temperature conditions it is possible that first
comparator 401, with bandgap voltage (VBG) reference and supply voltage (VDD) as inputs,
is sufficient to indicate when the bandgap is close to a steady state output voltage. For
example, assuming a value of ~1V at minimum VDD operation, when bandgap voltage
(VBG) reference > 1.0V, enablement signal (VBG_ok) will flag thereby indicating supply
voltage (VDD) is guaranteed to be > 1.0V.

[0146] The problem with this solution is that as supply voltage (VDD) ramps under
non ideal conditions (hot/cold temp, slow/fast silicon), it is possible that bandgap voltage
(VBG) reference may exceed this threshold then fall back to OV as supply voltage (VDD)
ramps. Under these conditions enablement signal (VBG_ok) will flag high then low for
(potentially) multiple VDD voltages and this could cause start-up issues in subsequent
circuitry.

[0147] To address such issues, second comparator 403 is used between supply voltage
(VDD) and base emitter voltage (VBE) reference. The intention of this circuit portion is to
indicate when supply voltage (VDD) is above a minimum voltage. This voltage threshold is

chosen to be the minimum value of supply voltage (VDD) which guarantees the bandgap
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voltage (VBQG) reference does not fall back to OV. This may be found from process-voltage-
temperature (PVT) simulations. In other words, for ramping supply voltage (VDD) this
circuit portion will indicate when the bandgap will be stable if powered up. It should be
appreciated that base emitter voltage (VBE) reference may be configured to be equal to the
determined minimal threshold voltage which guarantees bandgap voltage (VBG) will not fall
back to OV.

[0148] When this supply voltage (VDD) threshold voltage (e.g., base emitter voltage
(VBE) reference) is reached, second comparator 403 is used to enable first comparator 401
which subsequently detects if the (stable) bandgap has actually powered up. According to
some of the example embodiments, it is useful to use second comparator 403 in addition to
first comparator 401 because, for example, for fast VDD ramping first comparator 401 may
glitch, causing erroneous VBG ok signals. To stop this behaviour a small delay (delay) may
be added between first comparator 401 power up and VBG_ok being active. The amount of
delay required may be characterised in simulation across PVT for fast VDD ramping. An
example of such a delay may be in the order of nanoseconds.

[0149] Logical AND element 405 will receive two logic true signals as input once
first and second comparators 401, 403 detect the supply voltage being greater than the
bandgap voltage (VBG) reference and the base emitter voltage (VBE) reference, respectively.
Once the inputs to logical AND element 405 are both true signals, element 405 is configured
to send an enablement signal (VBG_ok) to the voltage regulator 301, thereby enabling
operation of regulator 301.

[0150] A voltage regulator is configured to generate a fixed output voltage of a preset
magnitude that remains constant regardless of changes to its input voltage or load conditions.
Voltage regulator 301 will generate regulated voltage (Dvpp) using bandgap voltage (VBG)

reference as a baseline or comparison. According to some of the example embodiments,
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voltage regulation unit 301 may be a low-dropout (LDO) regulator or any other voltage
regulator capable of generating an output voltage that is regulated to be of a preset
magnitude.

[0151] The regulated voltage (Dvpp) is provided to a supply rail 304 used by core
circuitry of CMD 305 and is further supplied to POR comparator 303. Once a value of the
regulated voltage (Dvpp) is greater than a value of bandgap voltage (VBG) reference, POR
comparator 303 will provide a further enablement signal (POR) to core circuitry of CMD
305. Enablement signal POR alerts core circuitry of CMD 305 the ramped supply voltage
(VDD) has reached a level of operational safety. Core circuitry of CMD 305 thereafter uses
the regulated voltage (Dvpp) from supply rail 304 as power supply, for example, for its
operation.

[0152] The description of the example embodiments provided herein have been
presented for purposes of illustration. The description is not intended to be exhaustive or to
limit example embodiments to the precise form disclosed, and modifications and variations
are possible in light of the above teachings or may be acquired from practice of various
alternatives to the provided embodiments. The examples discussed herein were chosen and
described in order to explain the principles and the nature of various example embodiments
and its practical application to enable one skilled in the art to utilize the example
embodiments in various manners and with various modifications as are suited to the
particular use contemplated. The features of the embodiments described herein may be
combined in all possible combinations of methods, apparatus, modules, systems, and
computer program products. It should be appreciated that the example embodiments
presented herein may be practiced in any combination with each other.

[0153] It should be noted that the word "comprising" does not necessarily exclude the

presence of other elements or steps than those listed and the words "a" or "an" preceding an
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element do not exclude the presence of a plurality of such elements. It should further be noted
that any reference signs do not limit the scope of the claims, that the example embodiments

may be implemented at least in part by means of both hardware and software, and that several

"non
2

"means", "units" or "devices" may be represented by the same item of hardware.

[0154] The various example embodiments described herein are described in the
general context of method steps or processes, which may be implemented in one aspect by a
computer program product, embodied in a computer-readable medium, comprising computer-
executable instructions, such as program code, executed by computers in networked
environments. A computer-readable medium may comprise removable and non-removable
storage devices comprising, but not limited to, Read Only Memory (ROM), Random Access
Memory (RAM), compact discs (CDs), digital versatile discs (DVD), etc. Generally, program
modules may comprise routines, programs, objects, components, data structures, etc. that
perform particular tasks or implement particular abstract data types. Computer-executable
instructions, associated data structures, and program modules represent examples of program
code for executing steps of the methods disclosed herein. The particular sequence of such
executable instructions or associated data structures represents examples of corresponding
acts for implementing the functions described in such steps or processes.

[0155] It is to be understood that processors 39, 52 described herein may be
implemented using at least one processing unit (or at least one core) and one or more internal
registers. It is also to be understood that processors 39, 52 described herein may be
implemented using circuitry configured to perform the operations described herein.

[0156] Various embodiments are described herein with reference to systems,
methods, processes, devices, or computer readable media. It is intended that the disclosure of

one is a disclosure of all. For example, it is to be understood that disclosure of a computer

readable medium described herein also constitutes a disclosure of methods implemented
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using the computer readable medium, and systems and devices for implementing those
methods, via for example, at least one processor or a circuitry configured to implement those
methods. It is to be understood that this form of disclosure is for ease of discussion only, and
one or more aspects of one embodiment herein may be combined with one or more aspects of
other embodiments herein, within the intended scope of this disclosure.

[0157] In the drawings and specification, there have been disclosed example
embodiments. However, many variations and modifications can be made to these
embodiments. Accordingly, although specific terms are employed, they are used in a generic
and descriptive sense only and not for purposes of limitation, the scope of the embodiments

being defined by the following claims.
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CLAIMS
1. A monitoring device operable to report sensor measurements in a battery
system, the monitoring device comprising:
one or more circuitry operable to obtain measurements of one or more pins of a
battery system, the one or more circuitry comprising:
at least one circuit for monitoring current comprising:
at least one other circuit for amplifying variance comprising at least
one differential amplifier, one voltage reference in electrical connection with a first input of
the differential amplifier, the differential amplifier further comprising a second input and an
output;
at least one transconductance means comprising at least one output in
electrical connection with the second input of the differential amplifier and at least one input
in electrical connection with the output of the differential amplifier;
wherein the second input of the differential amplifier and at least one
output of the at least one transconductance means is in electrical connection with the one or
more pins of a battery system;
at least one current source in electrical connection with at least one
output of at least one of the at least one transconductance means; and
an output in electrical connection with at least one output of at least
one of the at least one transconductance means;
wherein the at least one circuit for monitoring current is operable to
detect a disruption to, or an absence of, an electrical connection of a sensor connected to the
one or more pins by monitoring a current required to cause a variance in a voltage on the one

or more pins.
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2. A monitoring device according to claim 1, wherein the at least one
transconductance means comprises at least one transistor.

3. A monitoring device according to claim 2, wherein the at least one transistor
comprises at least one pair of p-channel or n-type field effect transistors.

4. A monitoring device according to claim 3, wherein the at least one pair of p-
channel or n-type field effect transistors comprises a first field effect transistor and a second
field effect transistor, each comprising a source terminal, a drain terminal, and a gate
terminal, wherein the first field effect transistor and the second field effect transistor are
arranged in parallel such that their respective gate terminals are in electrical connection with
each other and their respective source terminals are in electrical connection with each other.

5. A monitoring device according to claim 4, wherein the output of the
differential amplifier is in electrical connection with the gate terminals of the pair of field
effect transistors.

6. A monitoring device according to claim 5, wherein the drain terminal of the
first field effect transistor is in electrical connection with the second input of the differential
amplifier.

7. A monitoring device according to claim 6, wherein the at least one current
source is in electrical connection with the drain terminal of the second field effect transistor.

8. A monitoring device according to any preceding claim, wherein the at least
one current source comprises a variable current source.

9. A monitoring device according to any preceding claim, wherein the at least
one circuit for monitoring current comprises a first circuit for monitoring current and a
second circuit for monitoring current, wherein the first circuit for measuring current
comprises p-channel field effect transistors and the second circuit for measuring current

comprises n-type field effect transistors.
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10. A monitoring device according to any preceding claim, wherein the circuit for
monitoring current further comprises at least one output amplifier arranged at the output of
the circuit.

11. A monitoring device according to any preceding claim, wherein the at least
one circuits for monitoring current are in electrical connection with the one or more pins of
the battery system via a multiplexer.

12. A monitoring device according to any preceding claim, wherein the current
source provides a reference current.

13. A monitoring device according to any preceding claim, wherein the one or
more circuitry operable to obtain measurements of one or more pins of a battery system
comprises at least a first circuit operable to detect an open circuit on a first pin, and a second
circuit operable to identify a variance in a voltage on a second pin, wherein the monitoring
device is operable to detect a short circuit when a variance is identified in the voltage on the
second pin.

14. A regulation system for providing a regulated voltage during a power on reset
to a cell monitoring device, CMD of an electric battery system, wherein the electric battery
system comprises at least one pack, each pack comprising a plurality of battery cells, wherein
each battery cell is monitored via a respective CMD, the regulation system comprising:

a bandgap reference unit (BG) configured to generate a bandgap reference voltage
(VBG) based on a supply voltage (VDD), and further configured to generate a first
enablement signal (VBG_ok) once the bandgap reference voltage (VBG) is stable and at a
level suitable for operational safety of the CMD core circuit (305);,

a voltage regulator unit (301) configured to receive the bandgap reference voltage
(VBG) and the first enablement signal (VGB_ok) from the bandgap reference unit, and upon

receipt of the first enablement signal, the voltage regulation unit further configured to
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generate the regulated voltage (Dvpp), for powering the CMD core circuit (305), wherein the
regulated voltage (Dvpp) is generated based on a comparison of the bandgap reference
voltage (VBG); and

a power on reset comparator (303) configured to receive the bandgap reference
voltage (VBG) from the bandgap reference unit (BG) and the regulated voltage (Dvpp) from
the voltage regulator, wherein the power on reset comparator (303) is further configured to
provide a second enablement signal (POR) to the CMD core circuit 305 once a value of the
regulated voltage (Dvpp) is greater than a value of the bandgap reference voltage (VBG),
wherein the second enablement signal (POR) enables the CMD core circuit to access the
regulated voltage (Dvop).

15. A regulation system according to claim 14, wherein the bandgap reference unit
(BG) comprises:

a first comparator (401) configured to receive the supply voltage VDD and the
generated bandgap voltage reference (VBG) as input;

a second comparator (403) configured to receive the supply voltage VDD and a base
emitter voltage (VBE) reference as input;

wherein the second comparator (403) is configured to enable operations of the first
comparator (401) and provide a logic true to a logical AND element (405) once the second
comparator detects the supply voltage (VDD) is greater than the base emitter voltage (VBE)
reference;

wherein the first comparator (401), upon being enabled via the second comparator
(403), 1s configured to send a logic true to the logical AND element (405) once the first
comparator detects the supply voltage (VDD) is greater than the bandgap voltage (VBG)

reference; and
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the logical AND element (405) is configured to provide the first enablement signal
(VBG _ok) to the voltage regulator unit (301) and the generated bandgap voltage (VBG) to
the power on reset comparator (303) once the inputs of the logical AND element are both
true.

16. A method in a regulation system for providing a regulated voltage during a
power on reset to a cell monitoring device, CMD of an electric battery system, wherein the
electric battery system comprises at least one pack, each pack comprising a plurality of
battery cells, wherein each battery cell is monitored via a respective CMD, the method
comprising:

generating, via a bandgap reference unit (BG), a bandgap reference voltage (VGB)
based on a supply voltage (VDD), and further generating a first enablement signal (VBG_ok)
once the bandgap reference voltage (VBGQ) is stable and at a level suitable for operational
safety of the CMD core circuit (305);,

receiving, via a voltage regulator unit (301), the bandgap reference voltage (VBG)
and the first enablement signal (VGB_ok) from the bandgap reference unit;

upon receipt of the first enablement signal, generating, via the voltage regulator unit,
the regulated voltage (Dvpp) for powering the CMD core circuit (305), wherein the regulated
voltage (Dvpp) is generated based on a comparison of the bandgap reference voltage (VBG);
and

receiving, via a power on reset comparator (303), the bandgap reference voltage
(VBG) from the bandgap reference unit (BG) and the regulated voltage (Dvop) from the
voltage regulator;

providing, via the power on reset comparator, a second enablement signal (POR) to

the CMD core circuit (305) once a value of the regulated voltage (Dvpp) is greater than a
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value of the bandgap reference voltage (VBG), wherein the second enablement signal (POR)
enables the CMD core circuit to access the regulated voltage (Dvpp).

17. A method according to claim 16, further comprising:

receiving, via a first comparator (401), the supply voltage VDD and the generated
bandgap voltage reference (VBG) as input;

receiving, via a second comparator (403), the supply voltage VDD and a base emitter
voltage (VBE) reference as input;

enabling operations, via the second comparator (403), of the first comparator (401)
and providing a logic true to a logical AND element (405) once the second comparator
detects the supply voltage (VDD) is greater than the base emitter voltage (VBE) reference;

upon being enabled, sending, via the second comparator (403), a logic true to the
logical AND element (405) once the first comparator detects the supply voltage (VDD) is
greater than the bandgap voltage (VBG) reference; and

providing, via the logical AND element (405), the first enablement signal (VBG_ok)
to the voltage regulator unit (301) and the generated bandgap voltage (VBG) to the power on
reset comparator (303) once the inputs of the logical AND element are both true.

18. A monitoring device operable to report sensor measurements in a battery
system, the monitoring device comprising:

one or more sensors operable to obtain measurements of one or more modules of a
battery system,;

a receiver operable to receive, from a communications controller, a timing signal
indicative of the timing of a reporting frame; and

a transmitter operable to report obtained measurements to the communications
controller;

wherein the monitoring device is configured to:
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transmit, previously obtained measurements to the communications
controller at one or more transmission times relative to the timing indicated by a timing
signal received from the communications controller; and

utilize the received timing signal to select sampling times for the
measurements obtained by the one or more sensors to be reported to the communications
controller in a later reporting cycle.

19. A monitoring device according to claim 18, wherein the monitoring device is
configured to transmit previously obtained measurements to the communications controller at
a predetermined time period relative to the timing of receipt of a message from the
communications controller requesting the transmission of obtained measurements to the
communications controller.

20. A monitoring device according to claim 18 or 19, wherein receipt of the
received timing signal triggers the monitoring device to select measurements obtained by the
one or more sensors at the time of receipt of the timing signal as measurements to be reported
to the communications controller in a subsequent reporting cycle

21. A monitoring device according to any of claims 18 to 20, wherein the
monitoring device comprises a clock, wherein the selection of sampling times for the
measurements obtained by the one or more sensors to be reported the communications
controller is made at times corresponding time periods as measured by the clock relative to a
timing signal received from the communications controller.

22. A monitoring device according to claim 21, wherein the one or more
transmission times correspond to time periods as measured by the clock relative to a timing
signal received from the communications controller.

23. A monitoring device according to any of claims 18 to 22, wherein the

monitoring device is further configured to actuate one or more actuators and is configured to
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utilize the received timing signal to select actuation times for actuating the one or more
actuators.

24, A monitoring device according to any of claims 18 to 23 wherein the one or
more sensors comprise one or more sensors operable to measure any of voltage, current,
temperature, pressure, strain, or force associated with of one or more modules of a battery
system.

25. A monitoring system for monitoring the status of one or more modules of a
battery system comprising:

one or more monitoring devices in accordance with any preceding claim; and

a communications controller operable to:

transmit a timing signal indicative of the timing of a reporting frame to the one
or more monitoring devices and

receive reported measurements of one or more modules of a battery system
reported by the one or more monitoring devices.

26. A monitoring system according to claim 25, wherein each of the one or more
monitoring devices is allocated to a group and is associated with a time slot within reporting
frame for reporting measurements to the communications controller;

wherein the communications controller is operable to transmit a request to the one or
more monitoring devices that the monitoring devices of a specified group report
measurements obtained by the one or more sensors for a reporting cycle, and the monitoring
devices associated with the specified group are responsive to receipt of the request to report
obtained measurements in their respective time slots relative to the timing indicated by a
timing signal received from the communications controller.

27. A monitoring system according to claim 25 or 26, wherein the

communications controller is configured to transmit a sequence of requests to the one or more
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monitoring devices that the monitoring devices of each of the specified groups report
measurements obtained by the one or more sensors for a reporting cycle.

28. A monitoring system according to any of claims 25 to 27, wherein:

each of the one or more monitoring devices is operable to, prior to transmission,
package the obtained measurements and append an error detection code to packaged obtained
measurements; and

the communication controller is operable to use the error detection code to detect an
error in the packaged obtained measurements.

29. A monitoring system according to claim 28, wherein the error detection code
comprises a cyclic redundancy check, and the communication controller is operable to detect
a corrupted packet.

30. A monitoring system according to claim 28 or 29, wherein the
communications controller is operable to transmit a re-transmission request requesting the
retransmission of obtained measurements when an error or a corrupted packet is detected.

31. A monitoring system according to any of claims 25 to 30, wherein the
communications controller is operable to determine, after having requested the reporting of
data from all of the one or more monitoring devices, whether measurements have been
received from all of the one or more monitoring devices within their respective timeslots and
if not to transmit a re-transmission request requesting the retransmission of measurements
determined to be missing or determined to have been corrupted.

32. A monitoring device according to any one of claims 18 to 24, or a monitoring
system in accordance with any one of claims 25 to 31, wherein the communications
controller and the monitoring device are operable to transmit and receive obtained
measurements via a radio communications link.

33. A battery management system, comprising:
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a battery management unit;

a communications controller operable to receive and process measurements of one or
more battery cells of a battery system received from one or more monitoring devices and
provide processed measurements to the battery management unit; and

wherein the one or more monitoring devices, each comprise:

one or more sensors operable to obtain measurements of one or more battery cells of a
battery system,;

a transmitter operable to transmit obtained measurements to the communications
controller; and

a processor operable to process obtained measurements from the one or more battery
cells and cause the obtained measurements to be reported to the communications controller in
accordance with a predetermined schedule;

wherein the communications controller and the processors of the one or more
monitoring devices are configured to cause obtained measurements from the one or more
battery cells to be reported to the battery management unit in a deterministic manner which is
independent of triggering by the processors or the communications controller of any
interrupts, external memory access steps or the use of a stack.

34. A battery management system according to claim 33, wherein the processors
of the one or more monitoring devices are configured to process measurements from the one
or more battery cells in accordance with predefined programs, the processing power and
clock speed of the processors and frequency with which measurements are reported to the
communications controller in accordance with a predetermined schedule being such that
processing of measurements in accordance with the predefined programs is completed in
advance of measurements being required to be reported in accordance with the predetermined

schedule.
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35. A battery management system according to claim 34, wherein the processors
of the one or more monitoring devices are configured to process measurements from the one
or more battery cells so that data for reporting the measurements is available for reporting in
accordance with the predetermined schedule.

36. A battery management system according to any of claims 33 to 35, wherein
the processors comprise registers for internal data storage and the data for reporting the
obtained measurements for transmission is stored internally within registers of the processors
prior to transmission by the transmitter in accordance with the predetermined schedule.

37. A battery management system according to any of claims 33 to 36, wherein
the processors of the one or more monitoring devices are configured to package the obtained
measurements from the one or more battery cells for transmission prior to transmission by the
transmitter in accordance with the predetermined schedule.

38. A battery management system according to claim 37, wherein the processors
of the one or more monitoring devices are further configured to append an error detection
code to packaged obtained measurements from the one or more battery cells for transmission
by the transmitter.

39. A battery management system according to claim 38, wherein the error
detection code comprises a cyclic redundancy check.

40. A battery management system according to claim 38 or 39, wherein the
communications controller is operable to process received measurements to identify if a
received measurement has been corrupted during transmission utilizing an appended error
detection code.

41. A battery management system according to any of claims 33 to 40, wherein
the processors of the one or more monitoring devices are operable to include, in the reporting,

any of: timestamp data identifying a local time associated with a data transmission and/or the
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timing of the acquisition of sensor measurements and/or a counter value indicative of the
order of the timing of data transmission or the acquisition of sensor measurements in data
transmissions to the communications controller.

42. A battery management system according to any of claims 33 to 41, wherein
the communications controller is operable to determine if measurements of one or more
battery cells of a battery system received from one or more monitoring devices are not
received within a predefined time period following a data transmission request or have been
corrupted during transmission and request retransmission of requested measurements when
measurements are identified as not received within a predefined time period or being
corrupted during receipt and/or transmission.

43, A battery management system according to any of claims 33 to 42, wherein
the communications controller and the one or more monitoring devices are operable to
transmit and receive measurements of one or more battery cells of a battery system via a
radio communications link.

44, A battery management system according to claim 43, wherein the
communications controller comprises a radio manager operable to receive measurements of
one or more battery cells of a battery system from the one or more monitoring devices and
provide the processed measurements to the battery management unit of the battery
management system.

45. A battery management system according to any of claims 33 to 44, wherein
the processors of the one or more monitoring devices each comprise multicore processors,
wherein multiple cores are configured to run identical programs in lockstep with each other.

46. A monitoring device for use in a battery management system according to any

of claims 33 to 45, comprising:
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one or more sensors operable to obtain measurements of one or more battery cells of a
battery system,;

a transmitter operable to transmit obtained measurements to a communications
controller; and

a processor operable to process obtained measurements from the one or more battery
cells to a battery management unit and cause the obtained measurements to be reported to the
communications controller in accordance with a predetermined schedule;

wherein the processor is configured to cause obtained measurements from the one or
more battery cells to be reported to the battery management unit in a deterministic manner
which is independent of the processor triggering any interrupts, external memory access steps
or the use of a stack.

47. A communications controller for use in a battery management system
according to any of claims 33 to 45, and/or for use with a monitoring device according to
with claim 46, comprising:

a receiver operable to receive measurements of one or more battery cells of a battery
system from one or more monitoring devices; and

a processor operable to process received measurements and provide processed
measurements to a battery management unit;

wherein the processor is configured to cause obtained measurements from the one or
more battery cells to be reported to the battery management unit in a deterministic manner
which is independent of triggering of any interrupts, external memory access steps or the use

of a stack.
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