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ABSTRACT

The disclosed embodiments include computerized methods and systems that
automatically provision one or more services available to an Internet-of-Things (loT)
devices upon connection to and registration onto communications network. In one
aspect, a device may receive, from a computing system, data specifying one or more
first services provisioned to the device. The device may identify a subset of the first
services that are consistent with a device type of an additional device, and may transmit
a portion of the stored first data that specifies the subset of the first services to that
additional device. The additional device may process the transmitted portion to
provision the subset of the first services to the additional device prior to a successful

authentication.
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AUTOMATIC PROVISIONING OF SERVICES TO NETWORK-CONNECTED
DEVICES

TECHNICAL FIELD

[001] The disclosed embodiments generally relate to computer-implemented
systems and processes that provision software-based services to network-connected

devices.

BACKGROUND

[002] Today, Internet-of-Things (loT) devices are common throughout our
homes, vehicles, and places of business. The operation of these loT devices may
depend on an effective and efficient provisioning of services, despite the discrepancies
between the various processing, storage, and communications capabilities that

characterize modern loT devices.

SUMMARY

[003] The disclosed embodiments include computer-implemented systems and
methods that automatically provision one or more services available to an Internet-of-
Things (loT) devices upon connection to and registration onto communications network.

[004] In one aspect, a device may include a communications module, a storage
unit storing instructions, and at least one processor being coupled to the
communications module and the storage unit and configured to execute the instructions
to establish a connection with a communications network using the communications
module. The at least one processor may be further configured to receive, from a

computing system, first data specifying a plurality of first services available to the
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device. In some instances, the device may have a corresponding first device type, the
first services may be consistent with the first device type, and the first data may be
indicative of an authentication of the device. The at least one processor may also be
configured to store the first data within a portion of the storage unit, and the storage of
the first data may provision the device with the available first services. Additionally, the
at least one processor may be configured to detect an additional device connected to
the communications network, and the additional device may have a corresponding
second device type. In response to the detection, the at least one processor may
identify a subset of the first services that is consistent with the second device type, and
may transmit a portion of the stored first data that specifies the subset of the first
services to the additional device across the communications network. In some
instances, the additional device may be configured to process the portion of the stored
first data to provision the additional device with the subset of the first services prior to an
authentication of the additional device.

[005] In other aspects a computer-implemented method may include
establishing, by at least one processor, a connection with a communications network,
and receiving, by the at least one processor, and from a computing system, first data
specifying a plurality of first services associated with the device. In some instances, the
device may have a corresponding first device type, the first services may be consistent
with the first device type, and the first data may be indicative of an authentication of the
device. The computer-implemented method may also include performing, by the at
least one processor, operations that store the first data within a portion of a storage unit,

and the storage of the first data may provision the device with the available first
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services. The computer-implemented method may also include detecting, by the at
least one processor, an additional device connected to the communications network,
the additional device having a corresponding second device type. In response to the
detection, the computer-implemented method may include identifying, by the at least
one processor, a subset of the first services that are consistent with the second device
type, and transmitting, by the at least one processor, a portion of the stored first data
that specifies the subset of the first services to the additional device across the network.
In some aspects, the additional device may be configured to process the portion of the
stored first data to provision the additional device with the subset of the first services
prior to an authentication of the additional device.

[006] Additionally, in certain aspects, an apparatus may include a
communications module, a storage unit storing instructions, and at least one processor
coupled to the communications module and the storage unit and configured to execute
the instructions to establish a communications session with a first device across a
network, and obtain first data identifying a plurality of first services that are provisioned
to the first device by a computing system. In some instances, the first device may be
associated with a first device type, and the first data may be indicative of an
authentication of the device. The at least one processor may also be configured to
detect a second device connected to the communications network, the second device
having a corresponding second device type. Further, the at least one processor may be
configured to determine that a subset of the first services is consistent with the second
device type, and transmit second data identifying the subset of the first services to the

computing system. In certain instances, the computing system being configured to
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provide, to the second device, service data that provisions the second device with the
subset of the first services prior to an authentication of the second device.

[007] Itis to be understood that both the foregoing general description and the
following detailed description are exemplary and explanatory only and are not restrictive
of the invention, as claimed. Further, the accompanying drawings, which are
incorporated in and constitute a part of this specification, illustrate aspects of the
present disclosure and together with the description, serve to explain principles of the

disclosed embodiments as set forth in the accompanying claims.

BRIEF DESCRIPTION OF THE DRAWINGS

[008] FIG. 1 is a diagram of an exemplary computing environment, consistent
with disclosed embodiments.

[009] FIGs. 2A, 2B, 3A, and 3B are additional diagrams illustrating portions of
an exemplary computing environment, consistent with the disclosed embodiments.

[010] FIG. 4 is a flowchart of an exemplary process for automatically
provisioning services to an Internet-of-Things (loT) device, consistent with disclosed
embodiments.

[011] FIGs. 5A and 5B are additional diagrams illustrating portions of an
exemplary computing environment, consistent with the disclosed embodiments.

[012] FIG. 6 is a flowchart of an exemplary process for automatically

provisioning services to an loT device, consistent with disclosed embodiments.
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DETAILED DESCRIPTION

[013] Reference will now be made in detail to the disclosed embodiments,
examples of which are illustrated in the accompanying drawings. The same reference
numbers in the drawings and this disclosure are intended to refer to the same or like
elements, components, and/or parts.

[014] In this application, the use of the singular includes the plural unless
specifically stated otherwise. In this application, the use of “or” means “and/or” unless
stated otherwise. Furthermore, the use of the term “including,” as well as other forms
such as “includes” and “included,” is not limiting. In addition, terms such as “element” or
"component” encompass both elements and components comprising one unit, and
elements and components that comprise more than one subunit, unless specifically
stated otherwise. Additionally, the section headings used herein are for organizational
purposes only, and are not to be construed as limiting the described subject matter.

[015] This specification describes exemplary computer-implemented systems
and processes that automatically provision one or more services available to an
Internet-of-Things (IoT) device upon connection to and registration onto
communications network. In certain aspects, the exemplary systems and processes
described below may “provision” a service to the registered loT device by supplying
data that enables the registered loT device to perform operations consistent with that
provisioned service. For example, the supplied data may include, but is not limited to,
elements of executable code associated with the service (e.g., application modules,
plug-ins, widgets, etc.), one or more service-related cryptograms, data authenticating

one or more user credentials, and other service-related data, which the registered loT
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device may selectively store and process to implement the provisioned service, either
alone or in conjunction with other computing systems connected to the registered loT
device over the communications network.

[016] In certain aspects, loT devices consistent with the disclosed embodiments
may include devices characterized by varying sensor, processing, storage, interface,
and/or communications capabilities. Additionally, in some aspects, the one or more
provisioned services may be consistent with sensor, processing, storage, interface,
and/or communications capabilities of the loT devices, and further, may be associated
with and available to an authenticated owner or owners of the loT devices. For
example, the one or more services may include, but are not limited to, payment services
(e.g., provided by corresponding financial institutions, utilities, merchants, governmental
entities, etc.), device-configuration services (e.g., which enable an owner of a device to
configure one or more operations characteristics of the device), and/or access control
services (e.g., which enable the owner of the device to grant the device access to
various computational resources available to the owner). The disclosed embodiments
are not limited to these services, and in other instances, the disclosed embodiments
may provision any additional or alternate service that is available to the authenticated
owner or owners and consistent with the capabilities of the 10T devices.

l. Exemplary Computing Environments

[017] FIG. 1 illustrates an exemplary computing environment 100, consistent
with certain disclosed embodiments. In one aspect, computing environment 100 may
include a plurality of Internet-of-Things (loT) devices 102, which may be connected to

and exchange data with a hub device 104 across a communications network, such as
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network 122. For example, as illustrated in FIG. 1, loT devices 102 may include a first
loT device 102A, a second loT device 102B, and a third loT device 102C. The
disclosed embodiments are, however, not limited to three loT devices communicating
across network 122, and in further embodiments, loT devices 102 may include any
additional or alternate number of connected loT devices. Computing environment 100
may also include a client device 112 and a provisioning system 130, and an additional
communications network, e.g., network 124, which may interconnect hub device 104,
client device 112, and provisioning system 130.

[018] In certain embodiments, loT devices 102 may include a plurality of
individual devices or “things” that possess functionality sufficient to establish and
maintain communications with hub device 104 across network 122 (and additionally or
alternatively, with other components of computing environment 100, either through hub
device 104 or directly across networks 122 and/or 124). Individual loT devices
consistent with the disclosed embodiments may include, but are not limited to, a
handheld, wearable, or embedded computing device (e.g., a smartphone, a tablet
computer, a smart watch, a wearable fithess monitor, a device in communication with a
smart fabric or textile, etc.); a wireless printer or copy machine; a wired or wireless
network router; a network-connected lighting fixture (e.g., a LED-based smart light
bulb), a network-connected appliance (e.g., a “smart” refrigerator, stove, coffee-maker,
furnace, heat pump, etc.); a network-connected, smart thermostat; and/or a network-
connected component of a security or access-control system (e.g., a network-connected

digital camera, a “smart” lock, etc.).
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[019] In certain aspects, each of loT devices 102 may include one or more
tangible, non-transitory memories that store data and/or software applications (e.g., one
or more executable application modules), and one or more hardware-based processors
(e.g., a micro-processor or micro-controller) configured to execute portions of the stored
software applications. For example, loT devices 102 may store, in the corresponding
memories, software applications that, when executed by the corresponding processing
devices, cause loT devices 102 to perform operations consistent with the provisioned
services. Further, each of IoT devices 102 may also include communications module,
such as a wireless transceiver device, coupled to the corresponding processors and
configured by the corresponding processors to establish and maintain communications
sessions with hub device 104 across network 122, as described below.

[020] One or more of loT devices 102 may also include a sensor capable of
detecting an operational status, a device characteristic, and additionally or alternatively,
a consumption of one or more resources at various temporal intervals during an
operation of the one or more of loT devices 102. By way of example, sensors
consistent with the disclosed embodiments may include, but are not limited to, positional
sensors (e.g., global positioning system (GPS) units), accelerometers, temperature
sensors, motion sensors, sensors capable of measuring a consumption of electricity,
water, or other resources, sensors capable of measuring units of received or transmitted
data, and/or sensors capable of detecting a state of corresponding actuator devices,
such as fluidic valves and electrical switches. The corresponding processors may, in
some instances, execute portions of the stored software instructions to generate and

data indicative of the time-varying operational status, device characteristics, and/or
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consumption, and to store portions of the generated data within the corresponding
tangible, non-transitory memories.

[021] Hub device 104 may, in some aspects, include a computing device (e.g., a
smart phone, tablet computer, etc.) or a computing system configured to establish
communications sessions with loT devices 102 and manage interactions between loT
devices 102 and other components of computing system 100, such as provisioning
system 130 across network 124. For instance, hub device 104 may include one or
more tangible, non-transitory memories that store data and/or software instructions
(e.g., one or more application modules), and one or more processors configured to
execute portions of the stored software applications. In certain embodiments, and as
described below, hub device 104 may store application modules that, when executed by
the one or more processors, cause hub device 104 to detect loT devices 102
communicating across network 122, register loT devices 102 onto network 122 and, in
conjunction with provisioning system 130, perform operations that provision one or more
available services to loT devices 102.

[022] In certain aspects, network 122 may facilitate direct communication and
data exchange between each of loT devices 102, and further, between each of loT
devices 102 and hub device 104, and may include one or more wireless communication
networks or mediums of short-range, digital data communication. Examples of network
122 include, but are not limited to, a wireless local area network (e.g., a wireless “LAN”
or “WiFi” network), a RF network, a Near Field Communication (NFC) network, an
optical communications network (e.g., a wireless infrared (IR) communications network,

etc.), a Bluetooth™ communications network (e.g., networks using Bluetooth™ or
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Bluetooth LE™ communications protocols), or a wireless Metropolitan Area Network
(MAN) connecting any of the communications networks described above. Additionally,
and consistent with exemplary embodiments of the present disclosure, local network
122 may include a private or internal network or networks, a wide area network (e.g., a
“WAN,” such as the Internet), and/or a publicly accessible network or networks
interconnected via one or more communication protocols, including, but not limited to,
hypertext transfer protocol (HTTP), transmission control protocol/internet protocol
(TCP/IP), extensible messaging and presence protocol (XMPP), message queuing
telemetry transport (MQTT) protocols, constrained application protocol (CoAP), data
distribution service (DDS) protocols, ZigBee™ communications protocols, and NFC
protocols.

[023] Provisioning system 130 may be a computing system configured to
execute software instructions (e.g., one or more executable application modules) that
perform one or more operations consistent with disclosed embodiments. In some
aspects, provisioning system 130 may correspond to a distributed system that may
include computing components distributed across one or more networks, such as
network 124, or other networks. Furthermore, provisioning system 130 may also be
associated with a business entity, e.g., a financial institution, an e-commerce retailer,
and/or a physical retailer, which may be associated with and/or provide one or more of
the provisioned services. For example, and as described below, provisioning system
130 may be associated with a financial institution, and one or more of the services
provisioned to loT devices 102 may include a payment service associated with an

account held by an owner or owners of loT devices 102 at the financial institution.
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[024] In some aspects, provisioning system 130 may include computing
components configured to store, maintain, and generate data and software instructions.
For example, provisioning system 130 may include one or more servers (e.g., server
132) and tangible, non-transitory memory devices (e.g., data repository 134). Server
132 may include one or more computing devices that may be configured to execute
software applications (e.g., one or more executable application modules) to perform one
or more processes consistent with the disclosed embodiments. In one example, server
132 may be a computing device that executes software instructions (e.g., application
modules, etc.) that, as described below, may authenticate an identity of an owner loT
devices 102, authenticate and verify an identity of loT devices 102, and further, provide
data to loT devices 102 that facilitates a performance of operations consistent with one
or more available services.

[025] In some instances, the available services may be consistent with one or
more sensor, processing, storage, interface, and communications capabilities of loT
devices 102, and the provided data may include, but is not limited to, elements of
executable code (e.g., application modules, etc.), service-related cryptograms,
authentication data, and/or other service-related data that enables loT devices 102 to
perform the operations consistent with the available services. Additionally, the provided
data, upon receipt and processing by loT devices 102, may provision loT devices 102
with the available services, as described below.

[026] In one embodiment, server 132 may include a computer (e.g., a personal
computer, network computer, server, or mainframe computer) having one or more

processors that may be selectively activated or reconfigured by computer programs. In

11
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one aspect, server 132 (or other computing components of provisioning system 130)
may be configured to provide one or more websites, digital portals, etc., that provide
services consistent with the business entity, such as a digital e-commerce or banking
portal, and services consistent with disclosed embodiments. For instance, server 132
may be configured to provide information associated with a requested web page over
network 124 to a client device (such as client device 112), which may render the
received information and present content from the web page on a display device, e.g., a
touchscreen display unit. Additionally, server 132 may be incorporated as a
corresponding node in a distributed network, and additionally or alternatively, as a
corresponding networked server in a cloud-computing environment. Furthermore,
server 132 may communicate via network 120 with one or more additional servers (not
shown), which may facilitate the distribution of processes for parallel execution by the
additional servers.

[027] Data repository 134 may include one or more memories that are
configured to store and provide access to data and/or software instructions. Such
memories may include tangible non-transitory computer-readable media that store
software instructions that, when executed by one or more processors (e.g., of server
132), perform one or more operations consistent with disclosed embodiments, as
described below. Data repository 134 may also be configured to store information
relating to the business entity, such as information identifying one or more
authentication credentials associated with one or more owners of loT devices 102 and
further, information verifying the identity (e.g., device identifiers, etc.) of loT devices

102.

12
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[028] In some embodiments, client device 112 may be a computing device, such
as, but not limited to, a personal computer, a laptop computer, a tablet computer, a
notebook computer, a hand-held computer, a personal digital assistant, a portable
navigation device, a mobile phone, a smart phone, a wearable computing device (e.g., a
smart watch, a wearable activity monitor, wearable smart jewelry, and glasses and other
optical devices that include optical head-mounted displays (OHMDs), an embedded
computing device (e.g., in communication with a smart textile or electronic fabric), and
any other type of computing device that may be configured to store data and software
instructions, execute software instructions to perform operations, and/or display
information on a display device(s), consistent with disclosed embodiments. In certain
embodiments, client device 112 may be associated with one or more users, such as
user 110. For instance, user 110 may operate client device 112 and may do so to
cause client device 112 to perform one or more operations consistent with the disclosed
embodiments.

[029] Client device 112 may, in some aspects, include one or more tangible,
non-transitory memories that store data and/or software instructions, and one or more
processors configured to execute software instructions. Client device 112 may include
one or more display devices that display information to a user and one or more input
device(s) to allow the user to input information to client device 112 (e.g., keypad,
keyboard, touchscreen, voice activated control technologies, or any other type of known
input device). Additionally, in certain aspects, client device 112 may store in memory

one or more software applications that run on client device 112 and are executed by the

13
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one or more processors, such as web browsers and various applications associated
with provisioning system 130, as described below.

[030] Network 124 may include one or more communication networks or
medium of digital data communication. Examples of communication network 124
include a local area network (LAN), a wireless LAN (e.g., a “WiFi” network), a RF
network, a Near Field Communication (NFC) network, a wireless Metropolitan Area
Network (MAN) connecting multiple wireless LANs, NFC communication link(s), and a
wide area network (WAN), e.g., the Internet. Consistent with embodiments of the
present disclosure, communications network 120 may include the Internet and any
publicly accessible network or networks interconnected via one or more communication
protocols, including, but not limited to, hypertext transfer protocol (HTTP) and
transmission control protocol/internet protocol (TCP/IP). Communications protocols
consistent with the disclosed embodiments also include protocols facilitating data
transfer using radio frequency identification (RFID) communications and/or NFC.
Moreover, communications network 120 may also include one or more mobile device
networks, such as a GSM network or a PCS network, allowing client device 112 to send
and receive data via applicable communications protocols, including those described
herein.

[031] Although computing environment 100 is illustrated in FIG. 1 with
provisioning system 130 in communication with hub device 104 and client device 112
across network 124, and with loT devices 102 in communication with hub device 104
across local network 122, persons of ordinary skill in the art will recognize that

environment 100 may include any additional number of client devices 112, any

14
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additional number of connected, loT devices and corresponding hub devices, and any
additional number of computers, systems, or servers without departing from the spirit or
scope of the disclosed embodiments. Further, although described in terms of networks
122 and 124, the disclosed embodiments are not limited to this network configuration,
and in additional embodiments, any additional or alternate number of communications
networks and corresponding network hub devices may interconnect the components of
computing environment 100, including network configurations that include a single
communications network with no network hub device. Moreover, although described in
FIG. 1 in reference to individual loT devices 102A, 102B, and 102C, persons of ordinary
skill in the art will recognize that loT devices 102 may include any additional or alternate
number of individual loT devices, which may include a single loT device in
communication with hub device 104 across local network 122.

Il Exemplary Computer-Implemented Systems and Processes that Automatically
Provision Available Services to a First Connected, Internet-of-Things Device

[032] The disclosed embodiments may provide computer-implemented systems
and processes that automatically provision available services to connected Internet-of-
Things (loT) devices, such as one or more of 10T devices 102 described above. In
some instances, the available services may include, but are not limited to, payment
services, device-configuration services, and access-control services, and the
provisioned services may be available to an authenticated owner of the connected loT
device and further, may be consistent with sensor, processing, storage, interface,
and/or communications capabilities of the connected loT devices.

[033] FIGs. 2A and 2B are diagrams illustrating interactions between certain

elements of computing environment 100, in accordance with the disclosed
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embodiments. In some aspects, and as described below in reference to FIG. 2A, an
owner (e.g., user 110) of a first one of 1oT devices 102 (e.g., first loT device 102A) may
selectively activate first loT device 102, which may establish communications with a hub
device (e.g., hub device 104) over a corresponding communications network (e.g.,
network 122). Upon registration with hub device 104, a provisioning system (e.g.,
provisioning system 130) may perform operations that authenticate the owner of first loT
device 102A, verify an identity of first IoT device 102A, and in response to a successful
owner authentication and device verification, generate a provisioning package that
includes data facilitating a performance of operations consistent with one or more
services that are available for provisioning to first loT device 102A.

In certain aspects, and as described below, provisioning system 130 may transmit the
generated provisioning package to first IoT device 102 across any of the
communications networks described above (e.g., across network 124 and through hub
device 104 to network 122), and using any of the exemplary communications protocols
described above.

[034] For example, as illustrated in FIG. 2A, user 110 may connect first loT
device 102A to an available source of electrical energy, which may cause first loT
device 102A to establish communications with network 122 and, in conjunction with hub
device 104, register newly connected first 10T device 102A on network 122. In some
instances, first loT device 102A may represent a smart, LED-based light bulb, which
user 110 may connect to the available source of electrical energy by installing first loT
device 102 within a corresponding light fixture, e.g., disposed within user 110’s home or

place of business. The disclosed embodiments are, however, not limited to smart light
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bulbs, and in further embodiments, first loT device 102A may correspond to any
additional or alternate device or “thing” capable of communication with hub device 104
and other components on computing environment 100 across network 122.

[035] In an embodiment, and upon connection to the available source of
electrical energy, first loT device 102A may perform operations that establish its
proximity to an accessible wireless communications network, such as network 122. In
response to the established proximity, first loT device 102A may perform operations that
broadcast, across network 122, device registration data that uniquely identifies first loT
device 102A within network 122 and further, that facilitates a connection between first
loT device 102A and within network 122.

[036] For example, first IoT device 102A may store, within the one or more
tangible, non-transitory memories, device data 202 that includes a unique identifier of
first loT device 102A within network 122 (e.g., a device serial number) and various
credentials that facilitate the connection of first loT device 102A to network 122, which
include, but are not limited to, digital certificates or tokens, cryptograms, pairs of
identifiers and passwords, and subscriber identifier modules (SIMs). In one instance,
the unique device identifier of first loT device 102A, and additionally or alternatively, one
or more of the connection credentials associated with device 102A, may be provisioned
to first 10T device 102A by a manufacturer, and may remain constant and unchanged
during operation of first IoT device 102A. In other instances, certain of the connection
credentials, such as a digital certificate or token, may be overwritten and replaced by a

corresponding service provider or hub device when first loT device 102A establishes

17



CA 02943131 2016-09-26

connections with additional service provider, or alternatively, in response to a change in
ownership of first loT device 102A.

[037] In some aspects, a device activation module 204 of first loT device 102A
may access stored device data 202 and perform operations that extract a portion 203 of
stored device data 202. Extracted data portion 203 may, for instance, include the
includes the unique device identifier and additionally or alternatively, one or more of the
connection credentials, and device activation module 204 may perform operations that
package data portion 203 (e.g., the unique device identifier and/or one or more of the
connection credentials) into device registration data 212, which first loT device 102A
may broadcast across network 122 using any of the exemplary communications
protocols outlined above.

[038] As illustrated in FIG. 2A, a detection and registration module 222 of hub
device 104 may receive data broadcasted by newly connected first IoT device 102A
across network 122 (which may include, but is not limited to registration data 212), and
in response to the received data, may perform operations that detect the connection of
first loT device 102A to network 122 and register first loT device 102A onto network
122. For instance, detection and registration module 222 may parse registration data
212 to obtain the unique device identifier of first loT device 102A and additionally or
alternatively, the one or more connection credentials associated with first loT device
102A. In certain aspects, and based on the unique device identifier and/or the one or
more connection credentials, detection and registration module 222 may perform
operations that verify an identity of first loT device 102A, and in response to a

successful verification, register first loT device 102A on network 122.
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[039] By way of example, hub device 104 may maintain, within one or more
tangible, non-transitory memories, a device registry 224 that includes structured data
records identifying and characterizing each device registered to communicate across
network 122 (and additionally or alternatively, one or more additional wired or wireless
communications networks associated with or managed by hub device 104). In certain
aspects, and during the registration of first loT device 102A. detection and registration
module 222 may store the unique device identifier of first loT device 102A, and
additionally or alternatively, the one or more connection credentials of first loT device
102A, within one of more of the structured data records of device registry 224, e.g., as
first registered device data 224A. Detection and registration module 222 may also
obtain data characterizing one or more capabilities of first loT device 102A (e.g.,
sensing, processing, storage, interface, and/or communications capabilities), which may
be linked to the unique device identifier and stored in data 224A.

[040] In some instances, and upon completion of the exemplary registration
processes described above, detection and registration module 222 may generate data
confirming the registration of first IoT device 102A onto network 122, e.g., registration
confirmation 214, which hub device 104 may transmit to first loT device 102A across
network 122. Registration confirmation 214 may, by way of example, include a unique
network identifier of network 122 and additionally or alternatively, an address of hub
device 104 (such as an IP address, etc.), and device activation module 204 of first loT
device 102A may store registration confirmation 214 within device data 202.

[041] In certain embodiments, and in response to a successful activation and

registration of first loT device 102A onto network 122, provisioning system 130 may, in
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conjunction with hub device 104, perform operations that provision first loT device 102A
with one or more services that are available to user 110 (e.g., the owner of first loT
device 102A) and appropriate to the capabilities of first loT device 102A. For example,
as illustrated in FIG. 2B, a provisioning module 206 of first IoT device 102A may
generate, and transmit to provisioning system 130, data requesting a provisioning of the
one or more services to first loT device 102A (e.g., provisioning request 216). In some
aspects, provisioning module 206 may access device data 202, and obtain portions of
device data 202 that uniquely identify first loT device 102A within networks 122 and/or
124 (such as the unique device identifier described above), and additionally or
alternatively, that identify one or more of the capabilities of first loT device 102A. As
described above, these identified capabilities may include, but are not limited to, a
sensor capability of first loT device 102A (e.g., types of sensors, etc.), a processing
capability of first loT device 102A (e.g., a processor type or speed), a storage capability
of first loT device 102A (e.g., an amount of ROM or RAM), an interface capability of first
loT device 102A (e.g., an existence or type of interface unit), and/or a communications
functionality of first loT device 102A (e.g., a type of communications module, supported
communications protocols, etc.). Provisioning module 206 may, in some instances,
incorporate the obtained portions of stored device data 202 into provisioning request
216 for transmission to provisioning system 130.

[042] In additional aspects, provisioning request 216 may also include data,
such as one or more authentication credentials of user 110, that facilitates that
authentication of user 110 by provisioning system 130. For example, first 10T device

102A may include an interface unit, such as a touchscreen display unit, that presents a
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graphical user interface (GUI) prompting user 110 to input one or more authentication
credentials (e.g., a user name, a password, etc.). In other instances, user 110 may
establish communications between first loT device 102A and client device 112 (e.g.,

through a wireless communications channel, such as a NFC or Bluetooth™

connection),
which may present the GUI to user 110 through a corresponding display unit, and which
may receive the one or more authentication credentials inputted by user 110 and
provide the received authentication credentials to first loT device 102A. In some
aspects, provisioning module 206 may receive authentication data that includes the one
or more authentication credentials, which provisioning module 206 may incorporate into
provisioning request 216 for transmission to provisioning system 130, as described
below.

[043] Referring back to FIG. 2B, first loT device 102A may transmit provisioning
request 216 across network 122 to hub device 104 using any of the communications
protocols outlined above. Hub device 104 may receive provisioning request 216, and a
relay module 227 of hub device 104 may modify one or more portions of provisioning
request 216 to include data identifying hub device 104 (e.g., a unique address of hub
device 104, such as an IP address) and additionally or alternatively, a unique identifier
of network 122. Relay module 227 may, in some aspects, perform operations that
transmit provisioning request 216, as modified to incorporate the identifiers of hub
device 104 and/or network 122, across communications network 124 to provisioning
system 130 using any of the communications protocols outlined above.

[044] By transmitting provisioning request 216 through hub device 104, certain

of the disclosed embodiments may isolate first l1oT device 102A (and further, others of
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loT devices 102) and network 122 from direct communication with other components of
computing environment 100, and hub device 104 may function as a firewall that reduces
a likelihood of a successful attack on any of 10T devices 102 by malicious third parties.
The disclosed embodiments are, however, not limited to protocols that funnel
communications between loT devices 102 and other components of environment 100
through hub device 104, and in additional embodiments, first loT device 102A may
directly transmit portions of provisioning request 216 to provisioning system 130, or any
additional or alternate components of environment 100, using any of the
communications protocols described above.

[045] Provisioning system 130 may, in certain embodiments, receive
provisioning request 216 from first loT device 102A (e.g., from hub device 104 across
communications network 124), and based on portions of provisioning request 216,
server 132 may perform operating that include, but are not limited to: (i) authenticating
an identity of user 110; (ii) obtaining data specifying one or more services available to
authenticated user 110 and consistent with the capabilities of first IoT device 102A; and
(iii) generating a corresponding provisioning package that includes portions of the
obtained data, which provisioning system 130 may transmit the first loT device 102A
using any of the communications protocols described above. In some aspects, and as
described above, server 132 may include one or more computing devices, and may
store one or more modules of executable code and instructions that, when executed by
the one or more computing devices, cause server 132 to perform operations consistent

with the disclosed embodiments.
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[046] In certain aspects, provisioning request 216 may include data that
uniquely identifies first loT device 102A (e.g., a device serial number or other unique
identifier of first IoT device 102A) and additionally or alternatively, data that
characterizes one or more capabilities of first loT device 102A (e.g., a processor type or
speed, an amount of memory, a version of an operating system, etc.). Further, in some
aspects, provisioning request 216 may also include data specifying one or more
authentication credentials associated with user 110 (e.g., the owner of first loT device
102A). For example, and as described above, an interface unit incorporated within first
loT device 102A may possess functionality sufficient to present a graphical user
interface (GUI) that prompts user 110 to input the one or more authentication
credentials, and further, to receive data specifying the one or more authentication
credentials from user 110. Referring back to FIG. 2B, an authentication module 232 of
server 132 may, in some instances, perform operations that extract the one or more
authentication credentials from provisioning request 216, and as described below,
authenticate an identity of user 110 based on a comparison of the extracted
authentication credentials with stored authentication data.

[047] In other aspects, and as described above, first loT device 102A may not
include an interface unit, or may include an interface unit that is incapable of receiving
inputs of authentication credentials from user 110, and provisioning request 216 may
not include authentication credentials sufficient for provisioning system 130 to
authenticate the identity of user 110. In response to the lack of interface functionality,
user 110 may access, through client device 112, a web page or other digital portal

associated with provisioning system 130 (e.g., a graphical user interface (GUI)
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generated by a mobile application provided by or associated with provisioning system
130), which may prompt user 110 to provide, to client device 112, the one or more
authentication credentials in conjunction with data that uniquely identifies first loT device
102A, such as the device serial number described above. Client device 112 may
receive the one or more authentication credentials and the data identifying first loT
device 102A, which may be packaged with data identifying client device 112 and
transmitted to provisioning system 130 across communications network 124 using any
of the communications protocols described above, e.g., as authentication credentials
242. Provisioning system 130 may receive authentication credentials 242, described
below, authenticate an identity of user 110 based on a comparison of the received
authentication credentials with stored authentication data.

[048] In some aspects, authentication module 232 may access data repository
134 and obtain data identifying one or more stored authentication credentials
associated with or assigned to user 110 (e.g., within stored authentication data 234A),
and may perform operations that compare the one or more extracted authentication
credentials against the one or more stored authentication credentials to authenticate an
identity of user 110. Extracted and stored authentication credentials consistent with the
disclosed embodiments may include, but are not limited to, an alpha-numeric user name
or login associated with user 110, an alpha-numeric password associated with user 110,
and one or more biometric credentials associated with user 110 (e.g., a digital image
corresponding to user 110’s fingerprint, a digital image of user 110’s face, etc.).
Additionally, in some instances, authentication data 234A may include data indicative of

authentication credentials of not only user 110, but also of any additional or alternate
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users of provisioning system 130 or an underlying business entity associated with
provisioning system 130, such as a financial institution.

[049] For example, if authentication module 232 were to establish a mismatch
between the extracted and stored authentication credentials of user 110, authentication
module 232 may decline to authenticate user 101 and may generate an error message
(not depicted in FIG. 2B). Provisioning system 130 may, in some instances, transmit
the generated error message back to first IoT device 102A (e.g., if authentication
module 232 extracted user 110’s authentication credentials from provisioning request
216) or to client device 112 (e.g., if authentication module 232 extracted user 110’s
authentication credentials from authentication data 242) using any of the
communications protocols outlined above. When rendered for presentation to user 110,
either by an interface unit of first IoT device 102A or by a display unit of client device
112, the generated error message may identify the established mismatch between the
authentication credentials and prompt user 110 to provide additional authentication
credentials for transmission to provisioning system 130.

[050] Alternatively, if authentication module 232 were to match the extracted
and stored authentication credentials, authentication module 232 may authenticate the
identity of user 110 and generate data indicative of the successful authentication. For
example, the generated data may include, but is not limited to, a digitally signed token
(e.g., token 244) generated using a corresponding asymmetric cryptographic scheme,
and authentication module 232 may store token 244 within a corresponding portion of

data repository 132. Additionally, and as described below, token 244 may be provided
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to first loT device 102A, and to other loT devices and network-connected devices
associated with user 110, within a package of provisioned services, as described below.

[051] In certain embodiments, authentication module 232 of server 132 may
perform operations that authenticate the identity of user 101 based on authentication
credentials stored within a locally accessible data repository, e.g., authentication data
234A of data repository 134. The disclosed embodiments are, however, not limited to
authentication processes that leverage locally stored authentication credentials, and in
further embodiments, authentication module 232 may authenticate the identity of user
110 based on authentication credentials stored in one or more remotely accessible data
repositories. By way of the example, the remotely accessible data repositories may
include, but are not limited to, cloud-based data repositories and data repositories
maintained one or more third-party computing systems (e.g., associated with financial
institutions, etc.) accessible to provisioning system 130 across communications network
124 (or across any additional or alternate public or private communications network,
such as an intranet), and authentication module 232 may access authentication stored
within the one or more remotely accessible data repositories through a call to a
corresponding programmatic interface, such as an API.

[052] Further, in some embodiments, provisioning system 130 may delegate the
exemplary authentication processes described above to a third-party computing system
(e.g., not depicted in FIGs. 2A and 2B) accessible to provisioning system 130 across
communications network 124. The third-party computing system may include, but is not
limited to, a computing system associated with a financial institution, which may hold

one or more accounts on behalf of user 110, and which may provide one or more
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services (e.g., electronic bill-payment services, etc.) that leverage the accounts of user
110. In some aspects, and as described above, authentication module 232 may extract
one or more of the authentication credentials provided by user 110 from provisioning
request 216, and may provide the extracted authentication credentials to the third-party
computing system through a corresponding programmatic interface, such as an API.
[053] The third-party computing system may access stored authentications
credentials associated with user 110 (e.g., from a local data repository or a remotely
accessible data repository, such as cloud-based storage), compare the extracted and
stored authentication credentials to authenticate user 110, and return, via the
programmatic interface, data characterizing an outcome of the authentication process to
authentication module 232. In some aspects, and based on the outcome of the
authentication process, authentication module 232 may generate an error message or
authentication confirmation 244 using any of the exemplary processes described above.
[054] Referring back to FIG. 2B, and in response to a successful authentication
of user 110, authentication module 232 may input token 244 to a provisioning module
236 (e.g., through a corresponding programmatic interface or API), and provisioning
module 236 may perform operations that obtain data associated with one or more
services available for provisioning to first IoT device 102A. For example, data
repository 132 may include a provisioning database 234B, which includes structured
data records that identify various services available to user 110, and additionally or
alternatively, to one or more additional users of provisioning system 130. In some
instances, each of the structured data records may be associated with a corresponding

one of the available services, and may include data characterizing one or more

27



CA 02943131 2016-09-26

corresponding devices (e.g., 10T devices 102) capable performing operations consistent
with the available services. Additionally, each of the structured data records may be
linked to additional stored data (e.g., in data repository 134), including elements of
executable code (e.g., applications, plug-ins, widgets, etc.), service-related
cryptograms, and additional service-related data, which facilitate the performance of
operations consistent with the available services by loT devices 102.

[055] Provisioning module 236 may, in some aspects, access provisioning
database 234B, and identify a subset of the structured data records that correspond to
the services that are available for provisioning to first loT device 102A. In one instance,
provisioning database 234B may identify one or more payment-related services that,
when performed by an loT device, enable the loT device to monitor its consumption of a
particular resource (e.g., electrical energy, liquid or gaseous fuels, digital data), and to
initiate an electronic payment to a utility, governmental entity, or other third-party entity
that reflects the consumption of that particular resource.

[056] For example, the one or more payment-related services may include, but
are not limited to: (i) a first payment service that enables an loT device to monitor its
consumption of electrical energy, and to initiate an electronic payment to a utility for the
consumed electrical energy (e.g., a transfer of appropriate funds from an account held
by user 110 at a financial institution to an account of an electrical utility); (ii) a second
payment service that enables a vehicle-based IoT device to monitor a rented vehicle’'s
consumption of liquid fuel, and to initiate electronic payment to a provider of the rental
car that reflects the fuel consumption; and/or (jii) a third payment service that enables

an loT device, such as a wireless router, to monitor a consumption of digital data by
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devices connected to the router, and to initiate an electronic payment to an internet
service provider the reflects the router’s real-time consumption of digital data. In certain
aspects, provisioning system 130 may obtain data specifying the payment-related
services, such as elements of executable code, service-related cryptograms, and other
service-related data, from computing systems associated with providers of the payment-
related services, such as the financial institution. The disclosed embodiments are not
limited to these examples of available payment services, and in other aspects, available
services consistent with the disclosed embodiments may include any additional or
alternate payment-related or non-payment-related service available to user 110 and
appropriate to the capabilities of first loT device 102A and other loT connected devices
owned by or accessible to user 110.

[057] Referring back to FIG. 2B, provisioning module 236 may identify a subset
of the structured data records of provisioning database 234B that correspond to
services that are available for provisioning to first IoT device 102A, and may obtain data
246 from provisioning database 234B that specifies the available services, device
configurations, and/or access privileges. In some instances, and as described above,
data 246 may include, but is not limited to, elements of executable code (e.g.,
executable applications, widgets, plug-ins, etc.), service-related cryptograms, and other
service-related data that facilitates the performance of operations consistent with the
available services by first loT device 102A.

[058] By way of example, first loT device 102A may represent a LED-based
“smart” light bulb, and as described above, provisioning module 236 may obtain device

data (e.g., from provisioning request 216) that identified the smart light bulb and further,
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that characterizes the capabilities of the smart light bulb. The obtained device data
may, in some instances, identify a device type of first loT device 102A (e.g., the smart
light bulb), one or more sensors included within first IoT device 102A (e.g., sensors
capable of monitoring the consumption of electrical energy by the smart light bulb), and
processing, storage, and/or interface capabilities of first IoT device 102A (e.g., a type or
speed of a processing device, and amount of physical memory, and/or presence or type
of interface unit).

[059] In certain aspects, and based on the obtained device data, provisioning
module 236 may identify, within provisioning database 234B, one or more of the
services that are available for provisioning to first loT device 102A, and may obtain data
246 that facilitates the performance of operations consistent with the available services
by first loT device 102A. For instance, based on the obtained device data, provisioning
module 236 may access provisioning database 234B and determine that the first
payment service described above (e.g., that enables first 10T device 102A to monitor its
consumption of electrical energy to initiate an electronic payment in accordance with the
consumed electrical energy), is available for provisioning to first loT device 102A.
Provisioning module 236 may obtain, as data 246, elements of executable code,
service-related cryptograms, and other service-related data that enables first [oT device
102A to perform operations consistent with the first payment service.

[060] In certain aspects, provisioning module 236 may generate a provisioning
package 248 that identifies the available services, and further, includes portions of
obtained data 246, which facilitates a performance of operations consistent with the

available services first loT device 102A. Further, in some aspects, provisioning
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package 248 may also include token 244, on which first loT device 102A may rely in
performing operations consistent with the available services, such as the first payment
service described above.

[061] Provisioning module 236 may append, to provisioning package 248, data
identifying hub device 104 (e.g., an IP address associated with communications network
124, as included within provisioning request 216), and provisioning system 130 may
transmit provisioning package 248 to hub device 104 across communications network
124 using any of the exemplary communications protocols described above. In some
aspects, relay module 227 of hub device 104 may receive provisioning package 248,
may strip the data identifying hub device 104, and may perform operations that transmit
provisioning package 248 to first loT device 102A across network 122 using any of the
exemplary communications protocols outlined above.

[062] In additional aspects, and prior to relaying provisioning package 248 to
first loT device 102A, a hub provisioning module 226 of hub device 104 may process
provisioning package 248 and extract data associated with the one or more services
provisioned to first loT device 102A. Hub provisioning module 226 may also perform
operations that associate the extracted data with a unique device identifier of loT device
102 (e.g., the device serial number), and store the extracted data and the associated
device identifier within portions of one or more tangible, non-transitory memories, e.g.,
as a first portion 228A of device provisioning data 228. In further instances, hub
provisioning module 226 may also extract token 244 (e.g., that identifies authenticated

user 110, as described above) from provisioning package 224, associate token 244 with
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the unique device identifier of first loT device 102A, and store token 244 and the
associated device identifier within data portion 228A.

[063] First loT device 102A may, in some aspects, receive provisioning package
248 (e.g., as relayed by hub device 104), and a device provisioning module 206 may
process provisioning package 248, extract the data associated with the one or more
services provisioned to first loT device 102A, and additionally or alternatively, token 244
that confirms an authenticity of user 110’s identity. In some aspects, first loT device
102A may store the extracted data portions within one or more tangible, non-transitory
memories, e.g., within service data 218.

[064] For example, and as described above, provisioning package 248 may
include identify the first payment service provisioned to first loT device 102A, which
enables an loT device to monitor its consumption of electrical energy, and to initiate an
electronic payment to a utility for the consumed electrical energy. Provisioning package
248 may also include elements of executable code and payment-service cryptograms,
that in conjunction with the token 244, facilitate the performance of operations
consistent with the first payment service by first loT device 102A. In certain instances,
and upon storage of the data identifying the first payment service, the elements of
executable code and payment-service cryptograms, and additionally or alternatively,
token 244 within service data 218, first IoT device 102A may be provisioned with the
first payment service, and first loT device 102A may deliver the provisioned first
payment service to user 110 by performing operations that monitor the real-time
consumption of electrical energy and initiate the electronic payments to the electrical

utility that reflect the monitored, real-time consumption.
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[065] Further, in some aspects, device provisioning module 206 may also
transmit data confirming the successful provisioning of the one or more services to hub
device 104 across network 122. Hub device 104 may receive the provisioning
confirmation, and in response to the successful provisioning, hub provisioning module
226 may store service triggering data within the one or more tangible, non-transitory
memories. In certain aspects, and upon detection of an established connection
between an additional loT device (e.g., an additional one of loT devices 102) and
network 122, the stored service triggering data may cause hub device 104 to perform
operations that automatically provision at least a subset of the available services, device
configurations, and access privileges to the additional loT device, as described below.

1R Exemplary Computer-Implemented Systems and Processes that Automatically
Provision Available Services to Additional Connected Devices

[066] In certain embodiments, described above, a provisioning system (e.g.,
provisioning system 130) may identify one or more services that are available for
provisioning to a registered loT device, such as first loT device 102A. For example,
upon activation by owner 110, first loT device 102A may exchange data across a
wireless network with hub device 104, which may register first loT device 102A onto the
wireless network, and loT device 102 may transmit a request for the one or more
available services to provisioning system 130 through hub device 104 to provisioning
system 130. In response to the provisioning request and to a successful authentication
of the owner of first loT device 102A (e.g., user 110), provisioning system 130 may
generate a provisioning package that identifies the one or more available services and
includes corresponding elements of executable code, service-related cryptograms,

authentication tokens, and/or other service-related data, and may transmit the
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generated provisioning package back to loT device 102 through hub device 104. In
some aspects, loT device 102 may receive and store portions of the provisioning
package (such as the executable code, service-related cryptograms, and/or
authentication tokens that enable first loT device 102A to perform operations consistent
with the available services) to provision first loT device 102A with the available services.

[067] In other embodiments, and in addition to first loT device 102A, user 110
may obtain any number of additional connected loT devices (e.g., second loT device
102B and third loT device 102C of loT devices 102), which may be connected to
sources of electrical energy, registered onto network 122, and further, provisioned with
services that are available and appropriate to the capabilities of these additional
connected loT devices. For example, first loT device 102A may correspond to a LED-
based smart light bulb, which when provisioned with the first payment service described
above, may perform operations that monitor its consumption of electrical energy during
a particular monitoring period, and initiate a payment transaction with an electrical utility
for the consumed electricity. In some aspects, and in an effort to better understand a
corresponding usage of energy, user 110 may purchase a quantity of LED-based, smart
light bulbs sufficient to replace each incandescent bulb within user 110’s home or place
of business.

[068] In certain aspects, user 110 may individually connect each of these new
LED-based, smart light bulbs to corresponding sources of electrical energy (e.g.,
through their installation into corresponding lighting fixtures). Further, and using any of
the exemplary processes described above, a hub device, e.g., hub device 104, may

perform operations that verify an identify of each of the newly connected smart light
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bulbs, and in response to a successful verification, register the newly connected smart
light bulbs onto a corresponding communications network, such as network 122, by
storing data uniquely identify the smart light bulbs and/or certain capabilities of these
smart light bulbs within a device registry.

[069] To provision each of the newly registered smart light bulbs with available
services, and further, to facilitate the performance of operations consistent with these
provisioned services by the newly registered smart light bulbs, provisioning system 130
may perform the exemplary authentication and provisioning processes described above
for each of the newly registered smart light bulbs. For example, provisioning system
130 may receive a separate and distinct provisioning request for each of the newly
registered smart light bulbs, and may associate each of the provisioning requests with a
corresponding set of authentication credentials supplied by user 101. Provisioning
system 130 may, for each received provisioning request, authenticate the identity of
user 101 using any of the exemplary processes described above, and generate a
corresponding provisioning package identifying the services available for provisioning to
corresponding ones of the newly registered smart light bulbs.

[070] In certain aspects, the separate authentication processes implemented by
provisioning system 130 for each of the received provisioning request, and accordingly,
on behalf of each of the newly registered smart light bulbs associated with user 101,
may reduce the computational efficiency of provisioning system 130 and may reduce a
speed at which the newly registered smart light bulbs are provisioned with available
services. For example, and in response to each received provisioning request,

provisioning system 130 may obtain one or more authentication credentials supplied by
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user 110 (e.g., from the corresponding provisioning request or from client device 112,
as described above), may access locally or remotely stored authentication credentials,
and may authenticate the identity of user 110 based on a comparison of the obtained
and stored authentication credentials.

[071] The resulting reduction in the computational efficiency of provisioning
system 130 may, in some instances, slow the provisioning processes for the newly
registered start light bulbs, and cause a temporal delay between a time at which the
smart light bulbs are connected to and communicate across the communications
network, and a time at which these smart light bulbs are fully functional to perform
operations consistent with the available services. Moreover, the receipt of multiple,
successive provisioning requests from each of the newly registered smart light bulbs by
provisioning system 130, and the association of these provisioning requests with
corresponding authentication credentials provided by user 110, may increase a risk of
unauthorized access by malicious third parties, and further, increase a likelihood of
authentication failures due to human error (e.g., typographical errors in provided
authentication credentials, etc.). These authentication failures may, in certain
instances, result in certain subsets of the newly registered smart light bulbs being fully
provisioned with the available services, which others of the newly registered smart
devices await authentication and provisioning.

A. Exemplary Hub-Device-Based Provisioning Processes

[072] In further embodiments, one or more of the exemplary provisioning and
authentication processes described above may be delegated from provisioning system

130 to hub device 104. For example, user 110 may connect a first loT device, e.g., first
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loT device 102A, to a source of electrical energy, and first loT device 102A, hub device
104, and provisioning system 130 may collectively perform one or more of the
exemplary processes described above to verify and register first loT device 102A onto a
communications network (e.g., network 122), authenticate user 110, and in response to
a successful authentication, perform operations that provision first loT device 102A with
one or more available services.

[073] As described above, user 110 may also obtain a number of additional
connected loT devices, and may connected a second one of the loT devices, e.g.,
second loT device 102B, to an available source of electrical energy. Second loT device
102B and hub device 104 may, in some instances, collectively perform one or more of
the exemplary processes described above that verify and register second loT device
102B onto network 122, and in response to a successful verification and registration,
second loT device 102B may transmit, via hub device 104, a corresponding provisioning
request to provisioning system 130.

[074] In an embodiment, and in contrast to the exemplary processes described
above, hub device 104 may detect the transmitted provisioning request, and in
conjunction with provisioning system 130, may perform operations that provision, to
second loT device 102B, portions of the services that were previously provisioned to
first loT device 102A. For example, and as described below, hub device 104 may
determine that second loT device 102B supports at least a portion of the services
previously provisioned to first loT device 102A, and in response to the determination,
hub device 104 may provide data identifying the previously provisioned services to

provisioning system 130, which may perform operations to provision the identified
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services to second loT device 102B. In other instances, and in response to the
determination, hub device 104 may transmit data associated with the previously
provisioned services directly to second loT device 102B, which may process the
transmitted data and perform operations consistent with those services previously
provisioned to first IoT device 102A.

[075] FIGs. 3A and 3B are diagrams illustrating interactions between certain
elements of computing environment 100, in accordance with the disclosed
embodiments. For example, as illustrated in FIG. 3A, user 110 may also obtain an
additional connected loT device, such as second loT device 102B, and connect second
IoT device 102B to an available source of electrical energy. In some instances, second
loT device 102B may represent an loT-connected “smart” light bulb, which user 110
may connect to the available source of electrical energy by installing within a
corresponding fixture, e.g., disposed within user 110’s home or place of business. The
disclosed embodiments are, however, not limited to loT devices that include smart light
bulbs, and in further embodiments, second loT device 102B may correspond to any
additional or alternate device or “thing” capable of communication with hub device 104
and other components on computing environment 100 across network 122.

[076] Upon connection to the available source of electrical energy, second loT
device 102B and hub device 104 may perform any of the exemplary operations
described above to verify an identity of second loT device 102B, and in response to a
successful verification, register second loT device 102B onto network 122. For
example, second loT device 102B may store, within one or more tangible, non-transitory

memories, device data 302 that includes a unique identifier of second IoT device 102B
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(e.g., a device serial number) and various credentials that facilitate the connection of
second loT device 102B to network 122, which include, but are not limited to, digital
certificates or tokens, cryptograms, pairs of identifiers and passwords, and subscriber
identifier modules (SIMs). In one instance, the unique device identifier of second loT
device 102B, and additionally or alternatively, one or more of the connection credentials
associated with device 102B, may be provisioned to second loT device 102B by a
manufacturer, and may remain constant and unchanged during operation of second loT
device 102B. In other instances, certain of the connection credentials, such as a digital
certificate or token, may be overwritten and replaced by a corresponding service
provider or hub device when second loT device 102B establishes connections with
additional service provider, or alternatively, in response to a change in ownership of
second loT device 102B.

[077] In some aspects, a device activation module 304 of second loT device
102B may access stored device data 302 and perform operations extract a portion 312
of stored device data 302 that includes, but is not limited to, the unique device identifier
and one or more of the connection credentials. Device activation module 304 may
perform operations that package extracted data portion 312 into device registration data
314, which second loT device 102B may broadcast across network 122 using any of the
exemplary communications protocols outlined above.

[078] As described above, detection and registration module 222 of hub device
104 may detect the connection‘of second loT device 102B to network 122 and may
receive registration data 314 from second loT device 102B. Detection and registration

module 222 may, in some instances, parse registration data 314 to obtain the unique

39



CA 02943131 2016-09-26

device identifier of second loT device 102B and additionally or alternatively, the one or
more connection credentials associated with second loT device 102B. In certain
aspects, and based on the unique device identifier and/or the one or more connection
credentials, detection and registration module 222 may perform operations that verify an
identity of second loT device 102B, and in response to a successful verification, register
second loT device 102B on network 122 by storing the unique device identifier of
second loT device 102B, and additionally or alternatively, the one or more connection
credentials of second loT device 102B, within one of more of the structured data
records of device registry 224, e.g., as second registered device data 322.

[079] In some instances, and upon completion of the exemplary registration
processes described above, hub provisioning module 226 determine whether second
loT device 102B supports one or more of the services previously provisioned to first loT
device 102A by provisioning system 130, e.g., as stored within first portion 228A of
device provisioning data 228. For example, hub provisioning module 226 may access
second registered device data 322 to identify the sensor, processing, storage, interface,
and/or communications capabilities of second loT device 102B (e.g., the device
capabilities of second loT device 102B), and based on the identified device capabilities,
hub provisioning module 226 may determine whether second loT device 102B supports
any of the services previously provisioned to first loT device 102A, and additionally or
alternatively, to other loT devices associated with user 110.

[080] For example, hub provisioning module 226 may establish that provisioning
system 130 previously provisioned first loT device 102A with a first payment service that

enables first loT device 102A to monitor its consumption of electrical energy in real-time
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and initiate a corresponding payment to an electrical utility for the consumed electrical
energy. In addition, hub provisioning system 244 may determine the first payment
service requires, among other things, one or more sensors capable of monitoring a
consumption of electrical energy, tangible, non-transitory memories capable of storing
application programs, user authentication tokens, and cryptograms associated with the
first payment service, and processing capabilities sufficient to execute the application
programs and initiate the corresponding payment with computing systems maintained
by the electrical utility and/or user 101’s financial institution.

[081] In some instances, hub provisioning module 226 may determine that the
sensor, processing, and storage capabilities of second loT device 102B are consistent
with those services previously provisioned to first loT device 102A (e.g., the first
payment service described above). In response to the determination, hub provisioning
module 226 may perform operations that generate data confirming the support of
second loT device 102 for the previously provisioned services (e.g., an eligibility
indicator 324), which hub device 104 may transmit to second loT device 102B across
network 122 using any of the exemplary communications protocols outlined above.
Alternatively, if hub provisioning module 226 were to determine that the sensor,
processing, and storage capabilities of second loT device 102B were inconsistent with
the previously provisioned services, second loT device 102B may be incapable of
supporting the previously provisioned services, and hub device 104 may continue to
manage and relay communications between second loT device 102B and other

components of computing environment 100.
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[082] Second loT device 102B may receive eligibility indicator 324, which
causes a provisioning module 306 to perform operations that generate, and transmit to
provisioning system 130, data requesting the provisioning of available services to
second loT device 102B (e.g., a provisioning request 316). In certain instances, and as
described above, provisioning request 316 may include data that uniquely identifies
second loT device 102B (such as the device serial number described above), and
additionally or alternatively, data that identifies one or more of the device capabilities of
second loT device 102B. For example, these device capabilities may include, but are
not limited to, a sensor capability of first loT device 102A (e.g., types of sensors, etc.), a
processing capability of second loT device 102B (e.g., a processor type or speed), a
storage capability of second loT device 102B (e.g., an amount of ROM or RAM), an
interface capability of second loT device 102B (e.g., an existence or type of interface
unit), and/or a communications functionality of second loT device 102B (e.g., a type of
communications module, supported communications protocols, etc.).

[083] In certain aspects, second loT device 102B may transmit provisioning
request 316 to across network 122 to hub device 104 using any of the communications
protocols outlined above. Hub device 104 may receive provisioning request 316, and
relay module 227 of hub device 104 may modify one or more portions of provisioning
request 316 to include data identifying hub device 104 (e.g., a unique address of hub
device 104, such as an IP address) and additionally or alternatively, a unique identifier
of network 122. Relay module 227 may, in some aspects, perform operations that

transmit provisioning request 316, as modified to incorporate identifiers of hub device
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104 and/or network 122, across communications network 124 to provisioning system
130 using any of the communications protocols outlined above.

[084] Provisioning system 130 may receive provisioning request 316 from
second loT device 102B (e.g., from hub device 104 across communications network
124), and based on portions of provisioning request 316, server 132 may perform
operating that include, but are not limited to: (i) polling hub device 104 to identify one or
more services that were previously provisioned to first loT device 102A and that are
available for provisioning to second loT device 102B; (ii) obtaining data specifying the
one or more previously provisioned services; and (iii) generating a corresponding
provisioning package that includes portions of the obtained data, which provisioning
system 130 may transmit the first loT device 102A using any of the communications
protocols described herein. In certain aspects, and in contrast to the exemplary
provisioning processes described above, server 132 may not perform operations that
re-authenticate user 110 prior to generating the provisioning package for transmission
to second loT device 102B.

[085] Upon receipt of provisioning request 316, provisioning module 236 may
process provisioning request 316 to extract the unique identifier of hub device 104 (e.g.,
the IP address of hub device 104), and may perform operations that poll hub device 104
to obtain data identifying those services that were previously provisioned to first loT
device 102A and that are available for provisioning to second loT device 102B. For
example, provisioning module 236 may generate a request for the data identifying the
previously provisioned services (e.g., which may include an identifier of first loT device

102A and/or authenticated user 110), and may transmit the generated request to hub
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device 104 through a corresponding programmatic interface, such as an API,
associated with hub device 104.

[086] Upon receipt of the request, hub device 104 may identify, within device
provisioning data 228, one or more services previously provisioned to loT devices
associated with authenticated user 110, including first loT device 102A. Further, and
using any of the exemplary processes described above, hub provisioning module 226
may determine that the sensor, processing, and storage capabilities of second loT
device 102B are consistent with at least a subset of those services previously
provisioned to first loT device 102A (e.g., the first payment service described above). In
certain aspects, hub provisioning module 226 may generate, in response to the
received request, response data 326 that identifies the subset of services previously
provisioned to loT devices associated with user 110 (e.g., such as the first payment
service previously provisioned to first IoT device 102A), which hub provisioning module
226 may transmit back to provisioning system 130 through the corresponding
programmatic interface or API.

[087] As illustrated in FIG. 3B, provisioning system 130 may receive response
data 326, which may be processed by provisioning module 236 to identify the subset of
the previously provisioned services. In certain aspects, provisioning module 236 may
access provisioning database 234B, as described above, and obtain data from
provisioning database 234B (e.g., data 328) that includes, but is not limited to, elements
of executable code (e.g., executable application modules, widgets, plug-ins, etc.),

service-related cryptograms, and other service-related data that facilitates a
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performance of operations consistent with the subset of the previously provisioned
services by second loT device 102B.

[088] In certain aspects, provisioning module 236 may generate a provisioning
package 330 that identifies the subset of the previously provisioned services and
includes portions of obtained data 328, which enables second loT device 102B to
perform operations consistent with that subset of the previously provisioned services.
For example, the subset of the previously provisioned services may include the first
payment service (e.g., which provisioning system 130 previously provisioned to first loT
device 102A), and provisioning package 330 may include executable application
modules and payment-service cryptograms that facilitate a performance of operations
consistent with the first payment service by second loT device 102B. Additionally, as
described above, provisioning package 330 may also include token 244, which confirms
the prior authentication of user 110, upon which provisioning system 130 relied when
provisioning the first payment system to first IoT device 102A.

[089] Further, provisioning module 236 may append, to provisioning package
330, data identifying hub device 104 (e.g., an IP address associated with
communications network 124, as included within provisioning request 316), and
provisioning system 130 may transmit provisioning package 330 to hub device 104
across communications network 124 using any of the exemplary communications
protocols described above. In some aspects, relay module 227 of hub device 104 may
receive provisioning package 330, may strip the data identifying hub device 104, and

may perform operations that transmit provisioning package 330 to second loT device
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102B across network 122 using any of the exemplary communications protocols
outlined above.

[090] In additional aspects, and prior to relaying provisioning package 330 to
second loT device 102B, hub provisioning module 226 may process provisioning
package 330 and extract data associated with the subset of the previously provisioned
services, which hub provisioning module 226 may associate with the unique device
identifier of second loT device 102B and store within portions of one or more tangible,
non-transitory memories, €.g., as a second portion 332 of device provisioning data 228.
In further instances, hub provisioning module 226 may also extract token 244 (e.g., that
identifies authenticated user 110, as described above) from provisioning package 230,
associate token 244 with the unique device identifier of second loT device 102B, and
store token 244 and the associated device identifier within second portion 332.

[091] Second loT device 102B may receive provisioning package 330 from hub
device 104, and in some aspects, a device provisioning module 306 may process
provisioning package 330 and extract data associated with the subset of the previously
provisioned services (e.g., elements of executable code, one or more service-related
cryptograms, other service-related data, etc.), which second loT device 102B may store
within one or more tangible, non-transitory memories, e.g., as service data 334.

[092] In certain aspects, second loT device 102B may access service data 334,
and a corresponding processor may execute portions of the corresponding application
modules, in conjunction with the service-related cryptograms and/or other service-
related data, to perform operations consistent with the newly provisioned services. For

example, as described above, the second IoT device 102B may be configured by
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portions of stored data 334 to perform operations consistent with the first payment
service described above, which enables second loT device 102B to monitor its
consumption of electrical energy and initial and electronic payment transactions with a
corresponding utility to account for the consumed electrical energy.

[093] In certain aspects, a portion of the stored service data 334 may
correspond to an authentication trigger that, when executed by the processor of second
loT device 102B, causes second loT device 102B to authenticate the owner of second
loT device 102B. e.g., user 110, prior to performing operations consistent with the newly
provisioned services. For example, the services may include the a payment service
provided by a financial institution associated with provisioning system 130 (e.g., the first
payment service described above), and the executed authentication trigger may cause
second loT device 102B to initiate one or more authentication processes that obtain,
from provisioning system 130, data confirming a successful authentication of user 110
based on one or more supplied authentication credentials (e.g., an updated
authentication token, such as token 244).

[094] By way of example, second loT device 102B may include a functional
interface unit, such as a touchscreen display unit, and second loT device 102B may
perform operations that present, via the interface unit, a graphical user interface (GUI)
prompting user 110 to supply corresponding authentication credentials, which include,
but are not limited a user name, a password, and/or a biometric credential, such as a
fingerprint. In some instances, second loT device 102B may receive data indicative of
the supplied authentication credentials, with may be packaged into an authentication

request (not depicted in FIG. 3) and transmitted to provisioning system 130 through hub
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device 104 using any of the communications protocols and processes described above.
Upon receipt of the authentication request by provisioning system 130, authentication
module 232 may extract the data indicative of the supplied authentication credentials
from the authentication request, and may perform any of the exemplary processes
described above to authenticate the identity of user 110 based on a comparison of the
supplied authentication credentials to corresponding stored authentication credentials
associated with user 110.

[095] In some instances, the functionality of the interface unit included within
second loT device 102B may be insufficient to present the GUI or receive the
authentication credentials, or alternatively, second loT device 102B may not include an
interface unit. Due to the lack of the functional interface, or the lack of any interface,
second loT device 102B may be incapabie of receiving authentication credentials from
user 110, and in some aspects, may generate an “empty” authentication request (e.g., a
request without authentication credentials) for transmission to provisioning system 130.
In certain aspects, a receipt of the empty authentication request by provisioning system
130 may cause authentication module 232 to perform operations that generate and
transmit data to client device 112 that, when rendered for presentation within a
corresponding web page or other GUI (e.g., a GUI generated by a mobile application
associated with provisioning system 130), prompts user 110 to input the one or more
authentication credentials to client device 112. In other instances, authentication
module 232 may generate an email, text, or social-media message that, when
presented through a corresponding interface by client device 112, prompts user 110 to

provide the one or more authentication message in a corresponding response, or
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alternatively, within the web page or GUI described above. Client device 112 may
receive and transmit data indicate of the supplied authentication credentials to
provisioning system 130 across communications network 124 (e.g., as authentication
credentials 243, described above), and authentication module 232 may perform may
perform any of the exemplary processes described above to authenticate the identity of
user 110.

[096] In some aspects, and in response to a successful authentication,
authentication module 232 may generate data, e.g., an updated authentication token,
that indicates the successful authentication of user 110’s identity and identifies the
successfully authenticated credentials. Provisioning system 130 may transmit the
updated authentication token back to second loT device 102B using any of the
exemplary processes described above, and second loT device 102B may store the
updated authentication token in a portion of one or more tangible, non-transitory
memories, e.g., within service data 334, and perform operations consistent with the one
or more provisioned services (e.g., the first payment service described above, which
may leverage the updated authentication token in response to the successful
authentication of user 110’s identity).

[097] In other aspects, second loT device 102B may inherit the prior
authentication of user 110, as determined by provisioning system 130 during the
provisioning of first loT device 102A, and may perform operations consistent with the
previously provisioned services (e.g., the first payment service described above) without
any additional re-authentication of user 110’s identity. For example, and as described

above, provisioning package 330 may not only include data identifying and specifying
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the one or more provisioned services, but may also include token 244, which confirms
the prior authentication of user 110’s identity. In some aspects, device provisioning
module 308 may store the data associated with the provisioned services and token 244
within one or more tangible, non-transitory memories, e.g., in service data 334, and
second loT device 102B may rely on the prior authentication of user 110 to perform
operations consistent with the one or more provisioned services. Further, in some
aspects, token 244, and thus, the prior authentication of user 110’s identity, may be
associated with a predetermined period of validity (e.g., one hour, one day, one week,
etc.), and upon expiration of the predetermined validity period, second loT device 102B
may initiate one or more of the exemplary processes described above to re-authenticate
the identity of user 110 and obtain an updated authentication token indicative the
successful authentication. Accordingly, the disclosed embodiments may enable hub
device 104, in conjunction with provisioning system 130, to automatically provision
second loT device 120B with available and appropriate services automatically upon
registration with communication network 122, and without the delays associated with
conventional provisioning processes, which authenticate and identity of a device owner
upon receipt of each provisioning request.

[098] Through certain embodiments, and in response to provisioning request
316, hub device 104 may provide data identifying one or more services previously
provisioned to loT devices associated with authenticated user 110 (e.g., first loT device
102A), and provisioning system 130 may generate, and provide to second loT device
102B, provisioning package 300 that facilitates a provisioning of the identified services

to second loT device 102B. In other embodiments, and in response to the receipt of
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provisioning request 316, hub provisioning module 226 of hub device 104 may
determine that first loT device 102A and second loT device 102B represent a common
loT device (e.g., a single type of LED-based smart light bulbs), or similar devices having
compatible capabilities (e.g., different brands of LED-based smart light bulbs having
comparable power ratings), based on portions of first registered device data 224A and
second registered device data 322.

[099] In certain aspects, and based on the determined commonality or
compatibility, hub provisioning module 226 may obtain, from first portion 228A of device
provisioning data 228, data that identifies one or more services previously provisioned
to first loT device 102A, and further, that includes additional executable code elements,
service-related cryptograms, and/or other service-related data that facilitate a
performance of operations consistent with the previously provisioned services by
second loT device 102B. Hub provisioning module 226 may generate a corresponding
provisioning package (not depicted in FIG. 3) that identifies the previously provisioned
services and that includes portions of the obtained data (e.g., the executable code
elements, service-related cryptograms, and/or the service-related data). Additionally,
and in some instances, hub provisioning device 226 may also include data confirming a
prior authentication of user 110, e.g., token 244, within the generated provisioning
package.

[0100] In certain aspects, hub device 104 may transmit the generated
provisioning package to second loT device 102B across network 122 using any of the
exemplary processes described above, and second loT device 102B may receive the

provisioning package and perform any of the processes described above to extract and
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store the data identifying and specifying the provisioned services. In some
embodiments, by generating the provisioning package without recourse to provisioning
system 130, hub device 130 may automatically provision second loT device 102B with
available services while simultaneously reducing the computational load on provisioning
system 130 and the traffic across communications network 124.

[0101] FIG. 4 is a flowchart of an example process 400 for automatically
provisioning a connected, Internet-of-Things (loT) device with one or more available
services, in accordance with the disclosed embodiments. In some aspects, a hub
device, e.g., hub device 104, may perform the steps of example process 400. For
example, hub device 104 may perform operations that detect an activation of the
connected loT device, verify an identity of the connected loT device, and in response to
a successful verification, register the connected loT device onto a corresponding
communications network. Upon registration of the connected loT device onto the
communications network, hub device 104 may perform operations that provision the
registered loT device with one or more services previously provisioned to an additional
connected loT device associated with an authenticated owner of the registered loT
device.

[0102] For example, and using any of the exemplary processes described above,
hub device 104 may verify an identity of a first connected loT device (e.g., first loT
device 102A), and may register first loT device 102A onto a communications network
(e.g., network 122) by storing information identifying first loT device 102A within a
corresponding device registry. In additional instances, a provisioning system 130 may

authenticate an identity of an owner of first loT device 102A (e.g., user 110), and in
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response to a successful authentication, may perform any of the exemplary processes
described above to provision first loT device 102A with one or more available services,
which include, but are not limited to, payment services, configuration services, and/or
access-control services.

[0103] In some aspects, hub device 104 may detect an additional connected loT
device (e.g., second loT device 102B) in communication with network 122, and may
perform operations that verify and identity of second loT device 102B and register
second loT device 102B onto network 122 (e.g., in step 402). For example, and as
described above, hub device 104 may receive registration data that include a unique
identifier of second loT device 102B (e.g., a device serial number) and additionally or
alternatively, one or more credentials that facilitate the connection of second loT device
102B to network 122, which include, but are not limited to, digital certificates or tokens,
cryptograms, pairs of identifiers and passwords, and subscriber identifier modules
(SIMs). In some instances, and based on the unique device identifier and/or the one or
more connection credentials, hub device 104 may verify the identity of second loT
device 102B, and in response to a successful verification, register second loT device
102B on network 122 by storing the unique device identifier of second loT device 102B,
and additionally or alternatively, the one or more connection credentials of second loT
device 102B within a corresponding device registry.

[0104] Upon registration of second loT device 102B onto network 122, hub
device 104 may determine whether newly registered second loT device 102B supports
any of the services previously provisioned to other IoT devices associated with user

110, such as first loT device 102A (e.g., in step 404). For example, hub device 104
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may store data that identifies one or more services (e.g., payment services,
configuration services, etc.) previously provisioned to first loT device 102A, and using
any of the exemplary processes described above, hub device 104 may determine
whether second loT device 102B is capable of performing operations consistent with
these one or more previously provisioned services, and thus, whether second loT
device 102B supports any of these previously provisioned services.

[0105] If hub device 102B were to determine that second loT device 12B fails to
support any of the one or more services previously provisioned to first second loT
device 102B (e.g., step 404; NO), hub device 104 may detect additional connected loT
devices broadcasting data across network 122 (e.g., in step 406). In certain instances,
and upon detection of the additional connected loT devices, hub device 104 may
perform any of the exemplary processes describes above to verify the identities of these
additional connected loT devices and register these additional connected loT devices
onto network 122.

[0106] Alternatively, if hub device 102B were to determine that second loT device
102B supports at least a subset of the previously provisioned services (e.g., step 404;
YES), hub device 104 may perform any of the exemplary processes described above to
provision second 0T device 102B with at least the identified subset of the services,
which were previously provisioned to first loT device 102A, and additionally or
alternatively, to any other connected loT device associated with user 110 (e.g., in step
408).

[0107] In one embodiment, hub device 104 may, in conjunction with provisioning

system 130, perform operations that provision second loT device 102B with one or
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more of the services previously provisioned to first loT device 102A (e.g., in step 408).
For example, and as described above, hub device 104 may generate data (e.g., an
eligibility indicator) confirming second loT device 102B’s support for at least the subset
of the previously provisioned services, which hub device 104 may transmit to second
loT device 102B across network 122. In certain aspects, second loT device 102B may
receive the transmitted eligibility indicator, which may cause second loT device 102B to
generate, and transmit to provisioning system 130, data requesting the provisioning of
the previously provisioned services to second loT device 102B (e.g., a provisioning
request). In certain instances, and as described above, the provisioning request may
include data that uniquely identifies second loT device 102B (such as the device serial
number described above), and additionally or alternatively, data that identifies one or
more capabilities of second loT device 102B, which include, but are not limited to,
sensor, processing, storage, interface, and/or communications capabilities of second
loT device 102B. In certain instances, second loT device 102B may transmit the
provisioning request to hub device 104 across communications network, and hub device
104 may receive and relay the provisioning request (as modified to include information
that identifies hub device 104, such as an IP address) across communications network
124 to provisioning system 130 using any of the communications protocols outlined
above.

[0108] Provisioning system 130 may receive the provisioning request from
second loT device 102B (e.g., from hub device 104 across communications network
124), and as described above, may perform operations that poll hub device 104 to

obtain data identifying the subset of the services previously provisioned to devices
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associated with authenticated user 110, e.g., the owner of second loT device 102B. For
example, provisioning system 130 may generate a request for data identifying the
subset of the previously provisioned services, and may transmit the generated request
to hub device 104 through a corresponding programmatic interface, such as an API,
associated with hub device 104.

[0109] Hub device 104 may receive the request in step 408, and using any of the
exemplary processes described above, may generate response data that identifies the
subset of the services previously provisioned to loT devices associated with
authenticated user 110, which include, but are not limited to, first loT device 102A. In
some aspects, hub device 104 may transmit the generated response data across
communications network 124 to provisioning system 130, e.g., through the
corresponding programmatic interface or API.

[0110] Provisioning system 130 may receive the response data from hub device
104, and using any of the processes described above, may access and obtain data that
enables second loT device 102B to perform operations consistent with the one or more
previously provisioned services (e.g., the one or more services previously provisioned to
first loT device 102A, as identified within the response data). For example, the
accessed and obtained data may include, but is not limited to, elements of executable
code (e.g., executable applications, widgets, plug-ins, etc.), service-related
cryptograms, and other service-related data that facilitates the performance of
operations consistent with the previously provisioned services by loT second device
102B. In certain aspects, provisioning system 130 may generate a provisioning

package that identifies the previously provisioned services, and further, includes
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portions of the obtained data that enables second loT device 102B to perform
operations consistent with the previously provisioned services.

[0111] Additionally, as described above, provisioning package 330 may also
include an authentication data, such as token 244, which confirms the prior
authentication of user 110, upon which provisioning system 130 relied when
provisioning the first payment system to first loT device 102A. In certain instances,
provisioning system 130 may append, to the provisioning package, data identifying hub
device 104 (e.g., an IP address), and provisioning system 130 may transmit the
provisioning package to hub device 104 across communications network 124 using any
of the exemplary communications protocols described above.

[0112] Referring back to FIG. 4, hub device 104 may receive the transmitted
provisioning package, and may process the provisioning package to extract data that
identifies and specifies the services provisioned to second loT device 102B (e.g., in step
410). In some instances, in step 410, hub device 104 may associate the extracted data
with the unique device identifier of second loT device 102B and store the data and
associated unique device identifier within portions of one or more tangible, non-
transitory memories. In further instances, hub device 104 may also extract the
authentication data (e.g., that identifies the authenticated credentials of user 110, such
as token 244) from the provisioning package, which hub device 104 may associate with
the unique device identifier of second loT device 102B, and store portions of one or
more tangible, non-transitory memories, as described above. In some aspects, hub
device 104 may strip the data identifying hub device 104 from the provisioning package,

and may perform operations that transmit the provisioning package to second loT
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device 102B across network 122 using any of the exemplary communications protocols
outlined above (e.g., in step 412).

[0113] In other embodiments, hub device 104 may perform operations that
directly provision second |loT device 102B with one or more of the services previously
provisioned to first loT device 102A (or alternatively, to one or more additional
connected loT devices associated with user 110). For example, when establishing the
capability of second loT device 102B to support the services previously provisioned to
first loT device 102A (e.g., in step 406), hub device 104 may establish that first loT
device 102A and second loT device 102B represent a common loT device (e.g., a
single type of LED-based smart light bulbs) or similar devices having compatible
capabilities (e.g., different brands of LED-based smart light bulbs having comparable
sensing, processing, storage, interface, and/or communications capabilities).

[0114] In certain aspects, and based on the determined commonality or
compatibility between first loT device 102A and second loT device 102B, hub device
104 may access stored data that enables second IoT device 102B to perform
operations consistent with the one or more services previously provisioned to first loT
device 102A, such as elements of executable code (e.g., executable applications,
widgets, plug-ins, etc.), service-related cryptograms, and/or other service-related data
(e.g., in step 408). Further, in step 408, hub device 104 may also generate a
corresponding provisioning package that identities the one or more services previously
provisioned to first loT device 102A and includes portions of the obtained data that
enable second loT device 102B to perform operations consistent with the previously

provisioned services.
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[0115]) Further, and as described above, hub device 104 may store, within one or
more tangible, non-transitory memories, data identities the one or more services
previously provisioned to first loT device 102A (e.g., which hub device 104 provisioned
to second loT device 102B) along with portions of the data that enables second loT
device 102B to perform operations consistent with these provisioned services (e.g., in
step 410). In some aspects, hub device 104 may perform operations that transmit the
provisioning package directly to second loT device 102B across network 122 using any
of the exemplary communications protocols outlined above (e.g., in step 412).

[0116] Upon transmission of the provisioning package to second loT device
102B, exemplary process 400 may be complete in step 414. In certain aspects, second
loT device 102B may receive the transmitted provisioning package, and using any of
the exemplary processes described above, may store portions of the transmitted
provisioning package within locally accessible, tangible, non-transitory memories and
perform operations consistent with the one or more provisioned services in response to
a successful authentication of user 110, or alternatively, in reliance on a prior successful
authentication of user 110.

B. Exemplary loT-Device-Based Provisioning Processes

[0117] In certain embodiments, hub device 104 may perform operations that, in
response a registration of second loT device 102B onto network 122, automatically
provision second loT device 102B (and any additional or alternate loT devices) with one
or more services that were previously provisioned to first loT device 102A. The
disclosed embodiments are, however, not limited to the exemplary hub-based

processes described above, and in other embodiments, first loT device 102A may
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perform operations that, either individually or in conjunction with provisioning system
130, provision one or more available services to second IoT device 102B upon
connection to and registration onto a corresponding communications network, such as
network 122.

[0118] FIGs. 5A and 5B are diagrams illustrating interactions between certain
elements of computing environment 100, in accordance with certain disclosed
embodiments. For example, as illustrated in FIG. 5A, and using any of the exemplary
processes described above, hub device 104 may perform operations that verify an
identity of first loT device 102A and register first IoT device 102A onto network 122,
e.g., by storing first registered device data 224A within device registry 224. In response
to the successful verification and registration, provisioning system 130 and/or hub
device 104 may perform operations that provision first loT device 102A with one or
available services, such as payment devices, device-configuration services, and/or
access-control services associated with authenticated user 110.

[0119] In some aspects, and as described above, first loT device 102A may store
portions of the data associated with the available services, and additionally or
alternatively, data indicative of the successful authentication of user 110 (e.g., token
244) within one or more tangible, non-transitory memories, such as service data 218 of
provisioning data 208. Additionally, as described above, hub device 104 may store data
indicative of the newly provisioned services (e.g., elements of executable code, service-
related cryptograms, other service-related data, etc.) within one or more tangible, non-

transitory memories, e.g., as a first portion 228A of device provisioning data 228.
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[0120] Further, user 110 may also obtain an additional loT device, such as
second loT device 102B, and connect second loT device 102B to an available source of
electrical energy. Upon connection to the available source of electrical energy, second
loT device 102B and hub device 104 may perform any of the exemplary operations
described above to verify an identity of second loT device 102B, and in response to a
successful verification, register second loT device 102B onto network 122, e.g., by
storing data within device registry 224.

[0121] Upon successful completion of the registration processes described
above, first loT device 102A and second loT device 102B may communicate with hub
device 104 across network 122, and further, with additional components of environment
100 in communication with hub device 104 across various wired and wireless networks,
such as provisioning system 130 across communications network 124. In other
aspects, network 122 may correspond to a wireless mesh network that facilitates not
only communications between first loT device102A, second loT device 102B, and hub
device 104, but also direct communications between first loT device 102A and second
loT device 102B.

[0122] Referring to FIG. 5A, a device detection module 502 of first loT device
102A may perform operations that detect second loT device 102B upon its successful
registration onto network 122. For example, device detection module 502 may obtain,
from second loT device 102B across network 122, data (e.g., data portion 312 of device
data 312) that uniquely identifies second loT device 102B, such as a device serial
number, and further, that identifies one or more of the capabilities of second loT device

102B, such as sensor, processing, storage, interface, and/or communications
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capabilities. Further, and based on the obtained data, device provisioning module 206
of first loT device 102A may determine whether second loT device 102B supports one
or more of the services previously provisioned to first [oT device 102A by provisioning
system 130, e.g., as stored within service data 218 of provisioning data 218.

[0123] For instance, and based on the portions of service data 218, device
provisioning module 206 may establish that provisioning system 130 previously
provisioned first loT device 102A with a first payment service that enables first loT
device 102A to monitor its consumption of electrical energy in real-time and perform
operations that initiate a corresponding payment to an electrical utility for the consumed
electrical energy. In addition, device provisioning module 206 may determine the
provisioned first payment service requires that a device include, among other things,
one or more sensors capable of monitoring a consumption of electrical energy, tangible,
non-transitory memories capable of storing application programs, user authentication
tokens, and cryptograms associated with the first payment service, and processing
capabilities sufficient to execute the application programs and initiate the corresponding
payment with computing systems maintained by the electrical utility and/or user 110’s
financial institution.

[0124] In some instances, and based on the portions of the obtained data, device
provisioning module 206 may determine that the capabilities of second loT device 102B
are consistent with at least a subset of the services previously provisioned to first loT
device 102A (e.g., the first payment service described above). In response to the
determination, device provisioning module 206 may perform operations that generate a

provisioning request (e.g., provisioning request 504), which includes data that identifies
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the one or more services previously provisioned to first IoT device 102A (e.g., the first
payment service described above), data identifying second loT device 102B, and
further, data confirming the support of second loT device 102 for the previously
provisioned services. In some aspects, first loT device 102A may transmit provisioning
request 504 to hub device 104 across network 122, and as described above, relay
module 227 of hub device 104 may modify a portion of provisioning request 504 to
include a unique identifier of hub device 104 (e.g., an IP address of hub device 104),
and forward provisioning request 504 to provisioning system 130 across
communications network 124.

[0125] Provisioning system 130 may receive provisioning request 504 from first
loT device 102A (e.g., via hub device‘104 across communications network 124), and
based on portions of provisioning request 504, server 132 may perform operations that
generate a corresponding provisioning package including data specifying the one or
more services previously provisioned to first loT device 102A, which are similarly
supported by second IoT device 102B. For instance, provisioning module 236 may
process provisioning request 504 to extract portions of data that uniquely identifying
second loT device 102B and further, that identify the one or more previously
provisioned services supported by second loT device 102B. Based on the extracted
data portions, provisioning module 236 may access provisioning database 234B, as
described above, and may obtain data 506 associated with the one or more previously
provisioned services supported by second loT device 102B. For example, data 506
may include, but is not limited to, elements of executable code (e.g., executable

applications, widgets, plug-ins, etc.), service-related cryptograms, and other service-
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related data that facilitates the performance of operations consistent with the previously
provisioned services.

[0126] In certain aspects, provisioning module 236 may generate a provisioning
package 508 that identifies previously provisioned services supported by second loT
device 102B, and includes portions of obtained data 506, which enables second loT
device 102B to perform operations consistent with the previously provisioned services.
For example, the previously provisioned services may include the first payment service
(e.g., which provisioning system 130 previously provisioned to first loT device 102A),
and provisioning package 508 may include executable applications and service-related
cryptograms that facilitate a performance of operations consistent with the first payment
service by second loT device 102B. Additionally, in certain aspects, provisioning
package 508 may also include token 244, which confirms the prior authentication of
user 110, upon which provisioning system 130 relied when provisioning the first
payment system to first loT device 102A.

[0127] Further, provisioning module 236 may append, to provisioning package
508, data identifying hub device 104 (e.g., an IP address associated with
communications network 124), and provisioning system 130 may transmit provisioning
package 508 to hub device 104 across communications network 124 using any of the
exemplary communications protocols described above. In some aspects, relay module
227 of hub device 104 may receive provisioning package 508, may strip the data
identifying hub device 104, and may perform operations that transmit provisioning
package 508 to second loT device 102B across network 122 using any of the

exemplary communications protocols outlined above. In additional aspects, and prior to
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relaying provisioning package 508 to second loT device 102B, hub provisioning module
226 may process provisioning package 508 and extract data that identifies and specifies
the services newly provisioned to second loT device 102B, which hub provisioning
module 226 may associated with the unique device identifier of second loT device 102B
and store within portions of one or more tangible, non-transitory memories, e.g., as a
second portion 510 of device provisioning data 228.

[0128] Second loT device 102B may receive provisioning package 508 from hub
device 104, and in some aspects, a device provisioning module 306 may process
provisioning package 508 and extract data associated with the one or more provisioned
services (e.g., elements of executable code, one or more service-related cryptograms,
etc.), which second loT device 102B may store within one or more tangible, non-
transitory memories, e.g., as service data 512 of provisioning data 308. In certain
aspects, second loT device 102B may access portions of the stored data, and a
corresponding processor of second loT device 102B may execute portions of stored
executable code to perform operations consistent with the one or more provisioned
services, such as the first payment service described above (which enables second loT
device 102B to monitor its consumption of electrical energy and initial and electronic
payment transactions with a corresponding utility to account for the consumed electrical
energy).

[0129] In one instance, a portion of the stored software instructions may
correspond to an authentication trigger that, when executed by the processing device of
second loT device 102B, causes second IoT device 102B to initiate processes that

authenticate the owner of second loT device 102B. e.g., user 110, prior to performing
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operations consistent with the provisioned services. For example, second loT device
102B and provisioning system 130 may collectively perform any of the exemplary
processes described above to authenticate the identity of user 110 and generate data,
e.g., an updated authentication token, that indicates the successful authentication of
user 110’s identity and identifies the authenticated credentials. Provisioning system 130
may transmit the updated authentication token back to second loT device 102B using
any of the exemplary processes described above, and second loT device 102B may
store the updated authentication token in a portion of one or more tangible, non-
transitory memories, e.g., within provisioning data 308, and perform operations
consistent with the one or more provisioned services (e.g., the first payment service that
may leverage the updated authentication token in response to the successful
authentication of user 110’s identity.

[0130] In other instances, second loT device 102B may inherit the prior
authentication of user 110, as determined by provisioning system 130 during the
provisioning of first loT device 102A, and may perform operations consistent with the
one or more provisioned services (e.g., the first payment service) without any additional
re-authentication of user 110’s identity. For example, and as described above,
provisioning package 508 may not only include data identifying and specifying the one
or more provisioned services, but may also include token 244, which confirms the prior
authentication of user 110’s identity. In some aspects, device provisioning module 308
may store the provisioned-service data and token 244 within one or more tangible, non-

transitory memories, e.g., in service data 512 of provisioning data 308, and second loT
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device 102B may rely on the prior authentication of user 110 to perform operations
consistent with the one or more provisioned services, as described above.

[0131] In certain embodiments described above, device detection module 502 of
first loT device 102A may obtain data that uniquely identifies second loT device 102B
and that identifies one or more of the capabilities of second loT device 102B, and
device provisioning module 206 of first loT device 102A may determine whether second
loT device 102B supports one or more of the services previously provisioned to first loT
device 102A. For example, when determining the ability of second loT device 102B to
support those services previously provisioned to first IoT device 102A, provisioning
module 206 may determine that first loT device 102A and second loT device 102B both
correspond to a common type of 10T device (e.g., the same model of LED-based smart
light bulb), or alternatively, correspond to similar loT devices having common and/or
compatible functionalities (e.g., sensor functionalities, processing and storage
functionalities, etc.).

[0132] In additional embodiments, and in response detected similarities and/or
commonalities between first loT device 102A and second loT device 102B, device first
loT device 102A may perform operations that directly provision second loT device
102B, e.g., without any interaction with provisioning system 130. For example, as
illustrated in FIG. 5B, device provisioning module 206 may access stored data, e.g.,
service data 218, associated with one or more services previously provisioned to first
loT device 102A (e.g., by provisioning system 130, as described above), and based on
the accessed data, determine that all or a portion of the previously provisioned services

are available for subsequent provisioning to second loT device 102B.
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[0133] In certain aspects, device provisioning module 206 may generate a
provisioning package 520 that identifies previously provisioned services supported by
second loT device 102B, and includes portions of service data 218 that enable second
loT device 102B to perform operations consistent with the previously provisioned
services, such as elements of executable code and software instructions, service-
specific cryptograms, etc. For example, the previously provisioned services may
include the first payment service (e.g., which provisioning system 130 previously
provisioned to first loT device 102A), and provisioning package 520 may include
executable applications and service-related cryptograms that facilitate a performance of
operations consistent with the first payment service by second loT device 102B.
Additionally, in certain aspects, provisioning package 520 may also include token 244,
which confirms the prior authentication of user 110, upon which provisioning system 130
relied when provisioning the first payment system to first loT device 102A.

[0134] First loT device 102A may, in some instances, transmit provisioning
package 520 directly across network 122 to second loT device 102B using any of the
communications described above. Second loT device 102B may receive provisioning
package 120 from first IoT device 102A, and in some aspects, device provisioning
module 306 may process provisioning package 520 and extract data associated with
the one or more provisioned services (e.g., elements of executable code, one or more
service-related cryptograms, etc.), which second loT device 102B may store within one
or more tangible, non-transitory memories, e.g., as service data 522 within provisioning
data 308. In certain aspects, second loT device 102B may access portions of the

stored data, and a corresponding processing device of second loT device 102B may
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execute portions of stored software instructions to perform operations consistent with
the one or more provisioned services. For example, and as described above, second
loT device 102B may perform the operations consistent with the one or more
provisioned services in response to a successful authentication of user 110’s identity
using any of the processes described above, or alternatively, second loT device 102B
may rely on a corresponding authentication token (e.g., token 244, which may be
included within provisioning package 520) indicative of a prior authentication of user
110’s identity by provisioning system 130.

[0135] Further, in certain embodiments, and in addition provisioning available
services to comparable and compatible loT devices upon registration onto
communications network 120, first loT device 102A may also be configured to identify
functional incompatibilities of certain connected loT devices, and perform operations
that mediate these functional incompatibilities prior to provisioning these connected loT
devices with available services. By way of example, and as illustrated in FIG. 1, first loT
device 102A, second loT device 102B, and third 1oT device 102C may be registered
onto network 122, and may establish a wireless mesh network that facilitates both
communications with hub device 104 and directed machine-to-machine communications
between the loT devices.

[0136] In one instance, first loT device 102A may represent a new model of a
LED-based, smart light bulb, which may be fully provisioned with one or more available
services using any of the exemplary processes described above. Further, second loT
device 102B and third loT device 102C of FIG. 1 may also correspond to LED-based,

smart light bulbs, but may represent older, less functional models sharing a common
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manufacturer with the smart light bulb of first loT device 102A. For instance, second
loT device 102B and/or third loT device 102C may be associated with outdated
operating systems or outdated drivers, or may exchange data across network 122 (e.g.,
with hub device 104 and/or first loT device 102A) using outdated communications
protocols. Thus, in certain instances, certain services provisioned to first loT device
102A may be incompatible with software executed by second loT device 102B and/or
third l1oT device 102C, and additionally or alternatively, may be incompatible with one or
more of the sensor, processing and storage, or communications functionalities of
second loT device 102B and/or third loT device 102C.

[0137] In certain aspects, and prior to performing any of the exemplary processes
described above to provision second loT device 102B and/or third loT device 102C with
available services, first loT device 102A may identify one or more limitations or
inconsistencies associated with operating systems, drivers, and other software
executed by second loT device 102B and/or third loT device 102C, and may obtain
updates and/or software patches associated with the operating systems, drivers, and/or
other software (e.g., from provisioning system 130 using the processes described above
or from a computer system maintained by a third party, such as a manufacturer of the
LED-based smart light bulbs). First loT device 102A may, in some instances, transmit
the data supporting the updates and/or software patches to second loT device 102B
and/or third loT device 102C, which process and install the updates and/or software
patches to render the corresponding operating systems, drivers, and other software
compatible with the services available for provisioning by first loT device 102A. In

additional aspects, first loT device 102A may receive the updates and/or the software
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patches at regular intervals, and by pushing these updates and/or software patches to
second loT device 102B and/or third loT device 102C, first loT device 102A may ensure
the forward compatibility of second loT device 102B and/or third loT device 102C with
its provisioned services.

[0138] In other aspects, certain software executed by second loT device 102B
and/or third loT device 102C may no longer be support the services available for
provisioning by first loT device 102A, and may be sufficiently outdated as to render
ineffective any available update or software patch. For example, a payment service
provisioned to first loT device 102A may no longer support a communications protocol
utilized by third loT device 102C when communicating with hub device 104, and the
limited communications functionality of third loT device 102C may not support a
necessary software upgrade. In some instances, and to maintain the functionality of
third loT device 102C with the established mesh network, first IoT device 102A may
perform operations that receive data transmitted from third loT device 102C to hub
device 104 in accordance with the outdated communications protocol, modify portions
of the transmitted data to conform with one or more communications protocols that are
compatible with the payment service, and relay the modified data to hub device 104
using any of the processes described above.

[0139] FIG. 6 is a flowchart of an example process 600 for automatically
provisioning a connected, Internet-of-Things (IoT) device with one or more available
services, in accordance with the disclosed embodiments For example, and using any of
the exemplary processes described above, a first connected loT device, such as first

loT device 102A, may be registered onto a corresponding communications network,
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e.g., network 122, and may be provisioned with one or more available services by a
corresponding provisioning system, e.g., provisioning system 130. In certain aspects,
first loT device 102A may be configured to perform one or more steps of exemplary
process 600, which provision one or more services previously provisioned to first loT
device 102 to an additional connected loT device, e.g., second loT device 102B, upon
connection to and registration onto as network 122.

[0140] By way of example, an owner of first loT device 102A, e.g., user 110, may
obtain second loT device 102B and connect second loT device 102B to an available
source of electrical energy. Upon connection to the available source of electrical
energy, second loT device 102B and hub device 104 may perform any of the exemplary
operations described above to verify an identity of second loT device 102B and to
register second loT device 102B onto network 122, e.g., by storing data that uniquely
identifies second loT device 102B and/or one or more functionalities of second loT
device 102B within a corresponding device registry. In response to the successful
registration process, second loT device 102B may establish communications with hub
device 104 and additionally or alternatively, may communicate directly with first loT
device 102, across network 122, which may represent a wireless mesh network.

[0141] In some aspects, first loT device 102A may detect an existence of second
loT device 102B, e.g., by detecting data broadcasted by second IoT device 102B across
network 122 (e.g., in step 602). For instance, first loT device 102A may receive, from
second loT device 102B across network 122, data that uniquely identifies second loT

device 102B, such as a device serial number, and additionally or alternatively, that
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identifies one or more of the capabilities of second loT device 102B, such as sensor,
communications, storage, and/or processing functionalities.

[0142] Based on portions of the obtained data, first loT device 102A may
determine whether second loT device 102B supports one or more of the services
previously provisioned to first IoT device 102A (e.g., in step 604). By way of example,
first loT device 102A may access stored data identifying and characterizing the
previously provisioned services, and may determine sensor, storage, processing,
interface, and/or communications capabilities associated with operations that implement
these previously provisioned services. In certain aspects, and as described above, first
loT device 102A may determine in step 604 whether the sensor, storage, processing,
interface and/or communications capabilities of second loT device 102B are consistent
with the corresponding sensor, storage, processing, interface, and/or communications
associated with and required by the services previously provisioned to first loT device
102A.

[0143] [f first 10T device 102A were to determine that the capabilities of second
loT device 102B are consistent with those associated with the services previously
provisioned to first loT device 102A (e.g., in step 604; YES), first loT device 102A may
perform operations, either directly or in conjunction with provisioning system 130, that
provision second loT device 102B with one or more of the services that were previously
provisioned to first IoT device 102 (e.g., in step 606).

[0144] In some aspects, in step 606, first loT device 102A may generate a
provisioning request that includes data identifying the one or more services previously

provisioned to first loT device 102A, data identifying second loT device 102B, and

73



CA 02943131 2016-09-26

further, data confirming the support of second loT device 102 for the previously
provisioned services. In some aspects, first loT device 102A may transmit the
provisioning request to hub device 104 across network 122, and as described above,
hub device 104 may modify a portion of the provisioning request to include a unique
identifier of hub device 104 (e.g., an IP address of hub device 104), and forward the
modified provisioning request to provisioning system 130 across communications
network 124.

[0145] Provisioning system 130 may, receive the provisioning request from first
loT device 102A (e.g., via hub device 104 across communications network 124), and
using any of the exemplary processes described above, may generate a provisioning
package that includes data specifying the one or more services previously provisioned
to first loT device 102A, which are similarly supported by second loT device 102B. In
certain aspects, the provisioning package may identify the previously provisioned
services supported by second loT device 102B, and may include data that enables
second loT device 102B to perform operations consistent with the previously
provisioned services, such as elements of executable code (e.g., executable
applications, widgets, plug-ins, etc.), service-related cryptograms, and other
service-related data.

[0146] Additionally, in certain aspects, the provisioning package may also include
authentication data (e.g., token 244) that confirms a prior authentication of user 110,
upon which provisioning system 130 relied when provisioning the one or more to first
loT device 102A. As described above, provisioning system 130 may transmit the

generated provisioning package to second loT device 102B, e.g., through hub device
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104, which may store data identifying and specifying the newly provisioned services in
association with the unique device identifier of second loT device 102B.

[0147] In other embodiments, first IoT device 102A may perform operations in
step 606 that directly provision second loT device 102B with one or more of the
previously provisioned services. For example, when establishing the capability of
second loT device 102B to support the services previously provisioned to first loT
device 102A (e.g., in step 604), first loT device 102A may establish that first loT device
102A and second loT device 102B represent a common loT device (e.g., a single type
of LED-based smart light bulbs) or similar devices having compatible functionalities
(e.g., different brands of LED-based smart light bulbs having comparable sensing,
processing, storage, and/or communications functionaO8lities).

[0148] In certain aspects, and based on the determined commonality or
compatibility, first loT device 102A may access stored data that enables second loT
device 102B to perform operations consistent with the one or more services previously
provisioned to first oT device 102A, such as elements of executable code (e.g.,
executable applications, widgets, plug-ins, etc.), service-related cryptograms, and/or
other service-related data (e.g., in step 606). Further, in step 606, first loT device 102A
may also generate a corresponding provisioning package that identities the one or more
services previously provisioned to first IoT device 102A and includes portions of the
obtained data that enable second loT device 102B to perform operations consistent with
the previously provisioned services. In certain aspects, first IoT device 102A may

transmit the generated provisioning package directly across network 122 to second loT
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device 102B using any of the communications protocols outlined above, e.g., through
various machine-to-machine communications protocols.

[0149] Second loT device 102B may receive the provisioning package (e.g.,
directly from first loT device 102A or from provisioning system 130 via hub device 104).
In some aspects, and upon receipt of the provisioning package to second loT device
102B, exemplary process 600 may be complete (e.g., in step 608). As described
above, second loT device 102B may receive the transmitted provisioning package, and
using any of the exemplary processes described above, may store portions of the
transmitted provisioning package within locally accessible, tangible, non-transitory
memories and perform operations consistent with the one or more provisioned services
in response to a successful authentication of user 110, or alternatively, in reliance on a
prior successful authentication of user 110.

[0150] Referring back to step 604, if first loT device 102A were to determine that
the sensor, storage, processing, interface, and/or communications capabilities of
second loT device 102B are inconsistent with those associated with or required by the
services previously provisioned to first IoT device 102A (e.g., in step 604; NO), first loT
device 102A may perform additional operations that determine whether an available
update to software executed by second loT device 102B would render the capabilities of
second loT device 102B consistent with those associated with or required by the
previously provisioned services (e.g., in step 610). For example, in step 610, first loT
device 102A may establish that an operating system executed by second loT device
102B is outdated, that the outdated operating system renders a communications

functionality of second loT device 102B incompatible with one or more of the services

76



CA 02943131 2016-09-26

previously provisioned to first IoT device 102A, and further, that an update to that
operating system is currently available (e.g., based on data exchanged between first loT
device 10A and a computing system maintained by a developer of the operating
system).

[0151] In one aspect, first loT device 101A may determine that the available
software update may render the sensor, storage, processing, interface, and/or
communications capabilities of second loT device 102B consistent with those of the
previously provisioned services (e.g., step 610; YES), and first loT device may obtain
data associated with the available software update (e.g., elements of executable code,
patches, etc.) from provisioning system 130 and/or one more third-party computing
systems (e.g., as maintained by a developer of software update) and provide the
obtained data to second loT device 102B (e.g., in step 612). Second loT device 102B
may receive and process the transmitted data to install the available update and render
second loT device 102B compatible with the one or more services previously
provisioned to first loT device 102A. In certain aspects, first loT device 102A may
receive a confirmation of the installation of the available software update from second
loT device 102B (e.g., in step 614), and exemplary process 600 may pass pack to step
606, and first loT device 102A may perform any of the exemplary processes described
above to provision second loT device 102B with the services previously provisioned to
first loT device 102A.

[0152] If, however, first loT device 102A were to determine that no software
update is available, or that the available software update would not render the sensor,

storage, processing, and/or communications capabilities of second loT device 102B
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consistent with those of the previously provisioned services (e.g., step 610; NO), first
loT device 102A may perform operations that detect additional connected loT devices
broadcasting data across network 122 (e.g., in step 616). In certain instances, and
upon detection of the additional 10T devices, first loT device 102A hub device 104 may
perform any of the exemplary processes described above to determine whether these
additional loT devices support one or more of the services previously provisioned to first
loT device 102A, and if so, to provision these additional 0T devices with the one or

more previously provisioned services.

V. Exemplary Hardware and Software Implementations

[0153] Embodiments of the subject matter and the functional operations
described in this specification can be implemented in digital electronic circuitry, in
tangibly-embodied computer software or firmware, in computer hardware, including the
structures disclosed in this specification and their structural equivalents, or in
combinations of one or more of them. Embodiments of the subject matter described in
this specification, including device activation modules 204 and 304, device provisioning
modules 206 and 306, detection and registration module 222, hub provisioning module
226, relay module 227, authentication module 232, provisioning module 236, and device
detection module 502, can be implemented as one or more computer programs, i.e.,
one or more modules of computer program instructions encoded on a tangible
non-transitory program carrier for execution by, or to control the operation of, data

processing apparatus. Additionally or alternatively, the program instructions can be
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encoded on an artificially-generated propagated signal, such as a machine-generated
electrical, optical, or electromagnetic signal that is generated to encode information for
transmission to suitable receiver apparatus for execution by a data processing
apparatus. The computer storage medium can be a machine-readable storage device,
a machine-readable storage substrate, a random or serial access memory device, or a
combination of one or more of them.

[0154] The term “data processing apparatus” refers to data processing hardware
and encompasses all kinds of apparatus, devices, and machines for processing data,
including by way of example a programmable processor, a computer, or multiple
processors or computers. The apparatus can also be or further include special purpose
logic circuitry, such as an FPGA (field programmable gate array) or an ASIC
(application-specific integrated circuit). The apparatus can optionally include, in addition
to hardware, code that creates an execution environment for computer programs, such
as code that constitutes processor firmware, a protocol stack, a database management
system, an operating system, or a combination of one or more of them.

[0155] A computer program, which may also be referred to or described as a
program, software, a software application, a module, a software module, a script, or
code, can be written in any form of programming language, including compiled or
interpreted languages, or declarative or procedural languages, and it can be deployed in
any form, including as a stand-alone program or as a module, component, subroutine,
or other unit suitable for use in a computing environment. A computer program may,
but need not, correspond to a file in a file system. A program can be stored in a portion

of a file that holds other programs or data, such as one or more scripts stored in a
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markup language document, in a single file dedicated to the program in question, or in
multiple coordinated files, such as files that store one or more modules, sub-programs,
or portions of code. A computer program can be deployed to be executed on one
computer or on multiple computers that are located at one site or distributed across
multiple sites and interconnected by a communication network.

[0156] The processes and logic flows described in this specification can be
performed by one or more programmable computers executing one or more computer
programs to perform functions by operating on input data and generating output. The
processes and logic flows can also be performed by, and apparatus can ailso be
implemented as, special purpose logic circuitry, such as an FPGA (field programmable
gate array) or an ASIC (application-specific integrated circuit).

[0157] Computers suitable for the execution of a computer program include, by
way of example, general or special purpose microprocessors or both, or any other kind
of central processing unit. Generally, a central processing unit will receive instructions
and data from a read-only memory or a random access memory or both. The essential
elements of a computer are a central processing unit for performing or executing
instructions and one or more memory devices for storing instructions and data.
Generally, a computer will also include, or be operatively coupled to receive data from
or transfer data to, or both, one or more mass storage devices for storing data, such as
magnetic, magneto-optical disks, or optical disks. However, a computer need not have
such devices. Moreover, a computer can be embedded in another device, such as a

mobile telephone, a personal digital assistant (PDA), a mobile audio or video player, a
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game console, a Global Positioning System (GPS) receiver, or a portable storage
device, such as a universal serial bus (USB) flash drive, to name just a few.

[0158] Computer-readable media suitable for storing computer program
instructions and data include all forms of non-volatile memory, media and memory
devices, including by way of example semiconductor memory devices, such as
EPROM, EEPROM, and flash memory devices; magnetic disks, such as internal hard
disks or removable disks; magneto-optical disks; and CD-ROM and DVD-ROM disks.
The processor and the memory can be supplemented by, or incorporated in, special
purpose logic circuitry.

[0159] To provide for interaction with a user, embodiments of the subject matter
described in this specification can be implemented on a computer having a display
device, such as a CRT (cathode ray tube) or LCD (liquid crystal display) monitor, for
displaying information to the user and a keyboard and a pointing device, such as a
mouse or a trackball, by which the user can provide input to the computer. Other kinds
of devices can be used to provide for interaction with a user as well; for example,
feedback provided to the user can be any form of sensory feedback, such as visual
feedback, auditory feedback, or tactile feedback; and input from the user can be
received in any form, including acoustic, speech, or tactile input. In addition, a
computer can interact with a user by sending documents to and receiving documents
from a device that is used by the user; for example, by sending web pages to a web
browser on a user’s device in response to requests received from the web browser.

[0160] Implementations of the subject matter described in this specification can

be implemented in a computing system that includes a back-end component, such as a
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data server, or that includes a middleware component, such as an application server, or
that includes a front-end component, such as a client computer having a graphical user
interface or a Web browser through which a user can interact with an implementation of
the subject matter described in this specification, or any combination of one or more
such back-end, middleware, or front-end components. The components of the system
can be interconnected by any form or medium of digital data communication, such as a
communication network. Examples of communication networks include a local area
network (LAN) and a wide area network (WAN), such as the Internet.

[0161] The computing system can include clients and servers. A client and
server are generally remote from each other and typically interact through a
communication network. The relationship of client and server arises by virtue of
computer programs running on the respective computers and having a client-server
relationship to each other. In some implementations, a server transmits data, such as
an HTML page, to a user device, such as for purposes of displaying data to and
receiving user input from a user interacting with the user device, which acts as a client.
Data generated at the user device, such as a result of the user interaction, can be
received from the user device at the server.

[0162] While this specification contains many specifics, these should not be
construed as limitations on the scope of the invention or of what may be claimed, but
rather as descriptions of features specific to particular embodiments of the invention.
Certain features that are described in this specification in the context of separate
embodiments may also be implemented in combination in a single embodiment.

Conversely, various features that are described in the context of a single embodiment
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may also be implemented in multiple embodiments separately or in any suitable sub-
combination. Moreover, although features may be described above as acting in certain
combinations and even initially claimed as such, one or more features from a claimed
combination may in some cases be excised from the combination, and the claimed
combination may be directed to a sub-combination or variation of a sub-combination.

[0163] Similarly, while operations are depicted in the drawings in a particular
order, this should not be understood as requiring that such operations be performed in
the particular order shown or in sequential order, or that all illustrated operations be
performed, to achieve desirable results. In certain circumstances, multitasking and
parallel processing may be advantageous. Moreover, the separation of various system
components in the embodiments described above should not be understood as
requiring such separation in all embodiments, and it should be understood that the
described program components and systems may generally be integrated together in a
single software product or packaged into multiple software products.

[0164] In each instance where an HTML file is mentioned, other file types or
formats may be substituted. For instance, an HTML file may be replaced by an XML,
JSON, plain text, or other types of files. Moreover, where a table or hash table is
mentioned, other data structures (such as spreadsheets, relational databases, or
structured files) may be used.

[0165] While this specification contains many specifics, these should not be
construed as limitations, but rather as descriptions of features specific to particular
implementations. Certain features that are described in this specification in the context

of separate implementations may also be implemented in combination in a single
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implementation. Conversely, various features that are described in the context of a
single implementation may also be implemented in multiple implementations separately
or in any suitable sub-combination. Moreover, although features may be described
above as acting in certain combinations and even initially claimed as such, one or more
features from a claimed combination may in some cases be excised from the
combination, and the claimed combination may be directed to a sub-combination or
variation of a sub-combination.

[0166] Similarly, while operations are depicted in the drawings in a particular
order, this should not be understood as requiring that such operations be performed in
the particular order shown or in sequential order, or that all illustrated operations be
performed, to achieve desirable results. In certain circumstances, multitasking and
parallel processing may be advantageous. Moreover, the separation of various system
components in the implementations described above should not be understood as
requiring such separation in all implementations, and it should be understood that the
described program components and systems may generally be integrated together in a
single software product or packaged into muitiple software products.

[0167] Various embodiments have been described herein with reference to the
accompanying drawings. It will, however, be evident that various modifications and
changes may be made thereto, and additional embodiments may be implemented,
without departing from the broader scope of the disclosed embodiments as set forth in

the claims that follow.
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[0168] Further, other embodiments will be apparent to those skilled in the art from
consideration of the specification and practice of one or more embodiments of the
present disclosure. The scope of the claims should not be limited by the embodiments
set forth in the examples, but should be given the broadest interpretation consistent with

the description as a whole.
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CLAIMS

A device, comprising:

a communications device;

a storage unit storing instructions; and

at least one hardware processor being coupled to the communications

device and the storage unit and configured to execute the

instructions to:

CA 2943131 2018-10-02

establish a connection with a communications network using

the communications device;

receive, from a computing system, first data specifying a
plurality of first services available to the device, the
device having a corresponding first device type, the
first services being consistent with the first device
type, and the first data being indicative of an

authentication of the device;

store the first data within a portion of the storage unit, the
storage of the first data provisioning the device with

the available first services;

detect an additional device connected to the
communications network, the additional device having

a corresponding second device type,

in response to the detection, identify a subset of the first
services that is consistent with the second device

type; and

transmit a portion of the stored first data that specifies the

subset of the first services to the additional device
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across the communications network, the additional
device being configured to process the portion of the
stored first data to provision the additional device with
the subset of the first services prior to an
authentication of the additional device.

2. The device of claim 1, wherein the at least one hardware processor is further

configured to:

obtain second data associated with plurality of second services available,
the second data comprising identifiers of the second services and

device types associated with the second devices;

determine that the device types of a subset of the second services are

consistent with the second device type; and

transmit the identifiers of the subset of the second services to the

computing system.

3. The device of claim 2, wherein, in response to the transmitted identifiers, the
computing system is configured to transmit data specifying the subset of the
second services to the additional device prior to the authentication of the
additional device, the transmitted data provisioning the additional device with the

subset of the second services.

4. The device of claim 1, wherein the at least one hardware processor is further
configured to:

establish a device capability of the additional device, the device capability

being associated with the second device type; and
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determine that the established device capability is inconsistent with a
service capability associated with a corresponding one of the first
services.

5. The device of claim 4, wherein the at least one hardware processor is further
configured to:

obtain code executable by the additional device, the obtained code
corresponding to one of an executable application and a device
driver; and

in response to the determination, transmit the obtained code to the
additional device, the additional device being configured to execute
the code to modify the device capability in a manner consistent with

the service capability.

6. The device of claim 4, wherein the at least one hardware processor is further

configured to:

receive second data structured in accordance with the service capability of

the corresponding first service;

in response to the determination, modify a portion of the second data to

reflect the established device capability; and

transmit the modified portion of the second data to the additional device.

7. The device of claim 1, wherein the device comprises one of a smart appliance, a

sensor device, and a component of a vehicle.

8. The device of claim 1, wherein the subset of the available services comprises a

payment service associated with the computing system.
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9. The device of claim 8, wherein:

the second data comprises authentication data, the authentication data

confirming the authentication of the device; and
the additional device inherits the device authentication; and

the additional device is configured to implement the payment service in

accordance with the inherited device authentication.

10.  The device of claim 1, wherein:
the subset of the available services comprises a configuration service;

the second data comprises configuration data associated with the device,
the configuration data identifying a user-specified value of a

configurable device parameter; and

upon provisioning to the additional device, the configuration service
causes the additional device to configure the configurable device

parameter in accordance with the user-specified value.

11. A computer-implemented method, comprising:

establishing, by at least one hardware processor, a connection with a

communications network;

receiving, by the at least one hardware processor, and from a computing
system, first data specifying a plurality of first services associated
with the device, the device having a corresponding first device type,
the first services being consistent with the first device type, and the

first data being indicative of an authentication of the device;

performing, by the at least one hardware processor, operations that store
the first data within a portion of a storage unit, the storage of the
first data provisioning the device with the available first services:
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detecting, by the at least one hardware processor, an additional device
connected to the communications network, the additional device
having a corresponding second device type;

in response to the detection, identifying, by the at least one hardware
processor, a subset of the first services that are consistent with the
second device type; and

transmitting, by the at least one hardware processor, a portion of the
stored first data that specifies the subset of the first services to the
additional device across the network, the additional device being
configured to process the portion of the stored first data to provision
the additional device with the subset of the first services prior to an

authentication of the additional device.

12.  An apparatus, comprising:
a communications device;
a storage unit storing instructions; and

at least one hardware processor coupled to the communications module
device and the storage unit and configured to execute the
instructions to:

establish a communications session with a first device

across a network, the first device being associated
with a first device type;

obtain first data identifying a plurality of first services that are
provisioned to the first device by a computing system,
the first data being indicative of an authentication of
the device;
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detect a second device connected to the communications
network, the second device having a corresponding
second device type;

determine that a subset of the first services is consistent with

the second device type; and

transmit second data identifying the subset of the first
services to the computing system, the computing
system being configured to provide, to the second
device, service data that provisions the second device
with the subset of the first services prior to an

authentication of the second device.

13.  The apparatus of claim 12, wherein the at least one hardware processor is
further configured to, in response to the established communications session,
store an identifier of the first device and the first device type in a portion of the
storage unit, the storage of the first device identifier and the first device type

registering the first device onto the network.

14.  The apparatus of claim 12, wherein the at least one hardware processor is

further configured to:

in response to the detection, establish a communications session with the

second device across the network; and

store an identifier of the second device and the second device type in a
portion of the storage unit, the storage of the second device
identifier and the second device type registering the first device
onto the network.
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15.

16.

17.

18.

19.

The apparatus of claim 12, wherein the at least one hardware processor is

further configured to:

obtain second data associated with a plurality of second services, the
second data comprising identifiers of the second services and

device types associated with the second devices;

determine that the device types of a subset of the second services is

consistent with the second device type; and

transmit the identifiers of the subset of the second services to the
computing system.

The apparatus of claim 15, wherein, in response to the transmitted identifiers, the
computing system is configured to transmit additional service data specifying the
subset of the second services to the second device prior to the authentication of

the additional device, the transmitted additional service data provisioning the

second device with the subset of the second services.

The apparatus of claim 12, wherein the first and second devices comprise one of

a smart appliance, a sensor device, and a component of a vehicle.

The apparatus of claim 12, wherein the subset of the first services comprises a

payment service associated with the computing system.

The apparatus of claim 12, wherein:

the second data comprises authentication data, the authentication data

confirming the authentication of the device; and

the additional device inherits the device authentication; and
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the additional device is configured to implement the payment service in

accordance with the inherited authentication.

20.  The apparatus of claim 12, wherein:
the subset of the first services comprises a configuration service;

the second data comprises configuration data associated with the device,
the configuration data identifying a user-specified value of a

configurable device parameter; and

upon provisioning to the additional device, the configuration service
causes the additional device to configure the configurable device

parameter in accordance with the user-specified value.

21. A device, comprising:
a communications unit;
a storage unit storing instructions; and

at least one processor being coupled to the communications unit and the
storage unit, the at least one processor being configured to execute

the instructions to:

receive, via the communications unit, a first signal from a
computing system, the first signal comprising data
specifying services available to the device;

determine that a subset of the services is consistent with a

device type of an additional device; and

generate and transmit, via the communications unit, a
second signal to the additional device, the second
signal comprising a portion of the data that specifies
the subset of the services, the additional device being

configured to process the portion of the data and to
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22.

23.

24.

25.

provision the additional device with the subset of the
services prior to an authentication of the additional

device.

The device of claim 21, wherein the at least one processor is further configured
to:
establish a connection with a communications network using the

communications unit; and

detect the additional device based on the established connection with the

communications network.

The device of claim 21, wherein the at least one processor is further configured
to store the data within a portion of the storage unit, the storage of the data

provisioning the device with the available services.

The device of claim 21, wherein the at least one processor is further configured

to:

establish a device capability of the additional device, the device capability

being associated with the device type; and

determine that the device capability is inconsistent with a service
capability of a corresponding one of the services.

The device of claim 24, wherein the at least one processor is further configured

to:

obtain code executable by the additional device when the device capability
is inconsistent with the service capability, the obtained code

corresponding to an executable application or a device driver; and
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generate and transmit, via the communications unit, a second signal that
includes the obtained code to the additional device, the additional
device being configured to execute the code to modify the device

capability in a manner consistent with the service capability.

26.  The device of claim 24, wherein the at least one processor is further configured
to:

receive second data structured in accordance with the service capability of
the corresponding first service;

when the device capability is inconsistent with the service capability,
modify a portion of the second data to reflect the device capability;
and

generate and transmit, via the communications unit, a second signal that
includes the modified portion of the second data to the additional

device.

27.  The device of claim 21, wherein the device comprises a smart appliance, a

sensor device, or a component of a vehicle.

28. The device of claim 21, wherein:

the first data comprises authentication data that confirms an authentication
of the device by the computing system; and

the second signal further comprises at least a portion of the authentication

data.

29.  The device of claim 28, wherein:

the additional device inherits the authentication of the device: and
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the additional device is configured to implement one or more of the subset
of the services in accordance with the inherited device

authentication.

30. The device of claim 21, wherein:
the subset of the services comprises a configuration service;

the data comprises configuration data associated with the device, the
configuration data identifying a user-specified value of a

configurable device parameter; and

upon provisioning to the additional device, the configuration service
causes the additional device to configure the configurable device

parameter in accordance with the user-specified value.

31. A computer-implemented method, comprising:

receiving, by at least one processor, a first signal from a computing
system, the first signal comprising data specifying services

available to a device;

determining, by the at least one processor, that a subset of the services is

consistent with a device type of an additional device; and

by the at least one processor, generating and transmitting, a second
signal to the additional device, the second signal comprising a
portion of the data that specifies the subset of the services, the
additional device being configured to process the portion of the
data and to provision the additional device with the subset of the
services prior to an authentication of the additional device.

32.  An apparatus, comprising:

96

CA 2943131 2018-10-02



a communications unit;
a storage unit storing instructions; and

at least one processor coupled to the communications unit and the
storage unit, the at least one processor being configured to execute

the instructions to:

obtain first data identifying a plurality of first services
provisioned to a first device by a computing system;

determine that a subset of the first services is consistent with

a device type of a second device; and

generate and transmit, via the communications unit, a first
signal to the computing system that includes second
data identifying the subset of the first services, the
computing system being configured to provide, to the
second device, service data that provisions the
second device with the subset of the first services

prior to an authentication of the second device.

33.  The apparatus of claim 32, wherein the at least one_processor is further
configured to:

establish a first communications session with the first device across a
communications network; and

detect the second device connected to the communications network.

34.  The apparatus of claim 33, wherein the at least one processor is further
configured to, in response to the established first communications session, store
an identifier of the first device in a portion of the storage unit, the storage of the
first device identifier registering the first device onto the network.
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35. The apparatus of claim 33, wherein the at least one processor is further

configured to:

in response to the detection, establish a second communications session

with the second device across the communications network; and

store an identifier of the second device in a portion of the storage unit, the
storage of the second device identifier registering the first device

onto the network.

36.  The apparatus of claim 32, wherein the at least one processor is further

configured to:

obtain second data associated with second services, the second data
comprising identifiers of the second services and additional device

types associated with the second services;

determine that the additional device types of a subset of the second
services are consistent with the device type of the second device;
and

generate and transmit, via the communications unit, a second signal to the
computing system that includes the identifiers of the subset of the

second services.

37.  The apparatus of claim 36, wherein, in response to the second signal, the
computing system is configured to transmit additional service data specifying the
subset of the second services to the second device prior to the authentication of
the additional device, the transmitted additional service data provisioning the
second device with the subset of the second services.

38.  The apparatus of claim 32, wherein the first and second devices comprise a
smart appliance, a sensor device, or a component of a vehicle.
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39. The apparatus of claim 32, wherein:

the first data indicates an authentication of the first device by the

computing system; and

the second data comprises authentication data that confirms the
authentication of the first device, the computing system being
further configured to package the authentication data into a portion

of the service data;
the second device inherits the authentication of the first device; and

the second device is configured to implement one or more of the subset of
the first services in accordance with the inherited authentication.

40. The apparatus of claim 32, wherein:
the subset of the first services comprises a configuration service;

the second data comprises configuration data associated with the first
device, the configuration data identifying a user-specified value of a

configurable device parameter; and

upon provisioning to the second device, the configuration service causes
the second device to configure the configurable device parameter

in accordance with the user-specified value.
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