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routed via a third party service system that implements the third party service. A communication management
system of the first party determines call identification data for the telephone call and session data associated with a
session of the third party service to be implemented in relation to the telephone call, and sends the call
identification and session data to the third party service system. At the third party service system, call identification
data is used to identify the telephone call, session data is used to determine the information that is be used in the
third party service, and the information is correlated with the identified telephone call. The communication
management system may comprise a processor configured to determine call identification and session data.

Fig. 3
usfomers DTMF . Merchant P f i
Felephony Device Payment System ‘ Agent's ‘ Communication  |[Payment System aymesnyst:ﬁessmg
| Telephony Device| [Management Systems| Interface
S30T.Call mifiaion )

302a. Route call ————
S303. Determine call identification data)
5302b. Route cal & transaction identification data
304. Send call identification data
& transaction identification data

Il identification data & transaction identification data for sessio

§305. Cache cal

S310. Request pa_ynTeF;t ________________________
] $309. Cache transaction info with transaction identification datal
(S311. Initiate DTMF payment}— |
_______ Rl
[e=={S312. Send transaction info with transaction identification data

$313. Correlate transaction info with call using transaction [dentification data & call identification data)
§314. Request DTMF
payment details
$315. Send DTM
payment details
(S316. Obtain payment details from DTMF)
$317. Ack caller
DTMF ent —y
F=———-{(5318. [Send transaction info & payment detailsf

@19. Process payment for transacti@
=={5320. Send payment confirmation

——
5321. Ack payment I

vV €EPeEad 99



1/7

| m‘_sm_...._

waishAs
buissaoo.d
WwewAed

SECl I

391A8(
Auoydajs|
S Jawioisny

aoe L8| 391A8(]
Woshs e » Auoydsjs|
uswiAed SOBLSIUL 1SS s JusbBy
swialshg 1
Juswabeueyy <
UOJJBOIUNWWOY
SWaISAS JuByDIB)
3:
)
© S
-~ >
© o)
Q @
S
A& /
WiB)sAS
< »  Juswhed e N
4N1d lIed
€ied auoyds|e|




L

(uonoesuey Joj JuewAed $$8001d '1Z1S)

{

(siie1ep JuswAed g oE_ uonoesuel) pusg m:wr

(LYV d0Idd) e bl TS

co;mc:ccoo JuswAed pusg NNF@

207

Ajus 4N1Q
18]|BO XV ‘811 S

(dLa woyy syrejap uswied urelqo “/113)

sjieap JuswiAed )

dANLJ PUss "911S)
siejep juswAed )

»

W1Q3senbay Gl1g)

(@1 uoissas Buisn [jed yym ojur uojoeSUEY B1B[8lI0)) 9119

\c llllllll -

1@25 E.mm Y1LS

(L@ wolj g] Uojssss uielqQ G11S)
qj uoissas

(Ojui uodesUE} 8Y2e) 9019

8S @ovw

al co_mmom ajeauab ¥ ojur uoydesuel} syoed 0119

(Tinwe ) (i uosses ¥
Qo8 URI0 gy - ————
<

{Ojul UOfJOBSU.I] pus

ll-nlu““l..llllﬂl“ —— EmE\AmSmm:Uoz 'J01S}
AR = ;

(" 11e0 8310A WoLy W )
| uonoesues uielqo H04S )

N e —

{IE9 8IN0Y "B¢0}S

Y.

|[E9 9IN0Y "9¢01S

h 4

uotieniul jeg "}01S

)

[

_

Wa)SAS JuswAey

(
| 1
wejshg aoelaU] swaysAg Juswabeuepy| poinaqg Auoydsya)]
Buissao0id JuswAhey walsAS JuswAed| | uonesiunwiwon s Juaby
TUBUDIS

JNLA

9o1neQ Auoydaiay
$Jawiojsny

SECl I




(LYY HOI4d)
_

qg B4

{

(Uonoesuey; 1oy JuswAed $s82014 'L 2ZS)

{__Uoneuuiuod juswAed puag ‘zzzs

[+ —(uawked Yoy "cz2g—
—P

E

3/7

|

_y

€«

{S11E9p JuswiAed ¥ ojur uonoBSUEY PUag 0225k

[ Auedwia
- leleoov elzs
HINLQ woly spejap JuswAed uielqQ "glzs)

( siiejep juswhed )
dLgpues /izs)
( sjejep JuswAed
4L 1senbey 9178

(oju uonoesuey} 84989 B gl UOISSaS BUISN [[B9 YjIM Ojul UOOESUEL 9)E[31I07) ‘G178
] 1

{ Q] UOISS8S 3 OJUT UCIOESUBI} PUSS ] 7S——p

(@} uoIssas yym ojul co_uofm.w

T aen 175 1ewed JNia Sl £17S

— — —{oju uonoesue Induj .ENmTIIh

AL U B SR —— e, S ey

@ uoIssas ayoen) - BN@ .
[

B ——

S R, D ——

B0 8010A WOy O )

——

In oIl uoiesuel ueqo ‘60zs/ :
—— —{uoisses ndu) “gpzg I====F==—=—{ [IE9 3210\ '80ZS } >
T T T T TR0 Wy () uoisses uielqQ “60zS |
gy uoissas

e e e

IJIII (juowAed jsanbey Z179) ”

o[qIpne puss 'y(¢s
(IIB9 Ylim UojiBIO0SSE Ul 840BI § (J] UOISSSS 8]BIauss) €029

(€9 9IN0Y "q¢0¢S

—( €3 9In0d 82025

C

wa)sAg
buissa20ld juswAed

aoepaU)
walsAs juswhed

uoneniut Jled 1 0¢S )
! ] [ i
SwieisAS juswabeuepy| [so1nag Auoydejs|
uonesIuNWwon s Jusby Wis)sAG Juswied do1neq Auoydsje
JueyoIBN 4N1d S Jawoisny

GLcl

L1




4/7

¢ b4

—{uojjeuyuoo JuswAed puss "0zeS )

—{JuswAed Yoy .Emww

ﬁo_ﬁmwcmb 10} JuswAed $$800.(

6

1£9)

o =

Jmm__ﬁmc JuswiAed g

ojul uoydesuel) pusg gL £S)

’(~ Rnue 4\ 1q
\J811Bd Yoy "/1€S

”
<

(AL woy syeep JuswAed uiejqo 91¢9)

<
%

(" sjiejap juswiAed )
\JINLQ PUBs "GLES)

[ siejepjuswhed )
(dW.Lqg1senbey pieg)

>
>

(Blep uoieolUap! |8

0 3 E1Ep UOJED}jjusp

uoljoesUel} buisn ||Bd yjim ojul UONOBSUE] 8jejalio)) t1£9)

HE1ep UoIBOIUSPI UONJBSUB} UJIM OjU] UOIOBSUBI] pUSS TLES =

Illlllﬁ IIIIII §> @Omm;

M L

I

»
P

(U0ISS8S 10) EJEp UOIJEIJUSPI UOOBSUB] § EJEp

UONeD|jjuSpI [|ed 84oBY "G0ES)

(" Ejep UOIEOL)USpI UONJESUE] B
\_BIEP UONBOIIUSDI ||BD pUSS Y0ES

E

EJEp UONBJIUSpl UONJBSUB]] 9
JEp UOJEaY ISP [|BD BUILLIBYRQ "€0E

mu (/83 8)N0Y "qZ0ES—

—{_I[EJ SN0y "BZ0ES}) >

C

uoieniui jled 1 0€s

)

WaysAg
Buissesold JuswAed

EREIE
walsAg Juswhed

SWaSAS E.mc_mmmcms_
UOREOIUNWIWOY

821Aa( ?oﬁo@ _

s usby wasAg juswAey

VEVRIE

dN1d

SECl I

|

a01A8( Auoydsya)
s Jawojsny




5/7

¥ 8B4

SITEICIS 891A8(]
Juswabeuepy |e » Auoydaje]
uofesuNwWwon s usby

SWwalsAg a1jus) J08jU0Y

4

Data
|1ev
auoydasja]

wayshg

Buipioosy |len |

|leo suoydajs|

SECl I

y

301N
Auoydaye|
S Jawojsnn




6/7

G 2INbI

ﬁ BUIPIO03I [[BD JO OIpNE Paiois Yiim
uoljeioosse Ui ejep 6ey 8101S /0SS

BlEp UORBINUap! [[eo Buisn
[leo ynm ejep Bey sjejaniod '90ss

r EJEp ey g
___Elep uoneaiiuspl ||ed pusg "60S5S

ﬁ e1ep ey g elep UoNeaiuep!

|leo suiLslad $0SS

|

«—————{ |[e9 3I0A "€0GS F——

< [[eo 8jnoy 'qz0sS

RN ——

ﬁ

BuIp10931 [[0 HIEIS 3 (169 SelU] “}0GS

]

|

_

_

SWBISAS
Juswabeueyy uonEoIUNWWOY

]
8oIAeQ wa)
Auoydsis] sjusby

aljuan 108ju0)

SAg

Buipioosy |8

aoinaq Auoydsjs]
s Jawojsny

SECl I




7

, B4

€7~

NN\/

TAN

174N

L

J8)lwsuey
H! 1 eeq _—8¢2
189A1900Y

un \\/NN
uonejpLon [
90BLIBU|
Jun B —9¢
Buynol jlen
10859001 . e
Kiowspy T
wa)shg eoinueg Aued payj
0c

9 b4

m_\\/

Nr\/

Gl

142N

JopIwsuel | Py
Jonso8y >
a0BIeU|
Hun L —9l
uoeUILIS}ep |
E1ED UOE[91107)
1085901 L
fowsyy M
swoysAS juswuaBeue)y uonesuNwWwos

SECl I

N

ol




10

15

20

25

30

METHOD AND APPARATUS FOR CALL CORRELATION

The present invention relates to a method and apparatus for call correlation. In particular, the
present invention provides methods and apparatus for correlating a telephone call between a
first party and a second party with information that is to be used in a third party service

implemented in relation to the telephone call.

In many industries it is desirable for businesses to allow for interaction with their
customers/clients via telephone as part of their customer relationship management (CRM). For
example, a large proportion of businesses that have a significant number of individual
customers/clients have centralised contact/call centres staffed by agents that represent the

business during telephone calls with customers/clients.

As well as dealing with general enquiries, providing product/service support, handling
complaints, etc. merchants and service providers also often require the ability to allow
customers/clients to action payments over the telephone. To do so, merchants and service
providers often involve a third party payment service to enable payments to be made in relation
to transactions between them and their customers/clients, as these third party payment services
provide a single point of contact for the merchant/service provider to a multitude of payment
processing entities (e.g. banks, credit card companies etc.) that they may be required to interact
with in order to process the payment means used by their customers/clients (e.g. credit card,
debit card, direct debit etc.).

In addition, third party payment services often take on responsibility for ensuring that the
payments can be actioned in a secure fashion, in compliance with the necessary security
standards (e.g. Payment Card Industry Data Security Standard (PCI DSS)). To do so, third
party payment services provide means for capturing the key payment details of the
customer/client and providing this information to the payment processing entities without this
information being made available to the merchant/service provider or their agent. By way of
example, this can be achieved by capturing the customer/client key payment details that are
provided over a telephone call by using automated technologies such as dual-tone multi-
frequency (DTMF) signalling or voice recognition (e.g. Interactive Voice Response (IVR)),
wherein automation allows the information to be captured without the involvement of an person,

and then supressing the associated audio transmitted to the merchant/service provider or their
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agent in real-time. Such approaches significantly reduces the risk of fraud associated with

payments made via telephone call.

By way of example, Figure 1 illustrates schematically an example of a typical DTMF payment
processing scenario in which a call between a customer and a merchant or service provider is
routed to the communication management systems of the merchant or service provider via a
third party DTMF payment processing system. The routing of the call via the DTMF payment
processing system is necessary in order to allow the DTMF payment processing system to
capture the DTMF tones corresponding to the customer’s payment details that are transmitted
over the call (and, if required, to supress the tones from the call audio that is transmitted to the
merchant or service provider). The DTMF payment processing system can then provide the
customer’s payment details to an appropriate payment processing system in order to action the

payment.

Before the DTMF payment processing system can implement a DTMF payment process, the
DTMF payment processing system needs to be informed that a payment is required in relation
to one of the telephone calls that is being routed via the DTMF payment processing system.
This typically involves an agent at the merchant/service provider making use of a separate
interface (e.g. a web interface) with the DTMF payment processing system provided on their
computer to inform the DTMF payment processing system that a payment is required.
However, the DTMF payment processing system then needs to identify the telephone call with

which this particular payment instance is associated.

In conventional DTMF payment processing, this correlation of the payment instance requested
by the merchant/service provider with the telephone call is achieved manually, as is illustrated in
the exemplary call flows shown Figures 2a and 2b in which the manual steps are indicated by

dashed boxes.

In Figure 2a, manual correlation of the payment instance with the associated telephone call is
achieved by the DTMF payment processing system generating a session ID upon being notified
that a payment is required, and sending the session ID to the merchant/service provider over
the payment system interface. This session ID identifies the particular payment instance
requested and is associated with transaction information provided to the DTMF payment
processing system by the merchant/service provider. The merchant/service provider obtains
the session ID from the payment system interface and is then required to input the session ID to

the telephone call using DTMF tones. As the telephone call is routed via the DTMF payment
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processing system, the DTMF payment processing system can then detect the DTMF tones in
the telephone call, determine the session ID, and thereby identify the telephone call associated
with the payment instance. In doing so, the DTMF payment service system can correlate the
telephone call with the transaction information provided by the merchant/service provider. The
DTMF payment service system can then also correlate the customer’s payment details obtained
from DTMF tones communicated over the telephone call with the transaction information, so
that both the payment details and transaction information can be provided to the appropriate

payment processing system to action

In Figure 2b, rather than the session ID being communicated by the DTMF payment service
system to the merchant/service provider over the payment system interface, the session ID is
communicated to the merchant/service provider in an audible format over the telephone call.
Then, when the merchant/service provider over wants to request that a payment is implemented
in relation to this call, the merchant/service provider inputs the session ID into the payment
system interface so that this is communicated to the DTMF payment service system in
association with the transaction information. The DTMF payment service system can then
correlate the telephone call with the transaction information provided by the merchant/service
provider using the session ID. The DTMF payment service system can then also correlate the
customer’s payment details obtained from DTMF tones communicated over the telephone call
with the transaction information, so that both the payment details and transaction information

can be provided to the appropriate payment processing system to action

This manual call correlation process is that this takes some time to be completed by the
merchant/service provider or their agent, and therefore extends the overall length of the call for
which there is an associated cost to the merchant/service provider. In addition, as this is a
manual process there is a significant risk of errors occurring that could lead to failures in the
process. For example, the merchant/service provider or their agent can incorrectly input the

session ID into the telephone call/payment system interface.

It is therefore desirable to provide means for correlating a telephone call with information that is
to be used in a third party service implemented in relation to the telephone call without the

intervention of an individual that is involved in the call.

Therefore, according to a first aspect there is provided a method of correlating a telephone call
between a first party and a second party with information that is to be used in a third party

service implemented in relation to the telephone call. The method comprises routing telephone
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calls involving the first party via a third party service system that implements the third party
service. The method further comprises, at a communication management system of the first
party, determining call identification data for the telephone call and session data associated with
a session of the third party service to be implemented in relation to the telephone call, and
sending the call identification data and the session data to the third party service system; and,
at the third party service system, receiving the call identification data and the session data from
the communication management system, using the received call identification data to identify
the telephone call, using the received session data to determine the information that is be used

in the third party service, and correlating the information with the identified telephone call.

The third party service system may be a payment service system configured to enable a
payment to be made in relation to a transaction between the first party and the second party,
and the information that is be used in the third party service may comprise payment details
provided by the second party. The payment details provided by the second party may then
comprises one or more of a primary account number, credit card number, or debit card number,
a card verification code, an card issue number, a card date of validity and/or date of expiry, a

password or pin code.

The session data associated with a session of the payment service to be implemented in
relation to the telephone call may comprise transaction identification data for identifying the
transaction to which the payment relates. The transaction identification data for identifying the
transaction to which the payment relates may comprise one or more of a unique agent identifier
for an agent of the first party that has provided the transaction information to the payment
service, a unique computer identifier for a computer of the first party that has provided the
transaction information to the payment service, and a unique transaction identifier for assigned

to the transaction.

The payment details provided by the second party may be communicated from the second party
to the third party service system over the telephone call using any of DTMF audio tones and

spoken word (e.g. using Interactive Voice Reconigition (IVR)).

The method may further comprise, at the payment service system, receiving transaction
information relating to the transaction from the first party, using the transaction identification
data to correlate the received transaction information with the telephone call, thereby

associating the transaction information with the payment details communicated over the
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telephone call, and sending the transaction information and the associated payment details to a

payment processing system to action the payment.

Alternatively, third party service system may be a call recording service system configured to
record audio of the telephone call between the first party and the second party, and the
information that is be used in the third party service may comprise metadata associated with the

telephone call.

The session data associated with a session of the call recording service to be implemented in
relation to the telephone call may comprise the metadata associated with the telephone call.
The metadata may comprise one or more of an identifier indicating a type for the telephone call,
a unique agent identifier for an agent of the first party that has provided the transaction
information to the payment service, a unique computer identifier for a computer of the first party
that has provided the transaction information to the payment service, and a unique identifier

assigned to the second party.

The method may further comprise, at the call recording service system, after receiving the call
identification data and the metadata associated with the telephone call from the communication
management system, using the received call identification data to identify the telephone call,
correlating the metadata with the identified telephone call, and storing the metadata in

association with the audio recording of the identified telephone call.

The call identification data may comprise one or more of a timestamp for the start of the
telephone call, a telephone number of the second party, a telephone number of the first party to
which the telephone call has been routed, a telephone number of an agent of the first party that
is handling the telephone call, header information extracted from data packets that comprise the

telephone call, and a unique call identifier assigned to the telephone call.

According to a second aspect of the present invention there is provided a communication
management system of a first party configured to enable correlation of a telephone call between
the first party and a second party with information that is to be used in a third party service
implemented in relation to the telephone call. The communication management system
comprises a receiver configured to receive telephone calls involving the first party that have
been routed to the communication management system by a third party service system that
implements the third party service, a processor configured to determine call identification data

for the telephone call and session data associated with a session of the third party service to be
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implemented in relation to the telephone call, and a transmitter configured to send the call

identification data and the session data to the third party service system.

According to a third aspect of the present invention there is provided a method of operating a
communication management system of a first party in order to enable correlation of a telephone
call between the first party and a second party with information that is to be used in a third party
service implemented in relation to the telephone call. The method comprises receiving a
telephone call involving the first party that has been routed to the communication management
system by a third party service system that implements the third party service, determining call
identification data for the telephone call and session data associated with a session of the third
party service to be implemented in relation to the telephone call, and sending the call

identification data and the session data to the third party service system.

According to a fourth aspect of the present invention there is provided a computer readable
medium storing computer implementable instructions which when implemented by a
programmable computer cause the computer to perform the method according to the third

aspect.

According to a fifth aspect of the present invention there is provided a third party service system
configured to implement a third party service in relation to a telephone call between a first party
and a second party. The third party service system comprises a transceiver configured to
receive telephone calls involving the first party that have been routed via the third party service
system and to implement onward routing of the received telephone calls, a receiver configured
to receive call identification data for a telephone call and session data associated with a session
of the third party service to be implemented in relation to the telephone call from a
communication management system of the first party, and a processor configured to use the
received call identification data to identify the telephone call, to use the received session data to
determine the information that is be used in the third party service, to correlate the information
with the identified telephone call, and to utilise the information when implementing the third

party service in relation to the telephone call.

According to a sixth aspect of the present invention there is provided a method of operating a
third party service system in order to implement a third party service in relation to a telephone
call between a first party and a second party. The method comprises receiving telephone calls
involving the first party that have been routed via the third party service system and

implementing onward routing of the received telephone calls, receiving call identification data for
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a telephone call and session data associated with a session of the third party service to be
implemented in relation to the telephone call from a communication management system of the
first party, using the received call identification data to identify the telephone call, using the
received session data to determine the information that is be used in the third party service,
correlating the information with the identified telephone call, and utilising the information when

implementing the third party service in relation to the telephone call.

According to a seventh aspect of the present invention there is provided a computer readable
medium storing computer implementable instructions which when implemented by a
programmable computer cause the computer to perform the method according to the sixth

aspect.

The present invention will now be more particularly described by way of example only with

reference to the accompanying drawings, in which:
Figure 1 illustrates schematically an example of a typical DTMF payment processing scenario;

Figure 2a is a call flow diagram illustrating a first example of a conventional DTMF payment

process;

Figure 2b is a call flow diagram illustrating a second example of a conventional DTMF payment

process;

Figure 3 is a call flow diagram illustrating an embodiment of a DTMF payment process

implemented in accordance with the methods described herein;
Figure 4 illustrates schematically an example of a third party call recording scenario;

Figure 5 is a call flow diagram illustrating an embodiment of a third party call recording process
implemented in accordance with the methods described herein;

Figure 6 illustrates schematically an embodiment of a communication management system of a

merchant/service provider as described herein; and

Figure 7 illustrates schematically an embodiment of a third party service system as described
herein.

Figure 3 is a call flow diagram illustrating an embodiment of a DTMF payment process

implemented in which the correlation of a telephone call with information that is to be used in a
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third party DTMF payment service implemented in relation to the telephone call is achieved

without the intervention of an individual that is involved in the call.

In this embodiment, upon becoming involved in a call with a customer, the communication
management system of a merchant/service provider determines some call identification data
from the call and also determines some data that will allow any subsequent transaction in

relation to this call to be identified.

For example, the call identification data that can determined by the communication
management system can include, but is not limited to, one or more of a timestamp for the start
of the telephone call, a telephone number of the customer, a telephone number of the
merchant/service provider to which the telephone call has been routed, a telephone number of
the agent of the merchant/service provider that is handling the telephone call, some header
information that can be extracted from data packets that comprise the telephone call, and a

unique call identifier assigned to the telephone call.

Also by way of example, the transaction identification data that can determined by the
communication management system can include, but is not limited to, one or more of a unique
agent identifier for an agent of the merchant/service provider that is to handle the call, a unique
computer identifier for a computer of the merchant/service provider that is to involved in
handling a transaction in relation to the call, and a unique transaction identifier that is assigned

to any transactions required in relation to the call.

The communication management system then sends the call identification data and the
transaction identification data to the DTMF payment service system. The DTMF payment
service system can then cache/store the received call identification data and the transaction
identification data. When a DTMF payment process is subsequently initiated in relation to the
telephone call, the DTMF payment service system can then use transaction identification data
included in the transaction information received from the merchant/service provider and the
received call identification data to correlate the requested payment/transaction with the

associated telephone call.

Consequently, when the customer’s payment details are communicated to the DTMF payment
service system using DMTF tones over the telephone call, the DTMF payment service system

can correlate the received payment details with the transaction information, and send both the
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payment details and the transaction information to an appropriate payment processing system

to action the payment.

This process achieves call correlation without the intervention of an individual that is involved in
the call, eliminating a number of manual steps from the process (as illustrated by reduced
number of dashed boxes in Figure 3), thereby improving both the speed with which payments
are processed and reducing the risk of errors occurring in the call correlation process that would
otherwise lead too failures.

Whilst the embodiment described above relates to a DTMF payment process it is equally
applicable to other payment processes that are implemented over telephone calls. For
example, this automatic call correlation process is equally applicable to a third party payment
service in which the customer's payment details are communicated vocally/using speech

wherein the payment details would be captured using voice recognition technology.

In addition, the present inventors have also recognised that such an automatic call correlation
process could also be applied to a scenario in which a third party service is used to implement

call recording.

Figure 4 illustrates schematically an example of a call recording scenario in which a call
between a customer and a call/contact centre is routed to the communication management
systems of the call/contact centre via a third party call recording system. The routing of the call
via the call recording system is necessary in order to allow the call recording system to capture

and record the telephone call audio.

Figure 5 then illustrates a call flow diagram illustrating an embodiment of a call recording
process in which the correlation of a telephone call with metadata that is be tagged/stored in
association with the recorded audio.

In this embodiment, upon becoming involved in a call with a customer, the communication
management system of a call/contact centre determines some call identification data from the

call and also determines some metadata that is to be associated with the recorded audio.

For example, the call identification data that can determined by the communication
management system can include, but is not limited to, one or more of a timestamp for the start
of the telephone call, a telephone number of the customer, a telephone number of the

merchant/service provider to which the telephone call has been routed, a telephone number of
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the agent of the merchant/service provider that is handling the telephone call, some header
information that can be extracted from data packets that comprise the telephone call, and a

unique call identifier assigned to the telephone call.

Also by way of example, the metadata that is to be associated with the recorded audio can
include, but is not limited to, one or more of an identifier indicating a type for the telephone call
(e.g. sale, enquiry, complaint, marketing etc), a unique agent identifier for an agent of the
call/contact centre that is involved in/is handling the telephone call, a unique computer identifier
for a computer of the call/contact centre that has provided the call identification information to

the call recording system, and a unique identifier assigned to the customer.

The communication management system then sends the call identification data and the
metadata to the call recording system. The call recording system can then cache/store the
received call identification data and the metadata and can then use the call identification data to
identify the telephone call, and thereby correlate the received metadata with the identified

telephone call.

Figure 6 illustrates schematically an embodiment of a communication management system 10
of a merchant/service provider suitable for implementing the methods described herein. The
system 10 can be implemented as a combination of computer hardware and software, and
comprises a memory 11, a receiver 12, a transmitter 13, a processor 14 and an interface 15.
Whilst the system 10 has been illustrated schematically as single device (e.g. server or
computer) comprising a single occurrence of each of the functional elements listed above, the
system could equally comprise multiple occurrences of each functional element and could
equally be provided by a plurality of separate devices that cooperate to provide the required
functionality. By way of example, separate aspects of the functionality of the system could be
distributed between a number of separate servers or computer devices, such that a first group
of one or more servers/computer devices implements all of the necessary processing and
interface functions whilst a second group of one or more servers/computer devices provides
database functionality (e.g. including storage, security, data integrity, data redundancy etc).
The memory 11 typically stores the various programs/executable files that are implemented by
the processor 14, including a correlation data determination unit 16 and any data 17 that may

be of use to the system 10.

Figure 7 illustrates schematically an embodiment of a third party service system 20 suitable for

implementing the methods described herein. The system 20 can be implemented as a

10
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combination of computer hardware and software, and comprises a memory 21, a receiver 22, a
transmitter 23, a processor 24 and an interface 25. Whilst the system 20 has been illustrated
schematically as single device (e.g. server or computer) comprising a single occurrence of each
of the functional elements listed above, the system could equally comprise multiple occurrences
of each functional element and could equally be provided by a plurality of separate devices that
cooperate to provide the required functionality. By way of example, separate aspects of the
functionality of the system could be distributed between a number of separate servers or
computer devices, such that a first group of one or more servers/computer devices implements
all of the necessary processing and interface functions whilst a second group of one or more
servers/computer devices provides database functionality (e.g. including storage, security, data
integrity, data redundancy etc). The memory 21 typically stores the various
programs/executable files that are implemented by the processor 24, including a call routing unit

26, a correlation unit 27, and any data 28 that may be of use to the system 20.

It will be appreciated that individual items described above may be used on their own or in
combination with other items shown in the drawings or described in the description and that
items mentioned in the same passage as each other or the same drawing as each other need
not be used in combination with each other. In addition, any reference to “comprising” or
“consisting” is not intended to be limiting in any way whatsoever and the reader should interpret

the description and claims accordingly.
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CLAIMS

A method of correlating a telephone call between a first party and a second party with
information that is to be used in a third party service implemented in relation to the
telephone call, the method comprising:

routing telephone calls involving the first party via a third party service system
that implements the third party service;

at a communication management system of the first party, determining call
identification data for the telephone call and session data associated with a session of
the third party service to be implemented in relation to the telephone call, and sending
the call identification data and the session data to the third party service system; and

at the third party service system, receiving the call identification data and the
session data from the communication management system, using the received call
identification data to identify the telephone call, using the received session data to
determine the information that is be used in the third party service, and correlating the

information with the identified telephone call.

The method of claim 1, wherein the third party service system is a payment service
system configured to enable a payment to be made in relation to a transaction between
the first party and the second party, and the information that is be used in the third party

service comprises payment details provided by the second party.

The method of claim 2, wherein the payment details provided by the second party
comprises one or more of:

a primary account number, credit card number, or debit card number,;

a card verification code;

an card issue number;

a card date of validity and/or date of expiry

a password or pin code.

The method of any of claims 2 or 3, wherein the session data associated with a session
of the payment service to be implemented in relation to the telephone call comprises
transaction identification data for identifying the transaction to which the payment

relates.

12
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The method of claim 4, wherein the transaction identification data for identifying the
transaction to which the payment relates comprises:

a unique agent identifier for an agent of the first party that has provided the
transaction information to the payment service;

a unique computer identifier for a computer of the first party that has provided the
transaction information to the payment service; and

a unique transaction identifier for assigned to the transaction.

The method of any of claims 2 to 5, wherein the payment details provided by the second
party are communicated from the second party to the third party service system over the
telephone call using any of DTMF audio tones and speech (e.g. using Interactive Voice
Reconigition (IVR)).

The method of claim 6, and further comprising:

at the payment service system, receiving transaction information relating to the
transaction from the first party, using the transaction identification data to correlate the
received transaction information with the telephone call, thereby associating the
transaction information with the payment details communicated over the telephone call,
and sending the transaction information and the associated payment details to a

payment processing system to action the payment.

The method of claim 1, wherein the third party service system is a call recording service
system configured to record audio of the telephone call between the first party and the
second party, and the information that is be used in the third party service comprises

metadata associated with the telephone call.

The method of claim 8, wherein the session data associated with a session of the call
recording service to be implemented in relation to the telephone call comprises the

metadata associated with the telephone call.

The method of any of claims 8 or 9, wherein the metadata comprises one or more of:
an identifier indicating a type for the telephone call;
a unique agent identifier for an agent of the first party that is involved in the

telephone call;

13
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11.

12.

13.

a unique computer identifier for a computer of the first party that has provided the
call identification information to the call recording system; and

a unique identifier assigned to the second party.

The method of any of claims 8 to 10, and further comprising:

at the call recording service system, after receiving the call identification data and
the metadata associated with the telephone call from the communication management
system, using the received call identification data to identify the telephone call,
correlating the metadata with the identified telephone call, and storing the metadata in

association with the audio recording of the identified telephone call.

The method of any preceding claim, wherein the call identification data comprises one or
more of:
a timestamp for the start of the telephone call;
a telephone number of the second party;
a telephone number of the first party to which the telephone call has been routed;
a telephone number of an agent of the first party that is handling the telephone
call;
header information extracted from data packets that comprise the telephone call;
and

a unique call identifier assigned to the telephone call.

A communication management system of a first party configured to enable correlation of
a telephone call between the first party and a second party with information that is to be
used in a third party service implemented in relation to the telephone call, the
communication management system comprising:

areceiver configured to receive telephone calls involving the first party that have
been routed to the communication management system by a third party service system
that implements the third party service;

a processor configured to determine call identification data for the telephone call
and session data associated with a session of the third party service to be implemented
in relation to the telephone call; and

a transmitter configured to send the call identification data and the session data

to the third party service system.
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14.

15.

16.

A method of operating a communication management system of a first party in order to
enable correlation of a telephone call between the first party and a second party with
information that is to be used in a third party service implemented in relation to the
telephone call, the method comprising:
receiving a telephone call involving the first party that has been routed to the
communication management system by a third party service system that implements the
third party service;

determining call identification data for the telephone call and session data
associated with a session of the third party service to be implemented in relation to the
telephone call; and

sending the call identification data and the session data to the third party service

system.

A computer readable medium storing computer implementable instructions which when
implemented by a programmable computer cause the computer to perform the method

as claimed in claim 14.

A third party service system configured to implement a third party service in relation to a
telephone call between a first party and a second party, the third party service system
comprising:

a transceiver configured to receive telephone calls involving the first party that
have been routed via the third party service system and to implement onward routing of
the received telephone calls;

a receiver configured to receive call identification data for a telephone call and
session data associated with a session of the third party service to be implemented in
relation to the telephone call from a communication management system of the first
party; and

a processor configured to use the received call identification data to identify the
telephone call, to use the received session data to determine the information that is be
used in the third party service, to correlate the information with the identified telephone
call, and to utilise the information when implementing the third party service in relation to

the telephone call.
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A method of operating a third party service system in order to implement a third party
service in relation to a telephone call between a first party and a second party, the
method comprising:

receiving telephone calls involving the first party that have been routed via the
third party service system and implementing onward routing of the received telephone
calls;

receiving call identification data for a telephone call and session data associated
with a session of the third party service to be implemented in relation to the telephone
call from a communication management system of the first party;

using the received call identification data to identify the telephone call;

using the received session data to determine the information that is be used in
the third party service;

correlating the information with the identified telephone call; and

utilising the information when implementing the third party service in relation to

the telephone call.
A computer readable medium storing computer implementable instructions which when

implemented by a programmable computer cause the computer to perform the method
as claimed in claim 17.
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