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IMPROVED DIAGNOSTICS FOR AIRCRAFKT

ABSTRACT

One aspect of the present invention provides a system (100) for automatically analysing
aircraft systems data. The system (100) comprises a data acquisition module (102)
operable to acquire aircraft systems data, a data archiving module (104) operable to store
aircraft systems data and a data analysis module (106) operable to analyse the aircratt
systems data to identify non-predetermined troubleshooting procedures for fault
rectification. Automated identification of improved maintenance techniques can thus be
provided, with the added benefit that maintenance manuals and procedures may thereby

be automatically adapted over time.
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IMPROVED DIAGNOSTICS FORAIRCRAFT

FIELD

The present invention relates generally to improved diagnostics for aircraft. More
particularly, the present invention relates to a system and method for collating and
analysing aircraft specific data so as to improve fault troubleshooting and maintenance

diagnostics in aircraft.

BACKGROUND

Developments in aviation have lcad to incrcasingly complex systems being installed 1n
aircraft for the diagnosis, monitoring and management of various on-board systems. In
order to help manage this increased complexity, various aircratt systems now incorporate
or are able to provide electronically stored copies of various maintenance manuals and
procedures for the specific aircraft or aircraft type [1-7]. Such manuals may be stored in
an on-board maintenance system, for example. Often these are equivalent to paper
manuals created before the aircraft first flies, or shortly after an initial test-flight, and

subsequently approved by a state-run certifying authority (such as, for example, the
Federal Aviation Authority (FAA) in the US or Civil Aviation Authority (CAA) 1n the
UK).

Various predetermined troubleshooting procedures and repair techniques based upon an
analysis of expected faults and their propagation may also be included in such
maintenance manuals. These may be provided by design engineers based upon their
previous experience or using simulated data. = However, such *hard-coded”
predetermined procedures are often sub-optimal and can thus lead to maintenance
personnel inefficiently troubleshooting, for example, by removing and replacing incorrect

components or line replaceable units (LRU’s) such that one or more “No Fault Found™
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(NFF) conditions are obtained before the problem 1s eventually rectified. Other potential

consequences include an increased out of service time, delays, possible flight

cancellations, etc.

Additionally, engineers may only have an incomplete knowledge of various maintenance
issues, especially regarding the emergent properties of a system, such as failure cases for
example, which may be so complex that their properties cannot be accurately modelled or

predicted in the development phase.

In light of this it is known that various maintenance engineers keep unofficial records of
troubleshooting procedures that, in their experience, are believed to work better or more
quickly than the recommended official versions. Given the unofficial nature of such
procedures, however, such hands-on experience 1s generally neither peer reviewed or

widely disseminated, to the overall detriment of the aviation community at large.

Accordingly, it would be highly desirable to provide faster and more accurate
maintenance techniques for aircraft thereby reducing both the direct costs associated with
troubleshooting faults and secondary costs caused by time delays due to missed flights,
delayed flights, NFFs, etc. This would also provide the benefit that fewer modifications
would need to be made to an aircraft undergoing maintenance thereby reducing the

chance that an otherwise reliable component i1s made unreliable by being removed and

handled.
SUMMARY

The present invention has therefore been devised whilst bearing the above-mentioned

drawbacks associated with known maintenance techniques in mind.

According to a first aspect of the present invention, there is provided a system for
automatically analysing aircraft systems data. The system comprises a data acquisition
module operable to acquire aircraft systems data, a data archiving module operable to

store aircraft systems data and a data analysis module operable to analyse the aircraft
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systems data to identity non-predetermined troubleshooting procedures for fault

rectification.

According to a further aspect of the present invention, there is provided a method for
automatically analysing aircraft systems data. The method comprises the steps of
acquiring aircraft systems data, storing the aircraft systems data, and analysing the
aircraft systems data to identify non-predetermined troubleshooting procedures for fault

rectification.

By providing automated analysis of aircraft systems data to identify non-predetermined
troubleshooting procedures for fault rectification, an adaptive system and method may be
provided. Such techniques can also provide solutions to fix rare faults that most
engineers would not experience during their careers, and further permit the identification
of possible inherent design faults in specific aircraft types based on globalised data

analysis, for example, at the fleet level.

p——. —— e —— - — e

Various aspecls and embodiments of the present invention will now be described in

connection with the accompanying drawings, in which:

Figure 1 shows a system for automatically analysing aircraft systems data in accordance

with an embodiment of the present invention;

Figure 2 shows a high-level functional architecture diagram of an on-board maintenance

system in accordance with various embodiments of the present invention;

Figure 3 shows an on-board maintenance system in accordance with another embodiment

of the present invention; and

Figure 4 shows a method for automatically analysing aircraft systems data in accordance

with various embodiments of the present invention.
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DETAILED DESCRIPTION

Figure 1 shows a system 100 for automatically analysing aircraft systems data in
accordance with an embodiment of the present invention. The system 100 includes a data
monitor 130 for monitoring aircraft systems data transmitted over an aircrait system data
bus 150. The data monitor 130 may be an addressable device mterfaced to the bus, or
could be provided by a data sniffer that monitors data packets transmitted over the
aircraft system data bus 150 such that unobtrusive monitoring can be provided without
the need for separate addressing of the data monitor 130 to be provided. Use of a data
sniffer may thus be preferred in various embodiments so that addressing errors in the
aircraft system data bus 150 do not prevent continuous operation of the monitoring
function. Further by using a data sniffer, the data monitor 130 need not be hard-coded or
hardwired into the aircraft system data bus 150 such that integration with, and retro-

fitting to, existing aircraft systems may be facilitated.

A processing module 110 1s included 1n the system 100. The processing module 110
includes: a data archiving module 104 coupled to the data monitor 130 via data link 132,
a data analysis module 106 coupled to the data archiving module 104 via data link 114;
and a data acquisition module 102 coupled to the data analysis module 106 via data link
112. Various modules may be provided using one or more of firmware, hardware and

software components.

An optional external data link 118 1s provided to connect the data acquisition module 102
to, for example, a central database (not shown) that resides oft-aircraft. In operation, the
data acquisition module 102 acquires aircraft systems data relating to currently-known
predetermined maintenance procedures for fixing specific problems. In this embodiment
such procedures can be obtained from a source external to the aircraft via the data link
118 and/or from an internal maintenance manual storage module 120 coupled to the data
acquisition module 102 via data link 124. The data acquisition module 102 may thus be
further operable to acquire the aircraft systems data from a plurality of aircraft. In this

manner a plurality of systems 100 could be connected together (e.g. using remote

4
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networking) to analyse data from aircraft of similar or different types (e.g. Airbus®
A340, A380’s that use common or similar data systems). For example, various systems
may send data to a central location where it is analysed. Updates may then be pushed out

back to the respective aircraft from the central location.

The data archiving module 104 operates in conjunction with the data monitor 130 to
1dentify faults in the aircraft and record them for further actioning, e.g. for subsequent
rectification by a maintenance engineer. For example, the data monitor 130 may detect
various built-in test (BIT) signals asserted on the aircraft system data bus 150. Detection
of such BIT signals may result in an error record being generated and stored by the data
archiving module 104 along with further data relating to the state of the aircraft system
data bus 150 at the time the BIT signal(s) were detected. The BIT signals can
subsequently be used either individually or in various combinations to identify specific

aircraft faults that need to be rectified or further investigated.

The data analysis module 106 1s operable to analyse the aircraft systems data to identify
non-predetermined troubleshooting procedures for fault rectification. In one algorithm a
correlation measurement 1s used to 1dentify a closest predetermined set of predetermined
maintenance procedures for solving a particular maintenance problem. The specific
problem, which may be labelled with a unique identifier (UID), is then defined as a
starting point with statistical or pattern matching of predetermined actions to the actual

steps taken being undertaken to find whether the actual actions taken are known or

provide a potential, possibly more efficient, non-predetermined troubleshooting

procedure for solving the same problem.

Data analysis module 106 1s also operably connected to an input/output (I/0) interface

module 140 through a bi-directional data link 116. The I/O interface module 140 may be
operable to present a graphical user interface (GUI) (not shown) either on an integrated
display (not shown) or by providing a graphics output for connection to a removable
device having a display such as, for example, a laptop computer, personal digital assistant

(PDA) or the like, when connected to the I/0 interface module 140.

S
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I/0 interface module 140 additionally includes a maintenance task data capture module
142, and is connected to an external data link 144. In operation, a user (not shown)
interacts with the system 100 by providing data input via the data link 144. Such input
data may relate to specific tasks undertaken by the user, for example, when performing a

maintenance task to repair a fault on an aircraft in which the system 100 1s provided.

The OMS may also capture and store the full configuration data for the aircraft. This
allows the system to determine what has been changed and when, which can be key to

creating a closed-loop control system.

The maintenance task data capture module 142 can capture a list of such tasks detailing
which tasks they were and the temporal order in which they were performed. Such a list
may then, for example, be stored or recorded either locally or remotely in temporary
and/or permanent storage such as in electronic memory, on a hard disk, etc. Analysis of

such a list may subsequently be used to update maintenance procedures.

The maintenance manual storage module 120 is operably coupled to the aircraft system
data bus 150 through data link 122 so as to provide maintenance information to an
engineer when the aircraft is grounded and placed into maintenance mode. Optionally,
such information may be provided to the engineer through the I/O interface module 140
via a data link 126 that connects the maintenance manual storage module 120 to the
aircraft system data bus 150. As a further option, the predetermined troubleshooting
procedures stored by the maintenance manual storage module 120 may be updated to
include subsequently identitied, or non-predetermined, troubleshooting procedures for
fault rectification transmitted to the maintenance manual storage module 120 from the
data analysis module 106 via optional data link 108. Such non-predetermined
troubleshooting procedures for fauit rectification may be stored for subsequent scrutiny

by skilled personnel to verify their efficacy and safety and/or to help identify systemic

deficiencies in the aircraft or aircraft type.
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By way of non-limiting example, an arc fault detection module error may cause the data
analysis module 106 to begin recording an actual maintenance procedure in response to
the data archiving module 104 pushing a fault code (FAULT CODE ID) to the data
analysis module 106. The fault code thus identifies the specific problem and may be
labelled with a UID (e.g. FAULT CODE ID = AE7 may indicate a fault with a spccific
arc fault detection module located at a known location in the aircratt). The specific
actual maintenance procedure actions taken to rectify the tfault may then be recorded by
prompting a maintenance engineer via the I/O interface module 140 to select various

actions from a drop down list. Such actions may, for example, be recorded in tabular or

list form.

With FAULT CODE ID = AE7 acting as a reference or pointer, the specific actual

maintenance procedure actions taken may be as follows:

lable 1
ACTIONUID | Action Fault Remedied after
| action completed?
—_—— ! W
1E Check power supply rails N |
2A Check inductor connections N |
|
| 24 Replace capacitor C1 N |
. I
| 9B | Replace capacitor C2 Y
—

A predetermined maintenance procedure for fault code AE7 may then be obtained by the
data acquisition module 102 from the maintenance manual storage module 120. This
predetermined maintenance procedure may also be in list, or alternatively tabular, form

and is provided to the data analysis module 106 via data link 112. The predetermined

maintenance procedure may, for example, be as follows:

7
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Table 2
l—_ AC}IEN Ul;) ) Action
1E Check power supply rails
L 2A Check inductor connections
) 98B Replace capacitor C2
4I Replace inductor L2 ﬂ |
: 24 Replace capacitor C1 |

A correlation test may then be performed by the data analysis module 106 to identify
ndn-predetermined troubleshooting procedures for fault rectification. For example, the
data analysis module 106 may compare the table entries line by line to see if the same
action codes appear at all or appear in the same order, either with or without intermediate
steps. Alternative correlation techniques, including statistical matching for example, may
also be used. Such an update may also be based upon what steps actually fix a specific
problem. This can be determined from a combination of maintenance manual steps, with
the configuration data showing what was changed when and fault/parametric data

showing when the fault was truly resolved.

In this embodiment, a table comparison algorithm is used. This identifies that all of the
actions actually taken (1.e. UlDs 1E, 2A, 24 and 9B) are present in the predetermined
troubleshooting procedure as 1s stored in the maintenance manual storage module 120.
However, the table comparison algorithm reveals that the predetermined troubleshooting
procedure 1involves more steps than the actual troubleshooting procedure used, and that
two of the steps (1.e. UlDs 24 and 9B) were used in a different sequence by the

maintenance engineer. Both such indicators flag that a non-predetermined
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troubleshooting procedure has been found and the data table corresponding to the actual

actions taken along with 1ts fault code UID are then stored.

In this embodiment, the data analysis module 106 1s further operable to automatically
update the maintenance manual stored 1n the maintenance manual storage module 120. A

data write operation is performed by the data analysis module 106 with a new data record
having the format: FAULT CODE UID; ACTION 1 UID; ACTION 2 UID; ...
ACTION lastnumber UID; END RECORD.

For example, a new data record “AE7; 1E, 2A, 24; 9B; END RECORD” may be written
by the data analysis module 106 to the maintenance manual storage module 120 through
the data link 108 such that the maintenance manual storage module 120 is updated to
include a new maintenance procedure corresponding to the identified non-predetermined
troubleshooting procedure. Such a new maintenance procedure may then subsequently

become a predetermined troubleshooting procedure for future analyses.

In various embodiments, data may be taken from numerous aircraft and events and a
comparison of the approaches used and results achieved may be performed. Such a
combination of multiple sources and events allows for statistical analysis. One further
option is to review the history for a given aircraft to find which particular set of
maintenance procedures resolved the problem, including the option of tracking the

configuration / part numbers of the items replaced.

Various troubleshooting techniques may, for example, be done using either a simple logic
tree / table approach where the structure of the tree / table is updated, or a probabilistic
graphical modelling approach. For example, in various embodiments Bayesian reasoning

1s applied and the weightings of the probabilities updated.

Figure 2 shows a high-level functional architecture diagram 200 of an on-board
maintenance system (OMS) in accordance with various embodiments of the present

invention. OMS system boundary 202 1s shown 1n dotted outline.
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The OMS includes a Wi-Fi hub 204 provided as a line-replaceable unit (LRU) connected
to a ground system network 206. The ground system network 206 is provided as a
human machine interface (HMI). The Wi-Fi hub 204 is further connected to an external
portable maintenance device 280 and to a maintenance communication manager 208.

The external portable maintenance device 280 may also be provided as an HMIL

In various embodiments, maintenance communication manager 208 is provided by an
aircraft health monitoring unit (AHMU) based software module. Maintenance
communication manager 208 1s also operably coupled to an externally provided
communication management application 234. The communication management
application 234 can be provided by an avionics electronic systems platform (ESP)
software module. The communication management application 234 manages data

transfer over various external data links.

For example, data may be formatted to use an aircraft communications addressing and
reporting system (ACARS) communications protocol or an Indium® system
communications protocol when data transmission is performed over datalink radios 230
to which the communication management application 234 is operably connected. The
datalink radios 230 may also be used to provide information to, and receive information
from, the ground system network 206 and are preferably provided as LRU’s in various

embodiments.

The maintenance communication manager 208 1s operably connected to a data access
server 210 both directly and indirectly via an html maintenance display application 214.
Both the data access server 210 and the html maintenance display application 214 may be
implemented as AHMU software modules. The html maintenance display application
214 is also operable to cause the display of information relating to aircraft maintenance
manuals, for example, on the external portable maintenance device 280 when it is

operably connected to the Wi-F1 hub 204.

10
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Data access server 210 is also operably coupled to a data store 212. The data siore 212
may be provided using an AHMU software module, for example, using RAM, hard disk,
or flash memory-based electronic data storage means. The data access server 210 is
furthcr connected to ARINC® 661 display interface standard (A661) maintenance
display application 228 which i1s configured to provided maintenance display

information, including that derived from maintenance manuals, to various aircraft

displays 232.

The data access server 210 and maintenance communication manager 208 are both
operably connected to aircraft condition monitoring function (ACMF) 216. The ACMF
216 can be provided using an AHMU software module, and may include a quick access
recorder (QAR). Such a software module i1s provided to analyse parametric data to
determine the health status of systems on the aircraft and 1s distinct from the CMS which
is provided to analyse aircraft BIT data. The data access server 210 is operably coupled
to aircraft health manager 222 provided by a further AHMU software module. Data
access server 210 is further connected to aircraft configuration manager 218, dataload
ménager 220 and central maintenance system CMS 224, CMS 224 1s operable to analysc
the BIT (binary logic health status information) from the member systems. The aircraft
configuration manager 218, dataload manager 220 and CMS 224 are provided by
respective avionics ESP software modules and the CMS 224 is operably connected to the

aircraft health manager 222 and further provides a member systems health manager

(MSHM).

The OMS system includes a dataload distribution module 226 provided as an avionics
ESP software module. The dataload distribution module 226 connects the dataload
manager 220 to avionic ESP hosted applications 240 and avionic ESP connected LRU’s
242. The avionic ESP hosted applications 240 and avionic ESP connected LRU’s 242
are additionally connected to the aircrait configuration manager 218 through ESP
configuration manager 236 which is itself provided by another avionics ESP software

module.

11
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CMS 224 and ACMF 216 are further connected to both aircraft displays 238 and an
avionic ESP health monitor 244. The aircrafl displays 238 may be provided as LRU’s

(e.g. flight deck effect/crew alerting system (FDE/CAS) for indicating when a failure 1s
sufficiently important to the continued safety of the flight that a warning/alert 1s raised in
the cockpit), and the avionic ESP health monitor 244 can be provided using an additional

avionics ESP software module.

Figure 3 shows an on-board maintenance system 300 in accordance with another
embodiment of the present invention. The OMS 300 may, for example, be used to

implement various embodiments that use the architecture as depicted 1n Figure 2.

OMS 300 includes duplicate enhanced airborne flight recorders (EAFR) 301. These may
provide ARINC 767 and ED-112 standards compliance and can record flight and voice
data as well as, optionally, imagery. An integrated modular avionics (IMA) cabinet 302
and AHMU 303 are also provided. The EAFRs 301, IMA cabinet 302 and AHMU 303
are connected by dual ARINC® 664P7 networks 349 [8].

The EAFR’s 301 are operable to record input generated by a user in the cockpit. User
input can be provided as voice input through crew microphones connected to the EAFR’s
301 via audio control panels 351 or an area microphone 352 connected through a pre-
amplifier 353. Further user input such as, for example, audio test switch (e.g. loop test

and IBIT) and erase switch input may also be provided through a cockpit voice recorder

(CVR) control panel 354 connected to the EAFR’s 301.

EAFR’s 301 can be connected a portable maintenance device (PMD) 379 through an
Ethernet connection 306 and standard RJ45 socket 305. PMD 379 can be used in the

cockpit by a maintenance engineer to analyse aircraft faults and access information
relating to steps required to perform various predetermined maintenance procedures.
This data may be taken from the OMS store, for example using the PMD 379 connected
wirelessly to the OMS and cockpit displays.

12
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IMA cabinet 302 provides a CMS module, a non-volatile memory (NVM) module and a
dataload manager module. A display module 317, a print data module 321, a
communications manager module 326 and a receive/transmit (RX/TX) data module 318
are also provided by the IMA cabinet 302. Various modules described herein may, for
example, be implemented using one or more of hardware, firmware and software

elements in accordance with various embodiments of the present invention.

The CMS module 1s operable to create and send a rigging mode request 311 whilst
running a timeout check operation 312. A fault aggregation and note missing BIT results
operation 316 is also performed by the CMS module. The CMS module additionally
performs timeline matching 315 and CMS fault tree analysis 314 to enable initiated built
in test (IBI'T) requests to be created and sent 313 via the RX/1X data module 318. This

enables the CMS to send a command to a member system to start a test.

The NVM module is operable to provide a set of communications rules 320 to the
communications manager module 326. The NVM module also operates a CMS model

319, the results of which are provided to define a CMS fault tree used in the CMS fault

tree analysis 314.

RX/TX data module 318 provides an intcrface between the IMA cabinet 302 and the dual
ARINC® 664P7 networks 349. Timeout data may be provided over the networks 349 for
setting the timeout duration of the timeout check operation 312. Bi-directional data
communication 1s provided by the RX/TX data module 318 between the CMS module,

the communications manager 326, the dataload manager module and the print data
module 321. RX/TX data module 318 1s additionally coupled to the CMS module and
the dataload manager module through display module 317.

The dataload manager module includes a first module 322 operable to receive load and
configuration status data from the RX/TX data module 318. A second module 325 is
operable to request field loadable software (FLS) data from an FLS data store and to

provide that data to a third module 323 operable to then present details to a maintenance

13
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engineer via the display module 317. FLS 1s software that can be pushed out to the
aifcraﬁ and then loaded, via the dataload function, onto the member systems. A fourth
module 324 connects the display module 317 and the second module 325 to the RX/TX
data module 318. The fourth module 324 is operable to send FLS data to various
member systems, such as various avionics systems on the aircraft like OMS, the flight
controls, the Aux Power Unit, the engines, the environmental control system, the cockpit

displays, etc.

AHMU 303 connects to the on-board maintenance system 300 through a RX/TX data
module 348 that is operably coupled to the dual ARINC® 664P7 networks 349. AHMU
303 also comprises a dataload access module 339, an ACMF module, a NVM module, an
internal data access server module, a data storage module and an external data access
server module. The external data access server module is coupled to an RX/TX Ethernet

data module 327 that includes communications manager functionality.

The external data access server module is operable to implement a user login process 330
and to record access attempts 331. A download data management module 332 is also
provided by the external data access server module to enable data transmission from the
data storage module to the RX/TX Ethernet data module 327. FLS module 328 is
provided to enable FLS data received by the extcrnal data access server module to be
added to an FLS storage arca 334 provided in the data storage module. The data storage
module also includes an SDCard QAR data storage area 335, a complete stored data area
336 and a trouble shooting (TS) manuals storage area 337. Such a data storage area may
be provide so that not all the manuals need be stored on-board the aircraft, but only those

required for trouble shooting.

A datastore access module 338 interfaces the data storage module with the RX/TX data
module 348. The datastore access module 338, data storage module and external data
aécess server module are all connected to a display module 333 that is further connected
to the RX/TX Ethernet data module 327. The display module 333 may provide data, for

example, using an html format for ease of viewing.

14
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The dataload access module 339 is operable to pull FLS data from the FLS storage area
334 of the data storage module and to provide it to the RX/TX data module 348, when

commanded to do so by the RX/TX data module 348.

The NVM module 1s connected to the RX/TX data module 348 and provides an ACMF
analytics data capture list 342. The NMYV provides a permanent storage area for the list
342. The NMV model also implements an AMH model 343. The ACMF analytics data

capture list 342 is provided to the ACMF module which 1s operable to analyse 380 that
data. The ACMF module can be commanded by the RX/TX data module 348 to
determine which data to store 340, and storage module 341 activated to initiate storage of
the appropriate analysed data in the SDCard QAR data storage area 335 and complete

stored data arca 336 of the data storage module.

A first aircraft health manager (AHM) reasoning module 344 coupled to the RX/TX data
module 348 analyses the data in the complete stored data area 336 and the output of the
AMH model 343 and updates the complete stored data area 336 with its findings. This
may be included as part of the CMS, and is to provide additional fault isolation
capabilities beyond those of the pure fault logic in the CMC. The AMH model 343 may

be provided using probabilistic graphical modelling (e.g. with Bayesian reasoning).

Configuration manager 345 obtains system configuration data from the RX/TX data
module 348 and provides it to the data storage module for inclusion in the complete
stored data area 336. The internal data access server is connected to the data storage
module and RX/TX data module 348, and includes a first module 346 for retrieving
stored data from the complete stored data area 336 and a second module 347 for

retrieving maintenance manuals from the TS manuals storage area 337.

OMS 300 includes a cursor control device (CCD) device 355 connected to a multi-

function display (MFD) 357 via an ARINC® 8235 network 356 [8]. MFD 357 is also
connected to the dual ARINC® 664P7 networks 349, as are a crew alerting system

15
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(CAS) speaker 358, a printer server 307 and various ARINC® 664P7 connected LRU’s
372.

A remote data interface unit (RDIU) 308 connects aircraft-based datalink radios 310 to
the dual ARINC® 664P7 networks 349 via an ARINC 429 bus 309 [8]. A ground-based
transmitter/receiver 377 1s operable to receive signals transmittcd by the datalink radios
310 and transmit them to ground support network (GSN) 374 via an Internet link. GSN
374 may provide a central repository for data where the analysis can be performed across
the fleet with subsequent updating to the troubleshooting procedures then being turned
into a FLS and redistributed to the aircraft. A further Internet link links the GSN 374 to
transmitter/receiver 375 which is wirelessly coupled to a Wi-F1 GSM transmitter/receiver
376. The Wi-Fi GSM transmitter/receiver 376 can wirelessly connect to a PMD 378 that
is accessed by a maintenance engincer on the ground. Wi-F1 GSM transmitter/receiver
376 1s further operably connected to an Ethernet network 373 which 1s in-turn linked
back to the RX/TX Ethernet data module 327 of the AHMU 303. Optionally, the PMD
378 may also be linked to the Ethernet network 373,

Various additional elements may be connected to the dual ARINC® 664P7 networks
349. By iway of cxample, two such sub-systems are shown 1n Figure 3 connected to the
dual ARINC® 664P7 networks 349 respectively via RDIU 361 and RDIU 367. RDIU

361 1s further connected to event button 359, various discrete and analogue sensors 360,

an ARINC® 825 bus 362 and an ARINC® 429 bus 363. Various ARINC® 825 [LRU’s
364 are connected to the bus 362 and various ARINC® 429 .LRU’s 365 are connected to

the bus 363. RDIU 367 is further connected to various discrete and analogue sensors

366, an ARINC® 825 bus 368 and an ARINC® 429 bus 369. Various ARINC® 825
LRU’s 370 are connected to the bus 368 and various ARINC® 429 [LRU’s 371 are
connected to the bus 369.

In various cmbodiments, a plurality of aircraft may connect to the ground-based

transmitter/receiver 377, for example, via respective datalink radios and/or RX/TX

Ethernet data modules. Data from many aircraft may thus be collected, analysed and

16
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interpreted to 1dentify non-predetermined troubleshooting procedures for fault
rectification. This may be done automatically with results optionally being disseminated
to various aircraft that are connected to the OMS 300, for example, so as to permit an

update of respective onboard maintenance manuals.

Figure 4 shows a method 400 for automatically analysing aircraft systems data in
accordance with various embodiments of the present invention. The method 400 includes
the steps of acquiring 402 aircraft systems data, storing 404 the aircraft systems data and
analysing 406 the aircraft systems data to identify non-predetermined troubleshooting
procedures for fault rectification. Various of the steps 402, 404, 406 may be provided by

certain of the modules referred to above.

The step of acquiring 402 aircraft systems data may include acquiring the aircraft systems
data from a plurality of aircraft. The method 400 may further comprise a step of
accessing a maintenance manual storage module to identify predetermined
troubleshooting procedures. Optionally, automatic updating of a maintenance manual
méy also be included so that it includes maintenance procedures corresponding to the
identified non-predetermined troubleshooting procedures. Maintenance manuals and

procedurcs may thus be automatically adapted over time.

The method 400 may further comprise steps of capturing and/or recording and/or
identifying at least one actual maintenance step undertaken during a maintenance
procedure. Such step(s) may be obtained in sequence and the non-predetermined
troubleshooting procedures for fault rectification identified by analysing the captured

sequence of steps.

A computer program product comprising machine instructions for configuring a data
processing apparatus to implement one or more steps of the method 400 may also be
provided. Such a product may be operable to provide various modules in one or more
data processing apparatus for implementing various of the functions needed to provide

the method. Without limitation, such a computer program product may be used to
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upgrade existing hardware or firmware (such as an aircraft’s internal health management

system (IHMS), for example) so as to provide conventional aircraft with improved

diagnostic tools and/or maintenance procedures.

Those skilled in the art will be aware that various techniques may be used to analyse the
aircraft systems data to identify non-predetermined troubleshooting procedures for fault
rectification. For example, various statistical analysis, automated heuristic, pattern
matching, and/or searching techniques, etc. may be used. These may be stored
temporarily or permanently, for example, in a storage module onboard one or more
aircraft and/or in central database accessible by many aircraft systems. In certain
embodiments, data analysis may thus be used to power diagnostics. Various closed loop
systems may be provided in contrast to prior “open loop” systems in which analysis and

feedback 1s absent.

Various embodiments may thus be used to simplify the maintenance process thus
reducing maintenance time. An advantage of various embodiments is that they can also
allow problems to be identified and solutions to be provided for problems that may
otherwise get missed. For example, global technical experience can be analysed to
identify possibly rare events that an individual engineer might not have any experience of

fixing/diagnosing by himselt/herself.

In various embodiments, actions could be weighted for various types of systems data
analysis. For example, an action indicating that an engineer replaced an entire engine

might attract a low score weighting, as it 1s rclatively undesirable, whereas replacing a

specific seal might score highly, as identifying specific components that cause a specific

problem 1is clearly more desirable than identifying a blanket solution. Thus a component
level weighting may be high; a module level / LRU weighting intermediate (or low if the
specific problem i1s already known to be linked to this module, e.g. where arc fault
detection module failure may give a relatively low weighting score for an action indicating
replacement arc fault detection module compared to, say, rcplacing a specific current

sensor in the arc fault detection module); and a system weighting level may be low.
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Respective sets of steps may be provided for analysis 1n order, e€.g. using “near” search-
type analysis. System modelling, e.g. using rules-based, physics engine, neural
reasoning, etc. techniques may be used to provide a feedback mechanism to provide a
closed loop system such that initial predetermined procedures may be augmented by
automatically determined non-predetermined maintenance procedures and/or processes.
Data input may additionally be provided to various system embodiments from a pilot

debrief module (PDM) that captures technical fault data logged by the pilot(s).

Various aspects and embodiments of the present invention may be provided using a
software implemented tool, or tools, for providing one or more modules on various data
processing apparatus. Such a tool, or tools, may be networked and may further link to an
on-board maintenance system (OMS). Various embodiments may also link to one or
more known flight recording systems (FRS’s), for example, via one or more electronic

systems platforms (ESP’s).

In various embodiments, a manual 1s provided as a set of predetermined steps based on
assumed probabilities and failure sequences when an aircraft 1s built. Manuals may be
implemented as a model that can be updated, where the procedural steps can be reordered
and/or the probabilities of given failures and the costs associated with 1dentifying them
updated based on in-service experience. Such implementation may be by way of a fault
tree / table approach for binary decisions where the structure of this tree / table 1s updated

to reflect the statistical analysis of in-service experience.

Alternatively, a probabilistic model may be built where both the structure and weightings
on the model can be updated. This then allows an optimal solution to be selected based
on the current experience. Such probabilities and costs may be updated from statistical
analysis of the fleet data including, where appropriate, operational characteristics. For

example, where a specific aircratt always does short hops, or flies in a hot dry

chvironment.
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WHAT IS CLAIMED IS:

1. A system for automatically analysing aircraft systems data, comprising:

a data monitor operable to detect data packets transmitted over an aircraft data
bus including built-in test data that identifies aircraft faults:

a data acquisition module operable to acquire aircraft systems data including
data related to predetermined troubleshooting procedures:;

an on-board maintenance system that captures aircraft configuration data
including data related to changes made to the aircraft;

a data analysis modulc operable to identify a performed troubleshooting
procedure based on the aircraft configuration data, execute a correlation test comparing the
performed troubleshooting procedure to the predetermined troubleshooting procedures,
identify based on the correlation test that the performed troubleshooting procedure is a non-
predetermined troubleshooting procedure for fault rectification, and update the aircraft
systems data to include the non-predetermined troubleshooting procedure, wherein the
non-predetermined troubleshooting procedure includes a set of performed fault

rectification actions.

2. The system of claim 1, wherein the data acquisition module is further

operable to acquire the aircraft systems data from a plurality of aircraft.

3. The system of claim 1, wherein the data acquisition module is further

operable to access a maintenance manual storage module to identify predetermined

troubleshooting procedures.

4. The system of claim 3, wherein the data analysis module is further
operable to automatically update the maintenance manual to include maintenance

procedures corresponding to the identified non-predetermined troubleshooting procedures.

5. The system of claim 1, further comprising a maintenance task data
capture module operable to capture at least one actual maintenance step undertaken during

a maintenance procedure.
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6. The system of claim 5, wherein the maintenance task data capture module

i1s further operable to capture the steps in sequence.

7. The system of claim 6, wherein the data analysis module is operable to
identify the non-predetermined troubleshooting procedures for fault rectification by

analysing the captured sequence of steps.

8. The system of claim 1, further comprising an input/output interface

module operable to display a troubleshooting procedure via a graphical user interface.

9. A method for automatically analysing aircraft systems data, comprising
the steps of:

detecting data packets transmitted over an aircraft data bus including built-in test
data that identifies aircraft faults:

acquiring aircraft systems data including data relating to predetermined
troubleshooting procedures;

capturing aircraft configuration data including data relating to changes made to
the aircraft;

dentifying a performed troubleshooting procedure based on the aircraft
configuration data;

correlating the performed troubleshooting procedure with the predetermined
troubleshooting procedures, and identifying, based on the correlating, at least one non-

predetermined troubleshooting procedure for fault rectification, wherein the non-

predetermined troubleshooting procedure is a set of performed fault rectification actions
that do not correlate to a set of predetermined troubleshooting procedures; and
updating the aircraft systems data to include the at least one non-predetermined

troubleshooting procedure.

10.  The method of claim 9, wherein acquiring aircraft systems data

comprises acquiring the aircraft systems data from a plurality of aircraft.
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11. The method of claim 9, further comprising accessing a maintenance

manual storage module to identify predetermined troubleshooting procedures.

12. The method of claim 11, further comprising automatically updating the
maintenance manual to include maintenance procedures corresponding to the identified

non-predetermined troubleshooting procedure.

13. The method of claim 9, further comprising recording at least one actual

maintenance step undertaken during a maintenance procedure.

14. The method of claim 13, further comprising identifying a sequence

comprising a plurality of steps.

15. The method of claim 14, further comprising 1dentifying the non-
predetermined troubleshooting procedures for fault rectification by analysing a captured or

recorded sequence of steps.
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