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METHOD FOR ENCRYPTING DATA FOR DISTRIBUTED STORAGE

The present invention relates to a method for encrypting data with an encryption
entity like a client, etc..

The present invention further relates to a system for encrypting data with an
encrypting entity like a client, etc..

Although applicable to security in general the present invention will be described
with regard to cloud security.

Cloud security is gaining more and more importance in many applications and
services nowadays. One of the important techniques that can be used to
strengthen confidentiality of data stored in the cloud is the so-called all-or-nothing
encryption. All-or-nothing encryption provides semantic security of data while
guaranteeing that the data can only be recovered if and only if all blocks of a
ciphertext are available for download by or known to a given client. Therefore all-
or-nothing encryption does not solely rely on the secrecy of the encryption key for
the data: In order to acquire any meaningful information of the input plaintext it is
required that any adversary has access to all the data or blocks of the ciphertext
respectively. Therefore all-or-nothing encryption ensures a transparent key
management process and naturally complement information dispersal techniques
that can be used to efficiently store the data in a distributed storage like cloud
storage.

Conventional all-or-nothing encryptions are for example disclosed in the non-
patent literature of R. Rivest, “All-or-Nothing Encryption and The Package
Transform”, in Proceedings of Fast Software Encryption, pages 210-218, 1997 or
in the non-patent literature of Anan Desai, “The Security of All-Or-Nothing
Encryption: Protecting Against Exhaustive Key Search”, in Proceedings of
CRYPTO, 2000 or in the non-patent literature of Ghassan Karame, Claudio
Soriente, Krzysztof Lichota, Srdjan Capkun, “Technical Report”, available from:
https://eprint.iacr.org/2014/556.pdf. Such conventional all-or-nothing encryption
schemes have the following steps:
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- Key generation procedure: On input of a security parameter, the key
generation procedure outputs an encryption key K.

- Encryption procedure: On input of a plaintext p which is comprised on m
blocks of size | bits each manual input of the encryption key K, the
encryption procedure outputs n = m+1 blocks of ciphertext.

- Decryption procedure: On input of the encryption key K and the entire
ciphertext blocks a decryption procedure outputs the plaintext blocks p. If all
ciphertext blocks are not available, then decryption procedure outputs
NULL.

Further conventional linear transformations are for example disclosed in the non-
patent literature of D.R. Stinson, “Something About all or Nothing (Transforms)”,
Designs, Codes and Cryptography, 2001.

One of the problems when outsourcing data of a cloud is, that data confidentiality
should be ensured in spite of a curious cloud. Another problem lies in the data
availability in spite of a cloud server that can fail.

Conventional methods rely on the one hand on encryption to provide data
confidentiality and on the other hand on information dispersal algorithms IDA to
disperse the data into a plurality of n chunks such that any t servers can
reconstruct the data. Such information dispersal only guarantees data availability
in spite of failures but does not necessarily ensure data confidentiality. This means
that the shares of the information dispersed by the information dispersal algorithm
and which are held by each server still leak considerable information about the
original plaintext.

To address this problem so-called ramp schemes have been proposed. Such
ramp schemes usually have two thresholds t1 and t2 out of n shares of data. The
threshold t2 is the so-called standard reconstruction threshold which ensures data
reconstructability from any t2 shares out of said n shares. The threshold t1 is the
maximum number of shares that do not leak any information about the input or
plaintext data. Thus, t1 is smaller than t2. Conventional information dispersal
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algorithm schemes are (0,t2, n) ramp schemes, since any share leaks information
about the input data and therefore the threshold t1 = 0.

Conventionally such ramp schemes are constructed, for example by transforming
specific information dispersal algorithm schemes, such as the Reed Solomon code
to ramp schemes which is for example disclosed in the non-patent literature of H.
Koga, S. Honjo, “A secret sharing scheme based on a systematic Reed-Solomon
code and analysis of its security for a general class of sources”, in IEEE
Symposium on Information Theory, 2014 and of McEliece, R. J. and Sarwate, D.
V., “On Sharing Secrets and Reed-Solomon Codes”, Communication of the ACM
Sept. 1981.

Other conventional constructions of ramp schemes cannot be deployed or are very
difficult to deploy in practice, see for example the conventional ramp schemes as
disclosed in the non-patent literature of G. R. Blakley, Catherine Meadows,
“Security of Ramp Schemes”, Advances in Cryptology, 1985 and of Maura B.
Paterson, Douglas R. Stinson, “A simple combinatorial treatment of constructions
and threshold gaps of ramp schemes”. Other conventional methods are disclosed
in the already above-mentioned non-patent literature of H. Koga, S. Honjo, “A
secret sharing scheme based on a systematic Reed-Solomon code and analysis
of its security for a general class of sources”, in IEEE Symposium on
InformationTheory, 2014 and make or need specific assumptions about the input
data.

It is therefore an objective of the present invention to provide a method and a
system for encrypting data with an encryption entity enabling a more secure ramp
scheme.

It is a further objective of the present invention to provide a method and a system
for encrypting data with an encrypting entity which keep the confidentiality
properties of a ramp scheme, even if encryption information like an encryption key
is leaked to an adversary.
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It is an even further objective of the present invention to provide a method and a
system for encrypting data with an encryption entity like a client enabling an
efficient performance.

The aforementioned objectives are accomplished by a method of claim 1 and a
system of claim 10.

In claim 1 a method for encrypting data with an encryption entity like a client, etc.
is defined.

According to claim 1 the method is characterized by the steps of

a) Dividing a plaintext into a number of N blocks,

b) Encrypting each block with an encryption key resulting in a number of
ciphertext blocks,

C) Applying a linear All-Or-Nothing scheme on said ciphertext blocks,

d) Transforming each outputted ciphertext block of step ¢) with a
transformation procedure such that the information in different ciphertext
blocks is transformed differently based on said encryption key and such that
the transformation procedure is only revertable with knowledge of said
encryption key, and

e) Dispersing the transformed ciphertext blocks according to an information
dispersal procedure.

In claim 10 a system for encrypting data with an encryption entity like a client, etc.
is defined.

According to claim 10 the system is characterized by one or more encryption

entities like clients, adapted to or adapted to cooperate with each other to perform

the steps of

a) Dividing a plaintext into a number of N blocks,

b) Encrypting each block with an encryption key resulting in a number of
ciphertext blocks,

C) Applying a linear All-Or-Nothing scheme on said ciphertext blocks,
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d) Transforming each outputted ciphertext block of step ¢) with a
transformation procedure such that the information in different ciphertext
blocks is transformed differently based on said encryption key and such that
the transformation procedure is only revertable with knowledge of said
encryption key, and

e) Dispersing the transformed ciphertext blocks according to an information
dispersal procedure.

According to the invention it has been recognized that a secure ramp scheme
which can use any information dispersal algorithm scheme is provided.

According to the invention it has been further recognized that only a small
performance “penalty” compared with a conventional ramp scheme is present
although security is enhanced.

According to the invention it has been even further recognized that the ramp
scheme functionality is preserved even with the encryption key is leaked to an
adversary.

According to the invention it has been even further recognized that the present
invention provides a secure way to ensure file access revocation even if the owner
has been revoked access and still retains access to the encryption key and to
parts of the ciphertext blocks. In this case the present invention ensures that the
revoked user cannot acquire any meaningful bit of information about the original
file.

According to the invention it has been further recognized that linear transforms or
schemes are much faster than an encryption round for instance.

According to the invention it has been even further recognized that a linear all-or-
nothing transformation when compassed with an information dispersal algorithm is
not secure. Since an information dispersal algorithm might entail linear operations
then a linear all-or-nothing transform together with an information dispersal
algorithm might still partially leak information about the input plaintext.
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In other words the present invention comprises the steps of encrypt the data into n
ciphertext blocks using an encryption key K, then apply an all-or-nothing scheme
on the encrypted data, use a function based on key K to transform the bits of each
ciphertext block in such a way that the function cannot be reverted without
knowledge of the encryption key K in such that bits in different blocks are
transformed independently at least in the computational sense. Finally any (t2, n)
information dispersal algorithm scheme is applied resulting in a (t2, t2, n) ramp
scheme keeping the ramp scheme properties even if the encryption key K is given
or leaked to an adversary.

Further features, advantages and preferred embodiments are described in the
following subclaims:

According to a preferred embodiment the linear all-or-nothing scheme is
performed by applying a matrix multiplication with a matrix, wherein the matrix
elements on the diagonal are 0 and all other matrix elements are 1. This enables
to provide a linear all-or-nothing transformation scheme in an easy and efficient
way.

According to a further preferred embodiment the matrix multiplication is performed
by XOR- and AND-operations. This enables an efficient computation of the
multiplication and addition operations of the matrix-multiplication.

According to a further preferred embodiment the transformation procedure
performs a keyed bit permutation per ciphertext block using the index of the
corresponding ciphertext block as additional random information. This enables an
efficient transformation in particular in terms of security and performance.

According to a further preferred embodiment the transformation procedure
performs a keyed block cipher encryption per ciphertext block using the index of
the corresponding ciphertext block as additional random information. This provides
an alternative transformation procedure which can also be efficiently performed.
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According to a further preferred embodiment the transformation procedure
performs a cyclic bitwise operation, preferably per ciphertext block. This enables
that bitwise shifting can be executed in small clock cycles and is as such a fast
operation.

According to a further preferred embodiment the cyclic bitwise shifting per
ciphertext block is performed using a trapdoor function with input of the encryption
key and index of the respective ciphertext block, preferably by using the trapdoor
function modulo the size of the corresponding ciphertext block. This enables in an
easy and efficient way to provide a cyclic bitwise shifting.

According to a further preferred embodiment the cyclic bitwise shifting is
performed on all ciphertext blocks simultaneously using a function, preferably a
one way cryptographic function, with input of the encryption key and modulo the
size of all ciphertext blocks. This allows an even faster execution of the
transformation procedure and enhances the security.

There are several ways how to design and further develop the teaching of the
present invention in an advantageous way. To this end it is to be referred to the
patent claims subordinate to patent claim 1 on the one hand and to the following
explanation of preferred embodiments of the invention by way of example,
illustrated by the figure on the other hand. In connection with the explanation of the
preferred embodiments of the invention by the aid of the figure, generally preferred
embodiments and further developments of the teaching will be explained.

In the drawing the only

Figure shows a part of a method according to a first embodiment of the present
invention.

The only figure shows a part of a method according to a first embodiment of the
present invention.
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In the following a multi-cloud storage system is considered which can leverage a
number of commodity cloud providers with the goal of distributing trust across
administrative domains. This model is receiving attention nowadays with leading
cloud-service providers offering products for multi-cloud systems. For instance in
the following a system of a number of s storage servers is considered and a
collection of users. Each server appropriately authenticates users.

In the figure a file F should be encrypted. Based on an embodiment of the
invention it is assumed that an encryption procedure exists such that on an input
of a plaintext bitstream p, a random seed S this encryption procedure divides the
file F into blocks p1, ..., pN, where N is odd such that each block has size |. Here it
is assumed that | is the block size of the particular block cipher used. The set of
input blocks is then encrypted under key K resulting in a ciphertext ¢ = {S, c1, ...,
cN}. Further it is assumed that S = c0.

Then, a linear transformation to c is applied. More specifically, M is assumed to be
an (N+1)-by-(N+1) matrix where a matrix element M_{i,j}=0 if i=j and m_{i,j}=1,
otherwise.

Then c=c.M, is computed where addition and multiplication are implemented by
means of XOR and AND operations, respectively. This transform can be efficiently
computed in 2(N+1) XOR operations by calculating:

t=c0 XOR ... XOR cN
ci = t XOR ci

Given the encryption key K, inverting the resulting ciphertext ¢ entails computing
c=c.M-" and decrypting c. M is invertible with M=M-1.

Before applying a (t2,n) IDA scheme such as Reed Solomon coding in each block
ci, a cyclic bitwise operation per block is used by an amount of f(K,i) mod |ci|,
where f(.) is a trapdoor function. The bitwise shift can be executed in small clock
cycles on a computer and is as such considered a fast operation. Alternatively, a
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faster approach is to shift the bits of all the blocks using f(K) modulo the size of all
the output blocks of ci. f could be a hash function. Optionally a block permutation
can be additionally performed after the bitwise shifting enhancing the security.

Then a (t2,n) IDA proecedure is applied over the output blocks. The result is a (t2-
2, t2, n) ramp scheme in this particular embodiment.

Besides being a secure ramp scheme, the technique also can act as a secure way
to ensure file access revocation even if the owner has been revoked access but
still retains access to the key and to parts of the ciphertext blocks (less than half of
the entire file). Indeed, in this case, the technique ensures that the revoked user
cannot acquire any meaningful bit of information about the original file.

Besides a keyed cyclic bitwise shifting, for example a keyed bit permutation using
the block index as an additional seat or a keyed block cipher encryption per block
using the block index S an additional seat can be used.

For encrypting the file F in a first step S1 the file F is divided into a number of
chunks. Then in a second step S2 an all-or-nothing encryption using the
encryption key k is applied on the divided blocks resulting in n ciphertext blocks
cl,c2, ...

In a third step S3 a linear all-or-nothing scheme is applied on the n ciphertext
blocks c1,¢c2, .....

In a fourth step S4 a key-based cyclic bitwise shift to transform the bits of each
ciphertext block c1, c2, ... is performed in such a way that this shift cannot be
reverted without the knowledge of the encryption key K in such that the bits in
different ciphertext blocks c1, c2, ... are transformed independently at least in a
computational sense.

In a fifth step S5 any (t2, n) information dispersal algorithm scheme is applied.
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In summary the present invention enables the construction of a secure ramp
scheme using any (12, n) information dispersal algorithm IDA scheme with only
small performance penalty. The present invention preserves the ramp scheme
functionality even if the encryption key is leaked to an adversary.

The present invention preferably provides a method for encrypting data comprising
the steps of:

1) Encrypt the data into n ciphertext blocks using a key K.

2) Apply a linear all or nothing scheme on the data.

3) Use a function based on key K to transform the bits of each ciphertext block
in such a way that the function cannot be reverted without knowledge of K,
and such that the bits in different blocks are transformed independently (at
least in the computational sense).

4) Apply any (t2, n) IDA scheme.

The present invention provides in particular embedding of a keyed-based trapdoor
transformation of bits of the output of an all-or-nothing encryption in such a way
that bits in different blocks are transformed independently. Even further the
present invention provides a construction of a secure ramp scheme based on any
(t2, n) information dispersal algorithm IDA scheme keeping the ramp scheme
confidentiality properties even if the encryption key is leaked to an adversary.

Many modifications and other embodiments of the invention set forth herein will
come to mind to the one skilled in the art to which the invention pertains having the
benefit of the teachings presented in the foregoing description and the associated
drawings. Therefore, it is to be understood that the invention is not to be limited to
the specific embodiments disclosed and that modifications and other embodiments
are intended to be included within the scope of the appended claims. Although
specific terms are employed herein, they are used in a generic and descriptive
sense only and not for purposes of limitation.



10

15

20

25

30

WO 2016/082857 PCT/EP2014/075425

1.

11

Claims

A method for encrypting data (F) with an encryption entity like a client,

etc.

characterized by the steps of

a) Dividing (S1) a plaintext (F) into a number of N blocks,

b) Encrypting (S2) each block with an encryption key (K) resulting in a
number of ciphertext blocks (c1, c2)

c) Applying (S3) a linear All-Or-Nothing scheme on said ciphertext
blocks (c1, c2, ...),

d) Transforming (S4) each outputted ciphertext block (c1, c2, ...) of
step ¢) with a transformation procedure such that the information in
different ciphertext blocks (c1, c2, ...) is transformed differently
based on said encryption key (K) and such that the transformation
procedure is only revertable with knowledge of said encryption key
(K), and

e) Dispersing (S5) the transformed ciphertext blocks according to an
information dispersal procedure (IDA).

The method according to claim 1, characterized in that the linear All-Or-
Nothing scheme is performed by applying a matrix multiplication with a
matrix, wherein the matrix elements on the diagonal are zero and all
other matrix elements are one.

The method according to claim 2, characterized in that the matrix
multiplication is performed by XOR- and AND-operations.

The method according to one of the claims 1-3, characterized in that the
transformation procedure performs a keyed bit permutation per block
using the index (i) of the corresponding ciphertext block (ci) as additional
random information.



10

15

20

25

30

WO 2016/082857 PCT/EP2014/075425

12

. The method according to one of the claims 1-3, characterized in that the

transformation procedure performs a keyed block cipher encryption per
ciphertext block (ci) using the index of the corresponding block as
additional random information.

. The method according to one of the claims 1-3, characterized in that the

transformation procedure performs a cyclic bitwise operation, preferably
per ciphertext block (c1, c2, ...).

. The method according to claim 6, characterized in that the cyclic bitwise

shifting per ciphertext block (c1, c2, ...) is performed using a trapdoor
function with input of the encryption key (K) and index (i) of the
respective ciphertext block (c1, c2, ...), preferably by using the trapdoor
function modulo the size of the corresponding ciphertext block (c1, c2,

).

. The method according to claim 6, characterized in that the cyclic bitwise

shifting is performed on all blocks simultaneously using a function,
preferably a one way cryptographic function, with input of the encryption
key and modulo the size of all ciphertext blocks (c1, c2, ...).

. The method according to one of the claims 6-8, characterized in that the

ciphertext blocks (c1, c2, ...) are permuted after the cyclic bitwise
operation.

10.A system for encrypting data (F) with an encryption entity like a client,

etc.

characterized by one or more encryption entities like clients, adapted to

or adapted to cooperate with each other to perform the steps of

a) Dividing (S1) a plaintext (F) into a number of N blocks,

b) Encrypting (S2) each block with an encryption key (K) resulting in a
number of ciphertext blocks (c1, c2, ...),

c) Applying (S3) a linear All-Or-Nothing scheme on said ciphertext
blocks (c1, c2, ...),
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d) Transforming (S4) each outputted ciphertext block (c1, ¢2, ...) of step
c) with a transformation procedure such that the information in
different ciphertext blocks (c1, c2, ...) is transformed differently
based on said encryption key (K) and such that the transformation
5 procedure is only revertable with knowledge of said encryption key
(K), and
e) Dispersing (S5) the transformed ciphertext blocks according to an
information dispersal procedure (IDA).

10
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