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10b
J 109-1
REMOTE DEVICE MEMORY/STORAGE
115 115
CONTROLLABLE DEVICE 101-1
FUNCTION 111-1{ SIGNAL 112-1 | STATUS 113-1 | CONFIGURATION 114-1
ON - OFF XY1 ON BUTTON - RIGHT SIDE
MENU XY2 ON BUTTON - CENTER
ON UP - RIGHT BOTTOM
VOLUME X ON DOWN - LEFT BOTTOM
CHANNEL 7z ON BUTTON - CENTER BOTTOM
INPUT XY3 OFF -
116 T 116’
CONTROLLABLE DEVICE 101-2
FUNCTION 111-2] SIGNAL 112-2 | STATUS 113-2 | CONFIGURATION 114-2
ON - OFF X3 ON RIGHT SIDE
VOLUME XY5 ON UP - DOWN - TOP
START ABl ON GREEN LIGHT
STOP AB2 ON RED LIGHT
FAST FORWARD AB3 ON ARROW - RIGHT
FAST REWIND AB4 ON ARROW - LEFT
PAUSE AB5S ON BARS - BOTTOM
RECORD XY6 ON BUTTON RED

FIG. IB
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CONTROLLABLE DEVICE MEMORY/STORAGE [~ 103-1
REMOTE DEVICE 107-1 = NAME : MASTER
FUNCTION 119-1 STATUS 120-1 RULES 121-1
ON - OFF YES UNLIMITED
VOLUME YES UNLIMITED 117
MENU YES -
CHANNEL YES ALL
INPUT NO -
REMOTE DEVICE 107-2 = NAME : CHILD 1
FUNCTION 119-2 STATUS 120-2 RULES 121-2
ON - OFF YES NOT AFTER MIDNIGHT
VOLUME YES OFF AFTER 9PM
MENU NO - -+ 118
NOTHING ABOVE 100
CHANNEL YES NO PREMIUM
NO PAY-PER-VIEW
INPUT NO -

FIG. I1C
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SYSTEMS AND METHODS FOR REMOTE
CONTROL ADAPTIVE CONFIGURATION

CROSS-REFERENCE TO RELATED
APPLICATIONS

This application claims the benefit of U.S. Provisional
Application No. 61,482,361 filed on May 4, 2011 entitled,
“ADAPTIVE METHOD OF CONFIGURING REMOTE
CONTROL IP APPLICATION and U.S. Provisional Appli-
cation No. 61/422,537 filed on Dec. 13, 2010 entitled,
“ADAPTIVE METHOD OF CONFIGURING REMOTE
CONTROL IP APPLICATION” the disclosures of which are
incorporated herein by reference.

BACKGROUND OF THE INVENTION

It is known that a user can control certain functions of an
electronic device, for example, the volume of a television or
the record setting on a DVR, using a remote device (some-
times referred to as a “clicker,” or simply a “remote control”).
Such a remote device may be programmed to control several
different electronic devices, or different types of specific elec-
tronic devices (i.e., one “universal” remote can be pro-
grammed to control various brands of televisions).

One known method of programming a remote device
requires a user to select a button having a defined function and
then select from a menu or list of codes related to the brand of
electronic device to be controlled. Once the selection is made,
the button will control a corresponding function of the elec-
tronic device. For example, assume a user desires to control
the volume of a Sony TV. From the remote device, a user
operates the button pre-defined as a volume-control button.
The user is prompted to select or set a code corresponding to
Sony TV’s. If the selected code is proper for a Sony TV, the
volume button on the remote device is “programmed” to
control the volume of the Sony TV.

Another programming method allows a user to copy, into a
clone remote device, programming signals from a source
remote. Based on the copied information, the clone remote
device can control an electronic device (e.g., the volume of a
Sony TV) just like the source remote.

Such prior art programming methods for remotes are not
sufficiently flexible nor customizable to meet the specific
needs of users. For example, it would be difficult, if not
impossible, to use prior art programming methods to config-
ure a remote in one way for one user (for example, with the
pause button on the top of the device), and the same remote
configured another way for another user (for example, with
the pause button on the bottom of the device).

A further issue is that manufacturers of different control-
lable electronic devices have proprietary internal structures
that accept signals from remote devices and then convert the
received signals into specific actions. The various functions
that are performed for different devices vary from device to
device and different devices use different data structures to
achieve their operations.

Also known are “smart” devices, such as iPhones, iPads
and the like, having applications thereon that enable the smart
device to remotely control one or more specific electronic
devices. Since the electronic devices to be controlled typi-
cally have unique signal control instructions, the smart device
must be programmed in the manner described above, or alter-
natively, a set of control instructions must be download. Such
control instructions may be downloaded from a common
store or website compatible with the smart device. Thus, if a
user desires his or her smart device to remotely control three
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different electronic devices, the control instructions for each
of the three controlled electronic devices must be delivered
individually from a remote location. This is inefficient,
impossible where there is no Internet connection, and may be
costly due to downloading fees.

Going on-line to acquire programming information for
smart device remote control applications is also problematic
in some situations because it requires each manufacturer to
make public its signal control sets and to do so in versions that
interface properly with the latest hardware/software version
of each smart device. This can become a most difficult task to
manage and may require a sophisticated tracking network to
maintain over a period of time.

BRIEF SUMMARY OF THE INVENTION

Disclosed herein is a system and method for remote control
adaptive configuration. According to one aspect of the present
invention, a controllable device (controlled device) is respon-
sible for specifying functions available for control by a
remote device (controlling device), while the remote device is
responsible for creating a graphical representation and apply-
ing visual effects that will be presented to a user at the remote
device exercising such control. In this way, the present dis-
closure provides a single highly customizable common sys-
tem. A distributors, reseller, and/or manufacturer of various
electronic devices, such as DVD players, automobiles, Blue-
tooth headsets, etc., will be able utilize the same controllable
device function specification, yet visually distinguish its
brand name from other solutions using the same specification.

In one embodiment, a controllable device transfers to a
remote device, such as to a remote control application (“app”)
located on a SmartPhone, a data structure identifying various
functions that can be controlled by a remote device, together
with the identity of the signal type that will achieve the
desired operation. The remote device, upon accepting input
directly from the remote device, can then allow the remote
device user to select how controls of the various functions are
to be configured and presented to, or otherwise selectively
arranged for a user on a user interface of the remote device.

In one embodiment, the data structure transferred is rela-
tively small, so that transfer occurs quickly and may be
repeated periodically, such as at each new session between the
remote device and the controllable device. Small data files
also enable the remote device to store many different data
structures so as to accommodate protocols for different
remote devices and users. This, in turn, allows different users
to have control functions unique to the user and/or unique to
the remote device type. The small file size also leaves room to
store data that will heighten security. One such security func-
tion could be that the controllable device’s data structure
stored on the remote device is renewed during each session,
such that if it had been hacked or changed in any manner, the
new data structure would replace the changed data structure
and the protocols established for the remote device would be
maintained.

In one embodiment, all the controllable devices at a loca-
tion that can be controlled by a particular remote device can
be displayed to a user of the remote device. Controllable
devices can range from TVs and DVRs to printers, computers,
and cameras, or even kitchen appliances or automobiles. In
some embodiments, the controllable device and/or remote
device can be password protected such that unknown or
unwanted users cannot access the controllable device and/or
remote device, change protocols without an owner’s permis-
sion, or a user can be recognized facilitating delivery of the
proper data structure to the remote device.
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The foregoing has outlined rather broadly the features and
technical advantages of the present invention in order that the
detailed description of the invention that follows may be
better understood. Additional features and advantages of the
invention will be described hereinafter which form the sub-
ject of the claims of the invention. It should be appreciated by
those skilled in the art that the conception and specific
embodiment disclosed may be readily utilized as a basis for
modifying or designing other structures for carrying out the
same purposes of the present invention. It should also be
realized by those skilled in the art that such equivalent con-
structions do not depart from the spirit and scope of the
invention as set forth in the appended claims. The novel
features which are believed to be characteristic of the inven-
tion, both as to its organization and method of operation,
together with further objects and advantages will be better
understood from the following description when considered
in connection with the accompanying figures. It is to be
expressly understood, however, that each of the figures is
provided for the purpose of illustration and description only
and is not intended as a definition of the limits of the present
invention.

BRIEF DESCRIPTION OF THE DRAWINGS

For a more complete understanding of the present inven-
tion, reference is now made to the following descriptions
taken in conjunction with the accompanying drawings, in
which:

FIG. 1A shows one embodiment of a system utilizing the
concepts discussed herein;

FIG. 1B shows one embodiment of a portion of memory of
a remote device that has been “programmed” with the data
structure from two controllable devices in accordance with
the present invention;

FIG. 1C shows one embodiment of a portion of a data
structure for controlling a controllable device in accordance
with the present invention;

FIG. 2 shows one embodiment of the operation of a remote
device working in cooperation with a controllable device in
accordance with the present invention;

FIG. 3 shows one embodiment of a typical life cycle of a
controllable device in accordance with the present invention;

FIG. 4 shows one embodiment of a typical life cycle of a
remote device in accordance with the present invention; and

FIG. 5 shows one embodiment of data flow in the system
configured according to the present invention.

DETAILED DESCRIPTION OF THE INVENTION

According to one aspect of the present invention, a con-
trollable device (controlled device) is responsible for speci-
fying functions (providing limited instructions) for control by
a remote device (controlling device or controller), while the
remote device is responsible for creating a graphical repre-
sentation and applying visual (or other sensory) effects that
will be presented to a user at the remote device exercising
control. In this way, the present invention provides a highly
customizable system by which distributors, resellers, and
manufacturers of various electronic devices will be able uti-
lize the same controllable device instructions, yet visually
distinguish its brand name from other solutions using the
same instructions.

FIG. 1A shows one embodiment of a system, such as
embodiment 10a, that utilizes the concepts discussed herein.
In the embodiment shown, one or more controllable devices,
101-1 to 101-N, are capable of being paired with one or more
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remote devices, 107-1 to 107-N, via connectivity layer 105,
such that a remote device may be used to control specific
operations and functions of the controllable device during a
paired session. Controllable functions vary with the control-
lable device and can be related to any operation of the con-
trollable device. Exemplary functions to control of a TV
include on/off, channel, and volume; of a DVR include play,
fast-forward, and record; of a coffee maker include on/off and
brew. Additional exemplary functions are described with ref-
erence to FIGS. 1B and 1C, and at FUNCTION columns
111-1, 111-2, 119-1, and 119-2 of same.

Controllable devices 101-1 to 101-N may be any one or
combination of various types of processor-controlled pro-
grammable electronic devices, including, for example, set-
top boxes, cable boxes, televisions, digital video recorders,
cameras, printers, small and large appliances, and vehicles.
Each controllable device 101-1 to 101-N has a processor
102-1 to 102-N, respectively, memory/storage 103-1 to 103-
N, respectively, and optionally, a display screen (or other user
interface) 104-1 to 104-N, respectively. Processors 102-1 to
102-N may include circuitry and/or other components (e.g.,
wireless transmitter, wireless receiver, multiplexors, demul-
tiplexors, etc.) as is well-known in the art for executing vari-
ous logical operations (i.e., based on computer logic, code,
software, applications, firmware, etc.) of controllable devices
101-1 to 101-N (e.g., delivering a data structure of a control-
lable device to a remote device, sending feedback to a remote
device, accepting and parsing command signals from a
remote device, manipulating a display in accordance with
received command signals, executing authorization/hand-
shake routines, managing and allocating system resources,
selecting data transmission channels, connecting to a data
transmission network, and more as discussed further below).
Memory/storage 103-1 to 103-N may include a variety of
types of tangible mediums for storing such logic, code, soft-
ware, applications, and/or firmware, including, for example,
hard drive media, optical media, RAM, EPROM, EEPROM,
cartridge media, flash memory, ROM, and/or memory stick.

Connectivity layer 105 may include, for example, network
106 and/or one or more of various types of communication
and/or data transmission systems and protocols, such as Blue-
tooth® short-range wireless connection, Wi-Fi, Internet,
phone/data networks (e.g., 3G, 4G, Long Term Evolution
(LTE), Unlicensed Mobile Access technology (UMA)), or a
light-modulated system. Hence, the data transfer between
controllable devices 101-1 to 101-N and 107-1 to 107-N may
include multiple networks. The type of connectivity layer 105
(and number of networks involved) will depend on various
factors that may include functionality of controllable devices
101-1 to 101-N and remote devices 107-1 to 107-N, the
location of controllable devices 101-1 to 101-N and remote
devices 107-1to 107-N, the proximity of controllable devices
101-1 to 101-N to remote devices 107-1 to 107-N, the power
of such devices, the availability of certain networks, and
capacity for memory/storage 103-1 to 103-N and 109-1 to
109-N at such devices. In some situations, connectivity layer
105 between controllable devices 101-1 to 101-N and remote
device 107-1 to 107-N may be wired, in whole or in part. The
only requirement for connectivity layer 105 is that both con-
trollable devices 101-1 to 101-N (or a proxy working in
conjunction with the controllable device) and remote devices
107-1 to 107-N be capable of establishing a communication
path between or among them so as to facilitate an exchange of
data.

In the embodiment shown, controllable devices 101-1 to
101-N have stored in memory/storage 103-1 to 103-N,
respectively, data structures that are available for communi-
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cation to one or more remote devices 107-1 to 107-N. The
data structures may be factory loaded (i.e., at the time of
manufacture of controllable devices 101-1 to 101-N) or later
downloaded by a reseller or user to the controllable device.
Further, data structures may be updated or modified (manu-
ally by a user or automatically) from time to time. For
example, a device may acquire a new function—the data
structure would be updated to identify the new function and
its associated command signal. Such data structures may be
received, for example, via connectivity layer 105 if designed
to extend into the world outside system 10a, e.g., where
network 106 is the Internet and/or a global communication
pathway. Otherwise, data structures may be received through
a wired or wireless connection separate from connectivity
layer 105, and/or by whatever means are used to upgrade/
modify software or firmware of controllable devices 101-1 to
101-N during the normal course of operation of such devices.

The data structures stored in controllable devices 101-1 to
101-N may be generic or specific. A data structure may be
generic so as to be compatible with more than one remote
device or more than one type of remote device 107-1 to
107-N. Alternatively, data structures may be tailored to opti-
mize their delivery to, compatibility with, or use by a specific
brand, model, or category of remote devices 107-1 to 107-N,
for example, remote devices running a Google operating sys-
tem or Apple operating system.

Because, in a typical embodiment, the data structure is
small (taking up little memory or memory/storage 103-1 to
103-N), several data structures may be stored at the control-
lable device. When a particular remote device has been paired
to a particular controllable device, e.g., controllable devices
101-1 to 101-N, that controllable device is thus able to store,
under control of processor 102-1 to 102-N, supplemental data
structures unique to and compatible with each historically
and/or currently paired remote device 107-1 to 107-N. A
single paired remote device may also be associated with
multiple data structures stored on a particular controllable
device. Further, one or more data structures may be associated
with a particular user, e.g., either by virtue of his or her use or
ownership of a particular remote device, protocols estab-
lished by a user, or use of a particular ID/password or other
credential indicating compatibility. Therefore, a controllable
device, such as controllable device 101-1, may store a plural-
ity of data structures, generic to all paired users and/or remote
devices, specific to a remote device, and/or specific to a user.

FIG. 1A also illustrates remote devices 107-1 to 107-N.
These may be, for example, a smart clicker, smartphone,
tablet computer, personal computer, or any other program-
mable processor-based device. Such remote devices include a
processor 108-1 to 108-N, memory/storage 109-1 to 109-N,
and user interface 110-1 to 110-N. Processors 108-1 to 108-N
may include circuitry and/or other components (e.g., wireless
transmitter, wireless receiver, multiplexors, demultiplexors,
etc.) as is well-known in the art for executing various logical
operations (i.e., logic, code, software, applications, firmware)
of remote devices 107-1 to 107-N (e.g., sending command
signals to controllable devices, allowing a user to establish an
1D and password, sniffing for controllable devices, verifying
compatibility with a controllable device, disconnecting from
a controllable device, accepting and parsing data structures of
apaired controllable device, managing and allocating system
resources, selecting data transmission channels, connecting
to a data transmission network, and more as discussed further
below). Memory/storage 109-1 to 109-N may include a vari-
ety of types of tangible mediums for storing such logic, code,
software, applications, and/or firmware, including, for
example, a hard drive media, optical media, RAM, EPROM,
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EEPROM, cartridge media, flash memory, ROM, and/or
memory stick. Remote devices 107-1 to 107-N also include
user interfaces 110-1 to 110-N that allow a user to control
operation of a paired controllable device by various methods,
including buttons (via touch screen or mechanical), voice,
and motion.

A user of system according to the present disclosure, such
as system 10a described in FIG. 1A, may establish protocols
or rules customized for a specific remote device or for a
specific user. Protocols or rules may apply to all functions or
selected functions. Such protocols or rules may define, for
example, what remote devices are recognized and/or autho-
rized to control the controllable device (e.g., based on a Media
Access Control Address (“MAC address”), phone number,
any other unique network or device identification, or user
entered [D/password); how function controls (for inputting
commands) are presented at a user interface (e.g., CON-
FIGURATION columns 114-1 and 114-2 of FIG. 1B);
whether a remote device is permitted to change protocols or
rules; which of the stored data structures is delivered to a
remote device; when a data structure is delivered to a remote
device (e.g., after a certain function (on/ofY), after a set period
of'time, or upon initiation of a new paired session); and other
permissions and limitations that a user may desire (e.g., rules
limiting accessible TV channels such as shown in RULES
columns 121-1 and 121-2 of FIG. 1C).

One such protocol may require an ID, password, and/or
other credentials (entered manually or sent automatically) to
authorize control of the controllable device and/or remote
device. In this manner, a single remote device can be used by
different users who enter an ID and/or password to gain
access to controllable device functions, or a subset of such
functions. Such ID and password may be associated with a
specific protocol established for the particular remote device
or user. That protocol may limit, for example, what data
structure is delivered to the remote device from the control-
lable device (where such protocols are stored at the control-
lable device), and/or what function controls (function selec-
tions) are displayed at a user interface. This may be
particularly useful where a parent wishes to limit TV channels
that may be viewed or recorded by a young child user; give
broader access privileges to a teenage user; and give full
unrestricted access to an adult user. Hence, in response to a
user entering a young child’s ID and password, a user inter-
face 110-1 of remote device 107-1 may not display the func-
tion control (e.g., button) for “record” as related to operation
of controllable device 101-1; but such function control would
appear in response to entry of an adult’s ID/password infor-
mation. Such customization may be likewise implemented on
a remote-by-remote basis.

Protocols may be managed in a variety of ways. In one
embodiment, the user of a remote device configures protocols
for that remote device by entering a password and then
manipulating settings. In another embodiment, a master
remote may be used, or the Internet. In this manner, a parent
could program a child’s remote device using the parent’s ID
and password, then at the next session, the child’s protocol
would be all that can be used from the child’s remote device
until such time as the parent changes the protocol. In the
master/child remote scenario, any type of communication
path between the master and child remote may be used to
program the child’s remote. In another embodiment, proto-
cols are managed using a master list of all historically or
currently paired remote devices. The user identifies all the
functions allowed (or allowable) to be controlled or seen by
each remote device. The person with the master remote
device and/or master ID/password then changes or updates
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permissions/limitations for each function, remote device,
and/or user (e.g., TV channels or otherwise as shown and
described with respectto FIG. 1C). Such changes and updates
may be done at the master remote or through a display (e.g.,
display screens 104-1 to 104-N) at the controllable device,
depending on the type of protocol and where the protocol is
stored. In this manner, the actual appearance of the controls
on each remote would be particular to the remote device type
and capabilities of the remote device. The controllable device
might send a generic set of protocols for those who do not
wish to customize their remote devices and these then would
be tailored to work with different remote device types. Thus,
the CONFIGURATION column from table 115", for example
(as will be discussed hereinafter with respect to FIG. 1B)
could come preloaded with a standard configuration and then
be customized by the user, if desired.

In another embodiment, the remote device, e.g., remote
devices 107-1, based on a limited data structure (i.e., only an
identification of functions that may be controlled and the
proper associated command signal for controlling each func-
tion, and therefore a relatively small data size) sent from the
controllable device via connectivity layer 105, constructs the
proper command signals to send back to the controllable
device for control purposes and also constructs its own look
and feel for function control, based jointly on its own capa-
bilities and on the capabilities of the remote device itself. The
look and feel includes such features as placement, arrange-
ment, and appearance of buttons, size of buttons, use of soft
buttons for one or more functions, blocking of certain func-
tions, time control so that different functions (such as sound
levels, channels, etc.) are available only at particular times of
the day or only under particular conditions. In some situa-
tions, the remote device will give the user a generic template
of function controls and configurations and then, if desired,
the user creates his or her own customized configuration.

In some situations, the user of the remote device, such as
device 107-1, will download from a third party (typically an
“app store”) a control application that is designed to control
controllable devices. The downloaded control application,
typically in code format, is stored in a memory, such as
memory/storage 109-1, on remote device 107-1 and runs on a
processor, such as on processor 108-1, also contained on
remote device 107-1. Downloading control applications from
an app store is now well-known in the art and can be accom-
plished in any one of a number of ways, including via Inter-
net, WiFi, or telephone network. In some situations, the con-
trol application will be pre-loaded onto the remote device by
the manufacturer of the remote device. The user, from time to
time, may add features or otherwise upgrade the control
application to provide additional features. In operation of one
embodiment, then, the remote device receives the data struc-
ture from the controllable device to be controlled, and under
a control application, either on its own or with user input,
assembles the functions/signals together with the proper pro-
tocol (as shown and described with respect to FIGS. 1B and
1C) such that the functions of the controllable device may be
controlled from the remote device.

FIG. 1B shows an embodiment 106 of a portion of
memory/storage 109-1 of remote device 107-1 that has been
“programmed” with data structures of two controllable
devices: controllable device 101-1 (memory portion 115 hav-
ing table 115") and controllable device 101-2 (memory por-
tion 116 having table 116'). The data structures were deliv-
ered to remote device 107-1 through connectivity layer 105.
In this embodiment, controllable device 101-1 is a TV, con-
trollable device 101-2 is a DVR, and remote device 107-1 is a
smartphone. Although discussed in this embodiment as con-
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trolling only two controllable devices, a remote device con-
figured according to the present disclosure could control
additional controllable devices, to the extent such control-
lable devices are compatible with the remote device. The data
structures (similar to tables stored in memory portions 115
and 116) for the additional controllable devices would like-
wise be stored in memory/storage 109-1 of remote device
107-1. When a remote device controls multiple controllable
devices, a user will typically be presented with an option, via
a user interface, such as user interface 110-1 (e.g., screen,
speaker, and/or other sensor) to select (e.g., by touch, voice,
and/or motion) the controllable device to be controlled. Alter-
natively, if only one controllable device is within detectable
signal range of the remote device, the remote device may
automatically default to presenting the user with function
controls at the user interface related to the detected control-
lable device. In another embodiment, the user’s ID and/or
password may dictate what controllable devices a user may
“see” and/or select for controlling, and thus, the functions
presented.

In FIG. 1B, FUNCTION columns 111-1 and 111-2 and
SIGNAL columns 112-1 and 112-2 contain the data struc-
tures delivered from their respective controllable devices
101-1 and 101-2. In the embodiment shown, the data structure
in table 115" identifies a plurality of exemplary functions or
commands (e.g., on-off, menu, volume, channel, input) asso-
ciated with a plurality of exemplary command signals (e.g.,
XY1, XY2, XX1, ZZ7, XY3) that when sent from remote
device 107-1 to controllable device 101-1, the function/com-
mand is carried out. Similarly, the data structure in table 116'
identifies a plurality of exemplary functions or commands
(e.g., on-off, volume, start, stop, fast forward (“FF”), fast
rewind, pause, and record) associated with a plurality of
exemplary command signals (e.g., XX3, XY5, AB1, AB2,
AB3, AB4, ABS, XY6) that when sent from remote device
107-2 to controllable device 101-2, the function/command is
carried out.

For example, from smartphone (remote device 107-1), a
user may enter a command, e.g., turn TV on, by pressing a
right side button of the function controls presented via user-
interface 110-1. This command will be converted to a com-
mand signal. Based on the data structure of the controllable
device, the proper command signal for “on” is known to be
XY1. Command signal XY1 is therefore sent to the TV (con-
trollable device 101-1) causing the TV to turn on. In an
another example, the user may enter at the same smartphone
(remote device 107-1) a command to display a menu of
options or programs by pressing a center button of the func-
tion controls presented via user-interface 110-1. The entered
command is translated into command signal, X Y2, which is
recognizable by the controllable device and then sent to the
controllable device, which responds by displaying the menu
via display screen 104-1. In another example, from the same
smartphone (remote device 107-1), a user is presented (auto-
matically or by manual selection) at user interface 110-1 a
view of function controls for DVR (controllable device 101-
2) rather than the TV (controllable device 101-1). The user
may send a command to turn the DVR “off” by using the
function control on the right side of user interface 110-1. This
command is translated into the proper command signal,
which is then communicated via connectivity layer 105 to the
DVR. The DVR responds by turning off.

Command signals (e.g., SIGNAL columns 112-1 and 112-
2) for implementing a change in the state of a controllable
device’s function can be any type of signal required for con-
trol purposes, typically a frequency set or a coded IR signal
generated in the well-known manner by, for example, remote
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device 107-1, such as are discussed in U.S. Pat. No. 4,623,
887, entitled “Reconfigurable Remote Control,” hereby
incorporated herein by reference. Alternatively, the data
structure can be a new or proprietary structure known only to
a specific controllable device or to a family of controllable
devices. In some situations this signal may be a Bluetooth
signal or any other type of signal desired. In the embodiment
shown, the notation used in SIGNAL columns 112-1 and
112-2 denote the type of signal as well as the code or code
sequence of the signal. Further, the functions listed in FUNC-
TION columns 111-1 and 111-2 are merely representative
functions, and are not limited to those shown. It should be
understood by those skilled in the art that any function or
combination of functions could be used.

Still referring to FIG. 1B, STATUS columns 113-1 and
113-2 and CONFIGURATION columns 114-1 and 114-2, are
protocol columns and contain information populated by a
template and/or by the user. Protocols may originate in whole
or in part from a number of sources, including controllable
devices 101-1 and 101-2, remote device 101-1, master remote
device (such as shown and described in FIG. 1C), or from
various other data sources. In the embodiment shown, proto-
cols are configurations specific to a particular remote device,
and define the appearance, arrangement, and/or assignment
of function controls (e.g., left, center, right, button, up, down,
button, arrow, one-click, two-click, key word) for a specific
function of a controllable device, and an associated status
(e.g., on or off). For example, in the embodiment shown, the
on/off function is enabled, i.e., “on,” and may be manipulated
using the button on the right side of user interface 110-1. It
should be understood by those skilled in the art that any
number of rows and columns can be used to store specialized
information, preferences, associations, and/or restrictions.

Note that the configuration for each function could further
include a code or other identification marker related to the
operation of that function control. By doing this, anytime that
code or marker appeared, the remote would know to use the
same user display symbol across all controllable devices
being controlled. Using the fast forward signal as an example,
a special FF code can be established that is associated with FF
in all controllable devices. Thus, regardless of what control-
lable device the remote device is currently controlling, the FF
display (which can be the user’s preference) will be the same.
In this manner, the control application will be able to put the
same FF display at the same location and/or format regardless
of what actual device is being controlled at the time for a
consistent user interface across multiple controllable devices.

Further, protocols applied in any particular session
between a remote device and controllable device may be
based on the user ID and/or password entered at the remote
device 101-1, or other selection of a user (e.g., selection of a
controllable device to control). Further, in the embodiment
shown in FIG. 1B, the protocol and its association with a
received data structure is stored at remote device 101-1 in
memory/storage 109-1.

Although CONFIGURATION columns 114-1 and 114-2
shown in FIG. 1B assume buttons, bars, and arrows, whether
hard or programmable, that are physically pushed or touched
by the user, this form of entering a command by the user need
not be so limited. Any type of input from the user can be
utilized. Thus, voice commands, motion commands (e.g.,
with the user waiving his or her finger), and/or motion com-
mands (e.g., with the remote device itself being moved), can
be used for one or more of the functions performed by the
remote device, such as remote device 107-1. In this manner,
the input stimuli to the remote device is independent of the
command signal that is actually passed from the remote
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device to the controllable device, with the translation being
made in the remote device as will be discussed hereinafter.

FIG. 1C shows one embodiment 10c¢ of a portion of a data
structure for controlling a controllable device, such as con-
trollable device 101-1. In the embodiment shown, data struc-
ture tables 117 and 118 are part of memory/storage 103-1 of
controllable device 101-1. The controllable deviceisa TV in
this embodiment. In an alternate embodiment, data structure
tables 117 and 118 are part of memory/storage 109-1 of
remote device 107-1 (as discussed with reference to FIG. 1B
above). In that alternate embodiment, data structure tables are
contained in a specification (“spec”) assembly control as
discussed in more detail with respect to FIG. 2.

Further, in FIG. 1C, controllable device 101-1 has been
paired with two remote devices; therefore each may control
function of the controllable device. The paired remote devices
are remote device 107-1 (named Master, table 117, associated
with a parent) and 107-2 (named Child 1, table 118, associ-
ated with a young child). Although this embodiment uses a
master/child relationship for tables 117 and 118, other roles
and relationships between remote devices and/or users may
be employed in other embodiments. In this embodiment,
tables 117 and 118 each have a plurality of specific functions
that may be controlled, FUNCTION columns 119-1 and 119-
2, associated with a status, such as yes or no, in STATUS
columns 120-1 and 120-2, and notes in RULES columns
121-1 and 121-2. In this embodiment, the child’s profile (i.e.,
protocols established for the child) has restrictions, e.g.,
remote device 107-2 (table 118) will not be allowed to control
various channels, such as pay-per-view, premium, or those
numbered above 100. In addition, the volume is limited after
9:00 PM and the entire remote goes inactive after midnight.
Of course, this is an example, and any combination of features
and controls can be implemented on a remote-by-remote
and/or user-by-user basis

In the embodiment shown in FIG. 1C, RULES 121-1 and
121-2 were established by entering commands at master
remote device 107-1. In another embodiment, such rules may
be established through another connection to the controllable
device, or through controls on the controllable device.

Based on such rules, the data structure delivered to a
remote device may include only a subset of all possible func-
tions. Alternatively, the full data structure (including all pos-
sible functions) may be delivered from a controllable device
but restricted by a protocol residing on the controllable device
or remote device. The actual data structure delivered from a
controllable device to a remote device may further depend on
the ID, password, or other credential associated with a data
structure. Hence, the delivered data structure may vary with
the credential information.

FIG. 2 shows one embodiment of the operation of the
remote device working in cooperation with a controllable
device. When a controllable device, such as controllable
device 101-1, is turned on, signature signal transmitter 201
begins sending out signals that can be “sniffed” (i.e.,
detected) by particular devices such as remote devices. Blue-
tooth or any protocol can be used for this purpose and in this
example, network 106 is used. Any compatible remote device
in sufficient proximity of device 101-1 (or in the vicinity of
network 106 or other connectivity layer 105) will, using its
internal controllable device presence detector, such as con-
trollable device presence detector 204, begin a handshaking
(HS) process between handshake initialization control 205 in
remote device 107-1 and authorization control 202 in control-
lable device 101-1. If remote device 107-1 has not already
been paired with this particular controllable device 101-1,
and if the devices are compatible, remote spec data control
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203 sends a data structure, for example the information used
to populate the FUNCTION and SIGNAL columns of table
115" as shown in FIG. 1B, to spec assembly control 206 for
subsequent use by controller 209. Spec assembly control 206
aides in building the table shown at table 115' and in some
cases (as noted above) table 117.

Once a pairing has been authorized (via authorization con-
trol 202, handshake initialization control 205), controller
209, working from data contained in the tables located in spec
assembly control 206 responds to a human “press” of a dis-
played function control by sending the proper signals (as
obtained from table 115') to controller 207 in the paired
controllable device 101-1. These command signals are sent
by IR, Bluetooth, or in any other manner, over network 106.
Controller 207 handles any received command signal from
any ofthe paired remote devices. In some situations, feedback
control 208 sends feedback information to remote device
107-1. This feedback information can be any type of infor-
mation desired. For example, the channel number and pro-
gram information can be communicated to remote device
107-1, along with the name of the controllable device 101-1.
Other instructions can also be sent to remote device 107-1 to
assist in controlling controllable device 101-1. This feature
can be helpful, for example, when the controllable device
does not have a display screen, or is not within visible range
of the user operating remote device 107-1. The feedback can
be simply an acknowledgment of the received command sig-
nal.

The identification and authorization process can be any
well-known process and, if desired, actual user-entered 1D,
password, or other credential may be required. Any unique ID
or credential that the remote device (controller or controlling
device) might have can be used. Further, authorization pro-
cedures may be performed at both a controllable device and a
remote device. To further facilitate a more secure environ-
ment (e.g., system 10a of FIG. 1), it might be helpful to
re-deliver (refresh) data structures (signal specifications/in-
structions) upon the happening of an event, even if the remote
device and the controllable device have already been paired
successfully historically or currently. For example, upon a
subsequent pairing of the remote device to the controllable
device, upon the lapse of a pre-defined period of time (e.g.,
once every half-hour, hour, week, or year), upon change in
state of the controllable device or remote device (e.g., turned
off or on), upon a change in protocols, rules, or functions of
the controllable device, or upon determining that a command
signal received is not permitted based on credential informa-
tion, an updated data structure may be sent to the remote
device. Thus, if a remote was hacked, and protocols changed
without the owner’s permission, i.e., giving access to an
restricted TV channel or DVR function, the data structure,
and accompanying limitations/restrictions, would be
renewed upon the happening of an event as described above,
e.g., anew paired session. The new data structure and rules (if
any) would be applied to the remote device in the new session,
overriding any previously delivered data structure and/or pro-
tocol that is outdated or unauthorized.

If an ID, password, or other credential is required, rules
such as those contained in table 117 of FIG. 117 of FIG. 1C,
would most likely be stored on the controllable device and not
in the remote device to minimize any effect of the remote
device being hacked (e.g., unauthorized changes to protocols/
rules). Otherwise, a delivered data structure may be stored, at
least temporarily, at the remote device and available from
time to time so that a user may control specific functions of a
controllable device without requiring further delivery of the
previously stored data structure.
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Another security feature may use other credential informa-
tion to verify one or more of the remote devices, such as a
MAC address and/or any other network-type identification.
In some situations, new remote devices may not be added
without express permission from a particular “master”
remote device. In some embodiments, when the session is
over, for example, when the remote leaves the vicinity of the
controllable device, or when the controllable device is turned
off, leave/disconnect 210 can sever the temporary pairing. In
such an event, the process of authorizing a re-pairing will
occur when a new session begins, and preferably a new set of
data structures (signal specifications/instructions) will be
exchanged between the controllable device and the remote
device.

FIG. 3 shows one example 30 of a typical life cycle of the
controllable device. Process 30 begins with boot process 301
which turns on the system and causes process 302 to expose
a signal for discovery by a remote device. In the system
shown, the remote device will search for the controllable
device and initiate communication. In another embodiment,
the controllable device will seek out remote devices detected.
Returning to example 30, the system then waits under control
of process 303 for a remote to “sniff” its transmitted signal
and to respond with a handshake offer. When such an offer
arrives, process 304 either accepts the pairing or rejects it. If
accepted, process 304 causes process 305 to send the proper
data structure to the remote device. At this stage, the initial-
ization is finished and process 306 causes the controllable
device to wait for a command signal to be received from any
of'its paired remote devices.

When process 306 detects receipt of a command signal or
other event from a remote device, that command signal is
checked by process 307 to determine if it is a “legal” (i.e.,
permitted or valid) command from an authorized remote
device or if it is an authorization request. [fthe command is an
authorization request, then process 308 diverts the request to
process 303.

If the received signal corresponds to a proper command
then process 309 performs the command delivered by the
command signal and if desired, process 310 furnishes feed-
back to the remote device. The process then returns to process
306 to await an additional command signal or other event.

FIG. 4 shows a typical life cycle 40 of a remote device.
Process 401 sniffs for controllable devices in proximity to the
remote device. Process 402, upon finding a possible control-
lable device, enables process 403 to begin an authorization
process as discussed above with reference to FIGS. 2 and 3. If
process 404 determines that the found controllable device is
indeed a proper one for control (and assuming the control-
lable device likewise finds the remote device to be proper)
then process 405 requests a data structure from the control-
lable device in order to know which signals to send to the
controllable device for proper control. Process 406 waits for
the requested data structure.

Process 407, upon receipt of the controllable devices’ data
structure, validates the received data structure to be certain
the remote device can properly operate the controllable
device. If process 408 determines that the received data struc-
ture is not proper or not one it can handle, then optionally a
new data structure can be requested under control of process
409. When process 410 determines that a new data structure
has been received process 407 is reentered. If no new data
structure is received, life cycle 40 ends and the remote is
non-functional with respect to this particular controllable
device. Note that while the process discussed herein assumes
a standard set of data structures (signal specifications/instruc-
tions) for controlling the controllable device, perhaps
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adjusted for the type of remote device that is requesting the
data structures, it should be understood that the remote device
could request certain formats and/or formats for certain func-
tions. Thus, the “standard” communication of data structures
from the controllable device need not cover all possible func-
tional controls if the remote device is not capable of using all
such controls. In operation, the standard package can be aug-
mented function-by-function, or in function packages, using
codes that apply across product-lines to identify function sets
the remote device is capable of handling.

Once process 408 determines that a received data structure
is acceptable, then process 411 waits for an input command
from a user of the remote device. While process 411 is wait-
ing, if process 413 determines the session has ended, process
416 determines if the remote device is going to turn off or
alternatively, resume sniffing for new controllable devices.

When a command is received from a user while the session
remains active, then process 414 sends the associated com-
mand signal to the paired controllable device using the proper
signal set as obtained from its memory (e.g., from SIGNAL
column 112-1 as discussed above with respect to FIG. 1B). If
feedback has been received by process 415, it is controlled by
process 412 and the appropriate action taken (such as shown
and described with respect to FIG. 2 and feedback control
208).

FIG. 5 shows one embodiment 50 of data flow in the system
according to the present disclosure. Shown are server 503 and
client 505. Client 505 runs in the remote device (controller),
such as remote devices 101-1 to 101-N of FIG. 1, while server
503 runs in the controllable device, such as controllable
devices 107-1 to 107-N of FIG. 1.

Server 503 sends the data structures and feedback (e.g.,
acknowledgment of receipt of command signal) to client 505.
The data structure can be any desired function, signal, and/or
other structure as discussed above with reference to FIGS. 1B
and 1C. In a typical system, the data structure will be limited,
that is, it will include only the identity of the functions that
may be controlled, and the associated command signal (or
other like instruction) for remotely controlling the function.
In other embodiments, the exchanged data structure may be
more robust and include protocols, rules, or other information
useful to carrying out remote control of the controllable
device.

Client 505 sends the handshake (HS) request and com-
mand signals 506 to controllable device server 503. Client
505 sends data structures received from server 503 to com-
mand parser 504. In one embodiment, command parser 504 is
a control application downloaded from an app store or
received from some other source. Command parser 504 also
contains the graphical layer of the control application that
accepts the data and represents it to the user in a manner that
is user friendly at a user interface, e.g., 110-1. The same
graphical layer of the control application parses the user
initiated input (such as touching the displayed volume button)
and sends such command signals (event information) to client
505 for delivery to server 503. As discussed above with ref-
erence to FIG. 1A, the input could take any form, from verbal
to motion and can differ for different controllable devices.
Thus, shaking the remote device during a live sports event
might cause the motion on the screen to slow down whereas
shaking the remote while watching a movie on a Blu-ray
player might pause the movie. Since the translation (conver-
sion) of the user input (into command signals) is made under
control of command parser 504 and the control application
currently resident on the remote device, the controllable
device remains neutral to how such input is received, since the
controllable device acts only on signals sent from the remote
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device. Such command signals have already been put into the
form demanded by the controllable device and as previously
communicated to the remote device as part of the data struc-
ture.

On the controlled side, when server 503 receives a new
command signal, it sends that command to command parser
502 for analysis. Command parser 502 drives main applica-
tion 501 (e.g., an application within a set-top box) within the
controllable device. Main app (i.e., main application) 501
handles the command as received from the remote device,
and, if appropriate, sends feedback to server 503 for subse-
quent delivery to client 505. The control application, as con-
tained in the remote device commands parser 504 then takes
action based on the feedback. This action can take any num-
ber of forms, from displaying information to the user via the
user interface (see, e.g., user interface 110-1 of FIG. 1), to
changing the code structure, or to initiating additional
response actions.

Although the present invention and its advantages have
been described in detail, it should be understood that various
changes, substitutions and alterations can be made herein
without departing from the spirit and scope of the invention as
defined by the appended claims. Moreover, the scope of the
present application is not intended to be limited to the par-
ticular embodiments of the process, machine, manufacture,
composition of matter, means, methods and steps described in
the specification. As one of ordinary skill in the art will
readily appreciate from the disclosure of the present inven-
tion, processes, machines, manufacture, compositions of
matter, means, methods, or steps, presently existing or later to
be developed that perform substantially the same function or
achieve substantially the same result as the corresponding
embodiments described herein may be utilized according to
the present invention. Accordingly, the appended claims are
intended to include within their scope such processes,
machines, manufacture, compositions of matter, means,
methods, or steps.

What is claimed is:

1. A method of controlling an electronic device remotely,
said method comprising:

determining that a controllable device and a controlling

device are in proximity to each other;

establishing pairing compatibility between said control-

lable device and said controlling device determined to be
in proximity to each other, wherein said establishing
said pairing compatibility comprises determining an
identity of said controlling device;

selecting, by said controllable device, a data structure that

is compatible with said identity and associated with a
recognized user recognized by said controllable device;
and
delivering, from said controllable device of said estab-
lished pairing to said controlling device of said estab-
lished pairing, said data structure compatible with said
identity of said controlling device and associated with
said recognized user, wherein said data structure allows
said recognized user to control, with said controlling
device, specific functions of said controllable device,
where the specific functions are specific to said user,

wherein said accepted data structure is stored, at least
temporarily, at said controlling device, so as to be usable
by said controlling device for sending command signals
to said controllable device for a period of time without
accepting any further data structures from said control-
lable device.

2. The method of claim 1 wherein said control application
establishes on said controlling device a function control inter-
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face for accepting commands from said recognized user to
exercise said control of said specific functions of said con-
trollable device.

3. The method of claim 2 wherein said data structure com-
patible with said identity of said controlling device is specific
to said controlling device.

4. The method of claim 2 wherein identifying at least one
specific user further comprises identifying a plurality of spe-
cific users; wherein said control application establishes on
said controlling device a unique function control interface for
each specific user in said plurality of specific users, said
unique function control interface specific to said each specific
user, and said unique function control interface accepting
commands from said each specific user to exercise said con-
trol of said specific functions of said controllable device.

5. The method of claim 1 wherein said delivered data
structure consists of:

an identification of said specific functions of said control-

lable device; and

an identification of a command signal associated with each

of said specific functions, wherein said specific func-
tions and said command signals are unique to said iden-
tified controlling device.

6. The method of claim 1 wherein said delivered data
structure is stored, at least temporarily, at said controlling
device.

7. The method of claim 6 wherein said delivered data
structure is re-delivered upon an occurrence of a specified
event, wherein said re-delivered data structure overrides the
previously delivered data structure.

8. The method of claim 7 wherein said specified event is
initiation of a subsequent establishment of pairing compat-
ibility between said controllable device and said controlling
device.

9. The method of claim 8 further comprising:

allowing said recognized user of said controlling device to

selectively configure function controls of said specific
functions.

10. The method of claim 6 wherein said stored data struc-
ture comprises at least one generic function control interface
for presenting function controls of said specific functions to
said recognized user.

11. The method of claim 10 further comprising:

allowing said recognized user of said controlling device to

configure said function control interface.

12. The method of claim 1 further comprising:

allowing said recognized user to establish rules for said

specific functions.

13. The method of claim 1 wherein said controlling device
is a smartphone, and wherein said control of said specific
functions is at least partially enabled by said control applica-
tion stored on said smartphone.

14. The method of claim 1 further comprising:

detecting that said controlling device is in proximity to a

second controllable device other than said paired con-
trollable device;
establishing pairing compatibility between said control-
ling device and said second controllable device;

delivering from said second controllable device ofa second
established pairing to said controlling device a second
data structure that would allow said recognized user of
said controlling device to control specific functions of
said second controllable device; and

allowing said recognized user to control said controllable

device and said second controllable device with same
said controlling device.
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15. The method of claim 14 wherein said delivered data
structures from at least one of said controllable devices
includes protocols for maintaining a consistent function con-
trol interface across multiple controllable devices.
16. The method of claim 1 wherein said delivered data
structure further consists of an identification of said identified
at least one user.
17. The method of claim 1 wherein said credentials com-
prises a combination of a username and a password.
18. A remotely controllable electronic device comprising:
means for exchanging identification signals between said
controllable electronic device and a remote device;

means for determining that said remote device is a com-
patible remote device by determining compatibility of
said remote device with said controllable electronic
device based at least in part on said exchanging of said
identification signals;

means for identifying, by said controllable electronic

device, a data structure to deliver from said controllable
electronic device to said compatible remote device,
wherein said data structure is associated with a recog-
nized user recognized by said controllable electronic
device; and

means for delivering from said controllable electronic

device to said compatible remote device said data struc-
ture configured to allow control of specific functions of
said controllable electronic device from said compatible
remote device, where the specific functions are specific
to said user,

wherein said delivered data structure is stored, at least

temporarily, at said compatible remote device and avail-
able for control of said specific functions at said control-
lable electronic device without requiring a second deliv-
ery of said data structure.

19. The device of claim 18 further comprising:

means for delivering supplemental data structures to said

compatible remote device intermittently.

20. The device of claim 18 wherein said delivered data
structure is tailored, at least in part, to satisty requirements of
said compatible remote device.

21. The device of claim 18 wherein said delivered data
structure comprises at least one generic function control inter-
face for presenting function controls to a user of said com-
patible remote device.

22. The device of claim 18 wherein said delivered data
structure includes protocols for maintaining a consistent
function control interface across multiple controllable
devices.

23. The device of claim 18 further comprising:

means for delivering to said compatible remote device

feedback pertaining to functions selected from said
compatible remote device.

24. The method of claim 18 wherein said credentials com-
prises a combination of a username and a password.

25. A programmable remote device comprising:

an application running on said programmable remote

device, said application configured to:

recognize a user, said recognizing based on reading cre-
dentials associated with said recognized user;

accept a data structure unique to said programmable
remote device from at least one controllable device,
wherein said data structure defines command signals
for controlling specific functions of said controllable
device, and wherein said data structure is determined,
by said controllable device, to be associated with said
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recognized user recognized by said controllable
device based on reading said credentials associated
with said recognized user;

establish on said programmable remote device a user
interface, wherein said user interface is under at least
partial control of said application;

accept commands of said recognized user at said user
interface; and

convert said commands of said recognized user into said
command signals recognizable by said controllable
device, said converting utilizing said accepted data
structure;

wherein said accepted data structure is stored, at least

temporarily, at said programmable remote device, so as
to be usable by said programmable remote device for
sending said command signals to said controllable
device for a period of time without accepting any further
data structures from said controllable device.

26. The programmable remote device of claim 25 wherein
said application is further configured to:

allow said recognized user to configure said user interface

of available ones of said specific functions.

27. The programmable remote device of claim 25 wherein
said application is further configured to:

allow said recognized user of said programmable remote

device to establish protocols for selected ones of said
specific functions.

28. The programmable remote device of claim 25 wherein
said programmable remote device is a smartphone, and
wherein control of said specific functions from said smart-
phone is at least partially enabled under control of said appli-
cation program resident on said smartphone.

29. The programmable remote device of claim 25 wherein
said application is further configured to:

apply protocols delivered with said accepted data structure,

said protocols established for selected ones of said spe-
cific functions.

30. The programmable remote device of claim 25 wherein
said application is further configured to:

accept a second data structure from a second controllable

device, wherein said second data structure defines other
command signals for controlling specific functions of
said second controllable device;

establish on said programmable remote device a second

user interface, wherein said second user interface is
under at least partial control of said application;

accept said other commands of said recognized user at said

second user interface; and

convert said other commands of said user into other com-

mand signals recognizable by said second controllable
device, said converting utilizing said accepted data
structure.

31. The programmable remote device of claim 30 wherein
said second data structure accepted from said second control-
lable device is stored, at least temporarily, at said program-
mable remote device so as to be usable by said programmable
remote device for sending said other command signals to said
second controllable device for a period of time without
accepting any further data structures from said second con-
trollable device.

32. The method of claim 25 wherein said credentials com-
prises a combination of a username and a password.

33. The programmable remote device of claim 25 further
configured to:

identify a plurality of users,

wherein said application establishes on said remote device

a unique user interface for each specific user in said
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plurality of specific users, said unique user interface
specific to said each specific user, and said unique user
interface accepting commands from said each specific
user.

34. An electronic device controller comprising:

means for exchanging identification signals with potential

controllable devices;

means for assisting in determining compatibility of said

potential controllable device with said electronic device
controller in response to an exchange of identification
signals;
means for sending credentials from said electronic device
controller to a controllable device of determined com-
patibility, said credentials associated with a user;

means for processing a data structure unique to said cre-
dentials from said compatible controllable device, said
data structure determined, by said controllable device, to
be associated with said user recognized by said control-
lable device based on reading said credentials, and said
data structure allowing specific functions of said com-
patible controllable device to be controlled from said
electronic device controller; and

means for storing a data structure, at least temporarily, at

said electronic device controller, so as to be usable by
said electronic device controller for sending said com-
mand signals to said controllable device for a period of
time without accepting any further data structures from
said controllable device.

35. The device of claim 34 wherein a delivered data struc-
ture is stored, at least temporarily, at said electronic device
controller and available intermittently for control of said spe-
cific functions at said compatible controllable device without
requiring further delivery of said data structure.

36. The device of claim 34 further comprising:

means for communicating to said compatible controllable

device requirements of said electronic device controller
forsaid processing of said data structures communicated
from said compatible controllable device.

37. The device of claim 34 further comprising:

means for utilizing feedback from said compatible control-

lable device pertaining to said specific functions
selected from said electronic device controller.

38. The method of claim 34 wherein said user credentials
comprises a combination of a username and a password.

39. A system for controlling devices, said system compris-
ing:

at least one controllable device;

at least one remote device;

at least a temporary communication link between said con-

trollable devices and available ones of said remote
devices;

aprotocol for pairing ones of said controllable devices with

ones of said remote devices; and

a delivery mechanism for communicating a data structure

from each paired controllable device to a paired remote
device, said data structure associated with a recognized
user recognized by said paired controllable device,
unique to said paired remote device, and allowing said
remote device to control specific functions of'said paired
controllable device, where the specific functions are spe-
cific to said user,

wherein a control application establishes on said remote

device a unique function control interface for each spe-
cific user in a plurality of specific users, said unique
function control interface specific to said each specific
user, and said unique function control interface accept-
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ing commands from said each specific user to exercise
said control of said specific functions of said control-
lable device.

40. The system of claim 39 wherein a delivered data struc-
ture is stored, at least temporarily, at said paired remote
device and available intermittently to said paired remote
device for said control of said specific functions of said paired
controllable device without requiring further delivery of said
data structure.

41. The system of claim 39 further comprising:

means for communicating to said controllable device from

said paired remote device requirements of said paired
remote device for processing said data structures com-
municated from said paired controllable device.

42. The system of claim 39 further comprising:

means at said paired remote device for utilizing feedback

from said paired controllable device pertaining to said
specific functions selected from said paired remote
device.

43. The method of claim 39 wherein said user credentials
comprises a combination of a username and a password.

44. An application program product for controlling a pro-
grammable remote device, said application program product
comprising a non-transitory computer readable medium hav-
ing program code recorded thereon, the program code con-
figured to perform the steps of:

accepting user credentials;

20

accepting a data structure from at least one controllable
device, wherein said data structure is specific to said user
credentials authorized by said at least one controllable
device;
establishing on said programmable remote device a user
interface for allowing a user to input selected commands
to said programmable remote device, wherein a configu-
ration of said user interface is specific to said user cre-
dentials;
converting inputted commands into command signals rec-
ognizable by said at least one controllable device, said
converting utilizing said accepted data structure; and

storing said data structure, at least temporarily, at said
programmable remote device, so as to be usable by said
programmable remote device for sending said command
signals to said at least one controllable device for a
period of time without accepting any further data struc-
tures from said at least one controllable device.

45. The program product of claim 44 wherein said configu-
ration of said user interface includes an arrangement of func-
tion controls for available commands.

46. The program product of claim 44 further configured to
perform the step of:

allowing said user of said programmable remote device to

establish rules for selected ones of said commands.

47. The method of claim 44 wherein said user credentials
comprises a combination of a username and a password.
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