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INTERNET OF THINGS (10T) ADAPTATION SERVICES

CROSS REFERENCE TO RELATED APPLICATIONS

[0001] This Application claims the benefit of U.S. Provisional Patent Application Serial
No. 61/819,871 filed May 6, 2013, the disclosure of which is hereby incorporated by reference as
if set forth in its entirety herein.

BACKGROUND

[0002] Various forms of adaptation may be used for Internet and Web-based
applications and services. Adaptation generally refers to aprocess in which a system changes
(adapts) its behavior based on information. Examples of adaptation include adaptation of an
application's or aservice's data or content from one format to another, adaptation of the
resolution used for avideo streaming application based on the type of network connection or
available bandwidth, and adaptation of an application's sleep schedule based on aremaining
battery level.

[0003] From an Internet/Web perspective, current forms of application and service
adaptation are generally limited to self-adaptation in which an application or service performs
adaptation on itself based on local policies or intelligence. Existing network-based forms of
adaptation involve the use of adaptation network proxies, gateways, or services that are
specifically built and customized to perform adaptation for aparticular type(s) of
application/service. An example of application-specific video codec adaptation is performed by
Y ouTube, which will automatically adapt the bitrate of videos being streamed between the
Y ouTube application instance hosted on adevice and aY ouTube server based on the type of
browser being used (e.g., mobile or laptop) and/or the access network connectivity (e.g., WiFi or

cellular).

SUMMARY

[0004] Current approaches to adaptation lack a genera and intelligent adaptation
service that can be used by adiverse set of applications and services. Asaresult, adaptation is
often performed by applications or services themselves, or adaptation is performed by custom
proxies, gateways, or services that have been specifically built to perform aparticular type of
adaptation for a specific type of application or service. Systems, methods, and apparatus
embodiments are described herein for adaptation services that can support heterogeneous types

of applications and services.
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[0005] In one embodiment, a system comprises aplurality of devicesthat communicate
via network, such as an Internet of Things (10T) for example. Asused, herein the IoT may refer
to anetwork in which devices can communicate with each other, and thus the loT may also be
referred to as an machine-to-machine (M2M) communication system. Further, while devices,
applications, services, and the like are often referred to herein as "loT" entities, it will be
understood that the "1oT" is presented by way of example and not presented by way of
limitation. For example, the devicesthat communicate via the network can be adapted via a
network-based 10T adaptation service, wherein the plurality of devices that use the network-
based 10T adaptation service can correspond to different IoT applications. The loT adaptation
service can use factors such as, content, context, policies, prior decisions, and events when
performing adaptation. Thus, the 0T adaptation service enables intelligent and dynamic forms
of adaptation across applications.

[0006] In accordance with an example embodiment, anetwork server that includes an
adaptation service may determine that a service that is provided by anetwork entity should be
adapted for afirst client and a second client that is different than the first client. The adaptation
service, and thus the network server that hosts the adaptation service, may generate first
instructions for the network entity to adapt the service that the network entity provides such that
the service is compatible with the first client. The adaptation service, and thus the network
server that hosts the adaptation service, may further generate second instructions for the network
entity to adapt the service that the network entity provides such that the service is compatible
with the second client. The first and second instructions may be sent to the network entity, and
the first instructions may be different than the second instructions. The adaptation service, and
thus the network server that hosts the adaptation service, may determine that the service should
be adapted for the first and second clients based on receiving aplurality of adaptation requests.
Alternatively, the adaptation service may determine that the first and second clients should be
adapted by monitoring information in anetwork.

BRIEF DESCRIPTION OF THE DRAWINGS

[0007] A more detailed understanding may be had from the following description,
given by way of example in conjunction with the accompanying drawings wherein:

[0008] Fig. 1A isablock diagram of a system without adaptation services, which

illustrates some example problems related to alack of adaptation;

0.
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[0009] Fig. IBisablock diagram that shows an example 10T virtualization service
according to an example embodiment;

[0010] Fig. 2isablock diagram of an Internet of Things (10T) adaptation service in
accordance with an example embodiment;

[0011] Fig. 3isablock diagram of example 0T adaptation service capabilities in
accordance with an example embodiment;

[0012] Fig. 4 illustrates an adaptation capability library in accordance with an example
embodiment;

[0013] Fig. 5isacal flow for adirect request for adaptation services according to an
example embodiment;

[0014] Fig. 6isacal flow for an indirect request for adaptation services according to
an example embodiment;

[0015] Fig. 7isacal flow for collaborative adaptation according to an example
embodiment;

[0016] Fig. 8A is asystem diagram of an example machine-to-machine (M2M) or
Internet of Things (IoT) communication system in which one or more disclosed embodiments
may be implemented;

[0017] Fig. 8B is asystem diagram of an example architecture that may be used within
the M2M / 10T communications system illustrated in Fig. 8A;

[0018] Fig. 8C is asystem diagram of an example M2M / 10T terminal or gateway
device that may be used within the communications system illustrated in Fig. 8A; and

[0019] Fig. 8D isablock diagram of an example computing system in which aspects of
the communication system of Fig. 8A may be embodied.

DETAILED DESCRIPTION OF ILLUSTRATIVE EMBODIMENTS

[0020] Asreferred to herein, an Internet of Things (1oT) refersto aglobal infrastructure
that interconnects things to the Internet. Asused herein, the loT may refer to any network in
which devices can communicate with each other, and thus the 10T may also bereferred to as a
machine-to-machine (M2M) communication system. Further, while devices, applications,
services, and the like are often referred to herein as "l1oT" devices, applications, services, and the
like, it will beunderstood that the "loT" qualifier is presented by way of example, and not
presented by way of limitation. AnloT system may consist of [oT Things, 0T Entities, 0T

Services, and loT Applications. AnloT Thing refers to auniquely identifiable physical or
_3-
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virtual thing that is accessible via Internet connectivity (e.g., products, weather, sensors, etc.).
An loT Thing may be connected to the Internet via loT Devices. An loT Entity may refer to an
loT network node (e.g., 10T Device, Gateway, Router, Server, or the like). AnloT Application
may refer to an application that is hosted on an 10T Entity.

[0021] Asused herein, an 0T service refers to a service that supports amodular and re-
usable set of 10T capabilities that are made accessible via adefined 10T service interface.
Capabilities may also bereferred to herein as functionalities, without limitation. Thus,
adaptation capabilities may also be referred to herein as adaptation functionalities, without
limitation. AnloT service interface may define the means by which the 10T service can be
interacted with. For example, the 0T service interface may definethe IoT protocols and 10T
primitives supported by the |oT service. An example loT service interface operation defines one
supported action of the 10T service interface. AnloT information model may refer to a
representation of concepts with relationships, constraints, rules, and operations to specify data
for the 10T domain. An IoT information element may refer to one particular instance of loT
information (e.g., content, context, policy, event, decision, or the like). For example, an 10T
information element may be associated with a corresponding I0T information category that
defines the 10T information element’s type and structure.

[0022] Asdescribed in detail below, in accordance with various embodiments, an 10T
adaptation service supports an intelligent and general set of 10T adaptation capabilities that can
beused by abroad and heterogeneous set of network applications and services. Asused herein,
an |oT adaptation capability may refer to aparticular type or form of adaptation supported by an
loT adaptation service. Adaptation generally refers to aprocess in which a system changes
(adapts) its behavior based on information. Example |oT adaptation capabilities described herein
may differ from traditional forms of adaptation in that they are meant to be broader in nature
such that they are not customized to aparticular application or service. Thus, various example
capabilities that are described herein can be offered by an 10T adaptation service as genera
adaptation capabilities that can be used by abroad heterogeneous set of applications and services
in the network.

[0023] It has been recognized herein that a future loT may include loT-type devices
that have migrated towards a service oriented architecture and |0T-type devicesthat offer their
capabilities via services. Further, 10T networks may migrate toward a service oriented
architecture that hosts network-based services upon network nodes such as cloud servers,

gateways, and routers for example, to assist and enable 10T devices and applications to interact

_4-
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with one another in an intelligent and efficient manner. Thus, 10T devices and applications that
interact with each other in such amanner can also bereferred to as aWeb of Things (WoT) or an
Internet of Services (10S).

[0024] It is further recognized herein that, coupled with amigration to a more services
based architecture, future 10T networks may also become more information centric and aware as
compared to previous 10T networks. For example, future 0T messages may contain higher-level
forms of information as compared to previous 0T messages. Such forms of information can be
made accessible and interpretable, not just to endpoint applications, but aso to network-based
services (e.g., web services) hosted on intermediate nodes in the network. Such higher-level
information may include, for example, metadata that describes the data and can be used to
interpret the data (e.g., semantics), context information such aswhere data originated from for
example, or policy information that defines rules related to information in the message. Higher-
level forms of information may enable more intelligent applications and services deployed on
loT devices and 10T network nodes (e.g., routers, servers, etc.). Higher-level forms of
information may also enable the realization of more intelligent and general forms of adaptation
services supported within the Internet.

[0025] Asdescribed herein, 10T services and applications may benefit from more
intelligent and more general adaptation service mechanisms as compared to existing adaptation
service mechanisms. For example, using adaptation service mechanisms described herein, 10T
services can support adaptation of their services for resource constrained 10T devices, which
themselves may have limited or no capability to adapt. Similarly, adapting an example 0T
service to the needs and requirements of various 10T applications can increase, for example, the
number and types of IoT applications that can make use of the example |0oT service. Invarious
example embodiments described herein, an awareness of higher-level forms of information is
leveraged and coupled with adaptation services to create intelligent services (e.g., 10T services).

[0026] Asdiscussed above, the Internet/Web lacks general and intelligent network-
based adaptation services that can be used by a diverse set of applications and services. Asa
result, adaptation is often performed by the applications or services themselves or by custom
proxies, gateways, or services that have been specifically built to perform aparticular type of
adaptation for a specific type of application or service. To enable an agile 10T described herein,
various embodiments described below provide intelligent and general network-based adaptation

services.
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[0027] Without general network-based adaptation services available in anetwork,
adaptation may instead be performed by the applications and services themselves or by
introducing an increasing amount of customized adaptation proxies/gateways/services into the
Internet. Such customizations may introduce additional complexity, management, and cost to
the Internet. Conversely, an |oT described herein defines new forms of information that 10T
applications and services can generate, consume, and share with one another. Standardization of
this information may ensure universal adoption across loT applications and services. Some
examples of such information include metadata (e.g., semantics), context, policies, or the like.
Such forms of information may enable intelligent and complex forms of adaptation such as, for
example, new types of context aware and policy based adaptation of 10T applications and
services.

[0028] 0T applications and services may be hosted upon network nodes (eg., 10T end
devices) that have scarce resources or limited human interaction. Further, the capability of the
applications and services to perform their own adaptation may be limited by the type of network
node that they are hosted upon. Various embodiments described herein include general network-
based adaptation services that alow applications and services to offload their adaptations to
these services. Described embodiments further include network-based adaptation services that
may autonomously change the behavior of aservice or an application based on information such
as, for example, an observed context, events, policies, adecision making capability, or the like.

[0029] Fig. lillustrates an example system 100athat lacks network-based adaptation
services. Asused herein, an adaptation service may bereferred to as network-based if it can be
accessed via acommunication network, for example, by an application or another service.
Referring to Fig. 1, the system 100a includes an example |0T device 102, afirst |oT application
104, and a second |oT application 106. The loT device 102 may communicate to applications,
for instance the first |oT application 104, via anetwork 108. The loT device 102 may be a
resource constrained 10T device. In accordance with the illustrated example, the 10T device 102
isan loT temperature sensor, and thus the 10T device 102 may also be referred to asan loT
temperature sensor 102. The loT temperature sensor 102 may be owned by aweather service
company or aweather agency, such as a government owned national weather service for
example. In accordance with the illustrated example, the temperature sensor 102 is virtualized
by anetwork-based 10T virtualization service 110 that resides on the network 108. The network
108 may be owned by a machine-to-machine (M2M) service provider, such as Verizon, AT&T,

or the like. Thus, the |0oT virtualization service 110 may be owned by the M2M service provider.

-6 -
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[0030] By virtualizing the 10T device 102, aload onthe 10T device 102 may be
reduced. An example load onthe IoT device 102 may result from requests originating from one
or more applications, such asthe first and second loT applications 104 and 106 for example.

The virtualization service 110 can absorb loads on behalf of the 0T device 102. For example,
the illustrated virtualized 10T temperature sensor 102 is compatible with the first |oT application
104, and the 10T sensor 102 can communicate with the first loT application 104 via the network
108, and in particular the virtualization service 110. In accordance with the illustrated example,
the first 10T application 104 may be owned by afirst weather service company. For example,
the first 10T application 104 may require temperature readings in degrees Fahrenheit, and the loT
device 102 may provide temperature readings in degrees Fahrenheit. By way of further example,
the 10T device 102 and the first 10T application may use first protocol, such as asimple object
access protocol (SOAP) for example, to communicate with the 10T virtualization service 110,
and thus with each other. SOAP generaly refers to protocol that relies on an XML information
set for its message format. Alternatively, in accordance with the illustrated example, the second
loT application 106 may use a second protocol, such as arepresentational state transfer (REST)
interface (RESTful) for example, to communicate such that the second IoT application 106 is not
compatible with the 10T device 102 inthe system 100a. RESTful generally refersto an
architecture that includes clients that issue semantic requests to servers, and servers return
appropriate semantic responses. For example, the second |0T application 106 may be owned by
adifferent weather service company than the first weather service company, and the second |oT
application 106 may require temperature readings in degrees Celsius. Inthe example illustrated
in Fig. 1, neither the 10T device 102 itself nor the virtualization service 110 support adapting the
interface and content to match the interface (RESTful) and content (Celsius) requirements of the
second loT application 106. Further, in accordance with the illustrated example, the second loT
application 106 does not support adaptation. Thus, the second |0T application 106 is unable to
use the 0T virtualization service 110. Further, the second IoT application 106 isunable to
obtain temperature readings from the 10T temperature sensor 102. In accordance with an
example embodiment, referring to Fig. 1B, an example |oT adaptation service 112 addresses the
example problems identified in the description of Fig. 1A.

[0031] Fig. IB illustrates an example system 100b that includes the |oT device 102, the
first 10T application 104, the second IoT application 106, the 0T virtualization service 110, and
the loT adaptation service 112, which may communicate with each other via the network 108.

The loT device 102 may communicate with one or more applications, for instance the first loT

-7-
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application 104 and the second 0T application, viathe network 108. It will be appreciated that
the example system 100b is simplified to facilitate description of the disclosed subject matter and
is not intended to limit the scope of this disclosure. Other devices, systems, and configurations
may beused to implement the embodiments disclosed herein in addition to, or instead of, a
system such asthe system 100b, and all such embodiments are contemplated as within the scope
of the present disclosure.

[0032] Still referring to Fig. IB, the illustrated 10T adaptation service 112 can be
leveraged by the 0T virtualization service 110 to adapt the virtualized 10T device 102 into
another instance, for instance a new instance, of the virtualized 10T device 102 that meets the
requirements of the second IoT application 106. In accordance with the illustrated embodiment,
the new instance of the virtualized 10T device 102 is compatible with the interface (RESTful) of
the second application 106. The new instance of the virtualized 10T device 102 is further
compatible with functional requirements (e.g., temperature in degrees Celsius) of the second
application 106. Thus, the illustrated 10T adaptation service 112 enables the 10T virtualization
service 110 to become adaptive in nature. The |oT adaptation service 112 can be owned and
operated by the same service provider that owns the 10T virtualization service 110 or it can be
owned by adifferent service provider than the service provider that owns the |oT virtualization
service 110.

[0033] Fig. 2isablock diagram that shows an example |0T adaptation service 202 in
an example system 200. Referring to Fig. 2, the |oT adaptation service 202 can be used to
address problems described above (e.g., see Fig. 1A). The loT adaptation service 202 can be
implemented as a general service in the network.

[0034] Asdescribed further below 0T adaptation services in accordance with various
embodiments can enable intelligent and dynamic adaptation of applications and services hosted
on various entities in the network (e.g., devices, routers, gateways, servers). Thus, adaptation
services descried herein can be considered smart (e.g., intelligent), for example, because they can
perform adaptation in an information-aware manner and they can factor in content-awareness,
context awareness, policies, prior decisions, and events when performing the adaptation. Thus,
the |oT adaptation services described herein can enable intelligent and dynamic forms of
adaptation.

[0035] Referring to Fig. 3, an loT adaptation service, such as an loT application service
302, may provide one or more capabilities 304. Theillustrated embodiment shown in Fig. 3
shows an architecture 300 for the adaptation service 302, which may be referred to as a general

-8-
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information-aware network-based 10T adaptation service 302. While the illustrated 0T
adaptation service 302 can perform the illustrated functions 304, it will be understood that an 10T
adaptation service can perform other functions as desired in accordance with an example
embodiment. The loT adaptation service 302 may communicate with one or more |oT services
306 via an interface 308, which may bereferred to as an interface between services (Iss). The
loT adaptation service 302 may communicate with one or more I0T applications 310 via an
interface 312, which may bereferred to as an interface between a service and applications (j sa).
The loT applications 310 may behosted on various entities in anetwork, such as, for example, a
device, aserver, agateway, arouter, or the like. Further, the 10T services 306 may be hosted on
various entities in anetwork, such as, for example, a device, a server, agateway, arouter, or the
like. Thus, the loT adaptation service 302 supports receiving requests to perform adaptation of
the 10T applications 310 and the 10T services 306 that may be hosted on various entities in the
network.

[0036] Requeststothe 0T adaptation service 302 can originate from the applications
310 or the services 306. For example, one of the services 306 may be a publishing service, and
the publishing service can request that the adaptation service 302 adapt information that the
publishing service publishes. By way of further example, the publishing service may request that
the adaptation service 302 adapts apublishing schedule based on information that the adaptation
service 302 is ableto collect and interpret about the network. For example, the adaptation
service 302 may collect the types of applications 310 in the network, respective locations of the
applications 310, or alevel of interest that each application 310 has in published information.

[0037] In accordance with an example embodiment, an 10T network server that
includes the adaptation service 302 may determine that one of the applications 310 or services
306, which may bereferred to as afirst client, should be adapted. The IoT network server may
further determine that another one of the applications 310 or services 306, which may be referred
to as asecond client, should be adapted. The second client may be different than the first client.
The adaptation service 302, and thus the 10T network server that hosts the adaptation service
302, may generate first instructions for an 10T entity to adapt a service that the 10T entity
provides such that the service is compatible with the first client. The adaptation service 302, and
thus the 10T network server that hosts the adaptation service 302, may further generate second
instructions for the 10T entity to adapt the service that the 10T entity provides such that the
service is compatible with the second client. The first and second instructions may be sent to the

loT entity, and the first instructions may be different than the second instructions. In some cases,
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the adaptation service 302 may instruct different clients to adapt by sending notifications to
clients that subscribe to the adaptation service 302. The notifications may be sent to clients
when adaptation is required. For example, as further described below, these notifications can be
based on adaptation policies, context information, or the like, which each client may specify in
its respective subscription to the adaptation service 302. In some cases, the adaptation service
302 can include instructions on how the client isto adapt itself within the notification.
Alternatively, the notification can include a call-back function, which the client can call for the
function to perform a specific type of adaptation on the client. The IoT service 302 may
determine that the first and second client should be adapted based on receiving aplurality of
adaptation requests. Alternatively, the 10T adaptation service 302 may determine that the first
and second clients should be adapted by monitoring context information.

[0038] By way of another example, the network server that includes the adaptation
service 302 may determine that a service 306x that isprovided by anetwork entity should be
adapted for afirst client (e.g., one of the services 306 or applications 310) and a second client
(e.g., another one of the services 306 or applications 310) that is different than the first client.
The adaptation service 302, and thus the network server that hosts the adaptation service, may
generate first instructions for the network entity to adapt the service 306x that the network entity
provides such that the service 306x is compatible with the first client. The adaptation service
302, and thus the network server that hosts the adaptation service, may further generate second
instructions for the network entity to adapt the service 306x that the network entity provides such
that the service 306x is compatible with the second client. The first and second instructions may
be sent to the network entity, and the first instructions may be different than the second
instructions. The adaptation service 302, and thus the network server that hosts the adaptation
service 302, may determine that the service should be adapted for the first and second clients
based on receiving aplurality of adaptation requests. In one embodiment, the adaptation service
302 receives reguests to adapt each client. 1n each of these requests, input may be provided to
the adaptation service 302 and the adaptation service 302 uses the input to individually adapt
each client. In another embodiment, the network server that hosts the adaptation service 302
receives arequest associated with the first client and arequest associated with the second client.
Thus, the adaptation service 302 may determine that a service provided by anetwork entity
should be adapted for the first client and the second client based on receiving aplurality of
adaptation requests. Inyet another embodiment, the adaptation service 302 can support policies

that it can use to autonomously adapt each of the first and second clients. Alternatively, the
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adaptation service 302 may determine that the first and second clients should be adapted by
monitoring information in anetwork. For example, the adaptation service 302 may monitor
context information that is specific to each client, and in turn generate client specific adaptation
instructions. By way of further example, the network server that hosts the adaptation service 302
may monitor the service 302x, and based on the monitoring, may determine that the service 302x
should be adapted for one or more clients, such asthe first client and the second client for
example.

[0039] Asdescribed further below, the architecture 300, and in particular the 0T
adaptation service 302, may support intelligent decision making capabilities such that the
adaptation service 302 can make cognitive decisions regarding how to process incoming
adaptation requests. The loT adaptation service 302 may also support autonomous adaptation
related decision making on its own without requiring explicit requests from aclient, such as one
of the services 306 or one of the applications 310 for example. Theterm client, as used herein,
may refer to any application or service. Thus, the 10T adaptation service 302 can make
autonomous decisions to adapt 0T services 306 and applications 310 aswell asthe network
entities they are hosted upon. To make these decisions, the 10T adaptation service 302 may
factor context information and policies that, for example, can be provided as inputs to the
adaptation service 302. For example, context information and policies may be supplied to the
loT adaptation service 302 from various network-based services and/or applications that
interface with the network. Alternatively, the |oT adaptation service 302 may autonomously
collect and generate information. For example, the loT adaptation service 302 may collect
information by monitoring past requests that it receives and past responses that it generates.

[0040] Theillustrated |oT adaptation service 302 may also support intelligent
collaboration with other services and capabilities within the network, as further described below.
Via collaboration, for example, the adaptation service 302 can leverage the features of other
services and capabilities in the network to enhance its own intelligence and capabilities, aswell
asto increase the scope and type of adaptation services it makes available. For example, the
adaptation service 302 can use collaboration to collect context information from other nodes in
the network, receive aerts from other nodes in the network regarding events, collaborate with
other adaptation services that may be distributed throughout the network, or the like.

[0041] Theillustrated capabilities 304 are described further below. Referring to Fig. 3,
in accordance with the illustrated embodiment, the 10T adaptation service 302 includes an

adaptation service request process capability 304a, acognitive adaptation service decision
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making capability 304b, an adaptation capability discovery capability 304c, an adaptation service
execution capability 304d, an adaptation service context monitoring capability 304e, an
adaptation subscription management capability 304f, an adaptation service collaboration
capability 304g, and information-aware adaptation capabilities 304h. It will be understood that
the loT adaptation service 302 may include other capabilities in addition to, or alternatively to,
the illustrated capabilities as desired. Further, the capabilities 304 may also bereferred to as
components 304 of the adaptation service 302, without limitation.

[0042] In accordance with the illustrated embodiment, the example |oT adaptation
service 302 includes the adaptation service request processing component 304a. The adaptation
service request processing component 304a may receive general service-based adaptation
requests from the client applications 310 and services 306. Further, the component 304a, and
thus the adaptation service 302, may conduct admission control for incoming adaptation
requests, buffers and prioritize accepted incoming adaptation requests; adjust the priority of
adaptation requests; consolidate and/or aggregate similar or duplicate adaptation requests; and/or
schedule adaptation requests based on their priority, service level agreements, policies, or the
like. Asdescribed herein, various different types of adaptation requests can be received and
supported by the component 304a. Further, various different request formats may be received by
the adaptation service 302.

[0043] Theillustrated adaptation capability discovery capability 304c supports
servicing adaptation capability discovery and publishing requests from the client applications
310 and the services 306. Using this capability, for example, other clients in the network can
discover the adaptation capabilities of the adaptation service 302. Via collaboration, the
adaptation service 302 can aso enable clients, for instance the services 306 and the applications
310, to discover adaptation capabilities that are hosted on other adaptation service instances as
well those capabilities that the adaptation service 302 natively supports.

[0044] Theillustrated cognitive adaptation service decision making component 304b,
and thus the adaptation service 302, may support cognitive decision making capabilities. The
cognitive adaptation service decision making component 304b may make decisions related to
adaptation. For example, the cognitive adaptation service decision making component 304b may
determine: which of the applications 310 or the services 306 to adapt; under what conditions to
perform adaptation; what type of adaptation to perform; whether to collaborate with other
services 306 in the network to perform adaptation; or the like. Decision making can be

performed natively or via collaboration with other cognitive decision making services in the
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network. Cognitive decision making capabilities can be used by the adaptation service 302. For
example, the component 304b may enable the adaptation service 302 to support servicing
requests to dynamically adapt policies that can be disseminated to other services 306 and
applications 310 in the network. Examples include policies that control which of the network
services 306 collaborate with one another, and policies that control the behavior of the network
services 306 or applications 310 based on certain context or content (e.g., dynamically control
policies for service classification, service publishing, discovery and negotiation, service delivery,
service composition and adaptation, service mobility management, service virtualization, service
charging, or the like). Other example policies control if/when agiven network service or
application uses cloud-based services.

[0045] With continuing reference to Fig. 3, in accordance with the illustrated
embodiment, the adaptation service execution component 304d performs adaptation on atargeted
network service or application, for instance one of the services 306 or the applications 310. The
adaptation can be performed by using native adaptation capabilities that are supported by the
adaptation service 302 or by using adaptation capahilities supported by other adaptation service
instances, for instance one of the services 306, in the network through collaboration.

[0046] Theillustrated adaptation service context monitoring component 304 may
monitor context related to adaptation service decision making, collaboration, and execution. As
used herein, context may generally refer to information that can be used to describe, track, and/or
infer the situational state or condition of aservice, an application, a device, anetwork, or a
combination thereof. In an example embodiment, context is used to dynamically adjust future
decisions and actions of the adaptation service 302. Monitoring of context can be supported by
the adaptation service 302 interacting with underlying protocol layers or services upon which the
adaptation service 302 is hosted. Further, context may be monitored by other entities or services
in the network that the adaptation service 302 can collaborate with (e.g., a context broker
service). Context information that results from monitoring can aso be supplied to the adaptation
service 302 by another service or application in the network, such as ones of the services 306 and
the applications 310 for example. Collaboration can aso be used to gather monitoring
information.

[0047] Theillustrated adaptation service subscription management component 304f
may enable the adaptation service 306 to support adaptation subscriptions from its clients.
Clients of the adaptation service 302 may refer to one or more of the services 306 or the

applications 310. Adaptation subscriptions may allow clients to subscribe to the adaptation
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service 302. Clients may subscribe to various adaptation services based on, for example specific
adaptation conditions, atype of desired adaptation, an adaptation target that clients would like an
adaptation performed upon, or the like. For example, the adaptation service 302 may detect the
occurrence of conditions that are specified by aclient, and the adaptation service 302 may then
perform a specified adaptation on intended targets. Targets may include ones of the services 306
or the applications 310, for example. By way of example, one or more clients, such as afirst and
a second client for example, may subscribe to the adaptation service 302 that may be hosted on a
network server such that the first client has afirst subscription with the adaptation service 302
and the second client has a second subscription with the adaptation service 302. The first and
second subscriptions may specify parameters that indicate when and how the first and second
clients, respectively, should be adapted. Thus, based on the first subscription, the adaptation
service 302 may generate first instructions for anetwork entity to adapt a service for the first
client, and based on the second subscription, the adaptation service 302 may generate second
instructions for the network entity to adapt the service for the second client. The first
instructions may be different than the second instructions.

[0048] still referring to Fig. 3, the adaptation service collaboration component 304g
may apply to scenarios in which requested adaptation service(s) are hosted on multiple network
entities. For example, the collaboration component 304g can be used between the services that
are hosted on multiple network entities such that decisions on if/when to perform adaptation can
be made in acollaborative manner. The collaboration component 304g can be used to separate
an adaptation such that portions of the adaptation are performed by different adaptation service
instances. Multiple instances of an adaptation service may be disbursed throughout anetwork
and multiple instances of an adaptation service may be hosted on various network entities within
anetwork. The collaboration component 304g can be used by one or more adaptation service
instances, for example the adaptation service 302, to coordinate the adaptation of services or
applications, such as ones of the services 306 and the applications 310 for example. The
adaptation service 302 can aso collaborate with cloud based services and resources to perform
resource intensive adaptation operations. For example, the adaptation service 302 may use
cloud-based services to offload certain adaptation operations to the cloud. The collaboration
component 304g can also be used by the adaptation service 302 to enhance adaptation publishing
and discovery capabilities. The collaboration component 304g may also enable the adaptation

service 302 to collaborate with other types of services and capabilities in the network.
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[0049] The illustrated information-aware adaptation capabilities can support one or
more adaptation capabilities that can be used by clients, such asthe services 306 or the
applications 310 for example. The one or more adaptation capabilities can support awareness of
higher-level forms of information such as semantics, policies, events, or the like. Viathis
awareness, for example, the adaptation capabilities can support intelligent forms of adaptation in
a general, non-customized manner. The |oT adaptation service 302 can provide one or more
adaptation capabilities, which can bereferred to as native adaptation capabilities. In an example
embodiment, the 0T adaptation service 302 provides adaptation capabilities that are not native
adaptation capabilities. For example, as described herein, the 10T adaptation service 302 can
collaborate with other 10T adaptation service instances in anetwork to make use of
corresponding adaptation capabilities of the other 10T adaptation service instances.

[0050] Still referring to Fig. 3, the illustrated 10T adaptation service 302 supports the
interface to applications (1sa) 312 and the interface to other services in the network (Is-s) 308. In
accordance with the illustrated embodiment, the interfaces 308 and 312 enable the 10T adaptation
service 302 to communicate with |oT services 306 and 10T applications 310, respectively. It will
be understood that the services 306 and the applications 310 may be hosted on various network
entities, such as 10T devices for example, within anetwork. Thus, the interfaces 308 and 312
may enable the 10T service 302 to communicate with various network entities.

[0051] In accordance with the illustrated embodiment, the s interface 312 enables the
adaptation service 302 to receive adaptation requests, for example, from the applications 310.
The adaptation requests may include requests to perform adaptation on behalf of respective
applications 310. For example, one of the applications 310 may request that the adaptation
service 310 adapts adesignated 10T information element (e.g., a content instance). Further, the
adaptation requests can target adaptation of different |oT applications, 10T services, or 0T
network entities that the |oT application, 10T service, or 10T network entity that sends the request
to the adaptation service 302.

[0052] In accordance with the illustrated embodiment, the s interface 312 also
enables the adaptation service 302 to issue adaptation requests to the applications 310. The
issued adaptation requests over the interface 312 can originate from the 10T adaptation service
302, and such requests can bereferred to as autonomous requests. Alternatively, the issued
adaptation requests can originate from other applications or services in the network, such as ones
of the services 306 or the applications 310, and such requests can be forwarded to another one of

the applications 310, which can bereferred to as atarget application, over the interface 312 by
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the adaptation service 302. By way of example, and without limitation, the adaptation service
302 may issue requests over the interface 312 to adapt an application's functionality, interfaces,
content that it generates, or the like, in order to throttle the application's rate of requests to the
network during periods when the network ishighly congested.

[0053] In accordance with the illustrated embodiment, the adaptation service 302 may
receive adaptation requests from the services 306 over the Is-sinterface 308. The adaptation
service 302 may perform adaptation on behalf of the services 306. The adaptation requests that
the adaptation service 302 receives from the services 306 may target adaptation of other ones of
loT services 306 or loT applications, such as ones of the applications 310.

[0054] With continuing reference to Fig. 3, the Is-s interface 308 may enable the loT
adaptation service 302 to issue adaptation requests that target the 10T services 306 in the
network. The issued adaptation requests over the interface 308 can originate from the 10T
adaptation service 302, and such requests can be referred to as autonomous requests.
Alternatively, the issued adaptation requests over the interface 308 can originate from other
applications or services in the network, such as ones of the services 306 or the applications 310,
and such requests can be forwarded to another one of the services 306, which can be referred to
as atarget service, by the adaptation service 302. By way of example, requests that are issued
over the interface 308 can be used to adapt a service's functionality, interfaces, content that it
generates, or the like. For example, an interface of one of the services 306 can be adapted to
meet the requirements of aparticular application, such as one of the applications 310 for
example, that has an interface that is not compatible with the interface of the service 306. The
requests that are issued over the interface 308 can also be used for collaboration purposes
between multiple network instances of the 0T adaptation service 302.

[0055] While adaptation requests, as described above, may be sent and received over
the IsA 312 and the Is-s interface 308, it will be understood that adaptation service requests may
be sent and received over other interfaces as desired.

[0056] The various types of adaptation service requests that are described herein, such
asthose that are sent and received over the interfaces 308 and 312 for example, can be
implemented as anew adaptation service protocol. Alternatively, adaptation service requests can
bebound to one or more existing protocols. By way of example, adaptation service requests and
corresponding responses can be bound to protocols such as hypertext transfer protocol (HTTP),
constrained application protocol (CoAP), orthe like. For example, protocols such asHTTP or

CoAP can beused as an underlying transport protocol for carrying the different types of

- 16 -



WO 2014/182692 PCT/US2014/036962

adaptation service requests and responses. The adaptation regquests and responses can be
encapsulated within the payload of messages, such asHTTP or CoAP messages for example.
Alternatively, information within the adaptation service requests and responses can be bound to
fields within headers and/or options, for example HTTP/CoAP headers and/or options. In one
example embodiment, adaptation service requests and response protocol primitives can be
encoded as JavaScript Object Notation (JSON) or extensible markup language (XML)
descriptions that are carried in the payload of HTTP or CoAP requests and responses. Asa
result, adaptation applications and services can encode/decode adaptation service protocol
JSON/XML primitives and use HTTP or CoAP as an underlying transport for exchanging these
adaptation service primitives with one another.

[0057] Referring generally to Fig. 3, various types of adaptation requests can be
received by the adaptation service 302. Various example adaptation requests are described
below. For example, one of the 10T applications 310 or services 306 may request that the 10T
adaptation service 302 perform adaptation based on one or more of the types of adaptation
natively supported by the service 302. The applications 310 or services 306 may discover other
features that the adaptation service 302 supports. For example, arequest may include arequest
to discover whether the adaptation service 302 supports collaborating with other adaptation
services, or whether the adaptation service 302 supports receiving an adaptation capability that
the adaptation service 302 can then use when servicing a particular adaptation request.

[0058] Another example adaptation request is arequest by one of the 10T applications
310 or services 306 for the 10T adaptation service 302 to perform adaptation on behalf of one of
the 10T applications 310 or services 306. Such arequest may be preceded by a determination
that adaptation service 302 can support or perform the requested adaptation. For example, the
adaptation service 302 may receive arequest to perform adaptation on an 10T information
element that is passed within the request, and to return the adapted information element within a
response

[0059] Yet another example adaptation request is arequest by one of the loT
applications 310 or services 306 for the 10T adaptation service 302 to perform adaptation on one
or more other 10T applications, services, or entities in the network. For example, one of the
applications 310 can request that the 10T adaptation service 302 perform adaptation on one of the
network services 306 that the one application 310 would like to use but is not compatible with.
In response to the request, the adaptation service 302 may adapt an interface of the one service
306 such that the service 306 is compatible with an interface of the one application 310.
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[0060] Yet another example type of adaptation request is arequest by one of the loT
applications 310 or services 306 to subscribe to the 10T adaptation service 302. The applications
310 and the services 306 may subscribe to the adaptation service 302 so that they receive future
adaptation notifications or requests from the 0T adaptation service 302 if/when particular
adaptation conditions are met that require particular subscribing 10T applications 310 and
services 306 to adapt.

[0061] An example adaptation request, which may be referred to as an autonomous
reguest, is generated by the adaptation service 302. The autonomous request may be sent to the
services 306 or the applications 310, and the request may include arequest for the services 306
or the applications 310 to adapt. For example, the 10T adaptation service 302 can observe
context information, such as anetwork congestion status or whether 10T devices are overloaded.
Based on the observed context information, the adaptation service 302 and can intelligently
decide, using policies for example, to perform adaptation on one or more of the 10T applications
310, services 306, or entities. The performed adaptation may bereferred to as a corrective
action, for example, that is performed in response to the observed context information (e.g.,
network congestion, overloaded 10T devices).

[0062] TheloT applications 310 and services 306 can send another example adaptation
reguest, to the adaptation service 302, to create a new adaptation capability within the loT
adaptation service 302. A new adaptation capability may refer to a capability that is not natively
supported by the adaptation service 302. Thus, one of the 10T applications 310 or services 306
can use an adaptation request to add a new adaptation capability tothe |0T adaptation service
302. For example, anew adaptation capability can be created for translating the output of one of
the services 306 such that the output meets interface requirements of one or more of the
applications 310.

[0063] Yet another example type of request is arequest by one instance of an loT
adaptation service to collaborate with another instance of an 10T adaptation service. This type of
request may be collectively referred to as acollaboration adaptation request. For example, the
loT adaptation service 302 can use acollaboration adaptation request to discover the adaptation
capabilities supported by other instances of 10T adaptation services. Further, the adaptation
service 302 may issue a collaboration adaptation request to publish its supported adaptation
capabilities to other instances of adaptation services. The loT adaptation service 302 can aso
use acollaboration adaptation request to forward an adaptation request to other instances of 10T

adaptation services such as, for example, in situations where a certain adaptation capability is not
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natively supported by the adaptation service 302 or if one instance of the adaptations service 302
is overloaded.

[0064] Described above are various examples of adaptation requests that can be sent
and received by the adaptation service 302 over the interfaces 308 and 312, though it will be
understood that adaptation requests that are within the scope of this disclosure are not limited to
the examples described above. Example adaptation requests are further described below.

[0065] Still referring generally to Fig. 3, example adaptation requests can also be
generaly referred to as request operations. One example request operation includes a discovery
query. The discovery query may be sent to the adaptation service 302 in order to determine the
types of adaptation capabilities supported by the adaptation service 302. The discovery query
may also be sent to the adaptation service 302 to determine whether the adaptation service 302
supports aparticular type of adaptation capability that one of the services 306 or applications
310, which can bereferred to generally as aclient, is seeking.

[0066] An example request operation can further include alist of one or more
identifiers and/or addresses of one or more intended targets in which the 10T adaptation service
302 isto perform adaptation upon. For example, the adaptation request can contain alist of
targeted applications, services, information elements, or the like, to adapt.

[0067] An example request operation can further include alist of one or more policies,
and in particular references or links to the one or more policies, that the 10T adaptation service
302 may use to qualify whether adaptation should be performed on one or more intended targets.
For example, arequest can contain alist of policies that defines adaptation conditions for which
the loT adaptation service 302 isto verify are valid before performing adaptation on the intended
targets.

[0068] In accordance with an example embodiment, an example request operation
includes alist of one or more instances of context information that the 10T adaptation service 302
can use as input into adaptation operations. The one more instances of context information may
beused for decision making. In some cases, policies are dependent on context information. For
example, arequest can contain context information related to the occurrence of aparticular event
that happened. An example of aparticular event includes anew service instance of aparticular
typejoining the network. The loT adaptation service 302 can factor the context information into
its decision making on whether to perform adaptation or not. This can be done, for example,
using existing policies that have dependencies on the context information, or the adaptation

service 302 can support intelligence to generate new policies based off of the context
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information. These new policies can be used to qualify future adaptation decisions according to
an example embodiment.

[0069] In accordance with another example embodiment, arequest operation can
include alist of one or more types of adaptations to perform on one or more intended targets.
This list can specify adaptation capabilities that are natively supported by the 10T adaptation
service 302. The list can aso specify links to adaptation capabilities hosted elsewhere in the
network (e.g., by other instances of 10T adaptation services). The list of adaptation capabilities
can also include one or more embedded adaptation capabilities (e.g., abinary executable) that a
reguester (e.g., one of the services 306 or applications 310) would like the 0T adaptation service
302 to use when performing the adaptation.

[0070] An example request operation can further include subscription information.
Thus subscription information may allow arequester to subscribe to the 10T adaptation service
302. The requester, which may be one of the services 306 or applications 310, may subscribe to
the adaptation service 302 for the purposes of having adaptation notifications sent to the
reguester, which can thus also be referred to as atarget, when a specified adaptation condition is
met. Subscription information can include conditions (e.g., policies) for which the loT
adaptation service 302 istotrigger an adaptation notification. In another example embodiment,
an example request operation includes alist of one or more new adaptation capabilities that are
to be created and/or added to an 10T adaptation service instance.

[0071] Referring now to Fig. 4, an example system 400 may implement various
embodiments described herein. The system 400 may include aplurality of devices 402, such as a
first loT network server 402a, a second 10T network server 402b, and athird loT network server
402c, that communicate with each other in anetwork. It will be understood that the example
system 400 is simplified to facilitate description of the disclosed subject matter and is not
intended to limit the scope of this disclosure. Other devices, systems, and configurations may be
used to implement the embodiments described herein in addition to, or instead of, a system such
as the system 400, and such embodiments are contemplated as within the scope of the present
disclosure.

[0072] With continuing reference to Fig. 4, one or more adaptation services, for
instance one or more of the adaptation services 302, may reside on each of the devices 402.
Thus, the devices 402 may include one or more of the adaptation services 302. For example, in
accordance with the illustrated embodiment, afirst l0oT adaptation service 302aresides on the

first server 402a, and asecond |oT adaptation service 302b resides on the second server 402b.
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The devices 402 may further include one or more 10T adaptation capability libraries 404. In
accordance with the illustrated embodiment, the first loT server 402a includes afirst 10T
adaptation capability library 404a, the second 10T server 402b includes a second I0T adaptation
capability library 404b, and the third 10T server 402c includes athird 10T adaptation capability
library 404c. Asshown, the first and second libraries 404a and 404b are embedded inside of the
first and second adaptation services 302a and 302b, respectively. Thus, in some cases, an
adaptation capability library can be embedded inside of an |oT adaptation service. In other
cases, an adaptation library can be deployed as anetwork service itself. For example, the third
adaptation capability library 404c may be deployed as service in the network by the third 10T
server 402c.

[0073] TheloT adaptation capability libraries 404 each include one or more 10T
adaptation capabilities 406. For example, in accordance with the illustrated embodiment, the
first adaptation library 404a includes first adaptation capabilities 406a, the second adaptation
library 404b includes second adaptation capabilities 406b, and the third adaptation library 404c
includes third adaptation capabilities 406c. While three adaptation capabilities 406 are
illustrated in each library 404, it will be understood that any number of capabilities can be
included in alibrary as desired. Asused herein, agiven loT adaptation capability may refer to a
particular type or form of adaptation that is supported by an loT adaptation service that has
access to the given 1oT adaptation capability. For example, the capabilities 406 may be used by
the adaptation services 302a and 302b to perform different types of adaptation on applications
and services in the network. Example adaptation capabilities are presented and adaptation
capabilities are further described below. Applications and services can discover and request a
desired type of adaptation, and in particular a specific adaptation capability, that can be
performed by the adaptation services 302. The libraries 404a-c can each support aset of native
(built-in) adaptation capabilities 406. For example, in accordance with the illustrated
embodiment, the first capabilities 406a are native to the first library 4044, the second capabilities
406b are native to the second library 404b, and the third capabilities 496 are native to the third
library 404c. The libraries 404a-c can each further support links to adaptation capabilities 406
that are adaptation capability libraries that are hosted elsewhere in the network (e.g., on other 10T
servers). By way of example, the first library 404a may include links to the second and third
capabilities 406b and 406¢ that are hosted by the second and third libraries 404b and 404c,
respectively. Thus, viathe links for example, 10T adaptation services 302 can collaborate with
one another to share their respective adaptation library and in particular the corresponding
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capabilities, with one another. Asfurther described below, the libraries 404 may allow client
applications and services to create and add new adaptation capabilities to the libraries 404. As
shown, the first and second adaptation services 302a and 302b can access the third 10T
adaptation capabilities 406c¢ that reside in the third adaptation library 404c, which can be referred
to as astandalone service because the third library 404c is not part of alarger service on the third
server 402c. Thus, in some cases, 10T adaptation services can access 10T adaptation capabilities
provided by standalone adaptation capability libraries that may be hosted in the network as
standal one services.

[0074] Still referring to Fig. 4, the adaptation capability libraries 404 may each allow
loT applications and services to add new adaptation capabilities to ones of the 10T adaptation
capability libraries 404. Thus, the scalability and flexibility of an 0T adaptation service can be
greatly enhanced as compared to a service that does not add new capabilities. For example, the
libraries 404 may receive requests from applications or services, and the requests may include
various types of information. The requests may include an executable (e.g., binary image) of one
of the adaptation capabilities 406 that an application or a service wants added to one of the
libraries 404. The requests may aternatively, or additionally, include alink or areference to one
of the adaptation capabilities 406 that an application or service wants added to alibrary that is
hosted on anetwork entity that is different than the network entity that receives the request.
After alink or reference is received by one of the adaptation libraries 404, the adaptation
capability library 404 can maintain the link or reference and use it to invoke aremote adaptation
capability to have it perform an adaptation on its behalf. Alternatively, the adaptation capability
library 404 can use the link or reference to fetch acopy of the adaptation capability so that the
library 404 can locally host the fetched adaptation capability.

[0075] Theillustrated libraries 404 may alow applications or services to discover their
respective capabilities 406. For example, 10T applications and services can issue |0T adaptation
service discovery requests to the adaptation libraries 404 to discover which of the adaptation
capabilities 406 are supported by each of the libraries 404. Discovery, as described herein, may
allow each of the 10T adaptation services 302 to publish the types of adaptation capabilities 406
that they support. As described herein, the libraries 404 may support a set of native (local)
adaptation capabilities 406. The libraries 404 may further access a set of adaptation capabilities
406 of other adaptation capability libraries 404 that are hosted elsewhere in the networks. Such
adaptation capabilities may be referred to as remote adaptation capabilities. Both the local or
native adaptation capabilities and the remote adaptation capabilities can be made discoverable
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via the same discovery mechanism In one example embodiment, client applications and services
can discover the capabilities 406 of the libraries 404 using remote service level procedure call
reguests. In response the requests, the adaptation capability libraries 404 can return alist of
supported adaptation capabilities. 1n an aternative embodiment, client applications and services
can retrieve adiscovery resource representation form by client applications and services. This
representation form can contain alist of adaptation capabilities 406 that are supported by
respective libraries 404.

[0076] In an example embodiment, the adaptation capability libraries 404 are
compatible with, for instance include, an adaptation capability discovery engine, which can aso
bereferred to as a search engine, such that the adaptation capability libraries 404 can be queried
based on search criteria. Example search criteria include, for example, keywords, attributes, or
descriptions of adaptation capabilities. Based on queries, aresponse can be returned that
contains adaptation capability discovery information. A client, such as an application or service
for example, can inspect the response which may include search results to determine whether the
results, and in particular the supported adaptation capabilities that are contained within the
results, meets its requirements or not. For each one of the adaptation capabilities 406 that one of
the libraries 404 supports, referred to generally as supported adaptation capabilities, the
adaptation capability library 404 may maintain, for example store, various discovery
information. Thus, each of the adaptation capabilities 406 may be associated with one or more
types of information.

[0077] For example, one or more of the adaptation capabilities 406 may be associated
with aunique name. The unique name may be used to discover an adaptation capability, and
thus the unique name is an example of discovery information. To promote interoperability and
standardization of common or general adaptation capabilities, the unique names may be
registered and maintained by industry registries in accordance with an example embodiment.
Example registries include the internet assigned numbers authority (IANA), the outcome and
assessment information set (OASIS), or the like. Semantic descriptions of input and output
parameters of the adaptation capabilities 406 may be used to discover adaptation capahilities, and
thus are examples of discovery information. The semantic descriptions can be stored and
maintained by the adaptation capability library 404 that hosts the capabilities 406 described by
the semantic descriptions. Storing discovery information within the library that hosts the
capability associated with the discovery information may bereferred to as local storage.

Alternatively, or additionally, the semantic descriptions may be stored somewhere in the network
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besides the adaptation capability library 404 that hosts the capabilities 406 described by the
semantic descriptions. Such storage of discovery information may be referred to as remote
storage. For example, semantic descriptions may be stored in a semantic server or in another
remote adaptation capability library. If stored remotely, for example, in aremote adaptation
capability library that does not host the capability associated with the semantic descriptions, the
remote adaptation capability library can maintain links or references to the semantics
descriptions.

[0078] The semantic descriptions may include various information, such as, for
example and without limitation, information that describes what it isto be adapted. This
information may include, for example, a structure or format of an information element that isto
be adapted, or aparticular portion or feature of an application or service that isto be adapted. It
will beunderstood that other information that describes what isto be adapted may be included in
the semantic descriptions as desired. The structure or format of an application or service that is
to be adapted may be based on content, policy, an event, or acontext structure. Semantic
descriptions may further include information that indicates when the adaptation is to take place,
such as adaptation criteria or policies that define conditions for when the adaptation isto be
performed. Semantic descriptions may further include information that describes how the
adaptation isto be performed. This information may include, for example, aname of one or
more adaptation capabilities that are leveraged/referenced by the capability described by the
semantic descriptions. One or more adaptation capabilities may be leveraged or referenced by a
particular capabilities in order to perform an adaptation. Information that describes how the
adaptation isto be performed may further include an order in which one or more adaptation
capabilities may be executed, the manner in which the one or adaptation capabilities will be
applied to the adaptation target(s), or the like. For example, one adaptation capability may be
used to adapt a certain aspect of the target and another may be used to adapt another aspect of the
target. Semantic descriptions may further include information that indicates an output of the
adaptation capability. The output may refer to the structure of an adapted information el ement,
the behavioral modification performed on an application or service, or the like. It will be
understood that the semantic descriptions may include other information that indicates other
aspects of adesired adaptation capability as desired.

[0079] Asdescribed above, various instances of 10T adaptation services, for instance
the first and second 10T adaptation services 302a and 302b depicted in Fig. 4, may collaborate

with each other in anetwork. Examples of collaboration are described below, though it will be
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understood that 10T adaptation service collaboration is not limited to the examples described
below.

[0080] loOT adaptation services, such asthe l0T adaptation services 302a and 302b, may
collaborate with each other to exchange discovery information, such as types of adaptation
capabilities that are supported by each of the 10T adaptation services 302a and 302b for example.
In an example embodiment, an 10T adaptation service instance uses collaboration to discover the
adaptation capabilities of other 10T adaptation service instances in the network. Such adaptation
capabilities for |oT adaptation service instances in the network may be referred to as remote
adaptation capabilities. The loT adaptation service instance may advertise remote adaptation
capabilities to its clients using the adaptation capability library discovery mechanisms described
above. In doing so, clients can discover native adaptation capabilities supported by the
adaptation service and remote adaptation services supported by the adaptation service's
collaboration partners, for example.

[0081] IOT adaptation services, such asthe loT adaptation services 302a and 302b for
example, may collaborate with each other to exchange adaptation capabilities. Thus, adaptation
capabilities may be shared between aplurality of adaptation services in accordance with an
example embodiment. In one embodiment, copies of adaptation capabilities are shared between
|oT adaptation service instances. In another embodiment, an 10T adaptations service shares links
to its adaptation capabilities that can be referenced to remotely call or invoke these adaptation
capabilities hosted on other 0T adaptation service instances in the network. Via such
collaboration, for example, an 10T adaptation service can offer abroad set of adaptation
capabilities to its clients.

[0082] In accordance with an example embodiment, 0T adaptation services may
collaborate with each other to offload adaptation operations from one |oT adaptation service to
another |oT adaptation service. For example, an overloaded 10T adaptation service may offload
an adaptation operation to another 10T adaptation service that supports one or more adaptation
capabilities that are necessary to perform the offloaded adaptation operation. The results of the
adaptation operation, which can bereferred to as adaptation results, can then bereturned to the
overloaded 10T adaptation service. Thus, the overloaded |oT adaptation service may send the
results to the client, for example an application or service that requested the adaptation operation.

[0083] |OT adaptation services, such asthe loT adaptation services 302a and 302b for
example, may collaborate with each other to share information. For example, shared information

may be used by the 10T adaptation services to make decisions or determinations. In some cases,
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an loT adaptation service shares context related information with one or more other 10T
adaptation services. An example of context related information that a given adaptation service
may share is anumber of clients that are currently using or subscribing to the given adaptation
service. Such clients may bereferred to as active clients. By sharing the number of active
clients, the given adaptation service may determine that it has more active clients than another
loT adaptation service. Based on this determination, adaptation operations for the given
adaptation service may be offloaded to the other 10T adaptation service that has less active
clients than the given |oT adaptation service. Similarly, clients themselves may be offloaded to
other |oT adaptation services that support the adaptation operations of the clients. Thus, clients
and/or adaptation operations may be transferred between one or more adaptation services to
balance loads on the one or more adaptation services in anetwork. 1n another embodiment, 10T
adaptation service instances can share adaptation decision making policies with one another so as
to align their adaptation decisions. Inyet another embodiment, 10T adaptation services can share
events with each other, such asthe detection of an 0T adaptation service instancejoining or
leaving the network for example. Thus, by collaborating and sharing information with one
another, one or more 10T adaptation service instances in anetwork can operate more efficiently
and effectively.

[0084] The above examples of 10T adaptation service collaboration can be implemented
by the IoT adaptation services exchanging collaboration requests and responses between each
other in network. Various example collaboration requests and responses are described below,
though it will be understood that other requests and response may be used as desired.

[0085] In an example embodiment, an 10T adaptation service instance, such asthe
adaptation service 302 for example, can send arequest to another 10T adaptation service instance
or agroup of 10T adaptation service instances to establish an adaptation collaboration session.
Such arequest may bereferred to as an adaptation collaboration association request. The
adaptation collaboration session may establish a secure communication connection between loT
adaptation service instances such that the adaptation services can perform the different types of
adaptation collaboration described herein. The adaptation collaboration association request may
be followed by response that may be referred to as an adaptation collaboration association
response. The request and response may contain, for example, adaptation service identifiers and
security credentials that are used for authentication of the adaptation service that are
collaborating with each other. The adaptation collaboration association requests and responses

may further contain an adaptation collaboration session identifier.
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[0086] After acollaboration association has been established between aplurality of
adaptation service instances, for example the first and second adaptation services 302a and 302b,
one of the first and second adaptation services may send arequest to the other of the first and
second adaptation services to negotiate types of adaptation collaboration that the adaptation
service instances will allow with each other. Such arequest may be referred to as an adaptation
collaboration negotiation request. A response to the adaptation collaboration negotiation request
may bereferred to as an adaptation collaboration negotiation response. The adaptation
collaboration negotiation request and response may contain, for example and without limitation,
an adaptation collaboration session identifier list. Such alist may include one or more desired
forms of adaptation collaboration that the requester is requesting be enabled for the given
adaptation collaboration session. An example response includes alist of one or more forms of
adaptation collaboration that have been approved for the session.

[0087] Further, after acollaboration association has been established between a
plurality of adaptation service instances, for example the first and second adaptation services
302a and 302b, one of the first and second adaptation services may send arequest to the other of
the first and second adaptation services. The request may be arequest for a specific type of
adaptation collaboration. Such arequest may be referred to as an adaptation collaboration
request. A response to the adaptation collaboration request may bereferred to as an adaptation
collaboration response. The adaptation collaboration request and response may contain various
information such as, for example, atype of adaptation collaboration being requested; abinary
image of one or more adaptation capabilities; links/references to one or more adaptation
capabilities; one or more types of adaptation operations to be performed; targeted information
elements (or links to information elements) to perform adaptation upon (e.g., content, policies,
etc.); links, addresses, identifiers of targeted applications, services, entities in the network to
perform adaptation upon; information to be factored into adaptation operations and decisions
making (context, policies, events, semantics, etc.); and adaptation results or statuses.

[0088] An adaptation collaboration de-association request and response may be
exchanged between aplurality of 10T adaptation service instances. For example, one adaptation
service may send the adaptation collaboration de-association request to another 10T adaptation
service instance or to agroup of 10T adaptation service instances to tear-down an existing
adaptation collaboration session. This response and request may contain, for example, an

adaptation collaboration session identifier.

_27 -



WO 2014/182692 PCT/US2014/036962

[0089] In accordance with an example embodiment, an |oT adaptation service
subscription enables instances of 10T adaptation services, applications, and other services to
subscribe to an |oT adaptation service instance in the network to receive adaptation services from
the 10T adaptation service. Clients, such as applications or services for example, that subscribe
to an adaptation service may define adaptation subscription criteria. Such criteria may specify
conditions for which adaptation is to be performed by the adaptation service to which the client
subscribes. 1n one embodiment, aclient that subscribes to an adaptation service can specify a set
of adaptation policies asthe subscription criteria. The adaptation service can evauate the
specified set of adaptation policies, and based on the specified set of policies, the adaptation
service can determine whether to perform an adaptation for the client.

[0090] An example loT adaptation service may send adaptation notifications to clients
that subscribe to the example adaptation service. Further, the client, via its subscription to the
adaptation service for example, may specify one or more adaptation targets, such as applications,
services, or the like. The specified adaptation targets may receive notifications when adaptation
criteria is met that may be specified by the client, which may be referred to as a subscriber. Such
notifications can be used, for example, to notify clients or targets how they should adapt
themselves. Example notifications can notify the subscribing clients or targets that they need to
make a call-back request to the 0T adaptations service to have a specified type of adaptation
performed. Notifications may contain contact information of one or more other services in the
network that the subscribing clients or targets should contact. Notification can further contain
adapted information for the clients or target. The adapted information may adapt the clients or
targets. An example of adapted information that may be sent to clients or targets in anotification
includes an adapted policy. The adapted policy may adapt behavior of the clients or targets.

[0091] Asdescribed above, notifications can notify the subscribing clients or targets
that they need to make acall-back request to the 10T adaptations service. For example, the 0T
adaptation service may include acall-back request in anctification that the adaptation service
sends to subscribing clients or targets. The call-back request may be sent to subscribing clients
or targets in responses to respective subscription criteria being met. In a one embodiment, the
adaptation service includes a capability that can receive call-backs. In another embodiment, the
adaptation service includes aRESTful resource that can receive PUT or POST requests. The
capability and the resource that can receive call-backs can each bereferred to as an adaptation
call-back. When aclient or target receives anotification containing areference to the adaptation

call-back, the client or target can make a subsequent request to the adaptation call-back. The loT
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adaptation service may in turn service the subsequent request and perform the specified type of
adaptation that may have been originally specified in the subscription.

[0092] The above examples of 10T adaptation service subscriptions can be implemented
by an example |oT adaptation service, for instance the adaptation service 302, receiving and
sending subscription requests and subscription responses. Various example subscription requests
and responses are described below, though it will be understood that other requests and response
may beused as desired.

[0093] In an example embodiment, aclient, such as an application or service for
example, can send an adaptation service subscription request to aparticular adaptation service.
The adaptation service subscription request may be arequest to subscribe to one or more
adaptation capabilities that are supported by the adaptation service. Asused herein, an
adaptation capability may be supported by an adaptation service if the adaptation services has
access to the adaptation capability. The adaptation service may respond to the adaptation service
subscription request, and such aresponse may bereferred to as an adaptation service
subscription response. The adaptation service subscription request and response can contain
various information. By way of example and without limitation, the requests and responses may
contain: alist of one or more adaptation subscription criteria; alist of one or more adaptation
targets for the service to perform adaptation upon; alist of one or more particular types of
adaptation capabilities that the subscribing client would like the adaptation service to use when
performing the adaptation on the specified target(s); and/or atype of adaptation notification that
the client/target isto receive if/when the adaptation subscription criteria are met. Targets can
include the subscribing client aswell as information elements, resources, applications, services,
network entities, or the like.

[0094] AnIloT adaptation service instance, such asthe adaptation service 302 for
example, may send an adaptation service notification request to one or more clients or targets
that subscribe to the adaptation service. The notification request may be sent when adaptation
subscription criteria that corresponds to the clients or targets are met. The clients or targets may
respond to the adaptation service notification request, and such aresponse may bereferred to as
an adaptation service notification response. The notifications requests and responses can contain
various information. By way of example and without limitation, the notification requests and
responses may contain: areference to an adaptation call-back of the 10T adaptation service;

adapted information (e.g., content, policy, context, event, etc.); alist of one or more services in
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the network that the client/target should contact; and/or alist of instructions for the clients or
targets to perform adaptation on themselves.

[0095] Referring generally to Fig. 4, the 0T adaptation capabilities 406 may each
represent aparticular type or form of adaptation supported by at least one of the 10T adaptation
services 302a and 302b. The adaptation capabilities 406 are broad and generic in nature, and
thus the adaptation capabilities 406 are not customized to aparticular application or service.
Thus, the capabilities 406 can be offered by the adaptation services 302a and 302b as general
adaptation capabilities 406 that can be used by abroad heterogeneous set of applications and
services in the network. Further, the adaptation capabilities 406 may differ from customized
forms of adaptation that are performed by applications instead of network services, such asthe
adaptation services 302 for example.

[0096] The loT adaptation capabilities 406 may be aware of various content, such as
semantic information for example. Semantic information can be provided as input to one of the
adaptation services 302. For example, semantic information can be included in aclient's
adaptation request. Alternatively, semantic information may be dynamically retrieved by the 10T
adaptation service 302 from other entities in the network. Such other entities (e.g., semantic
servers) may host semantic information. Using semantics, for example, the 10T information
adaptation capabilities 406 can parse and understand content. This awareness of content may
enable the 10T information adaptation capabilities 406 to support general content adaptation
Services.

[0097] The loT adaptation capabilities 406 may be further aware of adaptation context
information. Adaptation context information can be provided as input to one of the adaptation
services 302. For example, context information may be included in aclient's adaptation request.
Alternatively, context information can be dynamically retrieved or collected by the 10T
adaptation service 302. In one embodiment, the 10T adaptation service 302 can retrieve context
information from other entities in the network, such as context brokers for example. In another
embodiment, the 10T adaptation service 302 can collect its own context information. For
example, the 0T adaptation service 302 may collect a number that represents the number of
clients being serviced by the 10T adaptation service 302 a any given time. The loT adaptation
service 302 may collect anumber that represents the number of available adaptation service
instances in the network. The loT adaptation service 302 may further collect information
associated with the available adaptation service instances, such as loading characteristics

associated with each available service instance and capabilities that each of the available service
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instances support. To parse and understand context information, the 10T information adaptation
capabilities 406 may rely on context semantics, which may be similar to content semantics. In
accordance with one embodiment, context semantics are included as inputs in arequest or are
retrieved from other entities in the network. In another example embodiment, policies are
pushed to the 10T adaptation service 302 by other entities in the network, such as management
functions, other services, applications, or the like. Using context information, the loT
information adaptation capabilities 406 can intelligently make adaptation decisions. Example
adaptation decisions that each adaptation capability 406 may perform include when to perform
adaptation itself and when to offload adaptation to another adaptation service in the network.

[0098] TheloT information adaptation capabilities 406 may be aware of one or more
adaptation policies. Adaptation policies can be provided as input to one of the adaptation
services 302. For example, adaptation policies may be included in aclient's adaptation request.
Alternatively, adaptation policies can be dynamically retrieved or collected by the 10T adaptation
service 302. In one embodiment, the 10T adaptation service 302 can retrieve context information
from other entities in the network, such aspolicy brokers for example. 1n another embodiment,
policies can be pushed to the 0T adaptation service 302 by other entities in the network, such as
management functions, other services, applications, or the like. The loT adaptation service 302
can also support generating its own policies, for example, based on existing policies and context
information that the adaptation service 302 may access. By leveraging their content awareness,
context awareness, policy awareness, and I0T information, the adaptation capabilities 406 can
make cognitive decisions regarding adaptation of information.

[0099] Referring generally to Fig. 4, the loT adaptation capabilities 406 may include
various types of capabilities, some of which are described below by way of example. In
accordance with various example embodiments, the adaptation capabilities 406 may be deployed
as general forms of adaptation that can be supported by one or more 10T adaptation services.
Ones of the adaptation capabilities 406 may adapt information, and such adaptation capabilities
may bereferred to information adaptation capabilities. Information that can be adapted by the
information adaptation capabilities include, for example, content, context, semantics, policies,
events, and decision-related information.

[0100] Example IoT information adaptation capabilities, such as ones of the adaptation
capabilities 406 for example, may intelligently adapt aformat of information. For example, ones
of the adaptation capabilities 406 may change information from one format to another.

Changing the format may be based on parsing and understanding an original information format
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that includes a set of corresponding semantics, which may bereferred to as afirst set of
semantics. The original information format may be trandated to comply with atarget set of
semantics, which may bereferred to as a second set of semantics. In some cases, information
can be adapted based on available context that is related to the information being adapted. For
example, the information can be compressed if it is going to be sent over or through a network
containing resource constrained devices or limited bandwidth.

[0101] Example loT information adaptation capabilities, such as ones of the adaptation
capabilities 406 for example, may intelligently adapt alocation of where information is hosted or
stored in anetwork. For example, the adaptation capabilities 406 may include a capability to
move information within the network based on various data. In some cases, information is
moved closer to one or more entities that are requesting the information. Such entities may be
referred to as requesters. In some cases, information is moved to reduce network congestion. In
other cases, information is moved because areguest of the information is moving or has moved
within the network, and thus information may be moved based on amoving regquester. It will be
understood that information may be moved based on other factors as desired.

[0102] Example loT information adaptation capabilities, such as ones of the adaptation
capabilities 406 for example, may intelligently adapt information that is contained within a
particular instance of information that is hosted or stored in anetwork. Examples of such
adaptation include, for example, enriching existing information instance(s) with additional
information, merging information instances together to form higher-level information, splitting
information instance(s) to form lower-level information, or filtering information instance(s) to
remove information that is no longer valid or required.

[0103] Example loT information adaptation capabilities, such as ones of the adaptation
capabilities 406 for example, may intelligently adapt one or more network entities that generate a
particular type of information in order to modify future information instances produced by the
one or more network entities. By way of example, adaptation capabilities 406 may adapt how
information is generated (e.g., the generating procedure or service), adapt the format of the
generated information (e.g., semantics, encoding, etc.), adapt the schedule of when information
is generated, adapt network entities with which information is shared, or adapt the network
location(s) where the information is stored upon generation.

[0104] Example loT information adaptation capabilities, such as ones of the adaptation
capabilities 406 for example, may intelligently adapt aflow or distribution of information
through anetwork. The adaptation capabilities 406 may adapt requests for information. For
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example, adaptation capabilities 406 may adapt particular types of instances of information such
that the information is directed to appropriate entities in the network.

[0105] Example IoT information adaptation capabilities, such as ones of the adaptation
capabilities 406 for example, may intelligently adapt one or more access rights pertaining to
information. By way of example, the access rights of information instances may be adapted to
control who accesses the information from a security perspective. Access rights may also be
adapted to control how many requesters are allowed to simultaneously access the information
from aload balancing or performance perspective. Example 10T information adaptation
capabilities may also adapt ownership or managerial rights of the information. For example, an
adaptation capability may change which network entity and/or application is responsible for
controlling and managing the information.

[0106] Example IoT information adaptation capabilities, such as ones of the adaptation
capabilities 406 for example, may intelligently adapt discovery information for an information
instance in the network. 1n one embodiment, the creation, update, modification, and removal of
discovery information in the network related to the information instances is adapted by one of
the adaptation capabilities 406. The adaptation capabilities 406 may adapt the relationships or
dependencies between information instances in the network. Thus, for example, the
relationships or dependences between events, content, policies, decisions, or the like may be
changed by adaptation capabilities 406. In one embodiment, information is linked with parent
information elements from which the information was derived (e.g., apolicy) or child
information elements which the information spawned (e.g., an event). The adaptation
capabilities may further intelligently adapt one or more policies or rules that are contained within
aparticular information instance stored in the network.

[0107] Still referring generally to Fig. 4, the 10T adaptation capabilities 406 may
include adaptation capabilities that are used to adapt 10T applications, services, or other entities,
such as devices, routers, gateways, servers, the like. Such adaptation capabilities may be
referred to generally as entity adaptation capabilities. Entity adaptation capabilities may be
enabled or enhanced by features described herein, for example, the 10T adaptation service
subscription, the 10T adaptation service collaboration, content awareness, context awareness,
policy awareness, and cognitive decision making mechanisms.

[0108] In an example embodiment, aclient (e.g., application or service) or other
network entity can subscribe an entity adaptation capability (viaits associated 0T adaptation
service) to receive adaptation notifications. The entity adaptation capability can in turn send
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notifications to adapt the client or entity that has subscribed to it. The notifications can contain
information that the client or entity can use to perform self-adaptation (e.g., network-based
context, events, policies, etc.). Alternatively, the 0T adaptation service can issue adaptation
commands to aclient or entity via a subscription notification or via an explicit request, or the
adaptation service provide acall-back reference for the client or entity to use, as described
above. The loT entity adaptation capability can collaborate with other services in the network to
assist it with adaptation (e.g., indirectly issue requests to applications via software defined
services). The adaptation command can instruct the client or entity to perform different types of
adaptations. Various example entity adaptation capabilities are described below. It will be
understood that the described entity adaptation capabilities are presented by way of example, and
without limitation.

[0109] Example IoT entity adaptation capabilities, such as ones of the adaptation
capabilities 406 for example, may adapt a network entity by virtualizing the network entity
within anetwork. For example, if the number of requests targeting aresource constrained |oT
device is overwhelming the resource constrained 10T device, the 10T adaptation service 302 can
detect that the scenario in which the device is overwhelmed by monitoring network context
information. The adaptation service 302 may proactively and autonomously adapt the
overwhelmed 10T device, for example, by virtualizing its applications, services, resources,
information, or the like, within the network. In doing so, the network can service requests to the
IoT device on its behalf. Thus, the network may be aproxy for the IoT device. The loT
adaptation service 302 can collaborate with virtualization services in the network to assist it with
this virtualization. This differs from other 0T device virtualization services that do not support
dynamic adaptation of virtualization policies for 10T devices. Other 0T device virtualization
services may rely on explicit requests from the 10T device themselves or from proxies on their
behalf to request that the virtualization service performs loT device virtualization (e.g., ETSI
M2M service layer virtualization of 10T devices).

[0110] Example IoT entity adaptation capabilities, such as ones of the adaptation
capabilities 406 for example, may adapt one or more virtualization capabilities of an entity, such
as an application or service for example. Such adaptation can beused to control the
virtualization actions performed by the entity. For example, the virtualization capabilities of an
example entity can be dynamically adapted to control what the entity virtualizes, if/when the
entity performs virtualization, and how the entity performs virtualization. By way of further

example, virtualization policies can be dynamically adapted to address undesirable conditions

-34 -



WO 2014/182692 PCT/US2014/036962

that are not being addressed by current policies. In one embodiment, aclient, such as an
application or service for example, subscribes to an example adaptation service and receives
adaptation notifications if and when it should adapt its virtualization policies based on observed
context that the adaptation service detects or is provided with. For example, notifications may be
based on context information that aparticular 10T device is overloaded and cannot keep up with
the number of requests being targeted toit. In this case, for example, the adaptation service can
dynamically adapt the virtualization service's policies to have it virtualize the 10T device in order
to offload the 10T device from having to service the requests itself.

[0111] Example loT entity adaptation capabilities, such as ones of the adaptation
capabilities 406 for example, may adapt one or more networking entities that host a particular
service or application. For example, an example service or application instance can be moved or
copied from one network entity to another based on context and policy-based cognitive decision
making, effectively adapting the host of the service or application. By way of further example, a
service or application instance can be dynamically moved to different servers in the network
which physically reside in alocation that is in closer proximity to clients requesting to use the
service. In doing so, for example, improved quality of service (QoS) can be provided to the
clients and loading on the network can be reduced.

[0112] Example loT entity adaptation capabilities, such as ones of the adaptation
capabilities 406 for example, may adapt apriority of the entity with respect to other entities
hosted in the network. A higher or lower priority can be configured with respect to network
resources that are made available to the example entity. Example network resources include,
without limitation, computing resources, network bandwidth, data storage capacity, or the like.
For example, network and/or service providers can offer different rate plans to its customers for
which it can manage and adjust the priority of how the customer's requests are serviced.

[0113] Example loT entity adaptation capabilities, such as ones of the adaptation
capabilities 406 for example, may adapt one or more targeted network entities, services, or peer
applications with which an entity interacts or collaborates. For example, the 10T adaptation
service 302 can instruct aclient to use a new network address for a mobile network entity that
moves and obtain the new network address. Alternatively, for example, the 10T adaptation
service 302 can instruct aclient to use a different host for a service within the network if the
current host becomes overloaded or encounters a problem.

[0114] Example loT entity adaptation capabilities, such as ones of the adaptation
capabilities 406 for example, may adapt aflow or distribution of client requests or client
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responses through a network. An example adaptation capability adapts which entities in the
network particular types of service requests or responses are directed to. In doing so, for
example, loading on network resources can be better managed. Further, the network can
maximize opportunities for intermediate nodes in the network to perform caching and
aggregation by intelligently controlling the routes that requests, responses, and information use
to flow through the network.

[0115] Example IoT entity adaptation capabilities, such as ones of the adaptation
capabilities 406 for example, may adapt access rights pertaining to aclient, such as an
application or a service or other network entity for example. Access rights to an application,
server, or network entity can be adapted to control which entities can generate requests to the
application, server, or network entity. For example, access rights can be used from a security
perspective or from aperformance and scalability throttling perspective (e.g., to control the
number of smultaneously service requests and a flow through the network). An example loT
entity adaptation capability further adapts ownership or managerial rights of an entity, such as an
application or service for example. The example [0T entity adaptation capability may adapt
which network entity is responsible for controlling and managing another network entity, such as
an application or service for example. For example, access rights can be created, updated,
changed, removed, and/or managed.

[0116] Example IoT entity adaptation capabilities, such as ones of the adaptation
capabilities 406 for example, may adapt one or more networking entities so that respective
discovery information is also changed. For example, as an example network is adapted, its
discovery information can also be adapted to reflect any changes to the network entity. An
example loT entity adaptation capability may adapt services or applications hosted on a network
entity. For example, the network entity can be adapted by creating new services or applications
on the entity or by removing services or applications from the entity. Services or applications
that are removed may be services or applications that are no longer needed or services or
applications that are transferred to another entity in the network. Similarly, an entity can be
adapted by modifying one or more existing services or applications already hosted on the entity.
For example, an example entity adaptation capability may adapt a service to modify its inputs,
outputs, or the functionality of the service itself. A service can be further modified to change the
other services in the network with which it collaborates, or a service can be modified to change

how the service interacts with cloud-base resources or the like. In an example embodiment, the
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rate a which aclient, such as an application for example, makes requests to anetwork is adapted
by an adaptation capability. Further, an adaptation capability may change a size of requests.

[0117] Referring now to Fig. 5, an example system 500 may include at least one of the
above-described 10T adaptation services 302, such as an |oT adaptation network service 302c.
The system 500 further includes one or more 10T sensors 504, an 10T sensor proxy 506, and at
least one of the services 306, such as an 0T virtualization network service 508. The adaptation
service 302c, the one or more sensors 504, the sensor proxy 596, and the virtualization network
service may communicate with each other in anetwork. The loT adaptation service 302c may
include one of the 10T adaptation capability libraries 404. 1t will be appreciated that the example
system 500 is simplified to facilitate description of the disclosed subject matter and is not
intended to limit the scope of this disclosure. Other devices, systems, and configurations may be
used to implement the embodiments disclosed herein in addition to, or instead of, a system such
as the system 500, and all such embodiments are contemplated as within the scope of the present
disclosure.

[0118] In accordance with the illustrated embodiment, the 10T adaptation service 302c
isvirtualized such that it hosted in the network, such as on a network server or cloud server for
example, and the 10T virtualization service 508 that is aso hosted in the network may subscribe
to the adaptation service 302c. Asdescribed below, Fig. 5Sillustrates an example direct request
for adaptation services. The illustrated embodiment uses the HTTP protocol as an underlying
transport to carry 10T adaptation service requests and responses within HTTP message payloads,
although it will be understood that other protocols may be used by the 10T adaptation service
302c as desired.

[0119] With continuing reference to Fig 5, in accordance with the illustrated
embodiment, at 510, the 10T virtualization service 508 subscribes to the 10T adaptation service
302c. At 510, the loT virtualization service 508 may send an HTTP Post request that includes an
loT adaptation subscription request. The subscription request may indicate a network policy of
the 10T virtualization network service 508. For example, the adaptation subscription request
may include one or more virtualization policies of the virtualization service 508. The request
may further include arequest that the adaptation network service 302c adapt the one or more
virtualization policies of the virtualization network service 508 when one of the 0T sensors 504
in the network is detected asbeing overloaded. At 512, the 0T sensor proxy 506, which may
also bereferred to as a sensor service 506, sends requests to the sensors 504 and receives

responses from the sensors 504 in order to detect when the 10T sensors 504 become overloaded.
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For example, the 10T sensor proxy 506 can track arate that indicates how many requests have
been issued to ones of the 10T sensors 504 without receiving aresponse. If the rate associated
with aparticular sensor exceeds apredetermined threshold, for example, the 0T sensor proxy
504 can determine that the particular 10T sensor is overloaded. At 514, the 10T adaptation
service 500 collaborates with the proxy 506 to receive events if and when ones of the 10T sensors
504 becomes overloaded. For example, at 514, the adaptation service 302c may send an HTTP
POST request to the proxy 506. The request may be arequest to subscribe to the sensor proxy
506 such that the adaptation service receives an indication when events occur, such as one of the
sensors 504 being overloaded.

[0120] Sill referring to Fig. 5, a 516, in accordance with the illustrated embodiment,
the 10T proxy 506 detects that one of the sensors 504 is overloaded 10T. At, 518 the proxy 506
sends an event notification to the 10T adaptation service 302c. The event notification notifies the
adaptation service 302c that one of the 0T sensors 504 is overloaded. Thus, the event
notification is indicative of a status of an 10T device, in particular one of the sensors 504. In
accordance with the illustrated example, the event notification indicates that the sensor 504 is
overloaded. At 520, based on the event notification, the 10T adaptation service 302c adapts the
one or more polices of the virtualization service 508 to lessen the load on the sensor 504 that is
overloaded. For example, the rules defined within the policy (e.g., under what conditions to
perform virtualization) can be adapted by the adaptation service 302c. Changing the rules may
change the behavior of the virtualization service 508. For example, the rules may be changed
such that the loading threshold of the overloaded sensor 504 is lowered. At 522, the adaptation
service 302c sends anatification that includes the adapted policies to the 10T virtualization
service 508. Thus, the adaptation service 302c may generate instructions, which may bereferred
to as first instructions, that include an adapted version of the network policy so that a network
entity can perform the virtualization service 508 for the overloaded 10T device 504. At 524, the
loT virtualization service 508 uses the adapted policies, which can aso bereferred to as new
policies, to determine that it should virtualize the overloaded 10T sensor 504. Once virtualized,
the 10T sensor 504 may no longer need to process requests. The proxy 506 may service requests
on behalf of the loT sensor 504 because the 0T sensor 504 isvirtualized. Asaresult, for
example, the load on the overloaded sensor is reduced. Thus, in accordance with the illustrated
embodiment, the 10T virtualization service's subscription request includes its virtualization
policies asthe criteria. For example, if the adaptation service 302c detects overloaded 10T

sensors in the network, then it isto update the virtualization policies such that the virtualization
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service will virtualize the overloaded 10T sensors to reduce their loading. Thus, the loT
adaptation service 302c can intelligently decide if and when to adapt the policies of the
virtualization service 508.

[0121] Referring now to Fig. 6, an example system 600 may include at least one of the
above-described 10T adaptation services 302, such as an 10T adaptation network service 302d.
The system 600 includes at least one of the 10T network applications 310, such asan loT
network application 602. Asillustrated, the system 600 further includes at least one of the
network services 306, such as an 10T content storage network service 604. The adaptation
service 302d, the network application 602, and the content storage network service 604 may
communicate with each other via anetwork. The loT adaptation service 302d may include one
of the 10T adaptation capability libraries 404. The application 602 and the service 602 may be
referred to generally as clients or network entities. 1t will be appreciated that the example system
600 is smplified to facilitate description of the disclosed subject matter and is not intended to
limit the scope of this disclosure. Other devices, systems, and configurations may be used to
implement the embodiments disclosed herein in addition to, or instead of, a system such asthe
system 600, and all such embodiments are contemplated as within the scope of the present
disclosure.

[0122] still referring to Fig. 6, in accordance with the illustrated example, the 10T
application 602 that may be hosted on anetwork server would like to use the 10T content storage
service 604 that may be hosted on another server inthe network. The IoT application 602 may
desire to use the content storage service 604 to offload storage of its content. For example, the
0T content storage service 604 may have an interface that is not compatible with an interface of
the 10T application 602. To overcome this incompatibility, for example, the 10T application 602
may use the |0T adaptation service 302d. In doing so, the 10T adaptation service 302d is able to
adapt the 10T content storage service 604 to support an interface that is compatible with the loT
application 602. Asaresult, for example, the 0T application 602 is able to use the 10T content
storage service 604 and the 10T content storage service 604 is able to increase the number of
applications using it.

[0123] Fig. 6isacall flow that includes an indirect request for adaptation services
according to an example embodiment. While the illustrated embodiment uses the HTTP protocol
as an underlying transport to carry the 10T adaptation service regquests and responses within
HTTP message payloads, it will be understood that embodiments are not limited to using the
HTTP protocol. In accordance with the illustrated embodiment, a 606, the IoT network
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application 602 sends an indirect adaptation request to the adaptation service 302d. The
application 602 requests that the adaptation service 302d perform adaptation on the 10T content
storage service 604 that is hosted in the network. The request may be referred to as an indirect
reguest because the one entity (application 602) is requesting adaptation of another entity
(content storage service 604). The request is for the adaptation service 302d to adapt the
interface of the content storage service 604 such that it is compatible with the interface of the
application 602. The request may include an interface description of the application 602. The
interface description may include interface requirements for communicating with the application
602. At 608, the 10T adaptation service 302d creates an adaptation request for the 10T content
storage service 604. The adaptation request requests that the content storage service 604 create
an adapted interface that meets the requirements of the application 602. By way of example, the
application 602 can provide an interface description (e.g., semantic description of interface) with
which it is compatible, to the adaptation service 302d. The adaptation service 302d can pass this
description within the adaptation reguest it sends to the content storage service 604. The content
storage service 604 can use the interface description to dynamically add acompatible interface
to the application 602. For example, referring to Fig. 6, a 610, the adaptation request is sent to
the 10T content storage service 604. Further included in the request, for example, isthe type of
desired adaptation for the content storage service 604 to perform (e.g., interface adaptation) and
adescription of the application's interface. At 612, the |oT content storage service 604 creates a
an adapted interface, which may also be referred to as anew interface, that is adapted to the
interface requirements of the 10T application 602. At 614, an 10T adaptation response is returned
tothe 0T adaptation service 302d. At 616, the adaptation service 302 sends a corresponding
response to the 10T application 602. The responses a 614 and 616 may include specifications
for the adapted interface. Further, for example, the responses a 614 and 616 may include
contact information, such as address and an interface description for example, that the
application 602 can use to communicate with the service 604, which can bereferred to as an
adapted 10T service 604. At 618, the application communicates and uses the adapted 10T content
storage service.

[0124] Thus, anetwork entity (e.g., content storage service 604) may have an interface
that is non-compatible with afirst client, such asthe application 602 for example. An adaptation
reguest that is associated with the first client may bereceived by a network server that hosts the
adaptation service 302d. The request may include arequest to adapt the service 604 provided by

the network entity such that the first client can access the network entity. For example, the
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adaptation request that is associated with the first client may include interface requirements of
the first client. The network server that hosts the adaptation service 302d may generate
instructions, which may be referred to as first instructions, for the network entity that hosts the
service 604 to adapt the service 604 such that the service 604 is compatible with the first client
(e.g., application 604). The first instructions may include an adapted interface that meets the
interface requirements of the first client. Further, the first instructions may include atype of
adaptation for the network entity to perform and an interface description of the first client. The
network server that hosts the adaptation service 302d may retrieve aplurality of adaptation
capabilities 406 to perform aplurality of adaptation services 302. For example, &t least one of
the adaptation capabilities 406 may retrieved from the adaptation capability library 404 that may
be stored a the network server that hosts the adaptation service 302d. Alternatively, or
additionally, at least one of the adaptation capabilities 406 may beretrieved from library stored
a another network server.

[0125] Referring now to Fig. 7, an example system 700 may include a least one of the
above-described 10T adaptation services 302, such as afirst |oT adaptation network service
302e. The system 700 includes aplurality of the 0T network applications 310 and a least one
other adaptation service 302, such as one or more second |oT adaptation network services 302f.
The first and second adaptation services 302e and 302f, and the network applications 310 may
communicate with each other via anetwork. The first 10T adaptation services 302e and the one
or more second |oT adaptation services 302f may each include one of the |oT adaptation
capability libraries 404. 1t will be appreciated that the example system 700 is simplified to
facilitate description of the disclosed subject matter and is not intended to limit the scope of this
disclosure. Other devices, systems, and configurations may be used to implement the
embodiments disclosed herein in addition to, or instead of, a system such as the system 700, and
al such embodiments are contemplated as within the scope of the present disclosure.

[0126] Still referring to Fig. 7, one of the 0T applications 310 may desireto adapt a
least two instances of content by merging them into a single instance based on a defined
adaptation procedure. Such merging may be referred to as amerging operation. For example,
the application 310 may be hosted on aresource constrained 10T device, and the application 310
may intend to repeatedly perform the merging operation on a large number of content instances.
Thus, the application 310 may desire to use an adaptation service hosted in the network to
perform this merging operation, which may be referred to generally as an adaptation, rather than
perform it locally. In some cases, the 10T application 310 may be unable to find an adaptation
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service in the network that meets its needs. Thus, the application 310 requests that a new
adaptation capability is created within an existing adaptation service, as described above. The
illustrated embodiment uses the HTTP protocol as an underlying transport to carry the 10T
adaptation service requests/responses within HTTP message payloads, although it will be
understood that other protocols may beused as desired.

[0127] With continuing reference to Fig. 7, a 702, the first IoT adaptation service 302e
collaborates with the one or more second instances of adaptation services 302f in the network by
sending one or more requests to discover adaptation capabilities supported by the second
adaptation services 302f. At 704, in accordance with the illustrated embodiment, the first loT
adaptation service 302e publishes its native adaptation capabilities that it supports and the
adaptation capabilities of the other adaptation services 302f with which the first adaptation
service 302e collaborations, which can bereferred to as collaboration partners. At 706, the
application 310 may query one or more adaptation services in the network to determine if the one
or more adaptation services include an adaptation capability for content merging. For example,
in accordance with the illustrated embodiment, a 708, the application 310 queries the first
adaptation service 302e with arequest message to determine whether the adaptation service 302e
supports the capability to merge two instances of content in the manner that the application 310
requires. Because the adaptation services supports collaboration, for example, the 10T
application 310 may only need to send a single query to one of the 10T adaptation services, for
example the first adaptation service 302¢, in the network. At 710, in accordance with the
illustrated embodiment, the adaptation service 302d responds that no adaptation capabilities
meeting the requested description exist in the network. At 712, the 10T application 310 creates a
request for anew adaptation capability that supports merging two content instances based on the
requirements of the application 310. At 714, the request is sent to the first |0T adaptation service
302e. At 716, the 10T adaptation service 302e responds that a new adaptation capability has
been successfully created. 1n some cases, the new adaptation capability may be created using an
adaptation capability binary with a description of the capability. At 718, the 10T application 310
builds arequest to use the new capability. The request may include, for example, the content
instances to merge (or links to them) along with the targeted adaptation capability that the
adaptation service may use to perform the adaptation (e.g., the new content merge capability).

At 720, the 10T application 310 sends the adaptation request for merging content images to the
adaptation service 302e. The adaptation service 302e sends a successful response to the network
application 310 when the requested adaptation is performed. The successful responses may
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include the merged content instances. The successful response may include alink to the merged
content images. Thus, in response arequest for a specific adaptation service that supports a
specific adaptation capability, the specific adaptation capability may be created by merging one
of the adaptation capabilities native to afirst network server with a discovered adaptation
capability.

[0128] Fig. 8A isadiagram of an example machine-to machine (M2M) or Internet of
Things (10T) communication system 10 in which one or more disclosed embodiments may be
implemented. Generally, M2M technologies provide building blocks for the I0T, and any M2M
device, gateway or service platform may be acomponent of the 10T aswell as an |0T service
layer, etc.

[0129] Asshown in Fig. 8A, the M2M/IoT communication system 10 includes a
communication network 12. The communication network 12 may be afixed network or a
wireless network (e.g., WLAN, céellular, or the like) or anetwork of heterogeneous networks.
For example, the communication network 12 may be comprised of multiple access networks that
provides content such asvoice, data, video, messaging, broadcast, or the like to multiple users.
For example, the communication network 12 may employ one or more channel access methods,
such as code division multiple access (CDMA), time division multiple access (TDMA),
frequency division multiple access (FDMA), orthogona FDMA (OFDMA), single-carrier
FDMA (SC-FDMA), and the like. Further, the communication network 12 may comprise other
networks such as a core network, the Internet, a sensor network, an industrial control network, a
persona area network, afused persona network, a satellite network, ahome network, or an
enterprise network for example. The processor 32 may be configured to control lighting
patterns, images, or colors on the display or indicators 42 in response to whether an loT
adaptation service in accordance with some embodiments described herein is successful or
unsuccessful.

[0130] Asshown in Fig. 8A, the M2M/lIoT communication system 10 may include an
M2M gateway device 14, and M2M terminal devices 18. It will be appreciated that any number
of M2M gateway devices 14 and M2M terminal devices 18 may be included in the M2M/loT
communication system 10 as desired. It will further be appreciated that the above-described
applications and services, such as the services 306, the applications 310, or the 10T adaptation
services 302 for example, may be implemented by hardware and/or software in ones of the M2M
terminal devices 18 or the M2M gateway devices 14. Each of the M2M gateway devices 14 and

M2M terminal devices 18 are configured to transmit and receive signals via the communication
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network 12 or direct radio link. The M2M gateway device 14 alows wireless M2M devices (e.g.
cellular and non-cellular) aswell as fixed network M2M devices (e.g. PLC) to communicate
either through operator networks, such asthe communication network 12 or direct radio link.

For example, the M2M devices 18 may collect data and send the data, via the communication
network 12 or direct radio link, to an M2M application 20 or M2M devices 18. The M2M
devices 18 may aso receive data from the M2M application 20 or an M2M device 18. Further,
data and signals may be sent to and received from the M2M application 20 via an M2M service
platform 22, as described below. M2M devices 18 and gateways 14 may communicate via
various networks including, cellular, WLAN, WPAN (eg., Zigbee, 6LOWPAN, Bluetooth),
direct radio link, and wireline for example.

[0131] Theillustrated M2M service platform 22 provides services for the M2M
application 20, M2M gateway devices 14, M2M terminal devices 18 and the communication
network 12. For example, the M2M service platform 22 may provide the 10T adaptation service
302 in accordance with some embodiments. It will be understood that the M2M service platform
22 may communicate with any number of M2M applications, M2M gateway devices 14, M2M
terminal devices 18 and communication networks 12 as desired. The above described adaptation
services may reside on the M2M service platform 22 in accordance with an example
embodiment. The M2M service platform 22 may be implemented by one or more servers,
computers, or the like. The M2M service platform 22 provides services such as management and
monitoring of M2M termina devices 18 and M2M gateway devices 14. The M2M service
platform 22 may also collect data and convert the data such that it is compatible with different
types of M2M applications 20. The functions of the M2M service platform 22 may be
implemented in avariety of ways, for example as aweb server, in the cellular core network, in
the cloud, etc.

[0132] Referring asoto Fig. 8B, the M2M service platform typically implements a
service layer 26 that provides acore set of service delivery capahilities that diverse applications
and verticals can leverage. One or more of the adaptation capabilities 406 may be provided by
the service layer 26. These service capabilities enable M2M applications 20 to interact with
devices and perform functions such as data collection, data analysis, device management,
security, billing, service/device discovery etc. Essentialy, these service capabilities free the
applications of the burden of implementing these functionalities, thus simplifying application

development and reducing cost and time to market. The service layer 26 also enables M2M
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applications 20 to communicate through various networks 12 in connection with the services that
the service layer 26 provides.

[0133] The M2M applications 20 may include applications in various industries such
as, without limitation, transportation, health and wellness, connected home, energy management,
asset tracking, and security and surveillance. A s mentioned above, the M2M service layer,
running across the devices, gateways, and other servers of the system, supports functions such as,
for example, data collection, device management, security, billing, location tracking/geofencing,
device/service discovery, and legacy systems integration, and provides these functions as
services tothe M2M applications 20.

[0134] Fig. 8Cisasystem diagram of an example M2M device 30, such as an M2M
terminal device 18 or an M2M gateway device 14 for example. Asshown in Fig. 8C, the M2M
device 30 may include aprocessor 32, atransceiver 34, atransmit/receive element 36, a
speaker/microphone 38, akeypad 40, adisplay/touchpad 42, non-removable memory 44,
removable memory 46, apower source 48, a global positioning system (GPS) chipset 50, and
other peripherals 52. It will be appreciated that the M2M device 40 may include any sub-
combination of the foregoing elements while remaining consistent with an embodiment.

[0135] The processor 32 may be a general purpose processor, aspecial purpose
processor, aconventional processor, adigital signal processor (DSP), apluraity of
MiCroprocessors, one or more Microprocessors in association with aDSP core, acontroller, a
microcontroller, Application Specific Integrated Circuits (ASICs), Field Programmable Gate
Array (FPGAS) circuits, any other type of integrated circuit (IC), a state machine, and the like.
The processor 32 may perform signal coding, data processing, power control, input/output
processing, and/or any other functionality that enables the M2M device 30 to operate in a
wireless environment. The processor 32 may be coupled to the transceiver 34, which may be
coupled to the transmit/receive element 36. While Fig. 8C depicts the processor 32 and the
transceiver 34 as separate components, it will be appreciated that the processor 32 and the
transceiver 34 may beintegrated together in an electronic package or chip. The processor 32
may perform application-layer programs (e.g., browsers) and/or radio access-layer (RAN)
programs and/or communications. The processor 32 may perform security operations such as
authentication, security key agreement, and/or cryptographic operations, such as at the access-
layer and/or application layer for example.

[0136] The transmit/receive element 36 may be configured to transmit signals to, or

receive signals from, an M2M service platform 22. For example, in an embodiment, the
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transmit/receive element 36 may be an antenna configured to transmit and/or receive RF signals.
The transmit/receive element 36 may support various networks and air interfaces, such as
WLAN, WPAN, cellular, and the like. In an embodiment, the transmit/receive element 36 may
be an emitter/detector configured to transmit and/or receive IR, UV, or visible light signals, for
example. Inyet another embodiment, the transmit/receive element 36 may be configured to
transmit and receive both RF and light signals. It will be appreciated that the transmit/receive
element 36 may be configured to transmit and/or receive any combination of wireless or wired
signals.

[0137] In addition, although the transmit/receive element 36 is depicted in Fig. 8C asa
single element, the M2M device 30 may include any number of transmit/receive elements 36.
More specifically, the M2M device 30 may employ MIMO technology. Thus, in an
embodiment, the M2M device 30 may include two or more transmit/receive elements 36 (e.g.,
multiple antennas) for transmitting and receiving wireless signals.

[0138] The transceiver 34 may be configured to modulate the signals that areto be
transmitted by the transmit/receive element 36 and to demodulate the signals that are received by
the transmit/receive element 36. Asnoted above, the M2M device 30 may have multi-mode
capabilities. Thus, the transceiver 34 may include multiple transceivers for enabling the M2M
device 30 to communicate via multiple RATs, such asUTRA and IEEE 802.1 1, for example.

[0139] The processor 32 may access information from, and store data in, any type of
suitable memory, such as the non-removable memory 44 and/or the removable memory 46. The
non-removable memory 44 may include random-access memory (RAM), read-only memory
(ROM), ahard disk, or any other type of memory storage device. The removable memory 46
may include a subscriber identity module (SIM) card, a memory stick, a secure digital (SD)
memory card, and the like. In other embodiments, the processor 32 may access information
from, and store datain, memory that is not physically located onthe M2M device 30, such as on
aserver or ahome computer.

[0140] The processor 32 may receive power from the power source 48, and may be
configured to distribute and/or control the power to the other components in the M2M device 30.
The power source 48 may be any suitable device for powering the M2M device 30. For
example, the power source 48 may include one or more dry cell batteries (e.g., nickel-cadmium
(NiCd), nickel-zinc (NiZn), nickel metal hydride (NiMH), lithium-ion (Li-ion), etc.), solar cells,
fuel cells, and the like.

- 46 -



WO 2014/182692 PCT/US2014/036962

[0141] The processor 32 may aso be coupled to the GPS chipset 50, which is
configured to provide location information (e.g., longitude and latitude) regarding the current
location of the M2M device 30. It will be appreciated that the M2M device 30 may acquire
location information by way of any suitable |ocation-determination method while remaining
consistent with an embodiment.

[0142] The processor 32 may further be coupled to other peripherals 52, which may
include one or more software and/or hardware modules that provide additional features,
functionality and/or wired or wireless connectivity. For example, the peripherals 52 may include
an accelerometer, an e-compass, a satellite transceiver, asensor, adigital camera (for
photographs or video), auniversal seria bus (USB) port, avibration device, atelevision
transceiver, ahands free headset, a Bluetooth® module, a frequency modulated (FM) radio unit,
adigital music player, amedia player, avideo game player module, an Internet browser, and the
like.

[0143] Fig. 8D isablock diagram of an exemplary computing system 90 on which, for
example, the M2M service platform 22 of Figs. 8A and 8B may be implemented. Computing
system 90 may comprise acomputer or server and may be controlled primarily by computer
readable instructions, which may be in the form of software, wherever, or by whatever means
such software is stored or accessed. Such computer readable instructions may be executed
within central processing unit (CPU) 91 to cause computing system 90 to do work. In many
known workstations, servers, and personal computers, central processing unit 91 is implemented
by asingle-chip CPU called amicroprocessor. In other machines, the central processing unit 91
may comprise multiple processors. Coprocessor 81 is an optional processor, distinct from main
CPU 91, that performs additional functions or assists CPU 91.

[0144] In operation, CPU 91 fetches, decodes, and executes instructions, and transfers
information to and from other resources via the computer's main data-transfer path, system bus
80. Such a system bus connects the components in computing system 90 and defines the
medium for data exchange. System bus 80 typically includes data lines for sending data, address
lines for sending addresses, and control lines for sending interrupts and for operating the system
bus. An example of such a system bus 80 isthe PCI (Peripheral Component Interconnect) bus.

[0145] Memory devices coupled to system bus 80 include random access memory
(RAM) 82 and read only memory (ROM) 93. Such memories include circuitry that allows
information to be stored and retrieved. ROMs 93 generally contain stored datathat cannot easily
be modified. Data stored in RAM 82 can beread or changed by CPU 91 or other hardware
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devices. Accessto RAM 82 and/or ROM 93 may be controlled by memory controller 92.
Memory controller 92 may provide an address trandation function that translates virtual
addresses into physical addresses as instructions are executed. Memory controller 92 may also
provide amemory protection function that isolates processes within the system and isolates
system processes from user processes. Thus, aprogram running in afirst mode can access only
memory mapped by its own process virtual address space; it cannot access memory within
another process's virtual address space unless memory sharing between the processes has been
set up.

[0146] In addition, computing system 90 may contain peripherals controller 83
responsible for communicating instructions from CPU 91to peripherals, such as printer 94,
keyboard 84, mouse 95, and disk drive 85.

[0147] Display 86, which is controlled by display controller 96, is used to display
visual output generated by computing system 90. Such visual output may include text, graphics,
animated graphics, and video. Display 86 may be implemented with a CRT-based video display,
an LCD-based flat-panel display, gas plasma-based flat-panel display, or atouch-panel. Display
controller 96 includes electronic components required to generate avideo signal that is sent to
display 86.

[0148] Further, computing system 90 may contain network adaptor 97 that may be used
to connect computing system 90 to an external communications network, such as network 12 of
Figs. 8A and 8B.

[0149] Itisunderstood that any or all of the systems, methods, and processes described
herein may be embodied in the form of computer executable instructions (i.e., program code)
stored on a computer-readable storage medium that, when executed by amachine, such as a
computer, server, M2M termina device, M2M gateway device, or the like, perform and/or
implement the systems, methods and processes described herein. Specifically, any of the steps,
operations or functions described above may be implemented in the form of such computer
executable instructions. Computer readable storage media include both volatile and nonvolatile,
removable and non-removable media implemented in any method or technology for storage of
information, but such computer readable storage media do not includes signals. Computer
readable storage media include, but are not limited to, RAM, ROM, EEPROM, flash memory or
other memory technology, CDROM, digital versatile disks (DVD) or other optical disk storage,
magnetic cassettes, magnetic tape, magnetic disk storage or other magnetic storage devices, or
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any other physical medium which can be used to store the desired information and which can be
accessed by acomputer.

[0150] In describing preferred embodiments of the subject matter of the present
disclosure, asillustrated in the figures, specific terminology is employed for the sake of clarity.
The claimed subject matter, however, is not intended to be limited to the specific terminology so
selected, and it isto be understood that each specific element includes all technical equivalents
that operate in a similar manner to accomplish asimilar purpose.

[0151] Thiswritten description uses examples to disclose the invention, including the
best mode, and aso to enable any person skilled in the art to practice the invention, including
making and using any devices or systems and performing any incorporated methods. The
patentable scope of the invention is defined by the claims and may include other examples that
occur to those skilled in the art. Such other examples are intended to bewithin the scope of the
claims if they have structural elements that do not differ from the literal language of the claims,
or if they include equivalent structural elements with insubstantial differences from the literal

languages of the claims.
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What is Claimed:

1 A method comprising:

determining, & anetwork server, that a service provided by anetwork entity should be
adapted for afirst client and a second client that is different than the first client;

generating first instructions for the network entity to adapt the service that the network
entity provides such that the service is compatible with the first client;

generating second instructions for the network entity to adapt the service that the network
entity provides such that the service is compatible with the second client; and

sending the first and second instructions to the network entity, the first instructions

different than the second instructions.

2. The method as recited in claim 1, the method further comprising:
monitoring, by the network server, the service provided by the network entity, wherein
determining that the service provided by the network entity should be adapted for the first client

and second client is based on monitoring the service.

3. The method as recited in claim 1, wherein the first client and the second client subscribe
to an adaptation service hosted a the network server such that the first client has afirst

subscription with the adaptation service and the second client has a second subscription with the
adaptation service, and wherein the first and second instructions are generated based on the first

and second subscriptions, respectively.

4. The method as recited in claim 1, the method further comprising:

receiving, a the network server, aplurality of adaptation requests, a least one of the
plurality of adaptation requests associated with the first client and at least one of the plurality of
adaptation requests associated with the second client that is different than the first client, wherein
determining that the service provided by the network entity should be adapted for the first client
and the second client is based on receiving the plurality of adaptation requests.

5. The method of claim 4, wherein the network entity has an interface that is non-

compatible with the first client, the at least one of the plurality of adaptation requests associated
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with the first client comprising arequest to adapt the service such that the first client can access
the network entity.

6. The method of claim 5, wherein the & |east one of the plurality of adaptation requests

associated with the first client includes interface requirements of the first client.

7. The method of claim 6, wherein the first instructions comprise an adapted interface that

meets the interface requirements of the first client.

8. The method of claim 1, wherein the first instructions comprise atype of adaptation for

the network entity to perform and an interface description of the first client.

9. The method of claim 1, wherein the service that the network entity providesis an 10T

content storage network service.

10. The method of claim 1, the method further comprising:
retrieving, by the network server, aplurality of adaptation capabilities to perform a
plurality of adaptation services.

11.  The method of claim 10, wherein at least one of the plurality of adaptation capabilities
areretrieved from an adaptation capability library stored a the network server.

12. The method of claim 10, wherein at least one of the plurality of adaptation capabilities

areretrieved from alibrary stored a another network server.

13. The method of claim 1, wherein the service that the network entity provides is an 0T
virtualization network service, the method further comprising:
receiving a subscription request from the loT virtualization network service, the

subscription request indicating a network policy of the 10T virtualization network service.

14. The method of claim 13, wherein the first client resides on afirst |oT device, the method

further comprising:
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receiving, a the network server, aplurality of adaptation requests, a least one of the
plurality of adaptation requests associated with the first client and at least one of the plurality of
adaptation requests associated with the second client that is different than the first client, wherein
the at least one of the plurality of adaptation requests associated with the first client comprises a

first event notification indicative of astatus of the first 10T device.

15. The method of claim 14, the method further comprising:
based on the first event notification and the network policy, generating the first
instructions that include an adapted version of the network policy so that the 10T entity can

perform the 10T virtualization network service for the first 10T device.

16. The method of claim 14, wherein the first |0oT deviceis a sensor.

17. The method of claim 16, wherein the first event notification indicates that the sensor is
overloaded.

18. The method of claim 1, wherein the network server is afirst network server, the method
further comprising:

sending areguest to discover adaptation capabilities supported by adaptation services that
reside on a second network server;

discovering aplurality of adaptation capabilities supported by the adaptation services that
reside on the second network server; and

publishing, by the first network server, the discovered adaptation capabilities and
adaptation capabilities native to the first network server.

19. The method of claim 18, the method further comprising:
receiving, a the network server, arequest from the network entity for a specific

adaptation service that supports a specific adaptation capability.
20. The method of claim 19, the method further comprising:

in response to the request for the specific adaptation service that supports the specific
adaptation capability, creating the specific adaptation capability by merging one of the
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adaptation capabilities native to the first network server with one of the discovered adaptation
capabilities.

21. A network server that communicates in anetwork, the network server comprising:
amemory comprising executable instructions; and
aprocessor that, when executing the executable instructions, effectuates operations
comprising:
determining that a service provided by anetwork entity should be adapted for a
first client and a second client that is different than the first client;
generating first instructions for the network entity to adapt the service that the
network entity provides such that the service is compatible with the first client;
generating second instructions for the network entity to adapt the service that the
network entity provides such that the service is compatible with the second client; and
sending the first and second instructions to the network entity, the first

instructions different than the second instructions.

22. The network entity as recited in claim 21, wherein the processor further effectuates
operations comprising:

receiving, at the network server, aplurality of adaptation requests, at least one of the
plurality of adaptation requests associated with the first client and at least one of the plurality of
adaptation requests associated with the second client that is different than the first client, wherein
determining that the service should be adapted for the first and second client is based on
receiving the plurality of adaptation reguests.
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