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SYSTEMS, METHODS, AND NON-TRANSITORY COMPUTER-READABLE
MEDIA FOR SECURE BIOMETRICALLY-ENHANCED DATA
EXCHANGES AND DATA STORAGE

CROSS-REFERENCE TO RELATED APPLICATIONS
This application claims the benefit of U.S. Provisional Application No.
63/011,185, filed on April 16, 2020, the entire content of which is hereby

incorporated by reference.

FIELD OF THE INVENTION

The present disclosure relates generally to secure data exchanges or
data storage. More specifically, the present disclosure relates privacy-enhancing
systems, methods, and non-transitory computer-readable media with biometrically-

enhanced data exchanges or storage.

BACKGROUND

A digital identification and personal data exchange improve privacy
and security of individual’s data which is accesses, shared, and exchanged between
various individuals and entities. In particular, a digital identification and personal
data exchange will help prevent unauthorized actors from assuming identities or
gaining access to personal data of individuals. Use of digital identity service and data
exchange service will also help facilitate new, innovative approaches to digital
payments, commerce and financial inclusion.

The digital verification and identification as described herein is
referred to as “Inclusive Verification of Identity.” The following are aspects of a
successful implementation of Inclusive Verification of Identity and Personal Data

Exchange.

SUMMARY

A partner-specific identification Digital identification and personal
data exchange will help in addressing the aftermath of the COVID-19 pandemic. In
particular, a digital identification and personal data exchange will help prevent or
counter nefarious actors from assuming identities or gaining access to personal data of

victims of the COVID-19 pandemic. Use of digital identity service and data exchange
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service will also help facilitate new, innovative approaches to digital payments,
commerce and financial inclusion.

One embodiment of the present disclosure includes a system for
securely storing information of an individual. The system includes a local partner
device that includes a first electronic processor, a first communication interface, and a
first memory. The first electronic processor is configured to receive biometrics and
registration information of an individual, generate, with a tokenization algorithm, a
first biometric token based on the biometrics that are received, and create a data
account associated with the individual in the first memory, the data account including
the registration information and the first biometric token. The first biometric token is
different from a biometric image or a biometric template in that the first biometric
token only matches a copy of the first biometric token or a second biometric token
that is generated from a second set of the biometrics of the mmdividual with the
tokenization algorithm.

Another embodiment of the present disclosure includes a method for
securely storing information of an individual. The method includes receiving, with a
local partner device, biometrics and registration information of an individual. The
method includes generating, with the local partner device and a tokenization
algorithm, a first biometric token based on the biometrics that are received. The
method also includes creating, with the local partner device, a data account associated
with the individual in a memory, the data account including the registration
information and the first biometric token. The first biometric token is different from a
biometric image or a biometric template in that the first biometric token only matches
a copy of the first biometric token or a second biometric token that is generated from
a second set of the biometrics of the individual with the tokenization algorithm.

Yet another embodiment of the present disclosure includes a non-
transitory computer-readable medium comprising instructions that, when executed by
an electronic processor, causes the electronic processor to perform a set of operations.
The set of operations includes receiving, with a local partner device, biometrics and
registration information of an individual. The set of operations includes generating,
with the local partner device and a tokenization algorithm, a first biometric token
based on the biometrics that are recetved. The set of operation also includes creating,
with the local partner device, a data account associated with the individual in a

memory, the data account including the registration information and the first
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biometric token. The first biometric token is different from a biometric image or a
biometric template in that the first biometric token only matches a copy of the first
biometric token or a second biometric token that is generated from a second set of the

biometrics of the individual with the tokenization algorithm.

BRIEF DESCRIPTION OF THE FIGURES

FIG. 1 is a block diagram illustrating an example system 100 for
securely identifying and verifying an individual in a biometrically-enhanced data
exchange or data storage.

FIG. 2 1s a block diagram illustrating a more detailed example of the
system of FIG. 1 for securely identifying an individual.

FIG. 3 is a flow diagram illustrating an example operation of the
system of FIG. 1 for registering/enrolling the individual in an identity network
services platform.

FIG. 4 1s a diagram illustrating a comparison between conventional
verification of presence and inclusive verification of presence.

FIG. 5 is a diagram illustrating a comparison between conventional
verification of presence with a financial product and inclusive verification of presence
with a financial product.

FIG. 6 is a flow diagram illustrating an example for issuing a digital
identity credential of a registered individual with the system of FIG. 1.

FIG. 7 is flow diagram illustrating example for registering and
accessing decentralized points of service with the system of FIG. 1.

FIG. 8 is flow diagram illustrating example for registering and
accessing healthcare with the system of FIG. 1.

FIG. 9 is flow diagram illustrating example for registering for
healthcare with the system of FIG. 1.

FIG. 10 is flow diagram illustrating examples for biometrically-
enhancing data exchange and records matching with the system of FIG. 1.

FIG. 11 is flow diagram illustrating examples for paying for items
using biometrics versus smartphone with the system of FIG. 1.

FIG. 12 1s flow diagram illustrating examples for payment with secure

biometrics and one-time credentials with the system of FIG. 1.
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FIG. 13 is flow diagram illustrating examples for smart checkout with
the system of FIG. 1.

FIG. 14 1s flow diagram illustrating examples for checking out using
an application versus biometrics only with the system of FIG. 1.

FIG. 15 is flow diagram illustrating an example of creating or updating
user-centric data pods with the system of FIG. 1.

FIG. 16 is flow diagram illustrating an example authorizing data
sharing from the digital data pod of FIG. 15 using a consent management module.

FIG. 17 is flow diagram illustrating an example authorizing time-
limited data sharing from the digital data pod of FIG. 15 using a consent management
module.

FIG. 18 is flow diagram illustrating an example authorizing time-
limited data sharing from the digital data pod of FIG. 15 using a consent management
module.

FIG. 19 is flow diagram illustrating an example of an individual
registering with a partner and establishing a data pod with the system of FIG. 1.

FIG. 20 is flow diagram illustrating an example of an individual
registering with another partner and updating a data pod with the system of FIG. 1.

FIG. 21 is flow diagram illustrating an example of an individual
accessing a data pod at a point of service with the system of FIG. 1.

FIG. 22 1s flow diagram illustrating an example process for securely

storing information of an individual.

DETAILED DESCRIPTION OF THE EMBODIMENTS

FIG. 1 is a block diagram illustrating an example system 100 for
securely identifying and verifying an individual in a biometrically-enhanced data
exchange or data storage, in accordance with various aspects of the present disclosure.
In the example of FIG. 1, the system 100 includes a local identity server 104, an
optional global identity server 118, a local partner device 130, an individual 140, and
a network 160.

The local identity server 104 and the optional global identity server
118 may be owned by, or operated by or on behalf of, an administrator. The optional
global identity server 118 may also be implemented by one or more networked

computer servers.
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The local identity server 104 includes an electronic processor 106, a
communication interface 108, and a memory 110. The electronic processor 106 is
communicatively coupled to the communication interface 108 and the memory 110.
The electronic processor 106 is a microprocessor or another suitable processing
device. The communication interface 108 may be implemented as one or both of a
wired network interface and a wireless network interface. The memory 110 is one or
more of volatile memory (e.g., RAM) and non-volatile memory (e.g., ROM, FLASH,
magnetic media, optical media, et cetera). In some examples, the memory 110 is also
a non-transitory computer-readable medium. Although shown within the local
identity server 104, memory 110 may be, at least in part, implemented as network
storage that is external to the local identity server 104 and accessed via the
communication interface 108. For example, all or part of memory 110 may be housed
on the “cloud.”

The optional global identity server 118 includes an electronic
processor 120, a communication interface 122, and a memory 124. The electronic
processor 120 is communicatively coupled to the communication interface 122 and
the memory 124. The electronic processor 120 is a microprocessor or another suitable
processing device. The communication interface 122 may be implemented as one or
both of a wired network interface and a wireless network interface. The memory 124
1s one or more of volatile memory (e.g., RAM) and non-volatile memory (e.g., ROM,
FLASH, magnetic media, optical media, et cetera). In some examples, the memory
124 is also a non-transitory computer-readable medium. The memory 124 may be, at
least in part, implemented as network storage that is external to the optional global
wdentity server 118 and accessed via the communication interface 122. For example,
all or part of memory 124 may be housed on the “cloud.” Additionally, some or all of
the functions attributed to the local identity server 104 may also be performed by the
optional global identity server 118.

The biometrically-enhanced identity engine 112 may be stored within a
transitory or non-transitory portion of the memory 110. The biometrically-enhanced
identity engine 112 includes machine readable instructions that are executed by the
electronic processor 106 to perform the functionality of the local identity server 104
as described below with respect to FIGS. 2-21.

The memory 110 may include a database 114 for storing information

about individuals. The database 114 may be an RDF database, i.e., employ the
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Resource Description Framework. Alternatively, the database 114 may be another
suitable database with features similar to the features of the Resource Description
Framework, and various non-SQL databases, knowledge graphs, etc. The database
114 may include a plurality of records (also referred to herein as a “data pod™). Each
record may be associated with and contain personal information about one individual.
For example, in the illustrated embodiment, record 116 may be associated with the
individual 140, and other N records may be respectively associated with one of N
other individuals (not expressly shown in FIG. 1).

The local partner device 130 may be web-compatible mobile computer,
such as a laptop, a tablet, a smart phone, or other suitable computing device.
Alternately, or in addition, the local partner device 130 may be a desktop computer.
The local partner device 130 includes an electronic processor in communication with
memory. In an embodiment, the electronic processor of the computer 130 is also in
communication with a biometric scanner via a communication interface. In another
embodiment, the biometric scanner may be part of the local partner device 130. The
electronic processor is a microprocessor or another suitable processing device, the
memory is one or more of volatile memory and non-volatile memory, and the
biometric scanner is one or more biometric scanning devices (e.g., a device that scans
fingerprints, facial features, irises, handwriting, etc.) now known or subsequently
developed. The communication interface may be a wireless or wired network
interface.

An application, which contains software instructions implemented by
the electronic processor of local partner device 130 to perform the functions of the
local partner device 130 as described herein, is stored within a transitory or a non-
transitory portion of the memory. The application may have a graphical user interface
that facilitates interaction between the individual 140 and the local identity server
104.

The local partner device 130 may include or be in communication with
a point of sale system (POS), e.g., a mobile POS system (such as a mobile card
reader). As discussed herein, the local partner device 130 may use the mobile POS
system to, among other things, read a partner-specific identification asset (not shown
and considered to be part of the block “individual 1407) associated with the individual
140 to verify the identity of the individual 140.
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The local partner device 130 may communicate with the local identity
server 104 over the network 160. The network 160 is preferably (but not necessarily)
a wireless network, such as a wireless personal area network, local area network, or
other suitable network. The local partner device 130 may directly communicate with
the local identity server 104 or indirectly communicate over network 160.

In an embodiment, the memory of the local partner device 130 may
include a database and software. The database of the local partner device 130 may
include information about individual 140 and other individuals, as set forth herein.
The software of the local partner device 130 may facilitate interaction between the
local partner device 130 and individuals (e.g., the individual 140) and allow for the
local partner device 130 to track the interactions as described in greater detail below.

The local identity server 104 may likewise communicate with partner
devices other than the local partner device 130. The term “partner”, as used herein,
encompasses any other organizations engaging with individuals, including but not
limited to non-governmental organizations and other charitable institutions (including
governmental organizations). The term “individual”, as used herein, encompasses a
person (or household) that seeks to interact with an organization or entity, including
but not limited to seeking access to services (e.g., an individual in a refugee camp, a
person who recetves support, etc.). The workings of the local identity server 104 and
the local partner device 130 will now be described in additional detail with FIGS. 2—
21

FIG. 2 1s a block diagram illustrating a more detailed example 200 of
the system 100 for securely identifying an individual, in accordance with various
aspects of the present disclosure. In the example of FIG. 2, the example 200 includes
an identity (ID) network/switch 202 that connects a local partner device 130 to the
local identity server 104. The local partner device 130 is also connected to the
optional global identity server 118.

The local partner device 130 includes an electronic processor and a
memory. The memory includes a token translator 204, a unique user global unique
identifier (GUID) generator 206, a distributed ledger 208, a biometric token creator
210, a local deduplication service 212, a token generator 214, biometric token

libraries 216, and a local b-token storage 218.
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The local identity server 104 includes an identity management service
220, a pod management service 222, a plurality of personal data stores 224 (also
referred to as “data pods™), and a database file system 226.

The optional global identity server 118 includes an electronic
processor and a memory. The memory includes a global deduplication service 228
and a global biometric token storage 230.

In the example of FIG. 2, the individual 140 consents to biometric
capture by the local partner device 130. The local partner device 130 create a
biometric token from the biometric capture of the individual 140 with the biometric
token creator 210. The biometric token creator 210 creates a biometric token with a
tokenization algorithm.

FIG. 3 15 a flow diagram illustrating an example operation 300 of the
system 100 of FIG. 1 for registering/enrolling the individual 140 in an identity
network services platform, in accordance to various aspects of the present disclosure.
In the example of FIG. 3, after capturing the biometrics of the individual 140 (at link
1), the local partner device 130 creates a unique and private global universal identifier
(GUID) token with the unique GUID generator 206 (at link 2). In some examples, the
unique and private GUID token is biometrically-derived from the captured biometrics.
In other examples, the unique and private GUID token is not biometrically-derived.
For example, the unique and private GUID token may simply be a random number.

Additionally, the local partner device 130 generates a biometric token
from the captured biometrics and stores the biometric token i the local b-token
storage 216 (at link 3A). The local partner device 130, in parallel to creating and
storing the biometric token, also retrieves an assigned unique identifier that is
associated with the owner of the local partner device 130 (at link 3B). The local
partner device 130 receives the unique and private GUID token and creates, with the
token generator 214, a relationship identifier token from the unique identifier
associated with the owner and the unique and private GUID token (at links 3A and
3B).

In some examples, the local partner device 130 generates a high-level
identifier “W” token from the relationship identifier token (at link 4). The high-level
identifier “W” token is a pod identifier (e.g., WeblID, DID, or another unique

identifier) assigned to a new data pod. In other examples, the local partner device 130
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may use the relationship identifier or the biometric token instead of the high-level
identifier.

The local partner device 130 assigns a first pod identifier token, e.g., a
weblD, DID, or another unique identifier (at link 6). After assigning the pod
identifier, the local partner device 130 creates a personal data store (also referred to as
a “pod” or “data pod”) by creating a second pod identifier token (i.e., a p-ID) that is
tied to a pivot table (at link 7). The pivot table stores various information in the pod,
e.g., the biometric token, the first pod identifier token, the second pod identifier token,
and/or other suitable information.

In parallel to links 3A-7, the local partner device 130 receives the
biometric token, the GUID token, and information regarding the type of biometric
capture from the local partner device 130 (at link 8). In response to receiving the
biometric token, the GUID token, and the information regarding the type of biometric
capture, the local partner device 130 creates a personalized packet and a QR code.
After creating the personalized packet, the local partner device 130 issues a smartcard
or other identification vehicle that includes the high-level identifier, the biometric
token, the unique and private GUID token (at links 9 and 10).

Lastly, FIG. 3 1s described with respect to the local partner device 130.
However, FIG. 3 is limited to being performed by the local partner device 130.
Instead, FIG. 3 may also performed at least in part by the local identity server 104.
For example, after receiving the biometrics of the individual 140 that are captured, the
local identity server 104 may perform all of the functions described above with
respect to the local partner device 130.

In a different example, the local identity server 104 may recetve the
high-level identifier, the biometric token, the unique and private GUID token, and the
local identity server 104 creates a personalized packet and a QR code. After creating
the personalized packet, the local identity server 104 issues a smartcard or other
identification vehicle that includes the high-level identifier, the biometric token, the
unique and private GUID token (at links 9 and 10).

FIG. 4 1s a diagram illustrating a comparison between conventional
verification of presence and inclusive verification of presence 400, in accordance with
various aspects of the present disclosure. Conventionally, as illustrated in FIG. 4, a
user takes a user identification (ID) card to a merchant, service provider, government,

or non-governmental organization. A digital credential and/or data is recorded on a
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user’s smart device and in the cloud against the specific user ID card. Lastly, specific
identification documents must be present at the time of verification. Thus, the
conventional verification of presence requires an online connection, an identification
document, a digital credential, and the user’s smart device.

With respect to the inclusive verification of presence 400, the user 140
may go to a merchant, service provider, government, or non-governmental
organization without a user ID card and without a user’s smart device. The merchant,
service provider, government, or non-governmental organization uses a biometric
capture device to capture biometrics of the user 140. A secure biometric token is
created by the biometric capture device or other smart device with a biometric token
generation application that receives biometrics from the biometric capture device.

In the inclusive verification of presence 400, the biometric capture
device or other smart device may generate a QR code with an embedded form of the
secure biometric token that is created. The QR code may also include other status
data available for offline use.

Additionally, the biometric capture device or other smart device may
send the secure biometric token to a user-managed, portable, and interoperable data
pod, electronic wallet, or virtual account. In other words, the biometric capture
device or other smart device makes the secure biometric token available both locally
and globally.

The inclusive verification of presence 400 has several advantages over
the conventional verification of presence. First, the inclusive verification of presence
400 1is available both online and offline. Second, the inclusive verification of
presence 400 does not require any identification documents. Third, the inclusive
verification of presence 400 does not require any blockchain or distributed ledger.
Fourth, the inclusive verification of presence 400 is not affected by lost or stolen
identification documents. Fifth, the biometric capture device at the merchant, service
provider, government, or non-governmental organization may be any biometric
acceptance device (e.g., smartphones, tablets, or other suitable biometric acceptance
devices).

The advantages of the inclusive verification of presence 400 is from
biometric tokenization. By capturing biometrics and embedding biometric tokens
(associated with the buyer, i.e., the individual 140} in a QR code, which may be put
on the card itself and linked with the prepaid card details (on QR code, and on the

10
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issuer’s backend). The biometric tokens may also issued via some other digital means
and linked to the specific, issued prepaid card.

The individual 140 may verify ownership of the prepaid card against
the QR code on the card. Additionally, the QR code lists last four digits of the
prepaid card to show it is “linked” to that card, although any means to link the QR
code to the prepaid card may be used.

The individual 140 may also regain the prepaid card balance the
prepaid card is lost or stolen because the individual 140 may demonstrate ownership
of that prepaid card. Moreover, the prepaid card issuer is able to store or access the
link between biometric token and prepaid card.

FIG. 5 is a diagram illustrating a comparison between conventional
verification of presence with a financial product and inclusive verification of presence
500 with a financial product, in accordance with various aspects of the present
disclosure. Conventionally, as illustrated in FIG. 5, a user takes a payment card or
payment device to a merchant, service provider, government, or non-governmental
organization. A payment is made with the payment card or the payment device and a
single use prepaid card is issued to the individual. Thus, the conventional verification
of presence requires an online connection, an identification document, a digital
credential, and the user’s smart device.

With respect to the inclusive verification of presence 500, the user 140
may go to a merchant, service provider, government, or non-governmental
organization without a payment card or a payment device. The merchant, service
provider, government, or non-governmental organization uses a biometric capture
device to capture biometrics of the user 140. A secure biometric token is created by
the biometric capture device or other smart device with a biometric token generation
application that receives biometrics from the biometric capture device.

In the inclusive verification of presence 500, the biometric capture
device or other smart device may generate a QR code with an embedded form of the
secure biometric token that is created. The QR code may also include virtual payment
account information that is available for both online and oftline use.

Additionally, the biometric capture device or other smart device may
be embedded into a reusable prepaid card issued to the individual 140. In other
words, the biometric capture device or other smart device makes a virtual account or a

reusable prepaid card available and verifiable online and offline.

11
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The inclusive verification of presence 500 has several advantages over
the conventional verification of presence. First, the inclusive verification of presence
500 is available both online and offline. Second, the inclusive verification of
presence 500 does not require any identification documents. Third, the inclusive
verification of presence 500 does not require any blockchain or distributed ledger.
Fourth, the inclusive verification of presence 500 is not atfected by lost or stolen
reusable prepaid cards. Fifth, the biometric capture device at the merchant, service
provider, government, or non-governmental organization may be any biometric
acceptance device (e.g., smartphones, tablets, or other suitable biometric acceptance
devices). Sixth, the prepaid card is reloadable and reusable and meets some know-
your-customer (KYC) requirements.

FIG. 6 1s a flow diagram illustrating an example 600 for issuing a
digital identity credential of a registered individual with the system 100 of FIG. 1, in
accordance to various aspects of the present disclosure. In example 600 of FIG. 6, the
mdividual 140 registers a computing device 602 (e.g., a computing device as
illustrated in FIG. 6) with a service provider. The service provider is an owner of the
local partner device 130 as described above in FIG. 1.

The individual 140 receives a PIN and completes registration of the
computing device 602 with a USSD Gateway operator 604 based on session
mformation. The completed registration with the USSD Gateway operator 604
authorizes the computing device 602 to recetve biometric registration. In some
examples, operators other than the USSD Gateway operator 604 may be used.

The individual 140 then presents the registered computing device 602
to the service provider. The service provider captures biometrics of the individual
140 with the local partner device 130 as described above in FIG. 1.

In response to capturing the biometrics of the individual 140, the local
partner device 130 creates a unique data account (e.g., a data pod as described above
in FIG. 3). Additionally, in response to capturing the biometrics of the individual, the
local partner device 130 generates a biometric token, associates the biometric token
with the unique data account, and issues the biometric token as a USSD code via a
USSD session. For example, the USSD code may be *122#.

In some examples, the example 600 may be a farmer enrolling in an e-

voucher program that requires use of a phone for access to services. The farmer
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receives a unique code based on the farmer’s biometrics on the phone for future
verifications.

Additionally, in some examples, the biometric token may be too large
to store on a feature phone via a USSD menu. In these examples, a web link or a
pointer to the place where the biometric token is stored may be used instead of the
biometric token via the USSD menu. The web link or a pointer may be facilitated
with a mobile wallet and the USSD menu. Specifically, the individual 140 may have
his/her biometric tokens captured and stored in a location that is shared with the
individual 140 via the USSD menu and the mobile wallet access, and perhaps link to
other data about the individual 140. In these examples, once the individual 140
successfully verifies against the stored biometric token “living” behind a web
link/pointer, only then will other personal data associated with the individual 140 will
be shared or released.

FIG. 7 is flow diagram illustrating example 700 for registering and
accessing decentralized points of service with the system 100 of FIG. 1, in accordance
to various aspects of the present disclosure.

In example 700 of FIG. 7, the individual 140 registers with a service
provider by providing biometrics to the service provider. The service provider
captures the biometrics of the individual 140 with the local partner device 130 as
described above in FIG. 1. The local partner device 130 generates a biometric token
based on the captured biometrics.

In response to generating the biometric token, the local partner device
130 executes a data orchestration service 702 to distribute the biometric token to the
cloud and one or more local devices via a local data exchange network 704. The one
or more local devices are additional decentralized points of service.

In the example 700 of FIG. 7, a second local partner device 706
(similar to the local partner device 130 of FIG. 1) associated with a second service
provider recetves the biometric token either locally from the local partner device 130
or from the cloud via the local data exchange network 704. The second local partner
device 706 updates the b-token storage to include the biometric token from the local
partner device 130.

In the example 700 of FIG. 7, the individual 140 accesses services
from the second service provider by providing biometrics to the second service

provider. The second service provider captures the biometrics of the individual 140
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with the second local partner device 706. The second local partner device 706
generates a second biometric token based on the captured biometrics. In some
examples, the biometrics provided to the second service provider is a QR code
generated by the local partner device 130 and indicative of the distributed biometric
token.

In response to generating the second biometric token, the second local
partner device 706 compares the second biometric token to tokens stored in the local
b-token storage. The second local partner device 706 confirms an identity of the
policy member when the second biometric token substantially matches the biometric
token that was distributed and stored in the local b-token storage.

In the example of FIG. 7, rather than storing biometric tokens
centrally, in the cloud, the local partner device 130 or the local identity server 104
may distribute biometric tokens to mobile devices or keep the biometric tokens
created on that mobile device, instead of just sending that data to the cloud. In other
words, the local partner device 130 or the local identity server 104 may create a
distributed version of the central cloud-based biometric token vault.

Additionally, in some cases, the distribution of personal data is
unnecessary and only a biometric token is necessary. For example, the biometric
token may represent “membership” in a particular program or association with a
particular entity, so that any person matching that biometric token is the individual
140 and allowed to receive certain benefits based on the relationship between the
individual and the particular program or the particular entity.

Further, in some examples, the registration process of FIG. 7 includes
pre-registration for individuals that do not have all documents at the time of
registration with a particular entity (for example, banks in rural areas via traveling
registration vehicles). The particular entity may, with the local partner device 130
(e.g., a mobile device or a registration terminal), register the person, collect other
relevant data, and bind the entire application to one or more biometric token(s) when
wdentity (ID) documents are insufficient. When the pre-registration is in complete, the
individuals may continue the application in the future when the same person
(matching the biometric tokens) shows up at the particular entity to continue the
registration process.

Furthermore, in some examples, the registration process of FIG. 7 may

involve a plurality of local partner devices including the local partner device 130. In
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these examples, the plurality of local partner devices may sync biometric tokens with
each other when online or communicatively connected to each other. The syncing of
biometric tokens with each other reduces or eliminates a possibility of registering the
individual 140 more than once even when the local partner device 130 is offline. In
some examples, the plurality of local partner device may sync by proximity using
Bluetooth®, a physical cable, Wi-Fi, or other suitable communication means.

FIG. 8 is flow diagram illustrating example 800 for registering and
accessing healthcare with the system 100 of FIG. 1, mn accordance to various aspects
of the present disclosure.

In example 800 of FIG. 8, the individual 140 purchases health
msurance from a health insurance provider by providing biometrics to an agent of the
health insurance provider. The agent captures the biometrics of the individual 140
with the local partner device 130 as described above in FIG. 1. The local partner
device 130 generates a biometric token based on the captured biometrics.

In response to generating the biometric token, the local partner device
130 executes a data orchestration service 802 to distribute the biometric token to the
cloud and one or more local devices via a local data exchange network 804. The one
or more local devices are computing devices located at various healthcare facilities
that are associated with the health insurance provider.

In the example 800 of FIG. 8, a second local partner device 806
(similar to the local partner device 130 of FIG. 1) associated with one of the
healthcare facilities receives the biometric token either locally from the local partner
device 130 or from the cloud via the local data exchange network 804. The second
local partner device 806 updates the b-token storage to include the biometric token
from the local partner device 130.

In the example 800 of FIG. 8, the individual 140 accesses services
from the one of the healthcare facilities by providing biometrics to the healthcare
facility. The healthcare facility captures the biometrics of the individual 140 with the
second local partner device 806. The second local partner device 806 generates a
second biometric token based on the captured biometrics. In some examples, the
biometrics provided to the healthcare facility is a QR code generated by the local
partner device 130 and indicative of the distributed biometric token.

In response to generating the second biometric token, the second local

partner device 806 compares the second biometric token to tokens stored in the local
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b-token storage. The second local partner device 806 confirms an identity of the
policy member when the second biometric token substantially matches the biometric
token that was distributed and stored in the local b-token storage.

FIG. 9 is flow diagram illustrating example 900 for registering for
healthcare with the system 100 of FIG. 1, in accordance to various aspects of the
present disclosure.

In example 900 of FIG. 9, the individual 140 registers for health
service by providing biometrics to an agent of a health service provider. The health
service provider captures the biometrics of the individual 140 with the local partner
device 130 as described above in FIG. 1. The local partner device 130 generates a
biometric token based on the captured biometrics.

In response to generating the biometric token, the local partner device
130 executes a data orchestration service 902 to distribute the biometric token to the
cloud and one or more local devices via a local data exchange network 904. The one
or more local devices are computing devices located at various healthcare facilities
that are associated with the health service provider.

In the example 900 of FI1G. 9, a second local partner device 906
(similar to the local partner device 130 of FIG. 1) associated with one of the
healthcare facility receives the biometric token either locally from the local partner
device 130 or from the cloud via the local data exchange network 904. The second
local partner device 906 updates the b-token storage to include the biometric token
from the local partner device 130.

In the example 900 of FIG. 9, the individual 140 accesses services
from the healthcare facility by providing biometrics to the healthcare facility. The
healthcare facility captures the biometrics of the individual 140 with the second local
partner device 906. The second local partner device 906 generates a second biometric
token based on the captured biometrics. In some examples, the biometrics provided
to the healthcare facility is a QR code generated by the local partner device 130 and
indicative of the distributed biometric token.

In response to generating the second biometric token, the second local
partner device 906 compares the second biometric token to tokens stored in the local
b-token storage. The second local partner device 906 confirms an identity of the
policy member when the second biometric token substantially matches the biometric

token that was distributed and stored in the local b-token storage.
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FIG. 10 is flow diagram illustrating examples 1000 and 1050 for
biometrically-enhancing data exchange and records matching with the system 100 of
FIG. 1, in accordance to various aspects of the present disclosure.

In example 1000 of FIG. 10, the individual 140 registers with a health
service provider by providing biometrics to the health service provider. For example,
the individual 140 adds an authorized user with limited delegation of authority.

The health service provider captures the biometrics of the individual
140 with the local partner device 130 as described above in FIG. 1. The local partner
device 130 generates a biometric token based on the captured biometrics.

In response to generating the biometric token, the local partner device
130 creates or updates a data account 1002 that is unique to the individual. The local
partner device 130 also updates a data pod 1004 associated with the individual 140 to
include the biometric token and the authorized user information.

In the example 1050 of FIG. 10, with consent of the individual 140, a
first health provider sends records to a second health provider. The records have
some personally-identifiable information (PII) removed, e.g., date-of-birth, address,
and name. However, the records each include a biometric token associated with the
individual 140.

In response to receiving the records, the second health provider uses a
second local partner device 1006 to match 1052 the biometric tokens in the records to
one or more data pods or other records of the individual 140. The second local
partner device 1006 then confirms a match 1054 when the match probability is a high
probability (the high probability defined by industry standard or by service provider).
Once a match has been confirmed, the second local partner device 1006 performs de-
duplication 1056 of data between the matching records.

Matching of patient records using biometrics is a long-time ‘dream’ in
healthcare industry but marred with challenges including some privacy risks.
Moreover, biometric templates and biometric images are large, and considered very
sensitive.

Conventionally, merging or sharing of medical records between two
medical providers fails 50% of the time because of data errors, misspellings, missing
data elements. Moreover, many medical providers do not use biometrics to match
records because it presents some risks and both medical providers must use the same

biometric vendor.
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The examples 1000 and 1050 provides a number of distinct
advantages. First, the size of the biometric tokens allows for embedding multiple
biometric tokens into printed and digital medical records (for flexibility, as an as
higher level of assurance). Second, the biometric tokens provide layered privacy
because biometrics tokens of a face may be used for less sensitive records and
biometric tokens of a palm may be embedded into more sensitive records, where you
need my physical presence versus capturing my face on the street or using a facial
photo. Third, even if data is wrong, missing, or misspelled, the biometric tokens in
the records between different hospitals may still be matched with a “presence.”
Fourth, medical providers may provide medical help to individuals that intentionally
or unintentionally give incorrect data and match them against other records for a more
complete medical history. Fifth, medical provides may provide medical help to
known individuals that are unconscious or unwilling to communicate and match them
against other records for a more complete medical history. Sixth, appending biometric
tokens to medical files/records is lower risk than biometric images/templates because
biometric tokens may be revoked and are more secure than the biometric
images/templates. Seventh, biometric matching may be used to fix data inaccuracy
and/or misspellings for records with a very strong biometric match. Lastly, and most
importantly, the choice of biometric vendor may be given to the individual 140
because the individual 140 may work with one partner to capture biometrics, generate
tokens, and give the biometric tokens to each respective hospital for the purpose of
appending to the medical record. Then, the individual 140 is at the center of the data
exchange rather than the medical provider.

FIG. 11 is flow diagram illustrating examples 1100 and 1150 for
paying for items using biometrics versus smartphone with the system 100 of FIG. 1,
in accordance to various aspects of the present disclosure.

In example 1100 of FIG. 11, the individual 140 scans in items and
completes checkout by providing biometrics to the local partner device 130 (e.g., a
checkout terminal). The local partner device 130 captures the biometrics of the
individual 140 and generates a biometric token based on the captured biometrics. In
response to generating the biometric token, the local partner device 130 sends the
biometric token to the local identity server 104 (e.g., a server administered by a bank)

via an identity and payments network 1102.
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The local identity server 104 matches the biometric token that is
received from the local partner device 130 to a data pod 1104. The local identity
server 104 confirms whether authorization to make a payment at the local partner
device 130 exists in the data pod 1104. When the authorization exists, the local
identity server 104 generates a payment token that approves the transaction at the
local partner device 130 and sends the payment token to the local partner device 130
via the identity and payments network 1102.

In example 1150 of FIG. 11, the individual 140 scans in items and
completes checkout by activating an identity verification service on the local partner
device 130 (e.g., an identity verification service application on the individual’s
smartphone). The local partner device 130 includes a digital wallet and biometric
modalities and requests a biometric capture of the individual 140.

The local partner device 130 captures the biometrics of the individual
140 and generates a biometric token based on the captured biometrics. The local
partner device 130 verifies the biometric token that is generated matches a pre-
existing token stored in the memory of the local partner device 130. In response to
verifying the biometric token, the local partner device 130 sends the biometric token
to the local identity server 104 (e.g., a server administered by a bank) via an identity
and payments network 1102.

The local identity server 104 matches the biometric token that is
received from the local partner device 130 to a data pod 1104. The local identity
server 104 confirms whether authorization to make a payment at the local partner
device 130 exists in the data pod 1104. When the authorization exists, the local
wdentity server 104 generates a payment token that approves the transaction at the
local partner device 130 and sends the payment token to the local partner device 130
via the identity and payments network 1102,

In summary of FIG. 11, biometric tokens may be created and
embedded into a digital account (referred to herein as a “data pod”) that belongs to the
mdividual 140. The data pod includes payment tokens, identity data, and/or other
data associated with the individual 140. Successful authentication into the data pod
using one or more biometric token(s) may be used to unveil the link to payment

information, to process the transaction.
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FIG. 12 is flow diagram illustrating examples 1200 and 1250 for
payment with secure biometrics and one-time credentials with the system 100 of FIG.
1, in accordance to various aspects of the present disclosure.

In example 1200 of FIG. 12, the local partner device 130 captures the
biometrics of the individual 140 and generates a biometric token based on the
captured biometrics. In response to generating the biometric token, the local partner
device 130 sends the biometric token to the local identity server 104 (e.g., a server
administered by a bank) via an identity and payments network 1202.

The local identity server 104 matches the biometric token that is
recetved from the local partner device 130 to a data pod 1204. The local identity
server 104 confirms whether authorization to make a payment at the local partner
device 130 exists in the data pod 1204 or whether the data pod 1204 includes an
identification of payment pod 1206 associated with the individual 140. When the
authorization exists in the data pod 1204, the local identity server 104 generates a
payment token that approves the transaction at the local partner device 130 and sends
the payment token to the local partner device 130 via the identity and payments
network 1102.

When the identification of payment pod 1206 associated with the
individual 140 exists in the data pod 1204, the local identity server 104 requests
payment authorization from the payment pod 1206 via the identity and payments
network 1202, In the example of FIG. 12, the payment pod 1206 is located at another
server external to the local identity server 104. For example, the payment pod 1206
may be located in a server 1208 of another bank. However, in other examples, the
payment pod 1206 may also be located on the local identity server 104 and/or the
optional global identity server 118. When the authorization exists in the payment pod
1206, and in response to receiving the payment authorization, the server 1208
generates a payment token that approves the transaction at the local partner device
130 and sends the payment token to the local partner device 130 via the identity and
payments network 1202,

In example 1250 of FIG. 12, the individual 140 completes checkout by
activating an identity verification service on the local partner device 130 {(e.g_, an
identity verification service application on the individual’s smartphone). The local

partner device 130 includes a digital wallet, biometric modalities, and a payment
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credential. The local partner device 130 requests a biometric capture of the individual
140.

The local partner device 130 captures the biometrics of the individual
140 and generates a biometric token based on the captured biometrics. The local
partner device 130 verifies the biometric token that is generated matches a pre-
existing token stored in the memory of the local partner device 130. In response to
verifying the biometric token, the local partner device 130 sends the biometric token
and the payment credential to the local identity server 104 {(e.g., a server administered
by a bank) via an identity and payments network 1202.

The local identity server 104 matches the biometric token that is
received from the local partner device 130 to the data pod 1204. The local identity
server 104 confirms whether authorization to make a payment at the local partner
device 130 exists in the data pod 1204 or whether the data pod 1204 includes an
identification of the payment pod 1206 associated with the individual 140. When the
authorization exists in the data pod 1204, the local identity server 104 generates a
payment token that approves the transaction at the local partner device 130 and sends
the payment token to the local partner device 130 via the identity and payments
network 1202.

When the identification of payment pod 1206 associated with the
individual 140 exists in the data pod 1204, the local identity server 104 requests
payment authorization from the payment pod 1206 via the identity and payments
network 1202, In the example of FIG. 12, the payment pod 1206 1s located at another
server external to the local identity server 104. For example, the payment pod 1206
may be located in the server 1208 of another bank. However, in other examples, the
payment pod 1206 may also be located on the local identity server 104 and/or the
optional global identity server 118. When the authorization exists in the payment pod
1206, and in response to receiving the payment authorization, the server 1208
generates a payment token that approves the transaction at the local partner device
130 and sends the payment token to the local partner device 130 via the identity and
payments network 1202,

In summary of FIG. 12, successful biometric authentication leads to a
one-time credential or token. Further, the digital data pod may have varying rules.

For example, when a facial biometric token is used to authenticate, then only
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transactions up to $250 may be authorized. However, when a palm biometric token is
used to authenticate, then transactions over $250 may be authorized.

FIG. 13 is flow diagram illustrating examples 1300 and 1350 for smart
checkout with the system 100 of FI1G. 1, in accordance to various aspects of the
present disclosure.

In example 1300 of FIG. 13, the individual 140 provides a credit card
to a computing device 1302 to enroll in click for pay with the credit card. The
individual 140 also provides biometrics to the local partner device 130 (e.g., the
computing device 1302 or some other suitable computing device that captures
biometrics), which captures the biometrics of the individual 140 and generates a
biometric token based on the captured biometrics.

In response to generating the biometric token, the local partner device
130 sends the biometric token and the payment details as enrollment data to the local
identity server 104 (e.g., a server administered by a bank) via an identity and a
payments network. In response to receiving the enrollment data, the local identity
server 104 creates a payments pod 1304 including the biometric token and payments
token.

In example 1350 of FIG. 13, the individual 140 activates an identity
service on the local partner device (e.g., a smartphone) to enroll in click for pay. The
individual 140 also provides biometrics to the local partner device 130, which
captures the biometrics of the individual 140 and generates a biometric token based
on the captured biometrics.

In response to generating the biometric token, the local partner device
130 sends the biometric token and the payment details as enrollment data to the local
identity server 104 (e.g., a server administered by a bank) via an identity and
payvments network 1352. In response to receiving the enrollment data, the local
identity server 104 creates a payments pod 1304 including the biometric token and a
payments token.

In the example of FIG. 13, the biometric token may be linked to, or
inside of, a secure remote commerce (SRC) account. Further, multiple rules may be
set in place with respect to the SRC account. For example, when the individual 140 is
present, and biometrically authenticated, only then will an online transaction for

$10,000+ will go through (limits set by the individual 140).
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One primary advantage of the biometric token is an additional level of
assurance for some transactions and/or interactions. For example, the biometric token
enables card-less payments online, that is, the individual 140 does not need to enter
card details. Instead, the individual 140 may simply authenticate biometrically to
your SRC account.

Another advantage of the biometric token is an excellent defense
against an “account takeover.” Moreover, while biometric templates and biometric
images may provide a similar defense against an “account takeover,” biometric
images and biometric templates are very sensitive data and pose a significant risk
even when sent encrypted.

The biometric token may still be used to biometrically authenticate the
individual 140. However, the biometric token is useless random data to any one that
views the biometric token.

Further, there are very few rules in place on transaction size, links to
specific and deliberate user agreement (for highest value transactions). Most high
value transactions are expected to be carried out via ACH, wire transfer, check, but
not often debit cards or credit cards. In other words, the biometric token may provide
proof of presence and proof of liveness behind a given SRC transaction.

Yet another advantage is that the biometric tokens will allow the
individual 140 to link together different SRC accounts. Conventionally, each SRC
implementation is a standalone SRC account. The individual 140 must sign up for
more than one SRC account if the individual 140 plans to shop via SRC with more
than one payment processor. However, the biometric token may be used to allow the
mdividual 140 to access SRC accounts across all payment processors.

FIG. 14 is flow diagram illustrating examples 1400 and 1450 for
checking out using an application versus biometrics only with the system 100 of FIG.
1, in accordance to various aspects of the present disclosure.

In example 1400 of FIG. 14, the individual 140 activates a store
application on the local partner device 130 (e.g., a smartphone). The individual 140
also provides biometrics to the local partner device 130, which captures the
biometrics of the individual 140 and generates a biometric token based on the
captured biometrics.

In response to generating the biometric token, the local partner device

130 authenticates the biometric token to confirm the identity of the individual 140 and
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generates a dynamic QR code that confirms the use of the store application on the
local partner device 130. In response to generating the dynamic QR code, the
individual 140 presents the dynamic QR code to a scanner 1402.

In response to scanning the dynamic QR code, the scanner 1402
controls a presence detection device 1404 (e.g., a camera or camera system) to track
the presence and shopping of the individual 140 based on the dynamic QR code that
points to the shopping application of the local partner device 130. In some examples,
the presence detection device 1404 tracks the presence and shopping of the individual
140 by generating a temporary biometric token by scanning the face or other
distinguishing body part of the individual 140 and connecting any items retrieved by
the individual 140 to the temporary biometric token.

Once the presence detection device 1404 detects the individual 140
leaving the store, the presence detection device 1404 communicates the retrieved
items to the scanner 1402 and deletes the temporary biometric token. In response to
receiving the retrieved items from the presence detection device 1404, the scanner
1402 charges the local partner device 130 for the retrieved items. In response to
receiving a charge from the scanner 1402, the local partner device 130 charges a
credit card on file in the store application of the local partner device 130.

In example 1450 of FIG. 14, the individual 140 has previously enrolled
in payment authorization with a merchant using a first biometric token. The
individual 140 provides biometrics to the local partner device 130 (e.g., a turnstile
scanner), which captures the biometrics of the individual 140 and generates a dynamic
biometric token based on the captured biometrics. The local partner device 130
confirms the dynamic biometric token authenticates the individual 140 by comparing
the dynamic biometric token to the first biometric token.

In response to determining that the individual 140 is avthenticated and
has previously enrolled in payment authorization, the local partner device 130
controls the presence detection device 1404 (e.g., a camera or camera system) to track
the presence and shopping of the individual 140. In some examples, the presence
detection device 1404 tracks the presence and shopping of the individual 140 by
generating a temporary biometric token by scanning the face or other distinguishing
body part of the individual 140 and connecting any items retrieved by the individual

140 to the temporary biometric token.
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Once the presence detection device 1404 detects the individual 140
leaving the store, the presence detection device 1404 communicates the retrieved
items to the local partner device 130 and deletes the temporary biometric token. In
response to receiving the retrieved items from the presence detection device 1404, the
local partner device charges a credit card or digital wallet on file from enrollment by
the individual 140.

In the example of FIG. 14, the partner does not need to store biometric
images or biometric templates in a local or a central ecosystem, which leads to fewer
cybersecurity and data privacy risks. Additionally, the example 1400 may use a more
“private” biometric modality like a palm scan to initiate and authorize creation of a
stronger credential with a higher level of assurance (e.g., for the purpose of entering
the store and initiating the purchase experience).

In summary, the local partner device 130 links a palm biometric token
(instead of a facial biometric token) to the payment details (stored as a payment token
and/or credit card information). The local partner device 130 may bind the palm
biometric token from the QR code with the facial biometric token collected at the time
of the entrance to the shopping area (e.g., at the turnstile).

The local partner device 130 may use facial recognition technology
and the presence detection device 1404 to track purchases and determine when the
user is leaving the purchase area. Lastly, the local partner device 130 may retrieve the
face to palm link to process a payment.

One advantage of the example 1400 is that the local partner device 130
may an application deployed on any smart device with a regular camera. Another
advantage is that the application only uses biometric tokens versus encrypted
biometric templates sent to the cloud. Yet another advantage of the example 1400 is
a more secure local storage on the mobile device — as the risks associated with
biometric tokens are extremely small compared to biometric templates or biometric
images — and allows the example 1400 to be deployed in an offline environment when
the individual 140 has pre-registered biometrically.

FIG. 15 is flow diagram illustrating an example 1500 of creating or
updating user-centric data pods with the system 100 of FIG. 1, in accordance to
various aspects of the present disclosure.

In example 1500 of FIG. 15, the individual 140 visits a partner and

provides biometrics to the local partner device 130, which captures the biometrics of
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the individual 140 and generates a biometric token based on the captured biometrics.
In response to generating the biometric token, the local partner device 130 captures
registration data from the individual 140. The registration data may include personal
data, consent data rights, one or more privacy notices, communications, payment
credentials, or other suitable registration data.

In response to capturing the registration data, the local partner device
130 uses a data orchestration service 1502 to create or update a digital data pod 1504.
The digital data pod 1504 may be created and located on any one of the local partner
device 130, the local identity server 104, the optional global identity server 118§, or
some combination thereof. When the digital data pod 1504 is created and located on
the local partner device 130, the local partner device 130 may synchronize with the
local identity server 104 and/or the optional global identity server 118 to also create
and maintain the digital data pod 1504. In some examples, the local partner device
130 may be a smartphone in the possession of the individual 140.

When the digital data pod 1504 is located on the local partner device
130, the local partner device 130 may share data included in the digital data pod 1504
with one or more third-parties 1506 and 1508 when the individual 140 has provided
consent to sharing data to third-parties. When the digital data pod 1504 is located on
the local 1dentity server 104, the local identity server 104 may share data included in
the digital data pod 1504 with one or more third-parties 1506 and 1508 when the
individual 140 has provided consent to sharing data to third-parties. When the digital
data pod 1504 is located on the optional global identity server 118, the optional global
identity server 118 may share data included in the digital data pod 1504 with one or
more third-parties 1506 and 1508 when the individual 140 has provided consent to
sharing data to third-parties.

Optionally, in some examples, the digital data pod 1504 may be
connected to a physical identification or payment card via a biometric token stored in
the digital data pod 1504. In these examples, when the digital data pod 1504 also
includes payment credentials, then the digital data pod 1504 is also considered a
“payment pod” as described herein.

FIG. 16 is flow diagram illustrating an example 1600 authorizing data
sharing from the digital data pod 1504 of FIG. 15 using a consent management
module, in accordance to various aspects of the present disclosure. In the example of

FIG. 16, the individual 140 receives a request to share select data elements from a
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program owner 1602, a community pass third-party 1604, or a non-community pass
third-party 1606 (at link 1). When the request comes from the non-community pass
third-party 1606, the community pass network trust scheme review validation occurs
in parallel to the request to reduce or eliminate spam or fraud (at links 2 and 3).

The individual 140 may deny data sharing to any of the requests {at
link 4). The individual 140 may also approve of data sharing to any of the requests (at
link 5).

When the individual 140 approves of data sharing (at link 5), the
individual 140 must provide biometrics to generate a biometric token. The biometric
token that is generated allows a computing device to identify to the digital data pod
1504 that is associated with the individual 140. Upon identifying the digital data pod
1504, the computing device retrieves authorization requirements for data sharing from
the digital data pod 1504. When biometric verification is one of the authorization
requirements, the computing device may perform biometric verification with the
biometric token that was generated and a second biometric token stored with the
digital data pod 1504 (at link 6).

Once the computing device has satisfied the authorization
requirements, the computing device may either access the PII data from the digital
data pod 1504 or retrieve a pointer that points to a PII data pod 1608 that stores PII
data of the individual 140. In the example of FIG. 16, after retrieving the pointer, the
computing device may access the PII data pod 1608 (at link 7).

Once the computing device has accessed the PII data pod 1608, the
computing device may access different types of PII (at link 8). For example, the
computing device may access PII data element groups including finance,
demographics, and health. The computing device may also access more sensitive PII
data including a health status, social security number, vulnerability, or other highly
sensitive PII data.

After accessing the PII data in the PII data pod 1608, the computing
device may share any PII data elements with the community pass program owner
1602 (at link 9). The computing device may share only some of the PII data elements
with the community pass third-party 1604 (at link 9). Lastly, the computing device
may share only select PII data elements with a non-community pass third-party 1606

with the consent of the individual 140 (at link 9).

27



WO 2021/211983 PCT/US2021/027706

10

20

30

A digital existence of the individual 140 needs the ability to share data
(verified & unverified) with respective service providers. This data may reside at
different service providers (i.e., health, utility, bank, etc.). The example 1600
provides the individual 140 control and only the individual 140 may authorize such
exchange of data (unless another person has been authorized by the individual 140),
and reduces or eliminates any violation of the privacy of the individual 140. The
example 1600 addresses the disadvantages of conventional sharing of data because
the conventional sharing of this data with new service providers is visible to all parties
involved and also prone to man-in-the-middle attacks or other similar attacks.

FIG. 17 is flow diagram illustrating an example 1700 avthorizing time-
limited data sharing from the digital data pod 1504 of FIG. 15 using a consent
management module, in accordance to various aspects of the present disclosure.

In the example of FIG. 17, one of third-parties 1602—1606 presents a
JSON-web token the local identity server 104 authorizing access to select data
elements of the digital data pod 1504 (at link 1). The local identity server 104
validates the JSON-web token (at link 2). In response a validating the JSON-web
token, the local identity server 104 initiates a data request to a digital data pod 1708
(at link 3). In response to initiating the data request, the local identity server 104
matches and finds a community pass account (i.e., the digital data pod 1708) (at link
4). After finding the community pass account, the local identity server 104 initiates
the identity management service to process pod access (at link 5).

Additionally, the local identity server 104 executes a pod management
service to retrieve access requirements (at link 6). In the example of FIG. 17, the
local 1dentity server 104 determines that the digital data pod 1708 is a biometric data
pod with biometric token data only (at link 7). After determining that the data pod
1708 is a biometric data pod with the biometric token data only, the local identity
server 104 re-validates the JSON-web token (at link 8).

After re-validating the JSON-web token, the local identity server 104
accesses the authorized data in the digital data pod 1504 with a relationship identifier
that was included the digital data pod 1708 (at link 9). After accessing the authorized
data, the local identity server 104 reads and retrieves the authorized data from the
digital data pod 1504 (at link 10). Additionally, the local identity server 104 marks
the authorized data in the digital data pod 1504 as shareable with the specific third-

party requesting the authorized data (at link 11). After marking the authorized data as
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shareable to the specific third-party in the digital data pod 1504, the local identity
server 104 executes a digital orchestration service 1710 to create and send an
authorization token to one or more of the third-parties 1702—-1706 (at link 12).

One or more of the third-parties 1702—1706 re-send the JSON-web
token back to the local identity server 104 for re-validation along with the
authorization token that includes the relationship identifier that identifies the digital
data pod 1504 (at link 14). The local identity server 104 enables access to the one or
more of the third-parties 1702—1706 in the digital data pod 1504 (link 15). After
enabling access, the one or more third-parties gain access to the select pod data that is
marked as shareable with the one or more third-parties 1702—-1706 (at link 16).

Additionally, in parallel or subsequent to the one or more third-parties
1702—1706 obtaining access to the select pod data, a transaction history and content
management data is updated in a ledger stored in the digital data pod 1504 by the
local identity server 104 and the one or more third-parties 1702—1706 that accessed
the digital data pod 1504 (at links 17 and 18). Lastly, access to the select pod data
shared with the one or more third-parties 1702—-1706 is either ended as a one-time link
or continued as a live link to the digital data pod 1504 (at link 19).

In summary, with respect to the example 1700, only the individual 140
may authorize the use of their data and only the recipient or requester may see the
data that is requested and authorized. The provider of the data cannot track the
activity of the individual 140 and the network is blind the contents of the data that is
requested and authorized.

FIG. 18 is flow diagram illustrating an example 1800 authorizing time-
limited data sharing from the digital data pod 1504 of FIG. 15 using a consent
management module, in accordance to various aspects of the present disclosure. FIG.
18 is similar to FIG. 17. Consequently, any redundant description is not repeated
herein.

The difference between FIGS. 17 and 18 1s a difference between
allowing third-parties to access the digital data pod 1504 directly with one-time access
or continuous access versus allowing third-parties to access a new, one-time digital
data pod 1802 that may have a set expiration. For example, the one-time digital data
pod 1802 may expire after a single access, after a set period of time, or other suitable
expiration scheme. In other words, the difference between FIGS. 17 and 18 is the

creation of a temporary digital data pod 1802.

29



WO 2021/211983 PCT/US2021/027706

10

20

30

In summary, with respect to the example 1800, on a successful
authorization, a new temporary pod is created on the network. A new one-time
encryption key is generated and authorized data is encrypted and stored in the
temporary pod. The authorization token along with the encryption key and temporary
pod location is sent to the data provider. The data provider writes the data to the
temporary pod and encrypts the data. The authorization token, pod location and keys
are sent to the requestor. The requestor retrieves the data and decrypts the data.

Additionally, access to sensitive personal data may be enabled via
creation of one-time use data pods, which are linked to the main data pod for the
individual 140. The data to be shared with a specific entity (approved by the
individual 140) is then placed in a temporary data pod and the link is shared with the
specific entity to access the data for a limited period of time. After that the data is no
longer accessible, and the data pod and its link are destroyed. The link should not be
reusable in the future. Alternatively, the access to the data pod could be permanently
disabled.

FIG. 19 is flow diagram illustrating an example 1900 of an individual
registering with a partner and establishing a data pod with the system 100 of FIG. 1,
in accordance to various aspects of the present disclosure.

In example 1900 of FIG. 19, the individual 140 visits a partner and
provides biometrics along with consent to the local partner device 130 (at links 1 and
2). Upon capturing the biometrics of the individual 140, the local partner device 130
generates a biometric token based on the captured biometrics. In response to
generating the biometric token, the local partner device 130 confirms the uniqueness
of the biometric token in the local biometric token (b-token) storage of the local
partner device 130 (at link 3).

In response to confirming the uniqueness of the biometric token, the
local partner device 130 stores the biometric token in the local b-token storage and
captures registration data from the individual 140 (at links 3 and 4). The local partner
device 130 requests the local identity server 104 to create a community pass account
(at link 5).

After creating the community pass account, the local identity server
104 establishes authentication methods (at link 6). The local identity server 104 also

executes the identity management service and the pod management service to create a
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data pod identifier (at links 7-9). The local identity server 104 then receives the data
pod identifier (at link 10).

Additionally, in parallel to requesting the local identity server 104 to
create the community pass account, the local partner device 130 stores the PII data
locally (at link 11). After storing the PII data locally, the local partner device 130 also
sends the PII data to the local identity server 104, and in particular, for receipt by the
identity management service (at link 12).

In response to recetving both the data pod identifier and the PII data,
the local identity server 104 creates a personal data store 1902 (also referred to as a
personal data pod) (at link 13). The personal data store 1902 the PII data, the
biometric token, and the pod identifier.

Additionally, in the example of FIG. 19, the local identity server 104
also creates to sub-pods: a first sub-pod that includes only the biometric token and
points back to the personal data store 1902 and a second sub-pod with only the PII
data (at link 14). After creating the sub-pods, the local identity server 104 provides
the pod identifier and the community pass account identifier to the cloud 1904, and
specifically, as an update shared with the community pass orchestration service 1906
(at link 15). Additionally, after creating the sub-pods, the local identity server 104
provides the pod identifier, the relationship identifier, and a service credential to the
cloud 1904, and specifically, as key identifier data shared with the partner (i.e., the
community pass program owner) (at link 15). Lastly, the local identity server 104
provides access of the personal data store 1902 to the individual 140 (at link 16).

In summary, with respect to the example 1900, every organization that
the individual 140 interacts with may create data pods specific to the individual and
under the complete control of the individual 140. After successful biometric
authentication, the individual 140 may choose to vail of such personal storage of all or
selective data of their interactions. This data pod may then be accessed by the
individual 140 at a later time to access and/or share the data with other providers. All
access to such data pods is biometrically authenticated and recorded prior to any
access or sharing.

FIG. 20 is flow diagram illustrating an example 2000 of an individual
registering with another partner and updating a data pod with the system 100 of FIG.
1, in accordance to various aspects of the present disclosure. FIG. 20 1s similar to

FIG. 19. Consequently, any redundant description is not repeated herein.
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The difference between FIGS. 19 and 20 is a difference between an
account creation versus an account update. The individual 140 created a community
pass account and the personal data store 1902 in FIG. 19. In the example of FIG. 20,
the individual 140 provides a smart card to a second partner, where the smartcard
identifies the personal data store 1902 with a pod identifier and includes a biometric
token and a GUID. The local identity server 104 updates the community pass account
and the personal data store 1902 to include new data, specifically, a new biometric
token and new PII data (link 14). The local identity server 104 also updates the cloud
2004 by providing key identifier data to the first partner described in FIG. 19 (at link
17) and to the second partner described in FIG. 20 (at link 18). The key identifier
data may include the pod identifier, a relationship identifier, and a service credential.

With respect to the example 2000, a previously enrolled user and PII
data are shared with the new service provider. The example 2000 uses the biometrics
tokens to track consent and authorization to pod data.

FIG. 21 is flow diagram illustrating an example 2100 of an individual
accessing a data pod at a point of service with the system 100 of FIG. 1, in accordance
to various aspects of the present disclosure.

In the example of F1G. 21, the individual 140 provides consent to a
biometrics capture to a local partner device 130 (at links 1 and 3). The individual 140
may also provide a smartcard 2102 that is ready by the local partner device 130 of the
partner (at link 2). The smartcard 2102 may include a first biometric token, a GUID,
and a pod identifier. The local partner device 130 may verify that the individual 140
is the owner of the smartcard 2102 by generating a second biometric token from the
captured biometrics and comparing it to the first biometric token (at link 1). The local
partner device 130 may store the first and second biometric tokens, the GUID, and the
pod identifier in local storage (at link 4).

The individual 140 may request access data stored in a data pod
associated with the individual 140 (at link 5). The local partner device 130 may send
a partner identifier and the pod identifier to the local identity server 104 to find a
community pass account (at link 6). After finding the community pass account, the
local identity server 104 may process pod access by executing an identity
management service (at link 7). After executing the identity management service, the
local identity server 104 retrieves access requirements from the pod management

service {at link 8).
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In the example of FIG. 21, a JSON-web token validation may be the
access requirement for accessing the data pod. As illustrated in FIG. 21, the JSON-
web token is retrieved from the biometric data pod that only includes biometric token
data (at link 9). The local identity server 104 re-validates the JSON-web token (at
link 10).

When the re-validation of the JSON-web token 1s not strong enough,
then the local identity server 104 may request the local partner device 130 to re-verify
the biometric presence of the individual 140 (at link 11). When the re-validation of
the JSON-web token is strong enough, the local identity server 104 accesses the
personal data store 2104 (at link 12). The local identity server 104 reads and retrieves
the requested pod data from the personal data store 2104 (at link 13).

The local identity server 104 processes the pod data with the identity
management service (at link 14). After processing the pod data with the identity
management service, the local identity server 104 enables pod viewer capability via
the community pass data orchestration service (at link 15). The individual 140
obtains access to the pod data at the point of service by viewing the pod data via the
community pass data orchestration service (at link 16).

In summary, with respect to the example 2100, service providers may
store transaction data and PII data in user-specific pods. The access to these user-
specific pods are controlled and protected by biometric tokens from registration by the
individual 140. The biometric tokens for matching will stored in the user—specific pod
and allows the individual 140 to authenticate to the pod and manage their data.

FIG. 22 is flow diagram illustrating an example process 2200 for
securely storing information of an individual, in accordance with various aspects of
the present disclosure. FIG. 22 is described with respect to FIG. 1.

In the example of FIG. 22, the method 2200 includes receiving, with a
local partner device 130, biometrics and registration information of an individual 140
(at block 2202). The method 2200 includes generating, with the local partner device
130 and a tokenization algorithm, a first biometric token based on the biometrics that
are received (at block 2204). The method also includes creating, with the local
partner device 130, a data account associated with the individual 140 in a memory, the
data account including the registration information and the first biometric token (at
block 2206). Lastly, the first biometric token is different from a biometric image or a

biometric template in that the first biometric token only matches a copy of the first
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biometric token or a second biometric token that is generated from a second set of the
biometrics of the individual 140 with the tokenization algorithm.

Many different arrangements of the various components depicted, as
well as components not shown, are possible without departing from the spirit and
scope of the present disclosure. Embodiments of the present disclosure have been
described with the intent to be illustrative rather than restrictive. Alternative
embodiments will become apparent to those skilled in the art that do not depart from
its scope. A skilled artisan may develop alternative means of implementing the
aforementioned improvements without departing from the scope of the present
disclosure. It should thus be noted that the matter contained in the above description
or shown in the accompanying drawings is to be interpreted as illustrative and not in a

limiting sense.
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CLAIMS

What is claimed is:

l. A system for securely storing information of an individual, the
system comprising:

a local partner device including a first electronic processor, a first
communication interface, and a first memory, the first electronic processor 1s
configured to

receive biometrics and registration information of an individual,

generate, with a tokenization algorithm, a first biometric token based
on the biometrics that are received, and

create a data account associated with the individual in the first
memory, the data account including the registration information and the first
biometric token,

wherein the first biometric token is different from a biometric image or
a biometric template in that the first biometric token only matches a copy of the first
biometric token or a second biometric token that is generated from a second set of the

biometrics of the individual with the tokenization algorithm.

2. The system of claim 1, wherein the first electronic processor is
further configured to create a second data account associated with the individual in
the first memory, the second data account including only the copy of the first

biometric token that links the second data account to the data account.

3. The system of claim 1, further comprising:

a local identity server including a second electronic processor, a
second communication interface, and a second memory, the second electronic
processor is configured to

recetve the data account from the local partner device, and

create a distributed data account associated with the individual in the
second memory, the distributed data account including the registration information

and the first biometric token.
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4. The system of claim 3, wherein the second electronic processor
is further configured to create a second data account associated with the individual in
the second memory, the second data account including only the copy of the first
biometric token that links the second data account to at least one of the data account

or the distributed data account.

5. The system of claim 1, further comprising:

a plurality of local partner devices, each including a second electronic
processor, a second communication interface, and a second memory,

wherein the first electronic processor is further configured to control
the first communication interface to synchronize the data account with the plurality of
local partner devices, and

wherein each of the plurality of local partner devices is configured to
create a distributed data account associated with the individual in a third memory, the
distributed data account mcluding the first biometric token and the registration

information stored in the data account.

6. The system of claim 5, wherein the second electronic processor
is further configured to create a second data account associated with the individual in
the second memory, the second data account including only the copy of the first
biometric token that links the second data account to at least one of the data account

or the distributed data account.

7. The system of claim 1, wherein the data account expires after a
set period of time, and wherein the first electronic processor is configured to

delete the data account after an expiration of the set period of time, or

permanently disable the data account after the expiration of the set

period of time.

8. The system of claim 1, wherein the first electronic processor is
further configured to

receive an input from the individual that revokes consent of the
individual with respect to the data account

receive the second set of the biometrics of the individual;
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generate the second biometric token from the second set of the
biometrics of the individual that is received;

identify the individual and the data account by matching the second
biometric token that is generated to the first biometric token that is stored in the data
account, and

delete the data account or permanently disable the data account in

response to receiving the input and identifying the data account.

9. A method for securely storing information of an individual, the
method comprising:

recetving, with a local partner device, biometrics and registration
information of an individual;

generating, with the local partner device and a tokenization algorithm,
a first biometric token based on the biometrics that are received; and

creating, with the local partner device, a data account associated with
the individual in a memory, the data account including the registration information
and the first biometric token,

wherein the first biometric token is different from a biometric image or
a biometric template in that the first biometric token only matches a copy of the first
biometric token or a second biometric token that is generated from a second set of the

biometrics of the individual with the tokenization algorithm.

10. The method of claim 9, further comprising:

creating, with the local partner device, a second data account
associated with the individual in the memory, the second data account including only
the copy of the first biometric token that links the second data account to the data

account.

11.  The method of claim 9, further comprising:

recetving, with a local identity server, the data account from the local
partner device; and

creating, with the local identity server, a distributed data account
associated with the individual in a second memory, the distributed data account

including the registration information and the first biometric token.
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12.  The method of claim 11, further comprising:

creating, with the local identity server, a second data account
associated with the individual in the second memory, the second data account
including only the copy of the first biometric token that links the second data account

to at least one of the data account or the distributed data account.

13. The method of claim 9, further comprising:

controlling, with the local partner device, a first communication
interface to synchronize the data account with a plurality of local partner devices, and

wherein each of the plurality of local partner devices is configured to
create a distributed data account associated with the individual in a third memory, the
distributed data account including the first biometric token and the registration

information stored in the data account.

14.  The method of claim 13, wherein the each of the plurality of
local partner devices is further configured to create a second data account associated
with the individual in a second memory, the second data account including only the
copy of the first biometric token that links the second data account to at least one of

the data account or the distributed data account.

15. The method of claim 9, wherein the data account expires after
a set period of time, the method further comprising:

deleting, with the local partner device, the data account after an
expiration of the set period of time, or

permanently disabling, with the local partner device, the data account

after the expiration of the set period of time.

16.  The method of claim 9, further comprising:

recetving, with the local partner device, an input from the individual
that revokes consent of the individual with respect to the data account;

receiving, with the local partner device, the second set of the

bitometrics of the individual;
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generating, with the local partner device, the second biometric token
from the second set of the biometrics of the individual that is received;

identifying, with the local partner device, the individual and the data
account by matching the second biometric token that is generated to the first
biometric token that is stored in the data account; and

deleting or permanently disabling, with the local partner device, the

data account in response to receiving the input and identifying the data account.

17. A non-transitory computer-readable medium comprising
instructions that, when executed by an electronic processor, cause the electronic
processor to perform a set of operations comprising:

recetving, with a local partner device, biometrics and registration
information of an individual;

generating, with the local partner device and a tokenization algorithm,
a first biometric token based on the biometrics that are received; and

creating, with the local partner device, a data account associated with
the individual in a memory, the data account including the registration information
and the first biometric token,

wherein the first biometric token is different from a biometric image or
a biometric template in that the first biometric token only matches a copy of the first
biometric token or a second biometric token that is generated from a second set of the

biometrics of the individual with the tokenization algorithm.

18. The non-transitory computer-readable medium of claim 17,
wherein the set of operations further includes

controlling a first communication interface to synchronize the data
account with a plurality of local partner devices, and

wherein each of the plurality of local partner devices is configured to
create a distributed data account associated with the individual in a third memory, the
distributed data account including the first biometric token and the registration

information stored in the data account.
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19. The non-transitory computer-readable medium of claim 17,
wherein the data account expires after a set period of time, the set of operations
further includes

deleting the data account after an expiration of the set period of time,

permanently disabling the data account after the expiration of the set

period of time.

20.  The non-transitory computer-readable medium of claim 17,
10 further comprising:
recetving an input from the individual that revokes consent of the
individual with respect to the data account;
receiving the second set of the biometrics of the individual;
generating the second biometric token from the second set of the
15 biometrics of the individual that is received;
identifying the individual and the data account by matching the second
biometric token that is generated to the first biometric token that is stored in the data
account; and
deleting or permanently disabling the data account in response to

20 receiving the input and identifying the data account.

40



PCT/US2021/027706

WO 2021/211983

8z}
(003

9z
3SVaYLYG

721
AHONIN

4

0zl
40SS3004d
JINOYLOTT3

al
JOVAUILNI
NOLLYOINNWWOO

YIS ALIINAAI TVEOTD

00l

091

} "Old

0¥l
TNQINN

g R
40SS3004d B! o
JINONLOTTZ

Vil
ISVAVIV
__ 7t
q 801 ANIONT ALINAQ
VAN QIONVHN3
> NOLVOINNANOD ¢ | | —xTvoniInom
H 0Ll
AJONIN
YIS ALINIQI TVOOT
¥01
0g}
3030

dINLYVd TVOOT

1/22

SUBSTITUTE SHEET (RULE 26)



PCT/US2021/027706

WO 2021/211983

Y01 - ovl
,\ ¢ Ol \—
Ve j—— ek e e 4_
o\ $pod) (s)olois 13RS JEITES I
) “ ($)waysfs A _ paja|dwiod
o ® | a1 280 0jD( [puosi3 Juawabounyy pod Juawabouoyy (| i wonBoRuap
oy @ r J@ ! —© @xv @m- o $o ! Jlauioi
@, ) _ o AN m m I
= [ -_° &ry (D 0—0—0 I _
b _ —° @ o \/ _ /@%ﬂ\
3bDJ0)S I ~O~ ! @
Y0}~ [oqop) Lo———- A----——- - A---------- k-—-----—-- k----- 2 4
—2 , 30WaS Y1omRN Kuap| T 20z
= S S —————  E—  E— -
“ abnojg (ayoniig) (u:}) 0meg /N lojpa) “ paimdon
! UaY0}-q [090] J0}DJ3U3Y UaYo| uonpandnpaq 030 UaY0) ujaWoIg ! Wa5U0)
| 11111 |
| AENES 1@ fo _: @@@ x
1 R - - 1
(N:1) oomiag | s Av - - |
uopopoq ooty | | | | “
L ! !
_ _ ! 13bpa1 (syomig) Jojpiausg [
- - 19Iqo]. 1o} S3UDiqrT :
= = m UaY0) JBWOIg papnquisig N9 sas anbiuy PRSI 1R m Juasald Jas)
i | OF 7 == “
buiyojowr amjoipal _ O K N _
. it 1 |
| - |
JINIS ALUNIAI n.u gy SO mmmmm e ." O
V8019 TWNOLLJO Y9G S - _
@ A ocl WA

~

8ll 00¢

S30IAISG JOM)aN A}jusp| Joj 8Injod)yoJy [DIIUYDS]

2/22

SUBSTITUTE SHEET (RULE 26)



PCT/US2021/027706

WO 2021/211983

€ Old

FONVHOXS SHIVID H04 SNYOL/SU3LAINAL FDINN 40 STRESYSIHSTIEVIST IIOALYId YHOMIIN < TIMwa 404
RHOAIVId STOINYIS YOMIIN ALLINII 3HL OINI TVACINGNI NY 40 INBTIOUNT/NOLLYLSIOR ~35¥0 350

buoy sybipyg ‘Jaquinu

poyopdn / — — ey [DWI33POXaY ‘anjoA
poNSS! ADODUS ol eg @ g™ _N__”M Mm U0} (ola-gg) 19957
pod) pajoai = N 081 nsai=9G¢-YHS <
W @» mﬂvu (s)eiois Dyog jouosieg in ® © m @ jom dumsau) (g
|0~ , paalo Joyood (£ 2 "1) an9 apong (1 50 (¢
(poddow) 4 @" QL) fe\ oL UONDZIoU0S 1] ©) LONB30
phuaper) 8oNag T lmw T (aboioyg uax0y) 110307 :
5 JaUM() woibolq (< swowpong | £ PUSIQDISS 9407 Dio (0201 (pawiap Ajpoujawoig)
dujawoIg-UoN) —0 PR3y (N9 sjonid
ﬂ\‘l.@l-l-@l-l-l-l-l» 9 @ —O| <a——  S/onpwpy ‘anbiup
N _ H _ 8 -o [A
’” ~ pmmmmmm==l e O
I _ (1oyuap: _ 4 \ 1
) B lofpuo ‘g “ (Popoas) |- < “
(Ipuapar) somsag “31) 1 (goh “59) paudtsso “ — |
IDNPIAIPU] 34} Jo} Jaijnuap) anbiun 0l “ BUSP| pod ! QD oo vangy -
5 Jaun() woibosg o} papuaddo paALiap | A ! m (9Ma-0) 39091 | | ® (smpwayp up |
AR putsed 0/ G- @A-:r ® =0 “ | (Cinsoduway) pajoaso “ $0 0 (Ing Jo) bugs [ pojayduo
J3un() woibolg yym paIDys SJUSLI3S DYO( N _ (a-) oyuep | (D 1bp-(g peubissy UORDIUIP]
o ! | JUjoworg
= ;4 OM@ Yt w0 s l
— _ @ "D un sjoung wnboyy
C — @) @@ (Yu & Auo sy aujwolg) _, - “ U, (
(ouwpwoig-uou) S ! @,
TNYALX3 Joiyfuap| Wnoady ® 01 N
(d1qoy yond) [qi-d] (ouoworq) [ql-1] (Joiynuap! Jaujoun Jo ‘(g siaynuap| anbiu
syen pog O ey sy 010 20 sy () o ‘o) s g, O i

00¢

U0} oujpwolg () Jeynuap) unoay gy (1) deyuopy ssoumg woiberg (1)

m_zowzs%__;o_af____c%v___
Ioj [DUapaL) F0AIAS S JouM() woiboig ©)

3/22

SUBSTITUTE SHEET (RULE 26)



PCT/US2021/027706

WO 2021/211983

1500 MO o

(19190 ‘auoyd) aoumep
30UD}d300D JLJAWOIG 3Q UDD 03P Jowss Ay e
PASSaIpPD S3SDD ASN (| Uj0}s Jo JS0T e
(3poo ) [onuapaso oybip so/pup jpoishyy
1a6pa) paynqusip /ubyyoolq 1oy pasu oy e
pasnbal Jou I Juswnaop | o
QU0  auup o

:sabojuDApY

(Pnoo Jo/pup 2omap 020}

JUND [DAMIA 10 ‘J9[IDA JIU0LIR
‘pod DJop Sjqoiadossjul p 9jqopiod
‘paboupw-Jasn © Ul paiojs ojop oybig

gLL--7

QU0 Joj |qDJIDAD DJDp SMYD}S

¥ "OId

BN}

1330 pUD UsO} OUjaUoi
Pappaquia ik p0d )

M40 _|_m_w

)

NN O _l_____M_I_

sa\—; dysuonojes

SS3UISTQ D 3ADY K O o

sap-¢nof si

5 0"

R |

00+

—— e —— = e = e = e = = e — ]

(1apioy [onuapasa Aq) painbas okep LowS
[pAuapazy [oybig

pauinbas Juswnaop (]

Auo auug

:sjuawalnbay

S

UORDILIBA JO B

3} 10 Juesaid (s)uswnoop

{1 A0S

—0

SSTILVINGD

300} ‘spudsabury ‘wpp
(o90y ‘spuudiabuy ‘wiod)
(19 ‘usbo Aauow

PAIDRI) Y0}

JL}AW0IG N3RS
} 0IA9p }owis o
poinydoa soujauiolg

)

09N ‘JuUSUIULRA0Y ‘JapIAGiY
90IMI3G ‘JUDYIIS

T\ @ _H_

-+

0 f——~cg1

(19 ‘usbo Aauow

()uownaop diqow ‘oo yyoay)

(| 2yi0ads ay} jsubo pnojo
3} Ul % 0P JDWS UO (9N ‘|USLLILIdA0Y ‘IOpInol
PapJ00aJ D}op/jpijuapal) A0S DY

ogl

00U9Sald JO UOIDONLISA BAISNOU|

a

T@A ﬁﬂ%

[DUOIjUBAUOY)

18

ovl

1380

4/22

SUBSTITUTE SHEET (RULE 26)



PCT/US2021/027706

WO 2021/211983

S OId

JUn02oD [DNYIA 0} payul
R DnpIAIpUL 0} panss)
U0} JLRUIO LA

3pod Yp-uondo ssapiny)

U0 # &) ®Or— - SSTLLVING)
sjuawainbal T/ uo _Iﬁ_ ml_ --—q (s0ny ‘syuudssbuy ‘wiod)
Jojojnbas [oiounuly yym Juswebobuy e E__@ 1] _ o sy f
(om3 01 s 00G 1) Yy Jaybiy o —_ ! DaID3ID Uay0) (%0 Yuebo ouou
20usbyp anp Jawojsny paspg-ysty e 3 onowpu _ 0K 23RS iqous ‘auo yoay)
-0 W % pensst oo " AR RV TV 09N ‘JUawuLianog
$}985D Yso Jo Jodsuna) ajpg e pindaid ajqosnay ! paimdod soupwioig ‘JopIAQ]{ B0IAIRG oy
1onpoid sbunos % ysoo yiog e . " o . .
|
!

OpDORY o My
pi0y pindoud ajqosnay e @ @ L W, @ - _._I__% - \@
nm| lE= - O
sabojunApy Dﬂ@ © KO0 ] ool ol
008 0¢1

(‘g0 “uebo Aeuow
aqou ‘) joat)
[onpipu!
0} panss! pio
pindad asn ayburg

\
cE IR | B— | [T

117/ ®

301A3p DS 09N ‘uawwiLianog
10 pIod yym Juawhog JapI0I4 OIS Bsf

(0an3 0} *31) Yy wnuixDl
M ON

1onpoud ay11-yson)

9|qopooja! JON

asn ajbui

5/22
SUBSTITUTE SHEET (RULE 26)



PCT/US2021/027706

WO 2021/211983

9 mv_H_ SNOLLYDRIA NN ¥O4 INOHA NO 3000 INDINN ¥ SIAFIFY NV WVIO0Ud ¥IHINOA-3 NV NI STIOUNT yIMV4 Y < T1dWVX3 d04

(sopoo anbiun
[¢] @iy 0} dn asojs upo) (sprpupu (spaadebuy ‘o) “wpe] (92 “wrey owjone
#1221+ 300 4SSN c_w anbiun Joj) papalD U3y} 3[iqow ‘ysony 89S ‘dwind
panssi Ugi0} JURRLIOIG aniun Bl B0 20 % aabnjas ‘o ‘aunlio OoN) Juasaid
) _— JUN020D DY panydod soujawoig Jopinoid 0iAsag sl
r~71
E3[g|ca . N
&, & [0— T ® ]
TaN B —_ -+
o || WS — Uon23[j02 D10 uononsifey
T = 0l ~ 100 [
@ 709 & ~ 7 ovl

N
209  INOHd NO QSSN WIA 3000 INDINN ¥ SIAFOTY ANV SORILINOIE FWNDIS INISN SYALSIHTY TWNAINGNI “8f 3S¥O Isn

SFIM3S 0L SSFIJV ¥04 INOHd 40 3SN SFMINDIY LYHL WVI0Md HIHONOA-I NV NI STIOMNI YIMMV4 V < T1dWVX3 04

(uonpuLOuI U0ISSAs L pasDg

Nid SoMa%e!

(‘939 ‘woa) Juawijoua

uonosjsibal orjoasibal sajojduiod) +30IM3S (IS5 aligow “ysory 29Inds “‘dwea
aujausorq Joj Apoa Jopsado i auoyd Jay /sy aabnjas ‘oo ‘aunyo ooN) Juasaxd
oyd aunjoay fomsyog qsn Sikigbol onpupu jopinoad 3aIniag aal
d ) (7 ) * *

uonozZuoyNY

() .

S5 DL

B —— 404

UoN29YIe2 D)0

by

o}

uononsibay

ovl

\
709

(

zog NOHd Y3H/SIH ONISN SFOYIS ¥04 SHAISIH TWNAIAKNI =4F 3SVD 3sn

(auoydpows ‘aimpa) :auoyd o) |DnpiAlpul pasasibal Joy [pruapasd Ayjuspt [pubip D Jo aouDnsS|

6/22

SUBSTITUTE SHEET (RULE 26)



PCT/US2021/027706

WO 2021/211983

L Ol

NS QYH STOIAT0 4 ST0IRYIS 30T OL T8 S FHS/IH ‘JON3S 40 INIO INTHIA ¥ SIS TGN N NIHM < T1divx3 04

(poyuasoxd

2909 ) Ji Uojoaan
10 ‘uonpayuep)

PaWLLIUOY Jdquuaw
/™ Piod Jo Ayuop)

O3S 40 INIOd INBU344K0 Y IV STONYIS 0L SS300V SYATS SN (RALSIN! <Laf 35¥) 3on

(ouks propo
(Syuudiabuy “aopy ‘wjpd) _Emam 1o/pup YioM}au ysaus DiA) (019 ‘woa) Juawoiud
PRIDAID U0} @r_ﬂm 5, 1§ uonpoo| woy 9/iqou .v_.wo_v_ NS "dund
JUJ3U0K 3IN36S R ussald SUBY0) JUBLIOIG aabnjal ‘oo ‘oo O9N)
paindod soujouiong )| pajopdn J3jg0} 10907 U Jopnosg BaIIa
N\ -
@ @]
UoRDIRUALRNY O c+c p @
@ @@ @ - & ouov
90L 8?/&@ (el ovl W pooe 00 O

0/ NOTD FHL OL GIONAS + JOINIS 40 SINIOd ¥3HLO HLM CFUVHS v F0IRMIS 40 INIOd ¥ 1Y @ELIITIOO SNIHOL JMLINOIE < T1divx3 ¥0d
— ./ (prep (Homau ysau o) (Syuudiabuyy ‘sony ‘wipd) (970 ‘woay uaujoud
7 | <Ly B somp [p20]) YJomjau 3bupyoxa 1696 Joj papal diqow “fsony d0iksas ‘dud
= | ponqusp DOp [090] + dias  UAYO} dLjauloig ainas sebnjas ‘g ‘sao goN) SorpApU
(| - Suy0) o UonDASAYII0 D0] 3 pamjdod saujowolg | lapioig Q0Iniag ﬁ @ @
e _ _|\//|_
= g | P—= @ 50 0
| --4-— - | — -——
- _ — UoN39}0d D}0] uonpAsibay @ ﬁ
- @u .\.@ @ e O O
oSl _ 7 1) 41

45 =
&
\.\
00L

N0 + 30I3S 40 INIOd TIZIVAINIDIA OL STVINIGRID ALUNIAI 40 NOLNGILSIO -0z# 3SYQ 39N

90IAISS JO Sjuiod Pazi|DAUSIAP D SSOIAIIS 0} SS3VOD SMO|[D UONDI)SIDa)Y

7/22

SUBSTITUTE SHEET (RULE 26)



PCT/US2021/027706

WO 2021/211983

8 'OlId

SUINA SSF00v QL H3AIAOHd HITVAH TWNOIDZY 80 TOOT ¥ LISIA D ¥3TIOH AOrOd JONVANSNI HLVAH AN < T1dWvX3 404

(paasand puo}dg (oufs prop (90 ‘uon/atugo ooy
8p00 ) JI UoNDANLIBA (swudiobuy ‘9o0} ‘wied) == - 1o/pup Yok Ysaul Dir apqow ‘“foouuoyd ‘saiyjo
Jo “UoRBIRuUap) PRIDAID UaY0) — 4_ siasn pajjous Ajusoal s dojop ‘pydsoy Jausig)
POULIUOY Joquioul JUjRWlq 8Inoas R ~ Juosaud J0 Su20} dUjBLL0Ig 7 Jopinoig 0AIAS
N poinydod saljawolg _m 18 Yum pajopdn 13jq0) (0007
0L TN N - aUg
2L olo
1 fv uonanuay)NY O c+c 0 @ 25
@ @@ @ = %
[~ g08 s0g—L1 m@g 0%l 0 oeoe 00 G
(a3SSI 3000 40, AINO 40 ‘XD ON) JONES 40 INIOd V LV SIOIIS OL SSI0OV SYTS HISh MaN :£6# 35v) 390
08 30140 STV FHL 40 JAISING SYITTOH AOMOd AN d3ISIDY ANVANOD JONVANSNI HLTVAH NY 40 SINIOY STVS < T1divX3 404
— ../_ (pnop (viomau ysow [pao))  (Suudisbuy “9an} ‘wjod)
7 | <Ly B somp 1p20] yomjau abuoyoxo Jsnb o pajoas) (1o, yuouwjoiua ajgow) m%ﬁ Qmw___a
W _ pojnquIsIp DIDP [D30| + 9JIAIRS UaY0} LJALI0IG 2IndaS D3JD 3jowal D 10 1230503
0 Ai“ SUN0) OLjaLIOIG LOJISAYI0 DJ0( R pamdoo souauioig ()uobo sapps ayqop ﬁ @ @
- O~ _|\//|_
0y _ | DL o,o\ 00 O
O i QMM. -~
v _ N . ” % Uona|I0d DJog :o;c.;w_@om_ ﬁ ﬁ
il
OO ocl .\.@ @ i ovl SIS

0¢l 08

o

45 =
&
\.\
008

NOLLYZINOYHONAS VI¥Q + SVIUV JLOWFY NI NOLLYJLSIOFY ONY STIVS AOrod ONVYNSNI HIVAH “9G# 3Svo 3sn

uonDI0| Sjuald 3y} 1o ss|ps Adijod adupinsul YjjoaH

8/22

SUBSTITUTE SHEET (RULE 26)



PCT/US2021/027706

WO 2021/211983

6 Old

NS OVH ST0IA30 41 ST0INYIS IA0R OL F8Y S FHS/IH ‘TONAS 40 V INIOA INBHIA ¥ SUSIA THNGINONI NV NIHR < T1dhvid 404

(poyuasaud 3poo i )
UONDaNLIaA Jo ‘uonpouap)
PAULIIJUOD
Jaquiaul Jo Anuap!

/~ 1o/puo g

(Syuudiabuy “aopy ‘wjpd)
PRIDAID UaY0)
J3wolq 2Inas R
paindod soujeuiolg

jouorydy

fg=!

(e, -4

§_$a
)|

(ouks propo
1o/pup YioM}au ysaus DiA)
siasn pajjous Ajusoal
J0 SUSYO} Juauiolq ypm
pajopdn Jajqp} 0207

(‘93 “uo/opo yypay
ajiqow “foouuoyd ‘sano
540100 oydsoy ounsiq)

U Jopnosg BaIIa

=\

N o ® %
-
uonaRUAYNY
g0 mom\hE Kglien otl

0 \\@ &[] %Bﬁ%

oeee &~ iees
W peee o o

(CnSS1 3000 40, AINO 40 “Cv ON) J0IAY3S 40 INIOd V IV SS300V YIS ¥3SN GATIONNI :19F 50 38N

.E.um (CT39 3HL M) TATT ALNOAACD 3HL 1Y SINAIOR F0IAM3S AN H3SIRY (WHO) SIWMOM HITYAH ALNAKHOD < T1dMwa Y0

— ../ (pnopo (omau ysow [ooof)  (Syuudiabuy “aao} ‘wjod) suaidioal

] A..: R S303p [030]) ylomau abuoyoxa 15onb Joj pajasd (woa) Juawjoius 3jiqow) SOIIRS D3y

- i panqusip DO [D00] + S0MiAS  UBYO] OUj3WoIq aIndas 3] Aunwwod anjoadsoly
% < SUBY0} OUaLoIg UODASAYI0 DJO( } painjdo saunauolg 1 30 (S)uabo apigop ﬁ @ @

= _ O~ _.\/._
o] | DL w_b 000

)| 4= |y -——

= _ - . of\/ U030 D}0g __o_gw_@o”_ @ ﬁ

- W® €06
U 00
Nyl 0c1 u\.@ m@ Lov vl

45 =
&
\\\
006

NOLLYZINOYHONAS V1V + SV3U¥ JLONFY NI NOLVYISIOFY AYIATIQ 30Y3S 09F 3SVO SN

UoNDI0| S |DNPIAIPUL Y} 1D SJaYJOM YPaH Ajunwwio) Aq Kisaap aoIAJRg

9/22

SUBSTITUTE SHEET (RULE 26)



PCT/US2021/027706

WO 2021/211983

Ol 'Ol

INAIYd NO 0N SXY33S (401000 INT3440 40 WLIASOH TYNOISTY “T1) 3u¥D 40 INIOd ¥0 ISTIVIO3dS IR0 Y < T1divid 404

(Ajuo spjayy ojop o)

psasold upd DIop
10 uonoadnp-ag

(sus¥o} aiow Jo auo asn) (uasuoo s Jasn M)

(PouLyuod yajou

aupu 'sSaippo
fapgoid yby) A P

P2} SPI03D) ¥, woy spiodal o) pasowas

T DI JURIBHIP J0} SUSH0)} DY oML suBWID || BWoS Y. Jopioi
$pJ0%3I D)0 QU0 Judlal(] A, 3P0l LDaH A e
m onzogy @ﬁ o Uo] ! U g
J@ O _H_ O @_||”,II o[ = a _H_ O
Sl = Ofe ¢sol i = et
O~ O ygn1 .@m E OE[E

Id ST ONY SOMLINOIA ONIS ALYV G WOUA SCHOO3 VIVO GND STUONOOT MIQAOHA OIS “Icf 350 38N

0G0l NOLIGNOY TYOIG3 ¥3H/SIH 04 TYLIASOH NY ¥ 1V INIWIVAL/ ) SN0 NN NY < TIdi3 404
(syuudsabuyy 200} ‘wipd) (fwioyyno Jo uonoajep payuy
U8Y0) LaWol (Sjonpwipu
10 vwm V__hf%w sb@_:_: anbiun Joj) }sand Joj pajpalo 51 TOIZOI0RMD _Mc ) Jasaud
: UBY0) IUJLIOI AIN33S YIOM2U-ul" JopiAo} IDNpIAIpU|
(Proo  aamap [820)) pajopcn fpappaio } pamdna soujauioig 03§ YSIA _
aopdn 1un0220 D)0 F U
Uowc—a: Amvvom Ecv E:oou< % @ O a
DjOp [DYDIp SO @ D= «— «— |0l A|o
/me @ \Vlfl ] uonoysibay O
0
@ W0l z001 oL 0L o o
(V340 T V1Y + SORIIN0IE 3035 ONIS J0AYIS 40 INIOd 3HL 1¥ SHAISIRY WNINONI “0gF 35¥0 35N
0001 (jonpwpur Aq pazuoyino—aid) Buiysjow spiodas %@ abupyoxs Dibp padubyua—Ajpou)awolg

10/22

SUBSTITUTE SHEET (RULE 26)



PCT/US2021/027706

WO 2021/211983

L1 "OId

porcsddo uonoosunl) e

QO —

5 o

pajpiousd Uaxo) JuswAog e Uo1}90SUDL) (sanppow aujau0g
pod JuawAod D 0] uonozuoNy e 3} Sa)DNSIYL0 (wpd) } 1o pabip)
PRYIIOUI" UDY0} JLIRWOIY o oMU PIjUISA UaY0} Juasaud
paziloyyno Juaufng spuowfod % Ayuap) aujowolg ow_a% 10309580 1)
N (pounyus) piop O i @ e % 10U3P| SJ0ARY
LoIDZLION oL 1.° Ay auoydyouwg
5= e 8N - (o]
Z VN
vowg (3g) (10 @ o
%o ySL1 - :
ogl OFl
oSl _\I\\ iw: X_: No_ Ll INOHALHVMS ONIS NOLLYDOT INVHOMIN 1y SAOHS 3sn e 35v0 35n
porosddo uoRIDSUDI] e (wjod)
papiouab a0y Juswog e UoI}I0SUDA) PaIDaI)
pod JuawAod D 0} uonozuoNy e 3} Sa)DASIYL0 a0} AuaLLoIg
PRYIIOUI" UDY0} JLIRWOIY o oMU R painydo pajo|dwod Apoas 02
AZUOYIND JUBWIAD, swawfod % Anua Buidd
A PIZLIOIND JUaLLAD (o) opp L \Oa/ JjUSp| " saLjawoIg _ 1noxaay) pnos ___. oys
UoRozuoyjny AL @ Jnoyay) © © Sy L
5 ()0 b S > v,
% VTN @
BEIORIENS o o ) U
% { S O
@ buiyiawog = 0sl \U 17/
oyl
4 1
\l\\ ¥01 ¢0l1 SIYNACO JRIINOIE ¥3H/SH AINO OIS NOLLYOOT INVHOU3N 1Y SAVd SN “24f 35¥0 350

|
(uonooo) juoyasaw o) duoydpows °sA Auo soujowolq buisn sway Jojy shod [PnpiAIpy|

11/22

SUBSTITUTE SHEET (RULE 26)



PCT/US2021/027706

WO 2021/211983

usyo) YuawAod

r-—=—="~>~>"~="="==7 A
pOd I Q0¢| swn-uo Jjo [pAdLal
JUSWAD DIA “ /) 3 UONIDSUD
pazLioyIND 1/ -~ 3} Sa}0A1SaY0I0
U3WAD, If
/ Wowdng m (as0d) opp v_szm_%mos 0d
I

|
|
|
1
I
|
I [o—
|
|
|
|
1
I

e vooziony 2 |
}
I

\ /
” Q-0 -
V. g @

_ W)
o L0

20z
0L () ~@ o1-- 140zl !

@° | [=o

_. T |@_&vu o .“ (s9opow aujwoiq
| g | Lojpolp + Iph 15p)

L opgdopp ! ) SADASA2I0 20IAI3S. LORDIIJLOA
| pwsag Moau Auap fuapy ampy
AN ! r\1 ~O~

mRO I BF Se 2 S

e@ “@@ <1

zozl 0gl

L 4 = >~ ¥ LT _____
omN—\l\\ SNNOL INTWAYA TWIL-IND OL SINIQI4D MIIN0IE 40 1IN0 40 INHOLYN DIRWNAD SaLVIITIONA QRVORAILSY “G/F 350 36N
Fmm———————- 1 Uayo} Juswdnd [—=—------ 1 (wjod)
| pod I Q07|  wn-uo o okaual _ (wd) _ paDaL) UdY0)}
“ Jwowlog oA | _/ 3 uonopsups " paLIuap! " uonooLup! A1)3WOIq
! pazLoynp _\\ 3y} $8)0A)SaYdI0 ! poq D}op ! o} SoI0AISOYI0 R pamdoo
| /> Yuswhog | fsog) opp YIOMJU S)UBWIADY i |DU0SI3] i V_s%__ fyuap Saljawoig
O — . ~O~ AN re~
“ | Uopozogpy %Q_Uo/ @ O L Q_D 3 @
“ VTS mﬂl/ I e I / 7 \ \l\
I 1Y yuog Q Oo_~_O L |
S o ok /7 i \\V og}
W O@ o o
00zl —~ SNINOL INIWAYA IHL-NO OL JRIINOIE 40 ONHOLYN OINWNAD SIVLTIOVS (WvORISWM #Lf 35¥) 350

SpOd Ul (SU9Y0}) S|DIUSPSID SWI—3uO PuD (USY0)) SOLBWOIQ AINJSS YYM JUSWAD

12/22

SUBSTITUTE SHEET (RULE 26)



PCT/US2021/027706

WO 2021/211983

€1 Ol

i (aimaayyoio spod °—=| =0

| (oyop + sjuawog o) bunoauuoy)

I

“ ﬂ POJD3IY J9DA mﬂ%uw Q0IAI3S DJOp PIDaJRSON g (BIoK ) Wasaud

! A Pybip jonyip Eo._ss d UoljopioA aj0dyipiad [oybig /W (IS 1))

“ O~ (l, Ny

! &) (O _ _ AL A auoyduoug

_ — 1D o-()-o -——

“ @ \ / _ ./ ]

I Q O\O v

“ oy = - O

L wogEL ~--301 (450 ovl
0Ss L —~ O3S 01, HUM (04S) AYd OL YOO, CMYOUALSYN NI STIOMNI-135 43S L4 35%) 390

T

sjuudsabuy so/puo

“ Am__,sa s_mv _ _M:H& _so.u_ ¢\w§ auoydyows

_ | pouoys pd ‘200j) pay ol

_ @ paDaI J9|joM | S USY0) JRWOI B 10/pun

|~ Db oy o oDy painydoa Juauiog dopysap/dojdoy Sl

“ ooy | _ @@ﬁ%@ —1 pIDY Ipal) —

“ @8 _ - O - ﬁL

_ —— 5— -_—_

I'~Tr

| Y| 8 O

S ey [N O el | o

- [3043KN09 10 3ND3S] G AT HIIM (DHS) LA¥d OL YOO, QUYOU3ISVM NI GTIOUNT-13S 43N 9z 35V 350
alawolg

U0, souidg (§) . 00¢ —\.l\\

(soujewolq ypm) 3NOYI3YD PDWS S Joy| ‘spiomssod oN

13/22

SUBSTITUTE SHEET (RULE 26)



PCT/US2021/027706

WO 2021/211983

1 Old

(uoy 920}

no buryjom aujawolq Aiosodws) (uonanusyynD
ENT) 2111095 0}0p wiod ouaui0i)
pobioyo PAZLIOYIND aN}isuas sso| buisn oUUD3S oSN} Juasaud
3|} uo pany) JuaWAD payooy Buiddoys oY) 10 pojoniur uoIssas 25
" B 30Uasal buddoys ainoag
uonozuoyinD G WNEITO
Juswiod _|A JuDufg ajoanuayIny
r i _|ﬁ/|_
5w ST
@ -ﬂ- sy 11/
D~ 8 $0¥| 0gl ovl
AV {3H/SIH ATND ONISN JWOLS ¥ 1Y SAOHS ¥3SN GATIONNT c8ff 35¥0 39N
(uavyoy @00y oLaI0Ig mm_lwm
10 Buryjom Aouodue ‘ainss) (uonoanuayyn
ET e o%_w%m A k Wjod aujauoiq)
pabioyd ooz Iog}D PazLOYIND SO DSy JUDX PAJDIIUI UOISSAS Juasaud
3 U0 piny) Juoufod 1wy P buddoys 1 Jowo 2poa buiddoys ainoag )
VAR JnoSioN alow R oy |y owoulp |
o aInoas aloj C N, - ! ainoas alop ! @ esw 09,
I |
rak 4 _|m_mn_ I
= @ Y, /” (N, @
g ok @ O
vovlk  ZovL--  t----- ogl

STNITIH) JMIINOE FNTIS FHON + ddv 3HL INISN JHOLS Y 1y SAOHS ¥3SN :78f 35v0 35N
(1035 0 30) Auo soujowolq ‘sh ddo mou buisn saoinias/spoob oy sAod |pnpiapu|

14/22

SUBSTITUTE SHEET (RULE 26)



PCT/US2021/027706

WO 2021/211983

GLOId i

Upm

buupys ojop
POSDQ-JUBSUY)

@ (]
2ot

"Jasn 8y} sy09)0.d 10y} Sjnpow
1uswaboubw Juasuod pajsni
D pup ‘spappupjs 3|qoJadossiul
% uado ‘|pqojb uo paspq Djop
$U0 2Joys pup abouduws o) Aom
aIndas % 9)pAud ‘ouuRd-Jasn Y

—

0061

(pnojo o/pun Japinoud
VR TE )

i
|
|
|
1 paopdn Jo/pup
|
|

_ payDald (s)pod
Dlop jpybig

fund pic yya
buuoys oiop
(EVRITENTI)

|
|
8061 D WO 4 9061
v (1) L jpuoyd
|
\\IIIIW/I IIIIII I.\\_ _.I.v 8|D @
¥0G1 /)
016Gl
: DN
[ ") "SUODOUNWWO)
| (suonoatyou ‘901jou £ooaud “spybui ojop (upd)
“ “UonDioU0%a1 ‘uks) ‘Juasuoa‘ojop jpuosiad) pRjpald Uay0}
| d UG NS
! Saas painydoa paimdoo souewiolg
! UORDJSAYRI0 YD D)0p UoDASIBaY
| ﬂﬂ/l_ @
| Il — Al
- Id — | +———
0Ch ~ m
05t~ AR 0gl
Io -
/o/o\o\ -

NUOMINVYA JONVNYIA0D QILSNAL ANV INISNOD NO Q3SvE MHOMLIN JINVHOX3 VIVQ -3SWO I8N
|Npop juswiabpuppy Juasuoy yum Spod D}DQ OUUSO—JaS()

5799
ae

(o

“uabp Aauow ajigow

QI yyoay ‘l0)8 _Sc_v

13piAalg 391G

10/pun Juoyosa 1)

—

v

BB

ovi

15/22

SUBSTITUTE SHEET (RULE 26)



PCT/US2021/027706

WO 2021/211983

91 "Old

(NOLLNLILSNI JONVNLIOYOIN "93) ALYV QME ¥ HLIM INIIVHS ¥I¥O SIZIMOHLNY AMIOLINIE V< T1dAYX3 ¥04
(00d) 3MOLS VIVa TYNOS¥3d ¥ WOY4 VIVO ONRIVHS 04 SMOT4 VIVO ANV SSI00dd ISV 3sn

. . UOIj0pYDA
(asuoa s jonpinpu| M) (Amquiaun ‘snpis 2_@_ salydoibouap R Kok
fng pIg ypA painus ay 31) sjuouapy 2l 9') s ] fund pig
SjUaUIa DJp J03pS DJOP [|oARISUBS JSON sdnoid uauwdfp 0op g YIORRN ) T gyl
i,\ L Oo OO OO OO O\O/O N
(¢] (¢] / | \
gt = el B O o
O 0 (e 0.0 o
9091 O )® : ? 9091
s Aunwuwor PassaoaD D}op ¢
9%, ; [y pog $30q Aunuio)
% PN
o-@@-o - . @ @ ® SJUAWAP ALA
\lo\ @ E@ 8091 DJOp J0afeS Jay/s1y [ mm\ i /%
v091 . @ ainys o) jsonbas o~ _ >
Joumg woibosg SOA2024 [DpIAIpU| 001
d) Yim paioys
SR DJOP [id . ovl Jaumy) woibosy
— — 0
— - . DJOP U3Y0) UJM Pog WOl o
||m @ a@@ pepydco pasaLiyal buuoys jop o o
@ Hofpoioh sjuawasnbal uonoziioyyy AI_IV MM
dujeuorg m& ﬁw
-
- W)
<091 091
0091 o~ fuod pig D ypm pod wouy Buupys pjop sazuoynD |PNpINPU| GE—hoF

16/22

SUBSTITUTE SHEET (RULE 26)



PCT/US2021/027706

WO 2021/211983

IASSIE

JNIL ANV AUVIOLENGE 3HL 40 J¥NIIId TINd ¥ 139 OL VIVO S, VNAIAANI SS330Y NYD OON < F1dAVX3 404
SISVE INICONO NV NO (0d ¥3H/SIH WOY4 VIV S,VNAINGNI SSF00V NVO Al¥vd Q¥E 3SvD 38N

USO} IF
DIOp pod G Woppn-ay S -
s o) s | Q ' '
sujqo Apod pig fund pig Joaiind o ﬁ@ — g pg |
@ (136p2) + pog) pejopdn ojop ;wﬁcw_awhncu_m @Mw__wm_m @ 2035 UOO.SADI0 rl m d-ioN |
UEITESTITRUET : oJop Aq pajoasd !
E pup Al0jSiy uonaDSUDI 9l D}op poziogy @ @ U3Y0} LORDZUOUNY -vm F|_\L m
61 _r|4 \OMA_uwo/ “ X © _
e ~Q - ghe 2oz 0L
00 S | ssod K i
| SS0d AJUNWIWO) |
fuo oop uaxo) o0 » 5E OL/L  DIbp Jo9[3s 0} S5000D _ !

(og buysixa o) JJ3WOIq Yym pog , cv__w\,sw__ ¥0GI |1 burzuoyino uayoy ! =4 n_uuo, _

P 1o ke ® G S oo SRS pugar oo P PO sl e QKD

DJOp Pog aul DIO] [DUOSIAg DJOp pazuouyy Ll ol % o
au0) swaysfs Kuod @ R @@ : @ ﬁ@ ! !

PIC UuM paioys @ 4 o%%o @ ! ¥0L1 “

-

SHRLER D% I @ @ [Tl 0L ©Oo Oo I " JOUKQ wpiolg |
—5 80L1 ¢ v o _
5 < OLTIN =]
- Jonag Jubyy 103G, Juby pUNo} JUN022D pog D)0 \ —l !
—° pod Aq pamajar (1 on passsoid (G| ssog Aunuwuioy ay) o} Jsanbai [ —|

sjuawanba ssao0y $8390 o bugojop Djop D %;_c_ U3Y0) |4 4J0PIDA “ “
FL l @ o EIE ® Qg " N
@) B-ol| D 0|B-o Al @ A| -0 ! @ !

OLJW oo S _
WA A_osox d9) W01 fuog pig
\l\‘ \.\ D)Dp m._ozb_>_v:_ S§S9J33D pajiull|—awl} °sADY m:OSON_:ch pajsnij Nﬂlmﬂ*

001

17/22

SUBSTITUTE SHEET (RULE 26)



PCT/US2021/027706

WO 2021/211983

81 "OId

NOILYOINddY NYO1 MIN ¥ 40 Livd SV VIVO 10373S O1 SSJQOV S139 NOLLNLLSNI JONYNIIOHOIN < J1dNVXd ¥04

NOLLOY JWLL-INO SV 00d ¥3H/SIH WOMd VIVO S, IVNQIAIGNI SS300V NVO AL¥vd QM€ 35V 3Sn

0081

USYO} P

OJop Pod Joefes . TR L G N (S
0} Ssa00 auwi-au0 L -~ . . . : N
sumjqo fnd pag ﬁ@ - A Y
@ (1ebpa| + pog) pejopdn ojop cwmmwwo”ﬂ%o \ ® 30I3S UONDAISAY2I0 & m U
UEITESTITRUET \ oJop Aq pajoasd !
E pup Al0jSiy uonaDSUDI D}op pazilotgny __ @ @ U3Y0} LORDZUOUNY -vm Fﬂ\L m
61 _r|4 ' o\o/o ! O _
- . - Vo-@-o | “
w_ m_ . ! !
fuo oop usyo) owp te_ow 0 559000 i ssnq Ayunwuwio) |
Qow gzm_xw 0 aNSWOIG YYM pog C buizuowgno uayo} “ =4 n_uuo, “

YUI3AL 10 [DAGLI}R. PassadaD ($)9101S MM PIDA Juasalg i O@uo
DJOp Pog au () () D)0 [UOSIA] ﬂpﬂ_ﬁ%;ﬂ”ﬂ . [ %Uo\ "
~auo) swasfs Auod @ —_— : @ ﬁ@ “ !
PIC )M PalDys 8 0 o° | |
SJuaULR(d DIOp |Id @ = IoOo 0 @ “ “
—° L » c@ 01 °50 ¢ ! Jaung) woiboyg |
—° Jonag Jubyy nag WY 7 punoy Junoaap pod TYO( L=
—° pod Aq pamajar (1 on passsoid (G| ssog Aunuwuioy ay) o} Jsanbai [ —|
E__QEE_%E §590Y §53930 Pod ?_Eﬁcz DJop D Bc_uﬁ_c_ USNO} | MM 31DPIDA “ “
FL l ® o EI= OO ” BN
@) -B-ol| D O|B-o Al @ A| -0 ! @ !
@LJ® oo § o ‘e -
WA A_g_e_ d9) W01 fng pig
— )Ul| SWIi—auo DIA D}Op S DNPIAPU| §S820D suonoziupbio pajsnil 6e-8CH

18/22

SUBSTITUTE SHEET (RULE 26)



PCT/US2021/027706

WO 2021/211983

@ _1 - MV_ H_ ATINYALXA SSIOOV NVD FHS/FH HOIHM 00d VIVO V dn SI3S ANV SYALSIO AMVIOLIINE Y < T1dvX3 ¥04 oyl
INNOJJV ALUNIAI NV dn SI3S ONY 30IAM3S V OINI ATIVORILINOIE STIOUNI TVNAIAIONI -3S¥D 3SN v
EATVER (tpiooy ‘sydpibousap 205 DJ0(
LONDAISAYRI0 "aouu) “9'1) sdnob fuo oop oy JRH/SIH 0 S50y
D}Op S0 JusWapR s% Id Yim pog - JUjSWIq Yp# pod m___%o P
Aunuwor yym vy .
painys sajopdn ‘ . < - . .
Sl R ——c s
/3 it
o-({) -0 g (s)pod]
ol 8 / @ E@ Ll (SIS |
GL | opgpusRg ! gy _
(Crgen) poroa) '® OloR
JNUap| PO -~ | _
huap pod - €061 “ mw “ 1§ 0N (s6nioy; o)
@H " @ 1 O SN (i) w7 opg oy
(1 09N) @ 0l == =7 Djo] |puosiag — paimdog
J3UM() woiboly + ¢l QO] @ — soujauIolg
d) YA pRioys 6 o o R Juasuo)

DYOp JapueD! o oS wwy +—h5 ¢ =0 Oke _
— @MW | b g m g ® @
0| - -0~ \

-0 POYSIIGDISa SpoYjaLl LA Al_ 6 3 ¢ e
UORDIUBLRNY ol\ﬁ_u/lo paDS Djo /N pouLIuo) Juasald Jasy)
~0~ PAI02LY JUN02aD Wowjou B ssauanbuy) oujewolg
@ ¥0GL  ssnd Aunwuioy uonossibay PTG
Y & e Ot = [=]=T7 L1
@ mW_MN \O m — Tt O
anom ks 9 o/o\o (1pwsy d2) 01 WNINON

7061

[Pod] ai035 DIoQ [puosiad D saysiqoisa puo |# bip yum sisysibas sasn (1)

19/22

SUBSTITUTE SHEET (RULE 26)



PCT/US2021/027706

WO 2021/211983

NOLVZINVOYO QANZ V W01 SLIJIN3E 3A3OFY SISHALSIOFY AN AUVIDIINIE V < T1dWVX3 404

. o7l
ON O_H_ SJ0INIS H04 y31SI93Y OL NOILVZINVOHO NYOMLIN HIHLONV SLSIA TVNAIAIANI -3S¥D 3SN \l\
(Anqoiaum ‘smoys .
JE Lpjoay a1) S)uawLefd U0 DJop L0}
aﬁhw%& %o @@@ D}DP [IgoATSUBS IS0l - JjaUol Lk pog ;
o o _ paJmany)
Ui paJoys Diop 3JIAI3S LONDASAYI0 @ UV
Jayuap! oy . 0jop m_ﬂ__wz__ @ . - . L > ‘ . wo__ww_“_%ﬁ_vm_
o — sspd Ayunuwwo) . @ m@ @ R WasU0)
=k : 7
o) (W] S5 < papin (g \
® 8l WX : 9} 0pg puosi
~o (IlGep buyoow
@ D UK pog 91000 e . (sboioyS vayoy)
Ll @) & 0N a7 0} D20]
—_ 7061 () oshulid +paoug
(f SZN O, 1l Djog [ouosiad @S 10d 7 0N
J3um() wniboug "l _|+ —% - AQ@ @ poddo| piopug
) ik pomys o} ok —o| Ok ®
ojop auep! foy oS e — g 5o (@
0D = B g Juby A N
~o| < A7 JH= ) OB
@ -0 PAYSIqDISa SpoYlaLl /_\ 4] Y
UORDIRUSLANY \ _/ s% WU L peADS D}0( /N pauLIfuo) JUaSal Jasi)
@ O.o- Juswjoi] ssauanbiu) anawoig
Nd _ P4 + Junoddp $sog wopnsoy e
@ @ Ayunwwoy jopdy A nnn -
~O~, | = =
o @v | @@%,_\MAI_M =: & + 0
LG i L o> (oY ¢0) W01 OGN
vo,ow 0002 —~ (uonoziuobio puooss) z# 09N D ypm seolasas oy sis)sibas sasn (7)

20/22

SUBSTITUTE SHEET (RULE 26)



PCT/US2021/027706

WO 2021/211983

L2 "Old

0303IN SV SNOLLOFHH0D NV NV ANOLSIH ALLINIAI ¥3H/SIH MIA NVO AUVIOLINIE V < T1dWvX3 404 ovl

SHOLVYIAO MHOMLIN 10TTIS 1V VAVA ¥3H/SH 31vadn ANV “MIIA ‘SSIOV NVO TVRAINGNI 3S¥O 3SN

\

(1ou woboug)
30ING J0
Juiod 30 21015 D}
Jaf/sIH 0} 55800y
SuD}qQ Josi)

TN

® O

4 00

13035 Jwbpy
poq Aq panaijas

W ®
% (0]
@) ok W)™ ¢ 0203

13N3S Juibyy
| DIA passadoid

fyiqodoo
19M3IA POg SH|qOUB
\inoua uons jou 9l 30Ies LORDASAYRL0 pamydo)
UaY0] 1! 39uasald Jonas Juby Q| DJop SSDJ Aunuuo?) Sdjawog
oWl AjLanay DIA $35520.d DYOp Pog o\n_u/o R JUssu0)
\/H_____ n%l/ \l/O ~
3 U @
fjuo 0yop ayoy + (eboi0jg uaxoy)
JUIWOI] UYM Pog ¥l 3YD] DD [D00T
SRR U0} [ passaooD (s)aioig pasdLel R J0/puD PIDIHDWS I0d 0N
MO PR I appyon-ay Do [ouosieg puaJ Djo( @ poddo) pioopoug

o
23

Sl
s OB
¥0l¢ y ¢01¢

D}op Jay/siy o)
§53000 S)sanba

punoj JunoaoD
ssDq Ajunwwio)

sjuawainbal §s300y $5300D Pog buiyojop

DaJLIaA 80UasAly

JUsSal g Jasy)

[onpiAIpu| N dupuog
@\Oﬂm_uvoz @ @ @ @\OMA_VWO/ » ot o =
YN T s W T Ly Ty ~ mmm = _
O/O\O O/O\O T O
W (pu2y dd) 0T TN
0012 P 4 90IAIS JO JuI0d D PO DJDp Jay/sly s3ssaddp |onpiaipy| (¢)

21/22

SUBSTITUTE SHEET (RULE 26)



WO 2021/211983 PCT/US2021/027706

2200

RECEVING, WITH LOCAL PARTNER DEVICE, BIOMETRICS AND | _—2202
REGISTRATION INFORMATION OF INDIVIDUAL

l

GENERATING, WITH LOCAL PARTNER DEVICE AND 92904
TOKENIZATION ALGORITHM, FIRST BIOMETRIC TOKEN BASED ON [
BIOMETRICS THAT ARE RECEIVED

l

CREATING, WITH LOCAL PARTNER DEVICE, DATA ACCOUNT

ASSOCIATED WITH INDIVIDUAL IN MEMORY, DATA ACCOUNT 2206

INCLUDING REGISTRATION INFORMATION AND FIRST BIOMETRIC
TOKEN

FIG. 22

22/22

SUBSTITUTE SHEET (RULE 26)



INTERNATIONAL SEARCH REPORT

International application No.

PCT/US2021/027706

Al CLASSIFICATION OF SUBJECT MATTER

IPC (20210101) GOG6F 21/32, HO4L 29/06, HOAL 9/32, HO4W 12/08
CPC (20151101) GOGF 21/32, HO4L 63/0861, HO4L 9/32, HO4W 12/08

According (o International Patent Classification (IPC) or 1o both national classification and IPC

B. FIELDS SEARCHED

IPC (20210101) GO6F 21/32, HO4L 29/06, HO4L 9/32, HO4W 12/08
CPC (20151101) GO6F 21/32, HO4L 63/0861, HO4L 9/32, HO4W 12/08

Minimum documentation searched (classification system followed by classification symbols)

Documentation searched other than minimum documertation to the extent that such docwments are inchuded in the fields searched

Search terms used: compare, token+,biometric, tokenization, token

Electronic data base consulted during the international search (name of data base and, where practicable, search terms used)
Databases consulted: Esp@cenet, Google Patents, Orbit, Similari (Al-based)

C. DOCUMENTS CONSIDERED TO BE RELEVANT

Categorv*

7

Citation of document, with indication, where appropriate, of the relevant passages

Relevant to claim No.

X EP 3257194 Al VISA INT SERVICE ASS
20 Dec 2017 (2017/12/20)

System 100, biometric input device 110, challenge biometric input device 112, secure server
120, secure database 122, processor 602, memory 604, communication component 638,
processor 660, communication component 668, 9925, 38, 81, 119

1-20

A US 5280527 A KAMAHIRA SAFE CO INC
18 Jan 1994 (1994/01/18)
Entire document

1-20

A US 2016241403 A1 NOK NOK LABS INC
18 Aug 2016 (2016/08/18)
Entire document

1-20

D TFurther documents are listed in the continuation of Box €.

See patent family annex.

* Special categorics of cited documents:
“A” document defining the general state of the art which is not considered
1o be of particular relevance

“D” document cited by the applicant in the international application
«g” catlier application or patent but published on or after the

international filing date
“L”  document which may throw doubts on priority claim(s) or which is
cited to establish the publication date of another citation or other
special reason (as specified)
“(3” document referring to an oral disclosure, use, exhibition or other
means
document published prior to the international filing date but later
than the priority date claimed

“p

P

“T7  later document published after the international {i
date and not in conflict with the application but ci
the principle or theory underlying the invention

ing date or priority
d to understand

s

X" document of particular relevance; the claimed invention cannot be
considered novel or cannot be considered to involve an inventive
step when the document is taken alone

“Y” document of particular relevance; the claimed invention cannot be

considered {o involve an inventive sicp when the document is

conmbined with one or more other such documents, such combination
being obvious 1o a person skilled ia the art

“&” document member of the same patent family

Date of the actual completion of the international search

26 Jul 2021

Date of mailing of the international search report

28 Jul 2021

Name and mailing address of the [SA:

Israel Patent Office

Technology Park, Bldg.5, Malcha, Jerusalem, 9695101, Israel
Email address: pctoffice@justice.gov.il

Authonized officer
BARACH Chev

Telephone No, 972-73-3927232

Form PCT/ISA/210 (second sheet) {revised January 2019)




INTERNATIONAL SEARCH REPORT
[nformation on patent family members

International application No.

PCT/US2021/027706
Patent docug;g;tcited search Publication date Patent family member(s) Publication Date
EP 3257194 Al 20 Dec 2017 EP 3257194 Al 20 Dec 2017
EP 3257194 A4 03 Oct 2018
EP 3257194 Bl 15 Apr 2020
AU 2016217549 Al 22 Jun 2017
AU 2016217549 B2 23 Jan 2020
BR 112017016468 A2 10 Apr 2018
CN 107251477 A 13 Oct 2017
CN 107251477 B 12 Jan 2021
CN 112528258 A 19 Mar 2021
RU 2017131519 A 12 Mar 2019
RU 2017131519 A3 09 Sep 2019
RU 2718226 C2 31 Mar 2020
US 2017264599 Al 14 Sep 2017
US 10313317 B2 04 Jun 2019
US 2019260721 Al 22 Aug 2019
US 10681025 B2 09 Jun 2020
WO 2016128906 Al 18 Aug 2016
US 5280527 A 18 Jan 1994 US 5280527 A 18 Jan 1994
CA 2105404 Al 03 Mar 1995
US 2016241403 Al 18 Aug 2016 US 2016241403 Al 18 Aug 2016
US 9450760 B2 20 Sep 2016
CN 106575416 A 19 Apr 2017
CN 106575416 B 04 Dec 2020
EP 3175414 Al 07 Jun 2017
EP 3175414 A4 21 Mar 2018
EP 3175414 Bl 29 Jul 2020
JP 2017530586 A 12 Oct 2017
JP 6648110 B2 14 Feb 2020

Form PCT/ISA/210 (patent family annex) (revised Jamuary 2019)




INTERNATIONAL SEARCH REPORT

. ) International application No.
[nformation on patent family members & apphict

PCT/US2021/027706
Patent docug;g;tcited search Publication date Patent family member(s) Publication Date
KR 20170039672 A 11 Apr 2017
WO 2016019086 Al 04 Feb 2016

Form PCT/ISA/210 (patent family annex) (revised Jamuary 2019)



	Page 1 - front-page
	Page 2 - front-page
	Page 3 - description
	Page 4 - description
	Page 5 - description
	Page 6 - description
	Page 7 - description
	Page 8 - description
	Page 9 - description
	Page 10 - description
	Page 11 - description
	Page 12 - description
	Page 13 - description
	Page 14 - description
	Page 15 - description
	Page 16 - description
	Page 17 - description
	Page 18 - description
	Page 19 - description
	Page 20 - description
	Page 21 - description
	Page 22 - description
	Page 23 - description
	Page 24 - description
	Page 25 - description
	Page 26 - description
	Page 27 - description
	Page 28 - description
	Page 29 - description
	Page 30 - description
	Page 31 - description
	Page 32 - description
	Page 33 - description
	Page 34 - description
	Page 35 - description
	Page 36 - description
	Page 37 - claims
	Page 38 - claims
	Page 39 - claims
	Page 40 - claims
	Page 41 - claims
	Page 42 - claims
	Page 43 - drawings
	Page 44 - drawings
	Page 45 - drawings
	Page 46 - drawings
	Page 47 - drawings
	Page 48 - drawings
	Page 49 - drawings
	Page 50 - drawings
	Page 51 - drawings
	Page 52 - drawings
	Page 53 - drawings
	Page 54 - drawings
	Page 55 - drawings
	Page 56 - drawings
	Page 57 - drawings
	Page 58 - drawings
	Page 59 - drawings
	Page 60 - drawings
	Page 61 - drawings
	Page 62 - drawings
	Page 63 - drawings
	Page 64 - drawings
	Page 65 - wo-search-report
	Page 66 - wo-search-report
	Page 67 - wo-search-report

