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(57) Abstract

A method for improving the efficiency and security of database
management system (DBMS) with a plurality of query package are
stored at host DBMS. Generation of the query package is limited
only to those users that have authorization, as a database administrator
initializes the package (100) for transmitted to DBMS. For successful,
the database administrator adds a plurality of SQL statements to the
package (104) and sending the transmitted to DBMS to close query
package (114). After successful of the close query package, all the
information are inserting into the host package table (118) and set the
user authorization (122) for successful after inserting. Otherwise, any
failing or error encounter during of transmitted the message display to
all user (106) and all works are rolled back to dabatase (108).
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IMPROVE!: METHOD AND APPARATUS FOR ACCESSING A DATABASE
Technical Area/Field of the Invention
The present invention is directed towards database management systems and,

more particularly, to an improved method and apparatus for accessing information
stored in a database management system.
Background of the Invention

Databases are commonplace in business environments. Small businesses
routinely use database management systems (DBMSs) that are resident on a personal
computer to keep track of such things as inventory or customer lists. For these
applications, small scale commercially available DBMSs are available that operate on
personal computers. Examples of these DBMSs include Access® from Microsoft,
Inc. and Paradox® from Borland, Inc. Typically, these smaller DBMSs are adequate
in the small business environment where relatively few users access the data. In these
cases, the speed at which data can be obtained from the DBMS is adequate.
Moreover, because access to the personal computer that runs the DBMS can be
adequately controlled, the data stored in the DBMS is relatively secure.

However, for large businesses that have a very large DBMS, access speed and
security of the data is an important concern. For example, for large financial
institutions that keep extensive financial information on hundreds of thousands of
people, and where hundreds of users may be attempting to access the data
simultaneously, access speed may be less than satisfactory. Additionally, for a large
DBMS that has thousands of "dumb terminals” in often unsecured environments, data
security is an important concern.  For example, a bank may maintain sensitive
financial information with regard to millions of separate accounts and/or customers.
This information should only be available to users of the DBMS on a "need to know"
basis.
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Furthermore, it is often the case that different categories of users may require
different types of information contained in the database. For example, one category
of user, such as a bank teller, may require account balance information on a customer.
Alternatively, a loan officer may require information with regard to the credit
worthiness of the customer. Thus, only certain categories of users should be allowed
to access certain types of information contained in the DBMS.

Summary of the Invention

The present invention provides for the interactive generation of a plurality of
query packages stored at a host DBMS. Generation of the query packages is limited
only to those users that have authorization to do so. Typically, only the database
administrator of the DBMS has this authorization. The query packages includes one
or more pre-compiled procedures. Each procedure is a single SQL statement that has
been pre-compiled. Each query package also has associated therewith an
authorization table that enumerates each individual user, or category of user, that can
invoke any procedure within the query package. By formulating a plurality of query
packages, each package being tailored to a particular category of user, security of the
data on the DBMS is enhanced. Further, invoking pre-compiled SQL statements
stored in packages significantly reduces access time. Moreover, the database
administrator and users can interactively generate and use the query packages in a
user friendly environment.

In accordance with other aspects of the present invention, the host DBMS is a
distributed database architecture (DRDA) compliant DBMS that stores the query
packages. The query packages are formulated on a work station by the database
administrator via a series of commands sent to the DRDA compliant DBMS.

In accordance with other aspects of the present invention, the authorization
tables for each query package are stored at the host DBMS.

Brief Description of the Drawings

The foregoing aspects and many of the attendant advantages of this invention
will become more readily appreciated as the same becomes better understood by
reference to the following detailed description, when taken in conjunction with the
accompanying drawings, wherein:

FIGURE 1 is a schematic diagram of a database management system resident
on a host mainframe computer with various user work stations networked thereto;

FIGURE 2 is a schematic diagram illustrating the structure of a query
package;
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FIGURE 3 is a flow diagram illustrating the method of generating a new query
package by the database administrator;

FIGURES 4A-4B are screen displays seen by the database administrator while
forming a query package;

FIGURES 5A-5C are screen displays seen by the database administrator while
forming a query package;

FIGURE 6 is a screen display seen by a user that is executing a procedure
within a query package;

FIGURE 7 is a screen display seen by the database administrator while
granting user authorization to a query package; and

FIGURE 8 is a flow diagramillustrating the method of executing a query
package.

Detailed Description of the Preferred Embodiment

FIGURE 1 is a schematic diagram of a typical large scale database
management system (DBMS) 11 that includes a mainframe computer 13 and several
user work stations 15. The mainframe 13 is for example an IBM 3090. Alternatively,
the mainframe 13 may be replaced by a mini-computer, such as a AS/400 computer.
The work stations 15 are stand alone personal computers that are networked to
access mainframe 13. In the preferred embodiment, the user work stations 15 are
IBM-compatible personal computers that have a variety of applications software
running thereon, such as Excel®, Lotus 1-2-3®, or Microsoft Word®. As will be
further described below, it is not uncommon that users of the applications software
may need access to the data stored on the DBMS resident on mainframe 13. Further,
although only three user work stations 15 are shown in FIGURE 1, it can be
appreciated that in large DBMSs, hundreds or thousands of user work stations 15 are
networked with mainframe 13. Indeed, as will be shown in greater detail below, the
present invention provides the greatest advantage over the prior art in larger DBMSs.

Mainframe 13 is also referred to as the host computer and is the repository for
the data that are stored on the DBMS resident thereon. For example, mainframe 13
may have the well-known DB/2 brand DBMS instalied. Access to the data contained
in the mainframe 13 is typically accomplished by commands issued by a user operating
the user work stations 15. As noted above, user work stations 15 are typically
personal computers running local applications programs. It is also likely that the user
work stations 15 are running local host access software, such as RUMBA® from Wall
Data, Inc. Generally, most applications software that have the capability of importing
data from a remote host DBMS do so on the basis of a standardized command



WO 95/20792 PCT/US95/00870

10

15

20

25

30

35

language and syntax. As is known to those skilled in the art, the well known
structured query language (SQL), or slight modifications thereof, is now the de facto
standard. SQL is a set of commands and syntactic rules for accessing and modifying
the data in a DBMS. For further information with regard to SQL, the reader is
directed to "A Guide to the SQL Standard," C.J. Date, Addison-Wesley (2d Ed.
1989).

The present invention allows the user work stations 15 to access quickly the
data stored on the DBMS resident on mainframe 13, as well as providing enhanced
security. In summary, the present invention provides for generation of a plurality of
query packages that are stored by the DBMS resident at mainframe 13. Generation of
the query packages is limited only to those users that have authorization, typically
only the database administrator of the DBMS. As is known in the art, the database
administrator is the individual responsible for the overall maintenance and operation
of the DBMS. The query packages include a plurality of procedures. Each procedure
is a single SQL statement that has been pre-compiled. A pre-compiled SQL statement
is also referred to as a "static" statement. Although the term query package is used,
the packages can contain any SQL statement, not only "query" type statements such
as SELECT. Further, each query package has associated therewith an authorization
table that enumerates each individual user, or category of user, that can invoke any
procedure within the query package. The authorization tables for the query packages
are also stored at the DBMS resident on mainframe 13. By formulating a plurality of
query packages, each package tailored to a particular category of user, security of the
data on the DBMS is enhanced. Further, by having static statements that are
pre-compiled, access time to the data on the DBMS is significantly reduced.
Moreover, the database administrator and users can interactively generate and use the
query packages in a user friendly environment. Previously, in order to generate
pre-compiled statements, complex segments of source code, typically written in a
third generation language, such as COBOL or PL/I, would have to be written and
installed at the mainframe 13.

In the preferred embodiment, one of the user work stations 15 is a secure
work station that is designated as a work station for use by the database
administrator. Only the database administrator has access to the work station, and
thus, only the database administrator can formulate new query packages or modify an
existing query package. Alternatively, the database administrator may access any of
the work stations 15 by "logging on" to the DBMS under the database administrator's
user identification and password. Thus, it can be appreciated that numerous methods
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of only allowing the database administrator to create or modify query packages are
available,

Turning next to FIGURE 2, an example query package 21 is schematically
illustrated. As noted above, each individual SQL statement within the package is
referred to as a procedure 23a-e. A query package may include tens or even hundreds
of separate procedures depending upon the application.  Each of the
procedures 23a-e, such as procedure 23a, is an SQL statement that performs a
predefined action on a predefined portion of the database. In the particular example
shown in FIGURE2, query package2! includes five procedures23a-e.
Procedures 23a-b is an SQL statement that uses the SQL command of SELECT. The
remaining procedures 23c-e invoke the INSERT, DELETE, and UPDATE commands
respectively in SQL. Although the procedures shown in FIGURE 2 are in their SQL
format, as noted above, the procedures 23a-¢ are pre-compiled static statements.

To enhance the security of the data on the DBMS, each query package 21 also
has associated with it an authorization table 25. The authorization table 25 is a listing
of those users, or predefined category of users, of the database that are entitled to
access the procedures 23a-e set forth in the query package 21. The authorization
tables for the query packages are stored at the DBMS resident the mainframe 13. By
providing authorization tables, groups of procedures can be logically grouped into a
query package. For example, in a financial institution, the loan officers may have
authorization to a query package that includes a series of procedures, all of which
relate to information probative on the creditworthiness of an individual. In contrast,
bank tellers may have access to a query package that contain a series of procedures,
all of which relate to account balance information.

As noted above, generation of a query package 21 is accomplished by the
database administrator and the process is illustrated in FIGURE 3. At box 100, a
query package is initialized by the database administrator at a user work station 15.
The step of initialization is accomplished by transmitting a BGNBND ("begin bind")
command through the network to the host. The network, in the preferred
embodiment, uses the advanced peer-to-peer communications (APPC) protocol. The
BGNBND command is specific to distributed database architecture (DRDA)
compliant DBMSs and instructs the DBMS to begin formation of a query package. A
DRDA compliant DBMS complies with a standard that has been set forth by
International Business Machines, Inc. For further information regarding DRDA
databases, the reader is directed towards "Distributed Relational Database
Architecture," IBM Reference Number SC26-4651-01, (2nd Ed. 1993). By sending
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the BGNBND command in box 100, a "unit of work" in the DBMS is initiated. As is
known to those skilled in the art, a "unit of work" in a DRDA compliant DBMS is a
sequence of commands that the DBMS treats as a single entity. In this manner, the
DBMS can ensure that all commands are consistent prior to executing the commands.
Thus, unless all of the commands, such as BGNBND, are correct syntactically and
otherwise, none of the commands in the unit of work are executed. The further
description of the present invention will be in the context of DRDA compliant
DBMSs. It can be appreciated that for other types of DBMSs, differing commands
are used to form the query packages.

After the BGNBND command has been received by the mainframe 13, the
DRDA compliant DBMS resident on mainframe 13 replies with an SQLCARD data
object. The SQLCARD data object indicates whether or not the BGNBND command
has been executed successfully by the DBMS. Thus, at box 102, the SQLCARD data
object is examined and if the contents of the SQLCARD data object indicate that the
BGNBND command was successful, then at box 104, the database administrator may
commence with adding procedures to the query package. In particular, the database
administrator formulates an SQL statement that is to be added as a procedure to the
query package. The SQL statement is transmitted over the APPC network to the
DBMS resident on mainframe 13. With reference to FIGURE 2, a sample SQL
statement may be SELECT * FROM DEMO.PART.

However, if at box 102 the SQLCARD data object indicates that the
BGNBND command was not successful, then at a box 106, the contents of the
SQLCARD data object are displayed to the database administrator as an error code.
Further, then at a box 108, the unit of work is rolled back by the database
administrator, in effect scrapping the formation of the query package and beginning
anew. If the BGNBND command was successful, then at box 104, the database
administrator may transmit an SQL statement to the DBMS. The SQL statement
received by the DBMS is then processed. In particular, the DBMS resident on
mainframe 13 compiles the received SQL statement and associates it with the query
package that has been formulated by the previous BGNBND command. Once
compilation of the SQL statement and inclusion in the query package is completed, a
SQLCARD data object is returned to the database administrator. Once again, the
SQLCARD data object returned from mainframe 13 is examined at box 110. If the
SQLCARD data object indicates that the SQL statement was added as a procedure to
the package satisfactorily, then the database administrator has an option at box 112 to
add further SQL statements to the query package. However, if the SQLCARD data
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object from the DBMS resident on mainframe 13 indicates that the addition of the
rrevious SQL statement was unsuccessful, then an error code is displayed to the
.. 2base administrator at box 106.

The process of adding SQL statements to the query package can repeat itself
uziil multiple SQL statements have been added to the query package by repeating
boxes 104, 110, and 112. After all of the desired SQL statements have been added to
the query package, at box 114, a command is transmitted to the DBMS resident on
mainfrzme 13 to close the query package. In particular, for DRDA compliant
DBMSs, the command that closes a query package is ENDBND. The ENDBND
command indicates to the DBMS resident on mainframe 13 that the query package is
now complete. |

Once again, an SQLCARD data object is returned by the DBMS. At box 116,
the SQLCARD data object is examined to determine whether or not the ENDBND
command was successfully executed. If unsuccessful, then at box 106, an error code
is displayed to the database administrator. Further, at box 108, the unit of work
initiated by the BGNBND command earlier is rolled back. in effect canceling all of the
commands subsequent to and including the BGNBND command. However, if the
ENDBND command was successful, then at box 118, query package identification
and query package parameters are stored in a package table maintained by the DBMS
resident at the mainframe 13. In addition, the same information is stored at the user
work station 15 used by the database administrator to form the query package. As
will be further described below, the package table allows users of the DBMS to
access the query packages and the multiple procedures contained therein.

For example, the package table contains information on each query package
such as the query package ID, a description of the contents of the query package,
memory locations where each procedure within each query package may be found
within the memory or other permanent storage of mainframe 13, as well as other
parameters. Following insertion into the package tables, a SQLCARD data object is
transmitted back to the database administrator. At box 120, the SQLCARD data
object is examined for any error messages. If there are error messages, then at
box 106, the error message is displayed, and, at box 108, the unit of work is rolled
back.

If, however, the insertion of the parameter information on the newly formed
query package into the package table at the mainframe 13 and at the user work
station 15 is successful as indicated by the SQLCARD data object, then at box 122,
the user authorization for the query package must be set by the database
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administrator. The database administrator can choose among any of the multiple
users of the database that can access the particular package that has just been formed.
For example, the database administrator may review various categories of users of the
users of the database and add each desired category to an authorization table
associated with that particular query package. The authorization table maintained by
the DBMS is typically stored on mainframe 13.

After the database administrator has set forth the authorization table for the
query package, next, at a box 124, the unit of work is committed. As will be apparent
to those familiar with DRDA databases, committing a unit of work completes the
query package and the query package is ready for execution.

To further illustrate the creation of a query package, reference is made to
FIGURES 4A-4B and 5A-5C which illustrate screen displays seen by the database
administrator during generation of a query package. In particular, in FIGURE 4A, a
window 51 is seen by the database administrator. The main portion of the window 51
is a conventional database grid 53. At a top menu bar 55, a pull-down menu labeled
"Admin" 57 is seen. The Admin menu 57 includes a selection that is entitled
"Package Creation." When this option is selected, the sequence of steps set forth in
FIGURE 3 may be executed by the database administrator. After the "Package
Creation" option is chosen, a "Package Builder" dialog box 59 is displayed, as seen in
FIGURE 4B. At this stage, the database administrator depresses the "Initialize
Package" button. The depressing of this button (typically by the use of a mouse
pointer) transmits the BGNBND command to the DBMS resident on mainframe 13.

If the SQLCARD data object indicates that the BGNBND command has been
successful, then, turning to FIGURE 5A, the "Initialize Package" dialog box 61
appears. In the preferred embodiment, the database administrator enters a package
name in the location provided in the dialog box 61. In the example shown in
FIGURE 5A, the package name is "ACCOUNT". The package name provides a
name by which other users of the DBMS can access and refer to the query package.
Furthermore, a package description can also be entered which is, in common terms, a
description of the procedures contained in the query package. In the example shown
in FIGURE 5A, the package description is "All Procedures for the Accounting Dept."
Once this identifying information has been entered into the dialog box 61, the done
button 63 of the dialog box 61 is depressed. The database administrator will return to
a "Package Builder" dialog box 73, as seen in FIGURE 5B. The new "Package
Builder" dialog box 73 is identical to the "Package Builder" dialog box 59 except that
the "Initialize Package" button has changed to "ADD to ACCOUNT". The button
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has changed to include the name of the new query package, in this case:
"ACCOUNT". If the name of the new query package were "TestPkg," then the
button would read "ADD to TestPkg."

Next, the database administrator can input SQL statements that are to be
added to the query package by typing the SQL statements into the "Query" box 65.
For example, the database administrator may enter a SQL statement such as
"SELECT * FROM PUBS.AUTHORS". After the SQL statement has been entered,
by depressing the "ADD to ACCOUNT" button 67, a new dialog box appears. The
new dialog box entitled "Procedure Description" is shown in FIGURE 5C as dialog
box 69. At this point, a name for the newly entered SQL statement (as a procedure)
in the query package can be provided. In this example, the name of the new
procedure is "NORTHEAST" and the description of the procedure is "All records
from the NORTHEAST region." After the database administrator has included all of
the SQL statements that are to be added as procedures to the query package, at the
"Package Builder" dialog box 59, the "Create ACCOUNT" button 71 is depressed.
Depression of this button executes further steps in the process illustrated in
FIGURE 3, namely boxes 114-120.

Next, the user authorization of the query package must be provided. If there
is no explicit user authorization, all users of the DBMS are authorized to use the
procedures set forth in the newly created query package. However, if selective
authorization is desired, then as seen in FIGURE 3 at box 122, the database
administrator may do so. In particular, returning to FIGURE 4 and window 51, the
database administrator moves to the "View" pull-down menu and chooses an option
entitled "View Packages." When that option is activated, a dialog box 77 as seen in
FIGURE 6 appears. The "View Packages" dialog box 77 includes a listing of all of
the query packages that have been created, a listing of each of the procedures
contained in the query package that is highlighted, and a description of the procedure
that is highlighted. In the example shown in FIGURE 6, the query package named
"ACCOUNT" has a procedure named "NORTHEAST" which provides "All records
from the NORTHEAST region."

In order to grant or change the user authority for execution of the package,
the "Package Authority" button 79 is depressed. Upon depression, turning to
FIGURE 7, an "ACCOUNT Authorization" dialog box 81 appears. It can be
appreciated that the dialog box 81 is named "ACCOUNT Authorization" because the
new query package is named "ACCOUNT" and that for other query package names,
other names for the dialog box 81 are constructed. The left-hand side of the dialog
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box 81 is a listing of the users of the DBMS. Although none are shown in this
particular example, in the preferred embodiment, the database users may include
individual user names for the DBMS, or alternatively, categories of different database
users. To add authorized users to the query package, particular database users are
highlighted and the "Add User" button 83 is depressed. This process is repeated until
all desired user authorizations are granted. Each time the "Add User" button 83 is
depressed, the database administrator at work station 15 causes a signal to be sent to
the DBMS on mainframe 13 that adds the highlighted user to an authorization table
that is associated with the query package. This authorization table is stored in the
form of a file at the mainframe 13.

In the manner described above, the database administrator is provided with an
interactive tool to create query packages containing multiple SQL statements. These
SQL statements are pre-compiled and are stored by the DBMS resident at
mainframe 13. The precompilation of the SQL statements provides a significant
speed advantage. For example, in the prior art, users wishing to access the DBMS
resident at mainframe 13 had to transmit to the DBMS an SQL statement. The SQL
statement was received at the mainframe and compiled and executed. The results
from the execution of the SQL statement were returned to the user. However, after
each individual SQL statement compiled and executed, the compiled version of the
SQL statement was discarded. Thus, multiple users executing the same SQL
statement would require the mainframe 13 to recompile the individual SQL statement.
This often resulted in an unacceptable response time from the DBMS resident at
mainframe 13.  As provided for in the present invention, the plurality of query
packages, each having a plurality of pre-compiled procedures, is provided. Thus,
access to the data in the DBMS resident at mainframe 13 is substantially simplified
and accelerated.

In order for a user of the DBMS to execute a procedure in a query package,
the steps illustrated in FIGURE 8 are performed. In operation, a user at a user work
station 15 views a display screen that is substantially similar to the window 51 shown
in FIGURE 4. However, one important distinction is that for a user of the DBMS,
the "Admin" menu 57 is omitted. Thus, unlike the database administrator, a user
cannot create packages nor grant and revoke authority to packages. In executing a
procedure in a query package, the user chooses the "View Packages" option of the
"View" pull-down menu. Next, the "View Packages" dialog box 77 shown in
FIGURE 6 is displayed. However, because the user is not a database administrator,
the "Package Authority" button 79 is omitted. The user can scroll through the query
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package listings to determine the specific query package that the user wishes to
display. The procedures contained in the package are displayed in the "Procedure"
box and the user can select which procedure to be executed.

After the procedure has been selected, the execute button 87 is depressed.
After depression of this button, the method shown in FIGURE 8 is executed by the
user work station 15. In particular, at a box 200, the procedure that is to be executed
is input by the user to the work station 15 and received by the work station 15. Next,
a check is made as to whether or not certain parameter information for the chosen
procedure is available in the local package table. Recall that each user work
station 15 contains a package table that includes parameter information. Typically,
the local package table is stored as a file in the memory of the work station 15. As
each query package is accessed by a work station 15, the local package table is
continually updated with parameter information related to the query package
accessed. The parameter information is transmitted to the DBMS resident at
mainframe 13 in order to invoke a particular procedure. However, for new user work
stations 15, or for newly created query packages, local package tables may not have
the requisite parameter information. Thus, at a box 202, a determination is made as
to whether or not parameter information for the chosen procedure is located in the
package table. If not, then at box 204, the parameter information is retrieved from the
DBMS resident at mainframe 13 using standard APPC protocol.

Next, at box 206, if the parameter information for the chosen procedure is not
found at the DBMS for one reason or another, then the execution of the procedure
terminates and an error message is returned to the user. However, if the parameter
information for the chosen procedure is found, then at box 208, the parameter
information is added to the local package table at the local user work station 15.
Next, at box 210, the parameter information is translated into DRDA primitives and
sent to the DBMS resident at mainframe 13.

At box 212, after the mainframe 13 receives the parameter information from
the work station 15, a determination is made by the DBMS resident on mainframe 13
as to whether or not the user is authorized to execute procedures within that query
package. This is accomplished by checking the list of users that have been granted
authorization, as stored in the authorization table associated with that particular query
package. If the user is not authorized to execute any procedures within the query
package, then the procedure is stopped and the user receives an error message.

If, however, the user is authorized to execute the procedure contained within
the package, then at a box 214, a determination is made as to whether or not the
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procedure involves a SQL "SELECT" command. If a SELECT command is provided
in the procedure, then at box 216, the DBMS resident at mainframe 13 executes the
command and returns the requested data and displays the data to the user. If,
however, some other SQL command other than select is provided in the procedure
(such as INSERT, DELETE, or UPDATE), then the procedure is executed at
box 218 and an acknowledgment is returned to the user. In either event, at box 220,
the unit of work is committed and the procedural call is complete.

While the preferred embodiment of the invention has been illustrated and
described, it will be appreciated that various changes can be made therein without
departing from the spirit and scope of the invention.
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The embodiments of the invention in which an exclusive property or privilege

is claimed are defined as follows:

1. A method of improving the efficiency of a database system, said
database system including a database management system (DBMS) resident on a host
computer, said DBMS communicatively linked to a plurality of work stations, said
DBMS storing information that may be accessed via said work stations, said method
including the steps of:

(@) forming at least one query package, said query package including a
plurality of procedures, said procedures being pre-compiled static statements that
when executed by the DBMS manipulate said information stored in said DBMS,; and

(b)  associating with each said query package an authorization table, said
authorization table enumerating a predetermined set of users that have access to said
query package, said predetermined set of users of said query package being capable of
invoking said procedures of said query package via said work stations and thereby
being able to manipulate said information stored in said DBMS.

2. The method of Claim 1, wherein the step of forming said query
package is done by a database administrator interactively using one of said work
stations, and further includes the steps of:

(a) initiating said query package by transmitting a BGNBND command
from said work station to said DBMS;

(b)  transmitting at least one structured query language (SQL) command to
said DBMS;

(c) said DBMS receiving said SQL command and compiling said
command into said pre-compiled static statement;

(d)  associating said pre-compiled static statement with said query package;,
and

(e) completing said query package by transmitting a ENDBND command
from said work station to .said DBMS.

3. The method of Claim 2, wherein the communications between said
work stations and said DBMS is via the advanced peer-to-peer protocol (APPC).

4, The method of Claim 1, wherein said authorization table associated
with said query package is formed by a database administrator interactively using one
of said work stations by:
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(a)  transmitting to said DBMS said predetermined set of users that are
authorized to invoke said query package;

(b)  including said predetermined set of users into said authorization table;

(c)  storing said authorization table as an authorization file; and

(d)  associating said authorization file with said query package.

5. The method of Claim 2, wherein said authorization table associated
with said query package is formed by a database administrator interactively using one
of said work stations by:

(a)  transmitting to said DBMS said predetermined set of users that are
authorized to invoke said query package;

(b)  including said predetermined set of users into said authorization table;

() storing said authorization table as an authorization file; and

(d)  associating said authorization file with said query package.

6. The method of Claim 1, further including the steps of:

(a)  formulating parameter information on said query package, said
parameter information uniquely identifying said query package and including
information necessary for the invocation of said procedures in said query package;
and

(b)  wherein after one of said predetermined set of users invokes said
procedure of said query package via said work station, forming a local package table
at said work station, said local package table including said parameter information.

7. The method of Claim 2, further including the steps of:

()  formulating parameter information on said query package, said
parameter information uniquely identifying said query package and including
information necessary for the invocation of said procedures in said query package;
and ,

(b)  wherein after one of said predetermined set of users invokes said
procedure of said query package via said work station, forming a local package table

at said work station, said local package table including said parameter information.

8. The method of Claim 1, wherein said DBMS is a distributed relational
database architecture (DRDA) compliant DBMS.

9. An improved database system comprising:
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(a) a database management system (DBMS) resident of a host computer,
said DBMS operative to store information;

(b) a plurality of user work stations, said user work stations
communicatively linked to said DBMS, said user work stations capable of accessing
and manipulating said stored information on said DBMS;

(c)  a database administrator work station, said database administrator
work station capable of interactively communicating with said DBMS to form a query
package that is stored by said DBMS, said query package including a plurality of
procedures, said procedures being pre-compiled static statements that when executed
by the DBMS manipulate said information stored in said DBMS, said database
administrator work station also capable of interactively communicating with said
DBMS to form an authorization table associated with said query package, said
authorization table enumerating a predetermined set of users that have access to said
query package,

whereby said predetermined set of users set forth in said authorization table of
said query package are capable of invoking said procedures of said query package and
thereby being able to manipulate said information stored in said DBMS.

10.  The apparatus of Claim 9, wherein said DBMS is a distributed
relational database architecture (DRDA) compliant DBMS.

11.  The apparatus of Claim 10, wherein said host computer is a2 mainframe
computer.



WO 95/20792 PCT/US95/00870

7/77

15
= |
VY
ﬁ_ﬁ
—)
133 A5
7
/4
HOST
DATABASE l;i/_l_:’_a
5
S %
" p




WO 95/20792

2/

PCT/US95/00870

21\

SELECT * FROM DEMO.PART
SELECT * FROM PUBS.AUTHORS —}—23b

INSERT
DELETE
UPDATE

PACKAGE

—1+—230,

—4+—23¢C
—+4+—23d

—t—23¢e.

AUTHORIZATION | _ 55
TABLE

%?.2.



WO 95/20792 PCT/US95/00870

3/11

" Fig.3

INITIALIZE PACKAGE
(BGNBND) 100

RETURN AND ROLLBACK
NO DISPLAY UNIT OF
ERROR CODE [
105 TO USER WORK

YES A 106 708
_[ADD SQL STATEMENT T0
T0 PACKAGE (BNDSQLSTT)|104

MORE SOL
STATEMENTS
T0 ADD
?
NO
CLOSE PACKAGE
(ENDBND) 114

INSERT PACKAGE
INFORMATION INTO
HOST PACKAGE TABLE|,,q

SET USER
AUTHORIZATION |22
v

A 4
COMMIT UNIT
OF WORK 194 D)




PCT/USIS/00870

WO 95/20792

Pt

4777

}G——

UOYIFUUO) JUALLN) AN0WAY

+ ¥
.25 S G
S
oy R I I I
[¥] <uawaynys fuany Lasp>|
4 aIqTIvY
| djaff  suoydp ,:”E%w mayf Auan  suondauuo) nNpgJ g
v a \ Qﬁ.womgesf/m:eo%@s{o ) L0ppupsTUNLPY 25DQDIDQ =
m 7
gs LS




PCT/US95/00870

WO 95/20792

5/

Gt

mm\

firany -

aboyong ppng

abnyongd azyvwuJ

3s0))

fidanyh anoaZyg

Aiand ajnau)

dapnpng aboyong




PCT/US95/00870

WO 95/20792

6/

Vaexes

129UD)

auo(q ——1—&9

> |

abuny))

1anaT U0)0)08]

dI'TIIN

:AaaqrT aboyong

1daq Buryunoddy ayy L0of saunpasosd 11V

uordtasaJ aboyond

LN110JIV

awn ) abwyong -

aboyang azynuf

19"



PCT/US95/00870

WO 95/20792

7/

% G

gL—"|

¥

swoyino sqnd wouf 4 292)28

finanfy-

INN0JIV TLVIYHD

IN10JIV 01 aAav

aso))

fuang aynoaxy fiuany aynau)

dappng aboyaog ==




PCT/US95/00870

WO 95/20792

g/

YR

120UD,) Yo

‘u01haL
LSVAHLIYON 2y} wosf spLodas 11y

U0 d14983[J aUNPAI0LJ -

LSVAHLYON

AUWIDN ALNPAIOL] -

1019014983 a4NPaI0LJ

69— |




PCT/US95/00870

WO 95/20792

7/

LL—""

aboyong doag

Rywmoyiny aboyongd  |——

2807 anng

naaxy

abuny))

3037 U0YD)OS]

IN10IIV

ISHAMHIHON

LSVIHIION ¥

Fadd
cSdNd
PESHLSHL
INILSHL
O0ONVTILL
}LSHL

2DWDN a4NPadoLJd |

sown) abnyong-

uorbas [SYIHINON 3y} wosf spLodat 11y

— 64

safnyong maiy




PCT/US95/00870

WO 95/20792

1071/

as0))

fpwoypny ajonay| | Rpoypny punsy

Qg 03 ayoaay/junsy [

Ny 40319

1y 103138

43s(] aja1aq

43s[] PPV

anpford anng

apfosrg uadp

:S43S[] 3asSVQDYID(

UOYDZULOYINY [NN0IIV




WO 95/20792

(. START )

RECEIVE DESIRED
PROCEDURE CALL
FROM USER

IS
DESIRED
PROCEDURE
INFO AVAILABLE
LOCALLY
202 ?

YES

200

PCT/US95/00870

"1

GET PROCEDURE

CALL INFO
FROM HOST

TRANSLATE PROCEDURE
INFO FROM PACKAGE
INFO INTO DRDA
PRIMITIVES AND
SEND T0 HOST

210

IS

USER

AUTHORIZED TO

USE PACKAGE
)

212

NO

IS
PROCEDURE
A "SE;LE‘CT”
214 )
YES

. AWAIT RECEIPT
OF DATA AND
DISPLAY TO USER

216

v

COMMIT UNIT
OF WORK

204

ADD PROCEDURE
INFO AS A LOCAL FILE

208

EXECUTE PROCEDURE
AND RETURN
ACKNOWLEDGEMENT

218

220

—DCS7+0P DL




INTERNATIONAL SEARCH REPORT Int.  .ional application No.
PCT/US95/00870

A.  CLASSIFICATION OF SUBJECT MATTER
IPC(6) :GO6F 17/30
US CL = :395/200, 575, 600, 700
According to International Patent Classification (IPC) or to both national classification and IPC

B.  FIELDS SEARCHED

Minimum documentation searched (classification system followed by classification symbols)

U.S. : 395/200, 575, 600, 700

Documentation searched other than minimum documentation to the extent that such documents are included in the fields searched

Electronic data base consulted during the international search (name of data base and, where practicable, search terms used)

APS .
SEARCH TERMS: DATABASE MANAGEMENT SYSTEM, DATABASE ADMINISTRATOR, QUERY,
COMMUNICATION, AUTHORIZATION.

€. DOCUMENTS CONSIDERED TO BE RELEVANT

Category* Citation of document, with indication, where appropriate, of the relevant passages Relevant to claim No.
X US, A, 5,261,102 (HOFFMAN) 09 NOVEMBER 1993 COL. 5, | 9-11
LINES 9-17 AND COL. 5, LINE 34 - COL. 10, LINE 59
Y - US; A, 5,263,158 (JANIS) 16 NOVEMBER 1993, COL. 5,| 1-8
LINE 28 - COL. 6, LINE2
Y Us, A, 4,799,153 (HANN ET AL.) 17 JANUARY 1989, COL.| 1-8
6, LINES 4-33. = | '
A US, A, 5,239,648 (NUKUI) 24 AUGUST 1993, ABSTRACT. | 2-5, 9-11
A | US, A, 5,113,499 (ANKNEY ET AL.) 12 MAY 1992,| 1, 4-5, 7-11
ABSTRACT.
A US, A, 4,956,769 (SMITH) 11 SEPTEMBER 1990, 3-5, 7, 9-11
ABSTRACT.

E Further documents are listed in the continuation of Box C. D See patent family annex.

. Special categories of cited documents: ) T anr :;;cmuent published uﬁ&r the intemational filing date or priority
“re . . , nte and not in conflict with the application but cited to und d the
A fom:m cmrlgmw of the art which is not considered principle or theory underlyiz e invention
ope ' " " - : . “X* document of particular relevance; the claimed inventi t be
E carlier document published on or after the interational filing date considered ms::::“mth considered to involve an ;‘:gﬂ: step
‘L"  document which may throw doubts on priority claim(s) or which is when the document is taken alone
- cited 10 eatablish the publication date of another citation or other __ ) o
special reason (as specified) : Y* dmm ofw pqmui‘l'nr relevance; the :;meg;lnv&neu%n cannolt bi:
consxie mvolve an wventive wi ocunen
*0* document referring to an oral disclosure, use, exhibition or ather combined with one or more other such documents, such combination
means being obvious to a person skilled in the art
s &mm ill:‘i:«_;rm the inteational filing date but later than =g+ document member of the same patent family
Date of the actual completion of the international search Date of mailing of the international search report

29 MARCH 1995 ' "04 MAY 19&5

Name and mailing address of the ISAJUS Authorized officer
g;»m%iomr of Patents and Trademarks ) ' 8 Ww
: “or

Washington, D.C. 20231 o CUAN PHAM

Facsimile No.  (703) 305-3230 . Telephone No.  (703) 308-6684
Form PCT/ISA/210 (second sheet)(July 1992)« : :



INTERNATIONAL SEARCH REPORT In.  tional application No.
PCT/US95/00870

1 C (Continuation). DOCUMENTS CONSIDERED TO BE RELEVANT

Category* | Citation of document, with indication, where appropriate, of the relevant passages Relevant to claim No.
f
A US, A, 4,751,635 (KRET) 14 JUNE 1988. ABSTRACT. 1, 3-5, 7-11
AP US, A, 5,317,742 (BAPAT) 31 MAY 1994, ABSTRACT. 3, 8, 10-11
A US, A, 5,263,167 (CONNER, JR. ET AL.) 16 NOVEMBER 1, 6-8, 10-11
1993, ABSTRACT.
A US, A, 5,263,157 (JANIS). 16 NOVEMBER 1993, ABSTRACT. 3-8, 10-11

. Form PCT/ISA/210 (continuation of second sheet)(July 1992)w



	Abstract
	Bibliographic
	Description
	Claims
	Drawings
	Search_Report

