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AUTHORIZATION OF USE OF CRYPTOGRAPHIC KEYS

BACKGROUND

[0001] Key servers provide cryptographic key services including
encryption, decryption, electronic signature, electronic verification, etc. An
example key server may be used to encrypt a message and/or decrypt a

message to ensure the content of the message is secure and preserved.

BRIEF DESCRIPTION OF THE DRAWINGS

[8002]FIG. 1 illustrates a schematic diagram of an example key service
system including a key server with a cryplo-payment manager implemented in
accordance with an aspect of this disclosure.

[6003]FIG. 2 a biock diagram of an example crypto-payment manager
that may be used to implement the crypte-payment manager of FIG. 1.

(0004} FIG. 3 is a message diagram representative of example
communications to and from the crypto-payment manager of FIG. 2 to authorize
use of a key or keys to encrypt and decrypt a message in accordance with an
aspect of this disclosure.

[G005]FIG. 4 is a message diagram representative of example
communications to and from a crypto-payment manager, such as the crypto-
payment manager of FIG. 2, to request a cryplo-payment to encrypt a message
in accordance with an aspect of this disclosure.

[0006]FIG. 5 is a message diagram representative of example
communications to and from a crypto-payment manager, such as the crypto-
payment manager of FIG. 2, fo request a crypto-payment to decrypt a message
in accordance with an aspect of this disciosure.

[G007]FIG. 6 is a flowchart representative of example machine readable
instructions that may be executed o implement the crypio-payment manager

112 of FIG. 2 in accordance with an aspect of this disclosure.
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(8008} FIG. 7 is a flowchart representative of an example portion of the
gxample machine readable instructions of FIG. 8 to implement the crypto-
payment manager of FIG. 2 in accordance with an aspect of this disclosure.

[6009]FIG. 8 is another flowchart representative of example machine
readable instructions that may be executed to implement the crypto-payment
manager 112 of FIG. 2 in accordance with an aspect of this disclosure.

[00101FIG. 9 is a block diagram of an example processor platform
capable of executing the instructions of FIGS. 6 and/or 7 to implement the
crypio-payment manager of FIG. 2 in accordance with an aspect of this
disclosure.

(801 1] Wherever possible, the same reference numbers will be used
throughout the drawing(s} and accompanying writlen description to refer to the
same or like paris.

DETAILED DESCRIPTION

[0012] Examples disclosed herein invoilve authorizing key services of a
key server based on crypiographic payment. In examples herein, a crypio-
payment manager authorizes use of keys o encrypt or decrypt messages based
on whether a wallet for a request to encrypt or decrypt the message indicates
sufficient payment of a cryptographic currency. Thus, examples harein enable a
user and/or entity to anonymously receive key services from a key server.

[0013]In many instances, entities may seek to secure electronic data
andfor messages to their customers using cryptographic services. In such
instances, the entities establish agreements with cryptographic service
providers 1o use key servers that authorize use of keys o encrypt or decrypt
messages and data. The entities often use traditional banking and finance
means (e.g., credit cards, checks, business invoices, eic.}). in examples herein,
an entity and/or a customer of an entity may anonymously receive key services
from a key server. Anonymity may be maintained through examples herein
using cryptocurrency wallets created and managed for specific key requests,
messages of the key requests, and/or requesting devices of the key requssts.
Accordingly, a user or entity may have a message encrypted or decrypted

without the key server knowing the identity of the user or entity (e.¢., similarto a
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consumer purchasing a candy bar from a vending machine in that the owner of
the vending machine may not have a relationship with the consumer purchasing
the candy bar despite the consumer being able to receive the candy bar by
paying the price of the candy bar). In examples herein, a crypto-payment for a
key service is enough to authorize use of a key 1o encrypt or decrypt a
message.

[0014] An example method includes analyzing a request from a
requesting device for a crypiographic key of key server that may be used o
decrypt or encrypt a message and authorizing use of the cryptographic key to
decrypt or encrypt the message based on a balance of a cryplocurrency wallet
associated with the request.

[6015] As used herein, a wallet or cryplocurrency wallet, may be any data
structure suitable to store a balance or reflect a balance associated with
payments {e.g., crypto-payments) for a particular service. An example crypto-
payment, as used herein, refers to a transaction {e.q., a transfer of funds) using
cryplographic currency (or cryplocurrency), such as a digital currency that uses
block-chain technology.

[B016]FIG. 1 is a schematic diagram of an example key service system
100 including an example key server 110 with an example crypto-payment
manager 112 implemented in accordance with an aspect of this discloswre. The
example key service system 100 includes the key server 110 with the cryplo-
payment manager 112, key requesters 120, and a cryptocurrency sysiem 130.
in examples herein, the key requesters 120 may request the key server 110 for
a cryplographic keys (which may be referred {o herein interchangesably as keys)
to decrypt or encrypt messages and the crypto-payment manager 112 may
authorize use of the cryptographic keys based on a balance or status of
cryptocurrency wallets associated with the messages and/or the key requesters
120. The example cryptocurrency wallets may be funded using funds from the
cryptocurrency sysiem 130. Although a single key server 110 and a single
cryplocurrency sysiem 130 are illusirated in the example key service system
100 of FIG. 1, multiple key servers 110 and/or cryptocurrency systems 130 may

be included in the key service system 100 and implemented in accordance with
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examples herein. Further, for purposes of readability, in examples herein, a
single key requester 120 may be referred 1o herein, rather than the collective set
of key requesters.

[6017] The example key server 110 of FIG. 1 may be any server that
authorizes access or use of cryptographic keys. In other words, the key server
110 may provide a cryptographic key service 1o decrypt or encrypt a messags,
provide electronic signature, or provide eleclronic verification of a
message/document. For example, the key server 110 may receive requests
{e.g., from the key requester 120} to decrypt or encrypt a message {e.¢., an
email, a direct message, an account managed message (e.4., amessage to a
registered user of a service, such as banking, retail, etc.). The example key
server 110 may use any suitable technigue o identify, retrieve, generate, or
determine appropriate keys for encryption and/or decryption of a message. For
example, the key server 110 may use identity based encryption (IDE) to create
or generate keys for requests or messages based on identities (e.g., of the key
requester 120, of a user associated with the key requester 120, etc.) associated
with the requests. In some examples, the key server 110 may hold keys io
decrypt specific messages (2.9., keys corresponding to the messages that the
key sarver 110 encrypted).

10018]In examples herein, the key server 110 may authorize use of keys
using the cryplo-payment manager 112. For example, the cryplo-payment
manager 112 may verify that a user and/or requester (e.g., the requester 120} is
authorized to use a key 1o encrypt or decrypt a message based on a balance or
state of a cryptocurrency wallet managed by the cryple-payment manager 110.
Accordingly, the crypto-payment manager 112 of FIG. 1 may authorize use of a
key (or keys) on a pay-per-use basis and/or on a pay-per-time period basis
{e.g., similar fo a license). An example implementation of the crypto-payment
manager 112 is described below in connection with FIG. 2.

[0019] Each of the examiple key requesters 120 may be any suilable
device to request a key from the key server 110 to encrypt or decrypt a
message. For example, a key requester 120 may be any computing device,

such as a computer, & mobiie device (e.g., a smartphone, ablet computer, mp3
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player, etc.), a server, etc. that is communicatively coupled (e.g., via a network)
with the key server 120, In examples herein, key requesters 120 may be
accessible to a single authorized user/entity or mulliple authorized
users/entities, and as such may include or be implemented by a user interface,
to facilitate user interaction with the key requester 120, the key server 110,
and/or the cryptocurrency system 130, Further, in examples herein, the key
requesters 120 may prompt user{s)/entity(ies) via the user interface for
additional information, authorization, or any other type of interaction. Any
suitable identifier (e.g., a MAC address of the key requester 120, an internat
pretocol (1P) address of the key requester 120, an electronic serial number
(ESN), an international mobile station eguipment identity (IME!D, a mobile
equipment identification number (MEID) of the key requester 120, eifc.) may be
used to identify or register a key requester 120 (8.g., with the key server 110).
The example key requester 120 may request a key from the key server 110 in
response 1o a user input (e.¢., o decrypt a message or encrypt @ message), in
response 1o receiving an encrypted message, in response to instructions fo
send an encrypted message, elc.

[0020] The example cryptocurrency system 130 may be any type of
cryptocurrency system that involves cryptographic currency. For example, the
cryptocurrency system 130 may enable payment via bloeck-chain technology,
such as Bifcoin, Litecoin, Dogecoin, etc. In the lllustrated example of FIG. 1, the
key reqguester 120 may communicate or be associated with the cryptocurrency
system 130. As such, the key requester 120 may recsive funds from the
cryptocurrency system 130 using any suilable technigue. In some examples,
the key requester 120 may store or have access to authorized funds from the
crypio-currency system 130, Accordingly, in examples herein, the key requester
120 may receive/retrieve funds from the cryplocurrency system 130 and provide
crypto~-payments (or funds) to the crypto-payment manager for use of keys from
the key server 110. in examples herein, paymenis or funds of the crypio-
currency system 130 may be in units or fractions of units. An advantage of the
crypilo-currency system 130 includes an ability to pay in small fractions {e.g.,

one millionth of & unit or smalier) of units of the cryptocurrency system for
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services (e.q., for key services of the key server 110). Furthermore, using the
cryptocurrency of the cryptocurrency system 130 1o access or use a key
enables a user to anonymously receive access {0 a key. In other words, a user
of the key reqguester 120 may nol necessarily establish a pre-existing
relationship with the key server 110 (or owner/entity of the key server 110} to
receive services of the key server 11C.

[0021]FIG. 2 is a block diagram of an example crypto-payment manager
112 that may be used o implement the crypto-payment manager 112 of FIG. 1.
The example crypto-payment manager 112 of FIG. 2 includes a request receiver
210, a wallet manager 220, and a key authorizer 230. In examples herein, the
request receiver 210 receives requesis from the key requesters 120 for keys o
encrypt or decrypt a message {(and/or for electronic signature, verification, etc.).
Further, the wallet manager 220 maintains or manages wallets associated with
requesis, messages of requests, key requesters {e.g., the key requesiers 120),
andfor users (e.q., a user of the kKey requester 120). Finally, the key authorizer
230 determines whether a cryptocurrency wallet (e.g., a balance) associated
with the request salisfies a threshold (or state) to enable use of the key. In
some examples, the crypto-payment manager 112 of FIG. 2 may then enable
access to content of the message or returmn a decrypted message fo the
requesting device 120

[0022] The example request receiver 210 of FIG. 2 receives requests for
keys from the key requester 120. In some examples, the request receiver 210
may analyze or parse the request from the key requester 120 for information
corresponding 1o a type of key service 1o be performed. For example, the
request receiver 210 may identify a type of key service to be performed (e.q.,
encryplion, decryption, electronic signature, verification, etc.), a message and
whether the message is to be encrypted or decrypted using a key from the key
server 110, an identifier associated with the requester {e.g., the key requester
120}, and/or a user associated with a message of the request (e.g., a recipient
or author/sender of the message, efc.). In some examples, the request receiver

210 may identify cryplo-payments in a request for key service, which may be
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forwarded to the wallet manager 220 to set the balance or status of the
cryplocurrency walliet

[6023] The example wallet manager 220 of FIG. 2 maintains
crypiocurrency wallets for services (o be performed by the key server. For
example, the wallet manager 220 may creale a wallet, remove a wallet, monitor
a wallet {e.q., for a length of time corresponding 1o a license for a key), efc.
Furthermore, the wallet manager 220 may withdraw or deposit cryplocurrency
corresponding to crypto-payments for key services of the key server 110, In
some examples, the wallet manager 220 may maintain a status (e.q., aclive or
inactive) based on a time period for authorizing use of keys for a particular
message, request, or key requesier 120. For example, a cryplo-payment may
be made to authorize use of a key for period of time {e.g., a month, a week, a
vear, oic.}, similar to a license. In other words, the use of the key may be
authorized for a period of time from the time the crypto-payment was received,
from the lime the key was first accessed, efc. In some examples, the time
period may correspond to a particular time pericd during which a payment was
made. For example, if a cryplo-payment was received during a particular month
to access a kay, the key requesier 120 may have access to that key for the
remainder of the month, but may need to resubimit a payment {0 access the key
{or another key) the following month. In such an example, the wallet manager
220 may be able to clear or reset such cryplocurrency wallets to deactivaie the
cryplocurrency wallets at the beginning of the corresponding time period (e.qg.,
the week, the month, the vear, elc.). Accordingly, the wallet manager 220 may
indicate that a wallet for a particular message, request, or key requester 120 is
active during the designated time period and inactive outside of the designated
fime period.

[06024]in examples herein, the wallet manager 220 may identify, create,
and maintain wallets based on a received request from the key requesier 120.
For example, the wallet manager 220 may manage a database of wallets
corresponding 1o received requests for key services. The example database
may be included within a memory of the cryplo-payment manager 112, of the

key server 110, or any other type of memory in communication with the crypto-
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payment manager 112. In examples herein, the wallets may be organized,
stored, and created based on corresponding requests for key services of the
key server 110. For example, the waliet manager 220 may create a wallet in
response o receiving a request for use of a key (e.g., to decrypt a message, to
encrypt a message, etc.), store cryptocurrency balance information in the wallet
for authorizing use of keys, withdraw or deposit funds based on authorized use
of keys, and clear or remove inactive wallets from the dalabase.

[8025] The example wallet manager 220 of FIG. 2 may creaie wallet
identifiers for the cryplocurrency wallets based on the requests received from
the key requester 120. For example, the wallet identifiers may be an identifier
associated with a message (e.q., a message serial number, & hash of the
message, oic.) in the request, an identifisr associated with the request, an
identifier associated with the key requestier 120, an identifier associated with an
entity associated with the message {(e.g., a sender or recipient of the message)},
etc. Accordingly, the wallet manager 220 may establish wallets for requesis
without establishing a relationship or agreement (e.g., a contractual agreement)
with an entity of the request because the wallet is automatically created and
maintained based on the message, the request, and/or the key requester 120.

[8026]In examples herein, the wallet manager 220 may identify crypto-
payments (in the form of cryptocurrency) made to the key server 110 associated
with a request for key services as well as key services provided by the key
server 110 in response {o the reqguest. The example wallet manager 220 may
accordingly adjust balances or statuses of the cryptocurrency wallets based on
the received crypto-payments and authorized uses rendered (2.g., authorized
uses of keys) by the key server 110 for particular requests. As mentioned
herein, because cryplocurrency wallets may be mainiained for particular
messages and/or for particular entities of the messages {e.g., senders of the
messages or recipients of the messages), the balances may be adjusted based
on whether a use of a key is authorized for a particular message and/or whether
use of a key is authorized for a particular entity of the message. Accordingly, in

some examples, each ime a key is authorized for use in encrypting or
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decrypting a message, the balances may be adjusted o accommodate a pay-
per-use key service.

[6027] Accordingly, the example wallet manager 220 of FIG. 2 may
identify a message of the reguest (which may have been received from the
request receiver 210) and determine whether a cryplocurrency wallet exists for
the message. The wallet manager 220 may determine whether a wallet exists
for the message based on an identifier associated with the request and/or an
identifier associaled with the message. For example, the wallet manager 220
may identify an identifier {e.4., a message numbser, a hash of the message, etc.)
of the message, an identifier of the requesting device, an identifier associated
with a user or entity of the message {e.g., a sender or recipient of the message),
eic. The wallet manager 220 may then determine whether a cryptocurrency
wallet exists for that identifier. i no wallet exists with the corresponding
identifier for the message, the wallet manager 220 may create a wallet for the
message {e.g., which may be identified by a message identifier, request
identifier, entity identifier, etc.), and reply to the key requester 120 that
requested service {and/or to ancther key requester 120 that requested key
service associated with the request, such as encryption of the message) {o
deposit funds for the request or message. If a cryptocurrency wallet exists for
the request {or the key requester 120, or a user of the key requester 120), the
wallet manager 220 may indicate a balance or status of the wallet to the key
authorize 230

[0028]in some examples, if multiple wallets exists for a request (e.g., a
wallet for the message, a wallet for the key requester 120, and/or a walletfor g
user of the key reguester 120}, the wallet manager 122 may use a hierarchy
{e.qg., which may be predetermined or cusiomized based on setftings of the
crypto-payment manager 110) {0 determine which wallet is to be used
authorize use of the key. For example, a wallet for a message may be used for
authorization over a wallet for a key requester 120, and thus funds may be
withdrawn from the wallet for the message. In some examples, when a balance
or status of a first wallet in a hisrarchy does not authorize use of a key, a

subseguent wallet in the hierarchy may be used to authorize use of the key.
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[0029]in examples herein, the key reguester 120 may be an entity
seeking to send secure messages (8.¢., a bank, a university, an employer, eic)
when the key requester 120 requests that a key be encrypled. The key
requester 120 may be associated with a recipient of an encrypted message from
such an enlity in response o the key requester 120 sending a request that a
message be decrypted. Accordingly, in some examples, a same message may
he encrypted and decrypted by the key server 110, In such examples, the
cryplo-payment manager 112 may generate a cryptocurrency wallet specifically
for the message when a request is received from a message encryption key
requester 120, such that, when a request for a key o encrypt the message is
made, the wallet manager 220 may create a cryptocurrency wallet for that
message. Thus, when a subsegquent request for a key to decrypt that message
is received from a message decryption key requester 120, the wallet manager
220 uses the cryptocurrency waillet for the message to determine whether to
authorize use of the key (o decrypt the message. Accordingly, the key
requester 120 that requests a key o encrypt the message may fund the
cryptocurrency wallet for that particular message 1o be decrypied following a
request from a separate key requester 120 to provide a key to decrypi the
message.

10030} In some examples, the wallet manager 220 may communicate
crypto-payment transactions 1o the crypto-currency system 130, For example,
the wallel manager 220 (and/or the kKey requester 120) may indicate the transfer
or receipt of funds in a ledger of the crypto-currency system 130.

18031] The example key authorizer 230 authorizes use of keys based on
a balance or status received from the wallet manager 220. For example, the
key authorizer 220 may identify a cost for authorization of a key, and if the
balance satisfies the cost (or threshold) for use of the key, the key authorizer
230 may authorize the use of the key. Accordingly, the key authorizer 230 may
enabie the key reqguester 1o access the key 1o encrypt a message, decrypt a
message, execuled an electronic signature, perform verification, eic. In
examples herein, where the balance does not satisfy a threshold o authorize

use of the key, the key authorizer 230 may instruct the kKey requester 120
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{and/or another key requesier 120 associated with the message) to add
sufficient funds to the cryptocurrency wallet managed by the wallet manager
220. Furthermore, in some examples, the key authorizer 230 may verify an
active staius of the wallet when crypto-payments are received to allow use of a
key for a particular period of time. For example, if the request is received at a
time during the particular (or active) period of time, then the cryplocurrency
wallet may indicale an active status. If the key authorizer 230 determines that
the wallel is inactive at the present time, the key authorizer 230 may instruct the
key requester 120 (and/or another key requester 120 associated with the
message) o renew authorization for a subsequent time period (e.g., renew &
license) or add funds for use of the key by the key requester 120. In examples
herain, when the key authorizer 230 authorizes use of 3 key, the key authorizer
230 may indicate such a use to the wallet manager 220 for corresponding
deduction of funds from the corresponding wallet.

[0032] vhile an exampie manner of implementing the cryplo-payment
manager 112 of FIG. 1 is iliustrated in FIG. 2, at least one of the elements,
processes and/or devices ilustrated in FIG. 2 may be combined, divided, re-
arranged, omitied, sliminated and/or implemented in any other way. Further,
the request receiver 210, the wallet manager 220, the key authorizer 230
and/or, more generally, the example crypto-payment manager 112 of FIG. 2
may be implemented by hardware and/or any combination of hardware and
executable instructions {e.q., software and/or firmware). Thus, for exampie, any
of the request receiver 210, the wallet manager 220, the key authorizer 230
and/or, more generally, the example cryplo-payment manager 112 could be
implemented by at least one of an analog or digital circuit, a logic circuit, a
programmable processor, an application specific integrated circuit (ASIC), &
programmable logic device (PLD} and/or a field programmabile logic device
(FPLD). When reading any of the apparatus or system claims of this patent to
cover a purely software and/or firmware implementation, at ieast one of the
request receiver 210, the wallet manager 220, and/or the key authorizer 230
isfare hereby expressly defined to include a tangible machine readable storage

device or storage disk such as a memory, a digital versatile disk (DVD), a
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compact disk (CD), a Biu-ray disk, efc. storing the executable

instructions. Further still, the example crypto-payment manager 112 of FIG. B
may include at least one element, process, and/or device in addition to, or
instead of, those illustrated in FIG. 2, and/or may include more than one of any
or all of the illustrated elements, processes and devices.

(0033} FIG. 3 is an example message diagram illustrating example
communications that may ocour between components of the key service system
100 of FIG. 1 during a period of time from To to Tn. In FIG. 3, a crypto-payment
manager 312 (which may be implemented by the cryplo-payment manager 112
of FIGS. 1 or 2) communicates with an encryption key requester 322 and a
decryplion key requester 324. The example messages of FIG. 3 may be sent to
enable the encryption key requester 322 (2.g., a service entity) to send an
encrypted message (o a decryption Key requester 324 (e.g., a customer of the
sarvice entity) using a key server with the crypto-payment manager 312.

[8034] In the example of FIG. 3, the encryption key requester 322 sends
a request (301) for a key to encrypt a message. Upon receipt of the request
(301, the crypio-payment manager 312 may verify that there are sufficient
funds in a cryptocurrency wallet associated with the request to encrypt the
message. For example, the request (301) may have included a crypto-payment
for the encryption. The crypto-payment manager 312 authorizes use (302) of
the key and encrypts the message of the request. The encryption key requester
322 sends a notification (303} 1o the decrypiion key reguester 324 that there is
an available encrypted message. The decryption key requester 324 sends a
request (304) to decrypt the message. Upon receipt of the request (304), the
cryplo-payment manager 312 may verify sufficient funds to authorize use of &
key to decrypt the message. For example, a cryplo-payment may have been
provided in the request (301} from the encryption key requester 322 and/or from
the request (304) from the decryplion key requesier 324. The crypto-payment
manager authorizes use (305) of the key to decrypl the message of the requesis
of (301, 304).

[B035]FIG. 4 is another example message diagram illustrating example

communications that may occur between componentis of the key service system
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100 of FIG. 1 during a period of time from To to Tn. In FIG. 4, a crypto-payment
manager 412 {which may be implemented by the cryplo-payment manager 112
of FIGS. 1 or 2) communicates with an encryption key requester 422 and a
decryplion key requester 424, The example messages of FIG. 4 may be sent to
enable the encryption key requester 422 (2.q., a service entity) to send an
encrypted message (o a decryption Key requester 524 (e.g., a customer of the
sarvice entity) using a key server with the crypto-payment manager 412 and {o
enabie the encryption key reguester 422 io make a crypto-payment to encrypt
the message.

[8036] In the example of FIG. 4, the encryption key requester 422 sends
a request (401) for a key to encrypt a message. Upon receipt of the request
(401}, the crypto-payment manager 412 may determine that there are
insufficient funds in a cryptocurrency wallet associated with the request to
encrypt the message. The crypto-payment manager 412 may then send a
notification (402) to the encryption key requester 422 that there are insufficient
funds to encrypt the message. Inresponse, the encryption key requester 422
may provide a crypto-payment (403) to the cryplo-payment manager 412. The
crypto-payment manager 412 authorizes use (404) of the key and encrypts the
message of the request. The encryplion key requester 422 sends a notification
{405) to the decryption key requester 424 that there is an available encrypted
message. The decryption key requester 424 sends a request (406) to decrypt
the message. Upon receipt of the request (408), the crypto-payment manager
412 may verify sufficient funds to authorize use of a key o decrypt the
message. For example, a crypto-payment may have been provided in the
crypto-payment (403) from the encryption key requester 422 and/or from the
request {(400) from the decryption key requesier 424. The crypto-payment
manager authorizes use (407) of the key {0 decrypt the message of the requests
of (401, 408). Upon receipt of the authorized use of the key (407), the
decryption key requester 424 may access the content of the message of the
requests (401, 408).

[B0371FIG. 5is another example message diagram illustrating example

communications that may occur between componentis of the key service system
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100 of FIG. 1 during a period of time from To to Tn. In FIG. 5, a crypto-payment
manager 512 {which may be implemented by the cryplo-payment manager 112
of FIGS. 1 or 2) communicates with an encryption key requester 522 and a
decryplion key requester 524. The example messages of FIG. 5 may be sent to
enable the encryption key requester 522 (2.g., a service entity) to send an
encrypted message (o a decryption Key requester 524 (e.g., a customer of the
sarvice entity) using a key server with the crypto-payment manager 512 and {o
enabie the encryption key reguester 522 o make a crypto-payment to decrypt
the message.

[8038]In the example of FIG. 5, the encryption key requester 522 sends
a request (501) for a key to encrypt a message. Upon receipt of the request
(6801}, the crypto-payment manager 512 may verify that there are sufficient
funds in a cryptocurrency wallet associated with the request {o encrypt the
message. For example, the request 501 may have included a crypto-payment
for the encryption. The crypto-payment manager 512 authorizes use (502) of
the key and encrypts the messags of the request. The encryption key requester
522 sends a notification (503} to the decryption key requester 524 that there is
an available encrypted message. The decryption key requester 524 sends 5
request 504 o decrypt the message. Upon receipt of the request (504), the
crypto-payment manager 512 may determine that there are insufficient funds in
a crypiocurrency wallet associated with the request (504) to decrypt the
message. The crypto-payment manager 512 may then send a notification {(505)
to the decryption key requester 524 that there are insufficient funds o encrypt
the message. In response, the decryption key requester 524 may provide a
crypto-payment (508) o the crypto-payment manager 512, In some examples,
the crypto-payment manager 112 may send the insufficient funds nolification
(805} to the encryption key requester 522, which may then provide the crypto-
payment (506) o the crypto-payment manager 112. Afler receiving the crypto-
payment (506), the crypto-payment manager 512 authorizes use (507) of the
key and decrypls the message of the requests (501, 504). Upon receipt of the
authorized use of the key, the decryption key requester 524 may access the

content of the message of the requests (501, 504).
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[003%] Flowcharts representative of example machine readable
instructions for implementing the crypto-payment manager 110 of FIG. 2 are
shown in FIGS. 8, 7, and 8. In this example, the machine readable instructions
comprise a program/process for execution by a processor such as the
processor 912 shown in the example processor platform 900 discussed below in
connection with FIG. 8. The program/process may be embodied in executable
instructions (e.q., software) stored on a tangible machine readable storage
medium such as a CD-ROM, a floppy disk, a hard drive, a digital versatile disk
(DVD), a Blu-ray disk, or a memory associated with the processor 912, but the
entire program/process and/or parts thereof could alternatively be executed by a
device other than the processor 912 and/or emboedied in firmware or dedicated
hardware. Further, although the example program is described with reference
to the flowchart illustrated in FIGS. 6, 7, and 8, many other methods of
implementing the example crypto-payment manager 112 may allernatively be
used. For example, the order of execution of the blocks may be changed,
and/or some of the blocks described may be changed, sliminated, or combined.

[8040] The example process 600 of FIG. & begins with an initiation of the
crypto-payment manager 112 (e.q., upon startup, upon instructions from a user,
upon startup of a device implementing the crypto-payment manager 112 (e.q.,
the key server 110), efc.). The example process 600 of FIG. 8 may be executed
to authorize use of a cryptographic key based on a balance of a cryplocurrency
wallet associated with reqguest for the cryptographic key. At block 810, the
request receiver 210 analyzes a request for a cryptographic key of a key server,
The example request of block 610 may be received from a requesting device
{e.g., the key requester 120) and the cryptographic key is used o decrypt or
encrypt a message of the request. At biock 820, the key authorizer 230
authorizes use of the cryptographic key to decrypt or encrypt the message
hased on a balance in a cryptocurrency wallet associated with the request. The
exampie cryptocurrency wallet of block 820 may be managed and maintained
by the wallet manager 220. The cryptocurrency wallet may be associated with
the request based on a message of the request, based on the request itself,

based on an entity or user associaied with the request. After block 620, the
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exampie process 600 ends. Afier block 820, the requesting device may have
access to a cryptographic key 1o encrypt or decrypt @ message provided that
sufficient cryplo-payments were made 1o the key server.

[6041] The example process 700 of FIG. 7 begins with an initiation of the
crypto-payment manager 112. The example process 700 of FIG. 7 may be
executed o determing whether to authorize use of g cryplographic key based
on a balance of a cryptocurrency wallet associated with a request for the
cryplographic key. The example process 700 may be execuied to implement
block 820 of FI(G. 8. Af block 710 of the example process 700, the wallet
manager 220 identifies a cryplocurrency wallet based on a request for a
crypiographic key. For example, at block 710, the wailet manager 220 may
identify an identifier of the request, and identifier of a message in the reguest,
an identifier of an entity associated with the message, eic. Al block 720, the key
authorizer 230 determines whether a threshold balance or status of the
cryplocurrency wallet for the request is sufficient. For example, the key
authorizer 230 may determine whether the cryptocurrency wallet has at least a
minimum balance 1o authorize use of the key and/or whether the cryplocurency
wallet indicates an active status for a current time period o authorize use of the
key.

10042111 the threshold balance of or status of the cryptocurrency wallet for
the request is not sufficient (block 720), then the key authorizer 230 reguests a
deposit of cryptocurrency into the cryptocurrency wallet {i.e., a crypto-payment)
at block 730, After block 730, control returns to block 710 for a subsequent
request. If, at block 720, the key authorizer 230 determines that the threshold
balance or the status of the cryptocurrency wallet for the request is sufficient,
then the key authorizer 230 authorizes use of the key. After block 740, the
example process 700 ends.

[0043] The example process 800 of FIG. 8 begins with an initiation of the
cryplo-payment manager 112. The example process 800 may be executed {o
encrypt and/or decrypt a message using the key server 110 and the crypto-
payment manager 112. At block 810, the wallet manager 220 generates a

cryplocurrency wallet in response to the request receiver 210 receiving a first
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request for cryptographic key service (e.g., io encrypt a message). The wallet
manager 220 may identify the crypiocurrency wallet by a message identifier of a
message in the request. Al block 820, the wallet manager 820 applies a crypio-
payment to the cryplocurrency wallet. At block 830, the key authorizer 230
authorizes use of the cryptographic key based on the crypto-payment in
response o receiving a second request for cryplographic key service (e8.q., 10
decrypt the message). The example first request may be from a business entity
and the exampie second reguest may be from a cusiomer of the business entity.
The example crypto-payment of block 820 may be from a key requester 120
requesting to encrypt the message or a key requester 120 requesting to decrypt
the message. After block 830, the example process ends.

[6044] As mentioned above, the example processes of FIGS. 6, 7, and
8may be implemented using coded instructions (e.q., computer and/or machine
readable instructions) stored on a tangible machine readable storage medium
such as a hard disk drive, a flash memory, a read-only memory (ROM), a
compact disk (CD), a digital versatile disk (BVD), a cache, a random-access
memory {(RAM) and/or any other storage device or storage disk in which
information is stored for any duration (e.g., for extended time periods,
permanently, for brief instances, for temporarily buffering, and/or for caching of
the information). As used herein, the term tangible machine readable storage
medium is expressly defined to include any type of machine readable storage
device and/or storage disk and {0 exclude propagating signals and to exclude
transmission media. As used herein, "computer readable storage medium” and
"machine readable storage medium” are used interchangeably. Additionally or
alternatively, the example processes of FIGS. 8, 7, and/or 8may be
implemented using coded instructions {e.g., computer and/or machine readable
instructions) stored on a non-transitory computer and/or machine readable
medium such as a hard disk drive, a flash memory, a read-only memory, a
compact disk, a digital versatiie disk, a cache, a random-access memory and/or
any other storage device or storage disk in which information is stored for any
duration {.q., for exiended time periods, permanently, for brief instances, for

temporarily buffering, and/or for caching of the information). As used herein, the
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term non-transitory machine readable medium is expressly defined to include
any type of machine readable storage device and/or storage disk and to exclude
propagating signals and to exclude fransmission media.

[0045] As used herein, when the phrase "at least” is used as the
transition term in a preambile of a claim, it is open-ended in the same mannser as
the term "comprising” is open ended. As used herein the term “a” or “an” may
mean “at least one,” and therefore, “a” or “an” do not necessarily limit a
particular element to a single element when used {0 describe the element. As
usead herein, when the {erm "o’ is used in a series, i is notl, uniess ctherwise
indicated, considered an “exclusive or”

[6046]FIG. 9 is a block diagram of an example processor platform 800
capable of execuling the instructions of FIGS. 6, 7, and/or 8 to implement the
crypto-payment manager 112 of FIG. 2. The example processor platform 500
may be or may be included in any type of apparatus, such as a server (e.q., a
key server), a personal computer, or any other type of compuiling device.

[8047] The processor platform 900 of the illustrated example of FIG. 8
includes a processor 812, The processor 812 of the illustraled example is
hardware. For example, the processor 912 can be implemented by at least one
integrated circult, logic circuit, microprocessor or controller from any desired
family or manufacturer.

[0048] The processor 912 of the illustrated example includes a local
memory 813 {e.g., a cache). The processor 912 of the illusirated example is in
communication with a main memory including a volatile memory 914 and a non-
volatile memory 918 via a bus 818. The volatile memory 814 may be
implemented by Synchronous Dynamic Random Access Memory (SDRAM),
Dynamic Random Access Memory (DRAM), RAMBUS Dynamic Random
Access Memory (RDRAM) and/or any other type of random access memory
device. The non-volatile memory 816 may be implemented by flash memory
and/or any other desired type of memory device. Access to the main memory
914, 916 is conirolied by a memory coniroller.

180491 The processor platform 900 of the llustrated example also

includes an interface circuit 920. The interface circuit 820 may be implemented
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by any type of inlerface standard, such as an Ethernet interface, a universal
serial bus (USB), and/or a peripheral component interconnect (PCI) express
interface.

(8050 in the illusirated example, at least one input device 822 is
connected to the inlerface circuit 920, The input device(s) 922 permit(s) a user
to enter data and commands into the processor 812, The input device(s) can be
impiemented by, for example, an audio sensor, a microphone, a camera (still or
video), a keyboard, a button, a mouse, a touchscreen, a track-pad, a trackbali,
isopoint and/or a voice recognition system.

180511 At least one output device 924 is also connecied to the interface
circuit 820 of the illustraied exampie. The output device(s) 824 can be
implementad, for example, by display devices {(e.q., a light emitling diode (LED},
an organic light emitting diode (OLED), a liquid crystal display, a cathode ray
tube display {CRT), a fouchscreen, a tactile output device, a light emitting diode
{LED), a printer and/or speakers). The interface circuit 920 of the illustrated
exampie, thus, may include a graphics driver card, a graphics driver chip or a
graphics driver processor.

[0052] The interface circuit 920 of the illustrated example also includes a
communication devica such as a ransmitter, a receiver, a fransceiver, a modeam
and/or network interface card 1o faciliiate exchange of data with external
machines (&.g., computing devices of any kind) via a network 828 (e.g., an
Ethernet connection, a digital subscriber line (DGL), a telephone line, coaxial
cable, a cellular telephone system, etc}.

18053] The processor platform 900 of the llustrated example also
includes at least one mass storage device 928 for storing execuiable
instructions (e.g., software) and/or data. Exampies of such mass storage
device(s) 928 include floppy disk drives, hard drive disks, compact disk drives,
Blu-ray disk drives, RAID systems, and digital versatile disk (DVD) drives.

[0054] The coded instructions 832 {e.q., to analyze key requesis, to
manage wallets, to authorize key use} of FIGS. 6, 7, and/or 8 may be siored in

the mass storage device 928, in the local memory 913 in the volatile memory
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914, in the non~-volatile memory 916, and/or on a removabile tangible machine
readable storage medium such as a CD or DVD. The

[0055] From the foregoing, it is 1o be appreciated that the above
disclosed methods, apparatus and articles of manufacture enabie authorization
of cryptographic keys based cryptocurrency payments managed an maintained
in cryptocurrency wallets corresponding to requests for the cryplographic keys.
Accordingly, in examples herein, an entity or user may receive a key service
from a key server anonymously. For example, a key requester may receive
authorization o use a cryptographic key based on a cryptocurrency payment
without establishing a relationship or agreement with the key server.
Furthermore, examples enable a pay-per-use key service and/or a pay-per-time
period key service {e.9., a license) without any contractual agreement between
the user or entity and the key server.

[0058] Although cerfain example methods, apparatus and articles of
manufacture have been disciosed herein, the scope of coverage of this patent is
not limited thereto. On the contrary, this patent covers all methods, apparatus
and articles of manufacture fairly falling within the scope of the claims of this

patent.
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CLAIMS

What is claimed is;

1. A method comprising:

analyzing a request for a cryptographic key of a key server, the request
received from a requesting device and the cryptographic key used to decrypt or
encrypt a message of the reguest;, and

authorizing use of the cryptographic key to decrypt or encrypt the
message based on a balance in a cryptocurrency wallet associated with the

request.

2. The method as defined in claim 1, further comprising withdrawing funds
from the cryptocurrency wallet in response o the key being used {o decrypt or

encrypt the message.

3. The method as defined in claim 1, further comprising verifying that the
balance indicates an active status for use of the cryptographic key during a

period of time including the time of receiving the request.

4. The method as defined in claim 1, further comprising identifying the

cryplocurrency wallet based on the reqguest.

8. The mathod as defined in claim 4, further comprising identifying the
cryptocurrency wallet for the request based on an identifier of the message

indicated in the request.
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6. The method as defined in claim 1, further comprising:

in response (o determining that the cryplocurrency account dees not
include a threshold balance for the balance to authorize use of the
crypiographic key, promptling the requesting device to deposit crypiocurrency

into the cryptocurrency account to enable the threshold balance o be satisfied.

7. The method as defined in claim 8, further comprising:

receiving a second request for the cryptographic key from the requesting
device after the requesting device deposited cryplocurrency into the
cryptocurrency account that satisfies the minimum balance; and

authorizing the use of the cryptographic key based on the second

request and the minimum balance of the cryptocurrency account being satisfied.

8. The method as defined in claim 6, wherein the prompting the requesting
device to deposit crypiocurrency comprises prompting user authorization o

deposit the cryptocurrency.

9. The method as defined in claim 1, further comprising generating the
cryplocurrency wallet when a cryptocurrency wallet does not exist for the
request; and

requesting the requesting device o deposit a crypto-payment into the

cryptocurrency wallet for the request.
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10.  The method as defined in claim 9, wherein the cryptocurrency wallet is

identified in a database based on an identifier of the message.

1. An apparatus comprising:

a request receiver 1o receive a requesi at a key server for a crypiographic
key, the cryptographic key to encrypt or decrypt a message of the reguest, the
request received from a requesting device,;

a wallet manager o determing a state of a crypiocurrency wallet
associated with the request, the stale indicating whether threshold cryplo-
payments have been made to the key server for the message; and

a key authorizer to authorize use of the cryptographic key based on the

state of the cryptocurrency wallet.

12. The apparatus as defined in claim 11, wherein the threshold crypto-

paymenis correspond o a threshoid balance to use the cryptographic key.

13. The apparatus as defined in claim 11, wherein the threshold crypto-

payments correspond to a time period to use the crypltographic key.

14. A non-transitory computer readable storage medium comprising
instructions that, when execuied, causs a machine to at least

generate a cryptocurrency wallet in response o receiving a first request
for cryptographic key service, the cryptocurrency wallet identified by a message

identifier of a message in the request; and
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apply a crypto-payment to the cryptocurrency wallet; and
authorize use of the cryptographic key based on the crypto-payment in
response o receiving a second request for cryptographic key service of the

message.

15.  The non-transitory machine readable medium of claim 14, wherein the
first request for cryptographic service comprises a request to encrypt the
message and the second request for cryptographic service comprises a request

to decrypt the message.

.24 .



WO 2017/184160

12@ww\

1/9

/wm11ﬂ

PCT/US2016/028788

J/M100

KEY SERVER

CRYPTO-PAYMENT
MANAGER

112

KEY

REQUESTER| |I*

o

FIG. 1

130

CRYPTO-
CURRENCY
SYSTEM




WO 2017/184160

2/9

CRYPTO-PAYMENT MANAGER

/—'2"5{)

REQUEST
RECEIVER

220

WALLET
MANAGER

/f“230

KEY
AUTHORIZER

FIG. 2

PCT/US2016/028788

me112



PCT/US2016/028788

WO 2017/184160

3/9

€ old

G0E

A W04 LS3IN0EY
P0oe

=AM 4O 38N QMNEQE%WWN,

E—JOVSSIN A LdAMONT F8VIVAY 40 NOWVOIHILON

A

A3 O ,m,wmﬂ.mﬁmmqﬂa

e0g g

A O ISN GHZRHOHLNY -3
c0g

10}

HAL83N03Y
A
NOLJAH O3

HIADYNYIA
LNDWAYA
~OLldAdD

d43183N03Y
AA
NOILdAHONI

- yee

/.lﬁm /Imwm

B

€ wonaee enmnan  aomnan  wemnas  asoann  aanaw  vosoan  oanaan  wanane  Gannas  Gaanan  aAans  aacaay



PCT/US2016/028788

WO 2017/184160

4/9

¥ oOld

4 4

&AM HO 38N JIZHOHLNY
L0V e

e AN WO LS3N0IY
90y

N
IOV S IN G LJAHONT A8V HVAY 40 NOILVOIHILON

>mmeMWDQMNEGEFD<@
N 2017

G NSWNAYd-Old A Ow,ﬂu
1504

———=GONND INSIOHANSN

cOv
e AT WO %wMD@mmg
18174
HA1S3N03Y HIOYNYIN HI3LSIN0IY
A ANDWAY A A
NOILJAY O3 ~OldAdD NOLLJAHONZ
- LAY - Ccly - A

B

3 s wnuen e omuen  aAA SUAUY GRS GO WY AAUNS  RAAUND GRS SRR



PCT/US2016/028788

WO 2017/184160

5/9

G oOld

A & A
A 40 8N GIZRICHLNY
L0G g
P | NINAY O L AMD
209
E—SONNd INJIOIHANSNI w
0% 7
e A M WO 1SIN0IY
1483°)
@——JOVSSIN U3 LdAMONI FEYIVAY H0 ZOmsmi{UmumPQmei
0%
ATM 4O ISN GH2IRH0H N3
N <0G
e AT O hwmm\dﬁmmwﬁ,‘;
LOS
HAL83N03Y HIADYNYIA d43183N03Y
A LNDWAYA AA
NOLJAH O3 ~OLldAdD NOILdAHONI
- 1A%, - A3 - Cceh

B

€ wonaee enmnan  aomnan  wemnas  asoann  aanaw  vosoan  oanaan  wanane  Gannas  Gaanan  aAans  aacaay



WO 2017/184160 PCT/US2016/028788

6/9

f 600

( START >
I

ANALYZE A REQUEST FOR A CRYPTOGRAPHIC
KEY OF A KEY SERVER, THE REQUEST 610
RECEIVED FROM A REQUESTING DEVICE AND V¥
THE CRYPTOGRAPHIC KEY USED TO DECRYPT
OR ENCRYPT A MESSAGE OF THE REQUEST

!

AUTHORIZE USE OF THE CRYPTOGRAPHIC KEY
TO DECRYPT OR ENCRYPT THE MESSAGE | 820

BASED ON A BALANCE IN A CRYPTOCURRENCY
WALLET ASSOCIATED WITH THE REQUEST

FIG. 6



WO 2017/184160 PCT/US2016/028788

719

/- 700

< START >

k4

IDENTIFY CRYPTOCURRENGCY WALLET 10
BASED ON A REQUEST FOR A -
CRYPTOGRAPHIC KEY

THRESHOLD BALANGE OR STATUS X
OF CRYPTOCURRENCY WALLET
FOR THE REQUEST SUFFICIENT?

I

o (30
REQUEST DEPOSIT OF CRYPTO-
CURRENCY INTO CRYPTOCURRENCY
WALLET
740
AUTHORIZE USE OF KEY -

FIG. 7



WO 2017/184160 PCT/US2016/028788

8/9

f 800

( START >

¥

GENERATE A CRYPTOCURRENCY WALLET IN

RESPONSE TO RECEIVING A FIRST REQUEST

FOR CRYPTOGRAPHIC KEY SERVICE, THE |~ 810

CRYPTOCURRENCY WALLET IDENTIFIED BY A

MESSAGE IDENTIFIER OF A MESSAGE IN THE
REQUEST

I

APPLY A CRYPTO-PAYMENT TO THE 820
CRYPTOCURRENCY WALLET

i

AUTHORIZE USE OF THE CRYPTOGRAPHIC KEY
BASED ON THE CRYPTO-PAYMENT IN 830
RESPONSE TO RECEIVING A SECOND REQUESTY
FOR CRYPTOGRAPHIC KEY SERVICE OF THE
MESSAGE

FIG. 8



WO 2017/184160 PCT/US2016/028788

9/9

[ 900
; mmmmmmmmmmmmmmmmmmmmmm _.__.______2 — 932
! | CRYPTO-PAYMENT

928
i TN L § MANAGER
| VOLATILE I MASS ; INSTRUCTIONS

o Lol

; WMEMORY WSTORAGE Lm TR REY
3 930 932 | REQUESTS
3 972 |
| £ § MANAGE WALLETS
| 916 INPUT |
; DEVICE(S) | RUTHORTZE
| NON-VOLATILE | ; KEY USE
| MEMORY [©® §
! \_ 932 i . s
; ¢—3| INTERFACE |« § NETWORK <
|92 ; 26
|
| PROCESSOR Vo
| LOCAL |
i MEMORY & QUTPUT ;
| DEVICE(S)
! | 918 ) |
| N 932 N\~ 918 |
| |

FIG. 9



INTERNATIONAL SEARCH REPORT

International application No.
PCT/US2016/028788

A.

CLASSIFICATION OF SUBJECT MATTER

G06Q 20/40(2012.01)i, GO6Q 20/38(2012.01)i

According to International Patent Classification (IPC) or to both national classification and [PC

B.

FIELDS SEARCHED

Minimum documentation searched (classification system followed by classification symbols)
G06Q 20/40; HO4L 9/08; G06Q 20/36; GO6Q 20/38; G06Q 20/22

Documentation searched other than minimum documentation to the extent that such documents are included in the fields searched
Korean utility models and applications for utility models
Japanese utility models and applications for utility models

Electronic data base consulted during the international search (name of data base and, where practicable, search terms used)
cKOMPASS(KIPO internal) & Keywords: cryptographic key, authorization, cryptocurrency wallet, balance

See abstract, claims 10-16 and figures 3-4.

C. DOCUMENTS CONSIDERED TO BE RELEVANT
Category* Citation of document, with indication, where appropriate, of the relevant passages Relevant to claim No.
A US 2014-0003608 A1 (DARK MATTER LABS INC.) 02 January 2014 1-15
See abstract, claims 1,9 and figures 1,11-13.
A US 2015-0287026 A1 (MODERNITY FINANCIAL HOLDINGS, LTD.) 08 October 2015 1-15
See abstract, paragraphs [0012]-[0013],[0032]-[0034], claims 15-20 and
figure 2.
A US 2016-0071096 A1 (ANDREW ROSCA) 10 March 2016 1-15
See abstract, claims 1-20 and figure 1.
A WO 2015-144971 A1 (NOKIA TECHNOLOGIES OY) 01 October 2015 1-15
See abstract, claims 1,4,8-9 and figure 1.
A KR 10-2016-0024185 A (IVO CO., LTD.) 04 March 2016 1-15

|:| Further documents are listed in the continuation of Box C.

See patent family annex.

20 January 2017 (20.01.2017)

* Special categories of cited documents: "T" later document published after the international filing date or priority
"A" document defining the general state of the art which is not considered date and not in conflict with the application but cited to understand
to be of particular relevance the principle or theory underlying the invention
"E" carlier application or patent but published on or after the international "X" document of particular relevance; the claimed invention cannot be
filing date considered novel or cannot be considered to involve an inventive
"L"  document which may throw doubts on priority claim(s) or which is step when the document is taken alone
cited to establish the publication date of another citation or other "Y" document of particular relevance; the claimed invention cannot be
special reason (as specified) considered to involve an inventive step when the document is
"O" document referting to an oral disclosure, use, exhibition or other combined with one or more other such documents,such combination
means being obvious to a person skilled in the art
"P"  document published prior to the international filing date but later "&" document member of the same patent family
than the priority date claimed
Date of the actual completion of the international search Date of mailing of the international search report

20 January 2017 (20.01.2017)

Name and mailing address of the [SA/KR

Facsimile No. +82-42-481-8578

International Application Division
¢ Korean Intellectual Property Office
189 Cheongsa-ro, Seo-gu, Daejeon, 35208, Republic of Korea

Authorized officer

JANG, Gijeong

Telephone No.

+82-42-481-8364

Form PCT/ISA/210 (second sheet) (January 2015)




INTERNATIONAL SEARCH REPORT International application No.

Information on patent family members PCT/US2016/028788

Patent document Publication Patent family Publication

cited in search report date member(s) date

US 2014-0003608 Al 02/01/2014 US 2013-0163753 Al 27/06/2013
US 8712044 B2 29/04/2014
US 8774403 B2 08/07/2014
WO 2013-084054 Al 13/06/2013
WO 2014-001894 Al 03/01/2014

US 2015-0287026 Al 08/10/2015 None

US 2016-0071096 Al 10/03/2016 None

WO 2015-144971 Al 01/10/2015 None

KR 10-2016-0024185 A 04/03/2016 None

Form PCT/ISA/210 (patent family annex) (January 2015)



	Page 1 - front-page
	Page 2 - front-page
	Page 3 - description
	Page 4 - description
	Page 5 - description
	Page 6 - description
	Page 7 - description
	Page 8 - description
	Page 9 - description
	Page 10 - description
	Page 11 - description
	Page 12 - description
	Page 13 - description
	Page 14 - description
	Page 15 - description
	Page 16 - description
	Page 17 - description
	Page 18 - description
	Page 19 - description
	Page 20 - description
	Page 21 - description
	Page 22 - description
	Page 23 - claims
	Page 24 - claims
	Page 25 - claims
	Page 26 - claims
	Page 27 - drawings
	Page 28 - drawings
	Page 29 - drawings
	Page 30 - drawings
	Page 31 - drawings
	Page 32 - drawings
	Page 33 - drawings
	Page 34 - drawings
	Page 35 - drawings
	Page 36 - wo-search-report
	Page 37 - wo-search-report

