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(57) Abstract: Introduced here are computer programs and computer-implemented techniques for building, training, or otherwise
developing models of the behavior of employees across more than one channel used for communication. These models can be stored in
profiles that are associated with the employees. At a high level, these profiles allow behavior to be monitored across multiple channels
so that deviations can be detected and then examined. Moreover, remediation may be performed if an account is determined to be

compromised based on its recent activity.
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MULTICHANNEL THREAT DETECTION FOR PROTECTING
AGAINST ACCOUNT COMPROMISE

CROSS-REFERENCE TO RELATED APPLICATIONS

[0001] This application claims priority to US Provisional Application No.
62/984,108, titled “Multichannel Support of Email-Focused Threat Detection
Technologies” and filed on March 2, 2020, which is incorporated by reference

herein in its entirety.
TECHNICAL FIELD

[0002] Various embodiments concern computer programs and associated
computer-implemented techniques for developing computer-implemented models
that are able to examine communications across different channels to discover

instances of account compromise.
BACKGROUND

[0003] Account compromise is an exploit in which an unauthorized entity (also
referred to as an “attacker”) gains access to the account of an employee of an

enterprise (also referred to as a “business,” “company,” or “organization”) and
then imitates the employee. Examples of accounts include email accounts,
messaging accounts, and accounts with integrated third-party services. By
stealing the employee’s identity, the attacker can defraud the enterprise and its
employees, customers, and vendors. Collectively, these individuals may be

referred to as the “targets” of the attacker.

[0004] Account compromise can take a variety of different forms. In many
cases, attackers will focus their efforts on employees who have access to
sensitive financial information or who are responsible for financial tasks such as
paying invoices or initiating wire transfers. For example, an attacker may mimic
the identity of an employee on an enterprise network (also referred to as a
“business network,” “company network,” or “organization network”) to trick a

target into providing the account number of a financial account associated with
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the enterprise. As another example, an attacker may mimic the identity of an
employee on an enterprise network to trick the target into providing sensitive
information that is not publicly known.
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BRIEF DESCRIPTION OF THE DRAWINGS

[0005] Figure 1 illustrates how a threat detection platform may employ a multi-
tiered approach to aggregate information (also referred to as “signals”) related to
the employees of an enterprise, examine the signals to discover compromise
signals that may be indicative of account compromise, and then enact

remediation actions to address the threat to an enterprise.

[0006] Figure 2 depicts an example of a platform able to detect threats to an
enterprise network (also referred to as a “customer network” or “corporate

network™) posed by accounts belonging to employees.

[0007] Figure 3 illustrates how profiles can be maintained for an individual
(“Person A”) across more than one channel.

[0008] Figure 4 includes a high-level illustration of a process for scoring

communications so as to quantify the threat of those communications.

[0009] Figure 5 includes a high-level illustration of a process for building
models to be used to detect attacks using historical examples of communications

across one or more channels.

[0010] Figure 6 includes a high-level illustration of a process for independently
generating histories of sign-in events for different accounts associated with
different channels, and then combining the histories into a record for the
individual associated with those different accounts.

[0011] Figure 7 includes a high-level illustration of a process for producing
scores for sign-in events that indicate the degree of similarity to past sign-in

events.

[0012] Figure 8 includes a flow diagram of a process for discovering
compromise across multiple channels used by employees of an enterprise to

communicate.

[0013] Figure 9 includes a flow diagram of a process for discovering instances

of compromise across multiple channels.

3
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[0014] Figure 10 includes a flow diagram of a process for monitoring threats
across multiple cloud-based communication products that are accessible to
employees of an enterprise.

[0015] Figure 11 includes a flow diagram of a process for performing cross-
channel threat detection on behalf of an enterprise.

[0016] Figure 12A-D depict examples of interfaces that identify possible
threats to the security of an enterprise posed by communications across various

channels.

[0017] Figure 13 depicts an example of an integration page through which an

individual may integrate a threat detection platform with third-party services.

[0018] Figure 14 depicts an example of a threat log that includes an
engagement column that indicates whether employees engaged with a

communication indicative of a possible threat.

[0019] Figure 15 depicts several examples of campaign activity panels for
possible threats.

[0020] Figure 16 depicts an example of a screenshot illustrating how an
enterprise can create an application to be integrated with Splunk.

[0021] Figure 17 is a block diagram illustrating an example of a processing
system in which at least some operations described herein can be implemented.

[0022] Various features of the technologies described herein will become
more apparent to those skilled in the art from a study of the Detailed Description
in conjunction with the drawings. Embodiments are illustrated by way of example
and not limitation in the drawings. While the drawings depict various
embodiments for the purpose of illustration, those skilled in the art will recognize
that alternative embodiments may be employed without departing from the
principles of the technologies. Accordingly, while specific embodiments are
shown in the drawings, the technology is amenable to various modifications.
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DETAILED DESCRIPTION

[0023] Account compromise (also referred to as “account takeover”)
essentially represent a form of identity theft. ldentity theft involves stealing and
then utilizing personally identifiable information (PII) like a driver license number,
mailing address, or Social Security number. Account compromise, meanwhile, is
a form of identity theft in which an attacker uses credentials to gain access to an
account. For the purpose of illustration, embodiments may be described in the
context of email accounts; however, those skilled in the art will recognize that the
technology is similarly applicable to other types of accounts.

[0024] Traditionally, enterprises have protected themselves against business
email compromise (BEC) campaigns - including those involving account
compromise - by employing various defenses. For example, an enterprise may
employ a filter that quarantines malicious emails, a blacklist that identifies
malicious domains, or an identification scheme that causes internal emails to be
visually distinguishable from external emails. These approaches are largely
ineffective against account compromise, however. For this reason, account
compromise often results in a series of fraudulent transactions that may be
difficult, if not impossible, to fully remediate. This is problematic due to the

significant threat of account compromise.

[0025] To address this issue, some enterprises have begun employing threat
detection platforms that are designed to identify threats to those enterprises. As
an example, a threat detection platform may examine the digital activities
performed with email accounts associated with employees of an enterprise to
determine whether any email accounts are exhibiting abnormal behavior. The
threat detection platform can train a computer-implemented model (or simply
“model”) using information related to digital activities that were performed with an
email account in the past in order to create a trained model that understands
what constitutes normal behavior of that email account. Generally, these models
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are based on one or more machine learning algorithms, and thus may also be

referred to as “machine learning models” or “ML models.”

[0026] Employees have begun to increasingly communicate with one another
over channels other than email, however. For example, employees may prefer to
communicate with one another via a business communication platform (or simply
“‘communication platforms”). Examples of communication platforms (also referred
to as “messaging platforms”) include Slack®, Microsoft Teams™, and Google
Chat™. In fact, much of the internal communication that has historically occurred

over email now takes place on communication platforms.

[0027] Introduced here, therefore, is a threat detection platform that is able to
build, train, or otherwise develop models that are representative of the behavior
of accounts across more than one channel. At a high level, the threat detection

platform is able to:

o Build models that are representative of behavioral profiles for

employees across various channels;

o Detect threats delivered through those various channels; and
o Identify instances of account compromise across those various
channels.

The threat detection platform may develop models in several different ways.
Normally, each model is produced based on the digital activities performed with a
corresponding account on a corresponding channel. As an example, assume that
the threat detection platform is interested in better understanding the behavior of
employees with respect to a collaboration suite (also referred to as a “productivity
suite”) through which emails can be sent and received. In such a scenario, the
threat detection platform may produce a model for each employee that is based
on emails that were sent or received with a corresponding account in the past.
Alternatively, the threat detection platform could generate a model that is
representative of the behavior of an account associated with an employee on one
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channel and then extend the model using communications from another channel.
Thus, a model could be trained using past communications on more than one
channel to improve robustness and usefulness. Such an approach may enable
the threat detection platform to better understand when digital activities are
legitimately unusual. Examples of channels include email channels, messaging
channels (also referred to as “chat channels”), discussion forums, intranets,
management tools (also referred to as “collaboration tools™), conferencing tools,
and social media tools.

[0028] As further discussed below, a threat detection platform can improve its
ability to detect threats to enterprises by monitoring the digital activities that are
performed with accounts across a range of channels. Thus, the threat detection
platform may be responsible for detecting external attacks, internal attacks, and
instances of account compromise. Such an approach enables the threat
detection platform to better address these threats. For example, upon detecting a
threat, the threat detection platform may initiate a remediation action with respect
to one or more accounts. Assume, for example, that the threat detection platform
determines that an account associated with an individual may be compromised
based on analysis of digital activities performed with the account. In such a
scenario, the threat detection platform may perform a remediation action with
respect to the account. Moreover, the threat detection platform may perform
remediation actions with respect to one or more other accounts associated with
the same individual. Examples of remediation actions include triggering a
password reset, generating a notification, and logging into a Security Information
and Event Management (SIEM) tool. In some embodiments, if the threat
detection platform observes and then remediates, for example, an inbound email-
based attack, then the threat detection platform could perform (or prompt
performance of) an additional remediation action in another tool. For instance,
the threat detection platform could push information regarding the inbound email-
based attack to a SIEM tool or firewall.
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[0029] Embodiments may be described in the context of a certain channel or
a certain combination of channels for the purpose of illustration. However, those
skilled in the art will recognize that that the technology could be employed to
inhibit the impact of compromise of accounts across various channels. Moreover,
embodiments may be described in the context of a certain type of digital activity,
such as the transmission of an email via a collaboration suite or a message via a
communication platform, for the purpose of illustration. However, those skilled in
the art will recognize that the technology is equally applicable to other types of
digital activities.

[0030] Embodiments may also be described in the context of computer-
executable instructions for the purpose of illustration. However, aspects of the
technology can be implemented via hardware, firmware, or software. As an
example, a set of algorithms representative of a model may be applied to data
related to a digital activity performed with an account in order to establish a
likelihood that the account is compromised. This model may produce, as output,
a score that is indicative of the deviation from past digital activities performed
with the account, and this score may be used to establish what remediation

actions, if any, are necessary.

Terminology

[0031] References in the present disclosure to “an embodiment” or “some
embodiments” mean that the feature, function, structure, or characteristic being
described is included in at least one embodiment. Occurrences of such phrases
do not necessarily refer to the same embodiment, nor are they necessarily

referring to alternative embodiments that are mutually exclusive of one another.

[0032] The terms “comprise,” “comprising,” and “comprised of” are to be
construed in an inclusive sense rather than an exclusive sense (i.e., in the sense
of “including but not limited t0”). The term “based on” is also to be construed in
an inclusive sense rather than an exclusive sense. Thus, unless otherwise noted,

the term “based on” is intended to mean “based at least in part on.”
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[0033] The terms “connected,” “coupled,” and variants thereof are intended to
include any connection or coupling between two or more elements, either direct
or indirect. The connection/coupling can be physical, logical, or a combination
thereof. For example, elements may be electrically or communicatively coupled
to one another despite not sharing a physical connection.

[0034] The term “module” may refer broadly to software, firmware, and/or
hardware. Modules are typically functional components that generate one or
more outputs based on one or more inputs. A computer program may include or
utilize one or more modules. Thus, a computer program may utilize multiple
modules that are responsible for completing different tasks or a single module
that is responsible for completing all tasks.

[0035] When used in reference to a list of multiple items, the word “or” is
intended to cover all of the following interpretations: any of the items in the list, all

of the items in the list, and any combination of items in the list.

[0036] The sequences of steps performed in any of the processes described
here are exemplary. However, unless contrary to physical possibility, the steps
may be performed in various sequences and combinations. For example, steps
could be added to, or removed from, the processes described here. Similarly,
steps could be replaced or reordered. Thus, descriptions of any processes are
intended to be open-ended.

Overview of Threat Detection Platform

[0037] A threat detection platform can be designed to discover possible
instances of account compromise, external attacks, or internal attacks in order to
identify threats to the security of an enterprise. As further discussed below,
internal and external attacks can be medium non-specific. Thus, a threat
detection platform could be programmed to identify different types of
compromised accounts. Similarly, a threat detection platform could be
programmed to identify attacks in different channels (also referred to as “forums”)
of communication, such as email, chat, and the like. For example, a threat

9
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detection platform may be configured to examine the digital activities performed
with accounts associated with employees of the enterprise to determine whether
any of these accounts are exhibiting abnormal behavior. For each account, this
determination could be based on the nature of the digital activities performed with
that account and/or the other accounts with which that account has interacted.
While embodiments may be described in the context of email accounts, those
skilled in the art will recognize that the threat detection platform could monitor
digital activities performed with other types of accounts, such as accounts for
messaging platforms, integrated third-party services, etc.

[0038] Generally, an account will be identified as possibly compromised if the
threat detection platform discovers that the account either (i) performed at least
one digital activity that deviated from past behavior in a meaningful way or (ii)
performed at least one digital activity that increased the risk to the security of the
enterprise. One example of a digital activity that increases the risk to the security
of the enterprise is the transmission of a message (e.g., via a communication
platform, such as Microsoft Teams or Slack) that includes a uniform resource
locator (URL) for a phishing page. Other examples of risky digital activities
include the transmission of a fraudulent invoice via internal email and the
transmission of a phishing attack via internal email. The term “internal email”
refers to emails sent within an enterprise (e.g., from an email account associated
with one employee to an email account associated with another employee).
Generally, internal emails are delivered via an enterprise mail system (also
referred to as a “corporate mail system”) without traversing the Internet. The
term “external email,” meanwhile, may refer to emails that are received from, or

transmitted to, addresses external to the enterprise.

[0039] As further discussed below, the threat detection platform may build a
separate model for each account associated with an enterprise that is
representative of the normal behavior of the corresponding employee. The threat
detection platform can compare the digital activities performed with each account

to the corresponding model to see whether any deviations exist. Deviations may

10
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be indicative of potential compromise since it means the behavior of the account
has changed. By establishing what constitutes normal behavior on a per-
employee basis, the threat detection platform can more readily discover and then
address instances of account compromise before the enterprise is harmed.

[0040] Moreover, the threat detection platform may leverage machine
learning, heuristics, rules, or human-in-the-loop feedback to improve its ability to
discover instances of account compromise. For example, the threat detection
platform may employ a series of rules that separately examine attributes of a
communication generated by an account. Note that the term “communication”
may be used to refer to emails, messages, and the like. Examples of attributes
include time of transmission, geographical origin, sender identity, sender account
identifier (e.g., email address or phone number), recipient identity, recipient
account identifier, subject, body content, presence or content of attachments, etc.
Based on these attributes, the series of rules may indicate whether the account
should be examined further due to suspected compromise.

[0041] If the threat detection platform determines that an account may be
compromised, the threat detection platform may automatically determine which
remediation actions, if any, are appropriate. The remediation actions may depend
on the confidence level of the threat detection platform in its determination, the
types of digital activities that prompted suspicion, or the threat posed by the
compromise. For example, if the threat detection platform determines there is a
low likelihood that the email account has been compromised, then the threat
detection platform may simply identify the account as needing further monitoring.
However, if the threat detection platform determines there is a high likelihood that
the account has been compromised, then the threat detection platform may
restrict access to an enterprise network or prevent further digital activities from
being performed. For instance, the threat detection platform could temporarily
divert communications generated by the account into a quarantine environment
until further analysis can occur. As another example, the threat detection platform

may terminate all active sessions of the account and prompt the true owner to

11
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reset her password. As another example, the threat detection platform may post
a notification that specifies the account may be compromised in a chat thread in
which the account participates. As further discussed below, the likelihood that the
account has been compromised may be determined based on the volume,
nature, or type of digital activities performed with the account under examination.

[0042] To gain a more holistic understanding of the threats experienced by an
enterprise, the threat detection platform may apply an integrative multichannel
approach for discovering inbound attacks and instances of account compromise.
The term “inbound attack” refers to attacks from external third parties (also
referred to as “attackers”) external to the enterprise, while the term “ account
compromise” refers to internal attacks (also referred to as “intra-enterprise
attacks”) that are launched from a compromised account associated with an
employee of the enterprise. For account compromise, integration may be useful
as a means to add information that is needed to establish the risk and
appropriate remediation actions. Meanwhile, the multichannel approach may be
useful as a means to inform or bolster suspected instances of account
compromise, as well as detect malicious activities and perform remediation
actions. For instance, the threat detection platform may determine that a given
account (e.g., jane.doe@company.com) appears to be compromised based on
one or more digital activities that were performed with the given account on a
communication platform, such as Microsoft Teams or Slack. To follow up, the
threat detection platform may build an account compromise case, but may also
take some remediation action on messages posted by the given account on a
channel corresponding to the communication platform. For example, the threat
detection platform could post a notification (also referred to as a “bot warning”) to
warn others of the compromise, delete messages generated by the given

account, etc.

[0043] Figure 1 illustrates how a threat detection platform 100 may employ a
multi-tiered approach to aggregate information (also referred to as “signals”)

related to the employees of an enterprise (step 101), examine the signals to

12
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discover compromise signals that may be indicative of account compromise (step
102), and then enact remediation actions (step 103) to address the threat to an

enterprise.

[0044] The threat detection platform 100 can be completely integrated within
the enterprise environment. For example, the threat detection platform may
receive input indicative of an approval by an individual (e.g., an administrator
associated with the enterprise) to access data related to the digital activities
performed with accounts associated with employees of the enterprise. The data
may include, for example, information on emails (e.g., incoming emails and
outgoing emails), messages, third-party service usage (e.g., access events,
access locations, document views, and document requests), intranet usage (e.g.,
access events, queries, and document views), telephonic activity, mail filters,
mail groups, sign-in events, identity risk events, active directory, accessed
documents, etc. The approval may be given through an interface generated by
the threat detection platform 100. For example, the individual may access an
interface generated by the threat detection platform 100 and then approve
access to the data as part of a registration process.

[0045] Then, the threat detection platform 100 can establish a connection with
one or more storage mediums that include the data via corresponding application
programming interfaces (APIs). For example, the threat detection platform 100
may establish, via an API, a connection with a computer server managed by the
enterprise or some other entity on behalf of the enterprise. The threat detection
platform 100 can download the data from the storage medium(s) in a
programming environment managed by the threat detection platform 100. For
instance, the threat detection platform 100 may obtain information regarding the
outgoing messages, intranet access events, outgoing emails, mail filters, or sign-
in events associated with each account managed by the enterprise. As further
discussed below, the threat detection platform 100 may process the information
in order to define a series of digital activities performed with each account over

13
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time. The information that defines each digital activity may be referred to as a

“signal.”

[0046] Accordingly, the threat detection platform 100 may be designed to
obtain and/or monitor data in at least one datastore via respective APls,
aggregate the data in these datastores, and then canonicalize the data into a
single event stream in order to perform behavioral analysis (e.g., by detecting
deviations in behavior). Such an approach ensures that the data in these various
datastores (also referred to as “databases”) can be holistically monitored to gain
a better understanding of behavioral patterns on a per-account, per-employee, or
per-enterprise basis. Since the data can be accessed via APls, direct integration

(e.g., into the computing environment of an enterprise) normally is not necessary.

[0047] In some embodiments, the threat detection platform 100 is
programmed to build a separate machine learning (ML) model for each employee
based on the retrospective information regarding the digital activities performed
with the corresponding account in order to better identify instances of account
compromise in near real time. For example, the threat detection platform 100
may ingest digital activities performed with an account over the last six months,
and then the threat detection platform may build an ML model that understands
how the account normally accesses a collaboration suite or communication
platform (e.g., based on sign-in events, geographical location, etc.). As another
example, the threat detection platform may build an ML model that understands
how the account normally communicates internally (e.g., with other employees
via a collaboration suite or communication platform). The ML model may help
identify when the behavior of the account has changed.

[0048] Such an approach allows the threat detection platform 100 to employ
an effective ML model nearly immediately upon receiving approval from the
enterprise to deploy it. Unlike conventional security products that only have
access moving forward in time (i.e., after receiving the approval), the threat
detection platform 100 may employ a backward-looking approach to develop ML

14
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models that are effective upon deployment. Such an approach also enables the
threat detection platform to go through a repository of past digital activities to
identify whether any accounts should presently be suspected of compromise.

[0049] The aforementioned API-based approach provides a consistent way of
looking at information related to the digital activities performed with accounts
belonging to employees of an enterprise. Because the threat detection platform
100 can directly access the communications transmitted and received by these
accounts, the threat detection platform 100 can examine the communications
that are invisible to standard integration solutions. For example, a SEG
integration that occurs through the mail exchanger (MX) record will only be able
to see external emails arriving from, or destined for, external sources. The only
way to make internal emails visible to the SEG integration would be to externally
reroute the emails through the gateway, and purely internal communications

such as messages are completely invisible to the SEG integration.

[0050] The threat detection platform 100 may design, generate, and train the
ML models to discover possible instances of account compromise by examining
the aggregated signals. As shown in Figure 1, the threat detection platform 100
can parse the aggregated signals to identify compromise signals (also referred to
as “indicators of compromise”) that indicate an account may be compromised,
and then the threat detection platform can determine the risk to the enterprise
based on the compromise signals. The term “compromise signal,” as used
herein, may refer to information related to a digital activity that indicates the
corresponding account may be compromised. One example of a compromise
signal is a URL for a phishing page discovered in the body of a message
delivered via a communication platform, such as Slack, Microsoft Teams, or
Google Hangouts. Another example of a compromise signal is a recipient
account that has not been contacted in the past.

[0051] If the threat detection platform discovers a compromise signal related
to the digital activity, the threat detection platform may determine what

15
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remediation actions, if any, are appropriate as shown in Figure 1. For example,
the threat detection platform may notify a threat service (also referred to as a
“security service”) that the account may be compromised. As another example
the threat detection platform may notify the enterprise that the account may be
compromised. For instance, the notification may be delivered to an individual in
the information technology (IT) department of the enterprise. Additionally or
alternatively, the threat detection platform may automatically perform remediation
actions based on the confidence level of the threat detection platform in its
determination, the types of digital activities that prompted suspicion, or the threat

posed by the compromise.

[0052] Figure 2 depicts an example of a platform 200 able to detect threats to
an enterprise network 214 (also referred to as a “customer network” or “corporate
network™) posed by compromised accounts belonging to employees. Examples
of accounts include email accounts associated with collaboration suites (e.g.,
Microsoft Office 365 or Google Workspace), messaging accounts associated with
messaging platforms (e.g., Slack, Microsoft Teams, or Google Chat), and
accounts associated with other integrated third-party services. The term “other
integrated third-party services” may refer to third-party services that are used by
employees but not for communication purposes. Examples of other third-party
services include Okta, Splunk, Workday, Box, Microsoft OneDrive, and Dropbox.

[0053] As shown in Figure 2, the threat detection platform 200 may include a
profile generator 202, a training module 204, a monitoring module 206, a threat
detection datastore 208, an analysis module 210, and a remediation engine 212.
Some embodiments of the threat detection platform 200 include a subset of
these components, while other embodiments of the threat detection platform 200

include additional components that are not shown in Figure 2.

[0054] At a high level, the threat detection platform 200 can acquire data
related to digital activities involving the accounts and then determine, based on
an analysis of the data, whether any of these accounts have been compromised.
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As shown in Figure 2, the data may include information related to
communications, mail filters, sign-in events, and the like. Thus, the threat
detection platform 200 can detect possible instances of account compromise
based on an analysis of messages (e.g., the content or attachments), emails
(e.g., the content or attachments), communication metadata (e.g., information
regarding the sender, recipient, origin, time of transmission, etc.), sign-in
metadata (e.g., information regarding the time and location of each sign-in
event), and other suitable data.

[0055] Additionally or alternatively, the threat detection platform 200 may be
able to obtain data related to digital activities involving the accounts from a third-
party service as further discussed below. For example, the threat detection
platform 200 may obtain data from a third-party service instead of, or in addition
to, the data obtained from the enterprise network 214.

[0056] Accordingly, the threat detection platform 200 can be implemented,
partially or entirely, within the enterprise network 214, a remote computing
environment (e.g., through which communications, or information related to those
communications, can be routed for analysis), a gateway, or another suitable
location. The remote computing environment can belong to, or be managed by,
the enterprise or another entity. The threat detection platform 200 may be
integrated into (i) the enterprise’s email system via an APl and (ii) one or more
third-party services via respective APIs. As an example, the threat detection
platform 200 may receive data regarding emails received and transmitted by a
first set of accounts via a first API (e.g., the Microsoft Outlook® API) and data
regarding messages received and transmitted by a second set of accounts via a
second API (e.g., the Slack API).

[0057] In a first variation, the threat detection platform 200 is maintained by a
threat service (also referred to as a “security service”) that has access to multiple
enterprises’ data. In this variation, the threat detection platform 200 can route
data related to digital activities to a computing environment managed by the
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security service. The computing environment may be, for example, an instance
on Amazon Web Services (AWS). The threat detection platform 200 may
maintain one or more databases for each enterprise that includes, for example,
organization charts, attribute baselines, communication patterns, etc.
Additionally or alternatively, the threat detection platform 200 may maintain
federated database(s) shared amongst multiple entities such as detector
databases, vendor databases, etc. The security service may maintain different
instances of the threat detection platform 200 for different enterprises, or the
security service may maintain a single instance of the threat detection platform
200 for multiple enterprises. The data hosted in these instances can be
obfuscated, encrypted, hashed, depersonalized (e.g., by removing personal
identifying information), or otherwise secured or secreted. Accordingly, each
instance may only be able to access/process data related to the digital activities

performed with the accounts associated with the corresponding enterprise(s).

[0058] In a second variation, the threat detection platform 200 is maintained
by the enterprise whose communications are being monitored (e.g., either
remotely or on premises). In this variation, all relevant data related to digital
activities can be hosted by the enterprise itself, and any information to be shared
across multiple enterprises can be shared with a computing system maintained
by the security service or a third party.

[0059] As shown in Figure 2, the profile generator 202, training module 204,
monitoring module 206, threat detection datastore 208, analysis module 210, and
remediation engine 212 can be part of the threat detection platform 200.
Alternatively, these components could be implemented individually. For
example, the remediation engine 212 may be implemented in a remote
computing environment to which the threat detection platform 200 is
communicatively connected across a network. The threat detection platform 200
may be implemented by the security service, an enterprise, an individual
associated with the enterprise, a trusted third party, or another service, entity, or

individual. In some embodiments, aspects of the threat detection platform 200
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are enabled by a web-accessible computer program operating on a computer
server or a distributed computing system. For example, an individual may be
able to interface with the threat detection platform 200 through a web browser

executing on a computing device.

[0060] The enterprise network 214 can be a mobile network, wired network,
wireless network, wireless spectrum network, or another communication network
maintained by the enterprise or an operator on behalf of the enterprise. As noted
above, the enterprise may utilize a security service to examine communications
(among other things) to discover possible instances of account compromise. The
enterprise may grant permission to the security service to monitor the enterprise
network 214 by examining communications (e.g., messages, incoming emails,
and outgoing emails), analyzing those communications to discover possible
instances of account compromise, and then performing some remediation action
if a threat is discovered. In some embodiments, the enterprise further grants
permission to the security service to obtain data about other digital activities
involving the enterprise (and, more specifically, employees of the enterprise) in
order to build a profile that specifies communication patterns, behavioral traits,

normal content, etc.

[0061] The threat detection platform 200 may include one or more databases
in which enterprise data, threat analysis data, remediation policies,
communication patterns, behavioral traits, and other data can be stored. Here,
for example, the threat detection platform 200 includes a threat detection
datastore 208 that includes communication data, mail filter data, and sign-in data
associated with the accounts belonging to employees of an enterprise. Other
types of data, such as data related to identity risk events, could also be stored in
the threat detection datastore 208. This data may be determined by the threat
detection platform 200 (e.g., learned from data available on the enterprise
network 214), provided by the enterprise, or retrieved from an external database
(e.g., associated with Slack, Splunk, Microsoft Office 365, Google Workspace,

LinkedIn®, etc.). In some embodiments, the threat detection datastore 208 also
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stores outputs produced by the threat detection platform 200, including machine-
and human-readable information on discovered instances of account

compromise and any remediation actions that were taken.

[0062] By examining the communication data, mail filter data, and sign-in
data, the threat detection platform 200 can discover organizational information
(e.g., the employees, titles, and hierarchy), employee behavioral traits (e.g.,
based on historical communications and historical sign-in events), normal
communication content, normal email addresses, communication patterns (e.g.,
who each employee communicates with internally and externally, when each

employee typically communicates, which channel each employee prefers), etc.

[0063] In some embodiments, the threat detection platform 200 includes a
profile generator 202 that generates one or more profiles for the enterprise. For
example, the profile generator 202 may generate a separate profile for each
account associated with an employee of the enterprise based on the
communication data, mail filter data, or sign-in data. Additionally or alternatively,
profiles may be generated for business groups, organizational groups, or the
enterprise as a whole. These profiles are preferably used as the baseline for
what constitutes normal activity by each account (or group of accounts) but could

be used in other manners.

[0064] A profile could include a number of behavioral traits associated with
the corresponding account. For example, the profile generator 202 may
determine the behavioral traits based on the communication data, mail filter data,
and sign-in data obtained from the enterprise network 214. The communication
data may include information on the recipients of past communications (e.g.,
messages or emails) sent by a given account, content of the past
communications, frequency of the past communications, temporal patterns of the
past communications, formatting characteristics (e.g., usage of HTML, fonts,
styles, etc.), sensitive topics on which the corresponding employee is explicitly or
implicitly authorized to communicate, geographical location from which the past
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communications originated, and more. Thus, the profile generator 202 may
attempt to build a profile for each account that represents a model of normal
behavior of the corresponding employee (and, by extension, what abnormal
behavior may constitute for purposes of identifying possible instances of account

compromise).

[0065] Examples of questions that the profile may attempt to address for a
given account include: What accounts does the given account communicate
with? What topics does the given account normally discuss? What are normal
login times for the given account? What are normal sending times for the given
account? What Internet Protocol (IP) addresses does the given account log in
from? What geographical locations does the given account log in from? Does
the given account have any suspicious filters set up (e.g., to automatically delete
incoming emails that contain certain keywords to conceal illicit activity)? What
tone/style does the given account use? What terms (e.g., “cheers” or “thanks”)
are typically used by the given account? When the given account sends
communications with links/attachments, what are the characteristics (e.g., name,

extension, type, and size) of those attachments?

[0066] The monitoring module 206 operates to monitor communications
handled by the enterprise network 214, a collaboration suite used by the
enterprise, or a communication platform used by the enterprise. These
communications may include instant messages (or simply “messages”)
exchanged between accounts associated with employees of the enterprise,
incoming emails (e.g., external emails and internal emails) received by accounts
associated with employees of the enterprise, and outgoing emails (e.g., external
emails and internal emails) transmitted by accounts associated with employees
of the enterprise. Those skilled in the art will recognize that the same accounts
need not necessarily perform all of these actions. For instance, for a given
employee, the monitoring module 206 may examine the outbound email
transmitted from a given email account, the messages posted by a given
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messaging account, the access events associated with a given third-party

service account, etc.

[0067] In some embodiments, the monitoring module 206 is able to monitor
communications in near real time so that actions can be taken if a possible
instance of account compromise is discovered. For example, if the monitoring
module 206 discovers that a message generated by an account indicates that the
account may be compromised, the remediation engine 212 may temporarily
prevent all outgoing messages transmitted by the account from reaching their
intended destination. In some embodiments, the monitoring module 206 is able
to monitor communications only upon the threat detection platform 200 being
granted permission by the enterprise (and thus given access to the enterprise
network 214).

[0068] The analysis module 210 operates to analyze each digital activity
performed with an account to determine the likelihood that the account has been
compromised. For example, the analysis module 210 may examine each
communication received and/or transmitted by the account to determine whether
those communications deviate from past communication activity. In such
embodiments, the analysis module 210 may determine whether a given
communication deviates from the past communication activity (and thus may be
indicative of compromise) based on its primary and/or secondary attributes. For
example, the analysis module 210 may determine that compromise is likely if an
account logs into the enterprise network 214 in an unusual location (e.g., China)
or at an unusual time (e.g., 3 AM) based on a comparison to past sign-in events.
As another example, the analysis module 210 may determine that compromise is
likely if an account transmits a message that deviates from the characteristics of
past messages transmitted by that account (e.g., pertains to an unfamiliar topic,
is delivered to an unfamiliar account, has different terminology or formatting,

includes a link with no context).
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[0069] The analysis module 210 can make use of heuristics, neural networks,
rules, decision trees (e.g., gradient-boosted decision trees), or ML-trained
algorithms (e.g., decision trees, logistic regression, linear regression).
Accordingly, the analysis module 210 may output discrete outputs or continuous
outputs, such as a probability metric (e.g., specifying likelihood of compromise), a
binary output (e.g., compromised or not compromised), an attack classification

(e.g., specitying the type of scheme employed), etc.

[0070] For each communication created by an account, the analysis module
210 may determine whether the communication deviates from traits (e.g., related
to behavior, content, or context) learned from past communications created by
the account. The deviation may be a numerical value or percentage representing
a delta between a trait and a corresponding feature extracted from the
communication. For example, if the trait specifies that messages are transmitted
by Joe.Smith@Enterprise.com via a communication platform almost exclusively
between 8 AM and 5 PM, then a message transmitted at 3 AM may be assigned
a relatively high deviation value. However, if Joe.Smith@Enterprise.com sends
messages between 5 PM and 8 AM approximately 20 percent of the time, then

the deviation value will be lower than the previous example.

[0071] These deviation values can be fed by the analysis module 210 as input
into one or more attack detectors, each of which can generate an output. Each
attack detector may be a rules-based engine, heuristic engine, or ML model
designed to detect possible instances of a given type of attack. For example,
these deviation values may be fed into an ML model designed, generated, or
trained to identify theft schemes. The analysis module 210 may flag the account
as possibly compromised if an indication is received from the attack detector(s)

that a deviation threshold has been exceeded.

[0072] The remediation engine 212 may perform one or more remediation
actions in response to the analysis module 210 determining that an account may
be compromised. The remediation action(s) may be based on the nature of the
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threat, the policies implemented by the enterprise, etc. These policies may be
predefined or dynamically generated based on inference, analysis, or the data
obtained from the enterprise network 214. Examples of remediation actions
include moving communications generated by the compromised account into a
hidden folder (also referred to as a “quarantine folder”) for further analysis,
preventing the compromised account from accessing resources on the enterprise
network 214, sending notifications (e.g., to the actual employee, enterprise, or
member of the security service), resetting the password of the compromised
account, ending all active sessions of the compromised account, and resetting
connections with services or databases accessible via the enterprise network
214.

[0073] The remediation engine 212 may provide results produced by the
monitoring module 206 or some other output (e.g., a notification that an account
may be compromised) to a computing device 216. The computing device 216
may be managed by the employee associated with the account under
examination, an individual associated with the enterprise (e.g., a member of the
information technology department), or an individual associated with a security
service. In some embodiments, the remediation engine 212 sends the output in
a human-readable format for display on an interface accessible via the

computing device 216.

[0074] Some embodiments of the threat detection platform 200 include a
training module 204 that operates to train the ML model(s) employed by the
analysis module 210. For example, if the analysis module 210 is designed to
apply ML model(s) to the communication data, mail filter data, or sign-in data, the
training module 204 can train the ML model(s) by feeding training data into those
ML model(s). As shown in Figure 2, these data could be obtained directly from
the enterprise network 214, or these data could be obtained from other sources
via respective APIs. The training data could include labeled digital activities (e.g.,
communications that have been labeled as attacks or non-attacks), policies

related to attributes of those digital activities (e.g., that sign-in events occurring in
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a given geographical location are authentic due to the use of a virtual private
network (VPN) service), etc. The training data may be employee- or enterprise-
specific so that the ML model(s) are able to perform personalized analysis. In
some embodiments, the training data ingested by the ML model(s) includes
malicious communications that are representative of known instances of account
compromise. For example, these malicious communications may include
language known to represent instances of fraud. As another example, these
malicious communications may include links to URLs or attachments known to

represent instances of phishing.

[0075] While communications may be readily obtainable across a variety of
different channels, this is not always the case. For example, the APIs associated
with some third-party services are protected, so integrating with those channels
may be more difficult. In such instances, the threat detection platform may need
to be whitelisted by these third-party services. Additionally or alternatively, the
threat detection platform could connect with third-party services by other means.
For example, the threat detection platform may be given an administrative
account (also referred to as a “service account”) by the third party that has

certain privileges (e.g., can observe access events).

[0076] Moreover, some third-party services restrict access to certain types of
data. For example, the threat detection platform may be unable to read the
content of messages delivered via some communication platforms (e.g.,
Microsoft Teams) using APIls since access is not available via application-level
permissions. Similarly, some communication platforms may prohibit the threat
detection platform from editing and/or quarantining messages. When a message
delivered by one of these communication platforms is determined to possibly be
a threat, the threat detection platform can simply post a message in the same
thread that specifies the risk posed by the message.

Overview of Multichannel Threat Detection
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[0077] As mentioned above, employees have begun to increasingly
communicate with one another over channels other than email. For example,
employees may communicate with one another using a communication platform
(e.g., by sending messages) instead of, or in addition to, collaboration suite (e.g.,
by sending emails). Introduced here, therefore, is a threat detection platform that
is able to build, train, or otherwise develop models that are representative of the

behavior of accounts across more than one channel.

[0078] Assume, for example, that an employee (“Employee A”) has accounts
on several channels through which communication can occur. For instance,
Employee A may have separate accounts for a collaboration suite (e.g., Microsoft
Office® 365 or Google Workspace™) and a communication platform (e.g., Slack
or Microsoft Teams). For each account, the threat detection platform may
maintain and resolve a canonical identify for Employee A. Thus, if Employee A
uses a first account associated with a collaboration suite and a second account
associated with a communication platform, then the threat detection platform may
assign an identifier to the first and second accounts that indicates both accounts
are used by the same person. In a sense, the threat detection platform may
consider digital activities performed with the first and second accounts as being
performed by the same person. In some embodiments, the identifier is a
deterministic identifier that is assigned to the first and second accounts based on
identifiable information included in, or derivable from, data related to digital
activities performed with those accounts. In other embodiments, the identifier is a
probabilistic identifier that is assigned to the first and second accounts based on
signals indicative of similar behavior that are included in, or derivable from, data
related to digital activities performed with those accounts.

[0079] For each channel, the threat detection platform can connect to a
respective database through a respective API as further discussed below. Many
cloud-based products, including collaboration suites and communication
platforms, have begun supporting APIs through which information regarding

digital activities can be obtained. This API-focused approach to integration may
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enable the threat detection platform to obtain data regarding the digital activities
that are performed by employees (and, more specifically, with accounts
associated with those employees) on various channels. For example, the threat
detection platform may be able to extract information regarding sign-in events,
incoming communications, outgoing communications, and the like. Examples of

communications include emails and messages.

[0080] The threat detection platform may also build profiles by levering the
APl integrations. Assume, for example, that the threat detection platform is
interested in building a series of profiles for a series of accounts associated with
a given channel (e.g., Microsoft Office 365). For each account, the threat
detection platform can generate the corresponding profile based on the digital
activities that were performed with that account in the past. The threat detection
platform may do this for each channel of interest. Note, however, that databases
are unique to the corresponding channels, and thus will contain different
information. As an example, information obtained from a database associated
with Microsoft Office 365 will be different than information obtained from a
database associated with Google Workspace. Different information could be
obtained from these databases depending on the capabilities of the respective
APls. For example, information regarding sign-in events may be obtainable for
some channels but not others.

[0081] At a high level, these profiles are intended to establish the degree of
normalcy for different people and behaviors. Accordingly, these profiles may fall
into two categories, namely, person profiles and behavior profiles. Normally,
each account associated with a given channel is associated with one person
profile and one behavior profile. The person profile may attempt to identify the
corresponding employee based on, for example, the locations of past sign-in
events and other information available through the given channel. Meanwhile, the
behavior profile may attempt to model typical behavior of the corresponding
account. For instance, the behavior profile may specify other accounts with which

the account normally communicates, the times at which the account normally
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communicates, etc. As an example, a behavior profile created for an account
associated with Microsoft Office 365 may specify other accounts with which the
account normally exchanges emails. As another example, a behavior profile
created for an account associated with Slack may specify other accounts with
which the account normally exchanges messages.

[0082] Then, the threat detection platform can combine individual profiles
across different channels. As further discussed below, this can be accomplished
by resolving to a canonical identifier that is shared across all channels of interest.
Normally, the threat detection platform separately combines person and behavior
profiles. Accordingly, for a given employee, the threat detection platform may
produce (i) a cross-channel person profile that includes one or more person
profiles that include relevant information about the given employee that is
gleaned from one or more channels and (ii) a cross-channel behavior profile that
includes one or more behavior profiles that include information regarding
behavior of the given employee across the one or more channels. The cross-
channel person profile could be used to answer questions including:

o What is the title or role of an employee within an enterprise?
o What type of information should an employee have access to?
o Is the location of a given sign-in event normal for this employee?

Meanwhile, the cross-channel behavior profile could be used to answer

questions including:

o How frequently does an employee communicate with another

person across any channel?

o How frequently does an employee communicate with another

person about a particular topic in a given channel?

o How frequently does an employee communicate with another

person about a particular topic across any channel?
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This other person could be another employee of the same enterprise or an

external contact, such as a vendor, customer, etc.

[0083] Figure 3 illustrates how profiles can be maintained for an individual
(“Person A”) across more than one channel. Here, for example, three accounts
associated with the individual are monitored by a threat detection platform. These
accounts are associated with different channels over which the individual is able
to communicate. As shown in Figure 3, the threat detection platform may create
a pair of profiles for each account. Each pair of profiles may be based on digital
activities that were performed with the corresponding account in the past.

[0084] Each person profile may include information related to the owner that
is received, derived, or otherwise obtained from the corresponding channel.
Here, for example, the person profile produced for Channel 1 may include
information that is available through that channel regarding Person A. Examples
of such information include the geographical locations of historical sign-in events,
salutations in communications (e.g., “Hey John,” “Dear John”), and the like.

[0085] Each behavior profile may attempt to model behavior that is typical of
the corresponding account on the corresponding channel. Here, for example, the
behavior profile produced for Channel 1 may specify the other accounts with
which Account 1 has historically communicated with on Channel 1. As another
example, the behavior profile produced for Channel 1 may specify the times at
which sign-in events involving Account 1 have historically occurred on Channel 1.

[0086] Each person and behavior profile may be produced by the threat
detection platform in an independent manner. Thus, the person profile produced
for Account 1 associated with Channel 1 will not be affected by digital activities
performed with Account 2 on Channel 2. However, these profiles could be used
for identity resolution purposes, as further discussed below. For example, the
threat detection platform may be able to establish that Account 1 on Channel 1
and Account 2 on Channel 2 are likely associated with the same person (i.e.,
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Person A) based on a comparison of the respective person profiles and/or

behavior profiles.

Approaches to Monitoring and Remediating Attacks via Channel

[0087] Assume, for example, that an attacker is interested in launching an
attack against an employee (also referred to as a “target” of the attack). The
attacker could launch a single attack against any individual channel for which the
employee has an account, or the attacker could launch - either simultaneously or
sequentially - multiple attacks against accounts for multiple channels.

[0088] An attack can be characterized along dimensions referred to as
“facets,” and these facets may indicate the type of attack that is being carried out.
Generally, it is important to establish the type of attack that is being carried out
as there may be different strategies for addressing different types of attacks. For
example, a communication may be associated with one or more of the following

facets:

e Attack Type: This facet indicates whether the communication is
representative of account compromise, impersonation, phishing, spoofing,

spam, etc.

¢ Impersonated Party: This facet indicates who, if anyone, the
communication is intended to impersonate. Examples include very
important persons (VIPs) such as c-suite executives, assistants,
employees, contractors, partners, vendors, internal automated systems,

external automated systems, or no one in particular.

e Attacked Party: This facet indicates who was the target of the attack
carried out by the communication. Examples include VIPs, assistants,
employees, and external recipients such as vendors, contractors, and the
like. In some embodiments, this facet may further identify the group or
department under attack (e.g., the accounting department, human
resources department, etc.).
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e Attack Goal: This facet indicates the goal of the attack carried out by the
communication. Examples include invoice fraud, payment fraud, credential

theft, ransom, malware installation, gift card fraud, and the like.

e Attack Vector: This facet indicates how the attack is actually carried out,
for example, by specifying whether the risk is posed by text, audio, video,
links, or attachments included in the communication. The possibilities will
depend on the media available within the channel through which the

communication was delivered.

¢ Channel Delivery: This facet indicates whether the attack was delivered
via a single channel or multiple channels. For example, this facet may
specify whether the attack was in the form of a message with a phishing
link or whether the attack was in the form of a message from a
compromised account that urges the recipient to follow instructions in an
illegitimate (e.g., spoofed) email. As another example, this facet may
specify whether the attack was in the form of a vocal spoof, delivered over
via a communication platform, that requests the recipient to further

communicate with a compromised account.

Using ML models, the threat detection platform can classify each communication
across some or all of these facets in order to better understand the threat posed

by those communications.

Detecting and Remediating Attacks

[0089] To detect and then classify an attack, the threat detection platform may
employ a scoring engine that is able to work in concert with the remediation
engine (e.g., remediation engine 212 of Figure 2) to address threats. This scoring
engine may be able to examine communications in near real time in order to limit
or prevent the damage of attacks. Figure 4 includes a high-level illustration of a
process for scoring communications so as to quantify the threat of those

communications.
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[0090] Initially, the threat detection platform will subscribe to new
communications on a given channel. For example, the threat detection platform
may establish a connection with an APl associated with the given channel in
order to obtain information regarding the communications exchanged via the
given channel. For each new communication, the threat detection platform may
resolve the identity of the recipient based on, for example, the account to which
the communication is addressed. Then, the threat detection platform can extract
attributes of the communication. Attributes may be established based on an
analysis of the communication itself or its accompanying metadata. Examples of
attributes include time of transmission, geographical origin, sender identity,
sender account identifier (e.g., email address or phone number), recipient
identity, recipient account identifier, subject, body content, presence or content of
attachments, etc.

[0091] As shown in Figure 4, the threat detection platform may “hydrate”
these attributes with features from the person and behavior profiles associated
with the account responsible for transmitting the communication. In some
embodiments, the threat detection platform further hydrates these attributes with
features from other auxiliary datasets. For example, the threat detection platform
may supplement the attributes with insights derived by Natural Language
Processing (NLP) models, or the threat detection platform may supplement the
attributes with insights gained through analysis of recent sign-in events.

[0092] Thereafter, the scoring engine can be applied to these data to produce
a score that is indicative of the potential risk of the communication. Further
information on scoring can be found in US Application No. 17/094,801, titled
“Discovering Email Account Compromise Through Assessments of Digital
Activities,” which is incorporated by reference herein in its entirety. The scoring
engine can then determine whether the communication should be remediated
based on a comparison of the score to a threshold. If the scoring engine
determines that remediation is not necessary, then no further action may be

performed with respect to the communication and the communication may simply
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be allowed to proceed to its intended destination. However, if the scoring engine
determines that remediation is necessary, then the scoring engine can
communicate the decision to the remediation engine. The remediation engine
may be responsible for implementing the appropriate remediation actions. For
example, the remediation engine may place, via the API, a call to the channel
from which the communication originates to prompt performance of a remediation
action. Moreover, the scoring engine may cause display of a notification that
specifies how the determination was made. The notification may be
representative of an explanation that indicates why the communication was
determined to be malicious. The notification may include, among other things, the
attributes and facets of the communication.

[0093] In some embodiments, the decision may also be manually reviewed
during a quality assurance (QA) procedure in order to ensure that predictions
rendered by the threat detection platform (and, more specifically, the scoring
engine) are appropriate. Any insights gained from the manual review may be
used for further training of the various models employed during the processing,

hydrating, or scoring stages.

[0094] Figure 5 includes a high-level illustration of a process for building
models to be used to detect attacks using historical examples of communications
across one or more channels. These examples of communications may be
labelled (e.g., as malicious or non-malicious) or unlabelled. For each historical
example of a communication - whether labelled or unlabelled - the threat
detection platform can extract, derive, or otherwise establish attributes and then
hydrate these attributes with additional information. This additional information
may come from person profiles, behavior profiles, or NLP models. Then, the
attributes and additional information can be provided, as input, to a model that is
trained and tuned to predict whether the communication is malicious or non-
malicious. The model may be associated with a particular type of attack.
Accordingly, the model may be one of multiple models to which the attributes and

additional information are provided as insight if the threat detection platform is
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interested in establishing whether the communication is representative of more

than one type of attack.

Monitoring and Remediating Account Compromise Across Multiple Channels

[0095] For each channel, the threat detection platform may build and then
maintain a personalized history of sign-in events by an account as part of its
person profile, as well as other account-specific behaviors that are relevant to
detecting instances of account compromise (also referred to as “account
takeover”). The history of sign-in events maintained for each channel may be
broken up into sessions that are representative of intervals of time. Within each
session, sign-in events may be recorded with relevant information. Examples of
relevant information include the time, geographical location, IP address, and the
like. These sessions can then be merged into a cross-channel record of sign-in
activity that is part of the person profile. Figure 6 includes a high-level illustration
of a process for independently generating histories of sign-in events for different
accounts associated with different channels, and then combining the histories
into a record for the individual associated with those different accounts.

[0096] After the threat detection platform has built up histories of sign-in
events, the scoring engine can compare sign-in events with a given account
associated with a given individual against past sign-in events. Figure 7 includes a
high-level illustration of a process for producing scores for sign-in events that
indicate the degree of similarity to past sign-in events. These past sign-in events
may have been performed with the given account, or these past sign-in events
may have been performed by the given individual (e.g., on another channel with
another account). In sum, the scoring engine may score current sign-in events

against past sign-in events, including auxiliary information such as:

o Profiles of normal behavior with respect to sign-in events performed
by the given individual across all channels (e.g., as determined based on
IP address, geographical location, browser, application version, device

identifier, etc.);
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o Suspicious behaviors discovered through threat detection (e.g.,
information regarding suspicious communications transmitted by any
account associated with the given individual on any channel); and

o Compromise signals that indicate the given account may be
compromised. Examples of compromise signals include sign-in events
involving unusual geographical locations, unusual IP addresses, unusual

timing, etc.

[0097] Models employed by the threat detection platform can use this data to
produce a prediction regarding the likelihood that the given account has been
taken over. As mentioned above, the prediction may be in the form of a score
that can be readily compared against a threshold. If the threat detection platform
determines that the given account is likely compromised, then the threat
detection platform can either perform or prompt performance of one or more
remediation actions. For example, the threat detection platform could initiate a
password reset across all channels for which the given individual has an account,
or the threat detection platform could generate a notification upon discovering
that an unusual sign-in event has occurred. This notification could be transmitted
to a member of an IT department of an enterprise that employs the given

individual.

[0098] Figure 8 includes a flow diagram of a process 800 for discovering
compromise across multiple channels used by employees of an enterprise to
communicate. While the process 800 is described in the context of two channels
for the purpose of illustration, those skilled in the art will recognize that the
process 800 is similarly applicable regardless of the number of channels being

monitored.

[0099] Initially, a threat detection platform will obtain (i) first data related to
digital activities performed with a first set of accounts on a first channel that is
accessible to employees of an enterprise and (ii) second data related to digital
activities performed with a second set of accounts on a second channel that is
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accessible to the employees (step 801). As discussed above, the digital activities
could include transmissions of messages, receipts of messages, occurrences of
sign-in events, creations of malil filters, and the like. In some embodiments, the
first and second data are obtained responsive to receiving input indicative of an
approval from an administrator associated with the enterprise to access that
data.

[00100] The first and second data may be obtained from separate datastores.
For example, the threat detection platform may establish, via a first API, a
connection with a first datastore that is associated with the first channel and then
download, from the first datastore via the first API, the first data into a local
processing environment. The first datastore may be managed by an entity that
supports a collaboration suite used by the employees to exchange emails.
Examples of collaboration suites include Microsoft Office 365 and Google
Workspace. Similarly, the threat detection platform may establish, via a second
API, a connection with a second datastore that is associated with the second
channel and then download, from the second datastore via the second API, the
second data into the local processing environment. The second datastore may
be managed by an entity that supports a communication platform used by the
employees to exchange messages. Examples of communication platforms

include Slack, Microsoft Teams, and Google Chat.

[00101] Then, the threat detection platform may determine that a first account
included in the first set of accounts and a second account included in the second
set of accounts are used by a given employee (step 802). This can be
accomplished by generating a profile for each employee based on her conduct
across the first and second channels (step 803), as discussed above. More
specifically, the threat detection platform may produce a person profile and a
behavioral profile for each employee on each channel. Then, the threat detection
platform can combine the profiles in order to create a cross-channel person
profile and a cross-channel behavioral profile for each employee.
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[00102] In some embodiments, the threat detection platform assigns an
identifier that is representative of the profile to the first and second accounts
(step 804). At a high level, the identifier may serve to indicate that the first and
second accounts have been determined to be associated with the same person.
In some embodiments, the identifier is a deterministic identifier that is assigned to
the first and second accounts based on identifiable information included in the
first and second data. In other embodiments, the identifier is a probabilistic
identifier that is assigned to the first and second accounts based on signals
included in the first and second data that are indicative of similar behavior.

[00103] Thereafter, the threat detection platform may obtain, in real time, data
that is related to digital activities performed on the first and second channels by
the first and second sets of accounts (step 805). In essence, the threat detection
platform may obtain (e.g., via the first API) a first stream of data as digital
activities are performed on the first channel and obtain (e.g., via the second API)
a second stream of data as digital activities are performed on the second
channel. The threat detection platform can then apply the profile to the data in
order to identify a digital activity that is performed with the first account or the
second account (step 806). Said another way, the threat detection platform can
apply the profile to identify a digital activity that has been performed with one of
the accounts associated with the given employee.

[00104] Moreover, the threat detection platform may establish a likelihood of
compromise based on a comparison of the digital activity to the profile (step 807).
If the digital activity is performed with the first account, then the digital activity
may be compared to the digital activities performed with the first account on the
first channel in the past. If the digital activity is performed with the second
account, then the digital activity may be compared to the digital activities
performed with the second account on the second channel in the past. By
comparing the digital activity to the profile, the threat detection platform is able to
establish the degree to which performance of the digital activity deviates from

past digital activities performed on that channel.
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[00105] Figure 9 includes a flow diagram of a process 900 for discovering
instances of compromise across multiple channels. Initially, a threat detection
platform can collect (i) first data related to communications sent by a first account
associated with an individual on a first channel over a first interval of time and (ii)
second data related to communications sent by a second account associated
with the individual on a second channel over a second interval of time (step 901).
Step 901 of Figure 9 may be similar to step 801 of Figure 8. The first data may
be collected from a first datastore that is managed by a first entity that supports a
collaboration suite used by the individual, while the second data may be collected
from a second datastore that is managed by a second entity that supports a
communication platform used by the individual.

[00106] In some embodiments, the first interval of time is identical to the
second interval of time. For example, the first and second data may pertain to
communications sent on the first and second channels over the last three, six, or
nine months. In other embodiments, the first interval of time has a different start
point and/or end point than the second interval of time. Thus, the first interval of
time could be longer or shorter than the second interval of time.

[00107] Then, the threat detection platform can generate a profile for the
employee based on the first and second data (step 902). Step 902 of Figure 9
may be similar to step 803 of Figure 8. At a high level, the profile may specify
what constitutes normal behavior of the employee with respect to the first and
second channels. As an example, assume that the first channel is representative
of an email channel supported by a collaboration suite while the second channel
is representative of a chat channel supported by a communication platform. In
such a scenario, the profile may include (i) a first pair of profiles developed for
the collaboration suite based on the first data and (ii) a second pair of profiles
developed for the communication platform based on the second data. Each pair
of profiles may include a person profile and a behavior profile, as discussed
above. The person profile may include information regarding the individual that is

extracted or derived from the first data or the second data. Meanwhile, the
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behavior profile may identify other individuals with whom the individual has

communicated over the first channel or the second channel.

[00108] Thereafter, the threat detection platform may determine that a
communication has been sent with the first account of the second account (step
903). This may occur in real time if data regarding communications sent on the
first and second channels is provided by, or retrieved from., respective
datastores via respective APIs. With the profile, the threat detection platform can
establish the risk posed by communications sent by the individual on the first and
second channels. Thus, the threat detection platform can establish a likelihood of
compromise based on a comparison of the communication to the profile (step
904). By comparing the communication to the profile, the threat detection
platform can establish how much the communication deviates from past

communications sent by that account in terms of content or context.

[00109] Figure 10 includes a flow diagram of a process 1000 for monitoring
threats across multiple cloud-based communication products that are accessible
to employees of an enterprise. The term “cloud-based communication product”
may refer to collaboration suites, communication platforms, and other products

that offer text (e.g., in the form of emails or messages), audio, or video services.

[00110] Initially, a threat detection platform can receive input indicative of an
approval to monitor digital activities performed by employees of an enterprise
across multiple channels (step 1001). Each channel of the multiple channels may
be associated with a different cloud-based communication product that is
accessible to the employees.

[00111] For each cloud-based communication product, the threat detection
platform can then initiate a connection with a corresponding API through which to
obtain data regarding digital activities performed with accounts associated with
that cloud-based communication product (step 1002). Through these APls, the
threat detection platform can obtain data related to digital activities that are
performed using those cloud-based communication products. Note, however,
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that each cloud-based communication product is normally associated with a
different set of accounts. For example, employees of an enterprise may be
associated with a first set of accounts for a first cloud-based communication
product, a second set of accounts for a second cloud-based communication
product, etc. These accounts can be “stitched” together by the threat detection
platform, however. Thus, the threat detection platform may understand that a first
account for a first cloud-based communication product is associated with the
same employee as a second account for a second cloud-based communication
product, even though the first and second accounts are not directly related to one

another.

[00112] Thereafter, the threat detection platform may obtain data that is related
to a digital activity performed with a given account associated with a given
employee on one of the multiple channels (step 1003). In some embodiments,
the threat detection platform may resolve the identity of the given employee
based on an analysis of the data. For example, the threat detection platform may
examine the data to identify the given account and then the threat detection
platform may acquire a profile is associated with the given account. As discussed
above, the profile may include a separate behavior profile for each cloud-based
communication product that can be used to identify deviations in content or
context of digital activities performed with that cloud-based communication
product that are representative of changes in behavior. As an example, each
behavior profile may specify the other employees with whom the given employee
has communicated using the corresponding cloud-based communication product.

[00113] To establish the likelihood of compromise of the given account, the
threat detection platform can compare the data to the profile that specifies what
constitutes normal behavior of the given employee with respect to each channel
of the multiple channels (step 1004). The nature of the comparison will depend
on the type of digital activity that was performed. For example, if the digital
activity is the transmission of a communication by the given account to another

account associated with another employee, then the likelihood of compromise
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may be based on the frequency with which the given employee has
communicated with the other employee in the past, as determined from the
profile. Additionally or alternatively, the likelihood of compromise may be based
on whether a topic of the communication is similar to topics of past
communications exchanged between the given employee and other employee.
At a high level, the profile allows the threat detection platform to establish
whether the digital activity deviates - in content or context - from similar digital
activities that were performed with the given account in the past.

[00114] Moreover, the threat detection platform can identify an appropriate
remediation action responsive to a determination that the given account may be
compromised (step 1005). The threat detection platform may perform the
remediation action itself, or the threat detection platform may cause performance
of the remediation action. As an example, the threat detection platform may
transmit (e.g., via an API) an instruction to a cloud-based communication product
to initiate a password reset, restrict access to sensitive information, prevent
performance of further digital activities, etc. In some embodiments, steps 1003-
1005 are performed by the threat detection platform in real time as the digital
activity is performed to ensure that the remediation action is performed promptly
so as to limit harm to the enterprise. This may be possible if data regarding digital
activities is streamed from the cloud-based communication products to the threat
detection platform, for example, via respective APIs.

[00115] While the process 1000 has been described in the context of
establishing the threat posed by a single account based on a single digital
activity, those skilled in the art will recognize that the threat detection platform
may perform the process 1000 for each digital activity performed with one of the
cloud-based communication products being monitored. Thus, the threat detection
platform may sequentially or simultaneously complete multiple iterations of the
process 1000 as digital activities are performed by employees across different

cloud-based communication products.
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[00116] Figure 11 includes a flow diagram of a process 1100 for performing
cross-channel threat detection on behalf of an enterprise. Initially, a threat
detection platform can obtain (i) first data associated with communications sent
on a first channel with a first set of accounts associated with employees of the
enterprise and (ii) second data associated with communications sent on a
second channel with a second set of accounts associated with the employees
(step 1101). Step 1101 of Figure 11 may be similar to steps 801 and 901 of
Figures 8 and 9, respectively. Thus, the threat detection platform may establish a
connection with a first API through which the first data can be obtained from a
first datastore. Moreover, the threat detection platform may establish a
connection with a second API through which the second data can be obtained
from a second datastore, The first and second datastores may be managed by
different entities (e.g., that support different cloud-based communication

products).

[00117] Then, for each communication sent on the first and second channels,
the threat detection platform can determine a likelihood that a corresponding
account from which the communication originates is compromised (step 1102).
More specifically, the threat detection platform can compare each communication
to a profile that is associated with the account from which the communication
originates. This profile may be representative of a historical model of behavior of
the account across the first and second channels. Accordingly, the threat
detection platform may be able to establish the degree of similarity between a
given communication and past communications sent by the same account using

the corresponding profile.

[00118] Assume, for example, that the threat detection platform is tasked with
ascertaining the threat posed by a given communication sent by a given account.
In such a scenario, the threat detection platform could identify the intended
recipient of the given communication and then compare the intended recipient to
the profile associated with the given account so as to determine this activity

represents a deviation in behavior. Similarly, the threat detection could determine
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whether the combination of intended recipient and topic of the given

communication represents a deviation in behavior by the given account.

[00119] Unless contrary to possibility, these steps could be performed in
various sequences and combinations. For example, a threat detection platform
may continually perform the processes of Figures 8, 9, 10, or 11 such that
profiles are constantly being created, updated, and employed to detect threats
across different channels. Other steps could also be included in some

embodiments.

lllustrative Examples of Interfaces for Conveying Information Regarding Threats

[00120] A threat detection platform may be responsible for monitoring the
digital activities performed with different sets of accounts across multiple
channels in order to detect threats to the security of an enterprise. For the
purpose of illustration, embodiments may be described in the context of
transmitting communications such as emails or messages. However, the
technology is similarly applicable to other types of digital activities and channels
unless stated otherwise. For example, the technology could be applied to audio-
or video-based communications instead of, or in addition to, text-based

communications.

[00121] As shown in Figures 12A-B, when an individual accesses the threat log
produced for an enterprise, a breakdown of the different channels that are being
monitored may be shown. In Figures 12A-B, for example, the threat detection
platform is providing information regarding threats discovered in emails delivered
by Microsoft Outlook, messages delivered by Microsoft Team, and messages
delivered by Slack. This breakdown enables the individual to readily observe
where threats originate.

[00122] When the individual selects a channel, a summary of the threats found
within that channel may be shown. In Figure 12A, the individual has selected
Microsoft Outlook in the navigation bar beneath the breakdown. The summary
may include information on the threats discovered by the threat detection
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platform, such as the source (e.g., sender address), destination (e.g., recipient
address), type, etc. The information may include indicators of compromise, such
as classifications indicating the type of threat, as well as indicators of
engagement. In some embodiments, the summary specifies whether any
remediation actions were performed to address the threat. Additionally or
alternatively, the summary may permit the individual to specify what type of
remediation actions should be performed for a given threat or what type of
remediation actions should be performed for similar threats in the future. As
shown in Figure 12B, the individual may be able to filter the threats by type,
characteristic, etc. Here, for example, the individual has selected Microsoft
Teams as the channel and then opted to review messages that have been
determined to include a suspicious link.

[00123] Upon selecting a threat that is shown in the summary, the individual
may be directed to an interface with further information related to the threat.
Figure 12C depicts an example of such an interface. On the interface, the threat
detection platform may present some insights into why the corresponding digital
activity was flagged as a potential threat. Here, the individual has selected the
last entry in the summary shown in Figure 12A, and the threat detection platform
has shown information that indicates an email with “Business Essentials Expired”
in the subject line was determined to be a possible instance of impersonation due
to atypical contact, urgent financial request, and possible executive
impersonation. Moreover, the threat detection platform has posted content of the
email to show that a suspicious link was included in the body.

[00124] When characterizing a possible threat, the threat detection platform
may consider the following:

° How was the attack staged (i.e., what was the attack vector)?
Examples include email to channel, message to channel, and independent

chats to individuals (which are not accessible via API).
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) Who was the conduit (i.e., who was the attack actor)? Examples
include internal compromised accounts and internal accidental actions

(e.g., forwarding a malicious communication).

° What was the delivery mechanism (i.e., what was the attack
missile)? Examples include URLs, attachments in communications, and

uploaded files via links.

° What was the malicious delivery (i.e., what was the attack
payload)? Examples include malicious landing pages and malware.

[00125] On the interface, the individual may be shown information related to
the campaign of which the email was determined to be a part. Generally, these
other communications are determined to be part of the campaign due to a shared
indicator of compromise. Here, the threat detection platform has determined that
similar emails were received by seven recipients. One of these recipients
forwarded the email, while two of these recipients replied to the email. Note that
the threat detection platform has also determined a message transmitted via
Slack may be related to the campaign. This type of insight - which can gained
through analysis of data obtained from multiple channels - is simply not possible
with conventional security products. The individual may learn additional context
of these communications by interacting with the related information. For
instance, upon receiving input indicative of a selection of “Slack Messages,” the
threat detection platform may post information related to the message as shown
in Figure 12D. Here, the threat detection platform has determined that the
message is likely related to the campaign because it asks whether the recipient
has had an opportunity to review the email at issue.

[00126] In some embodiments, the interface includes a graphical element that
enables the individual to specify what action, if any, should be taken by the threat
detection platform. For example, if the individual determines that a message
delivered via Slack is likely malicious, then the individual may instruct the threat
detection platform to post a message in a Slack channel that specifies the
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malicious nature of the message. As another example, if the individual
determines that an email is not malicious, then the individual may instruct the

threat detection platform to restore the email to its intended destination.

[00127] If the individual is interested in incorporating additional channels of
communication, she can simply connect them through the threat log shown in
Figure 12A. Upon selecting the option to add a new channel, the individual may
be directed to an integration page as shown in Figure 13. From the integration
page, the individual can browse the available channels and then connect them to
the threat detection platform. As discussed above, the threat detection platform
may obtain data regarding digital activities performed on these channels through
respective APls.

[00128] Figure 14 depicts another example of a threat log that includes an
engagement column. As mentioned above, the engagement column may specify
the nature of employee interactions with a malicious communication that
represents a potential threat. This information may be useful in the context of
determining how to prioritize and then address potential threats. For example, an
enterprise may want to address malicious emails that appear to be effective in
engaging recipients before addressing malicious emails that are ineffective in

engaging recipients.

[00129] Figure 15 depicts several examples of campaign activity panels for
possible threats. Additional information may be available for further review upon
interacting with the campaign activity panels. For example, the threat detection
platform may identify the recipients of the email with the subject line “Re:
Payment Status” upon receiving input indicative of a selection of “2 Recipients”
beneath “Arrived to Inbox.”

Third-Party Service Integration

[00130] Enterprises may find it desirable to deploy a threat detection platform
in combination with one or more Security Information and Event Management

(SIEM) tools supported by security vendors. Generally, these security vendors
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ensure the SIEM tools are accessible via APls to enable full integration into the
security systems of these enterprises. While the example provided below
indicates how the threat detection platform could upload information to Splunk, a
similar procedure could be performed to interface with the APIs of other SIEM
tools, such as the Proofpoint SIEM API.

[00131] To integrate with Splunk Enterprise (also referred to as “Splunk
Cloud”), an enterprise can create an application as shown in Figure 16. Various
resources are available on developing Splunk applications. At a high level, the
application can take information that is extracted, derived, or otherwise obtained
by the threat detection platform and then provide this information to Splunk. For
example, an application may be programmed such that it can:

) Log when the threat detection platform flags and/or remediates an
attack campaign;

) Log when the threat detection platform flags an instance of account
compromise;
) Log when the threat detection platform flags and/or remediates

malicious employee-reported communication campaigns; or

) Log when an attack campaign is marked as a false positive (i.e.,
marked as an attack despite the communication being safe).

[00132] Various attributes of digital activities may be provided to Splunk,

including:
° For advanced attacks that have been confirmed as suspicious:
o Subject;
o Attack type;
o Received time;
o Sender display name and/or sender address;
o Recipients;
o Campaign size;
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o Remediation status; and

o Link to portal.
° For instances of account compromise with a high confidence of
suspicion:

o Affected employee;

o First observed time;

o Trigger event; and

o Link to portal.
) For communications provided to an abuse mailbox that have been

confirmed as suspicious:

o Attack type;

o Received time;

o Sender display name and/or sender address;
o Recipients;

o Campaign size;

o Remediation status; and

o Link to portal.

[00133] By importing this information into Splunk, greater insights can be
gained by employers. For example, employers may be able to construct

personalized visualizations, as well as make use of existing SIEM tools.

Processing System

[00134] Figure 17 is a block diagram illustrating an example of a processing
system 1700 in which at least some operations described herein can be
implemented. For example, components of the processing system 1700 may be
hosted on a computing device that includes a threat detection platform. As
another example, components of the processing system 1700 may be hosted on
a computing device that is queried by a threat detection platform to acquire
emails, data, etc.
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[00135] The processing system 1700 may include a central processing unit
(also referred to as a “processor”) 1702, main memory 1706, non-volatile
memory 1710, network adapter 1712 (e.g., a network interface), video display
1718, input/output device 1720, control device 1722 (e.g., a keyboard or pointing
device), drive unit 1724 including a storage medium 1726, and signal generation
device 1730 that are communicatively connected to a bus 1716. The bus 1716 is
illustrated as an abstraction that represents one or more physical buses or point-
to-point connections that are connected by appropriate bridges, adapters, or
controllers. The bus 1716, therefore, can include a system bus, a Peripheral
Component Interconnect (PCI) bus or PCI-Express bus, a HyperTransport or
industry standard architecture (ISA) bus, a small computer system interface
(SCSI) bus, a universal serial bus (USB), inter-integrated circuit (1°C) bus, or an
Institute of Electrical and Electronics Engineers (IEEE) standard 1394 bus (also

referred to as “Firewire”).

[00136] The processing system 1700 may share a similar processor
architecture as that of a desktop computer, tablet computer, mobile phone, game
console, music player, wearable electronic device (e.g., a watch or fithess
tracker), network-connected (“smart”) device (e.g., a television or home assistant
device), virtual/augmented reality systems (e.g., a head-mounted display), or
another electronic device capable of executing a set of instructions (sequential or
otherwise) that specify action(s) to be taken by the processing system 1700.

[00137] While the main memory 1706, non-volatile memory 1710, and storage
medium 1726 are shown to be a single medium, the terms “machine-readable
medium” and “storage medium” should be taken to include a single medium or
multiple media (e.g., a centralized/distributed database and/or associated caches
and servers) that store one or more sets of instructions 1728. The terms
“machine-readable medium” and “storage medium” shall also be taken to include
any medium that is capable of storing, encoding, or carrying a set of instructions
for execution by the processing system 1700.
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[00138] In general, the routines executed to implement the embodiments of the
disclosure may be implemented as part of an operating system or a specific
application, component, program, object, module, or sequence of instructions
(collectively referred to as “computer programs”). The computer programs
typically comprise one or more instructions (e.g., instructions 1704, 1708, 1728)
set at various times in various memory and storage devices in an electronic
device. When read and executed by the processors 1702, the instruction(s)
cause the processing system 1700 to perform operations to execute elements

involving the various aspects of the present disclosure.

[00139] Moreover, while embodiments have been described in the context of
fully functioning electronic devices, those skilled in the art will appreciate that
some aspects of the technology are capable of being distributed as a program
product in a variety of forms. The present disclosure applies regardless of the
particular type of machine- or computer-readable media used to effect

distribution.

[00140] Further examples of machine- and computer-readable media include
recordable-type media, such as volatile and non-volatile memory devices 1710,
removable disks, hard disk drives, and optical disks (e.g., Compact Disk Read-
Only Memory (CD-ROMS) and Digital Versatile Disks (DVDs)), and transmission-

type media, such as digital and analog communication links.

[00141] The network adapter 1712 enables the processing system 1700 to
mediate data in a network 1714 with an entity that is external to the processing
system 1700 through any communication protocol supported by the processing
system 1700 and the external entity. The network adapter 1712 can include a
network adaptor card, a wireless network interface card, a router, an access
point, a wireless router, a switch, a multilayer switch, a protocol converter, a
gateway, a bridge, a bridge router, a hub, a digital media receiver, a repeater, or

any combination thereof.

Examples
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[00142] Several aspects of the disclosure are set forth in the following
examples. Note that, unless noted otherwise, all of these examples can be
combined with one another. Accordingly, while a feature may be described in the
context of a given example, the feature may be similarly applicable to another

example.
1. A method comprising:
obtaining

(i) first data related to digital activities performed with a first set of
accounts on a first channel that is accessible to employees
of an enterprise, and

(if) second data related to digital activities performed with a second
set of accounts on a second channel that is accessible to the
employees;

determining that a first account included in the first set of accounts and a
second account included in the second set of accounts are used by

a given employee;

generating a profile for the given employee based on (i) digital activities
performed with the first account on the first channel and (ii) digital
activities performed with the second account on the second
channel,

obtaining, in real time, data related to digital activities performed on the
first and second channels by the first and second sets of accounts;

applying the profile to the data to identify a digital activity that is performed
with the first account or the second account; and

establishing a likelihood of compromise based on a comparison of the
digital activity to the profile,

wherein when the digital activity is performed with the first account,
the digital activity is compared to the digital activities
performed with the first account on the first channel, and
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wherein when the digital activity is performed with the second
account, the digital activity is compared to the past digital
activities performed with the second account on the second

channel.

2. The method of example 1, further comprising:
assigning an identifier that is representative of the profile to the first and

second accounts.

3. The method of example 2, wherein the identifier is a deterministic identifier
that is assigned to the first and second accounts based on identifiable
information included in the first and second data.

4. The method of example 2, wherein the identifier is a probabilistic identifier
that is assigned to the first and second accounts based on signals included in the
first and second data that are indicative of similar behavior.

5. The method of example 1, further comprising:
establishing, via a first application programming interface, a connection
with a first datastore that is associated with the first channel; and
downloading, from the first datastore via the first application programming

interface, the first data into a local processing environment.
6. The method of example 5, wherein the first datastore is managed by an
entity that supports a collaboration suite that is used by the employees to

exchange emails.

7. The method of example 5, further comprising:
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establishing, via a second application programming interface, a
connection with a second datastore that is associated with the
second channel; and

downloading, from the second datastore via the second application
programming interface, the second data into the local processing

environment.

8. The method of example 7, wherein the second datastore is managed by
an entity that supports a communication platform that is used by the employees

to exchange messages.

9. The method of example 7, further comprising:
receiving input indicative of an approval from an administrator associated

with the enterprise to access the first and second datastores.

10.  The method of example 1, wherein each digital activity is a sign-in event.

11. A non-transitory medium with instructions stored thereon that, when
executed by a processor of a computing device, cause the processor to perform
operations comprising:
collecting
(i) first data related to communications sent by a first account
associated with an individual on a first channel over a first
interval of time, and
(i) a second dataset related to communications sent by a second
account associated with the individual on a second channel
over a second interval of time;
generating, based on the first and second data, a profile for the individual
that specifies what constitutes normal behavior with respect to the

first and second channels;
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determining that a communication has been sent with the first account or
the second account; and
establishing a likelihood of compromise based on a comparison of the

communication to the profile.

12.  The non-transitory medium of example 11, wherein the profile includes
(i) a person profile that includes information regarding the individual that is
extracted or derived from the first data or the second data, and
(if) a behavior profile that identifies other individuals with whom the
individual has communicated over the first channel or the second

channel.

13.  The non-transitory medium of example 11, wherein the first interval of time
has a different start point and/or end point than the second interval of time.

14.  The non-transitory medium of example 11,
wherein the first data is collected from a first datastore managed by a first
entity that supports a collaboration suite used by the individual, and
wherein the second data is collected from a second datastore managed by
a second entity that supports a communication platform used by the
individual.

15.  The non-transitory medium of example 14, wherein the profile includes
(i) a first pair of profiles developed for the collaboration suite based on the
first data, and
(i) a second pair of profiles developed for the communication platform
based on the second data.

16.  The non-transitory medium of example 15, wherein different types of
information are obtainable from the first and second datastores.
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17.

18.

19.

A method comprising:
receiving input indicative of an approval to monitor digital activities
performed by employees of an enterprise across multiple channels,
wherein each channel of the multiple channels is associated with a
different cloud-based communication product accessible to
the employees;
for each cloud-based communication product,
initiating a connection with a corresponding application
programming interface through which to obtain data
regarding digital activities performed with accounts
associated with that cloud-based communication product;
obtaining data that is related to a digital activity performed with a given
account associated with a given employee on a given channel, the
given channel being one of the multiple channels; and
determining a likelihood that the given account is compromised based on
a comparison of the data to a profile that specifies what constitutes
normal behavior of the given employee with respect to each
channel of the multiple channels.

The method of example 17, further comprising:
identifying an appropriate remediation action responsive to a

determination that the given account is compromised.

The method of example 18, wherein said obtaining, said determining, and

said identifying are performed in real time as the digital activity is performed to

ensure that the appropriate remediation action is performed promptly so as to

limit harm to the enterprise.

20.

The method of example 17,
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wherein at least one channel of the multiple channels is associated with a
collaboration suite through which the employees are able to send
and receive emails, and

wherein at least one channel of the multiple channels is associated with a
communication platform through which the employees are able to

send and receive messages.

21.  The method of example 17, wherein the profile includes a separate
behavior profile for each channel that is able to identify deviations in content or
context of digital activities performed on that channel that are representative of
changes in behavior.

22. The method of example 21, wherein each behavior profile specifies other
employees with whom the given employee normally communicates on the

corresponding channel.

23. The method of example 21, wherein the digital activity is a transmittal of a
communication from the given account to another account associated with
another employee, and wherein the likelihood is based on a frequency with which
the given employee has communicated with the other employee via the given
channel in the past.

24. The method of example 21, wherein the digital activity is a transmittal of a
communication from the given account to another account associated with
another employee, and wherein the likelihood is based on whether a topic of the
communication is similar to topics of past communications exchanged between

the given employee and the other employee via the given channel.

25.  The method of example 17, further comprising:
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resolving an identity of the given employee based on an analysis of the

data related to the digital activity.

26. A non-transitory medium with instructions stored thereon that, when
executed by a processor of a computing device, cause the processor to perform
operations comprising:
obtaining
(i) first data associated with communications sent on a first channel
with a first set of accounts associated with employees of an
enterprise, and
(if) second data associated with communications sent on a second
channel with a second set of accounts associated with the
employees; and
for each communication sent on the first and second channels,
determining a likelihood that a corresponding account from which
the communication originates is compromised based on a
comparison of the communication to a profile that is
associated with the corresponding account,
wherein the profile is representative of a historical model of
behavior of the corresponding account across the first
and second channels.

27.  The non-transitory medium of example 26, wherein said obtaining
comprises:
establishing a connection with a first application programming interface
through which the first data is obtained from a first datastore, and
establishing a connection with a second application programming interface
through which the second data is obtained from a second
datastore.
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28.  The non-transitory medium of example 27, wherein the first and second

datastores are managed by different entities.

29.  The non-transitory medium of example 27,
wherein the first datastore is managed by a first entity that supports a
collaboration suite used by the employees, and
wherein the second datastore is managed by a second entity that supports
a communication platform used by the employees.

30. The non-transitory medium of example 26, wherein said determining
comprises:
establishing a recipient of the communication sent by the corresponding
account, and
comparing the recipient to the profile so as to determine whether
communicating with the recipient represents a deviation in behavior

by the corresponding account.
Remarks

[00143] The foregoing description of various embodiments of the claimed
subject matter has been provided for the purposes of illustration and description.
It is not intended to be exhaustive or to limit the claimed subject matter to the
precise forms disclosed. Many modifications and variations will be apparent to
one skilled in the art. Embodiments were chosen and described in order to best
describe the principles of the invention and its practical applications, thereby
enabling those skilled in the relevant art to understand the claimed subject
matter, the various embodiments, and the various modifications that are suited to

the particular uses contemplated.

[00144] Although the Detailed Description describes certain embodiments
and the best mode contemplated, the technology can be practiced in many ways
no matter how detailed the Detailed Description appears. Embodiments may
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vary considerably in their implementation details, while still being encompassed
by the specification. Particular terminology used when describing certain
features or aspects of various embodiments should not be taken to imply that the
terminology is being redefined herein to be restricted to any specific
characteristics, features, or aspects of the technology with which that terminology
is associated. In general, the terms used in the following claims should not be
construed to limit the technology to the specific embodiments disclosed in the
specification, unless those terms are explicitly defined herein. Accordingly, the
actual scope of the technology encompasses not only the disclosed
embodiments, but also all equivalent ways of practicing or implementing the

embodiments.

[00145] The language used in the specification has been principally selected
for readability and instructional purposes. It may not have been selected to
delineate or circumscribe the subject matter. It is therefore intended that the
scope of the technology be limited not by this Detailed Description, but rather by
any claims that issue on an application based hereon. Accordingly, the
disclosure of various embodiments is intended to be illustrative, but not limiting,

of the scope of the technology as set forth in the following claims.
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CLAIMS
What is claimed is:

1. A method comprising:
obtaining
(i) first data related to digital activities performed with a first set of
accounts on a first channel that is accessible to employees
of an enterprise, and
(if) second data related to digital activities performed with a second
set of accounts on a second channel that is accessible to the
employees;
determining that a first account included in the first set of accounts and a
second account included in the second set of accounts are used by
a given employee;
generating a profile for the given employee based on (i) digital activities
performed with the first account on the first channel and (ii) digital
activities performed with the second account on the second
channel,
obtaining, in real time, data related to digital activities performed on the
first and second channels by the first and second sets of accounts;
applying the profile to the data to identify a digital activity that is performed
with the first account or the second account; and
establishing a likelihood of compromise based on a comparison of the
digital activity to the profile,
wherein when the digital activity is performed with the first account,
the digital activity is compared to the digital activities
performed with the first account on the first channel, and
wherein when the digital activity is performed with the second
account, the digital activity is compared to the past digital
activities performed with the second account on the second

channel.
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2. The method of claim 1, further comprising:
assigning an identifier that is representative of the profile to the first and

second accounts.

3. The method of claim 2, wherein the identifier is a deterministic identifier
that is assigned to the first and second accounts based on identifiable
information included in the first and second data.

4. The method of claim 2, wherein the identifier is a probabilistic identifier
that is assigned to the first and second accounts based on signals included in the
first and second data that are indicative of similar behavior.

5. The method of claim 1, further comprising:
establishing, via a first application programming interface, a connection
with a first datastore that is associated with the first channel; and
downloading, from the first datastore via the first application programming

interface, the first data into a local processing environment.

6. The method of claim 5, wherein the first datastore is managed by an entity
that supports a collaboration suite that is used by the employees to exchange

emails.

7. The method of claim 5, further comprising:
establishing, via a second application programming interface, a
connection with a second datastore that is associated with the
second channel; and
downloading, from the second datastore via the second application
programming interface, the second data into the local processing

environment.
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8. The method of claim 7, wherein the second datastore is managed by an
entity that supports a communication platform that is used by the employees to
exchange messages.

9. The method of claim 7, further comprising:
receiving input indicative of an approval from an administrator associated

with the enterprise to access the first and second datastores.

10.  The method of claim 1, wherein each digital activity is a sign-in event.

11. A non-transitory medium with instructions stored thereon that, when
executed by a processor of a computing device, cause the processor to perform
operations comprising:
collecting
(i) first data related to communications sent by a first account
associated with an individual on a first channel over a first
interval of time, and
(i) a second dataset related to communications sent by a second
account associated with the individual on a second channel
over a second interval of time;
generating, based on the first and second data, a profile for the individual
that specifies what constitutes normal behavior with respect to the
first and second channels;
determining that a communication has been sent with the first account or
the second account; and
establishing a likelihood of compromise based on a comparison of the
communication to the profile.

12.  The non-transitory medium of claim 11, wherein the profile includes
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(i) a person profile that includes information regarding the individual that is
extracted or derived from the first data or the second data, and

(if) a behavior profile that identifies other individuals with whom the
individual has communicated over the first channel or the second
channel.

13.  The non-transitory medium of claim 11, wherein the first interval of time

has a different start point and/or end point than the second interval of time.

14.  The non-transitory medium of claim 11,
wherein the first data is collected from a first datastore managed by a first
entity that supports a collaboration suite used by the individual, and
wherein the second data is collected from a second datastore managed by
a second entity that supports a communication platform used by the
individual.

15.  The non-transitory medium of claim 14, wherein the profile includes
(i) a first pair of profiles developed for the collaboration suite based on the
first data, and
(if) a second pair of profiles developed for the communication platform
based on the second data.

16.  The non-transitory medium of claim 15, wherein different types of

information are obtainable from the first and second datastores.
17. A method comprising:

receiving input indicative of an approval to monitor digital activities

performed by employees of an enterprise across multiple channels,
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wherein each channel of the multiple channels is associated with a
different cloud-based communication product accessible to
the employees;

for each cloud-based communication product,

initiating a connection with a corresponding application
programming interface through which to obtain data
regarding digital activities performed with accounts
associated with that cloud-based communication product;

obtaining data that is related to a digital activity performed with a given
account associated with a given employee on a given channel, the
given channel being one of the multiple channels; and

determining a likelihood that the given account is compromised based on

a comparison of the data to a profile that specifies what constitutes

normal behavior of the given employee with respect to each

channel of the multiple channels.

18.  The method of claim 17, further comprising:
identifying an appropriate remediation action responsive to a
determination that the given account is compromised.

19.  The method of claim 18, wherein said obtaining, said determining, and
said identifying are performed in real time as the digital activity is performed to
ensure that the appropriate remediation action is performed promptly so as to

limit harm to the enterprise.

20.  The method of claim 17,
wherein at least one channel of the multiple channels is associated with a
collaboration suite through which the employees are able to send

and receive emails, and
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wherein at least one channel of the multiple channels is associated with a
communication platform through which the employees are able to

send and receive messages.

21.  The method of claim 17, wherein the profile includes a separate behavior
profile for each channel that is able to identify deviations in content or context of
digital activities performed on that channel that are representative of changes in

behavior.

22. The method of claim 21, wherein each behavior profile specifies other
employees with whom the given employee normally communicates on the

corresponding channel.

23. The method of claim 21, wherein the digital activity is a transmittal of a
communication from the given account to another account associated with
another employee, and wherein the likelihood is based on a frequency with which
the given employee has communicated with the other employee via the given

channel in the past.

24. The method of claim 21, wherein the digital activity is a transmittal of a
communication from the given account to another account associated with
another employee, and wherein the likelihood is based on whether a topic of the
communication is similar to topics of past communications exchanged between

the given employee and the other employee via the given channel.
25.  The method of claim 17, further comprising:

resolving an identity of the given employee based on an analysis of the
data related to the digital activity.
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26. A non-transitory medium with instructions stored thereon that, when
executed by a processor of a computing device, cause the processor to perform
operations comprising:
obtaining
(i) first data associated with communications sent on a first channel
with a first set of accounts associated with employees of an
enterprise, and
(i) second data associated with communications sent on a second
channel with a second set of accounts associated with the
employees; and
for each communication sent on the first and second channels,
determining a likelihood that a corresponding account from which
the communication originates is compromised based on a
comparison of the communication to a profile that is
associated with the corresponding account,
wherein the profile is representative of a historical model of
behavior of the corresponding account across the first

and second channels.

27.  The non-transitory medium of claim 26, wherein said obtaining comprises:
establishing a connection with a first application programming interface
through which the first data is obtained from a first datastore, and
establishing a connection with a second application programming interface
through which the second data is obtained from a second
datastore.

28.  The non-transitory medium of claim 27, wherein the first and second
datastores are managed by different entities.

29.  The non-transitory medium of claim 27,
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wherein the first datastore is managed by a first entity that supports a
collaboration suite used by the employees, and

wherein the second datastore is managed by a second entity that supports
a communication platform used by the employees.

30. The non-transitory medium of claim 26, wherein said determining
comprises:
establishing a recipient of the communication sent by the corresponding
account, and
comparing the recipient to the profile so as to determine whether
communicating with the recipient represents a deviation in behavior

by the corresponding account.
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