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INFORMATION PROVIDING SYSTEM
ABSTRACT

An accounting module 72 generates information indicating the use permission
condition of information. A decoding/encryptionmodule 74 generates authentication

information of the information indicating the permission condition. A storage module

73 stores the authentication information.
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DESCRIPTION

Information Providing System

Technical Field

This invention relates to an information providing system for providing
encrypted information, an information processing device and method, a management
device and method, an information utilization system, a program providing medium,

an information storage medium, and an external storage medium.

Background Art

There exists an information providing system for encrypting information such
as music and transmitting the information to an information processing device of a
user who has made a contract so that the user decodes and reproduces the information
using the information processing device.

In such an information providing system, a key necessary for decoding
encrypted information is changed at predetermined timing in order to protect the
information from attacks such as tapping. Also, in the information providing system,
as a signature is provided on information to be transmitted, any tapping of the
information during transmission can be detected. In addition, in the information
providing system, the user can receive and use information using a plurality of

information processing devices. Aninformation provider can transmit information and
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thus provide services to a plurality of information processing devices. In the
information providing device, predetermined information including a key necessary
for decoding the information and accounting information is stored in a storage section
that can exclude unauthorized access from outside.

However, in the system where akey is periodically distributed, since the timing
for changing the key and the timing for distributing the key may not be matched, the
user may not be able to decode the data.

Even though a signature is provided on the information to be transmitted, an
unauthorized action by a person who has a valid key cannot be detected on the basis
of the signature.

Also, the user must take predetermined procedures for the contract, and the
information provider must investigate whether the contact requested by the user is
possible or not. Therefore, the whole procedures are troublesome and it takes a long
time to complete the contract. Moreover, if the user who has made a contract took an
unauthorized action, it is difficult for the information provider to discover the
unauthorized action.

In addition, a user who has a plurality of information processing devices must
make a contract and pay the fee for each information processing device. This is
troublesome.

Also, if information indicating the details of use are rewritten, the details ofuse

can be changed, for example, to cancel the limitation of the number of times of
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playback or to enable copy from playback alone, without paying the predetermined fee.

Moreover, the information provider must make a contract and clear accounts for
each of the plural users, and must carry out settlement processing and profit calculation
processing. That is wasteful.

In addition, in the case where a new equipment is used, a contract mﬁst be newly
made with the information provider. If, for a certain reason, information stored in the
storage section that can exclude unauthorized access from outside is broken, the user
cannot use the information despite the contract which he/she made, and the information
provider cannot settle accounts as accounting information cannot be used with respect to
the information that is already used. Also, if the information stored in the storage section
that can exclude unauthorized access from outside is externally stored as it is, the security
against unauthorized access is lowered.

Thus, a need exists to enable a user to constantly and securely decode encrypted
information even in the case where a key is changed at arbitrary timing on the data
provider side.

Another need exists to prevent reading of a key for encrypting information when
decoding the information.

Another need exists to enable detection of an unauthorized action by a person

having a valid key.
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Another need exists to enable a user to easily make
a contract for the offer of information, and to enable a provider to qﬁickly determine
whether the contract of the user is possible or not and also to easily confinn an
unauthorized action by the contracting user and the validity of information to be

transmitted.

Another  need  exists to  enable detection of rewriting
of information indicating the details of use and enable measures to deal with the
rewriting. .

Another need exists to  enable efficient  settlement

O processing and profit calculation processing.

Another  need exists. to  enable storage of necessary

information to outside while maintaining the security against unauthorized actions.

The next page is page 25
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SUMMARY

According to embodiments of the present disclosure, in decoding and using
encrypted information, information indicating a permission condition for the use of the
information is generated, and authentication information of the information indicating the
permission condition is generated and stored.

According to a first aspect of the present disclosure, there is provided an
information processing device for storing information to a loaded information storage
medium and using the stored information, the method comprising:

authentication information generation means for generating first authentication
information of related information necessary for the use of the stored information;

a storage means for storing said first authentication information;

verification means for: (i) generating second authentication information from the
related information; and (ii) verifying coincidence with said first authentication
information stored by the storage means; and

mutual authentication means for carrying out mutual authentication with said
loaded information storage medium.

According to a second aspect of the present disclosure, there is provided an
information processing method for an information processing device for storing
information to a loaded information storage medium and using the stored information, the
method comprising:

an authentication information generation step of generating first authentication
information of related information necessary for the use of the stored information;

a storage step of storing said first authentication information;

a verification step of: (i) generating second authentication information from the
related information; and (ii) verifying coincidence with said first authentication
information stored at the storage step; and

a mutual authentication step of carrying out mutual authentication with said
loaded information storage medium.

According to a third aspect of the present disclosure, there is provided a program
providing medium for providing a computer-readable program which causes an
information processing device, for storing information to a loaded information storage
medium and using the stored information, to execute processing comprising:

an authentication information generation step of generating first authentication
information of related information necessary for the use of the stored information;

a storage step of storing said first authentication information;

[RLIBQJ3 65 doc:mic
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a verification step: (i) of generating second authentication information from the
related information; and (ii) verifying coincidence with said first authentication
information stored at the storage step; and

a mutual authentication step of carrying out mutual authentication with said
loaded information storage medium.

According to a fourth aspect of the present disclosure, there is provided an
information storage medium for storing encrypted information and being loaded on an
information processing device, the medium comprising:

authentication information generation mcans for generating first authentication
information of related information necessary for the use of the stored information;

storage means for storing said first authentication information;

verification means for: (i) generating second authentication information from the
related information; and (ii) verifying coincidence with said first authentication
information stored by the storage means; and

mutual authentication means for carrying out mutual authentication with said

information processing device.

The next page is page 32
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Brief Description of the Drawings
Fig.1 illustrates an EMD (electronic music distribution) system.
Fig.2 is a block diagram showing the functional structure of an EMD service
center in the EMD system.
5 Fig.3 illustrates transmission of a distribution key of the EMD service center.
Fig.4 illustrates transmission of a distribution key of the EMD service center.
Fig 5 illustrates transmission of a distribution key of the EMD service center.
Fig.6 illustrates transmission of a distribution key of the EMD service center.
Fig.7 illustrates a uger registration database.
]O Fig.8 ié ablock diagram showing the functional structure of a contents provider.
_ Fig.9 is a block diagram showing the functional structure of a service provider.
JFig. 10 is a block diagram showing the structure of a user home network.
Fig.11 is a block diagram showing the structure of a user home network.
Fig.12 illustrates contents and information accompanying the contents.
) Fig.13 illustrates a contents provider secure container.

Fig.14 illustrates a certificate of the contents provider.

Fig.15 illustrates a service provider secure container.
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Fig.16 illustrates a certificate of the service provider.
Figs.17(A), 17(B) and 17(C) show handling policy, price information, and use
permission information.
Figs.18(A) and 18(B) illustrate single copy and multiple copy.
S Figs.19(A), 19(B) and 19(C) illustrate handling policy and price information.
Figs.20(A), 20(B) and 20(C) illustrate handling policy, price information, and
use permission information.
Fig.21 shows an example of the operation of the EMD service center to collect
data necessary for settlement processing.
[O Fig.22 shows an example of a profit distribution database.
Fig.23 shows an example of a discount table.
Fig.24 shows an example of a user fee table.
Fig.25 illustrates the operation of the EMD service center to receive accounting
information from the user home network.
l S Fig.26 illustrates the operation of the EMD service center for profit distribution
processing.
Fig.27 illustrates the operation of the EMD service center to transmit
information on contents use results to the JASRAC.
Fig.28 shows the structure of still another embodiment of the user home

ZO network 5.

Fig.29 illustrates a storage mode of an external storage section.
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Fig 30 illustrates a storage mode of a storage module.

Fig.31 illustrates another storage mode of the external storage section,

Fig.32 illustrates another storage mode of the storage module.

Fig.33 illustrates a storage mode of key data.

Fig.34 illustrates a storage mode of a storage section.

Fig.35 illustrates another storage mode of the key data.

Fig.36 illustrates another storage mode of the storage section.

Fig.37 is a flowchart illustrating the processing for distribution of contents.

Fig.38 is a flowchart illustrating the processing for distribution of contents.

Fig.391s a flowchart illustrating the processing for transmission of a distribution
key from the EMD service center 1 to the contents provider 2.

Fig40is a flowchart illustrating the operation of mutual authentication between
the contents provider and the EMD service center.

Fig.41isaflowchart illustrating the operation of mutual authentication between
the contents provider 2 and the EMD service center 1.

Fig.42is aflowchart illustrating the operation of mutual authentication between
the contents provider and the EMD service center.

Fig.43 is a flowchart illustrating the processing for registration of a receiver to
the EMD service center.

Fig.44 illustrates a certificate of a SAM.

Fig.45 illustrates a registration list.
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Fig.46 is a flowchart illustrating the processing for backup of data of the SAM
to an IC card.

Fig.47 is a flowchart illustrating the processing for backup of data of the SAM

to an IC card.

Fig.48 is a flowchart illustrating the processing for reading backup data of the
IC card to a new receiver.

Fig.49 is a flowchart illustrating the processing for reading backup data of the
IC card to a new receiver.

Fig.50 is a flowchart illustrating the processing for reading backup data of the
IC card to a new receiver.

Fig.51 is a flowchart illustrating the processing in which the receiver registers
a subordinate recorder to the EMD service center.

Fig.52 is a flowchart illustrating the processing in which the receiver receives
a distribution key from the EMD service center.

Fig.53 is a flowchart illustrating the distribution key reception processing of the
recorder.

Fig.54 is a flowchart illustrating the processing in which the contents provider
transmits a contents provider secure container to the service provider.

Fig.55 is a flowchart illustrating the processing in which the service provider

ZO transmits a service provider secure container to the receiver.

Fig.56 is a flowchart illustrating the accounting processing of the receiver.

13-
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Fig.57 is a flowchart illustrating the details of the processing in which the
receiver receives an appropriate service provider secure container and carries out
accounting.

Fig.58 is a flowchart illustrating the details of the processing in which the
receiver receives an appropriate service provider secure container and carries out
accounting.

Fig.591s a flowchart illustrating the processing in which the receiver reproduces
contents.

Fig.60 is a flowchart illustrating the processing in which the receiver causes a
decoder to reproduce contents.

Fig.61is a flowchartillustrating the processing for preparing a settlement object
of the EMD service center.

Figs.62(A), 62(B), 62(C) and 62(D) illustrate examples of credit settlement
objects.

Figs.63(A), 63(B), 63(C) and 63(D) illustrate examples of bank settlement
objects.

Figs.64(A), 64(B), 64(C) and 64(D) illustrate examples of credit settlement
objects and bank settlement objects.

Fig.65 1s a flowchart illustrating the credit settlement processing.

Fig.66 is a flowchart illustrating the bank settlement processing.

Fig.67 1llustrates another EMD system.
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Fig.68 is another view illustrating a registration list.

Fig.69 is another view illustrating a registration list.

Fig.70 is another view illustrating a registration list.

Fig.71 is a flowchart illustrating the processing for holding a registration list.

Fig.72 is a flowchart illustrating the registration processing of the receiver.

Fig.73 is another view illustrating a registraticn list.

Fig.74 is a flowchart illustrating the registration processing of the receiver.

Fig.75 is another view illustrating a registration list.

Fig.76 is a flowchart illustrating the distribution key reception processing.

Fig.77 is a flowchart illustrating the details of the processing for encrypting non-
encrypted contents supplied from an MD driver and then recording the encrypted
contents.

Fig.78 is a flowchart illustrating the processing in which the receiver reproduces
contents. |

Fig.79 is a flowchart illustrating the processing in which the receiver causes the
decoder to reproduce contents.

Fig.80 is a flowchart illustrating the processing for shifting contents from the
receiver to the memory stick.

Fig.81 is a flowchart illustrating the processing for shifting contents from the
receiver to the memory stick.

Fig.82 is a flowchart illustrating the processing for shifting contents from the
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receiver to the memory stick.

Fig.83 is a flowchart illustrating the processing for shifting contents from the
receiver to the memory stick.

Fig.84 is a flowchart illustrating the processing for shifting contents from the
memory stick to the receiver

Fig.85 is a flowchart illustrating the processing for shifting contents from the
memory stick to the receiver

Fig.86 is a flowchart illustrating the processing for shifting contents from the
memory stick to the receiver

Fig 87 is a flowchart illustrating the processing for shifting contents from the
memory stick to the receiver

Fig 88 is a flowchart illustrating the processing in which the receiver reproduces
contents stored in the memory stick.

Fig.89 is a flowchart illustrating the processing in which the receiver 51

reproduces contents stored in the memory stick.

Best Mode for Carrying Out the Invention

Preferred embodiments of the present invention will now be described in detail
with reference to the drawings.

Fig.1 illustrates an EMD (electronic music distribution) system to which the

present invention is applied. The contents distributed to users in this system refer to

-16-




10

20

39

digital data in which information itself has a certain value. Hereinafter, the contents
are explained with reference to music data as an example. An EMD service center 1
transmits a distribution key Kd to a contents provider 2, a user home network 5 and
the like. The EMD service center 1 receives accounting information corresponding to
the use of the contents from the user home network 3, settles accounts for the use fee,
and carries out processing for profit distribution to the contents provider 2 and a
service provider 3.

The contents provider 2 has digitized contents. The contents provider 2 inserts
a watermark into the contents so as to prove that the it owns the contents, then
compresses and encrypts the contents, then appends predetermined information
thereto, and transmits the resultant information to the service provider 3.

The service provider 3 sets a price to the contents supplied from the contents
provider 2 and transmits the contents to the user home network 5 through a network
4 made up of a dedicated cable network, the Internet or a satellite.

The user home network 5 obtains the contents which are priced and sent from
the service provider 3. The user home network 5 decodes and reproduces the contents
so asto use the contents, and carries out accounting, Accounting information obtained
by the accounting is transmitted to the EMD service center 1 when the user home
network 5 obtains the distribution key Kd from the EMD service center 1.

Fig.2 is a block diagram showing the functional structure of the EMD service

center 1. A service provider management section 11 supplies information on profit

7-




40

distribution to the service provider 3, and transmits the distribution key Kd to the
service provider 3 in the case where the information (handling policy) appended to the
contents supplied from the contents provider 2 is el.mypted, A contents provider
management section 12 transmuts the distribution key Kd to the contents provider 2
and supplies the information on profit distribution. A copyright management section
13 transmits information on the result of use of the contents by the user home network
5 to an organization managing the copyright such as JASRAC (Japanese Society for
Rights of Authors, Composers and Publishers). Akey scr\ller 14 stores the distribution
key Kd therein and supplies the distribution key Kd to the contents provider 2 or the
user home network 5 through the contents provider management section 12 or a user
management section 18. The user management section 18 inputs the accounting
information, which is the information indicating the result of use of the contents by the
user home network 5, the price information corresponding to the contents and the
handling policy corresponding to ‘thc contents, and causes a historical data
management section 15 to store such-information.

An example of periodical transmission of the distribution key Kd from the EMD
service center 1 to the contents provider 2 and areceiver 51 constituting the user home
network 5 (later described in detail with reference to Fig.10) will be described with
reference Figs.3 to 6. Fig.3 shows the distribution key Kd held by the EMD service
center 1, the distribution key held by the contents provider 2 and the distribution key

Kd held by the receiver 5, of January 1998, for the contents provider 2 to start
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providing the contents and for the receiver 51 constituting the user home network 5 to
start using the contents.

In the example of Fig.3, the distribution key Kd is available from the first day
to the last day of the calendar month. For example, a distribution key Kd of version
1 having a value of "aaaaaaaa", which is a random number consisting of a
predetermined number of bits, is available from January 1, 1998 to January 31, 1998.
(That is, a contents key Kco for encrypting the contents distributed from the service
provider 3 to the user home network 5 during the period from January 1, 1998 to
January 31, 1998 is encrypted with the distribution key Kd of version 1.) Also, a
distribution key Kd of version 2 having a value of "bbbbbbbb", which is a random
number consisting of a predetermined number of bits, is available from February 1,
1998 to February 28, 1998. (That is, a contents key Kco for encrypting the contents
distributed from the service provider 3 to the user home network 5 during that period
is encrypted with the distribution key Kd of version 2.) Similarly, a distribution key
Kd of version 3 is available in March 1998, A distribution key Kd of version 4 is
available in April 1998, A distribution key Kd of version 5 is available in May 1998.
A distribution key Kd of version 6 is available in June 1998.

Before the contents provider 2 starts providing the contents, the EMD service
center 1 transmits six distribution keys Kd of versions 1 to 6, which are available from
January 1998 to June 1998, to the contents provider 2. The contents provider 2

receives and stores the six distribution keys Kd. The reason for storing the distribution
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keys Kd for six months is that the contents provider 2 needs a predetermined period
in preparation for encryption of the contents and contents key before providing the
contents,

Before the receiver 51 starts using the contents, the EMD service center 1
transmits three distribution keys Kd of versions 1 to 3, which are available from
January 1998 to March 1998, to the receiver 51. The receiver 51 receives and stores
the three distribution keys Kd. The purpose of storing the distribution keys Kd for
three months is for the receiver 51 to avoid such a situation that the contents cannot
be used even during a contract period in which the contents are usable, because of a
trouble such as failure to connect to the EMD service center 1. Also, the purpose of
storing the distribution keys Kd for three months is to lower the frequency of
connection to the EMD service center 1 and to reduce the load on the user home
network 5.

During the period from January 1, 1998 to January 31, 1998, the distribution
key Kd of version 1 is used by the EMD service center 1, the contents provider 2, and
the receiver 51 constituting the user home network 3.

Transmission of the distribution key Kd from the EMD service center 1 to the
contents provider 2 and the receiver 51 on February 1, 1998 will now be described
with reference to Fig.4. The EMD service center 1 transmits six distribution keys Kd
of versions 2 to 7, which are available from February 1998 to July 1998, to the

contents provider 2. The contents provider 2 receives the six distribution keys Kd,
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then overwrites the distribution keys Kd stored before this reception, and thus stores
the new distribution keys Kd. The EMD service center | transmits three distribution
keys Kd of versions 2 to 4, which are available from February 1998 to April 1998, to
the receiver 51. The receiver 51 receives the three distribution keys Kd, then
overwrites the distribution keys Kd stored before this reception, and thus stores the
new distribution keys Kd. The EMD service center 1 stores the distribution key Kd
of version 1 asitis. This is because the distribution key that was used in the past is
to be made available when any unexpected trouble occurs or when an unauthorized
action is generated or discovered.

During the period from February 1, 1998 to February 28, 1998, the distribution
key Kd of version 2 is used by the EMD service center 1, the contents provider 2, and
the receiver 51 constituting the user home network 5.

Transmission of the distribution key Kd from the EMD service center 1 to the
contents provider 2 and the receiver 51 on March 1, 1998 will now be described with
reference to Fig.5. The EMD service center 1 transmits six distribution keys Kd of
versions 3 to 8, which are available from March 1998 to August 1998, to the contents
provider 2. The contents provider 2 receives the six distribution keys Kd, then
overwrites the distribution keys Kd stored before this reception, and thus stores the
new distribution keys Kd. The EMD service center 1 transmits three distribution keys
Kd of versions 3 to 5, which are available from March 1998 to May 1998, to the

receiver 51. The receiver 51 receives the three distribution keys Kd, then overwrites
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the distribution keys Kd stored before this reception, and thus stores the new
distribution keys Kd. The EMD service center 1 directly stores the distribution key Kd
of version 1 and the distribution key Kd of version 2.

During the period from March 1, 1998 to March 31, 1998, the distribution key
Kd of version 3 is used by the EMD service center 1, the contents provider 2, and the
receiver 51 constituting the user home network 3.

Transmission of the distribution key Kd from the EMD service center 1 to the
contents pfovider 2 and the receiver 51 on April 1, 1998 will now be described with
reference to Fig.6. The EMD service center 1 transmits six distribution keys Kd of
versions 4 to 9, which are available from April 1998 to September 1998, to the
contents provider 2. The contents provider 2 receives the six distribution keys Kd,
then overwrites the distribution keys Kd stored before this reception, and thus stores
the new distribution keys Kd. The EMD service center 1 transmits three distribuﬁon
keys Kd of versions 4 to 6, which are available from April 1998 to June 1998, to the
receiver 51. The receiver 51 receives the three distribution keys Kd, then overwrites
the distribution keys Kd stored before this reception, and thus stores the new
distribution keys Kd. The EMD service center 1 directly stores the distribution key Kd
of version 1, the distribution key Kd of version 2 and the distribution key Kd of
version 3.

During the period from April 1, 1998 to April 30, 1998, the distribution key Kd

of version 4 is used by the EMD service center 1, the contents provider 2, and the
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receiver 51 constituting the user home network 5.

Thus, as the distribution keys Kd for the subsequent months are distributed in
advance, the user can access the center to receive the key at user's convenience even
though the user has never accessed the center for the past one or two months.

A profit distribution section 16 calculates the profit of the EMD service center
1, the contents provider 2 and the service provider 3 on the basis of the accounting
information, price information and handling policy supplicd from the historical data
management section 15. A mutual authentication section 17 carries out mutual
authentication with the contents provider 2, the service provider 3 and a predetermined
equipment of the user home network 5 as will be described later.

The user management section 18 has a user registration database. When
registration of the equipment of the user home network 5 is requested, the user
management section 18 retrieves the user registration database and carries out
processing to register that equipment in accordance with the recorded contents or to
reject the registration. In the case where the user home network 5 is constituted by a
plurality of equipments having functions to enable connection with the EMD service
center 1, the user management section 18 designates an equipment for settlement in
accordance with the result of processing to discriminate whether registration is
possible or not, and transmits a registration list prescribing the condition for the use
of the contents to the predetermined equipment of the user home network 3.

In an example of the user registration database shown in Fig.7, 1D
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(identification data) consisting of 64 bits proper to the equipment of the user home
network 5 is recorded, and in accordance with the ID (that 1s, for each equipment
having that ID), information is recorded such as \yhether settlement processing is
possible or not, whether registration is possible or not, and whether connection with
the EMD service center 1 is possible or not. The information as to whether
registration is possible or not, which is recorded on the user registration database, is
updated at a predetermined time interval on the basis of information on arrears and
unauthorized processing supplied from the settlement institution (e.g., bank) or the
service provider 3. With respect to the request for registration of an equipment having
the ID recorded as being non-registrable, the user management section 18 rejects the
registration and the equipment of the rejected registration no longer can use the
contents of this system.,

The information as to whether settlement processing is possible or not, which
is recorded on the user registration database, indicates whether the equipment can
carry out settlement. In the case where the user home network 5 is constituted by a
plurality of equipments that can reproduce or copy the contents, one of these
equipménts which can carry out settlement processing outputs the accounting
information, price information and handling policy of all the equipments of the user
home network 5 that are registered to the EMD service center 1. The information as
to whether connection with the EMD service center 1 is possible or not, which is

recorded on the user registration database, indicates whether the equipment can be
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connected with the EMD service center 1 or not. An equipment recorded as being
non-connectable outputs the accounting information and the like to the EMD service
center 1 via another equipment of the user home network 5.

Also, the user management section 18 is supplied with the accounting
information, price information and handling policy from the equipment of the user
home network 5, and outputs the information to the historical data management
section 15. The user management section 18 further supplies the distribution key Kd
to the equipment of the user home network 5 through predetermined processing (at
predetermined timing).

An accounting and charging section 19 calculates the charge to the user of the
basis of the accounting information, price information and handling policy supplied
from the historical data management section 15, and supplies the result of calculation
to a receipt and disbursement section 20. The receipt and disbursement section 20
communicates with an external bank or the like, not shown, and executes settlement
processing on the basis of the disbursement to the contents provider 2 and the service
provider 3 and the use fee to be collected from the user. An audit section 21 audits the
validity (that is, absence of unauthorized actions) of the accounting information, price
information and handling policy supplied from the equipment of the user home
network 5.

Fig.8 is a block diagram showing the functional structure of the contents

provider 2. A contents server 31 stores the contents to be supplied to the user and
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supplies the contents to a watermark appending section 32. The watermark appending
section 32 appends a watermark to the contents supplied from the contents server 31
and supplies the contents to a compression section 33. The compression section 33
compresses the contents supplied from the watermark appending section 32 in
accordance with a system such as ATRAC (Adaptive Transform Acoustic Coding 2:
trademark) and supplies the resultant contents to an encryption section 34. The
encryption section 34 encrypts the contents compressed by the compression section
33, using a random number generated by a random number generation section 35 as
a key (this random number is hereinafter referred to as a contents key Kco), and
outputs the result to a secure container preparation section 38.

Although in this embodiment, the contents are compressed in accordance with
the ATRAC system, the compression system is not limited to the ATRAC system. If
the contents are music or the like, a compression system such as ACC (Advanced
Audio Coding) or MP3 (MPEG-1 Audio Layer 3) is used. If the contents are images
or the like, a compression system such as MPEG (Moving Picture Experts Group) or
JPEG (Joint Photographic Coding Experts Group) is used.

The random number generation section 35 supplies arandom number consisting
of a predetermined number of bits as a contents key to the encryption section 34 and
an encryption section 36. The encryption section 36 encrypts the contents key Kco
with the distribution key Kd supplied from the EMD service center 1 in accordance

with a common key encryption system such as DES, and outputs the result to the
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secure container preparation section 38.

DES is an encryption sysfem for processing 64 bits of a plaintext as one block
using a 56-bit common key. The DES processing includes a part (data stirring part)
for stirring a plaintext to transform it to a cryptogram, and a part (key processing part)
for generating a key (enlargement key) used by the data stirring part from the common
key. Since all the algorithms of DES are made public, the basic processing of the data
stirring part is briefly described here.

First, 64 bits of a plaintext is split into HO of upper 32 bits and L0 of lower 32
bits. A 48-bit enlargement key K1 supplied from the key processing part and L0 of
lower 32 bits are used as inputs, and an output of an F-function obtained by stirring LO
of lower 32 bits is calculated. The F-function includes two types of basic transform,
that is, "substitution” for substituting the numeric value in accordance with
predeterminedrules, and "transposition" for transposing the bit position in accordance
with predetermined rules. Subsequently, an exclusive OR of HO of upper 32 bits and
the output of the F-function is calculated, and the result thereof is set as L1. L0 is
changed to H1.

The foregoing processing is repeated 16 times on the basis of HO of upper 32
bits and L0 of lower 32 bits, and the resultant H16 of upper 32 bits and L16 of lower
32 bits are outputted as a cryptogram. Decoding is realized by inversely following the
foregoing procedure using the common key used for encryption.

A policy storage section 37 stores the handling policy for the contents and
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outputs the handling policy to the secure container preparation section 38 in
accordance with the contents to be encrypted. The secure container preparation
section 38 prepares a contents provider secure container which includes the encrypted
contents, the encrypted contents key Kco, the handling policy, a signature prepared by
calculating a hash value of these data, and a certificate of a public key Kpcp of the
contents provider 2, and supplies the contents provider secure container to the service
provider 3. A mutual authentication section 39 carries out mutual authentication with
the EMD service center 1 before receiving the distribution key Kd supplied from the
EMD service center 1, and carries out mutual authentication with the service provider
3 before transmitting the contents provider secure container to the service provider 3.

The signature is appended to the data or a certificate, which will be described
later, and is intended to carry out check of any tampering and authentication of a
producer. The signature is prepared by calculating a hash value using a hash fupction
based on the data to be transmitted and then encrypting the hash value with a secret
key for public key encryption,

The collation of the hash function and the signature will now be described. The
hash function is a function for using predetermined data to be transmitted as an input,
then compressing the data to data of a predetermined bit length, and outputting the
resultant data as a hash value. In the hash function, it is difﬂcu]t to predict the input
from the hash value (output). When one bit of the data inputted to the hash function

is changed, a number of bits of the hash value change and it is difficult to find out
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input data having the same hash value.

A receiver who has received the signature and data decodes the signature with
the public key for public key encryption, and thus obtains the result (hash value).
Moreover, the hash value of the received data is calculated and it is determined
whether or not the calculated hash value is equal to the hash value obtained by
decoding the signature. Ifit is determined that the hash value of the transmitted data
and the decoded hash value are equal to each other, it is understood that the received
data has not been tampered and is the data transmitted from a transmitter who holds
the secret key corresponding to the public key. As the hash function of the signature,
MD4, MD5, SHA-1 and the like are used.

Public key encryption will now be described. The public key encryption system
uses different keys for encryption and for decoding, while the common key encryption
system uses the same key (common key) for encryption and decoding. In the case
where public key encryptidn is employed, one of the keys can be kept secret though
the other oné is rhade public. The key which may be made public is referred to as
bublic key, and the key which should be kept secret is referred to as secret key.

RSA (Rivest-Shamir-Adleman) encryption, which is typical public key
encryption, will be briefly described. First, two sufficiently large prime numbers "p"
and "q" are found, and the product "n" of "p" and "q" is found. The least common
multiple L of (p-1) and (q-1) is calculated, and a number "e" which is not less than 3

and less than L and which is a prime with respect (o L is found. (That is, the only
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number that can divide both "e" and "L" 1s 1.)
Next, a multiplication inverse element "d" of "e" related to multiplication using
L is found. Specifically, "ed = | mod L" holds with respect to "d", "e" and "L". "d"
can be calculated by the Euclidean algorithm. In thiscase, "n" and "e" are made public
keys, and "p", "q" and "d" are made secret keys.
A cryptogram C is calculated by processing an equation (1) from a plaintext M.
C=M"emodn (D)
The cryptogram C is decoded to the plaintext M by processing an equation (2).
M=C"dmodn - (2)
Although proof is not given, the transform of a plaintext to a cryptogram by
RSA encryption and decoding thereof are based on the Fermat's theorem, which leads
to the following equation (3).
M=CAd=M"ey’d =M"ed)modn .. (3)
If the secret keys "p" and "q" are known, the secret key "d" can be calculated

"aon

from the public key "e". However, if the number of digits of the public key "n" is
increased to such an extent that resolution into prime factors of the public key "n" is
difficult in terms of computational complexity, knowing the public key "n" alone is not
enough to calculate the secret key "d" from the public key "e" and therefore decoding
cannot be carried out. As described above, in RSA encryption, the key used for
encryption and the key for decoding can be made different.

Another example of public key encryption, that1s, elliptic curve encryption, will
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be briefly described. A point on an elliptic curve "yA) =x"3 +ax + b" is referred to
as B. Addition of the point on the elliptic curve is defined, and nB expresses the result
of addition of B for n times. Subtraction is similarly defined. It is proven to be
difficult to calculate "n" from B and nB. B and nB are made public keys and "n" is
made a secretkey. Using arandom number "r", cryptograms C1 and C2 are calculated
from the plaintext M by processing equations (4) and (5) with the public keys.

Cl=M+mB . (4)

C2=1B . (5

‘ The cryptograms C1 and C2 are decoded to the plaintext M by processing an

equation (6).

M=Cl-nC2 .. (6)

Only the cryptogram having the secret key "n" can be decoded. As described
above, in elliptic curve encryption, similar to RSA encryption, the key used for
encryption and the key for decoding can be made different.

Fig.9is a block diagram showing the functional structure of the service provider
3. A contents server 41 stores the encrypted contents supplied from the contents
provider 2, and supplies the contents to a secure container preparation section 44. A
pricing section 42 prepares price information based on the handling policy
corresponding to the contents and supplies the price information to the secure

container preparation section 44. A policy storage section 43 stores the handling

policy for the contents supplied from the contents provider 2, and supplies the
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handling policy to the secure container preparation section 44. A nwtual
authentication section 45 carries out mutual authentication with the contents provider
2 before receiving the contents provider secure container supplied from the contents
provider 2, and carries out mutual authentication with the user home network 5 before
transmitting the service provider secure container to the user home network 5. In the
case where the contents provider 2 encrypts the handling policy with the distribution
key Kd and then supplies the handling policy, the mutual authentication section 45
carries out mutual authentication with the EMD service center 1 before receiving the
distribution key Kd supplied from the EMD service center 1.

Fig.10 1s a block diagram showing the structure of the user home network 5.
The receiver 51 receives the service provider secure container including the contents
from the service provider 3 via the network 4, and decodes and expands the contents
so as to reproduce the contents.

A communication section 61 communicates with the service provider 3 or the
EMD service center 1 via the network 4, and receives or transmits predetermined
information. A SAM (secure application module) 62 carries out mutual authentication
with the service provider 3 or the EMD service center 1, decodes encrypted contents
or encrypts contents, and stores the distribution key Kd and the like. An expansion
section 63 decodes encrypted contents, expands the contents in accordance with the
ATRAC system, and inserts a predetermined watermark into the contents. An IC

(integrated circuit) card interface 64 changes a signal from the SAM 62 to a
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predetermined format and outputs the resultant signal to an IC card 55 loaded in the
receiver 51. The IC card interface 64 also changes a signal from the IC card 55 to a
predetermined format and outputs the resultant signal to the SAM 62.

The SAM 62, which carries out mutual authentication with the service provider
3 or the EMD service center 1, which carries out accounting, which decodes and
encrypts the contents key Kco, and which stores predetermined data such as use
permission information, includes a mutual authentication module 71, an accounting
module 72, a storage module 73, and a decoding/encryption module 74. This SAM 62
is constituted by a single-chip dedicated IC for encryption processing, having a
multilayer structure in which an intemal memory cell is held between dummy layers
such as aluminum layers. Also, the SAM 62 has a characteristic (tamper resistance)
such as a narrow width of operating voltage or frequency, which prevents unauthorized
data reading from outside.

The mutual authentication module 71 carries out mutual authentication with the
service provider 3 or the EMD service center 1, and if necessary, supplies a temporary
key Ktemp (session key) to the decoding/encryption module 74. The accounting
module 72 generates the use permission information and accounting information from
the handling policy and price information included in the service provider secure
container received from the service provider 3, and outputs the use permission
information and accounting information to the storage module 73 or an HDD (hard

disk drive) 52. The storage module 73 stores the data such as the accounting
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information and the distribution key Kd supplied from the accounting module 72 or
the decoding/encryption module 74, and supplies the data such as the distribution key
Kd when another functional block executes predetermined processing.

The decoding/encryption module 74 includes a decoding unit 91, a random
number generation unit 92, and an encryption unit 93. The decoding unit 91 decodes
the encrypted contents key Kco with the distribution key Kd and outputs the decoded
contents key Kco to the encryption unit 93. The random number generation unit 92
generates a random number of a predetermined number of digits and outputs it as a
save key Ksave to the encryption unit 93 and the storage module 73. However, if the
random number is once generated and held, generation of the random number is no
longer necessary. The encryption unit 93 re-encrypts the decoded contents key Kco
with the save key Ksave and outputs the re-encrypted contents key Kco to the HDD
52. When transmitting the contents key Kco to the expansion section 63, the
encryption unit 93 encrypts the contents key Kco with the temporary key Ktemp.

The expansion section 63, which decodes and expands the contents and which
appends a predetermined watermark to the contents, includes a mutual authentication
module 75, a decoding module 76, an expansion module 78, and a watermark
appending module 79. The mutual authentication module 75 carries out mutual
authentication with the SAM 62 and outputs the temporary key Ktemp to the decoding
module 76. The decoding module 76 decodes the contents key Kco which is outputted

from the SAM 62 and encrypted with the temporary key Ktemp, with the temporary
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key Ktemp. Moreover, the decoding module 76 decodes the contents recorded on the
HDD 52 with the contents key Kco and outputs the decoded contents to the expansion
module 78. The expansion module 78 expands the decoded contents in accordance
with the ATRAC system or the like and outputs the expanded contents to the
watermark appending module 79. The watermark appending module 79 inserts into
the contents a predetermined watermark specifying the receiver 51, and outputs the
resultant contents to a recorder 53 or a speaker not shown, so as to reproduce music.

The HDD 52 records the contents supplied from the service provider 3.
Although the HDD 52 is described as being independent in Fig. 10, it may be integrally
formed as a matter of course. The recorder 53, which records and reproduces the
contents supplied from the service provider 3 to and from an optical disc (not shown)
loaded therein, includes a recording/reproducing section 65, a SAM 66, and an
expansion section 67, The recording/reproducing section 65 has an optical disc loaded
thereon, and records contents to and reproduces contents from the optical disc. The
SAM 66 has the same function as the SAM 62 and therefore will not be described
further in detail. The expansion section 67 has the same function as the expansion
section 63 and therefore will not be described further in detail. An MD (Mini Disk:
trademark) driver 54 records and reproduces the contents supplied from the service
provider 3 to and from an MD loaded thereon, not shown.

The IC card 55 is loaded on the receiver 51 and stores predetermined data such

as the distribution key Kd stored in the storage module 73 and the equipment ID. For
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example, in the case where the user wants to purchase a new receiver 51 to substitute
for the receiver 51 that has been used, the user first stores onto the IC card 55 the
predetermined data such as the distribution key Kd stored in the storage module 73 of
the receiver 51 that has been used. Then, the user loads the IC card 55 onto the new
receiver 51 and operates the receiver 51 to register the new receiver 51 to the user
management section 18 of the EMD service center 1. The user management section
18 of the EMD service center 1 retrieves data such as the user's name and the credit
card number used for payment of the fee from the database held in the user
management section 18 on the basis of the data (such as ID of the receiver 51 that has
been used) stored on the IC card 55, and executes registration processing on the basis
of the retrieved data. Therefore, the user need not carry out troublesome input of data.
The IC card 55 includes a mutual authentication module 80 and a storage module 81.
The mutual authentication module 80 carries out mutual authentication with the SAM
62. The storage module 81 stores the data supplied from the SAM 62 via the IC card
interface 64 and outputs the stored data to the SAM 62, 2

Fig.111s ablock diagram showing another exemplary structure of the user home
network 5. In areceiver 51 and a recorder 53 of this structure, the expansion section
63 of the receiver 51 and the expansion section 67 of the recorder 53 shown in Fig.10
are not provided, Instead, a decoder 56 connected to the recorder 53 has the same

function as the expansion section 63 or the expansion section 67. The other parts of

the structure are the same as those shown in Fig.10.
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The decoder 56, which decodes and expands the contents and which appends
a predetermined watermark to the contents, includes a mutual authentication module
101, a decoding module 102, a decoding module 103, an expansion module 104, and
a watermark appending module 105, The mutual authentication module 101 carries
out mutual authentication with the SAM 62 or the SAM 66 and outputs the temporary
key Ktemp to the decoding module 102. The decoding module 102 decodes the
contents key Kco which is outputted from the SAM 62 and encrypted with the
temporary key Ktemp, with the temporary key Ktemp, and outputs the decoded
contents key Kco to the decoding module 103. The decoding module 103 decodes the
contents recorded on the HDD 52 with the contents key Kco and outputs the decoded
contents to the expansion module 104. The expansion module 104 expands the
decoded contents in accordance with the ATRAC system or the like and outputs the
expanded contents to the watermark appending module 105. The watermark
appending module 105 inserts into the contents a predetermined watermark specifying
the decoder 56, and outputs the resultant contents to the recorder 53 or a speaker not
shown, so as to reproduce music.

Fig.12 illustrates information transmitted and received among the EMD service
center 1, the contents provider 2, the service provider 3 and the user home network 5.
The contents provider 2 stores the encrypted contents, encrypted contents key Kco,
handling policy and signatui‘e into the contents provider secure container (which will

be later described in detail with reference to Fig.13). Also, the contents provider 2
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appends a certificate of the contents provider 2 (which will be later described in detail
with reference to Fig.14) to the contents provider secure container, and transmits the
resultant contents provider secure container to the service provider 3. The contents
provider 2 also appends a certificate of the contents provider 2 to the handling policy
and signature, if necessary, and transmits the resultant information to the EMD service
center 1.

The service provider 3 verifies the received certificate of the contents provider
2, obtains the public key Kpcp of the contents provider 2, and verifies the signature of
the received contents provider secure container. After succeeding in verification of
the signature, the service provider 3 takes out the handling policy from the contents
provider secure container and generates price information based on the handling
policy. Further, the service provider 3 stores the encrypted contents, encrypted
contents key Kco, handling policy, price information and signature into the service
provider secure container (which will be Jater described in detail with reference to
Fig.15). Also, the service provider 3 appends a certificate of the service provider 3
(which will be later described in detail with reference to Fig.16) to the service provider
secure container, and transmits the resultant service provider secure container to the
user home network 5. In addition, the service provider 3 appends a certificate of the
service provider 3 to the price information and signature and transmits the resultant
information the EMD service center 1.

After verifying the received service provider secure container, the user home
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network 5 carries out purchase processing based on the handling policy and price
information included in the secure container. The user home network 5 selects a
purchase mode from the handling policy, then generates portable use permission
information, and generates and saves accounting information corresponding thereto
into the storage module in the SAM. The use permission information is saved into an
external memory of the receiver together with the encrypted contents and the contents
key which is decoded and re-encrypted with save key Ksave of the receiver. The
accounting information is encrypted and signed at predetermined timing, and is
transmitted to the EMD service center 1 together with the handling policy and price
information, if necessary.

The EMD service center 1 calculates the use fee based on the accounting
information and price information, and also calculates the profits of the EMD service
center 1, the contents provider 2 and the service provider 3. The EMD service center
1 compares the handling policy received from the contents provider 2, the price
information received from the service provider 3 and the accounting information and
handling policy received from the user home network 5, and audits whether there is
no unauthorized action in the service provider 3 or the user home network 5 such as
tampering of the handling policy and appendage of an unfair price. Although the non-
encrypted handling policy and price information are transmitted in Fig.12, such
information may be encrypted before transmission. If the information is encrypted,

the safety against attacks from outside of the system is improved.
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Fig.13 illustrates the contents provider secure container. The contents provider
secure container contains the contents encrypted with the contents key Kco, the
contents key Kco encrypted with the distribution key Kd, and the handling policy and
signature. The signature is data obtained by encrypting, with the secret key Kscp of
the contents provider 2, a hash value generated by applying a hash function to the
contents encrypted with the contents key Kco, the contents key Kco encrypted with the
distribution key Kd and the handling policy.

Fig. 14 illustrates the certificate of the contents provider 2. The certificate of the
contents provider 2 contains the version number of the certificate, the serial number
of the certificate allocated to the contents provider 2 from an authentication station,
the algorithm and parameter used for the signature, the name of the authentication
station, the expiration date of the certificate, the name of the contents provider 2, the
public key Kpcp of the contents provider and the signature. The signature is data.
obtained by encrypting, with the secret key Ksca of the authentication station, a hash
value generated by applying a hash function to the version number of the certificate,
the serial number of the certificate allocated to the contents provider 2 from the
authentication station, the algorithm and parameter used for the signature, the name
of the authentication station, the expiration date of the certificate, the name of the
contents provider 2, and the public key Kpcp of the contents provider.

Fig.15 illustrates the service provider secure container. The service provider

secure container contains the contents encrypted with the contents key Kco, contents
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key Kco encrypted with the distribution key Kd, handling policy, price information and
signature. The signature is data obtained by encrypting, with the secret key Kssp of
the service provider 3, a hash value generated by applying a hash function to the
contents encrypted with the contents key Kco, contents key Kco encrypted with the
distribution key Kd, handling policy and price information.

Fig.16 illustrates the certificate of the service provider 3. The certificate of the
service provider 3 contains the version number of the certificate, the serial number of
the certificate allocated to the service provider 3 from an authentication station, the
algorithm and parameter used for the signature, the name of the authentication station,
the expiration date of the certificate, the name of the service provider 3, the public key
Kpsp of the service provider and the signature. The signature is data obtained by
encrypting, with the secret key Ksca of the authentication station, a hash value
generated by applying a hash function to the versicn number of the certificate, the
serial number of the certificate allocated to the service provider 3 from the
authentication station, the algorithm and parameter used for the signature, the name
of the authentication station, the expiration date of the certificate, the name of the
service provider 3, and the public key Kpsp of the service provider.

Figs.17(A), 17(B) and 17(C) illustrate the handling policy, price information
and use permission information. The handling policy (Fig.17(A)) held by the contents
provider 2 is prepared for each contents and indicates available use items to the user

home network 5. For example, the handling policy of Fig.17(A) permits the user home
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network 5 to carry out reproduction and multiple copy of the contents, but does not
permit single copy.

Figs.18(A) and 18(B) illustrate single copy and multiple copy. Multiple copy
is preparation of a plurality of copies from the contents in the case where the use
permission condition is purchased with respect to the contents for which copy
permission is provided in the use permission information. However, as shown in
Fig.18(A), further copying of the copy cannot be carried out (or is not permitted).
Single copy is preparation of one copy from the contents in the case where the use
permission condition is purchased with respect to the contents for which copy
permission is provided in the use permission information. In the case of the single
copy, too, further copying of the copy cannot be carried out (or is not permitted), as
shown in Fig.18(B).

The service provider 3 adds the price information to the handling policy
(Fig.17(A)) from the contents provider 2, as shown in Fig.17(B). For example, the
price information of Fig.17(B) indicates that the fee for reproduction of the contents
is 150 yen and that the fee for multiple copy of the contents is 80 yen. Although not
shown in Figs.17(A) to 17(C), the price information of single copy represents the fee
for each copying. For example, for copying three times, the fee three times that for
single copy is to be paid. The contents for which multiple copy or single copy is
permitted are limited to the contents in the case where the use permission condition

is purchased with respect to the contents for which copy permission is provided in the

-42-




65
use permission information.

The user home network 5 stores the use permission information (Fig.17(C))
indicating the use item selected by the user from the available use items (Fig.17(B))
of the contents indicated by the handling policy supplied from the service provider 3.
For example, the use permission information of Fig.17(C) indicates that the contents
can be reproduced for use and that single copy and multiple copy cannot be carried
out.

Figs.19(A), 19(B) and 19(C)illustrate the handling policy and price information
in the case where the contents provider 2 adds the profit distribution information to the
handling policy and where the service provider 3 adds the profit distribution
information to the price information, compared with the examples of Figs. 17(A), 17(B)
and 17(C). In the examples of Figs.19(A), 19(B) and 19(C), in comparison with the
examples of Figs.17(A), 17(B) and 17(C), information is added which indicates that
the profit of the contents provider 2 is 70 yen for reproduction of the contents and 40
yen for multiple copy of the contents (Fig.19(A)). Moreover, as the profit distribution
informatioﬁ, information is added which indicates that the profit of the service
provider 3 is 60 yen for reproduction of the contents and 30 yen for multiple copy
(Fig.19(B)). The price is 50 yen for reproduction and 80 yen for multiple copy,
similarly to the case of Fig.17(A). The amount (for example, 20 yen) obtained by
subtracting the profit (for example, 70 yen) of the contents provider 2 and the profit

(for example, 60 yen) of the service provider 3 from the price (for example, 150 yen)
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is the profit of the EMD service center 1. The EMD service center 1 can calculate the
profits of the contents provider 2, the service provider 3 and the EMD service center
1 by obtaining the handling policy, profit distribution rate and price information via
the user home network 5 as well as the accounting information (Fig.19(C)) indicating
the result of use of the contents by the user home network 5.

Figs.20(A), 20(B) and 20(C) illustrate the handling policy, price information
and use permission information in the case where a plurality of modes are set for the
use of contents reproduction. In the example of Fi .20(A), in the service provider 3,
unlimited reproduction, reproduction limited by the number of times (in this example,
5 times) and reproduction limited by date (in this example, until December 31, 1998)
are set for the use of contents reproduction, as the handling policy and price
information. In the case where the user selects the reproduction limited by the number
of times of 5 so as to use the contents, when the user has received but has never
reproduced the contents, a value of "5" is recorded as the value corresponding to the
limitation by the number of times of the use permission information for the user home
network 5, as shown in Fig.20(B). The value corresponding to the limitation by the
number of times is decremented every time the contents are reproduced (used) in the
user home network 5. For example, after the contents are reproduced three times, the
value is decremented to "2" as shown in Fig.20(C). If the value corresponding to the
limitation by the number of times becomes "0", the user home network 5 no longer can

reproduce and use the contents.
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Fig.21 illustrates another operation of the EMD service center 1 to collect
necessary data for settlement processing from the contents provider 2, the service
provider 3 and the user home network 5. The contents provider 2 transimits contents
provider registration data made up of the name of the contents provider 2, the contents
ID, the profit of an entitled organization corresponding to the contents ID and the bank
account number of the contents provider 2 to the EMD service center 1. The contents
provider management section 12 of the EMD service center 1 receives the contents
provider registration data. Having received the contents provider registration data, the
contents provider management section 12 of the EMD service center 1 generates
contents provider 1D, then registers the contents provider registration data together
with the contents provider ID to a profit distribution database, and transmits the
contents provider ID to the contents provider 2. The contents provider 2 receives and
stores the contents provider 1D,

The service provider 3 transmits service provider registration data made up of
the name of the service provider 3, the contents ID and the bank account number of
the service provider 3 to the EMD service center 1. The service provider management
section 11 of the EMD service center 1 receives the service provider registration data.
Having received the service provider registration data, the service provider
management section 11 of the EMD service center 1 generates service provider ID and
transmits the service provider ID to the service provider 3. The service provider 3

receives and stores the service provider ID.
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The user home network 5 transmits user registration data made up of the name
of the user and the bank account number of the user to the EMD service center 1. The
user management section 18 of the EMD service center 1 receives the user registration
data. Having received the user registration data, the user management section 18 of

5 the EMD service center 1 generates user ID, then stores the user registration data
together with the user ID, and transmits the user ID to the user home network 5. The
user home network 5 receives and stores the user ID.

Fig.22 shows an example of the profit distribution database held by the profit
distribution section 16 of the EMD service center 1. In the profit distribution database,

l O data indicating the profit distribution to the entitled organization corresponding to the
contents ID are stored. The data indicating the profit distribution to the entitled
organization corresponding to the contents ID shows the rate of profit distribution to
the entitled organization which is generated when the contents corresponding to the
contents ID are used by the user.

‘CJ' In the example of the profit distribution database of Fig.22, if the contents
having the contents ID of 1 are provided to the user from the service provider 3, 10% -
of the profit generated from the use of the contents by the user is distributed to the
entitled organization. Similarly, with respect to the contents having the contents 1D
of 2, 20% of the profit generated by the use of the contents by the user is distributed

ZO to the entitled organization.

Fig.23 shows an example of a contents use fee discount table stored in the profit
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distribution section 16 of the EMD service center 1. In the contents use fee discount
table, the contents ID and the discount rate of the use fee for the user corresponding
to the contents provider 1D are stored. In the discount table, information on the period
during which the discount rate is applicable can also be stored.

The use fee of the contents which has the contents ID of 1 and which 1s supplied
from the contents provider 2 having the contents provider ID of 1 is discounted by 2%
during the period from September 1998 to December 1998. The use fee of the
contents which has the contents ID of 2 and which is supplied from the contents
provider 2 having the contents provider ID of 1 is discounted by 3%. The use fee of
the contents which has the contents ID other than 1 and 2 and which is supplied from
the contents provider 2 having the contents provider ID of 1 is discounted by 1%. The
use fee of the contents which has the contents ID of 3 and which is supplied from the
contents provider 2 having the contents provider 1D of 2 is discounted by 5%. The use
fee of the contents which has the contents ID of 1 and which is supplied from the
service provider 3 having the service provider ID of 1 is discounted by 3%. The use
fee of the contents which has the contents ID of 4 and which is supplied from the
service provider 3 having the service provider ID of 2 is discounted by 1%.

Fig.24 shows an example of a user's use fee table which is stored in the
accounting and charging section 19 of the EMD service center 1 and in which the use
fee of the EMD service center 1 with respect to the user is stored. The monthly fixed

rate in the user's use fee table represents the amount of fixed use fee which the user
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pays to the EMD service center 1 every month. The variable rate represents the
discount rate of the monthly fixed rate during a predetermined period which is
especially determined by the EMD service center 1 or the discount rate of the monthly
fixed rate in the case where the use fee including the contents use fee is not less than
a predetermined amount.

In the example of the user's use fee table shown in Fig.24, the monthly fixed
rate is 1,000 yen and the monthly fixed rate is discounted by 10% during the period
from August 1998 to September 1998. In the case where the use fee including the
contents use fee is not less than 3,000 yen, the monthly fixed rate is discounted by 5%.

The contents use fee is calculated from the profit distribution database or the
accounting information, and the discount amount based on the discount table is
subtracted from the contents use fee. The use fee ofthe EMD service center 1 stored
in the user's use fee table is added to the resultant amount, thus calculating the user's
use fee,

Fig.25 illustrates the operation of the EMD service center 1 to receive the
accounting information from the user home network 5. The mutual authentication
section 17 of the EMD service center 1 carries out mutual authentication with the user
home network 5 and then shares the temporary key Ktemp. The user home network
5 encrypts the accounting information and, if necessary, the handling policy with the
shared temporary key Ktemp, then appends the signature data there to and transmits

the resultant information to the EMD service center 1. The user management section
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18 of the EMD service center 1 verifies the received signature data. If there is no
tampering, the user management section 18 decodes the received accounting
information with the shared temporary key Ktemp and transmits the decoded
accounting information to the historical data management section 15.

The user management section 18 receives the distribution key Kd from the key
server 14, encrypts the distribution key Kd with the shared temporary key Ktemp,
appends the signature data thereto, and prepares registration information from the user
registration database. The user management section [8 then transmits the distribution
key Kd encrypted with the temporary key Ktemp, the signature data and the
registration information to an equipment capable of settlement in the user home
network 5. The preparation of the registration information is as described with
reference to Fig.7 and therefore will not be described further in detail.

If it is‘detennined that settlement is to be executed, the historical data
management section 15 transmits the received accounting information to the profit
distribution section 16 and further transmits the received accounting information and
handling policy to the accounting and charging section 19. The profit distribution
section 16 calculates the amount charged and the amount to be paid to the contents
provider 2, the service provider 3 and the EMD service center 1 itself. The accounting
and charging section 19 calculates the amount to be paid by the user and transmits the
information to the receipt and disbursement section 20. The receipt and disbursement

section 20 communicates with an external bank, not shown, and executes settlement
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processing. In this case, if information on unpaid fee of the user is provided, such
information is transmitted in the form of settlement report to the accounting and
charging section 19 and the user management section 18. The information on the
unpaid fee is reflected on the user registration database and will be referred to at the
time of subsequent user registration processing and settlement processing,

The equipment capable of settlement in the user home network 5, which has
received the distribution key Kd encrypted with the temporary key Ktemp and having
the signature data appended thereto and the registration information, updates the
registration information which has been stored, and verifies the signature data. After
that, the equipment decodes the distribution key Kd with the temporary key Ktemp,
updates the distribution key Kd stored in the storage module inside the encryption
processing section, and deletes the accounting information in the storage module.

Fig.26 illustrates the operation of profit distribution processing of the EMD

service center 1. The historical data management section 15 transmits the accounting

‘information indicating the result of contents use by the user, the handling policy and

the price information to the profit distribution section 16. On the basis of this
information, the profit distribution section 16 calculates the profits of the contents
provider 2, the service provider 3 and the EMD service provider 1, respectively, and
transmits the calculation results to the service provider management section 11, the
contents provider management section 12, the receipt and disbursement section 20 and

the copyright management section 13. The receipt and disbursement section 20
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communicates with an external bank, not shown, and executes settlement processing.
The service provider management section 11 transmits the information on the profit
of the service provider 3 to the service provider 3. The contents provider management
section 12 transmits the information on the profit of the contents provider 2 to the
contents provider 2. The audit section 21 audits the validity of the accounting
information, price information and handling policy supplied from the equipment of the
user home network 5.

Fig.27 illustrates the operation of processing in which the EMD service center
1 transmits the information on the result of contents use to the JASRAC. The
historical datamanagement section 15 transmits the accounting information indicating
the result of contents use by the user to the copyright management section 13 and the
profit distribution section 16. The profit distribution section 16 calculates the amount
charged and the amount to be paid to the JASRAC, and transmits the information to
the receipt and disbursement section 20. The receipt and disbursement section 20
communicates with an external bank, not shown, and executes settlement processing.
The copyright management section 13 transmits the result of contents use by the user
to the JASRAC.

Fig.28 shows the structure of an embodiment of the user home network 5 which
enables storage of supplied and encrypted contents to a memory stick, prevention of
an unauthorized actions, and use of the contents by another reproducing device.

Portions similar to those of Fig.10 are denoted by the same numcrals and will not be
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described further in detail. In Fig.28, the IC card interface 64 and the 1C card 55 are
not shown.

A memory stick 111 loaded in the receiver 51 for storing the contents includes
a control block 121 for controlling storage of the contents or the like, and an
information storage block 122 for actually storing the contents. The control block 121
is constituted by a single-chip dedicated IC for encryption processing, having a
multilayer structure in which an internal memory cell is held between dummy layers
such as aluminum layers. The control block 121 also has tamper resistance such as a
narrow width of operating voltage or frequency, which prevents unauthorized data
reading from outside.

The control block 121 includes a communication section 131, a memory
controller 132, a mutual authentication section 133, an encryption section 134, a
storage section 135, a decodiﬁg section 136, a random number generation section 137,
and a data check section 138. The communication section 131 receivers the encrypted
contents or encrypted contents key Kco from the receiver 51. The communication
section 131 also transmits the encrypted contents or encrypted contents key Kco to the
receiver 51. The memory controller 132 writes the encrypted contents or encrypted
contents key Kco received by the communication section 131 to the information
storage block 122. The memory controller 132 also reads out the contents written in
the information storage block 122 and supplies the contents to the communication

section 131 or the like. The mutual authentication section 133 carries out mutual
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authentication with the mutual authentication module 71 of the receiver 51 by mutual
authentication processing, and after mutual authentication, generates the temporary
key Ktemp to be used for a predetermined period in the communication with the
receiver 51.

The encryption section 134 once encrypts the contents key Kco decoded by the
decoding section 136 with the save key Ksave, and supplies the encrypted contentskey
Kco to the memory controller 132. The decoding section 136 decodes the contents
key Kco encrypted with the temporary key Ktemp or the contents key Kco encrypted
with the save key Ksave, and supplies the decoded contents key to the encryption
section 134 or the communication section 131. The storage section 135 stores the save

key Ksave and the check key Kch which have a value proper to the memory stick 111

(that is, a different value for each memory stick 111), and supplies the keys to the

encryption section 134 or the decoding section 136. The storage mode of the storage
section 135 will be described in detail with reference to Figs.34 and 36.

The random number generation section 137 generates a random number
consisting of a predetermined number of digits, which is a necessary key for
encrypting inside the memory stick 111 the contents of a plaintext (not cncryﬁted)
stored in the information storage block 122 later described. The data check section 38
compares a predetermined check value (data for check) stored in the storage section
135 and a hash value of predetermined data stored as key data 143, thereby checking

whether the contents key Kco and use permission information stored in the
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information storage block 122 have been tampered or not. Also, when shifting the
contents stored in the information storage block 122 or when writing the contents into
the information storage block 122, the data check s‘ection 138 generates a
predetermined check value and stores it to the storage section 135.

The information storage block 122 is made up of a general-purpose non-volatile

~memory which enables electric rewriting of storage contents such as an EEPROM

(electrically erasable programmable read-only memory), a flash memory, or a
ferroelectric memory. In the information storage block 122, a data retrieval table 141,
identification information 142, key data 143, encrypted data 144 and non-encrypted
data 145 are stored. In the data retrieval table 141, data indicating the contents of
information stored as the key data 143, encrypted data 144 and non-encrypted data 145
and the recording positions thereof are stored. As the identification information 142,
dgta indicating whether the contents of stored information have been encrypted or not
is stored. As the key data 143, the contents key Kco, contents ID and use permission
information are stored for each contents stored as the encrypted data 144. The storage
mode of the'key data 143 will be described in detail with reference to F igs.33 and 35.
As the encrypted data 144, the encrypted contents are stored. As the non-encrypted
data 145, the non-encrypted contents and the use penmission information thereof are
stored.

Thereceiver 51 of Fig.28 has such a structure that a memory stick interface 112

and an external storage section 113 are added to the receiver 51 of Fig.10. The
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memory stick interface 112 changes a signal from the SAM 62 to a predetermined
format and outputs the resultant signal to the memory stick 111 loaded in the receiver
51. Also, the memory stick interface 112 changes a signal from the memory stick 111
to a predetermined format and outputs the resultant signal to the SAM 62. The
external storage section 113 is made up of a general-purpose non-volatile memory for
storing the contents key Kco supplied from the SAM 62 and for outputting the stored
contents key Kco to the SAM 62. The storage mode of the external storage section
113 will be described in detail with reference to Figs.29 and 31.

The SAM 62 of Fig.28 has such as structure that a data check module 114 is
provided in the SAM 62 of Fig.10. The data check module 114 compares
predetermined check data stored in the storage module 73 and a hash value of
predetermined data stored in the external stofage section 113, thereby checking
whether the contents key Kco and use permission information stored in the external
storage section 113 have been tampered or not. When shifting the contents stored on
the HDD 52 or writing the contents to the HDD 52, the data check module 114
generates a predetermined clieck value and stores it to the storage module 73.

The storage mode of the external storage section 113 will now be described with
reference to Fig.29. The storage area of the external storage section 113 is divided
into a predetermined number of key data blocks. (In Fig.29, it is divided into five key
data blocks.) In each key data block, for example, two sets of contents key Kco,

contents ID and use permission information can be stored. One set of contents key
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Kco, contents ID and use permission information stored in the key data block
correspond to the contents stored on the HDD 52 specified by the contents ID. When
the contents corresponding to the contents key Kco, contents ID and use permission
information which have been stored in the former half of the key data block 4 are
shifted to the memory stick 111 from the HDD 52, the contents key Kco, contents ID
and use permission information which have been stored in the former half of the key
data block 4 are erased so that no contents key Kco and the like are stored in the
former half of the key data block 4, as shown in Fig.29. By similar operation, the
contents key Kco and the like are not stored in the latter half of the key data block 3
of Fig.29.

Fig.30 illustrates the storage mode of the storage module 73 in the case where
the user home network 5 has the structure shown in Fig.28. The storage module 73 of
Fig.30 stores check values corresponding to the key data blocks of the external storage
section 113, described with reference to Fig.29, in addition to the secret key Ksu of the
user, the accounting information, the save key Ksave and the distribution key Kd. For
example, the check value 1 of the storage module 73 is obtained as the data check
module 114 applied a hash function to the data of the key data block 1 of the external
storage section 113 (that is, contents key Kcol, contents ID1, use permission
information 1, contents key Kco2, contents ID2, use permission information 2).
Similarly, the check value 2 is obtained as the data check module 114 applied a hash

function to the data of the key data block 2. Similarly, the check value 3, check value
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4 and check value 5 correspond to the key data block 3, key data block 4 and key data
block 5, respectively.

That is, 1f the hash value obtained by applying the hash function to the key data
block 3 is coincident with the check value 3, it can be seen that the contents key Kco$5,
contents DS and use permission information 5 stored in the key data block 3 have not
been tampered. On the other hand, if the hash value obtained by applying the hash
function to the key data block 3 is not coincident with the check value 3, it can be
determined that any of the contents key Kco5, contents ID5 and use permission
information 5 stored in the key data block 3 has been tampered.

Since the check values are stored in the tamper-resistant storage module 73 of
the SAM 62 and are difficult to read out by an unauthorized access from outside,
tampering is prevented. Therefore, the contents key Kco stored in the receiver 51 of
Fig.28 and the contents stored on the HDD 52 have extremely high resistance against
unauthorized actions,

Fig.31 illustrates another storage mode of the external storage section 113. In
the case of Fig.31, the external storage section 113 stores check values corresponding
to the key data blocks in addition to the sets of contents key Kco, contents ID and use
permission information. For example, the check value 1 of the external storage section
113, shown in Fig.31, is a value which is obtained by encrypting a value obtained as
the data check module 114 applied a hash function to the data of the key data block 1

of the external storage section 113 (that is, contents key Kcol, contents IDI, use
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permission information 1, contents key Kco2, contents ID2 and use permission
information 2) with the check key Kch stored in the storage module 73 and having the
value proper to the receiver 51, Similarly, the check value 2, check value 3, check
value 4, and check value 5 correspond to the key data block 2, key data block 3, key
data block 4, and key data block 5, respectively.

Fig.32 illustrates the storage mode of the storage module 73 in the case where
the user home network 5 has the structure of Fig.28 and where the external storage
section 113 has the storage mode of Fig.31. The storage module 73 of Fig.32 stores
the check key Kch in addition to the secret key Ksu of the receiver 51 (user), the
accounting information, the save key Ksave and the distribution key Kd.

That is, if the hash value obtained by applying the hash function to the key data
block 3 of the external storage section 113 is coincident with the value obtained by
decoding the check value 3 of the external storage section 113 with the check key Kch,
it can be seen that the contents key Kco3, contents ID5 and use permission information
5-stored in the key data block 3 of the external storage section 113 have not been
tampered. On the other hand, if the hash value obtained by applying the hash function
to the key data block 3 of the external storage section 113 is not coincident with the
value obtained by decoding the check value 3 of the external storage section 113 with
the check key Kch, it can be determined that any of the contents key Kco35, contents
IDS5 and use permission information § stored in the key data block 3 of the external

storage section 113 has been tampered.
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In the external storage section 113 shown in Fig.31 and the storage module 73
shown in Fig.32, compared with the case shown in Figs.29 and 30, since the check»
values are stored in the general-purpose memory which is less expensive than the
tamper-resistant memory, the 1'eceivef 51 capable of storing the check values
corresponding to a large volume of contents can be realized inexpensively.

The storage mode of the key data 143 will now be described with reference to
Fig.33. The storage area of the key data 143 is divided into a predetermined number
of key data blocks. (In Fig.33,’it is divided into four key data blocks.) Each key data
block is capable of storing, for example, two sets of contents key Kco, contents ID and
use permission information. One set of contents key Kco, contents ID and use
permission information stored in the key data block correspond to the contents stored
as the encrypted data specified by the contents ID. When the contents corresponding
to the contents key Kco, contents ID and use permission information which have be