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A cloud-based data protection service is disclosed. In an embodiment, the data protection service may
support backup of data sets from one or more sites associated with one or more organizations. In an
embodiment, deduplication of backup data across multiple sites of an organization and/or multiple sites
associated with different organizations may be supported. In an embodiment, backup data may be post-
processed in the cloud to insert fingerprints corresponding to data blocks that did not change since a previous
backup was performed, to scan the backup for security threats such as viruses, other malware, personally
identifiable information, etc. In an embodiment, restore may be supported from the cloud, where restore
blocks may be larger than backup data blocks. In another embodiment, restore may be based on blocks that

have changed since the most recent backup (or a user-selected backup).
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RESTORE FROM A CLOUD-BASED DATA PROTECTION
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A cloud-based data protection service is disclosed. In an
embodiment, the data protection service may support backup of data sets
from one or more sites associated with one or more organizations. In an
embodiment, deduplication of backup data across multiple sites of an
organization and/or multiple sites associated with different organizations

may be supported. In an embodiment, backup data may be post-
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processed in the cloud to insert fingerprints corresponding to data blocks
that did not change since a previous backup was performed, to scan the
backup for security threats such as viruses, other malware, personally
identifiable i1nformation, etc. In an embodiment, restore may be
supported from the cloud, where restore blocks may be larger than
backup data blocks. In another embodiment, restore may be based on
blocks that have changed since the most recent backup (or a user-
selected backup).
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