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10d  Tamper monitoring system
110d  Computer program

120d  Protection control module
130d1
130d2
130d3
130dn
200d
302d
310d
311d

Detection module
Detection module
Detection module
Detection module
Management device
Distribution unit
Generation unit
Selection unit

(57) Abstract: In the present invention, tamper detection of a protection-control module can be performed even if some detection
modules have been tampered with. A tamper monitoring system (10d) comprises a protection control module (120d), n detection
modules and a management device (200d). The protection control module (120d) is provided with the following units that operate
on the basis of a computer program: a generation unit (310d) that generates d sets of distribution data (d being less than n); a se-
lection unit (311d) that selects d detection modules; and a distribution unit (302d) that distributes the generated d sets of distribu-
tion data to each of the d detection modules. The d detection modules determine whether the distribution data they received is cor-
rect, detect tampering with the protection control module and transmit determination results. The management device (200d), on
the basis of the determination results, manages tampering with the protection control module (120d).
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HwET D,

(4) LEEEHEOTEEA TIE, 2TOBRMES 2 —ILIEELT, 2TD
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