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SYSTEM AND METHOD FOR GNSS CORRECTION TRANSMISSION

CROSS-REFERENCE TO RELATED APPLICATIONS

[0001] This application claims the benefit of US Provisional Application
Number 63/405,616 filed 12-SEP-2022 and US Provisional Application number
63/411,337 filed 29-SEP-2022, each of which is incorporated in its entirety by this
reference.

TECHNICAL FIELD

[0002] This invention relates generally to the GNSS positioning field, and more

specifically to a new and useful system and method in the GNSS positioning field.

BRIEF DESCRIPTION OF THE FIGURES

[0003] FIGURE 1 is a schematic representation of an embodiment of the
apparatus.

[0004] FIGURE 2 is a schematic representation of an embodiment of the
method.

[0005] FIGURE 3 is a schematic representation of an example of data flow

within the system.

[0006] FIGURE 4 is a schematic representation of an example of generating a
GNSS corrections data message.

[0007] FIGURE 5 is a schematic representation of an example of transmitting a
certificate to a rover.

[0008] FIGURE 6 is a schematic representation of an example of data flow
between a rover and a corrections generator.

[0009] FIGURE 7A is a schematic representation of an example of transmitting
a certificate message (or relatedly a certificate chain message) between a corrections
generator (e.g., corrections generation computing system, corrections processor, etc.)
and a GNSS receiver (e.g., via a proxy, client intermediate, etc.).

[0010] FIGURE 7B is a schematic representation of an example of transmitting

corrections messages between a corrections generator (e.g., corrections generation
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computing system, corrections processor, etc.) and a GNSS receiver (e.g., via a proxy,
client intermediate, etc.).

[0011] FIGURE 8 is a schematic representation of an example of a relationship
between a signature message and a group of corrections data.

[0012] FIGURE 9 is a schematic representation of an example of a corrections
data stream where each corrections group is associated with a signature message.
[0013] FIGURE 10 is a flowchart representation of an example of a corrections

message verification process.

DESCRIPTION OF THE PREFERRED EMBODIMENTS

[0014] The following description of the preferred embodiments of the invention
is not intended to limit the invention to these preferred embodiments, but rather to
enable any person skilled in the art to make and use this invention.

2. Overview.
[0015] As shown for example in FIG. 1, the system can include a data source
(e.g., one or more satellites, one or more reference station, sensors, etc.), a computing
system, a GNSS receiver, and/or any suitable component(s). As shown for example in
FIG. 3, the computing system can include a correction generator, a message generator
(e.g., a message signer), a proxy, a message verifier, a positioning engine, and/or any
suitable component(s).
[0016] As shown in FIG. 2, the method can include: optionally, transmitting a
certificate S100; determining GNSS corrections S200; generating a GNSS corrections
message S300; optionally, validating the GNSS corrections message S400; optionally,
determining a positioning solution S500; and/or any suitable steps or processes.
Generating the GNSS corrections message can include signing the GNSS corrections
message.
[0017] The system and/or method preferably function to secure GNSS
corrections such that the GNSS corrections are unlikely to be corrupted (e.g., from
malicious actors such as spoofing, hacking, etc.; unintentional corruption such as data
dropping; etc.). Securing the GNSS corrections can be beneficial, for instance, for
safety-critical applications and/or applications that aim to achieve a high integrity

(e.g., a target integrity risk (TIR) <104 / hr, <105 / hr, <10 / hr, <107 / hr, <108 /
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hr, etc.) and/or high accuracy (e.g., accuracy of +1 mm, +5 mm, +1 ¢cm, £2 cm, +5 cm,
+1 dm, +2 dm +5 dm, +1 m, +5 m, etc.) positioning solution. However, the system
and/or method can otherwise be beneficial and/or can otherwise function.

[0018] Embodiments of the system and/or method can be used, for example, in
autonomous or semi-autonomous vehicle guidance (e.g., for unmanned aerial vehicles
(UAVs), unmanned aerial systems (UAS), self-driving cars, agricultural equipment,
robotics, rail transport/transit systems, autonomous trucking, last mile delivery, etc.),
GPS/GNSS research, surveying systems, user devices, mobile applications, internet-
of-things (IOT) devices, and/or may be used in any other suitable application. In
specific examples, the system (and/or components) can be coupled to any suitable
external system such as a vehicle (e.g., UAV, UAS, car, truck, etc.), robot, railcar, user
device (e.g., cell phone), and/or any suitable system, and can provide positioning data,
integrity data (e.g., protection level data), and/or other data to said system, wherein

the system can use the data for control and/or navigation.

2, Benefits.

[0019] Variations of the technology can confer several benefits and/or
advantages.

[0020] First, variants of the technology can be used to check whether GNSS

corrections have been corrupted. For example, the inclusion of a signature message
can be used to verify GNSS corrections associated with the signature message.

[0021] Second, variants of the technology can enhance the security (e.g.,
resilience to corruption) of the GNSS corrections with a modest increase in the size of
a data stream containing GNSS corrections. For instance, by grouping GNSS
corrections and verifying the group of GNSS corrections, the size of the GNSS
corrections (e.g., corrections message) can have a modest increase in size (e.g., at most
127 bytes per message, 255 bytes per message, 511 bytes per message, 1027 bytes per
message, 2055 bytes per message, etc.). The amount of overhead from the data stream
can depend on the message grouping (e.g., smaller groups can result in larger
overhead) and/or can depend on any suitable data or information.

[0022] However, variants of the technology can confer any other suitable
benefits and/or advantages.

3. System.
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[0023] The system can use a set of data collected by one or more data sources.
Data sources can include: receivers, sensors (e.g., located onboard the receiver, the
external system, a reference station, etc.), databases, reference stations, satellites,
and/or any other suitable data source. Examples of data that can be used include:
satellite signals (e.g., satellite observations), sensor data, and/or any other suitable
data.

[0024] The GNSS receiver preferably functions to measure a set of satellite
observations (e.g., satellite signals) from one or more satellites. In variants, the GNSS
receiver (e.g., a processor or measurement engine thereof) can determine the location
(e.g., by using pseudorange, by using carrier phase) of the GNSS receiver (e.g., the
receiver antenna, the external system, the rover, etc.) based on the satellite
observations and/or sensor readings. The GNSS receiver can be in communication
with a computing system, can include a computing system (e.g., a processor, a
positioning engine, a fusion engine, etc.), can be integrated with the computing
system, and/or the GNSS receiver and computing system can be arranged in any
suitable manner. The GNSS receiver can be a stand-alone device (e.g., a stand-alone
antenna or set of antennas), can be integrated into the rover (e.g., be a component of
an automobile, aero vehicle, nautical vehicle, etc.), can be (e.g., be included in, be a
component of, be a chip of, etc.) a user device (e.g., smart phone, laptop, cell phone,
smart watch, etc.), and/or can be configured in any suitable manner.

[0025] The set of satellite observations can include orbital data, timestamp,
range rate data, carrier phase data, pseudorange data, doppler data, and/or any
suitable data. The set of satellite observations can be associated with metadata (e.g.,
ephemeris), and/or any suitable data. The set of satellite observations can include
satellite observations corresponding to satellites from one or more satellite
constellation (e.g., Global Positioning System (GPS), GLObal Navigation Satellite
System (GLONASS), BeiDou positioning System (BDS), Galileo, Navigation with
Indian Constellation (NavIC), Quasi-Zenith Satellite System (QZSS), GPS Aided Geo
Augmented Navigation (GAGAN), etc.). The set of satellite observations can
additionally or alternatively include data from an augmentation system (e.g., Satellite
Based Augmentation System (SBAS) such as Wide Area Augmentation System
(WAAS), European Geostationary Navigation Overlay Service (EGNOS), Multi-



WO 2024/058999 PCT/US2023/032392

Functional Satellite Augmentation System (MSAS), Omnistar, StarFire, etc.; Ground
Based Augmentation Systems (GBAS) such as Local Area Augmentation System
(LAAS); etc.), and/or can include any suitable data.

[0026] In variants of the system including more than one GNSS receiver (e.g.,
more than one antenna), each GNSS receiver can be the same or different, which can
function to provide redundancy, provide information in the event of an outage to one
of the antennas, provide validation and/or cross checks between data sources, and/or
otherwise function. For example, different GNSS receivers can be configured to receive
satellite observations associated one or more satellite constellations, one or more
carrier frequencies (e.g., L1, L1C, L2, L3, L, L6, E1, Esa, Esb, Eszaltboc, Es5, E6, G1,
G3, B1l, B1C, B2l, B2a, B3I, LEX, S band, etc. frequencies), and/or corresponding to
any suitable data.

[0027] The reference stations (e.g., base stations) preferably function to receive
satellite observations which can be used to correct satellite observations made at the
GNSS receiver (e.g., mobile receiver). The reference station satellite observations can
be used to difference (e.g., form combinations with) the GNSS receiver observations,
to model corrections (e.g., used by a corrections generator to generate a model of the
GNSS corrections), and/or can otherwise be used. The reference stations are
preferably at substantially the same height relative to sea level (e.g., within about 100
m of the same height above sea level), but can have any suitable height(s) relative to
each other and/or relative to the sea level.

[0028] The computing system preferably functions to process the data (e.g.,
satellite observations, reference station observations, sensor data, etc.) received by the
GNSS receiver(s) and/or the reference station(s). The computing system can:
determine GNSS corrections (e.g., based on reference station satellite observations),
generate a GNSS corrections message, sign a GNSS corrections message, verify GNSS
corrections (e.g., to determine whether they have been corrupted), filter the data (e.g.,
to calculate state vectors, ambiguities such as phase ambiguities, etc. associated with
the data), calculate the GNSS receiver position (e.g., the GNSS phase center position),
broadcast the GNSS corrections message, receive a request for GNSS corrections,
transmit requested GNSS corrections, calculate an integrity of the positioning solution

(e.g., the protection level, the integrity risk, the total integrity risk, etc.), calculate the
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external system (e.g., vehicle, rover, etc.) positioning solution (e.g., location, speed,
velocity, displacement, acceleration, etc.), correct satellite observations (e.g., correct
the satellite observations for clock errors, hardware bias, atmospheric effects, etc.),
and/or can process the data in any suitable manner. The computing system can be
local (e.g., to the external system, to the GNSS receiver, to a base station, etc.), remote
(e.g., cloud computing, server, networked, etc.), and/or otherwise distributed (e.g.,
between a processor collocated with a GNSS receiver and a cloud computing system).
[0029] The computing system can include a corrections generator (e.g.,
configured to determine corrections), a message generator (e.g., configured to
generate a GNSS correction message, configured to group GNSS corrections, sign
message groups, etc. which can be part of the corrections generator or separate from
the corrections generator), a message verifier (e.g., configured to verify GNSS
corrections, groups of GNSS corrections, etc. which can be part of a proxy server, a
positioning engine, a standalone module, etc.), a positioning engine (e.g., configured
to determine a kinematic solution such as position, velocity, attitude, etc. for a GNSS
receiver or associated external system), an integrity monitor (e.g., configured to
monitor satellite observations for a potential feared event, configured to monitor
corrections for a potential feared event, etc.), a proxy server (e.g., an intermediary
between two or more endpoints), and/or any suitable component(s).

[0030] In some variants, the system (e.g., the computing system thereof) can
operate in one (or more) of a plurality of modes of operation. For instance, a
computing system (e.g., corrections generator, message generator, etc. thereof) can
operate in a push mode (e.g., broadcast mode where the corrections generator can
broadcast the corrections data, certificate data, certificate chain data, etc. absent a
request for corrections data) and a pull mode (e.g., request mode where the corrections
generator can broadcast the corrections data, certificate data, certificate chain data,
etc. in response to a request for corrections data). In this example, the computing
system preferably defaults to operating in the push mode (e.g., continuously
broadcasts the corrections messages, certificate messages, etc. at predetermined
times, frequency, as the corrections data is updated, etc.). The computing system can
switch to the pull mode when a request is transmitted or received, based on a proxy

server, in response to a request for mode switch, and/or in response to any suitable
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input. However, the computing system can operate in any suitable mode by default
and/or switch modes in response to any suitable input. However, the corrections
generator can additionally or alternatively operate in any suitable mode of operation
(e.g., an initial connection mode such as to transmit specific messages like a certificate
message, certificate chain message, etc. upon connection between a GNSS receiver and
a correction generator; hybrid push-pull mode; semi-push mode; semi-pull mode;
ete.).

4. Method.

[0031] The method preferably functions to determine and/or disseminate
GNSS corrections (e.g., determine corrections data for satellite signals received from
satellites associated with one or more satellite constellations). The GNSS corrections
are preferably used to determine high-accuracy (e.g., with an accuracy of 1 mm, 5 mm,
1cm, 2 cm, 5 cm, 10 cm, 20 ¢m, 50 ¢m, 1 m, 2 m, values or ranges therebetween, etc.)
and/or high-integrity (e.g., with a total integrity risk less than 104 / hr, 105 / hr, 10
/ hr, 107 / hr, 108 / hr, 109 / hr, etc.) GNSS receiver positioning solutions (e.g.,
kinematic solutions; such as position, velocity, attitude, acceleration, etc.). However,
the GNSS corrections can otherwise be used and/or the method can otherwise
function.

[0032] The method (and/or steps thereof) can be performed in real or near-real
time (e.g., with satellite observation receipt at a corrections generator, with satellite
observations receipt at a GNSS receiver, with external system and/or GNSS receiver
operation, with the determination of satellite corrections, etc.), delayed (e.g., the
corrections can be predetermined for future GNSS positioning solution
determination), and/or can be performed with any suitable timing. The method
(and/or steps thereof) can be performed once, repeatedly, iteratively, in response to a
trigger (e.g., receipt of satellite observations, request from an operator, etc.), and/or
with any suitable frequency and/or timing.

[0033] Transmitting a certificate message S100 preferably functions to enable a
GNSS receiver (and/or processing system associated therewith) to access information
from a certificate message. The certificate message preferably includes information
that can be used to verify a signature message (and/or verify GNSS corrections

associated therewith). The certificate message (and/or information contained therein)
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is preferably signed (e.g., to ensure that the receiver can verify a source of the GNSS
corrections) with a signature. The signature preferably includes a public key that is the
subject of the verification. However, the signature can include any suitable
information for the security verification. For instance, the certificate message can be
signed using the Edwards-curve Digital Signature Algorithm (e.g., Ed25519 signature
scheme, ED448, etc.), RSA, DSA, ECDSA, RSA with SHA, ECDSA with SHA, ElGamal
signature scheme, Rabin signature algorithm, a pairing scheme (e.g., BLS), NTRUsign,
and/or using any suitable scheme. However, the certificate message can be signed in
any manner.

[0034] The certificate message can be sent (e.g., transmitted) once (e.g., at the
start of the method, when a connection is initially established between a GNSS receiver
and a corrections generator such as a cloud-based corrections service, etc.), at a
predetermined period, a predetermined frequency, when a certificate message (or
component thereof) is updated (e.g., when a new key is generated or used, to rotate
keys, etc.), responsive to a trigger (e.g., when a correction message is suspected of
corruption), and/or with any suitable timing. In some variants, the certificate message
can be (e.g., only) sent in response to a request for a certificate message (e.g., where
the public key or other information from the certificate message is stored, preloaded,
etc. on the GNSS receiver processor).

[0035] As shown for example in FIG. 5, the certificate message can include: a
counter (e.g., number of messages the certificate is split across, message sequence,
etc.), a certificate type (e.g., a value indicating which type of certificate is transmitted),
a certificate (e.g., public key, a corrections certificate, an intermediate certificate, a
root certificate, etc.), a certificate fingerprint (e.g., a certificate identifier such as a
predetermined number of bytes of a hash of the certificate), and/or any suitable
information. While the certificate is preferably transmitted in a single message (e.g., a
single certificate message includes the full certificate), the certificate can be split over
a plurality of messages (e.g., a plurality of certificate messages can be used to transmit
the certificate, a message stream including a single certificate message and a plurality
of data messages including the certificate, etc.). The certificate message can be a binary

message, text message (e.g., cleartext, plaintext, ciphertext, etc.), and/or any suitable
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message type can be used. For instance, the certificate message can be a binary
message that is wrapped in an RTCM message (e.g., RTCM v2, RTCM v3, etc.).

[0036] The certificate message can be transmitted over a wireless connection
and/or a wired connection. The certificate message can be transmitted over a network
link (e.g., using NTRIP), a cellular link, a radio data link (e.g., VHF, UHF, etc.), over a
satellite link, and/or using any suitable data link.

[0037] The certificate fingerprint can allow the certificate message to be
associated with corrections messages, and/or can otherwise function. The certificate
fingerprint can be a hash (e.g., CRC, SHA, etc.), an encoding (e.g., generated by a
neural network), a checksum, a truncation of the certificate, and/or can be any suitable
encoding of the certificate (e.g., generated using any suitable algorithm, that provides
a unique identifier of the certificate, etc.).

[0038] In some embodiments, transmitting a certificate message can include
transmitting a certificate chain message. The certificate chain message can enable the
GNSS receiver to determine a chain-of-trust with a corrections generation service. The
certificate chain message can be transmitted in the same manner (e.g., same timing,
with any suitable timing as for, etc.) and/or a different manner from the certificate
message (e.g., as described above). For example, the certificate chain message can be
transmitted upon a first connection between a GNSS receiver and a corrections
generator (e.g., first instance, initial connection after a shutdown, etc.). In another
example, the certificate chain message can only be transmitted in response to a request
for a certificate chain message. However, a certificate chain message can be
transmitted with any suitable timing (e.g., in response to a change in a whitelist, after
an update to a corrections certificate, after an update to an intermediate certificate,
ete.).

[0039] A certificate chain message can include: root certificate information
(e.g., a root certificate fingerprint such as an SHA hash of a currently valid root
certificate), intermediate certificate information (e.g., an intermediate certificate
fingerprint such as an SHA hash of a currently valid intermediate certificate),
corrections certificate information (e.g., a corrections certificate fingerprint such as an
SHA hash of a currently valid corrections certificate), a validity time (e.g., a time after

which signatures in the message should be considered invalid when compared with a
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time reference such as a GNSS reference time, an atomic clock reference time, radio
time reference, etc.), a signature (e.g., a signature such as an ECDSA signature, EADSA
signature, etc. for authenticating a whitelist, i.e. the information in the certificate chain
message), a signature length (e.g., a number of bytes to use of the signature), and/or
any suitable information. In an illustrative example, the signature of the certificate
chain message can be generated (e.g., created using the root certificate) over the
concatenation of the information in the certificate chain message (e.g., the root
certificate fingerprint, the intermediate certificate fingerprint, the corrections
certificate fingerprint, the validity time, etc.). In this illustrative example, the receiver
can establish a chain-of-trust because the root certificate is stored on the receiver (e.g.,
preloaded, accessed from a trusted source, etc.) and thus the receiver has “a priori”
trust in the root certificate. However, additionally or alternatively, the chain-of-trust
can be validated (e.g., certificate chain message can be transmitted via) in any suitable
manner.

[0040] Each certificate has a validity time for which the certificate is valid. The
validity time can depend on the type of certificate, the GNSS receiver, the GNSS
receiver user, a geographic region (e.g., where the GNSS receiver is manufactured,
where the GNSS receiver user is located, where the GNSS receiver is primarily used,
where a specific instance of the GNSS receiver use occurs, etc.), frequency of use,
severity or potential severity of an undetected compromise, and/or can depend on any
suitable information. For instance, a root certificate (e.g., a self-signed certificate
issued by a corrections generator operator that is operable to sign a certificate chain
message, an intermediate certificate, a certificate revocation list, etc.) can be valid for
a first validity time (e.g., 20 years, 30 years, 35 years, 50 years, etc.), an intermediate
certificate (e.g., a certificate signed by a root certificate and used for signing new
corrections certificates) can be valid for a second validity time (e.g., 6 months, 1 year,
2 years, 3 years, 5 years, 10 years, 20 years, 30 years, 35 years, etc.) that is less than
the first validity time, and a corrections certificate (e.g., used to sign the corrections
data) can have a third validity time (e.g., 1 month, 3 months, 6 months, 9 months, 1
year, 15 months, 18 months, 2 years, 5 years, 10 years, etc.) that is less than the second

validity time. However, any certificate can have any suitable validity time.

10
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[0041] In some variants, a plurality of certificates (particularly but not
exclusively root certificates) can be provided to (e.g., stored on, transmitted to, etc.) a
GNSS receiver. These variants can be beneficial for enabling a certificate to be cycled
(e.g., when a certificate is no longer valid, when a certificate is compromised, etc.). In
some embodiments of these variants, different certificates can be provided depending
on a geographic region (e.g., geographic region for sale, operation, use, etc. of a GNSS
receiver or external system to which the GNSS receiver is connected).

[0042] In some variants, certificates (e.g., corrections certificates, intermediate
certificates, root certificates such as after a compromising event, etc.) can be rotated
(e.g., changed). For example, certificates can be rotated at predetermined times, at
predetermined frequency, in response to an action (e.g., expiration of a certificate,
suspected certificate security breach, etc.), and/or with any suitable timing. For
instance, a certificate (e.g., corrections certificate) can be updated when the
corrections generation computing system (e.g., models thereof, states thereof, services
thereof, etc.) is updated (e.g., quarterly, semiannually, annually, biannually, etc.).
However, a certificate can be rotated with any suitable timing.

[0043] Determining GNSS corrections S200 functions to determine (e.g.,
calculate, estimate, generate, etc.) GNSS corrections that can be used by a GNSS
receiver in determining a GNSS receiver positioning solution. The GNSS corrections
are preferably determined by a corrections generator (e.g., operating on a cloud
computing server, operating on a processor collocated with a GNSS receiver, operating
on an external system processor, etc.). However, the GNSS corrections can be
determined using any suitable component. The GNSS corrections are preferably
determined using a set of reference station observations (e.g., a set of one or more
satellite signals received by one or more reference stations). However, the GNSS
corrections can additionally or alternatively be determined using prior GNSS
corrections, rover observations, sensor data, and/or any suitable data or information.
[0044] The GNSS corrections can include bias corrections (e.g., phase bias
corrections, code bias corrections, true bias corrections, etc.), clock corrections, orbit
corrections, atmospheric delay (e.g., ionospheric delay, tropospheric delay, etc.),
antenna phase center, solid earth tides, solid earth pole tides, ocean tidal loading,

and/or any suitable corrections.

11
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[0045] The GNSS corrections are preferably state space representation (SSR)
corrections (e.g., where different error terms are modeled and distributed separately).
However, the GNSS corrections can additionally or alternatively be observation state
representation (OSR) corrections (e.g., where error terms are lumped together as an
observation such as for a virtual reference station as disclosed for instance in US
Patent Application 18/079640, titled ‘SYSTEM AND METHOD FOR CORRECTING
SATELLITE OBSERVATIONS' filed 12-DEC-2022 which is incorporated in its entirety
by this reference) and/or any suitable corrections.

[0046] The GNSS corrections can be determined using a Kalman filter, a
Gaussian process, a particle filter, and/or using any suitable estimator. For example,
the GNSS corrections can be determined in a manner as disclosed in 17/554,397 titled
‘SYSTEM AND METHOD FOR GAUSSIAN PROCESS ENHANCED GNSS
CORRECTIONS GENERATION’ filed 17-DEC-2021 and/or US Patent Application
Number 17/347,874 titled ‘SYSTEMS AND METHODS FOR DISTRIBUTED DENSE
NETWORK PROCESSING OF SATELLITE POSITIONING DATA’ filed 15-JUN-2021,
each of which is incorporated in its entirety by this reference. However, the GNSS
corrections can be determined in any manner.

[0047] Generating GNSS corrections message(s) (e.g., corrections data
message(s)) S300 functions to determine (e.g., generate, group, create, compute,
calculate, etc.) a corrections message from the GNSS corrections data (e.g., as
determined in S200). The GNSS corrections message(s) are preferably generated by a
corrections generator (e.g., a message generator thereof, a message signer thereof,
etc.). However, the GNSS corrections message(s) can be generated by a proxy (e.g.,
where the proxy receives a buffer of corrections data and forms the corrections
message from the buffer) and/or by any suitable component. The message generator
is preferably able to generate and provide any suitable corrections message. However,
additionally or alternatively, a proxy can add and/or strip information in or from the
corrections data (e.g., remove or add the certificate fingerprint, corrections signature,
etc. from the corrections message, add a second signature or fingerprint to verity the
proxy, etc.), and/or any suitable component can facilitate a modular corrections

message generation.
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[0048] The signature message (e.g., associated with corrections data) can
include: a corrections signature, a signature length (e.g., a number of bytes of the
corrections signature to use, which can be beneficial as the corrections signature can
have a maximum size but does not necessarily use the full available size), a certificate
fingerprint (e.g., a certificate identifier), corrections data (e.g., a group of correction
data), consistency set(s) (e.g., sets of correction data that can be used cooperatively to
determine a validated positioning solution), integrity flag(s), a counter (e.g., a
broadcast counter, a push counter, a stream counter, a pull counter, a request counter,
an on-demand counter, etc.), corrections data fingerprint (e.g., a hash, encoding, etc.
of corrections data signed by a corrections message), flag(s) (e.g., indicating a
corrections group, indicating how many corrections datum are associated with a
signature, indicating a corrections data fingerprint format, etc.), and/or any suitable
information.

[0049] The corrections signature preferably functions to verify the corrections
data and/or the data transfer link (e.g., to verify that the corrections data has not been
corrupted, verify that corrections data was not dropped, verify that a data transfer link
was not interrupted, etc.). The corrections signature is preferably associated with a
group of corrections data (e.g., a plurality of corrections data associated with different
types of corrections, a plurality of corrections data associated with different satellites,
a plurality of corrections data associated with a common consistency set, etc.).
However, each correction datum can be associated with a corrections signature, each
correction datum can be signed (e.g., without an associated corrections signature), a
subset of the corrections can be signed, and/or the corrections data can otherwise be
signed.

[0050] The corrections data is preferably signed over the corrections data or a
representation thereof (e.g., fingerprint, hash, encoding, etc.) S350. For instance, the
corrections data can be signed using ECDSA, Edwards-curve Digital Signature
Algorithm (e.g., EADSA such as Ed25519 signature scheme, ED448, etc.), RSA, DSA,
ECDSA, RSA with SHA, ECDSA with SHA, ElGamal signature scheme, Rabin
signature algorithm, a pairing scheme (e.g., BLS), NTRUsign and/or any suitable
signing algorithm can be used. The corrections signature is preferably a representation

of the corrections data (and/or other) data that allows clients to assert that the data
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originated from the corrections generator and was not modified. However, the
corrections signature can additionally or alternatively include any suitable data and/or
representation. In a specific example (as shown for instance in FIG. 4), the corrections
signature can be generated by concatenating the group of corrections data (e.g., in the
order that it is transmitted with the corrections message) associated with the
corrections message and forming a signature from the concatenated corrections data
(e.g., using a private key associated with the corrections certificate). In variations of
this specific example, the corrections signature can be generated over a concatenation
of the fingerprint of each correction datum associated with the corrections message.
However, the signature can additionally or alternatively be or include encrypting the
corrections data or fingerprint thereof (e.g., using an asymmetric encryption
algorithm, using a symmetric encryption algorithm, etc.) and/or can include any
suitable representation of the corrections data and/or other data. Note that some
signature schemes are appropriate for some public key algorithms while not being
appropriate (e.g., not being secure, not working, etc.) for other public key algorithms.
[0051] The certificate fingerprint is preferably the same as the certificate
fingerprint as generated in S100 for the certificate associated with the corrections
message (e.g., the corrections certificate). However, any suitable certificate fingerprint
can be used (e.g., the certificate fingerprint can be unique for a corrections message
such as being generated in part or in whole based on the group of corrections data, a
subset of the certificate fingerprint such as a predetermined number of bytes of the
certificate fingerprint, etc.).

[0052] The corrections message typically has at most a threshold size. For
instance, the corrections message can be less than about 255 bytes, of which about 64
bytes are associated with the corrections signature, about 20 bytes are associated with
the certificate fingerprint, and the remaining bytes are associated with the corrections
data. However, the corrections message can have an unlimited size, a variable size,
and/or can have any suitable size. The corrections message size is generally not
correlated with a consistency set (e.g., a consistency set as disclosed in US Patent
Application 17/379,271 titled ‘SYSTEM AND METHOD FOR PROVIDING GNSS
CORRECTIONS filed 19-JUL-2021 incorporated in its entirety by this reference, a set

of distinct GNSS corrections that can be used together to determine a valid positioning
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solution, etc.). For instance, a consistency set can be filled (and/or a subset of elements
thereof can be replaced) with more than one corrections message. However, a
corrections message can be the same size as (e.g., include all elements of) a consistency
set, and/or can otherwise be correlated with a consistency set.

[0053] The corrections data to be included in the corrections message can be
referred to as a group of corrections. The corrections can be grouped based on time of
corrections generation, consistency set of corrections, corrections validity time,
corrections expiration time, corrections type, satellite associated with the corrections,
satellite constellation associated with the corrections, corrections frequency, and/or
any suitable grouping can be used (e.g., random or pseudo-random grouping). In a
specific example, messages that pertain to a common satellite or satellite constellation
(e.g., depending on the type of corrections that are transmitted) can be grouped. In a
second specific example, corrections data pertaining to a common correction type can
be grouped.

[0054] The corrections data can be provided as raw data (e.g., cleartext or
plaintext in units appropriate for the correction such as distance, time, frequency,
etc.), as a hash of the corrections data, as ciphertext (e.g., using a key associated with
the certificate), and/or in any suitable format. For example, the corrections data
fingerprint can be or include a cyclic redundancy check (CRC) value for each
corrections datum (e.g., computed using CRC-1, CRC-3, CRC-4, CRC-5, CRC-6CRC-7,
CRC-7-MVB, CRC-8, CRC-10, CRC-11, CRC-12, CRC-13, CRC-14, CRC-15, CRC-16,
CRC-17, CRC-21, CRC-24, CRC-30, CRC-32, CRC-40, CRC-64, etc. as shown for
instance in FIG. 8), a CRC for a concatenation of or combination of (e.g., sum,
difference, etc.) each corrections datum (e.g., in a predetermined order), a checksum
of each corrections data (e.g., computed using Fletcher-16, Adler-32, MD5, SHA-0,
SHA-1, SHA-2, SHA-3, SHA-256, SHA-512, Murmur, etc.), a checksum of a
concatenation of or combination of each corrections datum, and/or can be or include
any suitable fingerprint (e.g., hash, encoding, etc.) of the corrections data.

[0055] The counter can be used to verify (e.g., can be checked to determine
whether) an entire set of corrections data (e.g., set of corrections packages, corrections
messages, etc.) has been received (e.g., whether any of the messages in a group of

corrections messages have been missed). For instance, a counter jumping by greater
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than 1 (excluding when a counter rolls around) between successive corrections
message groups can be indicative of a missed corrections message. The counter can be
a single byte counter and/or a multibyte counter. In some variants, a counter can be
associated with corrections data (e.g., each corrections data within a corrections
message can have a counter), with a validity set of corrections (e.g., the counter can
increment for subsequent validity sets), and/or can be associated with any suitable
data.

[0056] In some variations, a plurality of counters can be used. For instance, each
counter can track different data and/or groups of corrections data, can track different
operation modes (e.g., of a corrections generation computing system), and/or can
track any suitable information. As an illustrative example, a stream counter (e.g.,
broadcast counter, push counter, etc.) can track (e.g., only increment for, change in
response to, etc.) corrections messages (e.g., signature messages, corrections data,
etc.) that are transmitted by the corrections generation computing system in the
absence of a request (e.g., are freely broadcast). In this illustrative example, an on-
demand counter (e.g., request counter, pull counter, etc.) can track (e.g., only
increment for, change in response to, etc.) corrections messages that are transmitted
by the corrections generation computing system in response to a request for
corrections data (and/or certificate information). However, the stream counter can
additionally or alternatively track messages received at an endpoint (e.g., GNSS
receiver) and/or any suitable information. Similarly, the on-demand counter can
additionally or alternatively track requests (e.g., how many requests have been sent),
messages that are received within a threshold time of sending a request, and/or any
suitable information. In some variations, a certificate counter can be used (e.g., to
track certificate messages, to track requested certificate messages, etc.). However, any
suitable counters can be used (e.g., a single counter can be used to track all received
messages).

[0057] In some variations, the content of the corrections message can vary (e.g.,
based on an application or use case for the positioning solution). For instance, for uses
of the GNSS receiver positioning solutions that are referred to as “safety-critical” or
“safety-desired” (e.g., seek a tight tolerance for high integrity positioning solution), the

corrections message can include the group of corrections data, the certificate
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fingerprint, and the corrections signature (which can provide a technical advantage of
facilitating verification of the corrections data). In other examples, such as when the
GNSS receiver positioning solutions are used in non-“safety critical” or low safety
acceptable situations, the corrections message can include only the group of
corrections data (which can benefit from a decrease in data bandwidth, not
transmitting unused data, etc.).

[0058] Generating the corrections message can include transmitting the
corrections message (e.g., from a corrections generator to a proxy, from a corrections
generator to a GNSS receiver, from a corrections generator to a rover, etc.).

[0059] The corrections message is preferably transmitted from the corrections
generator (e.g., corrections generation computing system, operating on a cloud
computing server, operating at a computing system remote from the GNSS receiver,
etc.) to the GNSS receiver (e.g., a processor thereof, a message verifier therewith, a
positioning engine therewith, etc.). In some variations, the corrections message can be
transmitted through a proxy (e.g., gateway) such as a proxy operated by a GNSS
receiver operator (as shown for example in FIG. 6, FIG. 7A, or FIG. 7B). However, the
corrections message can otherwise be transmitted. The corrections message are
preferably generated by a message generator and/or message signer (e.g., collocated
with the corrections generator, operating on a shared processor, operating on a
common server, etc.), but can be generated by any suitable component. The message
generator and message signer are preferably colocated in the same software
component, which can be beneficial for minimizing the time points where
compromised and/or corrupted information can be introduced. However, the message
generator and message signer can be distributed on different software components.
[0060] Corrections messages can be transmitted as a corrections message buffer
is filled, as new corrections data is determined, as new satellites come in-view of the
GNSS receiver, as satellites exit view of the GNSS receiver, at predetermined times, at
a predetermined frequency, when a corrections data consistency set (e.g., as disclosed
in US Patent Application 18/117,879 titled ‘SYSTEM AND METHOD FOR
PROVIDING GNSS CORRECTIONS'’ filed 06-MAR-2023 which is incorporated in its

entirety by this reference) is no longer valid, when a corrections data consistency set
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changes, when the corrections data changes (e.g., for a given correction), in response
to a request for corrections data, and/or with any suitable timing.

[0061] The corrections message can be transmitted over a wireless connection
and/or a wired connection. The corrections message can be transmitted via satellite
communication, optical communication (e.g., infrared, microwave, etc.), broadcast
radio, Wi-Fi cellular communication, Bluetooth, and/or using any suitable wired or
wireless communication. The corrections messages are preferably distributed using
NTRIP, but any suitable distribution protocol can be used. The corrections messages
are preferably configured to be independent of (and resilient to message reordering
and/or loss resulting from), and therefore not depend on, an underlying transport
layer protocol (e.g., to enable any transport layer protocol such as UDP, TCP, TLS,
etc.). However, the corrections message may depend on the underlying transport layer
protocol.

[0062] In some variants, transmitting the corrections message can include
verifying that the corrections message requester (e.g., corrections message receiver)
are authentic. For example (as shown in FIG. 6), a corrections message requester (e.g.,
rover) can transmit a unique identifier (e.g., in an NTRIP header) with the request for
corrections to the corrections generator. Exemplary unique identifiers include device
serial number, VIN, or other unique ID (e.g., unique to a device, unique to a device
operator, etc.). The unique identifier can be compared to a list of authenticated unique
identifiers to determine whether the request is from an authorized user. However, the
corrections message requester can otherwise be authenticated.

[0063] In some variants, the corrections message requester can transmit a
locality (e.g., rover location, approximate GNSS receiver location, GNSS receiver tile,
etc.). The corrections generator can transmit corrections data associated with the
locality (e.g., a corrections tile associated with the locality) to the corrections message
requester (e.g., as disclosed in US Patent Application Number 17/833,560 titled
“SYSTEM AND METHOD FOR DETERMINING GNSS POSITIONING
CORRECTIONS” filed 06-JUN-2022 or US Patent Application Number titled
‘SYSTEM AND METHOD FOR PROVIDING GNSS CORRECTIONS filed 19-JUL-
2021 each of which is incorporated in its entirety by this reference). However,

additionally or alternatively, adjacent tiles can be transmitted, all corrections can be
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transmitted, all corrections associated with a geographic region (e.g., city, county,
country, state, parish, continent, etc.) can be transmitted, and/or any suitable tiles
and/or corrections can be transmitted.

[0064] Verifying the corrections data S400 functions to verify that the
corrections message (e.g., corrections data therein) were received from a valid source
(e.g., the corrections generator) and/or without corruption (e.g., due to malicious
attacks, due to random events such as noise, due to interruption in a datalink, etc.).
The corrections message is preferably verified in a processor collocated with the GNSS
receiver (e.g., a corrections verifier, message verifier, etc. thereof). However, the
corrections message can be verified in a processor remote from the GNSS receiver
(e.g., in a processor, server, proxy, etc. associated with an operator of the GNSS
receiver where the verified corrections message and/or corrections data can be
transmitted over a data link associated with the operator). In some variants, the
corrections message may not be verified (e.g., when the corrections message does not
include a certificate fingerprint, corrections signature, etc.).

[0065] The corrections data (and/or corrections message) can be verified using
a signature verification algorithm. For example, a message verifier can process the
corrections signature and the public key (e.g., certificate such as received in S100) to
generate a verification value over which a verification function will be applied (e.g.,
CRC, checksum, etc.). In this example the message verifier can apply the same hash
function (e.g., CRC, checksum, etc.) on the corrections data (e.g., in the same order as
the corrections data was processed to generate the signature) to generate a hash value.
The verification function can be computed over the hash value. When the verification
function indicates success, then the corrections message (and/or corrections data
therein) can be valid. When the verification function does not indicate success, then
the corrections message (and/or corrections data therein) can be invalid. However, the
corrections data (and/or corrections message) can otherwise be verified.

[0066] The message verifier preferably uses the certificate fingerprint (e.g.,
from the corrections message) to ensure that the correct certificate is used for the
corrections data and/or corrections message verification. However, the correct

certificate can otherwise be determined (e.g., use a most recent certificate).
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[0067] In some variations, a collision (e.g., a false positive verification) could
occur (i.e., the corrections data and/or corrections message may be verified despite
being corrupted). To mitigate a risk of these variations, a second verification process
can be performed (e.g., using a second certificate, using a prior certificate, using a
second corrections signature such as generated using the group of corrections data in
a different order, etc.). However, (particularly but not exclusively when the risk of a
collision is less than a threshold value), no risk mitigation processes can be performed
and/or a collision or probability of a collision having occurred can be detected in any
manner (e.g., a collision risk can be allocated an integrity risk as part of a total integrity
budget).

[0068] When messages are missing (e.g., a connection latency is too long and
information has expired, a validity time has elapsed, one or more messages from a
group of messages is not received, etc.), the message verifier can detect an error.
Missing a set of messages preferably does not represent a safety risk or safety violation.
However, missing a set of messages can present a safety risk. Missing a set of messages
typically impacts availability. However, in some variants, missing a set of messages
can not impact an availability (e.g., because a prior correction is still usable).

[0069] Determining the GNSS receiver positioning solution S500 preferably
functions to determine (e.g., estimate, calculate, etc.) a kinematic solution (e.g.,
position, velocity, speed, acceleration, attitude, time, etc.) of the GNSS receiver
(and/or external system). The GNSS receiver positioning solution is preferably
determined using a positioning engine (e.g., a positioning engine of a computing
system collocated with the GNSS receiver, a cloud positioning engine, etc.), but can be
determined by any suitable component.

[0070] The GNSS receiver positioning solution is preferably determined using
corrected satellite observations (e.g., the GNSS receiver satellite observations received
in S100 corrected using the corrections generated in S200), but can be determined
using any suitable satellite observations (e.g., uncorrected satellite observations,
differenced satellite observations, etc.). The satellite observations can be precorrected
(e.g., before a filter or estimator processes the satellite observations to determine the
GNSS receiver positioning solution), corrected in an estimator (such as a Kalman

filter, extended Kalman filter, unscented Kalman filter, particle estimator, Gaussian
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process, etc.; where the GNSS corrections can be an input to the estimator), and/or
can otherwise be corrected.

[0071] The positioning solution is preferably determined using carrier phase
(e.g., ambiguity resolved carrier phase), but can additionally or alternatively be
determined using pseudorange, doppler, and/or any suitable satellite signal(s).
Determining the positioning solution can include determining the carrier phase
ambiguity (e.g., to a floating point precision, to integer precision, etc. such as disclosed
in US Patent Application Number 16/817,196 filed 12-MAR-2020 entitled “SYSTEMS
AND METHODS FOR REAL TIME KINEMATIC SATELLITE POSITIONING” or in
US Patent Application Number 17/022,924 filed 16-SEP-2020 entitled “SYSTEMS
AND METHODS FOR HIGH-INTEGRITY SATELLITE POSITIONING,” each of
which is incorporated in its entirety by this reference), determining a set of floating
phase ambiguity hypotheses, determining a set of integer phase ambiguity hypotheses
from the set of floating phase ambiguity hypotheses, performing hypothesis testing to
validate the set of integer phase ambiguities hypotheses, and/or any suitable steps.
[0072] In some variations, the method can include transmitting a certificate
revocation message. The certificate revocation message can function to identify keys
(e.g., private keys, certificates, etc.) that have been compromised (e.g., and therefore
may not be reliable for message verification). The certificate revocation message can
be signed (e.g., in the same manner as a certificate message, in the same manner as
the signature message, using a root certificate, etc.). The certificate revocation message
can include a list of certificates that have been revoked. However, keys can be revoked
and/or no longer used in any manner.

[0073] In some variations, the method can include updating (e.g., refreshing,
rotating, etc.) certificates (particularly but not exclusively intermediate or corrections
certificates). The certificates are preferably updated when the corrections generation
computing system (e.g., corrections generator thereof) are updated (e.g., new
functionalities are added, improvements to a model or estimator used by the
corrections generator are made, etc.). However, the certificates can be updated at
predetermined times, a predetermined frequency, according to an update schedule, in
response to a certificate being or potentially (e.g., with greater than a threshold

probability) being compromised, randomly or pseudo-randomly, in response to an
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operator request to update certificates, and/or with any suitable timing and/or in
response to any suitable trigger. When the certificate(s) are updated, a new certificate
message can be transmitted (e.g., without a request), operators can be informed to
(and/or can spontaneously as the certificate fingerprint does not match the stored
certificate) request a certificate message and/or check a server for the updated
certificate, and/or the updated certificates can otherwise be provisioned to the GNSS
receiver.

[0074] In some variations, the method can include requesting information S600
which can function to request certificate and/or corrections information. The request
can be sent from a GNSS receiver, a proxy (e.g., an intermediary that processes or
passes along a request from a GNSS receiver), a second corrections generation
computing system, and/or any suitable endpoint. Examples of information that can be
requested include: corrections certificate, intermediate certificate, certificate white
list, certificate revocation list, certificate chain message, low-rate corrections data
(e.g., coordinate reference frame messages such as international terrestrial reference
frame (ITRF), GPS WGS-84, GLONASS PZ-90, Galileo GTRF and BeiDou Coordinate
System (BDC), ITRF92, ITRF94, ITRF97, ITRF2000, ITRF2005, I[TRF2008, etc.;
temporal reference frame messages such as earth rotataion times (e.g., UTo, UT1i,
UT1R, UTe2, etc.), atomic times (e.g., GPS, TAI, UTC, GLONASS, etc.), dynamic times
(e.g., TST, TDB, etc.), etc.; antenna phase center (APC) message such as antenna phase
windup, phase center offset, phase center variation, as disclosed in US Patent
application number 18/196,369 titled ‘SYSTEM AND METHOD FOR PROVIDING
GNSS CORRECTIONS' filed 11-MAY-2023 which is incorporated in its entirety by this
reference, etc.; ocean tidal loading message; solid earth tides; solid earth pole tides;
etc.), ephemeris messages (e.g., GPS ephemeris messages, Galileo ephemeris
messages, GLONASS ephemeris messages, BeiDou ephemeris message, QZSS
ephemeris message, NAVIC ephemeris messages, combinations thereof, etc.), satellite
clock corrections (e.g., satellite clock offsets for GPS satellites, Galileo satellites,
GLONASS satellites, BeiDou satellites, QZSS satellites, NAVIC satellites,
combinations thereof, etc.; combined satellite and orbit offsets for GPS satellites,
Galileo satellites, GLONASS satellites, BeiDou satellites, QZSS satellites, NAVIC

satellites, combinations thereof, etc.; etc.), satellite orbit corrections (e.g., satellite

22



WO 2024/058999 PCT/US2023/032392

orbit errors for GPS satellites, Galileo satellites, GLONASS satellites, BeiDou satellites,
QZSS satellites, NAVIC satellites, combinations thereof, etc.; combined satellite and
orbit offsets for GPS satellites, Galileo satellites, GLONASS satellites, BeiDou
satellites, QZSS satellites, NAVIC satellites, combinations thereof, etc.; etc.), satellite
code bias corrections (e.g., satellite code bias error for GPS satellites, Galileo satellites,
GLONASS satellites, BeiDou satellites, QZSS satellites, NAVIC satellites,
combinations thereof, etc.), satellite phase bias corrections (e.g., carrier phase bias
errors for GPS satellites, Galileo satellites, GLONASS satellites, BeiDou satellites,
QZSS satellites, NAVIC satellites, combinations thereof, etc.), atmospheric delays
(e.g., associated with a locality of the GNS receiver, operator, proxy, etc.; such as
ionosphere delays, ionosphere gradients, ionosphere slant delays, troposphere delays,
first-order ionosphere effects, second-order ionosphere effects, total electron count,
slant total electron count, vertical total electron count, etc. which can be represented
using one or more tile, STEC correction, gridded correction, gridded bound, etc.),
integrity message(s) (e.g., gridded corrections and/or bounds, orbit and/or clock
bounds, orbit and/or clock bound degradation, code bias bound, phase bias bound,
integrity flag, satellite flag, troposphere grid point flag, ionosphere grid point flag,
ionosphere tile to satellite line-of-sight flag, ionosphere grid point to satellite line-of-
sight flag, combinations thereof, etc.), combinations thereof, and/or any suitable
information can be requested.

[0075] An illustrative example of a method for transmitting secured (e.g.,
unencrypted) corrections can include: determining corrections data for satellites
signals associated with one or more satellite constellation; grouping the corrections
data into corrections groups; for each correction group, generating a signature
message that comprises: a fingerprint of the corrections data within the respective
correction group; and a cryptographic signature generated from the fingerprint of the
corrections data within the respective corrections group; and transmitting each
corrections group and the respective signature message for the corrections group;
where the fingerprint and the cryptographic signature are operable to verify the
corrections group was transmitted without data corruption or loss of data. The method
can include at a GNSS receiver, verifying a corrections group of the corrections groups

by: decrypting the cryptographic signature using a public key; and verifying the
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corrections group contains expected information (e.g., all of the corrections data in the
group, the corrections data has the expected value, etc.) when a comparison of the
decrypted cryptographic signature matches the fingerprint of the corrections data; and
when the corrections group is verified: correcting satellite observations tracked by the
GNSS receiver using the verified corrections group; and determining a positioning
solution of the GNSS receiver using the corrected satellite observations. In variations
of this specific example, the corrections data can be grouped into one or more of: low-
rate corrections (e.g., coordinate reference frames, temporal reference frames,
antenna phase center, etc.), ephemeris data (e.g., ephemeris data for satellites of one
or more satellite constellations), satellite clock corrections (e.g., satellite clock offsets
for satellites of one or more satellite constellations), satellite orbit corrections (e.g.,
satellite orbit errors for satellites of one or more satellite constellations), code bias
corrections (e.g., code bias errors for satellites of one or more satellite constellations),
phase bias corrections (e.g., carrier phase bias errors for satellites of one or more
satellite constellations), atmospheric delays associated with a locality of the GNSS
receiver (e.g., atmospheric tiles definitions, slant total electron count corrections,
gridded atmospheric corrections, etc.), and integrity messages (e.g., bounds on the
atmospheric delays, bounds on the satellite orbit corrections, bounds on the satellite
clock corrections, degradation of the bounds on the satellite orbit corrections,
degradation of the bounds on the satellite clock corrections, bounds on the code bias
corrections, bounds on the phase bias corrections, high level integrity flags, satellite
flags, tropospheric grid point flags, ionospheric grid point flags, atmospheric tile to
satellite line of sight flags, ionospheric grid point to satellite line-of-sight flags, etc.).
Variations of this illustrative example can include receiving a request for a requested
corrections group, where the requested corrections group is transmitted in response
to the request. In variations of this specific example the signature message can include
a broadcast counter and a request counter, where the broadcast counter only
increments when each corrections group is broadcast without the request and where
the request counter only increments for corrections groups transmitted in response to
the request. In variations of this specific example, the corrections group can be verified
based on the broadcast counter or the request counter (e.g., by verifying that a value

of the counter matches an expected value matching a number of requests that have
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been made, a number of broadcasts that have been performed, etc.). In variations of
this specific example, the request can be made for one or more of: a corrections
certificate comprising the public key; an intermediate certificate used to sign the
corrections certificate; a certificate whitelist; low rate corrections; ephemeris data;
satellite clock corrections; satellite orbit corrections; code bias corrections; phase bias
corrections; atmospheric delays; or integrity messages. In variations of this specific
example, the signature message further can include a corrections -certificate
fingerprint, where the method can include verifying a chain-of-trust of the corrections
group based on a comparison of the corrections certificate fingerprint with a stored
certificate. Variations of this specific example can include: transmitting (e.g., upon
connection between a corrections generation computing system and the GNSS
receiver, in response to a request for the certificate message from the GNSS receiver,
etc.) a certificate message that can include: the corrections certificate (e.g., the public
key), a root certificate fingerprint, an intermediate certificate fingerprint, and the
corrections certificate fingerprint. In variations of this specific example the corrections
certificate can be updated when a model used by the corrections generation computing
system is updated. In variations of this specific example the corrections signature can
be generated using the elliptic curve digital signature algorithm using a private key
associated with the public key. In variations of this specific example, a system for
performing the method can include a corrections generation computing system (e.g.,
corrections generator, message generator, processor, server, microprocessor, GPU,
CPU, TPU, etc.) that can be configured to (e.g., operable to) determine the corrections
data, group the corrections data, generate the signature message, and/or transmit the
corrections group and the signature message. In variations of this specific example,
the correction generation computing system can be operable in a broadcast mode and
a request mode. In variations of this specific example, the signature message can be
generated with a signature construction consistent with a signature algorithm, where
the corrections data and/or corrections group(s) can be verified or validated using a
signature verification method (e.g., verification function such as to compare values of
the signature message to expected value) based on the signature algorithm. The above
variations of the illustrative example can each be combined with other variations of

the illustrative example and are non-limiting variations of the illustrative example.
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[0076] The methods of the preferred embodiment and variations thereof can be
embodied and/or implemented at least in part as a machine configured to receive a
computer-readable medium storing computer-readable instructions. The instructions
are preferably executed by computer-executable components integrated with a system
for GNSS PVT generation. The computer-readable medium can be stored on any
suitable computer-readable media such as RAMs, ROMs, flash memory, EEPROMs,
optical devices (CD or DVD), hard drives, floppy drives, or any suitable device. The
computer-executable component is preferably a general or application specific
processor, but any suitable dedicated hardware or hardware/firmware combination
device can alternatively or additionally execute the instructions.

[0077] As used herein, "substantially” or other words of approximation (e.g.,

” &

“about,” “approximately,” etc.) can be within a predetermined error threshold or
tolerance of a metric, component, or other reference (e.g., within 0.001%, 0.01%, 0.1%,
1%, 5%, 10%, 20%, 30%, etc. of a reference), or be otherwise interpreted.

[0078] Embodiments of the system and/or method can include every
combination and permutation of the various system components and the various
method processes, wherein one or more instances of the method and/or processes
described herein can be performed asynchronously (e.g., sequentially), concurrently
(e.g., in parallel), or in any other suitable order by and/or using one or more instances
of the systems, elements, and/or entities described herein.

[0079] As a person skilled in the art will recognize from the previous detailed
description and from the figures and claims, modifications and changes can be made
to the preferred embodiments of the invention without departing from the scope of

this invention defined in the following claims.
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CLAIMS

A system comprising:

e a corrections generation computing system configured to:

o determine corrections data for satellite signals received from

satellites associated with one or more satellite constellations;

o group the corrections data into corrections groups;

o for each correction group, generate a signature message with a

signature construction consistent with a signature algorithm; and

o transmit each corrections group and the respective signature

message; and

e a GNSSreceiver comprising:

o an antenna configured to receive the satellite signals; and

o aprocessor configured to:

receive the corrections groups and associated signature
messages;

verify a corrections group of the corrections groups
contains expected information wusing a signature
verification method based on the signature algorithm;
when the corrections group is verified, determine a
positioning solution of the GNSS receiver based on the

satellite observations and the set of corrections.

The system of Claim 1, wherein the corrections data are grouped into:

e low-rate corrections comprising at least one of coordinate reference frames,

temporal reference frames, or antenna phase center;

e ephemeris data comprising ephemeris data for satellites of one or more satellite

con

stellations;

e satellite clock corrections comprising satellite clock offsets for satellites of one

or more satellite constellations;

e satellite orbit corrections comprising satellite orbit errors for satellites of one

or more satellite constellations;
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code bias corrections comprising code bias errors for satellites of one or more
satellite constellations;

phase bias corrections comprising carrier phase bias errors for satellites of one
or more satellite constellations;

atmospheric delays associated with a locality of the GNSS receiver comprising
atmospheric tiles definitions, slant total electron count corrections, and gridded
atmospheric corrections; and

integrity messages comprising bounds on the atmospheric delays, bounds on
the satellite orbit corrections, bounds on the satellite clock corrections,
degradation of the bounds on the satellite orbit corrections, degradation of the
bounds on the satellite clock corrections, bounds on the code bias corrections,
bounds on the phase bias corrections, high level integrity flags, satellite flags,
tropospheric grid point flags, ionospheric grid point flags, atmospheric tile to
satellite line of sight flags, and ionospheric grip point to satellite line-of-sight
flags.

The system of Claim 1, wherein the corrections generation computing

system is configured to operate in:

4.

e a broadcast mode, wherein the corrections generation computing system is

configured to transmit each corrections group and the respective signature
message for the corrections group at predetermined times; and

a request mode, wherein the corrections generation computing system is
configured to transmit one or more correction groups and the respective
signature message for the one or more correction groups in response to a
request for the one or more correction groups from the GNSS receiver.

The system of Claim 3, wherein the signature message further comprises

a broadcast counter and a request counter, wherein the broadcast counter only

increments for each corrections group transmitted in the broadcast mode and wherein

the request counter only increments for corrections groups transmitted in the request

mode.

5.

The system of Claim 4, wherein the GNSS receiver is further configured

to verify the corrections group of the corrections groups based on the broadcast

counter and the request counter.
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6. The system of Claim 3, wherein the GNSS receiver is configured to
request at least one of:

e low rate corrections;

e ephemeris data;

e satellite clock corrections;

e satellite orbit corrections;

e code bias corrections;

e phase bias corrections;

e atmospheric delays; or

e integrity messages.
7. The system of Claim 1, wherein the signature message further comprises
a corrections certificate fingerprint, wherein the processor is further configured to
verify a chain-of-trust of the corrections group based on a comparison of the
corrections certificate fingerprint with a stored certificate that is stored on the
processor.
8. The system of Claim 7, wherein the corrections generation computing
system is further configured to transmit a certificate message comprising the public
key, a root certificate fingerprint, an intermediate certificate fingerprint, and the
corrections certificate fingerprint upon initial connection between the corrections
generation computing system and the GNSS receiver or in response to a request for
the certificate message from the GNSS receiver.
9. The system of Claim 7, wherein a corrections certificate associated with
the corrections certificate fingerprint is updated when a model used by the corrections
generation computing system is updated.
10. The system of Claim 1, wherein the corrections data within each
corrections group is not encrypted.
11. A method comprising:

e determining corrections data for satellite signals received from satellites
associated with one or more satellite constellations;

e grouping the corrections data into corrections groups;
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e for each correction group of the corrections groups, generating a
signature message that comprises a signature construction consistent
with a signature algorithm; and

e broadcasting each corrections group and the respective signature
message; and

e at a GNSS receiver, verifying a corrections group of the corrections
groups contains expected information using a signature verification
method based on the signature algorithm; and

e when the corrections group is verified:

o correcting satellite observations tracked by the GNSS receiver
using the verified corrections group; and

o determining a positioning solution of the GNSS receiver using the
corrected satellite observations.

The method of Claim 11, wherein the corrections data are grouped into:
low rate corrections comprising at least one of coordinate reference frames,
temporal reference frames, or antenna phase center;
ephemeris data comprising ephemeris data for satellites of one or more satellite
constellations;
satellite clock corrections comprising satellite clock offsets for satellites of one
or more satellite constellations;
satellite orbit corrections comprising satellite orbit errors for satellites of one
or more satellite constellations;
code bias corrections comprising code bias errors for satellites of one or more
satellite constellations;
phase bias corrections comprising carrier phase bias errors for satellites of one
or more satellite constellations;
atmospheric delays associated with a locality of the GNSS receiver comprising
atmospheric tiles definitions, slant total electron count corrections, and gridded
atmospheric corrections; and
integrity messages comprising bounds on the atmospheric delays, bounds on
the satellite orbit corrections, bounds on the satellite clock corrections,

degradation of the bounds on the satellite orbit corrections, degradation of the
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bounds on the satellite clock corrections, bounds on the code bias corrections,
bounds on the phase bias corrections, high level integrity flags, satellite flags,
tropospheric grid point flags, ionospheric grid point flags, atmospheric tile to
satellite line of sight flags, and ionospheric grid point to satellite line-of-sight
flags.
13. The method of Claim 11, further comprising receiving a request for a
requested corrections group, wherein the requested corrections group is transmitted
in response to the request.
14. The method of Claim 13, wherein the signature message further
comprises a broadcast counter and a request counter, wherein the broadcast counter
only increments when each corrections group is broadcast without the request and
wherein the request counter only increments for corrections groups transmitted in
response to the request.
15. The method of Claim 14, wherein verifying the corrections group of the
corrections groups further comprises verifying the corrections group based on the
broadcast counter or the request counter.
16. The method of Claim 13, wherein the request comprises a request for at
least one of:
e a corrections certificate comprising the public key;
e an intermediate certificate used to sign the corrections certificate;
e a certificate whitelist;
e low rate corrections;
e ephemeris data;
e satellite clock corrections;
e satellite orbit corrections;
e code bias corrections;
e phase bias corrections;
e atmospheric delays; or
e integrity messages.
17. The method of Claim 11, wherein the signature message further

comprises a corrections certificate fingerprint, wherein the method further comprises
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verifying a chain-of-trust of the corrections group based on a comparison of the
corrections certificate fingerprint with a stored certificate.
18. The method of Claim 17, further comprising transmitting a certificate
message comprising the public key, a root certificate fingerprint, an intermediate
certificate fingerprint, and the corrections certificate fingerprint upon connection
between a corrections generation computing system and the GNSS receiver or in
response to a request for the certificate message from the GNSS receiver.
19. The method of Claim 17, wherein a corrections certificate associated with
the corrections certificate fingerprint is updated when a model used by the corrections
generation computing system is updated.
20. A system comprising a corrections generation computing system
configured to:
e determine corrections data for satellites associated with one or more
satellite constellation;
e group the corrections data into corrections groups;
e for each correction group, generate a signature message using a
signature algorithm;
e transmit each corrections group and the respective signature message
for the corrections group;
wherein the signature message is operable to verify the corrections group was

transmitted without data corruption or loss of data.
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