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Techniques are disclosed relating to providing object-level
incremental backups and data restoration management tech-
niques in a cloud-based backup storage context. In various
embodiments, the disclosed techniques include generating,
by a computing system, object-level differentials that main-
tain differences between successive inventories (e.g., added,
deleted, and amended objects) and are used to perform
incremental backups. Disclosed techniques also include
restoration management methods that leverage paralleliza-
tion, via chunks of data that may be processed in parallel by
cloud worker modules, and protection group mechanisms to
restore single buckets, multiple buckets, single objects,
multiple objects, objects and buckets that match specific
search criteria, etc. Disclosed techniques may advanta-
geously improve performance of data backup and restoration
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OBJECT-LEVEL INCREMENTAL CLOUD

BACKUPS
CROSS-REFERENCE TO RELATED
APPLICATIONS

[0001] This application is related to U.S. application Ser.
No. (Attorney Docket Number 7251-00401), the
disclosure of which is incorporated by reference herein in its
entirety.

[0002] The present application claims priority to U.S.

Provisional App. No. 63/362,439, entitled “Protection
groups and change data capture for backups,” filed Apr. 4,
2022, the disclosure of which is incorporated by reference
herein in its entirety.

BACKGROUND

Technical Field

[0003] This disclosure relates generally to data backups
and more particularly to backup and recovery of data in a
cloud storage environment.

Description of the Related Art

[0004] Backup and archiving of data in computing sys-
tems is important in various contexts, e.g., to mitigate or
prevent data loss due to equipment failure or malicious
activity. Many data stores are now cloud based, e.g., Ama-
zon Web Services S3 storage, Microsoft Azure, IBM cloud
databases, etc. Cloud-based systems may allow entities to
store substantial amounts of data without maintaining the
storage hardware. Providing backups in the cloud-based
context may be challenging in terms of security, ransomware
protection, compute resources, cost, etc.

[0005] Some data stores are structured while others are
unstructured, each of which may have various advantages
and drawbacks. A key-value database is one type of a
non-relational database that stores data as a collection of
key-value pairs, where a key is used as a unique identifier to
retrieve associated value with each key. The keys and values
may be, for example: strings, numbers, complex objects, etc.
Amazon simple storage service (S3), for example, is a
cloud-based key-value data store, for storing diverse and
mostly unstructured data. S3 buckets are containers that
store uploaded objects.

[0006] Backup storage services are typically utilized to
protect various types of information from being lost due to
hardware failure, file corruption, malicious entities, natural
disasters, etc. It may be desirable to backup cloud-based data
and potentially to use cloud-based solutions for the backup
storage. Generally, backups may be challenging in terms of
differentiating between types of data, time-constraints, data
size and cost, querying backups, restoration, etc. In addition,
cloud-based backup services may face challenges of object
versioning overhead, costs for small files, etc.

BRIEF DESCRIPTION OF THE DRAWINGS

[0007] FIG. 1 is a block diagram illustrating an example
backup service, according to some embodiments.

[0008] FIG. 2 is a block diagram illustrating an example
temporal merged object-level differential, according to some
embodiments.

[0009] FIG. 3 is a block diagram illustrating an example
protection group module, according to some embodiments.

Oct. 5, 2023

[0010] FIG. 4 is a block diagram illustrating a detailed
example protection group module, according to some
embodiments.

[0011] FIG. 5 is a diagram illustrating example bucket
selection for a protection group, according to some embodi-
ments.

[0012] FIG. 6 is a diagram illustrating example filter
configuration for a protection group, according to some
embodiments.

[0013] FIG. 7 is a diagram illustrating example policy
configuration for a protection group, according to some
embodiments.

[0014] FIG. 8 is a diagram illustrating an example report
for a protection group, according to some embodiments.
[0015] FIG. 9 is a diagram illustrating an example global
search interface, according to some embodiments.

[0016] FIG. 10 is a diagram illustrating an example object
restoration interface, according to some embodiments.
[0017] FIG. 11 is a diagram illustrating an example set of
incremental backups and object creation/deletion, according
to some embodiments.

[0018] FIG. 12 is a diagram illustrating an example tech-
nique for metering in the context of expired backup snap-
shots, according to some embodiments.

[0019] FIG. 13 is a diagram illustrating an example initial
incremental backup scenario, according to some embodi-
ments.

[0020] FIG. 14 is a diagram illustrating example initial
backup statistics corresponding to the situation of FIG. 13,
according to some embodiments.

[0021] FIG. 15 is a diagram illustrating example actions in
different garbage collection scenarios, according to some
embodiments.

[0022] FIG. 16 is a diagram illustrating example merging
of backup data using the rules of FIG. 15, according to some
embodiments.

[0023] FIG. 17 is a diagram illustrating example updated
backup statistics after the merge, according to some embodi-
ments.

[0024] FIG. 18 is a block diagram illustrating an example
carry-over work technique, according to some embodi-
ments.

[0025] FIG. 19 is a block diagram illustrating an example
backfill technique, according to some embodiments.
[0026] FIG. 20A is a block diagram illustrating an
example re-seeding backup, according to some embodi-
ments.

[0027] FIG. 20B is a block diagram illustrating an
example independent incremental backup, according to
some embodiments.

[0028] FIG. 21 is a block diagram illustrating example
data chunks, according to some embodiments.

[0029] FIG. 22 is a flow diagram illustrating an example
data restoration method using data chunks, according to
some embodiments.

[0030] FIG. 23 is a flow diagram illustrating an example
method for performing an object-level incremental backup,
according to some embodiments.

[0031] FIG. 24 is a flow diagram illustrating an example
method for performing a backup based on protection group
information, according to some embodiments.

[0032] FIG. 25 is a block diagram illustrating an example
computer system, according to some embodiments.
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DETAILED DESCRIPTION

[0033] Identifying data for backup and performing time-
effective and cost-effective backups is important in various
contexts. In some embodiments, cloud-based key/value
buckets are used to store backup data. The backups may be
incremental at object granularity, which may be referred to
as change data capture (CDC). In this context, a given
backup may store only objects that are new or have been
modified or deleted since the previous incremental backup.
Incremental backups may reduce backup data costs while
object-level incremental may allow fine-grained restoration,
queries, etc. In the incremental context, restoration of a
given backup may involve accessing metadata for both the
backup to be restored and metadata for previous backups, in
order to determine the full set of objects to be restored.
[0034] Protection group techniques discussed in detail
below may be used to configure what data is backed up from
among multiple key-value stores (e.g., Amazon S3 buckets)
and how the backup data is stored using incremental back-
ups. Protection groups may specify filters for which data to
backup and policies for how that data is to be backed up. For
example, a protection group may have filter parameters such
as object prefixes, storage classes, and versions to be
included in a backup. Policy parameters may include backup
time, frequency, target storage class, etc.

[0035] Protection groups may advantageously provide a
centralized view across buckets, accounts, and regions and
allow users to target specific subsets of their data stores for
backup, which may improve performance and reduce
backup storage costs. This may avoid users needing to
separately search multiple buckets, e.g., if it is not known
which bucket stores an object to be restored. As used herein,
the term “bucket” refers to a key value container structure,
where keys for objects in a given bucket are unique (al-
though keys may be re-used among different buckets).
[0036] The backup service may provide global searches
across multiple buckets in a protection group. Global search
may also be used for targeted restoration of backup data
from a protection group (potentially including data from
multiple buckets in the protection group) in contrast with
traditional techniques which might restore an entire backup
image to retrieve specific objects from a given backup.
[0037] The backup service may provide garbage collec-
tion services to delete data that no longer needs to be backed
up, such as data from expired backups according to an
expiration policy for a protection group or data from manu-
ally-deleted backups. The backup service may implement
fast metering to quickly determine space freed up in the
context of incremental backups, even before actual garbage
collection occurs. This may decouple metering tasks from
background garbage collection tasks.

[0038] In various contexts, performing object-level incre-
mental backups may mitigate the time-intensive and space-
intensive nature of performing a traditional data backup
(e.g., a backup of an entire image). In some embodiments,
the backup service may generate object-level differentials
between inventories and may merge multiple differentials to
determine data for a given backup. In some embodiments,
the backup service may pack multiple small objects into a
packed object, with a key for the packed object and metadata
indicating the packing, for backup. The backup service may
also compress packed objects, in some embodiments.
[0039] Further, data restoration from a backup is tradition-
ally a time and compute—intensive process. Disclosed
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restoration management techniques may advantageously
leverage parallelization and protection group mechanisms to
restore single buckets, multiple buckets, single objects,
multiple objects, objects and buckets that match specific
search criteria, etc. In some embodiments, leveraging par-
allelization, e.g., using cloud worker modules to process
chunks of data in parallel, may enable entities to restore
important data in a time-sensitive and affordable manner.
[0040] In some embodiments, separate accounts and
encryption may provide an air gap for a protection group that
protects against events like ransomware attacks, inadvertent
deletion/modification of data, etc. For example, disclosed
techniques may be used in combination with techniques
discussed in U.S. patent application Ser. No. 17/649,699,
filed Feb. 2, 2022, which is incorporated by reference herein
in its entirety.

[0041] The following discussion describes the concept of
cloud-based backups with reference to FIG. 1 while FIG. 2
provides an overview of incremental backups. FIGS. 3-10
relate to protection group techniques in the incremental
backup context. FIGS. 11-17 relate to garbage collection and
metering. FIGS. 18-22 relate to handling carry-over work
for incremental backups, representing incremental informa-
tion, and restoration using parallel processing.

Overview of Example Backup Service in S3 Context

[0042] FIG. 1 is a block diagram illustrating an example
backup service, according to some embodiments. In the
illustrated embodiment, the backup service is a Clumio
service that uses Clumio account 120 to backup data for
customer account 110. Customer account 110 has corre-
sponding data bucket(s) 130A and inventory 146. Clumio
account 120 has corresponding data bucket(s) 130B, meta-
data bucket(s) 133, inventory 136, and worker function 138
(e.g., an AWS lambda function).

[0043] In the illustrated embodiment, customer account
110 is an account of a cloud-based storage service (e.g., a
cloud key-value store) such as Amazon S3, for example.
Data objects associated with customer account 110 are
stored in data bucket(s) 130A. Inventory 146 may be a list
of all objects associated with customer account 110.
[0044] Multiple versions of an object may be stored in a
given bucket and may be assigned a new version ID every
time the object is overwritten. Bucket, key, and version 1D
may be used to identify a given object uniquely. S3 may
have different storage classes to store buckets for different
use cases and expected volumes, for example, S3 standard,
S3 standard—IA, S3 one Zone—IA, etc. These storage
classes may be set at the object level or may be selected as
a default storage class for objects that are created at the
bucket level. Amazon S3 may work with a console or a
web-service interface to access raw objects or buckets.
[0045] In the illustrated embodiment, Clumio account 120
is an account associated with a customer (e.g., the customer
that also owns customer account 110). Clumio account 120
may be an account on the same cloud-based storage service
as customer account 110, a different cloud-based storage
service, or a non-cloud-based storage system. In some
embodiments, air gap techniques are utilized between
accounts 110 and 120, e.g., using different encryption keys
to encrypt data in the different accounts. In some embodi-
ments, control modules that operate Clumio account 120
(e.g., to request inventories, object retrieval, object storage,
worker functions, etc.) operate on one or more servers that
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are separate from the cloud-based service hosting Clumio
account 120. In other embodiments, various control modules
discussed herein may be implemented by worker functions
of the cloud service.

[0046] In some embodiments, data bucket(s) 130B store a
backup of the data objects in data bucket(s) 130A that are
associated with one or more customer accounts 110. In some
embodiments, metadata bucket(s) 133 stores metadata asso-
ciated with objects stored in data bucket(s) 130B, which may
be generated as part of a backup operation.

[0047] In some embodiments, any number of items of
metadata may be included in metadata bucket(s) 133,
including but not limited to a container ID, backup time,
backup ID, source bucket, source key, source version, target
bucket, target key, header offset, data offset, last modified
time, size, Etag, storage class, tags, is latest, is deleted, is
delete marker, backup tier, stack ID, etc. These example
types of metadata are briefly discussed below.

[0048] In some embodiments, container ID metadata indi-
cates a particular protection group a data object is associated
with. In some embodiments, backup time metadata provides
the time (e.g., epoch) of backup for a particular object stored
in data bucket(s) 130B. In some embodiments, backup ID
metadata indicates the particular backup in which a data
object was stored.

[0049] In some embodiments, source bucket metadata
identifies the Amazon S3 bucket a data object is associated
with. In some embodiments, source key metadata identifies
a unique key associated with an object. In some embodi-
ments, a particular object has a unique key, but may have
multiple different versions. In some embodiments, source
version metadata indicates a version number for an object.
[0050] Insome embodiments, target bucket metadata indi-
cates the backup bucket associated with an object. In some
embodiments, target key metadata indicates the backup key
associated with an object.

[0051] In some embodiments, header offset metadata
refers to the offset within a packed object where metadata
associated with the object is stored (where a packed object
may include multiple backed-up objects). In some embodi-
ments, data offset metadata refers to the offset within a
packed target object where the data for the object is stored.
[0052] Insome embodiments, last modified time metadata
provides the time (e.g., epoch) of when an object was last
modified. In some embodiments, the last modified time for
an object may be larger or smaller than the backup time
associated with the object. In some embodiments, size
metadata provides the size of an object. In some embodi-
ments, Ftag metadata reflects changes to the contents of an
object.

[0053] In some embodiments, storage class metadata pro-
vides the storage class (e.g., S3 standard, S3 one Zone—IA,
S3 standard—IA, etc.) associated with an object before
backup. In some embodiments, tags metadata provides the
custom tags specified for objects, as discussed in detail with
respect to FIG. 10 above. In some embodiments, backup tier
metadata indicates a backup tier (e.g., cold, warm, frozen,
etc.) associated with an object, where the backup tier indi-
cates a level of redundancy, cost, and accessibility (e.g.,
access time), for example.

[0054] In some embodiments, is latest metadata indicates
whether an object is the latest version of the object. In some
embodiments, is latest metadata is provided in a binary
format (e.g., indicated by 1 or 0) or similar (e.g., True, False,
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etc.). In some embodiments, is deleted metadata indicates
when an object has been deleted. In some embodiments, is
deleted metadata is provided in a binary format (e.g., indi-
cated by 1 or 0) or similar (e.g., True, False, etc.). In some
embodiments, is delete marker metadata indicates whether a
particular versioned object was named in a delete request.
For example, the object may not be deleted, but when the is
delete marker is asserted Amazon S3 may behave as if the
object is deleted.

[0055] In some embodiments, stack ID metadata indicates
a stack associated with an object, e.g., which may be rebuilt
for restoration using parallel data chunking. In some
embodiments, metadata bucket(s) 133 includes metadata of
both live objects and expired objects. In some embodiments,
the structure of metadata of live objects may be different
from the structure of metadata of expired objects, and the
metadata of live objects may be stored in a separate partition
(e.g., a separate table) of metadata bucket(s) 133 than the
metadata of expired objects. Note that various disclosed
metadata may be stored in a structured database and may be
queried based on values of various disclosed metadata fields.
[0056] In some embodiments, inventory 136 is a copy of
inventory 146 associated with customer account 110. Speak-
ing generally, Clumio account 120 may use snapshots (e.g.,
inventories of customer accounts at different times) for
incremental backups. Therefore, the data of data bucket(s)
130B may include multiple versions of a given object from
data bucket(s) 130A, in certain scenarios.

[0057] Insome embodiments, worker function 138 may be
used to retrieve one or more objects from an inventory. In
some embodiments, worker function 138 may modify the
requested one or more objects based on parameters provided
by a requesting client or an application. In some embodi-
ments, worker function 138 may issue GET/PUT/COPY
requests 114 and retrieve objects based on the request(s) 114.
[0058] Note that FIG. 1 depicts one example embodiment
of a backup service, and in other embodiments the backup
service may not perform a cloud backup or have an account
on the same cloud service (e.g., Amazon S3). FIG. 1 is
discussed in the context of Amazon S3 for purposes of
illustration.

Overview of Object-Level Incremental Backups

[0059] FIG. 2 is a block diagram illustrating an example
temporal merged object-level differential, according to some
embodiments. In the illustrated embodiment, the backup
service generates object-level inventories A-N at different
times. The backup service generates differentials 210A-
210N and merged differential 220 based on these invento-
ries. The backup service uses backup control module 240 to
control backups based on the merged differential 220 and a
protection group policy 230, in this embodiment.

[0060] As shown, in some embodiments the backup ser-
vice compares consecutive object-level inventories A-N to
generate differentials 210A-210N. For example, object-level
inventory A and object-level inventory B may be compared
to generate differential 210A, which represents the differ-
ences between the two object-level inventories (e.g., which
reflects added objects, amended objects, deleted objects,
etc.).

[0061] In some embodiments, object-level inventories
A-N may include a list of all objects currently specified in
one or more Amazon S3 buckets.
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[0062] In some embodiments, differentials 210A-210N
reflect all changes between two successive inventories (e.g.,
inventories A and B, or B and C, etc.). As shown, the backup
service merges the differentials 210 (e.g., using a temporal
merge) to generate merged differential 220. In some embodi-
ments, a temporal merge captures the latest changes that
occur to one or more objects in differentials 210 and may not
reflect intermediate changes that occur (e.g., when an object
is changed multiple times in the time interval corresponding
to the overall merge). In other embodiments, a different type
of merge is used that captures all changes that occur to one
or more objects in differential 210.

[0063] In the illustrated embodiment, protection group
policy 230 may specify various types of information about
the protection group (e.g., the buckets in the protection
group, filters for objects in the protection group, backup
frequency, etc.).

[0064] Inthe illustrated embodiment, backup control mod-
ule 240 receives, as inputs, merged differential 220 and
protection group policy 230. In some embodiments, protec-
tion group policy 230 is applied to merged differential 220
to generate a net differential. In some embodiments, backup
control module 240 may perform a backup based on the net
differential. Therefore, a given backup may include data that
has changed or been added since the last backup, but may
not include data that has already been backed up. The
object-level inventories and differentials may be particularly
efficient in situations where objects vary substantially in
size.

Overview of Protection Groups

[0065] FIG. 3 is a block diagram illustrating an example
protection group module, according to some embodiments.
In the illustrated example, protection group module 310
receives input from various sources, including protection
group filter(s) 330, protection group policy 230, and mul-
tiple cloud-based data store buckets 320A-320N. Protection
group module 310 provides backup data for a protection
group to cloud-based backup storage 350. In other embodi-
ments, protection group module 310 may output control
signaling associated with backups by another module.
[0066] Cloud-based data store bucket(s) 320, in some
embodiments, are containers for objects stored in cloud-
based key value stores. Buckets 320 may store any number
of objects but, in some embodiments, there may be a limit
on the object storage per bucket. Amazon S3, as one
example, may allow users to store any number of objects in
a bucket and a given user may be allowed up to 100 buckets
in their account. A given bucket 320 may have a globally
unique name and users may be recommended to choose
corresponding regions geographically close to them in order
to reduce latency and further costs. Users may also select a
tier for their data, where different tiers have different levels
of redundancy, prices, and accessibility, for example. Buck-
ets 320 may store objects from different S3 storage tiers.
[0067] Protection group module 310, in the illustrated
embodiment, backs up data from one or more buckets 320
according to protection group filter(s) 330 and stores the
data for the protection group in cloud-based backup storage
350 according to protection group policy 230.

[0068] Cloud-based backup storage 350 may use similar
buckets to buckets 320 (both the original data and the
backup may be stored using S3 buckets, e.g., of different
accounts) or may use a different storage format.
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[0069] FIG. 4 is a block diagram illustrating a detailed
example protection group module, according to some
embodiments. In the illustrated example, module 310
includes a list of buckets from one or more selected envi-
ronment(s) 420, filter logic 430, policy module 440, and
global search logic 470. In the illustrated example, module
310 outputs backup control signaling 480, restore control
signaling 485, and search results 490.

[0070] List 420 may be user-provided and indicates one or
more buckets from one or more environments from which
data is to be backed up. This may allow users to differentiate
between critical and non-critical data, for example, and
protect the critical data without performance and cost issues
relating to backing up an entire dataset. Note that a given
organization may create an environment or multiple envi-
ronments in a cloud storage service. Different environments
may have different configurations of environment variables,
for example. In some embodiments, keys are unique within
an environment, as well as being unique within a given
bucket. A protection group may include buckets from one or
more environments, in some embodiments.

[0071] Insome embodiments, a bucket view interface (not
shown) may allow a user to view a list of buckets in a given
environment. This interface may indicate bucket names,
number of objects in each bucket, size of data in a given
bucket, creation date, tag information, etc. In some embodi-
ments, this interface may indicate any protection groups
associated with a given bucket.

[0072] Filter logic 430, in the illustrated embodiment,
includes storage class parameter 435, key attribute param-
eter 437, and version parameter 438. While these filter
parameters are included for purposes of illustration, they are
not intended to limit the scope of the present disclosure;
other filter parameters may be included. The storage class
may indicate to backup only certain storage classes from the
list of buckets. The key attribute may indicate to backup only
objects that have keys with certain parameters, e.g., a prefix
value or postfix value as discussed in detail below. In other
embodiments, any of various pattern matching or other key
filter attributes may be specified. In still other embodiments,
other object parameters that are not key-related may be
specified, e.g., based on the size of objects. The version
parameters may indicate which versions to backup, e.g., the
latest version, all versions, some subset of versions, etc.
[0073] Policy module 440, in some embodiments, is con-
figured to implement a backup policy. The backup policy
may indicate backup frequency, backup time, retention
parameters, and target storage tier, for example. Backup
frequency may indicate to backup daily, every N days, every
M weeks, etc. The backup time may be scheduled for a time
when the data is accessed least, e.g., to reduce the number
of changes to the data set that occur near the backup event.
The retention parameters may indicate how long to store the
backup before expiring/deleting the backup data. Different
target storage tiers may provide tradeoffs, e.g., in terms of
performance (e.g., read access time) and cost. Users may
select a target storage tier for backup data that meets their
needs.

[0074] Global search logic 470 may allow queries across
multiple buckets in a protection group. Note that the query
may be performed based on metadata associated with the
original data (e.g., key information, bucket information,
environment information, etc.), additional metadata gener-
ated by the backup service when generating incremental
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backups, or both. The backup service may generate various
metadata for a backup such as backup version, timestamp
information, protection group information, object-level
information, compression information, packing information,
etc.

[0075] Example search criteria may include, without limi-
tation: key, backup version, object version, object type,
object size, object hash information, and bucket identifier.
Key criteria may include all or a portion of keys to search.
Backup version criteria may indicate to restore a specific
version, all versions, or a range of versions, for example.
Object version may indicate a specific version, all versions,
or a range of versions of an object, for example. Object type
criteria may indicate various aspects of an object, e.g., file
type, original storage class, etc. An S3 ETag is one example
of object hash information that reflects changes to the
contents of an object. The bucket identifier may identify one
or more buckets in the original data store for which matching
objects are to be returned (these buckets may or may not
correspond to buckets used to store backup data). Global
search for a protection group may allow restoration of
specific desired data from one or more backups. Protection
group module 310 may provide search results 490 based on
queries controlled by global search logic 470.

[0076] FIGS. 5-10, discussed in the following section,
provide example interfaces for configuring a protection
group, performing global search, and restoring backup data,
according to some embodiments.

Example Protection Group Configuration

[0077] FIG. 5 is a diagram illustrating example bucket
selection for a protection group, according to some embodi-
ments. In various embodiments, protection groups may
provide an abstract layer to manage buckets and a mecha-
nism to classify data across buckets, potentially from mul-
tiple different accounts. As shown, bucket selection interface
500 allows a user to select one or more environments and
select buckets from those environment(s) to add to the
protection group. Buckets that are not added to the protec-
tion group may not be backed up (unless they are assigned
to another protection group).

[0078] In some embodiments, buckets may be automati-
cally added to a protection group, e.g., based on user-
specified tag information and backup service logic that adds
buckets that match the tag information.

[0079] FIG. 6 is a diagram illustrating example filter
configuration for a protection group, according to some
embodiments. Generally, filter information may specify a
subset of bucket contents to be backed up. In the illustrated
example, the interface receives key field filter information
that specifies key prefixes for which objects are to be backed
up (e.g., the db-dumps prefix and the kafka-logs prefix) and
sub-prefixes within those prefixes to exclude (e.g., the
scratch-pad sub-prefix). The prefixes may correspond to
folders and sub-folders in some data stores. The interface
also includes an element that is selectable to add additional
prefixes. As discussed above, various key field filter param-
eters may be specified in various embodiments.

[0080] In the illustrated example, interface 600 also
includes a drop-down menu for storage classes to be pro-
tected. Objects in other storage classes may not be backed
up.

[0081] In the illustrated example, interface 600 also pro-
vides radio buttons to select either the latest version or all
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versions of an object for backup. In other embodiments,
additional version customization may be provided. Backing
up prior versions may allow data to be restored when an
object is unintentionally updated, for example.

[0082] FIG. 7 is a diagram illustrating example policy
configuration for a protection group, according to some
embodiments. As shown, interface 700 includes drop-down
menus that allow a user to configure backup frequency,
backup retention, backup window, and backup storage tier.
In some embodiments, the backup service may allow users
to select a policy from a list of template policies or previ-
ously-configured policies.

[0083] FIG. 8 is a diagram illustrating an example report
for a protection group, according to some embodiments. The
example report shows a task type (backup in this example),
status (e.g., complete, in progress, failed, etc.) submission
and start times for the task, and duration of the task. Such
reports may allow administrators to check the status of tasks
for various protection groups.

[0084] FIG. 9 is a diagram illustrating an example global
search interface, according to some embodiments. In the
illustrated example, interface 900 includes multiple example
criteria for searching across buckets for a selected protection
group. In this example, one criterion is that the object key
contains the term “Billing.” Another criterion is that the last
backup is searched, and no other backups. Various additional
filters may also be selected via a drop-down menu. The
preview element may allow an initial query to be performed
to show matching objects. As shown, the user may use radio
buttons to select one or more objects to be restored, which
may lead to the interface of FIG. 10, discussed in detail
below.

[0085] Global search may provide substantial perfor-
mance advantages and convenience for users, relative to
querying cloud-based buckets separately, for example. A
user may query for a specific folder, for example, to find out
when it was last backed up, even if they do not remember
what bucket that folder is stored in. Further, specific search
criteria may allow restoration at the object level instead of
restoring an entire bucket.

[0086] FIG. 10 is a diagram illustrating an example object
restoration interface, according to some embodiments. In the
illustrated example, interface 1000 includes an identification
of'a select object (or set of objects), in this case “billing.pdf”
As shown, the interface supports selection of a single
version or multiple versions and identifies the protection
group associated with the object.

[0087] As shown, the interface further permits configura-
tion of the environment (AWS environment in this example)
to which data should be restored, the bucket for restoration,
the storage class for restored data, and custom tags for stored
data.

[0088] In the context of incremental backups, restoration
may involve querying metadata for the backup being
restored. Note that this backup may have incrementally
backed up only objects that changed during the last backup,
S0 a restoration query may actually query metadata for
multiple incremental backups to determine a set of objects
corresponding to a given backup time. Thus, a restoral may
include objects that were backed up as part of multiple
different incremental backups.

[0089] The backup service may store metadata for incre-
mental backups in a structured database (e.g., an Athena
database) which may be separate from the storage of backed
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up objects. This metadata may include both metadata from
the original data store and metadata generated by the backup
service for backups. The backup service may query this
metadata to determine which objects to restore when restor-
ing a backup or a set of backups (e.g., to check for all objects
that meet one or more restoration criteria that are listed in
metadata for backups, including the backup being restored
and any relevant older backups).

[0090] Further, a restoral may restore the latest version of
objects corresponding to a backup time or may restore
multiple versions of given objects, in some scenarios, which
also may involve retrieving objects associated with different
incremental backups.

Example Metering Techniques

[0091] In some embodiments, the backup service may
provide fast metering, e.g., to adjust client backup space
statistics quickly after backups expire. In some embodi-
ments, the metering calculation may be performed even
before garbage collection occurs to delete expired data.
[0092] FIG. 11 is a diagram illustrating an example set of
incremental backups and object creation/deletion, according
to some embodiments. As shown, a set of example objects
1107 (objects 1-14) are backed up using multiple incremen-
tal backups 1103 (B1-BS5).

[0093] In this example, B1 is the oldest backup and BS is
the most recent backup. Each object may have a unique
identifier and the vertical bars indicate the lifetime of an
object. For example, a given object is created at some point
in time and first reflected in the next backup. The object then
persists or is eventually deleted and should not be reflected
in the subsequent backup. In this example, object 6 is created
between backups B1 and B2 and is deleted before backup B3
(although backup B3 may include a reference to object 6 to
indicate its deletion). In some embodiments, a given object
may be referenced twice, e.g., in the backup that occurs after
it is created and also referenced in the backup that occurs
after it is deleted (e.g., using an “IsDeleted” metadata flag).
[0094] Objects 5,9, 12, and 14 in the illustrated example
have persisted beyond the illustrated backups without dele-
tion. Backup B1 may be a seeding backup, which refers to
the first backup of a data set in the incremental context,
which may be followed by a number of incremental back-
ups.

[0095] Consider a situation where one of the backups is
expired. In the incremental backup context, it may be
challenging to determine which objects can now be deleted
from which backups. In some embodiments, there are four
cases for an expiring backup. As a first case, the previous
and next backups relative to the expiring backup are still
alive. As a second case, the previous backup to an expiring
backup has already expired, but the next backup is still alive.
As a third case, the previous backups are still alive but the
next backup is expired. As a fourth case, both the previous
and next backups have already expired.

[0096] The following discussion provides examples of
object deletion for these four cases. Consider an example of
the first case in which B3 is being expired and B2 and B4 are
still alive. In this scenario, object 10 can be deleted from the
backup and other objects should not be deleted. Similarly, if
B2 is being expired and B1 and B3 are not expired, the space
for object 6 can be reclaimed.

[0097] Consider an example of the second case in which
B3 is being expired, B2 is already expired, and B4 is still
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alive. In this scenario, objects 10 and 7 can be deleted.
Because B2 is already expired and was the first reference to
object 7 and B3 held the last reference to object 7, this object
can also be reclaimed.

[0098] Consider an example of the third case in which B3
is being expired, B2 is still alive, and B4 is already expired.
In this scenario, objects 10 and 11 can be deleted.

[0099] Consider an example of the fourth case in which
B3 is being expired and B2 and B4 are already expired. In
this scenario, objects 7, 8, 10, 11 can be deleted.

[0100] As evidenced by these examples, the full impact of
a single backup expiration may be determined based on the
neighborhood of backups, in the incremental backup con-
text.

[0101] FIG. 12 is a diagram illustrating an example tech-
nique for metering in the context of expired backup snap-
shots, according to some embodiments. At 1210, in the
illustrated example, the backup service finds the neighbor-
hood of expired snapshots. This may include determining
the nearest non-expired backups to the backup being expired
in both directions. For the four cases discussed above and B3
being expired, the neighborhoods are as follows (note that
the neighborhood may extend further in cases where addi-
tional backups have expired).

[0102] Case 1: (B2, B4)
[0103] Case 2: (B1, B4)
[0104] Case 3: (B2, BS)
[0105] Case 4: (B1, BS)
[0106] At 1220, in the illustrated embodiment, the backup

service finds all new objects added in the lower neighbor-
hood of the expiring backup, including the expiring backup.
For the four cases discussed above and B3 being expired,
these objects are as follows:

[0107] Case 1: All new objects in (B2, B3]={10, 11, 12}
[0108] Case 2: All new objects in (B1, B3]={6, 7, 8, 9, 10,
11, 12}

[0109] Case 3: All new objects in (B2, B3]={10, 11, 12}
[0110] Case 4: All new objects in (B1, B3]={6, 7, 8, 9, 10,
11, 12}

[0111] At 1230, in the illustrated embodiment, the backup

service finds all new objects deleted in the upper neighbor-
hood of the expiring backup, including the expiring backup.
For the four cases discussed above and B3 being expired,
these objects are as follows:

[0112] Case 1: All the objects that were deleted in (B3,
B4), ie. {3, 7, 10}

[0113] Case 2: All the objects that were deleted in (B3,
B4), ie. {3, 7, 10}

[0114] Case 3: All the objects that were deleted in (B3,
B5), ie. {3, 4,7, 8, 10, 11, 13}

[0115] Case 4: All the objects that were deleted in (B3,
B5), ie. {3, 4,7, 8, 10, 11, 13}

[0116] At 1240, in the illustrated embodiment, the backup
service finds the intersection of the sets determined at 1220
and 1230. This may be the set of objects that can be deleted
and their space reclaimed. For the four cases discussed
above and B3 being expired, these objects are as follows:

[0117] Case 1: {10}

[0118] Case 2: {7, 10}

[0119] Case 3: {10, 11}

[0120] Case 4: {7, 8, 10, 11}

[0121] At 1250, in the illustrated embodiment, the backup

service determines the size of the objects in the intersection



US 2023/0315582 Al

set and reduces space statistics by this amount (e.g., to allow
rapid updates for client billing, for example).

Example Garbage Collection

[0122] FIGS. 13-17 relate to cleanup of metadata and data
for expiring backups, according to some embodiments.
Disclosed procedures may also be used to cleanup failed or
partial backups.

[0123] FIG. 13 is a diagram illustrating an example initial
incremental backup scenario, according to some embodi-
ments. In some embodiments, metadata for backups asso-
ciated with a given local container (e.g., a bucket in a
protection group) is layered, with each layer describing new
metadata for a given backup relative to the previous backup,
in an incremental fashion. Thus, the metadata layer for a
given backup may describe only new objects created since
the last backup and objects deleted since the last backup.
Note that metadata may be stored separately from backup
data, e.g., in an Athena structured database.

[0124] As shown, the metadata for B1 in FIG. 13 indicates
objects 1 and 2 (e.g., using their respective keys, other
identifying information, or both), which were created sub-
sequent to the prior backup (not shown). The metadata for
B2 indicates objects 3 and 4. The metadata for B3 indicates
objects 2 and 4 were deleted and object 5 was created.

[0125] In some embodiments, the following information
may be stored for local container backups: incremental
backup cookie, S3 inventory time, positive delta statistics
(object count and cumulative object size for objects added in
the backup), and negative delta statistics (object count and
cumulative object size for objects deleted in the backup).
Various queries may be run on this information, e.g., to
obtain information about the given backup or to configure a
new backup.

[0126] In some embodiments, an incremental backup
cookie is generated after each backup to identify the inven-
tory state used to generate the backup. This may be benefi-
cial when performing a subsequent backup, where perform-
ing the subsequent backup includes generating a differential
based on a current inventory and the bucket inventory
(identified by the cookie) that was used to generate the
previous backup.

[0127] FIG. 14 is a diagram illustrating example initial
backup statistics corresponding to the situation of FIG. 13,
according to some embodiments. In some embodiments,
backup statistics indicate the incremental object count,
incremental size, restore object count, restore size, local
container object count, and local container size. The local
container count/size may be cumulative and may be used for
metering. Only the latest value of these statistics may be
persisted.

[0128] Note that some statistics may be adjusted only for
new objects and not adjusted for deleted objects (for
example, incremental count/size may only be affected by
new objects while restore count/size may also take deleted
objects into account).

[0129] FIG. 15 is a diagram illustrating example actions in
different garbage collection scenarios, according to some
embodiments. When expiring a backup, cleaning up the
metadata may reduce metadata query costs and cleaning up
the data may reduce backup costs. Deleting the most recent
backup may involve deleting the corresponding Athena
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partition, walking the metadata to find objects for deletion,
deleting those objects, and deleting all corresponding meta-
data objects.

[0130] When expiring the non-latest backup, the backup
service may let objects in the expiring backup move to the
next backup. This may generate a new metadata layer that is
a merged form of the expiring backup and the next layer up,
which may replace both layers. The Athena partitions for
both backups may be removed and a new partition added
(potentially atomically).

[0131] The rules of FIG. 15 may be used for such a merge.
For example, the first two rows indicate that (A) when a
given object entry is present in the expiring backup metadata
but not in the next backup metadata or (B) when a given
object entry is not present in the expiring backup metadata
but is present in the next backup metadata, the new metadata
should preserve the object entry. If the object entry is present
in the expiring backup metadata but marked deleted in the
next backup metadata, the object entry should be dropped
and the object deleted. If (A) the backup entry is not present
in the expiring backup metadata but marked deleted in the
next backup metadata or (B) the object entry is marked as
deleted in the expiring backup metadata and not present in
the next backup metadata, the deletion should be preserved
in the new metadata.

[0132] FIG. 16 is a diagram illustrating example merging
of backup data using the rules of FIG. 15, according to some
embodiments. As shown, the metadata for backups B2 and
B3 is merged to form metadata B3', which includes the
deletion of objects 2 and 4 and the addition of object 5.
[0133] Generally, the merge procedure may obtain the
backup after the expiring backup, run a query to obtain a
sorted list of objects from the two backups for comparison,
merge the two query results (e.g., using the results of FIG.
15), generate new metadata for the next backup, delete target
objects when possible, and remove the expired/next backup
partitions and add the new partition for the next backup.
[0134] Note that objects larger than a threshold (e.g.,
larger than 64 KB) may be stored as individual objects and
may be deleted as soon as the metadata pointing to the object
is dropped. Smaller objects may be packed into a target
object and reference counts may be included in the metadata
and used to ensure that a target object is only deleted once
it is no longer referenced by any metadata entry. Backup
objects that store multiple packed objects may have tag
information indicating backup identifier (which backup cre-
ated this object), total packed objects, and number of deleted
objects (which may be updated each time a small object is
dropped during metadata merge).

[0135] FIG. 17 is a diagram illustrating example updated
backup statistics after the merge, according to some embodi-
ments. In the illustrated example, the incremental statistics
of B3' have changed to reflect the garbage collection opera-
tion as a result of expiring B2, although the restore state for
B3' are the same as those of B3 prior to the merge.

Example Carry-Over Work Technique

[0136] In various contexts, an incremental backup may be
only partially performed. For example, objects to be backed
up may be missing or have incorrect permissions such that
they cannot be accessed. In this scenario the overall incre-
mental backup may proceed but may be marked as a partial
backup. The backup service may inform one or more users
that the backup proceeded but was not complete. In some
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situations, it may be desirable to backfill partial backups
once missing objects are accessed for a future backup, as
discussed in detail below.

[0137] FIG. 18 is a block diagram illustrating an example
carry-over work technique, according to some embodi-
ments. In the illustrated embodiment, the technique utilizes
merged differential 220, backup control module 1840, and
carry-over work module 1820. In some embodiments, a
carry-over work procedure is performed in situations where
a backup is partially fulfilled or performed.

[0138] In the illustrated embodiment, merged differential
220 is input to backup control module 1840 to indicate
objects to be included in the next backup. One or more
objects listed in merged differential 220 that were scheduled
to be included in the next backup may fail.

[0139] In some embodiments, backup control module
1840 generates a list of failures of the one or more objects
not included in the backup and provides the list to carry-over
work module 1820 to be included in a future backup.
[0140] In the illustrated embodiment, carry-over work
module 1820 receives, as input, the list of failures and
generates a carry-over work list of objects that are to be
included in a future backup. In some embodiments, the list
of objects included in the carry-over work list are prioritized
and processed for inclusion in a future backup before objects
of the merged differential for the future backup.

[0141] In traditional techniques, objects that failed to be
included in a backup (e.g., due to access restrictions) may
cause an indefinite number of retries of the backup, may lose
the objects that fail to be included in the backup, etc. Note
that a user may change one or more protection group filter
parameters between backups. As a result, objects that were
already present in a previous inventory, but did not meet the
filter parameters at the time, may need to be included in a
subsequent backup. These objects may not appear in a
merged differential 220 because they have not changed.
Therefore, in some embodiments, the updated filters may be
applied to the inventory from a previous backup. Items in the
inventory that match the updated filter parameters may be
included in the next backup, in addition to any items on the
carry-over work list.

[0142] Disclosed carry-over work techniques may advan-
tageously improve data reliability, relative to traditional
techniques, while allowing backups to proceed even if some
objects cannot be backed up successfully.

Example Backfill Technique

[0143] FIG. 19 is a block diagram illustrating an example
backfill technique, according to some embodiments. In the
illustrated embodiment, the technique utilizes merged dif-
ferential A 1910 and merged differential B 1920, backup
control module 1840, partial backup A metadata 1930, and
backup B metadata 1940.

[0144] In the illustrated embodiment, merged differential
A is a listing of all differences (e.g., added objects, removed
objects, amended objects, etc.) generated at a time A
between two consecutive inventories (not shown), e.g., as
discussed above with reference to FIG. 2. In the illustrated
embodiment, merged differential B is a listing of all differ-
ences (e.g., added objects, removed objects, amended
objects, etc.) generated at a time B between two consecutive
inventories (not shown). Time B is subsequent to time A, in
this example.
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[0145] In some embodiments, backup control module
1840 receives merged differential A 1910, for which a
backup instance is partially performed. Therefore, as shown,
the metadata 1930 for backup A corresponds to a partial
backup that was not fully complete.

[0146] In some embodiments, backup control module
1840 receives merged differential B 1920. In this example,
the backup for differential B is complete and corresponds to
backup B metadata 1940.

[0147] In the illustrated embodiment, a portion of backup
B metadata 1940 is used to backfill missing metadata in
partial backup A metadata 1930. For example, backup
control module 1840 may move metadata for one or more
objects that were carried over from backup A to backup B
from metadata 1940 to metadata 1930. Thus, partial backup
A metadata 1930 may become a complete backup after the
backfill, or at least include additional backup metadata
relative to its initial state.

[0148] When using traditional techniques that do not uti-
lize carry-over work techniques, backfill techniques, or both,
objects that are part of a merged differential that is partially
performed may not be included in a backup instance and
may cause data reliability concerns when a restoration
operation is performed.

[0149] Disclosed backfill techniques may advantageously
improve restoration operations for carry-over work, e.g., by
listing new or modified objects in metadata for the proper
backup (corresponding to the addition or modification),
rather than metadata for a later backup. For example, con-
sider a set of backups where a user requests to restore
backup 3. If an object should have been included in backup
3, but failed and was instead included in backup 4 using
carry-over, the restoration query might not properly include
the object without backfill. If the object is backfilled to the
backup 3 after succeeding in backup 4, however, the resto-
ration query may properly include the object.

Example Re-Seeding and Independent Incremental Backups

[0150] Note that certain situations, such as data errors,
may result in additional backup operations and data, relative
to default operation. For example, if the backup service
missed an object in an incremental backup, a re-seeding
backup may remedy the error. A re-seeding backup does not
depend on any differentials generated from previous inven-
tories, and subsequent backups to the re-seeding backup
may be performed in an incremental manner. Therefore, a
re-seeding backup may utilize an inventory of all objects
currently in the datastore, apply protection group filters, and
backup objects that match the filters.

[0151] A re-seeding backup may have various disadvan-
tages. For example, because a re-seeding backup does not
utilize differentials, it may include objects that are already
backed up by previous backups, which may double backup
costs for those objects, although customers should typically
not be charged for such duplicates.

[0152] Therefore, in some embodiments, the backup ser-
vice may build an independent incremental data structure
that may be used to identify items to be backed-up instead
of a re-seeding backup. This may reduce or avoid double
backups of objects. FIGS. 20A and 20B provide a compari-
son of re-seeding and independent incremental techniques,
according to some embodiments.

[0153] FIG. 20A is a block diagram illustrating an
example re-seeding backup, according to some embodi-
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ments. In the illustrated example, three backups are shown
for a data store. Backup 1 is a seeding backup, backups 2 and
4 are incremental backups, and backup 3 is a re-seeding
backup. As shown, re-seeding backup 3 fixes an error in
backup 1 that caused a failure to backup object B.

[0154] In this example, backup 1 backs up object A but
misses object B due to a bug. Backup 2 backs up object C
only, e.g., based on a differential that shows object C was
added to the inventory. Because the differential between the
inventories for backup 1 and backup 2 does not show a
change in B, however, object B is still not backed up.

[0155] To remedy the error, re-seeding backup 3 performs
a backup of all objects in the inventory that match any filter
parameters, objects A, B, and C in this case. The re-seeding
backup, in this example, includes objects A, B, and C, even
though object A was already included in backup 1 and object
C was already included in backup 2. Therefore, objects A
and C are duplicated, increasing storage costs.

[0156] With reference to the illustrated example provided,
a customer may be charged for backups 1, 2 and 4, while the
new objects in the re-seeding backup 3 are the service
provider’s responsibility. Further, if some backups are
expired, objects may remain in the corrective backup 3 even
when they no longer need to be backed up. Therefore,
reducing the number of objects in corrective backups may be
desirable in terms of data size and cost.

[0157] FIG. 20B is a block diagram illustrating an
example independent incremental backup, according to
some embodiments. In the illustrated embodiment, an inde-
pendent incremental mitigates at least some of the disad-
vantages of traditional re-seeding backups discussed above.

[0158] Backups 1 and 2 correspond to the same backups
discussed above with reference to FIG. 20A. For backup 3,
in the illustrated embodiment, an independent incremental
backup is performed instead of creating a re-seeding backup.

[0159] The backup service may generate an independent
incremental data structure by adding objects that are new for
each backup, starting with the seeding backup. Alternatively,
the backup service may perform a query, similar to a query
for restoration to generate an independent incremental. This
query may determine all objects referred to by the previous
backup (which may include objects indicated in metadata
from earlier backups as well as new objects backed up for
the previous backups). For example, a query for backup 2
would return object C from backup 2 and object A referred
to by backup 1.

[0160] In the illustrated example, the independent incre-
mental may specify the information in the “all objects in
backup” field of FIG. 20B. For example, after backup 1,
object A has been backed up. After backup 2, the indepen-
dent incremental shows that objects A and C have been
backed up, even though they are included in different
incremental backups.

[0161] To determine which objects to backup for the
corrective backup 3, in this example, the backup service
compares the inventory for the current backup with the
independent incremental data structure. In this example, the
only object that is different is object B, which is stored in
backup 3. Note that the error has been corrected, in this
example, without double storing objects A and C. Therefore,
disclosed independent incremental backups may reduce or
mitigate data sizes and costs associated with traditional
re-seeding backups.
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Example Restoration Using Parallel Data Chunk Processing

[0162] In some embodiments, parallelizing workloads
may be useful in various contexts, e.g., to increase perfor-
mance. Leveraging parallelization, different cloud worker
modules may process chunks of data in parallel, which may
enable entities to restore important data in a time-sensitive
and affordable manner. Generating data chunks for parallel
processing may be challenging in certain contexts, however.
For example, it may be desirable to process chunks in
parallel that will have similar processing times rather than
waiting for a long-running chunk to finish after the others.
Chunk processing time may vary based on various factors,
however. Further, objects with large numbers of versions
may be split across chunks which may introduce dependen-
cies between different chunks.

[0163] FIG. 21 is a block diagram illustrating example
data chunks, according to some embodiments. In the illus-
trated embodiment, physical offset reader 2110 delineates an
input list of objects into chunks, e.g., for data restoration. In
other embodiments, similar techniques may be performed in
any of various contexts (e.g., when performing a backup).
[0164] In the illustrated embodiment, physical offset
reader 2110 receives, as input, a comma-separated-value
(CSV) list of objects to be restored (e.g., generated by a
query of the metadata database) and delineates objects into
chunks by generating physical offset information (e.g., that
indicates the start and end positions of a given chunk). For
example, physical offset reader 2110 may iterate through a
memory space (e.g., in which the list is stored) until one or
more separators (e.g., comma, semi-colon, etc.) are identi-
fied; at which point physical offset information (e.g., an
offset from a base address of the list) may be determined.
Physical offset reader 2110 may identify the start position of
a chunk and the end position of the chunk by specifying the
physical offsets of the separator for a first object in the chunk
and the separator for a last object in the chunk. In some
embodiments, each object identified by the list has key and
version ID metadata that uniquely identifies an object and its
version. In some embodiments, the physical offset informa-
tion may be passed to one or more Lambda functions for
processing.

[0165] The backup service may issue chunks to indepen-
dent lambda functions (e.g., Lambda A, Lambda B, etc.),
e.g., by providing start and end physical offsets for a given
chunk to a given Lambda function. Note that this may allow
the lambda functions to access the list without copying the
list. The processing by a Lambda function may include
retrieving objects indicated by a chunk from backup storage
and storing them in a restoration data store (e.g., one or more
target buckets).

[0166] In some embodiments, physical offset reader 2110
implements a first technique that assigns the same number of
objects to each chunk. This may result in some chunks
taking substantially longer to process, however. In some
embodiments, physical offset reader 2110 implements a
second technique, that considers object size and the number
of versions of an object into account when creating chunks,
to create chunks that are estimated to have similar process-
ing times. According to this second technique, however,
some objects that have a large number of versions (e.g.,
according to some threshold number of versions, threshold
size of versions of the object, etc.) may need to be split
between multiple chunks in order to achieve desired paral-
lelization. This may introduce dependencies between
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chunks, given that a stack data structure may need to be
rebuilt according to an original order after parallelization. In
particular, a chunk with a younger version of an object
should not complete processing before completion of a
chunk with an older version of the object, in some embodi-
ments.

[0167] Consider the following example of dependencies
between chunks in which the last object in chunk A and the
first object in chunk B are versions of the same object and
therefore share the same key (e.g., Key A). In this scenario,
chunk B is dependent on chunk A and versioning may be
used to rebuild the stack (not shown) in the proper order for
a restore, such that object versions appear in their original
order. In such scenarios, Lambda A should complete its
processing of chunk A before Lambda B completes its
processing of chunk B to ensure object versions are restored
in order.

[0168] FIG. 22 is a flow diagram illustrating an example
data restoration method that uses data chunks and handles
dependencies, according to some embodiments.

[0169] At 2210, in the illustrated embodiment, a CSV list
of items is received. In some embodiments, the CSV list of
items is a list of objects that are specified in a restore
operation. In other embodiments, various other data struc-
tures may be utilized, e.g., a linked-list, an indexed structure,
etc.

[0170] At 2220, in the illustrated embodiment, the backup
service reads the CSV list line-by-line, reads objects in each
line, determines the size of a chunk based on the size of
objects and the number of object versions, and stores the
start and end physical offsets for the chunk. In some embodi-
ments, one or more chunks are generated based on the
received CSV list.

[0171] At 2230, in the illustrated embodiment, the backup
service determines whether one chunk is dependent on
another chunk. In some embodiments, a dependency exists
when the last object in a first chunk and the first object in a
second chunk share the same key (e.g., Key A).

[0172] In the illustrated example, when the determination
is made that the chunk is dependent on another chunk, the
backup service processes the chunks in parallel using dif-
ferent Lambda’s, with completion of the chunk subject to
completion of the other chunk.

[0173] For example, in some embodiments, the backup
service may process chunks in parallel in the absence of
dependencies. In response to detecting a dependency among
two given chunks, the backup service may process the two
chunks at least partially in parallel, but completion of the
processing may be serialized (e.g., work for a chunk may not
complete until all chunks on which it depends have com-
pleted). In some embodiments, a chunk may be considered
complete once the last byte of the last object of the chunk has
been processed. In other embodiments, when the determi-
nation is made that the chunk is dependent on another chunk,
the backup service may halt processing of the chunk until
processing of the other chunk is complete (although chunks
without dependencies may proceed in parallel). In some
embodiments, multi-part uploads may be used to perform a
dependent chunk, e.g., performing most of the chunk with
one upload, waiting for the dependency to be satisfied for the
last upload, and stitching up the upload parts afterwards.
[0174] Forexample, consider two dependent chunks A and
B that contain multiple versions of the same object. Chunk
B is dependent on chunk A, and chunk A and chunk B may
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be processed in parallel by Lambda’s A and B, respectively.
To ensure correct versioning and rebuilding of the stack,
restoration of the multiple versions of the single object may
be pipelined. In such scenarios, Lambda B may process all
but the last byte of the last object of chunk B; until Lambda
A has completed processing chunk A, at which point the last
byte of the last object of chunk B may be processed to signal
completion of chunk B.

[0175] In some embodiments, when the determination is
made that the chunk is not dependent on another chunk, the
backup service may begin and complete processing of the
chunk using a lambda without waiting for another process to
conclude.

[0176] Disclosed data chunk techniques may advanta-
geously improve parallelization and performance of data
restoration operations, relative to traditional techniques.

Example Object-Level Incremental Backups Method

[0177] FIG. 23 is a flow diagram illustrating an example
method for performing an object-level incremental backup,
according to some embodiments. The method shown in FIG.
23 may be used in conjunction with any of the computer
circuitry, systems, devices, elements, or components dis-
closed herein, among others. In various embodiments, some
of the method elements shown may be performed concur-
rently, in a different order than shown, or may be omitted.
Additional method elements may also be performed as
desired.

[0178] At 2310, in the illustrated embodiment, a comput-
ing system determines a first inventory that specifies a list of
objects in a key-value store at a first point in time. In some
embodiments, the first inventory is an object-level inventory.
[0179] At 2320, in the illustrated embodiment, the com-
puting system determines a second inventory that specifies
alist of objects in a key-value store at a second point in time.
In some embodiments, the second inventory is an object-
level inventory.

[0180] In some embodiments, the first and second inven-
tories may include a list of all objects currently specified in
one or more Amazon S3 buckets.

[0181] At 2330, in the illustrated embodiment, the com-
puting system receives a request to perform a first incre-
mental backup, for a time interval that includes the first and
second points in time, of the first and second inventories.
[0182] At 2340, in the illustrated embodiment, the com-
puting system generates a first object-level differential that
indicates differences between the first and second invento-
ries.

[0183] In some embodiments, the object-level differential
indicates differences between the first and second invento-
ries, including added objects, amended objects, deleted
objects, etc., for example.

[0184] At 2350, in the illustrated embodiment, the com-
puting system performs the first incremental backup that
includes storing one or more objects indicated by the first
object-level differential.

[0185] In some embodiments, the computing system
determines a third inventory that specifies a list of objects in
a key-value store at a third point in time and generates a
second object-level differential that indicates differences
between the second and third inventories. In some embodi-
ments, the computing system generates a temporal merged
object-level differential based on at least the first and second
object-level differentials.
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[0186] In some embodiments, the computing system per-
forms the first incremental backup that includes objects
indicated by the temporal merged object-level differential.

[0187] Insome embodiments, the computing system filters
the temporal merged object-level differential based on a
protection-group policy and performs the first incremental
backup that includes a filtered subset of objects indicated by
the temporal merged object-level differential.

[0188] In some embodiments, the computing system
tracks one or more objects for which storage failed during
the first incremental backup.

[0189] In some embodiments, the computing system gen-
erates a list of carry-over-work that includes the one or more
objects for which storage failed during the first incremental
backup and performs a subsequent incremental backup that
includes storing one or more objects indicated by the list of
carry-over-work.

[0190] Insomeembodiments, the computing system back-
fills metadata for the successfully stored objects that failed
during the first incremental backup, such that backfilled
metadata for the successfully stored objects is associated
with the first incremental backup.

[0191] In some embodiments, the computing system
receives a request to perform a restore of at least a portion
of a backup. In some embodiments, in response to the
request, the computing system delineates a list of objects to
be restored into multiple chunks, indexes the chunks of data
using offset values within the list of objects, and processes,
at least partially in parallel, different chunks of data using
different cloud worker functions.

[0192] In some embodiments, the computing system pro-
cesses a first chunk of data and a second chunk of data using
separate cloud worker functions. In some embodiments, the
computing system may determine that the second chunk of
data is dependent on the first chunk of data and subsequently
delay completion of processing the second chunk of data
until completion of the first chunk of data.

[0193] In some embodiments, the second chunk of data is
dependent on the first chunk of data when the first and
second chunks of data include different versions of the same
object.

Example Protection Group Method

[0194] FIG. 24 is a flow diagram illustrating an example
method for performing a backup based on protection group
information, according to some embodiments. The method
shown in FIG. 24 may be used in conjunction with any of the
computer circuitry, systems, devices, elements, or compo-
nents disclosed herein, among others. In various embodi-
ments, some of the method elements shown may be per-
formed concurrently, in a different order than shown, or may
be omitted. Additional method elements may also be per-
formed as desired.

[0195] At 2410, in the illustrated embodiment, a comput-
ing system determines protection group information. In
some embodiments, the protection group information
includes a set of cloud-based key-value data store buckets
from which objects are included in a protection group, filter
information that includes subsets of data store buckets to be
backed up, and policy information that indicates parameters
for performing backups of the objects indicated by the filter
information.

[0196] In some embodiments, the cloud-based key-value
data store buckets may be Amazon S3 buckets, for example.
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[0197] In some embodiments, the filter information may
include a storage class, key attributes, and version number.
These are examples of types of filter information and are not
intended to limit the scope of the present disclosure; other
types of filter information may be used.

[0198] In some embodiments, the key attributes include
one or more prefixes that are to be included in the backup
and one or more sub-prefixes that are to be excluded from
the backup.

[0199] In some embodiments, the policy information may
indicate backup frequency, backup time, retention param-
eters, and target storage tier, for example.

[0200] In some embodiments, the target store tier policy
information is selected from multiple target storage tiers that
includes at least a first tier that has a first access time
attribute and a second tier having a second, different access
time attribute.

[0201] At 2420, in the illustrated embodiment, the com-
puting system generates, based on the protection group
information, incremental backup data for a backup of the set
of key-value data store buckets.

[0202] At 2430, in the illustrated embodiment, the com-
puting system stores the incremental backup data.

[0203] In some embodiments, the computing system per-
forms a query across multiple backed-up buckets of the
protection group and provides objects from multiple buckets
that satisfy the query.

[0204] In some embodiments, the query includes search
criteria, including one or more first search criteria for
metadata for the set of cloud-based key-value data store
buckets and one or more second search criteria for metadata
that is generated, by the computing system, in conjunction
with generating the incremental backup data.

[0205] In some embodiments, the search criteria include
one or more of the following criteria: key, backup version,
object version, object type, object size, object hash infor-
mation, and bucket identifier.

[0206] In some embodiments, the object version criteria
indicates whether the query is to return a latest version of an
object or multiple versions of an object.

[0207] In some embodiments, in response to expiration of
an incremental backup, the computing system determines a
set of expired objects based on metadata for multiple incre-
mental backups. In some embodiments, this includes deter-
mining a most recent non-expired backup and a next non-
expired backup relative to the expiring backup, determining
a first set of objects added in the most recent non-expired
backup and the expiring backup, determining a second set of
objects deleted in the next non-expired backup and the
expiring backup, and determining the set of expired objects
based on the intersection of the first and second sets.
[0208] In some embodiments, the computing system
determines a data size of the set of expired objects prior to
deletion of the set of expired objects.

[0209] Insome embodiments, the incremental backup data
uses cloud-based storage.

[0210] In some embodiments, determining the set of key-
value data store buckets includes selecting data store buckets
from multiple cloud computing environments.

Example Computer System

[0211] Referring now to FIG. 25, a block diagram of an
example computer system 2500 is depicted, which may
implement one or more computer systems, such as one or
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more cloud-based server computer systems used to imple-
ment one or more of the object-level incremental backups of
FIG. 2, the protection groups of FIG. 3, the metering
techniques of FIG. 11, the garbage collection service of FIG.
13, and other disclosed techniques, according to various
embodiments. Computer system 2500 includes a processor
subsystem 2520 that is coupled to a system memory 2540
and /O interfaces(s) 2560 via an interconnect 2580 (e.g., a
system bus). /O interface(s) 2560 is coupled to one or more
1/0 devices 2570. Computer system 2500 may be any of
various types of devices, including, but not limited to, a
server computer system, personal computer system, desktop
computer, laptop or notebook computer, mainframe com-
puter system, server computer system operating in a data-
center facility, workstation, network computer, etc.
Although a single computer system 2500 is shown in FIG.
25 for convenience, computer system 2500 may also be
implemented as two or more computer systems operating
together.

[0212] Processor subsystem 2520 may include one or
more processors or processing units. In various embodi-
ments of computer system 2500, multiple instances of
processor subsystem 2520 may be coupled to interconnect
2580. In various embodiments, processor subsystem 2520
(or each processor unit within 2520) may contain a cache or
other form of on-board memory.

[0213] System memory 2540 is usable to store program
instructions executable by processor subsystem 2520 to
cause system 2500 to perform various operations described
herein. System memory 2540 may be implemented using
different physical, non-transitory memory media, such as
hard disk storage, floppy disk storage, removable disk
storage, flash memory, random access memory (RAM-
SRAM, EDO RAM, SDRAM, DDR SDRAM, RAMBUS
RAM,; etc.), read only memory (PROM, EEPROM, etc.),
and so on. Memory in computer system 2500 is not limited
to primary storage such as system memory 2540. Rather,
computer system 2500 may also include other forms of
storage such as cache memory in processor subsystem 2520
and secondary storage on /O devices 2570 (e.g., a hard
drive, storage array, etc.). In some embodiments, these other
forms of storage may also store program instructions execut-
able by processor subsystem 2520.

[0214] 1/O interfaces 2560 may be any of various types of
interfaces configured to couple to and communicate with
other devices, according to various embodiments. In one
embodiment, /O interface 2560 is a bridge chip (e.g.,
Southbridge) from a front-side to one or more back-side
buses. [/O interfaces 2560 may be coupled to one or more
1/0 devices 2570 via one or more corresponding buses or
other interfaces. Examples of /O devices 2570 include
storage devices (hard drive, optical drive, removable flash
drive, storage array, SAN, or their associated controller),
network interface devices (e.g., to a local or wide-area
network), or other devices (e.g., graphics, user interface
devices, etc.). In one embodiment, /O devices 2570
includes a network interface device (e.g., configured to
communicate over WiFi, Bluetooth, Ethernet, etc.), and
computer system 2500 is coupled to a network via the
network interface device.

[0215] As used herein, a “module” refers to software or
hardware that is operable to perform a specified set of
operations. A module may refer to a set of software instruc-
tions that are executable by a computer system to perform
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the set of operations. A module may also refer to hardware
that is configured to perform the set of operations.

[0216] The present disclosure includes references to “an
“embodiment” or groups of “embodiments” (e.g., “some
embodiments” or “various embodiments™). Embodiments
are different implementations or instances of the disclosed
concepts. References to “an embodiment,” “one embodi-
ment,” “a particular embodiment,” and the like do not
necessarily refer to the same embodiment. A large number of
possible embodiments are contemplated, including those
specifically disclosed, as well as modifications or alterna-
tives that fall within the spirit or scope of the disclosure.
[0217] This disclosure may discuss potential advantages
that may arise from the disclosed embodiments. Not all
implementations of these embodiments will necessarily
manifest any or all of the potential advantages. Whether an
advantage is realized for a particular implementation
depends on many factors, some of which are outside the
scope of this disclosure. In fact, there are a number of
reasons why an implementation that falls within the scope of
the claims might not exhibit some or all of any disclosed
advantages. For example, a particular implementation might
include other circuitry outside the scope of the disclosure
that, in conjunction with one of the disclosed embodiments,
negates or diminishes one or more of the disclosed advan-
tages. Furthermore, suboptimal design execution of a par-
ticular implementation (e.g., implementation techniques or
tools) could also negate or diminish disclosed advantages.
Even assuming a skilled implementation, realization of
advantages may still depend upon other factors such as the
environmental circumstances in which the implementation
is deployed. For example, inputs supplied to a particular
implementation may prevent one or more problems
addressed in this disclosure from arising on a particular
occasion, with the result that the benefit of its solution may
not be realized. Given the existence of possible factors
external to this disclosure, it is expressly intended that any
potential advantages described herein are not to be construed
as claim limitations that must be met to demonstrate
infringement. Rather, identification of such potential advan-
tages is intended to illustrate the type(s) of improvement
available to designers having the benefit of this disclosure.
That such advantages are described permissively (e.g., stat-
ing that a particular advantage “may arise”) is not intended
to convey doubt about whether such advantages can in fact
be realized, but rather to recognize the technical reality that
realization of such advantages often depends on additional
factors.

[0218] Unless stated otherwise, embodiments are non-
limiting. That is, the disclosed embodiments are not
intended to limit the scope of claims that are drafted based
on this disclosure, even where only a single example is
described with respect to a particular feature. The disclosed
embodiments are intended to be illustrative rather than
restrictive, absent any statements in the disclosure to the
contrary. The application is thus intended to permit claims
covering disclosed embodiments, as well as such alterna-
tives, modifications, and equivalents that would be apparent
to a person skilled in the art having the benefit of this
disclosure.

[0219] For example, features in this application may be
combined in any suitable manner. Accordingly, new claims
may be formulated during prosecution of this application (or
an application claiming priority thereto) to any such com-
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bination of features. In particular, with reference to the
appended claims, features from dependent claims may be
combined with those of other dependent claims where
appropriate, including claims that depend from other inde-
pendent claims. Similarly, features from respective indepen-
dent claims may be combined where appropriate.

[0220] Accordingly, while the appended dependent claims
may be drafted such that each depends on a single other
claim, additional dependencies are also contemplated. Any
combinations of features in the dependent that are consistent
with this disclosure are contemplated and may be claimed in
this or another application. In short, combinations are not
limited to those specifically enumerated in the appended
claims.

[0221] Where appropriate, it is also contemplated that
claims drafted in one format or statutory type (e.g., appa-
ratus) are intended to support corresponding claims of
another format or statutory type (e.g., method).

[0222] Because this disclosure is a legal document, vari-
ous terms and phrases may be subject to administrative and
judicial interpretation. Public notice is hereby given that the
following paragraphs, as well as definitions provided
throughout the disclosure, are to be used in determining how
to interpret claims that are drafted based on this disclosure.
[0223] References to a singular form of an item (i.e., a
noun or noun phrase preceded by “a,” “an,” or “the”) are,
unless context clearly dictates otherwise, intended to mean
“one or more.” Reference to “an item” in a claim thus does
not, without accompanying context, preclude additional
instances of the item. A “plurality” of items refers to a set of
two or more of the items.

[0224] The word “may” is used herein in a permissive
sense (i.e., having the potential to, being able to) and not in
a mandatory sense (i.e., must).

[0225] The terms “comprising” and “including,” and
forms thereof, are open-ended and mean “including, but not
limited to.”

[0226] When the term “or” is used in this disclosure with
respect to a list of options, it will generally be understood to
be used in the inclusive sense unless the context provides
otherwise. Thus, a recitation of “x or y” is equivalent to “x
ory, or both,” and thus covers 1) x but noty, 2) y but not x,
and 3) both x and y. On the other hand, a phrase such as
“either x or y, but not both” makes clear that “or” is being
used in the exclusive sense.

[0227] A recitation of “w, X, y, or Z, or any combination
thereof” or “at least one of . . . w, X, y, and z” is intended to
cover all possibilities involving a single element up to the
total number of elements in the set. For example, given the
set [w, X, y, Z], these phrasings cover any single element of
the set (e.g., w but not x, y, or z), any two elements (e.g., w
and x, but not y or z), any three elements (e.g., w, X, and y,
but not z), and all four elements. The phrase “at least one of
... W, X,Y, and 7~ thus refers to at least one element of the
set [w, X, v, Z], thereby covering all possible combinations in
this list of elements. This phrase is not to be interpreted to
require that there is at least one instance of w, at least one
instance of x, at least one instance of y, and at least one
instance of z.

[0228] Various “labels” may precede nouns or noun
phrases in this disclosure. Unless context provides other-
wise, different labels used for a feature (e.g., “first circuit,”
“second circuit,” “particular circuit,” “given circuit,” etc.)
refer to different instances of the feature. Additionally, the
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labels “first,” “second,” and “third” when applied to a
feature do not imply any type of ordering (e.g., spatial,
temporal, logical, etc.), unless stated otherwise.

[0229] The phrase “based on” or is used to describe one or
more factors that affect a determination. This term does not
foreclose the possibility that additional factors may affect
the determination. That is, a determination may be solely
based on specified factors or based on the specified factors
as well as other, unspecified factors. Consider the phrase
“determine A based on B.” This phrase specifies that B is a
factor that is used to determine A or that affects the deter-
mination of A. This phrase does not foreclose that the
determination of A may also be based on some other factor,
such as C. This phrase is also intended to cover an embodi-
ment in which A is determined based solely on B. As used
herein, the phrase “based on” is synonymous with the phrase
“based at least in part on.”

[0230] The phrases “in response to” and “responsive to”
describe one or more factors that trigger an effect. This
phrase does not foreclose the possibility that additional
factors may affect or otherwise trigger the effect, either
jointly with the specified factors or independent from the
specified factors. That is, an effect may be solely in response
to those factors, or may be in response to the specified
factors as well as other, unspecified factors. Consider the
phrase “perform A in response to B.” This phrase specifies
that B is a factor that triggers the performance of A, or that
triggers a particular result for A. This phrase does not
foreclose that performing A may also be in response to some
other factor, such as C. This phrase also does not foreclose
that performing A may be jointly in response to B and C.
This phrase is also intended to cover an embodiment in
which A is performed solely in response to B. As used
herein, the phrase “responsive to” is synonymous with the
phrase “responsive at least in part to.” Similarly, the phrase
“in response to” is synonymous with the phrase “at least in
part in response t0.”

[0231] Within this disclosure, different entities (which
may variously be referred to as “units,” “circuits,” other
components, etc.) may be described or claimed as “config-
ured” to perform one or more tasks or operations. This
formulation—{entity| configured to [perform one or more
tasks]—is used herein to refer to structure (i.e., something
physical). More specifically, this formulation is used to
indicate that this structure is arranged to perform the one or
more tasks during operation. A structure can be said to be
“configured to” perform some task even if the structure is
not currently being operated. Thus, an entity described or
recited as being “configured to” perform some task refers to
something physical, such as a device, circuit, a system
having a processor unit and a memory storing program
instructions executable to implement the task, etc. This
phrase is not used herein to refer to something intangible.

[0232] In some cases, various units/circuits/components
may be described herein as performing a set of tasks or
operations. It is understood that those entities are “config-
ured to” perform those tasks/operations, even if not specifi-
cally noted.

[0233] The term “configured to” is not intended to mean
“configurable to.” An unprogrammed FPGA, for example,
would not be considered to be “configured to” perform a
particular function. This unprogrammed FPGA may be
“configurable to” perform that function, however. After
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appropriate programming, the FPGA may then be said to be
“configured to” perform the particular function.
[0234] For purposes of United States patent applications
based on this disclosure, reciting in a claim that a structure
is “configured to” perform one or more tasks is expressly
intended not to invoke 35 U.S.C. § 112(f) for that claim
element. Should Applicant wish to invoke Section 112(f)
during prosecution of a United States patent application
based on this disclosure, it will recite claim elements using
the “means for” [performing a function] construct.
What is claimed is:
1. A method, comprising:
determining, by a computing system, a first inventory that
specifies a list of objects in a key-value store at a first
point in time;
determining, by the computing system, a second inven-
tory that specifies a list of objects in the key-value store
at a second point in time;
receiving, by the computing system, a request to perform
a first incremental backup, for a time interval that
includes the first and second points in time, of the first
and second inventories;
generating, by the computing system, a first object-level
differential that indicates differences between the first
and second inventories; and
performing the first incremental backup, by the comput-
ing system, including storing one or more objects
indicated by the first object-level differential.
2. The method of claim 1, further comprising:
determining, by the computing system, a third inventory
that specifies a list of objects in a key-value store at a
third point in time;
generating, by the computing system, a second object-
level differential that indicates differences between the
second and third inventories; and
generating, by the computing system, a temporal merged
object-level differential based on at least the first and
second object-level differentials;
wherein the performing the first incremental backup
includes storing objects indicated by the temporal
merged object-level differential.
3. The method of claim 2, further comprising:
filtering, by the computing system, the temporal merged
object-level differential based on a protection-group
policy;
wherein the performing the first incremental backup
stores a filtered subset of objects indicated by the
temporal merged object-level differential.
4. The method of claim 1, further comprising:
tracking, by the computing system, one or more objects
for which storage failed during the first incremental
backup.
5. The method of claim 4, further comprising:
generating, by the computing system, a list of carry-over-
work that includes the one or more objects for which
storage failed during the first incremental backup; and
performing, by the computing system, a subsequent incre-
mental backup including storing one or more objects
indicated by the list of carry-over-work.
6. The method of claim 5, further comprising:
performing a subsequent incremental backup, by the
computing system, including storing one or more
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objects indicated by another object-level differential,
wherein performing the subsequent incremental backup
includes:
successfully storing one or more objects for which
storage failed during the first incremental backup;
and
storing metadata for the stored objects, including back-
filling metadata for the successfully stored objects
that failed during the first incremental backup, such
that backfilled metadata for the successfully stored
objects is associated with the first incremental
backup.
7. The method of claim 1, further comprising:
receiving, by the computing system, a request to perform
a restore of at least a portion of a backup;
performing the restore in response to the request, includ-
ing:
delineating, by the computing system, a list of objects
to be restored into multiple chunks;
indexing, by the computing system, the chunks of data
using offset values within the list of objects; and
processing for restoration, by the computing system at
least partially in parallel, different chunks of data
using different cloud worker functions.
8. The method of claim 7, further comprising:
processing, by the computing system, a first chunk of data
and a second chunk of data using separate cloud worker
functions.
9. The method of claim 8, further comprising:
in response to determining, by the computing system, that
the second chunk of data is dependent on the first chunk
of data, delaying completion of processing the second
chunk of data until completion of the first chunk of
data.
10. The method of claim 9, wherein the second chunk of

data being dependent on the first chunk of data is due to the
first and second chunks of data including different versions
of the same object.

11. A non-transitory, computer-readable medium having

instructions stored thereon that are executable by a comput-
ing device to perform operations comprising:

determining a first inventory that specifies a list of objects
in a key-value store at a first point in time;

determining a second inventory that specifies a list of
objects in the key-value store at a second point in time;

receiving a request to perform a first incremental backup,
for a time interval that includes the first and second
points in time, of the first and second inventories;

generating a first object-level differential that indicates
differences between the first and second inventories;
and

performing the first incremental backup including storing
one or more objects indicated by the first object-level
differential.

12. The non-transitory, computer readable medium of

claim 11, wherein the operations further comprise:

determining a third inventory that specifies a list of
objects in a key-value store at a third point in time;

generating a second object-level differential that indicates
differences between the second and third inventories;
and

generating a temporal merged object-level differential
based on at least the first and second object-level
differentials;
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wherein the performing the first incremental backup
includes storing objects indicated by the temporal
merged object-level differential.

13. The non-transitory, computer readable medium of

claim 12, wherein the operations further comprise:
filtering the temporal merged object-level differential
based on a protection-group policy;

wherein the performing the first incremental backup
stores a filtered subset of objects indicated by the
temporal merged object-level differential.

14. The non-transitory, computer readable medium of

claim 11, wherein the operations further comprise:
tracking one or more objects for which storage failed
during the first incremental backup.

15. The non-transitory, computer readable medium of

claim 14, wherein the operations further comprise:
performing a subsequent incremental backup including

storing one or more objects indicated by another object-

level differential, wherein performing the subsequent

incremental backup includes:

successfully storing one or more objects for which
storage failed during the first incremental backup;
and

storing metadata for the stored objects, including back-
filling metadata for the successfully stored objects
that failed during the first incremental backup, such
that the successfully stored objects are associated
with the first incremental backup.
16. A system, comprising:
at least one processor;
a non-transitory, computer-readable medium having
instructions stored thereon that are executable by the at
least one processor to cause the system to:
determine a first inventory that specifies a list of objects
in a key-value store at a first point in time;

determine a second inventory that specifies a list of
objects in the key-value store at a second point in
time;

receive a request to perform a first incremental backup,
for a time interval that includes the first and second
points in time, of the first and second inventories;

generate a first object-level differential that indicates
differences between the first and second inventories;
and
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perform the first incremental backup including storing
one or more objects indicated by the first object-level
differential.

17. The system of claim 16, wherein the instructions are
further executable by the at least one processor to cause the
system to:

determine a third inventory that specifies a list of objects

in a key-value store at a third point in time;

generate a second object-level differential that indicates

differences between the second and third inventories;
and
generate a temporal merged object-level differential based
on at least the first and second object-level differentials;

wherein to perform the first incremental backup includes
to store objects indicated by the temporal merged
object-level differential.

18. The system of claim 17, wherein the instructions are
further executable by the at least one processor to cause the
system to:

filter the temporal merged object-level differential based

on a protection-group policy;

wherein to perform the first incremental backup includes

to store a filtered subset of objects indicated by the
temporal merged object-level differential.

19. The system of claim 16, wherein the instructions are
further executable by the at least one processor to cause the
system to:

receive a request to perform a restore of a backup
wherein the request to perform the restore includes:

delineate a list of objects to be restored into multiple

chunks;

index the chunks of data using offset values within the list

of objects; and

process for storage, different chunks of data using differ-

ent cloud worker functions.

20. The system of claim 19, wherein the instructions are
further executable by the at least one processor to cause the
system to:

process each chunk of the multiple chunks using a sepa-

rate cloud worker function.
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