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Abstract

A method of encrypting a passcode is disclosed. In one embodiment, the method
includes: receiving an indication of a portion of the passcode; calculating a plaintext
value based at least in part on the indication, wherein the plaintext value represents
an encoded portion of the passcode; encrypting the plaintext value into ciphertext
using a homomorphic encryption system; and updating a cumulative encryption string
by executing a cumulative operation to aggregate the ciphertext corresponding to the
encoded portion into the cumulative encryption string computed for a previous portion
of the passcode, wherein the cumulative operation is dictated by a homomorphic

property of the homomorphic encryption system.
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HOMOMORPHIC PASSCODE ENCRYPTION

CROSS-REFERENCE TO RELATED APPLICATIONS
(6001} This application claims the benefit of U.S. Provisional Patent Application

Neo. 61/938,495, filed February 11, 2014, which is incorporated by reference herein in its entirety.

(60302} This application claims the benefit of U.S. Patent Application No. 14/209,381, filed
March 13, 2014, which is incorporated by reference herein in its entivety

BACKGROUND
LHEX) A financial fransaction system, as used herein, is a system that allows a
merchant to use, for cxample, a mobile device, to accept payment for selling a product, a
service, or a rental to a purchaser.
6604} In one example, the financial transaction system includes a mobile device
{e.g., atablet computer, a smartphone, ete.) and a card reader. The card readeris in the form
of an accessory and couples to the mobile electronic device {e.g., the card reader couples to
the mobile device through the audio jack of the mobile device). lu this example, a purchaser
uses a financial transaction card {e.g., a credit card, a debit card, a pre-paid gift card, etc.} to
purchase the seller’s product or service by allowing his/her credit card to be swiped through
the card reader. The card reader communicates the card’s data to the mobile device, allowing
the mobile device to confirm the authenticity of the card and further to initiate authorization
of the purchase transaction. In another exaraple, the financial transaction system roay melude
a mobile device that accepts card-less payments from purchasers. In this example, a
purchaser may coovey his/her credit card information to the seller through a divect or indirect
form of wircless communication with the seller’s mobile device, A person of any skill in this
space would casily be aware of countless other mechanisms that allow siratlar financial
transactions to procead in the context of such “mobile” payments.
[G005] While such mobile payrment opportunitics offer convenience and case of use to
both the seller and the purchaser, there are scenarios that may present new security concerns.
For example, as part of the transaction flow, the purchaser may sometimes be required to
enter a PIN code as an additional layer of security. Such PIN codes are required, for
example, in debit card-based purchases and cven in some credit card-based {e.g., Furopay,
MasterCard, Visa (EMV) card-based) purchases. In such scenanios, the financial transaction
system needs to protect the PIN from being discovered by, for example, malware or other

phishing events.
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BrRIFF DESCRIPTION OF THE BRAWINGS
[(3006] FIG. 1 15 a control flow diagram illustrating a technique for encrypting a
passcode utilizing homomorphic cryptography.
[6067] F1G. 2 is a block diagram iHustrating an example of a passcede verification
system including a passcode entry device and an authentication device.
[G308] FIG. 3 is a diagram illustrating an example of a timeline for encrypting a

sequence of syrmbols representing a passcode.

LHEG FiG. 4 is a flow chart of a process to encrypt a passcode using homomorphic
cryptography.
{6810} FIG. 8 is a flow chart of a process to authenticate a passcode entry based at

least in part on an encrypted message.

(6011} FIG. 6 is a block diagram of an exarple of a financial transaction syster
including an electronic device and a card reader.

[6012] The figures depict various ermbodiraents of the present mmvention for purposes
of iHustration only. One skilled in the art will readily recognize from the following
discussion that alternative embodiments of the structures and the methods illustrated herein

may be employed without departing from the principles of the disclosure described herein.
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DETAILED DESCRIPTION
I6813) The financial transaction system described herein involves a card reader and a
general-purpose electronic device, such as a mobile device or a stationary/semi-stationary
system. For example, the mobile device may be a mobile phone or a tablet computer and the
stationary/semi-stationary system may be a point-of-sale system or a desktop computer. The
term “‘card reader” here refers to any object that can be used to obtain information from an
object used to make an clectronic pavment where the object muust be in the general vicinity of
the object, such as an optical scanner, a near field communications device, a Bluetooth
comnmnications device, ete. The card reader may be an external device (e.g,, in the form of a
mobile phone accessory) that can be coupled to the geveral-purpose electronic device. When
the card reader detects a financial transaction card (based on, for example, the card being
swiped through the card reader, the card being brought in proximity to enable radio frequency
(RF), Near Field Communication (NFC}, or Bluetooth Low Energy (BLE} communication
between the card and the card reader, etc.), the card reader retricves card information stored
on the financial transaction card to initiate a financial transaction through the general-purpose
electronic device. The term financial transaction card refers to any object that can be used to
make an electronic payment, such as a mobile device via a digital wallet application, an
object containing an optical code such as a quick response (R} code, etc. The financial
transaction card can store financial account related data to be used in a financial transaction,
such as to make a purchase. For example, the financial transaction card may be a credit card,
a debit card, or an integrated circuit card in accordance with the EMV standard.
[6614§ in some instances, a user (7.¢., a purchaser) initiating the financial transaction
may need to onter a passcode, such as a personal identitication number (PIN} or a password,
on a passcode entry interface to authenticate and/or anthorize the financial transaction. The
passcode entry interface may solicit the user to identify a sequence of symbols/digits
representing the passcode. As the user enters the passcode, the electronic device can encrypt
the passcode to protect against discovery of the passcode by a malicious third party.
[B015] Oue security consideration in designing a passcode entry system s whether a
memory snapshot of the passcode entry device can compromise the passcode entered by the
user. The disclosed technique involves a method of encrypting portions {e.g., characters,
digits or alphabets} of the passcode entered by the user separately, and accurmulating the
encrypted portions into a cumulative encryption string {e.g., a single encrypted digital string).

Hence, the disclosed technigque protects the data flow through the meroory of the passcode
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eniry device such that any given memory snapshot can reveal at most a single portion {e.g., a
character, a digit, or an alphabet) of the passcode.

(6016} The cumulative encryption string can be represented as a tuple, including a
cumulative nonce product and a cumulative message string. The cunnlative encryption
string can be decrypted with a single set of decryption keys. That s, the decryption process
needs only be run once to derive the unencrypted plaintext, even though the cumulative
encryption string ernbodics multiple encrypted portions. The electronic device can capturc a
sequence of user inputs indicative of a sequence of symbols representing the passcode via an
input component, such as buttons or a touchscreen. The card reader or an external server
coupled to the electronic device can then authenticate and/or authorize the financial
transaction by verifying the passcode entered by the user. Conventionally, as a user {e.g,,
purchaser) euters the passcode, an unencrypted digital representation of the entire passcode
may sgraetimes have 1o be stored on a memory device(s) of the electronic device. The
disclosed technique, instead, encrypts cach portion of the passcode separately to prevent
discovery of the entire passcode by malicious entitics. The electronic device can encrypt
cach portion of the passcode as the portion 1s entered or determined, such that no memory
device of the electronic device ever stores the entire vonencrypted passcode.

16017} A challenge associated with encrypting multiple portions of a passcode is that
delivery of multiple encrypted files puts a burden on the network used for delivery. Further,
decryption of the multiple encrypted files is memory and processor intensive and thus may
necessitate more memory and coraputing resources at the receiving device. The disclosed
technique overcomes these challenges by encrypting cach portion {e.g., a symbol or digit) of
the passcode using a homomorphic cryptosystem and aggregating the encrypted portions into
a master encryption file (7.e., the camulative encryption string). The cumulative encryption
string includes only a single layer of encryption despite including multiple separately
encrypted portions. The clectrouic device can utilize the homomorphic property of the
homomorphic cryptosystem to combine multiple encrypted portions into a final cumulative
encryption string, thus reducing the burden on the network and the receiver-side memory and
processor. The disclosed technique enabies a single encrypted file to be sent from the
electronic device to the card reader without having to send roultiple encryption files for cach
symbeol/digit of the passcode. Further, the electronic device can encrypt each individual
symbol/digit as the user enters the symbol/digit, thus preventing discovery of the passcode by

a roalicious third party.
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[6618] Homomorphic encryption is a form of encryption that allows specific type(s)
of computational operation(s}) to be carried out on ciphertexts {(i.e., results of encryption) and
obtain an encrypted result which, when decrypted, matches the result of the same
computational operation(s) performed on the plaintext (i.e., inputs to the encryption). The
spectfic type of computational operation may be referred to as the homomorphic property of
the homomorphic cryptosystem. A homomorphic encryption scheme may preserve the
homoemorphic property for only roultiplication, only addition, or for both addition and
multiplication. For example, the unpadded RSA and the ElGamal are cryptosystems that
preserve the homomorphic property for multiplication. A cryptosystem refers to a suite of
mechanisms/processes for impleroenting a particular form of encryption and decryption,
inchiding, for example, a key gencration mechanism, an encryption mechanisin, and a
decryption mechanism.

16819} in at least one embodiment, the electronic device may implement a
hornornorphic encryption process, such as according to the ElGamal cryptosystem, that
preserves the homomorphic property for multiplication. Under the ElGamal cryptosystem, in
a group G, if the publickey is{G, g, g, B), where b= g7, x is the private key, and ris a
random variable selected from the set {0, ..., ¢-1}, then the encryption of a message m is
g{m) = (¢, m- /). The homomorphic property can be illustrated as e(m;) - e(my) = (¢, m,-
FOAE?, o By = my omy BTy = g(my o mo).

60261 The electronic device can encode cach portion (e.g., a symbol or digit} of the
passcode as a plaintext value, before encrypting the plaintext value into ciphertext. For
example, the clectronic device can encrypt a plaintext value calculated based in parton a
numeric representation of cach symbol/digit with the ElGamal cryptosystem. As a specific
example, the plaintext value can be a prime number raised to the power of the digit or to the
power of a nmumeric representation of the symbol. Each ciphertext outputted by the
cryptosystem is multiplied together with a cumulative encryption string that is the product of
all previous ciphertexts produced from the previous symbols or digits. This product 1s then
updated as the new camulative encryption siring. In this manner, instead of producing a
sequence of ciphertoxts {e.g., s(my), e{my), ...} from a sequence of symbols or digits, the
clectronic device only has to upkeep 4 cumulative master encryption string {e.g., e{my) - g{nn)
-e{my) - ). Because of the homomorphic property of the ElGamal cryptosystem, this
curnulative encryption string 1s identical to the ciphertext resulting from encrypting the

product of the plaintext values associated with cach symbel or digit, e.g., e{my - -ms-).

[ %1
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{821} The disclosed technique can encode the portions of the passcode as powers on
small primes. In particular, if the passcode {e.g., represented as a sequence of digits) is
denoted by a vector d = {d,, &y, ..., dy], then the encoded portions may be denoted as EPs =
{pldj, pzd”?‘, pMd”M}, where the p; denotes a set of prime basces and M denotes the number
of portions in the passcode. The set of primc bases can be chosen m accordance with various
security restrictions. For example, the set of prime bases may include small primes for ease
of calculation.

6622} The set of prime bases may be chosen for semantic security. For example,
under embodiments utilizing the ElGamal cryptosystem or other similar cryptosystems, the
prime bases can be chosen to have order ¢ instead of 2g. Here, “¢” denotes the public
encryption parameter for the ElGamal cryptosystem. Under the ElGamal cryptosystem, the
moduolus M used for the encryption mechauism is equal to 2g+1. An order (n) of a prime
basis {p) is the mumber of elements in a cyclic group of module N for exponents of the prime
basis. That is, the order is the smallest number # such that p” = ¢, where “¢” denotes the
identity element in the cyclic group. For example, using “27 as one of the prime bases for
encoding may lead to g leak of information about the associsted passcode portion. A
malicious third party can observe that the order of the resulting encoding depends on the
parity of the cxponent. Exploiting the Legendre symbol of the message, the malicious third
party can reverse-engineer the parity of the passcode portion. If the passcode portion is a
digit, the malicious third party can determine the parity of the digit through this exploit. To
combat this 1ssue, the set of prime bases can be chosen to have order g, That is, every prime
number in the set satisfics p' = 1 {mod N). This holds, for example, for the small prime “3”
and many other prirae numbers.

6823} The set of prime bases can be chosen by an external server system along with
other static cryptography paramcters of the homomorphic cryptosystem that are accessible by
both the encryption-side device {e.g., the electronic device) and the decryption-side device
{e.g., the card reader). The set of prime bascs can be stored in a static file maintained by the
external server system. Alternatively, multiple sets of potential primoe bases may be
associated with particular decryption side devices, such as by hardware identifications of
such devices. In either case, the electronic device can receive the set of prime bases and/or
the public key for encryption by requesting such parameters from the external server system.
Alternatively, the set of pritac bases and/or the public key may be part of a mobile

application dowuloaded and nstalled onto the electronic device.
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[6624] It is noted that whulst portions of the passcode that are encoded and encrypted
have been tllustrated as individual symbols or digits of the passcode, the portions may be
partitioned n other ways as well. For example, the portious can be pairs of symbols or digits.
The portions can further be values indicative of the symbols/digits that represent the
passcode. For example, where the passcode is determined based on touch events on the
passcode entry interface, the electronic device can encede and encrypt the (X.Y) coordinates
of cach touch scparately. In some cmbodiments, the clectronic device can encrypt the
portions directly without first encoding the portions or values indicative of the portions.
[6625] After the cumulative encryption string captures every portion of the passcode
entered by the user, the electronic device sends the curnulative encryption string in a message
to verify the passcode. The clectronic device can send a message including the cumulative
encryption string to an external server or the card reader to verify the passcode. The card
reader or the external server can access a decryption key consistent with the encryption key
used 1n the homomorphic cryptosystem implemented on the clectronic device. The card
reader or the external server can decrypt the curmulative encryption string to determine the
product of the cneoded portions of the passcode entered by the user,

(6626} The card reader or the external server can verify the user passcode cotry
against an authentic passcode in the financial transaction card in various manners. For
example, the card reader can access the financial trausaction card via a read head to
determine the authentic passcode associated with the purchaser’s financial account. The card
reader or the external server can factor the encoded portions of the passcode (e.g., using the
set of prime numbers that is used to encode) to determine the passcode entry and use the
passcode ontry to verify against the authentic passcode. As another example, the card reader
can send the decrypted and decoded user passcode entry to the financial transaction card for
verification against the authentic passcode.

[6027] o other embodiments, the card reader or the external server can calculate a
comparison value based at least in part on the authentic passcode to verify the passcode. For
example, the comparison value can be a product of prime nurabers, each raised to the power
of respective digits in the authentic passcode. The prime numbers used here are the same
prirmne numbers usced to calculate the plaintext values (7.e., the cneoded portions) during the
encryption process. In this way, the card reader or the external server can compare the
comparison value against the decrypted curnulative encryption string. When both values
match or when both values maintain av equivalent roathematical property, the card reader or
the external server can authorize and authenticate the financial transaction.

7



2017279652 20 Dec 2017

10

15

20

25

30

{3028} FIG. 1 s a control flow diagrave illustrating a techuique for encrypting a
passcode utilizing homormorphic cryptography. A user can enter a passcode on an electronic
device 102, such as the PIN digits “R144” as shown. The electronic device 102 may be a
general-purpose electronic device, such as a mobile device or a stationary device. The
clectronic device 102 may include and execute a general-purpose operating systern capabic of
running one or more third-party applications that may be downloaded, installed, and executed
on the electronic deviee 102,

[6629] For example, the electronic device 102 provides a passcode entry interface 104
to enable the user to identify a sequence of symbols representing the passcode. The sequence
of syrabols may include numeric digits, alphabetical characters, alphanumeric characters,
pictograms, icons, other types of enumeration, or any combination thereof. Each symbol can
have a nuraenc representation, such as a binary representation, that can be used for
encryption.

[6036] The passcode entry mnterface 104 may be imaplemented as a user interface
displayed on a touchscreen. The electronic device 102 generates and displays the passcode
enfry interface 104 when the clectronic device 102 needs to authenticate a financial
fransaction or other types of user operations. Alternatively, the passcode cutry interface 104
may instead be implemented with a set of physical buttons.

{6631 As the user enters the passcode, the electronic device 102 can separately
encrypt portions of the passcode utilizing a homomorphic cryptography system 106, The
homoemorphic cryptography system 106 1s a processing module of the clectronic device 102
capable of encrypting datasets into ciphertexts according to a homomorphic cryptosystem,
such as the ElGamal cryptosystern. The ciphertexts generated by the homomorphic
cryptography system 106 maintain a homomorphic property. The homomorphic
cryptography system 106 may be implemented as an application specific integrated circuit or
as instructions executable by a processor.

16032} The portions to encrypt can correspond to the individual symbols that make up
the passcode. The portions can also correspond to subsets of the symbols. Aliernatively, the
portions to encrypt can be datasets that are used, at least partially, to determing the individual
symbols. For example, the portions can be locations on the passcode entry interface where a
touch event has been detected. The electronie device 102 can encrypt each portion whenever
cach portion is determined. For example, the encryption of a portion can occur in response to
wdentifying a symbol entered by the user or to detecting a touch event on the passcode entry

interface 104,



2017279652 20 Dec 2017

oy

et
<

15

20

25

30

[8033] In some embodiments, the elecironic device 102 can first encode each portion
into a plaintext value and then encrypt the plaintext value corresponding to such portion. For
exarnple, the electronic device 102 calculates the plaintext value based at least partly ou
raising the power of a prime number to a numeric value of the portion (i.e., multiplying the
prime nurnber for a number of times equal to the numeric value of the portion). In the
example shown in FIG. 1, the ciphertexts of the encoded plaintext values are [p°], [p2'],
[ps'], and [p4'], wherein the bracket denotes the encryption and “p;” denotes the prime
number used for each sequential position of the encoded portions {e.g., “p;” being the prime
number used for the first portion and “p,”" being the prime number used for the second
portion, ¢ic.).

[3034] For each portion, the electronic device 102 encrypts the encoded plaintext and
aggregates the resulting ciphertext into a cumulative encryption string 108, The cumulative
encryption string 10¥ is a ciphertext file, which aggregates all previously generated
ciphertexts corresponding to previcusly encrypted portions of the passcode. How the
electronic device 102 aggregates the ciphertexts depends on the homomorphic property of the
homoemorphic cryptography system 106. For example, if the hornornorphic property
preserves multiplication, the ciphertexts are aggregated as a product; and if the homomorphic
property preserves addition, the ciphertexts are aggregated as a summation. As cach new
ciphertext is generated, the homomorphic cryptography system 106 updates the cumulative
encryption string 108 by multiplying or adding the previous instance of the cumulative
encryption string 108 with the new ciphertext.

[6035] The passcode entry interface 104 and the homomorphic cryptography

system 106 may both be part of a mobile application (commonly referred to as an “app”) that
is downloaded and installed onto the electronic device 102, The mobile application is stored
in a memory device {not shown), such as a volatile or a non-volatile storage medium, and can
be executed by a processor (not showny of the electronic device 102,

LIRS After the user enters the entire passcode, the homomorphic cryptography
systern 106 would have aggregated ciphertexis corresponding to every portion or encoded
portion of the passcode into the final cumulative encryption string 108, The electronic device
102 can then send the final cumulative encryption string 108 to a passcode verification
system 110 in a message 112. The passcode verification system 110 is a device capable of
verifying the authenticity of the passcode entered by the user (henceforth referred to as the

“passcode entry”). The passcode verification system 110 has access to an authentic version
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of the passcode (henceforth referved to as the “authentic passcode”). The passcode
verification systern 110 can use the authentic passcode to verify the passcode entry.

66371 o some erabodiments, the passcode entry and the passcode encryption
processes are initiated by the passcede verification system 110, For example, the passcode
verification system 110 may be a card reader coupled to the electronic device 102, The card
reader can iunitiate a financial transaction upon detecting a swipe of a payment card, such as a
credit card, a debit card, an EMV card {a payment card in accordance with the Europay,
MasterCard, Visa standard}, etc. The card reader can send the card information of the
payment card to the electronic device 102, The electronic device 102 can then try fo
authenticate the financial transaction by requesting the user to cuter the passcode through the
passcode eniry interface 104,

6038 The passcode verification systern 110 extracts the comulative encryption
string 108 from the message 112 and decrypts the cumulative encryption string 108 to
determine an accurmulated value indicative of a sequence of symbols that represents the
passcode entered by the user.

[6039] The accumulated value can unigquely wdentify the passcode entry. In some
erabodiments, the accumulated vahue can be factored using the set of prime numbers used to
calculate the encoded portions of the passcode to determine the sequence of symbols. The
sequence of symbols can then be used to verify against an authentic passcode associated with
the financial transaction card. In other embodiments, to verify the passcode entry, the
passcode verification system 10 can calculate a comparison value based on the authentic
passcode associated with the financial transaction card in the same manner that the
accurnulated value 1s calculated. That 1s, the passcode verification systern 110 can encode
portions of the authentic passcode in the same encoding process as the portions of the
passcode eniry, and can accumulate the encoded portions of the anthentic passcode using the
same cumulative operation based on the homoroorphic property of the homomorphic
cryptography system 106.

[3040] For example, the passcode verification systern 110 can caleulate the
comparison value by taking the powers of the same prime numbers used by the homomorphic
cryptosystem 106 to the nuraeric digits of the authentic passcode. The passcode verification
system 110 can then verify the passcode entry by comparing whether the accumulated value
and the comparison value match cach other. In other embodiments, the passcode vertfication

systern 110 can determine the passcode entry from the accamulated value {e.g., by decrypting

10



2017279652 20 Dec 2017

oy

et
<

15

20

25

30

and decoding the accomulated value as described in disclosure), and venify the determined
passcode eniry against the known authentic passcode in the financial transaction card.

(6041 FIG. 2 s a block diagram illastrating an example of a passcode verification
system 200 including a passcode entry device 202 and an authentication device 204, The
passcode verification system 200 may be consistent with various other embodiments
described in this disclosure. The passcode entry device 202 1s illustrated as a mobile device
with a touchscreen, but may be implemented as another type of electronic device with
computing capabilities. For example, the passcode entry device 202 may be the electronic
device 102 of FI1G. 1. The authentication device 204 1s illustrated as a card reader, but may
be implemented also as another type of electronic device with computing capabilities. For
example, the anthentication device 204 may be the passcode verification system 110 of FIG,
i

6842} The authentication device 204 includes logic circuitry 206. The logic circuitry
206 controls and cxecutes processes operated by the authentication deviee 204, The logic
circuitry 236 may comprise one or more of an application-specific integrated circuit (ASIC),
ficld programmablc gate array (FPGA), a controller, a microprocessor, and other types of
digital and/or analog circuitry,

16843] The logic circuitry 206 can comumunicate with a read head 208, The read head
208 can detect a financial trausaction card, such as detecting the card being swiped or the
card entering the proximity of the read head 20K {(e.g., via RF or BLE). The read head 208
may be a magnetic strip reader, an NFC smart card, a radiofrequency identification (RFIDY)
reader, a Bluetooth reader, a radio frequency recerver, an optical reader, or any combination
thereof.

[6044] In various embodiments, the logic circuttry 206 may include a signal converter
214, a signal processor 216, and a security module 218 to facilitate communication with the
read head 208, The signal converter 214 1s circuttry that converts analog readings from the
read head 208 into digital data. The signal processor 216 is circuitry for processing and
interpreting the digital data from the signal converter 214 into card information,
representative of financial account information of a user. Optionally, the logic curcuitry 206
may include the security module 218 to encrypt and/or decrypt information to and from the
financial transaction card or otherwise provide scecure access to a financial fransaction card
via the read head 208.

[6845] The logic circuitry 206 can conununicate with the passcode entry device 202
via a first connection interface 220. The first connection interface 220 is adapted to

il
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communicate with the passcode entry device 202, such as via a wired connection {e.g., an
audio cable or a bus) or wirclessly {e.g., RF or Bluctooth communication). The logic
circuitry 206 can initiate a financial transaction with the passcode entry device 202 through
the first connection interface 220 when the read head 208 detects the financial transaction
card. The logic circuitry 206 can send 8 message to the passcode entry device 202 through
the first connection interface 229 to initiate a process to authenticate and authorize the
financial transaction. In some crobodirnents, the message can cause the clectronic device to
generate and display a passcode interface.

6846} The passcode entry device 202 includes a second connection interface 222 that
couples to the fivst connection interface 220 of the authentication device 204 durectly or
indirectly, including via a wired connection or a wireless connection. The passcode entry
device 202 ncludes a transaction manager module 224 to facilitate authorization of the
financial transaction. The transaction manager module 224 can manage identity of goods,
services, and/or rentals associated with the financial transaction. The transaction manager
module 224 can process messages received via the second connection interface 222,
mcluding the message to initiate the process to authenticate the financial transaction. The
fransaction maavager module 224 can notify a passcode interface raodule 226 to solicit a user
to enter a passcode in response to the message. For example, the passcode interface module
226 can generate and display a passcode entry interface on a touchscreen 228, The passcode
entry interface may include buttons labeled with symbeols (e g., digits, characters, icons, etc.)
that the user may interact with to indicate a sequence of symbols representing the passcode.
The passcode interface module 226 monitors the touchscreen 228 and records locations of
any “touch” events to determine the sequence of symbols.

{6847} The passcode entry device 202 includes an encryption module 230 to
irnpicment a piccemeal encryption of portions of the passcode using a homomorphic
cryptosystem. The encryption module 230 can encrypt the portions sequentially as the user
enters cach portion. For example, cach portion can correspond to a touch cvent or a set of
touch events from the user. Each portion can also correspond to a symbol in the passcode
entry.

(048] In some embodiments, the encryption moedule 230 can encode cach portion of
the passcode as a plaintext value. That is, as cach portion is wdentified, the encryption module
230 can calculate the plamtext value based at least partly on the identified portion and
encrypt the plaintext value nto ciphertext utilizing a homomorphic cryptosystem, such as
with the ElGamal asymimetric encryption. In one example, the plaintext values may just be

iz
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nureric represcutations {d) of the symbols of the passcode. Alternatively, a hash function or
an encoding process can be used to determine the plaintext value from the numeric
representation of cach portion. For example, the encryption module 230 can calculate the
plaintext value for cach symbol by selecting a prime number from a set of prime bases (p))
and calculating the plaintext value by raising the small prime to the power represented by the
numeric representation of the symbol. In this example, the plaintext is equal to ™. The
encryption module 230 can select the small prirac based at least in part on a sequential
counter of the symbol entered, such as selecting p; for the first portion entered by the user
and selecting p» for the second portion entered by the user.

[3049] The encryption module 230 then “accumulates” the ciphertexts generated for
the portions into a cumulative encryption string 232 by means of a cumulative operation, e.g.,
the cumulative encryption siring 232 including a suromation or product of the ciphertexts.
For example, the cumulative operation can be a running product, where each ciphertext is
multiplied together to form the cumulative encryption string 232, In sorne embodiments, the
ciphertexts are multiplied together when all portions of the passcode is entered by the user.
In other ernbodiments, the encryption module 230 iteratively updates the cumulative
encryption string 232 to include each newly calculated ciphertext in its cumulative product.
The cumulative encryption string 232 can be stored in a cryptography storage 234, In
embodiments, the ciphertexts of each portion is deleted from the memory of the passcode
entry device 202 after the ciphertext is “accumulated” into the cumulative encryption string
232.

[BOSE¢] Cryptography provisions 236 may be required to implement the homomeorphic
cryptosystern, particularty for the encryption module 230, The cryptography provisions 236
may include, for example, an encryption key {e.g., a public key), a set of prime bases, a
modulus, a generator, other static parameters or randormn variables, or any combination
thercof. Sorue or all of the provisions/parameters may be associated with a hardware
identification data of the authentication device 204 (i e., where decryption occurs). The
encryption module 230 can receive the hardware identification data (heunceforth referred to as
“hardware 17} from the authentication device 204, such as when the authentication device
204 first connects with the passcode entry device 202, Subsequently, the hardware ID may
be used to guery an external server system, via a network interface 238, for some or all of the
cryptography provisions 236, Alternatively, the encryption module 230 can reccive some of
the cryptography provisions 236, such as the public key for encryption, directly from the
authentication device 204. The cryptography provisions 236 may be stored in the
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cryptography cache 232 as well or another memory device of the passcode entry device 202.
In some embodiments, an association between cach set of the eryptography provisions 236
{e.g., the public key) and the hardware 1D of a correspounding device for decryption can be
stored in the cryptography storage 234. Accessing that association enables the encryption
module 230 to sclect the correct set of provisions corresponding to the jntended destination of
the cumulative encryption string 232, such as using the public key that matches the private
key used for decryption at the intended destination.,

6051 Other examples of the cryptography provisions 236 may be necessary to
implement the homomorphic encryption, such as the ElGamal cryptosystem, including a
modulus (henceforth referred to as “N7), a generator (henceforth referred to as “g”), and the
sct of prime bases . These parameters may be provisioned as part of a mobile application
that 1s downloaded and installed on the passcode entry device 202, Alternatively, these
parameters may be requested from an external server system or be part of a factory setting of
the passcode entry device 202,

[B852] In some embodiments, to verify the authenticity of the passcode entry, the
fransaction muanager module 224 transmits a message containing the curnulative encryption
string 232 indicative of the passcode entry through the second convection interface 222 to the
authentication device 204, In alternative embodiments, the transaction manager module 224
transmits the message through the network interface 238 to an external server system fo
verify the passcode entry. The logic circutiry 206 receives the message through the fivst
connection interface 220 and extracts the cumulative encryption string 232 from the message.
The logic circuitry 206 can implement a decryption module 240, The decryption module 240
is configured to decrypt data encrypted by the homomorphic cryptosystem implemented in
the encryption module 230, For cxample, the decryption module 240 can access
cryptography provision storage 242, The cryptography provision storage 242 can include a
private key associated with the public key used by the encryption module 236, The
cryptography proviston storage 242 can ioclade other paramcters needed for decryption, such
as the modulus &, the generator g, and the set of prime bases pi.

{3853] The decryption module 240 determines an accumulated valoe indicative of the
passcode entry by decrypting the cumulative encryption string 232, For example, the
accumulated value can be & product of raultiplying together encoded portions of the passcode
entered by the user. The logic circuitry 206 can then use the accumulated value to verify
against an suthentic passcode. For exaraple, the logic circuitry 206 can access the authentic
passcode when the read head 208 detects the financial transaction card. A seguence of
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syrabols representative of the passcode entry can be factored from the accumulated value
using the set of prime numbers used to encode the symbols of the passcode. The logic
circuitry 206 can theo verify the determined passcode entry against the anthentic passcode in
cither the financial transaction card {e.g., by sending the determined passcode entry to the
financial transaction card) or the authentication device 104,

[3854] Alternatively, the logic circuitry 206 can calculate a comparison value based at
lcast in part on the authentic passcode to compare aganst the accurulated value of the
encoded portions representing the passcode entry. Based on the comparison, the logic
circuitry 206 can either authorize or deny the financial transaction.

{HIREY Regarding FIG. 1 and FIG. 2, blocks, components, and/or maodules associated
with the electronic device 102, the passcode vertfication system 110, the passcode entry
device 202 and the anthentication device 204, cach raay be implemented 1o the forro of
special-purpose circuitry, or in the form of one or more appropriately programmed
prograramable processors, or a cornbination thereof, For example, the modules deseribed can
be implemented as instructions on a tangible storage memory capable of being executed by a
processor or a controlier on a machine. The tangible storage memory may be a volatile or a
non-volatile roemory. In sore embodiments, the volatile mevoory may be considered “non-
transitory’” in the sense that it 15 not a transitory signal. Modules may be operable when
executed by a processor or other computing device, e.g., a single board chip, application
specific integrated circuit, a field programmable field array, a network capable computing
device, a virtual machine termunal device, a cloud-based computing terminal device, or any
combination thereof. Caches, memory space, and storages described in the figures can be
mmpleracnted with the tangible storage raemory as well, mcluding volatile or non-volatiic
Hemory.

[(3056] Each of the modules may operate individually and independently of other
modules. Some or all of the modules may be executed oun the sare host device or on separate
devices. The separate devices can be coupled via a communication module to coordinate its
operations via an interconnect or wirelessly. Some or all of the modules may be corobived as
one module.

[6057] A single module may also be divided into sub-moduies, cach sub-module
performing separate method step or method steps of the single module. In some
cembodiments, the modules can share secess t© 8 memory space. One module roay access
data accessed by or transformed by another module. The modules way be considered
"coupled” to one another if they share a physical connection or a virtual connection, directly
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ot indirectly, allowing data accessed or modified from one module to be accessed in another
module. In some embodiments, some or all of the modules can be upgraded or modified
rerootely. The electronic device 102, the passcode verification systern 110, the passcode
entry device 202, or the authentication device 204 may include additional, fewer, or different
modules for various applications.

[B058] FIG. 3 is a diagram illustrating an example of a timeline 300 for encrypting a
sequence of syrmbols representing a passcode. The disclosed technigue involves piecemeal
encryption of portions of the passcode. This technique minimizes the available time window
during which an unencrypted passcode symbol, such as a PIN digit, is present (i.e., available
on memory} on a passcode entry device, such as the electronic device 102 of FIG. T or the
passcode eniry device 202 of FI1G. 2. The piccemeal encryption technique decouples the
digits from cach other.

[6059] Time tags 302A-F (collectively, “time tags 3027} indicate events related to a
user’s entry of the sequence of symbaols. For example, time tag 302A (") indicates when a
passcode entry interface is provided on the passcode entry device. Time tags 3028 to 302E
(“t;” to “147) indicate when the passcode entry device wdentifics/determines each syrabol/digit
of the passcode entry. For example, t; may correspond to when the first digit entered by the
user 18 identified and t) may correspond to when the second digit is identified. Where the
passcode entry device uses a touchscreen to display an interactive passcode entry 1nterface,
cach of the time tags 302B-E may correspond with when a touch event 18 detected or when
the passcode entry device determines which syrabol corresponds to that touch event. Under
the disclosed technique of passcode encryption, the passcode entry device can immediately or
substantially immediately encrypt cach of these symbols/digits after the syrobol/digit is
identified on the device.

(6068} One security consideration in designing a passcode entry system is whether a
mernory snapshot of the passcode entry device can compromise the passcode entered by the
user. As shown, if memory were captured shortly after t;, then the memory snapshot would
reveal no information about the first digit through the (i-1)" digit of the passcode. The
memory snapshot would also reveal no information about subsequent digits, such as (i+1)"
digit through the last digit, of the passcode. In the example of using the ElGamal
cryptosystem, once the per-digit secret/multiplier is deleted, the encryption is not reversible
by any party who does not possess the private key. In the end, the passcode cutry device can

safely transmit the cumulative encryption to a passcode venfication system at time tag 302F.
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{6061 FIG. 4 18 tlow chart of a process 400 to encrypt a passcode using
homomorphic cryptography. The process 400 may be consistent with various other
erobodiments described 1o this disclosure. The process 400 performs a piccerncal encryption
of the passcode in a cumulative manner. Step 402 mcludes an clectronic device, such as the
clectronic device 102 of FEG. 1 or the passcode entry device 202 of FIG. 2, imitializing a
financial transaction (e.g., a payment transaction}. Step 402 may include receiving card data
from a card reader in respounse to the card reader detecting a financial transaction card. For
example, the card reader may be the passcode verification device 110 of FIG. 1 or the
authentication device 204 of F1G. 2.

3862} The electronic device then displays a passcode entry interface to solicit a use
to enter the passcode in step 404, where the passcode is used to authenticate the financial
transaction. For example, the electronic device can display the passcode entry interface on a
touchscreen. The passcode entry interface may include interactive elements labeled with
symbols {e.g., characters, digits, icons, etc)) for composing the passcode.

[3863] Through the passcode entry interface, the electronic device receives an
mdication frorn the user identifying at least a portion of the passcode in step 406, For
exarnple, the indication can be a key entry corresponding to a symbol that is part of the
passcode. Specifically, the indication can be a touch event on the touchscreen, where a
location of the touch event corresponds to a label of the symbel on the passcode entry
interface

(3064} The clectronic device can encode the identified portion as a plaintext value in
step 408, prior to step 410 of encrypting the encoded portion. The identified portion, such as
a symbol, can have a numeric representation (di), such as a number represented by binary
bits. Here, “1” denotes the position of the symbol in the passcode. The encoding in step 408
may include selecting a prime number {pi) from a set of small prime bases and calculating the
prime number raised to the power equal to the numeric representation of the identified
portion, i.e., ;. The prime number used to encode the identified portion can be selected
based at least in part on the position of the portion in the passcode relative to other portions.
[3865] This set of small prime bases may be part of the cryptography parameters
stored in the electronic device. The cryptography pararacters may mclude an encryption key
{e.g., a public encryption key}, a generator g, a modulus N, the set of prime bases, or any
combination thercof. The process 400 may inchude step 412 of receiving such cryptography
parameters from an external source. The electronic device may receive at feast a portion of
the cryptography parameters directly or indirectly from the card reader. The clectronic
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device may wnstead receive at least a portion of the cryptography parameters directly or
indirectly from an cxternal server system. For cxample, the electronic device may first
retrieve a hardware 1D of the card reader, and then guery the external server system for
cryptography parameters associated with the hardware ID. In some embodiments, the
cryptography parameters may be retricved from both the card reader and the external server
system. This way, the electronic device has an opportunity to verify the parameters against
cach other. The cryptography parameters may also be encrypted and/or otherwise encoded
with a verifiable signature. Upon receiving the cryptography parameters, the electronic
device can verify these cryptography parameters using the verifiable signature, such as via a
certificate authority. In alternative embodiments, at least a portion of the cryptography
parameters is downloaded onto the clectronic device when a mobile application
foplementing the process 400 1s downloaded and installed onto the electronic device.

[6066] The prime numbers used for encoding in step 408 may be based on one or
more of the cryptography parameters retrieved n step 412, For example, when encrypting
using the ElGamal encryption mechanism, the prime sumbers may satisfy the requirement
that p* = 1 {(mod N). Here, N is the modulus chosen to perform the ElGamal encryption and
g s a Sophie Germain prime associated with N such that N = 2q +1. N and/or g voay be part
of the cryptography parameters accessible to the electronic device.

13867} Step 410 wnchudes the electronic device encrypting the encoded portion from
step 408 or the identified portion from step 406 into ciphertext using a homomorphic
encryption systern, such as the encryption mechanism of the ElGamal cryptosystem or a
variant thercof. The encryption may utilize the received cryptography parameters in

step 412, inchuding the encryption key.

[B868] Certain encryption mechantisms, including the El Gamal encryption
mechanism, generate and use a random variable as part of the encryption to protect the
confidentiality of the ciphertexts. It is noted that in step 418, the electronic device may
generate the random variable by reading a pscudorandom stream using a non-buffering VO
call. A nown-buffering VO call can mirumize exposure of the randow variable 1o the memory
buffer of the electronic device to avoid a third party from influencing or reading the random
variable 1 order to exiract information related to the passcode.

6669} The electronic device updates a cumulative encryption string when the
encryption finishes 1o step 414, If the cncoded portion corresponds to the first portion of the
passcode, step 414 sets the curmnulative encryption string as the ciphertext for that portion.
Otherwise, the cumulative encryption string is updated by executing a cumulative operation
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ou the ciphertext based on the curnulative encryption string computed for a previous portion
of the passcode. The homomorphic property of the homomorphic encryption system dictates
which curnulative operation to exccute. For example, where ElGamal encryption maechanism
is used, the cumulative operation is a cumulative product (i e., multiplying the ciphertexts
together). That s, the cumulative encryption string can be sct as a curnulative product of the
ciphertext and all previous ciphertexts corresponding to all previously encrypted portions of
the passcode.

16676 Step 406, step 408, step 410, and step 414 are repeated until the cumulative
encryption string “accurnulates” every portion of the passcode. In step 416, the electronic
device transmits a message countaining the curoulative encryption string to a destination
device to verify the passcode. For example, the destination device can be the card reader or
an external server system,

16071 FI1G. § is a flow chart of a process 500 to anthenticate a passcode entry based
at least partly on an encrypted message. The process 500 may be consistent with various
other embodiments described in this disclosure. The process 500 may be implemented by a
passcode verification system, such as the passcode verification systern 110 of FIG. ¥ or the
autheuntication device 204 of FIG. 2. Step 502 includes receiving ciphertext from a passcode
entry device, such as the electronic device 102 of FIG. 1 or the passcode entry device 202 of
FIG. 2. The passcode verification systern can decrypt the ciphertext into plaintext in step
504. The decryption uses a decryption mechanism of a homomorphic cryptosystem, such as
the ElGamal cryptosystem.

6672} The plaintext is indicative of a product or a sum of encoded portions of the
passcode ontry. Fach encoded portion represents a portion of the passcode entry and a
position of the portion relative to other portions of the passcode entry. For example, the
encoded portion may be indicative of a symbol that is part of the passcode. Subseqguently, in
step 506, the passcode verification system verifies the passcode eniry based at least in part on
the product or the sum of the encoded portions.

16873} As a specitfic example, step 506 can include sub-step 308 fo retrieve an
authentic passcode. Where the passcode verification system is a card reader device, sub-step
508 mnclades retrieving the authentic passcode from a financial transaction card via a read
head. In sub-step 510, the passcode verification system can encode portions of the authentic
passcode in the same manncr as how the encoded portions of the passcode cntry are
calculated on the passcode entry device. Insub-step 512, the passcode verification system
can calenlate a cumulative value through a cumulative operation on the encoded portions of
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the authentic passcode. The cumulative operation is dictated by the homomorphic property
of the homomorphic cryptosystem. For example, where the homomorphic property preserves
multiplication, the cumulative valae is calculated as a cumulative product of the encoded
portions of the anthentic passcode. In sub-step 514, the passcode verification system can
authenticate the passcode entry by comparing the cumulative value against the product or the
sum of the encoded portions of the passcode entry.

[6074] As another specific example, after retrieving the authentic passcode in sub-
step 508, the passcode verification system can determine a sequence of symbols
representative of the passcode entry by factoring the product of the encoded portions in sub-
step 516, The product may be factored using a set of prime numbers used to encode each
portion. The passcode verification system can then compare the sequence against the
authentic passcode n sub-step 518, In other emboduments, the passcode verification system
sends the sequence to the financial transaction card for the financial transaction card to verify
the sequence against the authentic passcode.

[B875] While processes or blocks are presented in a given order in FIGs. 4 and §,
alternative embodiments may perform routines having steps, or craploy systerns having
blocks, in a different order, and some processes or blocks may be deleted, moved, added,
subdivided, combined, and/or modified to provide alternative or subcombinations. Each of
these processes ot blocks may be implemented 1o a variety of different ways. In addition,
while processes or blocks are at times shown as being performed in series, these processes or
blocks may mstead be performed in parallel, or may be performed at different times.

[6676] FIG. 6 is a block diagram of an example of a financial transaction system 600
meluding an electronic deviee 602 {e.g., the electronic device 102 of FEG. 1 or the passcode
entry device 202 of FIG. 2} and a card reader 604 (e.g., the passcode verification system 110
of ¥IG. 1 or the authentication device 204 of FEG. 2). Note that the architecture shown in
FIG. 6 is only one example architecture of the financial transaction system 600, and that the
clectronic device 602 can have more or fewer components than shown, or a different
configuration of components. The vatious components shown in FIG. 6 can be implemented
by using hardware, software, firmware or a combination thereof, including one or more signal
processing and/or application specific integrated circuits.

166771 The electronic device 6032 that can include one or more computer-readable
mediums 610, processing system 620, touch subsystern 630, display/graphics subsystem 640,
communications circuitry 630, storage 660, and audio circuitry 670. These components roay
be coupled by one or more communication buses or other signal lines.
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[6678] The communications circutiry 650 can melude RF civcwtry 652 and/or

port 654 for sending and receiving information. The RF circuitry 652 permits transmission of
fformation over a wireless Huok or network to oue or more other devices and ncludes well-
known circuitry for performing this function. The port 654 permits transmission of
mformation over a wired link. The comrmunications circuitry 650 can communicate, for
example, with the card reader 604. Alternatively, the card reader 604 may be connected
through the audio circuitry 670, The communications circuitry 650 can be coupled to the
processing system 620 via a peripherals interface 624. The penipherals interface 624 can
include various known components for establishing and maintaining commmunication between
peripherals and the processing system 620.

[3479] The audio circuitry 670 can be coupled to an audio speaker {(not shown}, a
microphone {not shown), the card reader 604, or any combination thereof and 1nclades
known circuitry for processing signals received from the peripherals interface 624 to enable a
user to cormmaunicate in real-time with other users or system{s). In some ermbodiraents, the
audio circuitry 678 includes a headphone jack (not shown}.

O8] The peripherals interface 624 can couple with various peripherals, such as the
card reader 604, of the system to one or wore processors 626 and the computer-readable
medium 610, The one or more processors 626 can communicate with one or more computer-
readable mediuras 610 via a controlier 622. The computer-readable moedium 610 can be any
device or medium that can store code and/or data for use by the one or more processors 626.
The mediura 610 can include a memory hicrarchy, including but vot limited to cache, main
memory, and secondary memory. The memory hierarchy can be implemented using any
combination of RAM {e.g., SRAM, DRAM, DDRAM), ROM, FLASH, magnetic and/or
optical storage devices, such as disk drives, magnetic tape, CDs {compact disks) and DVIDs
{digital video discs). The medium 610 may alse include a transmission medium for carrying
mformation-bearing signals 1ndicative of computer fustructions or data (with or without a
carrier wave upon which the signals are modulated). For example, the transmission medium
may include a corarmunications network, mchuding but not imited to the Interoet, intranet(s),
Local Arca Networks (LANs), Wide Local Area Networks (WLANS), Storage Area
MNetworks (SANs), Metropolitan Arca Networks (MAN) and the hike.

6081 The one or more processors 626 can run various software components stored
n the mediur 610 to perforra various functions for the electronic device 602, Note that the
order of the modules in the mediom 610 does vot denote the order of a software stack as
implemented in the medinm 610, In some embodiments, the software components include an
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operating system 611, a communication roodule {or set of instructions) 612, a touch
processing module {or set of instructions) 613, a passcode interface module (or set of
fustractions) 615, such as the passcode interface rodule 226 of FIG. 2, and one or more
applications (or set of instructions) 618, for example, including one or more of the modules
described in the clectronic device 102 and/or the passcode entry device 202, Each of these
modules and above noted applications correspond to a set of instructions for performing one
or more functions described above and the racthods described in this application {e.g., the
computer-implemented methods and other information processing methods described herein}.
These modules {e.g., sets of instructions) need not be implemented as separate software
prograrus, procedures, or wodules, aud thus various subsets of these modules may be
combined or otherwise rearranged in various embodiments. In some embodiments, the
medium 610 roay store a subset of the modules and data structures wdentified above.
Furthermore, the medium 610 may store additional modules and data structures not described
above.

6082} The operating system 611 can include various procedures, sets of instructions,
software components, and/or drivers for controlling and managing gencral system tasks (e.g.,
memory management, storage device coutrol, power management, ete.) and facilitates
communication between various hardware and software components.

[B083] The communication module 612 facilitates communication with other devices
using the communications circuitry 650 and includes various software components for
handhling data received from the RF circuttry 652 and/or the port 654,

[6084] The touch-processing module 613 includes various software components for
performing various tasks associated with touch hardware 634 including but not limited to
receiving and processing touch tnput received from the VO device 630 via a touch YO device
controller 632, For example, the touch-processing medule 613 can also inclade software
components for performiug tasks associated with other VO devices (not shown).

[G085] The passcode interface module 615 is configured to present and maintain a
passcode wnterface for a user to enter a passcode to authenticate the user’s ideutity. The
passcode interface module 615 can include various known software components for
rendering, animating and displaying graphical objects on a display surface. In embodiments,
in which the touch hardware 634 is a touch sensitive display {e.g., touch screen}, the passcode
mterface module 615 includes components for rendering, displaying, and animating objects
ou the touch sensttive display. The passcode mterface module 613 can provide graphics
instructions {¢.g., animation or still image) to graphics VO controller 644, so that the graphics
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O controller 644 can display the graphics on display 646. The passcode 1onterface module
615 can further control the audio circuitry 670 to provide an auditory component to the
passcode mterface.

[6086] One or more applications 618 can include any applications installed on the
clectronic device 602, including without limitation, modules of the electronic device 102
and/or the passcode entry device 202, a browser, keyboard emulation, widgets, JAVA-
enabled applications, encryption, digital rights management, voice recognition, voice
replication, location determination capability (such as that provided by the global positioning
system (GPS)), etc.

[B087] The touch VO controller 632 is coupled to the touch hardware 634 for
controlling or performing various functions. The touch hardware 634 communicates with the
processing systern 620 via the touch VO device controller 632, which includes various
components for processing user touch input {e.g., scanning hardware). One or more other
mput controllers {(not shown) receives/sends electrical signals from/to other VO devices (not
shown}. Other VO devices may include physical buttons, dials, slider switches, sticks,
keyboards, touch pads, additional display screens, or any corabination thereofl

[0088] If erabodied as a touch screen, the touch hardware 634 displays visual output
to the user in a QUL The visual output may include text, graphics, video, and any
combination thereof. Some or all of the visual output may correspond to user-interface
obiects. The touch hardware 634 forms a touch-sensitive surface that accepts touch nput
from the user. The touch hardware 634 and the touch controller 632 (along with any
assoctated modules and/or sets of instructions in the medium 618} detects and tracks touches
or near touches (and any movement or releasc of the touch) on the touch hardware 634 and
converts the detected touch input into interaction with graphical objects, such as one or more
uscr-interface objects. In the case in which the touch hardware 634 and the display 646 are
erobodicd as a touch screen, the user can directly 1nteract with graphical objects that are
displayed on the touch screen. Alternatively, in the case in which hardware 634 is embodied
as a touch device other than a touch screen {(e.g., a touch pad), the user may wndirectly interact
with graphical objects that are displayed on a separate display screen. In some embodiments,
the touch controlier 632 may be configured such that it 1s disabled when a passcode interface
is being displayed by the display 646.

[3089] Embodiments in which the touch hardware 634 is a touch screen, the touch

screen may use LCD (guid erystal display) technology, LPD (light emitting polyme
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display) techoology, OLED (organic light emitting diode), or OEL (organic electro
luminescence), although other display technologies may be used n other embodiments.
[609G] o some erabodiments, the peripherals interface 624, the one or more
processors 626, and the memory controlier 622 may be implemented on a single chip. In
some other embodiments, they may be implemented on separate chips. The storage 660 can
be any suitable medium for storing data, inclading, for example, volatile memory {e.g., cache,
RAM}, non-volatile meroory {(e.g., Flash, hard-disk drive), or a combination of both for
storing data.
EXAMPLES
To summarize, therefore, the above disclosure includes the following examples.
i. A method comprising:
mitializing, at a mobile device, a financial transaction and receiving card data
from a card reader attached to the mobile device, wherein the initializing is
in response to detecting a swipe of a financial transaction card at the card
reader;
displaying a passcode entry mterface on a touchscreen of the mobile device to
enable a user to enter a passcode;
determining a sequence of digits corresponding to the passcode entered by the
user;
for cach digit of the sequence, encoding the digit into an encoded digit, and
encrypting the encoded digit into ciphertext using homomorphic
cryptography; and
maintaining a cumulative product based at least partly on the ciphertexts
corresponding to the digits of the sequence; and
mitiating a process to authenticate the financial transaction by transmitiing a
message ndicative of at least the curaudative product, wherein the
cumulative product represents the passcode entered by the user.

2. The method of example 1, wheretn mamtainiong the cumulative product
inchides multiplying the ciphertext corresponding to a newly entered digit with the
curnulative product caleulated for all previous digits in the sequence.

3. The method of example 1, wherein encoding cach digit and encrypting each
encoded digit are performed 1 response to determining the digit entered by the user; and
wherein maiotaining the curaulative product inctades updating the cumulative product 1o
response to encrypting each encoded digit.
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4. The method of example 1, wherein encoding the digit includes calculating the
encoded digit as a prime number raised to the power of the digit.
5. The rocthod of example 1, further comprising:
receiving a public key for said encrypting using the homomorphic cryptography
5 from an external server system; and
vertfying a signature of the public key using a certificate authority.
6. A method of encrypting a passcode, the method comprising:
receiving an indication of a portion of the passcode;
calculating, via a processor of a computing device, a plaintext value based at least
10 n part on the mdication, wherein the plaintext valoe represcuots an encoded
portion of the passcode;
encrypting, via the processor, the plaintext value into ciphertext using a
homomorphic encryption system; and
updating, via the processor, a cumulative encryption string by cxecuting a
15 cumulative operation to aggregate the ciphertext corresponding to the
encoded portion into the cumulative encryption string computed for a
previous portion of the passcode, wherein the cumlative operation is in
accordance with a homomorphic property of the homomorphic encryption
systern.
20 7. The method of example 6, wherein receiving the indication includes receiving
a key entry corresponding to g symbol that s part of the passcode.
8. The method of example 7, wherein calculating the plaintext value is based at
least in part on a numcric representation (©d;”") of the symbol.
8. The method of example &8, wherein the symbol is a numeric digit and the
25  numeric representation of the symbol is the numeric digit.
18.  The method of example 8, wherein calculating the plaintext value comprises:
selecting, based on a sequential position (17} of the portion corresponding to the
indication received, a primne nurnber (") from a set of prime number
bases; and
30 calculating the sclected prime number raised to the power of the numeric
representation of the symbol.
11, The method of example 10, turther comprising selecting the prime number
fror a set of privae bases based at least partly on the position of the digit in the sequence of

digits.
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12, The method of example 11, wherein cach prime number {p) in the set of prime
bascs satisfies p = 1 (mod N), whercin the homomorphic cryptography is based on ElGamal
asymmetric encryption and N is the modulus chosen to perform the EiGaroal cocryption and
q is a Sophic Germain prime associated with N such that N=2g +1.

13, The method of example 10, further comprising receiving at least a portion of
cryptography parameters, including the set of prime bases, for the homomorphic
cryptography from an external server system, wherein the eryptography pararacters are
associated with a hardware [D of the card reader.

14, The method of example 10, further comprising recetving at least a portion of
cryptography parameters, inclading the set of prime bases, for the homomorphic
cryptography from the card reader.

1S, The method of example 7, further comprising displaying a passcode entry
fnterface on a touchscreen, the passcode entry interface includes interactive elements labeled
with symbols for composing passcodes; wherein receiving the key entry includes receiving a
touch event on the touchscreen; and wherein the touch event includes a location on the
passcode entry interface where the touch event occurs.

16.  The method of example 6, wherein encrypting using the homomorphic
encryption system includes encrypting using an ElGamal encryption system or a variant
thereof.

17.  The method of example 6, further comprising transmitting a message
mdicative of at least the cumulative cncryption string to g destination device to verify the
passcode.

18, The method of example 17, further comprising requesting a pubhic key
associated with a hardware 1D of the destination device from an external server, and wherein
encrypting the plaintext value includes encrypting the plaintext value using the public key.

18, The method of example 17, further comprising requesting a public key from
the destination device; and wherein encrypting the plaintext value includes encrypting the
plaimtext value using the public key.

2. The method of example 6, wherein executing the cumulative operation
mcludes computing a product of the ciphertext and a cumulative product of all previous
ciphertexts corresponding to all previously encrypted portions of the passcode.

21, The method of example 6, wherein encrypting the plaintext value includes

generating a randors variable by reading a pseudorandom stream using a non-buffering VO
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call; and wherein encrypting the plaintext value is based at least in part oo the randow
variable.

22, A method of verifying a passcode entry by a user, the method comprising:
receiving ciphertext from a passcode entry device;

5 ecrypting the ciphertext into plaintext, wherein the plaintext is indicative of a
product of encoded portions of the passcode entry, wherein each encoded
portion represents a portion n the passcode entry and & position of the
portion in the passcode entry; and

verifying the passcode entry based at least partly on the product of the encoded
10 portions.

23, The method of example 22, wherein cach encoded portion 1s indicative of a

symbol that 1s part of the passcode entry and the position of the symbol 1n the passcode entry.

24, The method of example 22, wherein decrypting the ciphertext includes

decrypting the ciphertext using a decryption mechanis of & homomorphic eryptosystom.
15 25, The method of example 24, wherein decrypting the ciphertext includes
decrypting using an ElGarnal encryption systom or a variant thereof,

26.  The roethod of example 22, wherein venifying the passcode entry includes:
calculating a hash string based at least partly on an authentic passcode; and
verifying the passcode eniry based at least partly on the hash siring and the

20 product of the encoded portions.

27.  The method of example 22, wherein verifying the passcode entry inclades:
retrieving an authentic passcode; and
determining a sequence of symbols representative of the passcode entry by

factoring the product of the encoded portions using a set of prime numbers
25 used to encode cach portion; and
sending the sequence of symbols to be compared against the anthentic passcode in
a financial transaction card.
28. A apparatus comprising:
a memory device storing executable instructions, that, when executed by a
30 processor, 1s operable to:
receive an indication of a portion of a passcode;
calculate a plaintext value based at lcast in part on the mdication, wherein

the plaintext value represents an encoded portion of the passcode;

27
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encrypt the plaintext value into ciphertext using a homomorphic
encryption system; and
update a comulative encryption string by executing a cumulative operation
to aggregate the ciphertext corresponding to the encoded portion
5 mto the cumulative encryption string computed for a previous
portion of the passcode, wherein the cumulative operation is in
accordance with a homomorphic property of the hormornorphic
encryption system.
28, An apparatus comprising:
10 an interface o reccive a raessage ncluding cipheriext representing a passcode
entry of a user;
a read head to access card nformation stored in a payment card; and
a logic circuitry configured to:
decrypt the ciphertext into plaintext, wherein the plaintext is indicative of a
15 product of encoded portions of the passcode entry, wherein cach
encoded portion represents a portion in the passcode entry and a
position of the portion 1o the passcode entry; and
verify the passcode entry based at least partly on the product of the encoded portions and an

authentic passcode accessible via the read head.

28
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What 1s claimed is:
i. A method comprising:
mitializing, at a mobile device, a financial transaction and receiving card data
trom a card reader attached to the mobile device, wherein the initializing is
5 in response to detecting a swipe of a financial transaction card at the card
reader;
displaying a passcode entry mterface on a touchscreen of the mobile device to
enable a user to enter a passcode;
determining a sequence of digits corresponding to the passcode entered by the
10 yser,
for cach digit of the sequence, encoding the digit into an encoded digit, and
encrypting the encoded digit into ciphertext using homormorphic
cryptography; and
maintaining a cumulative product based at least partly on the ciphertexts
15 corresponding to the digits of the sequence; and
mitiating a process o authenticate the financial transaction by transmitting
message ndicative of at least the cumulative product, wherein the
cumulative product represents the passcode entered by the user.

2. The method of claim 1, wherein roaintaining the comulative product includes

20 multiplying the ciphertext corresponding to a newly entered digit with the cumulative product
calculated for all previous digits in the sequence.

3. The method of claim 1, wherein encoding each digit and encrypting each
encoded digit are performed 1 response to determining the digit entered by the user; and
wherein maintaining the cumulative product includes updating the cumulative product in

25  response to encrypting each encoded digit.

4. The method of claim 1, wherein encoding the digit inclades calculating the
encoded digit as a prime number raised to the power of the digit.

3. The method of claim 1, further comprising:

receiving a public key for said encrypting using the homomorphic cryptography
30 from an external server systemy; and
verifying a signature of the public key using a certificate authority.
6. A method of encrypting a passcode, the method comprising:

receiving an indication of a portion of the passcode;

29
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calculating, via a processor of a computing device, a plamtext value based at least
in part on the indication, whercin the plaintext value represents an encoded
portion of the passcode;

encrypting, via the processor, the plaintext value into ciphertext using a

5 homomorphic encryption systern; and

updating, via the processor, a cumulative encryption string by executing a
curnulative operation to aggregate the ciphertext corresponding to the
encoded portion into the cumulative encryption string computed for a

previous portion of the passcode, wherein the cumulative operation is in

10 accordance with a homomorphic property of the homomorphic encryption
system.
7. The roethod of claira 6, wherein recerving the indication 1ncludes receiving a

key entry corresponding to a symbol that is part of the passcode.
8. The method of claim 7, wherein caleulating the plaintext value s based at least
15 in part on a numeric representation (*'d”) of the symbol.
9. The method of claim &, wherein the symbel is @ numeric digit and the numeric
representation of the symbol is the namenie digit.
10.  The method of claim ¥, wherein calculating the plaintext value comprises:
selecting, based on a sequential posttion (17} of the portion corresponding to the
20 indication received, a prime pumber (") from a set of prime number
bases; and
calculating the selected prime number raised to the power of the numeric
representation of the symbol.
11. The method of claim 10, further comprising selecting the prime mumber from
25  asct of prime bases based at least partly on the position of the digit in the sequence of digits.
12, The wethod of claim 11, wherein each prime vurober {(p) in the set of prime
bases satisfies p* = 1 (mod N), wherein the homomorphic cryptography is based on ElGamal
asyrameiric encryption and N is the moduolas chosen to perform the ElGamal encryption and
q is a Sophie Germain prime associated with N such that N = 2g +1.
30 13, The method of claim 10, further comprising receiving at least a portion of
cryptography parameters, inclhuding the set of prime bases, for the homomorphic
cryptography from an external server system, wherein the cryptography parameters are

associated with a hardware 1D of the card reader.
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14, The method of claam 190, further compnising receiving at least a portion of
cryptography parameters, including the set of prime bases, for the homomorphic
cryptography from the card reader.

15, The method of claim 7, further comprising displaying a passcode entry
mterface on a touchscreen, the passcode entry interface includes interactive clements abeled
with symbols for composing passcodes; wherein receiving the key entry inchides receiving a
touch event on the touchscreen: and wherein the touch event includes g location on the
passcode entry interface where the touch event occurs.

16.  The method of claim 6, wherein encrypting using the homomorphic
encryption system includes encrypting using an ElGaroal encryption system or a variant
thereof.

17.  The wethod of claim 6, further coraprising transmitiing a roessage wndicative
of at least the cumulative encryption string to a destination device to verify the passcode.

18, The method of claim 17, further coraprising requesting a public key associated
with a bardware {[ of the destination device from an external server; and wherein encrypting
the plaintext value includes encrypting the plaintext value using the publhic key.

19, The method of claim 17, further comprising requesting a public key from the
destination device; and wherein encrypting the plaintext value inclades encrypting the
plaimtext value using the public key.

20.  The method of claim 6, wherein executing the cunmlative operation includes
computing a product of the ciphertext and a cumulative product of all previous ciphertexts
corresponding to all previously encrypted portions of the passcode.

21, The method of claim 6, wherein encrypting the plaintext value includes
generating a random variable by reading a pseudorandom strean using a non-buffering VO
call; and wherein encrypting the plaintext value 13 based at least in part on the random
variable.

22, A method of verifying a passcode entry by a user, the method comprising:

receiving ciphertext from a passcode entry device;

decrypting the ciphertext into plaintext, wherein the plaintext is indicative of a
product of encoded portions of the passcode entry, wherein cach encoded
portion represents a portion in the passcode entry and a position of the
portion in the passcode cutry; and

verifying the passcode eniry based at least partly on the product of the encoded
portions.
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23, The method of claim 22, wherein cach encoded portion 1s indicative of a

symbol that is part of the passcode entry and the position of the symbol in the passcode entry.

24, The roethod of claiva 22, wherein decrypting the ciphertext includes

decrypting the ciphertext using a decryption mechanisim of 2 homomorphic cryptosystem.
5 25, The method of claim 24, wherein decrypting the ciphertext inclades
decrypting using an ElGamal encryption system or a variant thereof.

26, The racthod of claira 22, wherein verifying the passcode entry includes:
calculating a hash string based at least partly on an authentic passcode; and
verifying the passcode entry based at least partly on the hash string and the

10 product of the encoded portions.

27. The method of claim 22, wherein verifying the passcode entry inchudes:
retrieving an authentic passcode; and
determining a sequence of symbols representative of the passcode entry by

tactoring the product of the encoded portions using a sct of prime nurnbers
15 used to encode cach portion; and
sending the sequence of symbols to be compared against the authentic passcode it
a financial transaction card.
28.  An apparatus comprising:
a memory device storing executable instructions, that, when executed by a
20 processor, is operable to:
receive an indication of a portion of 4 passcode;
calculate a plaintext value based at least in part on the indication, wherein
the plaintext valuce represents an encoded portion of the passcode;
encrypt the plaintext value into ciphertext using a homomorphic
25 encryption system; and
update a comulative encryption string by executing a cumulative operation
to aggregate the ciphertext corresponding to the encoded portion
mto the cumulative eucryphion string corputed for a previous
portion of the passcode, wherein the cumulative operation is in
30 accordance with a homomorphic property of the hormornorphic
encryption system.

29.  Au apparatus coraprising:
an interface o reccive a raessage ncluding cipheriext representing a passcode

entry of a user;
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a read head to access card information stored 1o a paywent card; and
a logic circuitry configured to:
decrypt the ciphertext into plajutext, wherein the plaintext is indicative of a
product of encoded portions of the passcode entry, wherein cach
encoded portion represents a portion in the passcode entry and a
position of the portion in the passcode entry; and
verity the passcode entry based at least partly on the product of the
encoded portions and an authentic passcode accessible via the read

head.
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INITIALIZING A FINANCIAL TRANSACTION
402

k4

DISPLAYING A PASSCODE ENTRY
INTERFACE TO SOLICIT AUSER TO ENTER
A PASSCODE TO AUTHENTICATE THE
FINANCIAL TRANSACTION
404

¥

RECEIVING AN INDICATION IDENTIFYING
AT LEAST A PORTION OF THE PASSCODE
408

¥

400

ENCODING THE IDENTIFIED PORTION AS A
PLAINTEXT VALUE
408

RECEIVING
CRYPTOGRAPHY
PARAMETERS
412

¥

ENCRYPTING THE ENCODED PORTION
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HOMOMORPHIC ENCRYPTION SYSTEM
410

y
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STRING
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Y
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THE CUMULATIVE ENCRYPTION STRING
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FIG. 4

4/6




2017279652 20 Dec 2017

500 -
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PASSCODE ENTRY DEVICE
802
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DECRYPTING THE CIPHERTEXT INTO
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PRODUCT OR SUM OF ENCODED
PORTIONS OF THE PASSCODE ENTRY

504

i

VERIFYING THE PASSCODE ENTRY BASED AT LEAST IN PART ON THE
PRODUCT OR SUM OF THE ENCODED PORTIONS

506
Alternative 1
Retrieving an authentic passcode ,
508 Alternative 2
¥ Retrieving an authentic passcode
Encoding portions of the authentic 508
passcode
510 ¥
I Determining a sequence of
: : symbols representative of the
Calculaling a cumulative \..iaiue passcods entry by factoring the
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iz ¥
¥
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