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Abstract:

A cloud-based medical record management system providing patient control for storing, accessing,
managing and sharing their patient medical records. The patient is provided complete control over
access to his medical records and is provided a transparent system for sharing and transmitting to
various medical providers over various medical system platforms. In this way, medical professional,
medical facilities and other healthcare- related organizations are able to communicate and share
medical records, under patient specific control, in a rapid way and in real-time.
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CLOUD-BASED MEDICAL RECORD MANAGEMENT SYSTEM WITH
PATIENT CONTROL

Cross Reference to Related Applications

[0001] This application claims the benefit of U.S. Provisional Application 63/000,909,
filed March 27, 2020, which 1s incorporated herein in its entirety.

Technical Field

[0002] The present invention relates generally to medical record management, and more
particularly, to a cloud-based medical record management system for providing patient

control over storing, managing, securing and controlling patient medical records.

Background Art

{0003 Medical records related to a patient’s health informalion are eritical to the
provision of medical care by health care providers. Personal and medical information must
be accessible and manageable by medical professionals in order to provide effective patient
medical care. Hospitals, medical professional practices and mdividual doctor’s offices are
charged with the collection, updating and maintenance of such personal and medical
wformation duning each patient encounter where medical treairnent is sought and deliverad
Patiemt medical records are tvpically created, accessed and updated by doctors, nurse
practitioners, nurses and other medical personnel during various stages of patient treatment.
Given the diversification and specialization in the medical field a patient may be treated by
multiple doctors or specialists and may receive treatments i nwitple medical faciliies. In
addition, z patient may require unexpected emergency care in & hospital emergency 1oom,
for example, that will require access io patient medical records and also generate additional
updates from this medical facility thal the patient may be unfamiliar. OF course, if 1S not
uncorpmon for there {0 be requared access o such personal and mwodical mwlormabion by

medical professionals ouiside of a particular patient’s hospital or general practitioner’s office
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in sseking cutside expert opinions and/or evaluation of medical irnaging and 1aboratory test

resulis.

{0004} Traditionally, such medical records were paper-based in formar and required
significant amounts of physical storage.  Furthermore, the paper records may have been
stored in muitiple locations making their aggreganon difficult, fime cousumsing and costly.
Security of paper records is alse a maor isvue i modern medical care scenarios. In view of
these issues, the emergence and use of electronic health records (EHR) (also sometimes
referred to as electronic medical records (EMR)) has grown exponentially and iz replacing

the use of paper records in their endisety.

[0005] EMRs, a digital version containing the same or aubstantially the same
mformation as a paper medical record, offer medical professionals the power and
convenience of accessing and managing an enormous amount of patient data in wavs simply
not practical in a paper-based system. EMRs are structired to coniain a patient’s complets
medical history with medical information inclading, byl not humited to, medical history,
preseuption hastory, allergies, vilal signs, mwounisation history, laboratory {esting results,
medical imaging results, personal statistics {o.g.. height, weight, eve color, gender, etc.),

emergency contacts, family medical histories and medical msurance coverage information.

[0006] In addition to these many advantages over paper-based record, EMRs also
provide enhanced security and privacy protection. In the United States, the medical field is
charged with compliance to all current health information laws and regulations. One major
U.S. federal regulation is the Health Insurance Portability and Accountability Act (HIPAA)
that regulates the use and disclosure of defined protected health information. In particular,
these regulations provide restrictions on disclosure and access to protected health
information to and by third parties. HIPAA may require any access to hardware or other
equipment containing medical information be carefully monitored and controlled with

access limited to authorized personnel only.

[0007] HIPAA is also concerned with ensuring data integrily and that data stored in a
medical records system cannot be accessed or altered in any unauthorized way. The so-
called HIPAA Security Rule provides for additional constraints with respect to electronic

data security and the transmission and storage ol protecled health information. Additionally,
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the large amounts of data that needs electronic storage in today’s medical environments
present unique challenges to the medical providers and information infrastructure providers
in terms of infrastructure requirements to effectively manage the data. Significantly, a
HIPAA violation may result in a federal investigation with possible civil penalty money
damages. Therefore, compliance is an area taken very seriously by the medical professional

ecosystem.

[0008] Not unexpectedly with the establishment of HIPAA and today’s focus on
personal data security including, but not limited to, personal medical health information
there i1s an ever-increasing demand for patient control and protection of their personal
medical health information. For example, patients are currently provided portal access by a
medical provider that allows the patient to access their electronic medical records, as
maintained by the particular medical provider, through a login process to the provider’s
patient portal. However, the patient portal is specific to that provider’s system and
associated medical data and is not typically in communication with other systems that may
be required to treat the patient and/or that hold other patient records necessary for treatment.
As such, patients continue (o demand betler control ol and access (o their medical histories
with higher degrees of transparency, security and portability across multiple medical

providers.

[0009] Accordingly, there is need for a solution providing improved patient control and
access to their medical histories with higher degrees of transparency, security and portability

across multiple medical providers.

Summary of the Invention

[0010] The present invention is directed to a cloud-based medical record management
system that provides patient control for storing, accessing, managing, securing and sharing

their patient medical records.

[0011] In a first implementation of the invention, a cloud-based medical record
management system is provided employing a HIP AA-compliant cloud comprising at least

one or more servers and databases. The HIPAA-compliant cloud facilitates the storage of
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patient medical records that are under patient-control thereby allowing the patient to directly
control and provide access to such medical-related information by and through two primary
mechanisms, in particular, a patient device for executing mobile applications and a control
card. The HIPAA-compliant cloud facilitates communications between a variety of medical
facilities and health care establishments including but not limited to hospitals, clinics,
emergency services, pharmacies and telemedicine providers. Electronic communications
between various networks, the HIP AA-compliant cloud and the aforementioned institutions

are facilitated by communications links.

[0012] In asecond aspect, a method i1s provided for patient control for storing, accessing,
managing, securing and sharing their patient medical records using the cloud-based medical

system.

[0013] In a third aspect, a healthcare information exchange system 1is provided
comprising one or more servers and one or more databases, the healthcare information
exchange system being in communication with a plurality of healthcare entities over one or
more networks, and the one or more databases storing a plurality of patient specific medical
records, a patient device comprising a processor and a memory storing instructions that when
executed cause the processor to perform operations comprising transmitting, under control
by a patient associated with the patient device, a patient medical record access request
specific to the patient, the patient medical access request including at least a patient
identification code and an access code that are specific to identifying and authenticating the
patient. Wherein the healthcare information exchange system, in response to receiving the
patient medical record access request through the one or more servers, verifies an
authenticity of the patient using the patient identification code and the access code and, only
if the authenticity is verified, retrieves, from the one or more databases, a particular one
patient specific medical record of the plurality of patient specific medical records, the
particular one patient specific medical record being associated with the patient, and
transmits, over a particular one network of the one or more networks, the at least one patient
specific medical record to a particular one healthcare entity of the plurality of healthcare

entities.
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[0014] In a fourth aspect, patient control over and access to personal medical records
may be facilitated by a patient device comprising a mobile application that when executed
delivers operations for patient control for storing, accessing, managing and sharing their

patient medical records.

[0015] In a fifth aspect, patient control over and access to personal medical records may
be facilitated by a patient control card comprising a processor, memory power supply,
magnetic strip and smart card interface. When the patient control card is in physical
possession of the patient and presented by the patient this will facilitate a method for patient

control for storing, accessing, managing, securing and sharing their patient medical records.

[0016] In another aspect, the patient control delivered the patient device or patient
control card, as the case may be, facilitates procuring necessary prescription drugs in view
of the patient’s direct control and authority over fulfillment in view of the communicated

price levels and visibility into the price variations among the competing pharmacies.

[0017] In another aspect, the patient device may be a mobile device such as a

smartphone, laptop computer, tablet and/or wearable device.

[0018] In another aspect, the patient control card may include a patient photograph,

provider name, patient account number, patient name and logo.

[0019] These and other objects, features, and advantages of the present invention will
become more readily apparent from the attached drawings and the detailed description of the

preferred embodiments, which follow.

Brief Description of the Drawings

[0020] The preferred embodiments of the invention will hereinafter be described in
conjunction with the appended drawings provided to illustrate and not to limit the invention,

where like designations denote like elements, and in which:

[0021] FIG. 1 presents a high-level block diagram of a cloud-based medical record

management system in accordance with a first embodiment of the invention.

CA 03173767 2022-9-27
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[0022] FIG. 2 presents an illustrative patient device configured for use with the cloud-

based medical record management system of FIG. 1 in accordance with an embodiment.

[0023] FIG. 3 presenis a [ront view ol an illustrative patient control card for use with the
cloud-based medical record management system of FIG. 1 in accordance with an

embodiment.

[0024] FIG. 4 presents a back view the illustrative patient control card of FIG. 3 for use
with the cloud-based medical record management system of FIG. 1 in accordance with an

embodiment.

[0025] FIG. 5 presents a high-level functional block diagram of the illustrative patient
control card of FIGs. 3 and 4.

[0026] FIG. 6 presents an illustrative patient medical record affiliated with a patient
using the cloud-based medical record management system of FIG. 1 in accordance with an

embodiment.

[0027] FIGs. 7 and 7A presents a flowchart of illustrative operations for patient control
for storing, accessing, managing, securing and sharing their patient medical records using
the cloud-based medical record management system of FIG. 1 in accordance with an

embodiment.

[0028] FIG. 8 presents a flowchart of illustrative operations for new patient onboarding
using the cloud-based medical record management system of FIG. 1 in accordance with an

embodiment.

[0029] FIG. 9 presents a flowchart of illustrative operations for prescription fulfillment
using the cloud-based medical record management system of FIG. 1 in accordance with an

embodiment.

[0030] FIG. 10 presents a high-level block diagram of an exemplary computer for

executing the operations shown in FIGs. 7-9 in accordance with an embodiment.

[0031] Like reference numerals refer to like parts throughout the several views of the

drawings.
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Description of Embodiments

[0032] The following detailed description is merely exemplary in nature and is not
intended to limit the described embodimenis or the application and uses of the described
embodiments. As used herein, the word “exemplary™ or “illustrative” means “serving as an
example, instance, or illustration.” Any implementation described herein as “exemplary” or
“illustrative™ is not necessarily to be construed as preferred or advantageous over other
implementations. All of the implementations described below are exemplary
implementations provided to enable persons skilled in the art to make or use the
embodiments of the disclosure and are not intended to limit the scope of the disclosure,
which is defined by the claims. For purposes of description herein, the terms “upper™,
“lower”, “left”, “rear”, “right”, “front™, “vertical”, “horizontal”, and derivatives thereof shall
relate to the invention as oriented in the Figures herein. Furthermore, there is no intention to
be bound by any expressed or implied theory presented in the preceding technical field,
background, brief summary or the following detailed description. It is also to be understood
that the specific devices and processes illustrated in the attached drawings, and described in
the [ollowing specification, are simply exemplary embodiments of the inventive concepls
defined in the appended claims. Hence, specific dimensions and other physical
characteristics relating to the embodiments disclosed herein are not to be considered as

limiting, unless the claims expressly state otherwise.

[0033] Shown throughout the figures, the present invention is directed toward a cloud-
based medical record management system that provides patient control for storing,

accessing, managing and sharing their patient medical records in real-time.

[0034] FIG. 1 presents a high-level block diagram of a cloud-based medical record
management system 100 in accordance with a first embodiment of the invention. As shown
for instance in FIG. 1, the cloud-based medical record management system 100 includes a
healthcare information exchange system 102 (alternatively referred to herein as a HIPAA-
compliant cloud) comprising at least servers 104 and databases 106. As will be detailed
herein below, the healthcare information exchange system 102 in accordance with the
embodiment facilitates the storage of patient medical records that are under direct patient-

control (e.g., patient 108) thereby allowing the patient 108 to control and provide access to
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such medical-related information. =~ As shown, the patient 108 employs two primary
mechanisms to facilitate such control, in particular, patient device 110 and/or patient control

card 112.

[0035] Turning our attention briefly to FIG. 2, an illustrative patient device 110
configured as mobile device 200 i1s shown for deployment with the cloud-based medical
record management system of FIG. 1 in accordance with an embodiment. The mobile device
200 includes processor 208, memory 210, patient application (app) 202, application “1” 204
and application “2” 206 that are configured in a well-known fashion as mobile application
programs. Upon launching and executing the patient app 202 the patient is in direct and total
control of access to their individual medical records. As will be appreciated, while the
mobile device 200 is configured as a smartphone any number of mobile of devices that
execute mobile applications may be utilized with the principles of the disclosed
embodiments herein. As such, a “mobile device™ in the context herein may comprise a wide
variety of devices such as smartphones, laptop computers, tablets, and wearable device, to
name just a few. lThe operations of the patient app 202 will be discussed in much greater
detail herein below [or understanding the delivery ol patient-controlled medical record

access and control in the cloud-based medical record management system 100.

[0036] As shown in the cloud-based medical record management system 100, the patient
108 may alternatively utilize patient control card 112 for the delivery of patient-controlled
medical record access and control in the cloud-based medical record management system
100. Tn accordance with an embodiment, the patient 108 will present the patient control card
when seeking medical attention from one of a plurality of healthcare entities, for example,
medical facility 116. The patient control card 112 when presented and swiped in a well-
known manner using a card reader at the medical facility 116 will trigger a communication,
over local area network (LAN) 118 from the medical facility 116 across the communications
links 126 to the HIPAA-compliant cloud 102 where medical records of the patient 108 are
stored. In this way, the patient is in direct and total control of access to their individual

medical records on a real-time basis.

[0037] Turing our attention to FIGs. 3-5, FIG. 3 presents a front view 300 of the patient

control card 112 for deployment with the cloud-based medical record management system
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100 of FIG. 1 in accordance with an embodiment. As shown, the patient control card 112 is
the size and shape ol a conventional credit card with patient photograph 302, provider name
304, patient account number 306, patient name 308 and logo 310. Referring to FIG 4., a
back view 312 of the patient control card 112 of FIG. 3 is shown comprising magnelic sirip
314 coded with card specific information in a well-known fashion and patient signature
block 316. Smart card interface 320 is [urther provided [or delivery ol smart card capabilities
to the patient control card in a well-known fashion and, as will be appreciated, the smart card
interface 320 may also be located on the front of the patient control card instead of the back

as shown in FIG. 4.

[0038] Further, FIG 5. presents a high-level functional block diagram of the patient
control card 112 of FIGs. 3 and 4. As shown, the patient control card 112 comprises
processor 322, memory 324 and power supply 326. As will be appreciated, there exist well-
known standards govemning the design of smart cards such as the patient control card 112.
For example, international standard ISO 7816 is one such standard and smart card interface
and contactless card standards include ISO 14443 and 15693. The illustrative embodiments
herein may include either well-understood contact-based or contactless (e.g., RF) based
designs for the patient control card 112. As with the patient app 202 detailed above, the
operations of the patient control card 112 will be discussed in much greater detail herein
below for understanding the delivery of patient-controlled medical record access and control

in a the cloud-based medical record management system 100.

[0039] Turning our attention back to FIG. 1, in an embodiment, upon launching and
executing patient app 202 the patient 108 is in direct and total control of access to their
individual medical records. In this way, the patient 108 may share his medical records by
and through the HIPAA-compliant cloud 102 with a plurality of medical facilities and health
care entities including but not limited to medical facility 116 (e g., a hospital), clinic 120
(e.g., a ready care facility), emergency services 122 (e.g., an emergency room), pharmacy
124 and telemedicine provider 128. Electronic communications between the network 114,
the HIPAA-compliant cloud 102, the medical facility 116, the clinic 120, the emergency
services 122, the pharmacy 124, the telemedicine provider 128, the patient device 110 and
the patient 108 are facilitated by communications links 126 in accordance with any number

of well-known communications protocols and methods (e.g., wireless communications).

CA 03173767 2022-9-27
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[0040] As shown, the HIPAA-compliant cloud 102 comprises at least servers 104 and
databases 106. Cloud, cloud service, cloud server and cloud database are broad terms and
are to be given their ordinary and customary meaning to one of ordinary skill in the art and
includes, without limitation, any medical database, dala reposilory or slorage media which
store medical information typically associated with and managed by patients, doctors.
nurses, lechnicians, lab cenlers, hospitals, medical imaging [acilities and health insurance
companies, to name just a few. Medical information is a broad term and is to be given its
customary meaning to a person of ordinary skill in the art and includes, without limitation,
exams, studies, diagnoses, lab results, test results, images, medical history, treatment history,
prescription history, payment information, among other types of like information. Similarly,
personal information is a broad term and is to be given its ordinary and customary meaning
to a person of ordinary skill in the art and includes, without limitation, physical addresses,
email addresses, social security numbers, credit card numbers, bank accounts, medical
billing, medical insurance policies, any HIPAA-related releases and other types of like

information relating Lo a particular person or patient.

[0041] A cloud service may include one or more cloud servers and cloud databases that
provides for the remote storage of medical information as hosted by a third-party service
provider or operator. A cloud server may include an HTTP/HPTTPS server sending and
receiving messages in order to provide web-browsing interfaces to client web browsers as
well as web services to send data to integrate with other interfaces (e.g., as executed on the
patient device 110). The cloud server may be implemented in one or more well-known
servers and may send and receive medical records, medical information, patient supplied
information and profile/configuration data that may be transferred to, read from or stored in
a cloud database (e.g., databases 106). A cloud database may include one or more physical
servers, databases or storage devices as dictated by the cloud service’s storage requirements.
The cloud database may further include one or more well-known databases (e.g., an SQL
database) or a [ixed content storage system o store medical information, profile information,
configuration information or administration information as necessary to execute the cloud
service. In various embodiments, one or more networks providing computing infrastructure
on behalf of one or more patients may be referred to as a cloud, and resources may include,
without limitation, data center resources, applications (e.g., software-as-a-service or

platform-as-a-service) and management tools. In this way, in accordance with various

CA 03173767 2022-9-27
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embodiments, the patients may control and provide access to their medical records in a fully
transparent fashion without any required understanding of the underlying hardware and
software necessary to interface, communicate, manipulate and exchange such medical

records.

[0042] Turning our attention to FIG. 6, an illustrative patient medical record 600 is
shown as affiliated with a patient (e.g., the patient 108) using the cloud-based medical record
management system of FIG. 1 in accordance with an embodiment. Illustratively, the medical
record 600 comprises (1) medical provider field 602 for storing information specific to the
medical provider (e.g., doclor name, medical facility, ete.), (11) palient information feld 604
for storing information specific to a patient (e.g., patient name, patient ID 610, access code
612 and control card ID 614), (iii) medical information fields 606 for holding medical
information specific to the patient (e.g., patient 108) such as patient data, medical history,
prescription history, imaging results, laboratory results, clinical data, practice guidelines,
insurance information, emergency contacts and other information, and (iv) examination field

608 for storing examination results specific to the patient 108.

[0043] In accordance with an embodiment, the patient 108 using the patient device 110
makes a request and/or grants access to his medical information for examination purposes
as an instantiation of patient medical record 600 as slored in databases 106. This request or
access grant is made, illustratively, by launching the patient app 202 in a well-understood
manner that establishes connectivity with the HIPAA-compliant cloud 102 through the
network 114 (e.g., the Internet) over communication links 126. Network 114 may be any
type or form of network and may include, without limitation, a point-to-point network, a
broadcast network, a wide area network, a local area network, a telecommunications
network, a data communications network, a computer network, an asynchronous transfer
mode (ATM) network, a synchronous optical network (SONET), a wire-line network and/or

wireless network.

[0044] Tuming our attention to FIGs. 7 and 7A, a flowchart of illustrative operations for
patient control is presented for storing, accessing, managing, securing and sharing their
patient medical records using the cloud-based medical record management system of FIG. 1
in accordance with an embodimenlt. In accordance with the operations of FIG. 7 that begin

in step 702, a standard log-in procedure at step 704 is undertaken by the medical professional

CA 03173767 2022-9-27
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user (e.g., doctor, nurse, nurse practitioner, etc.) that will attend to the patient seeking
medical atlention. As will be appreciated, such login procedure may include entering a
usemame and password (and second factor authentication) specific to the medical
prolessional user. Afller logging in, the medical professional user (associated with, [or
example, medical facility 116), at step 706, receives a patient medical record access request
indicating a patient is seeking some sort ol medical trealment. At step 708, a determination
is made whether such patient is an existing patient of such medical professional user and if
not, at step 710 control is transferred to the patient registration operations for onboarding as

shown in FIG. 8.

[0045] Tuming our attention to FIG. 8, a flowchart of illustrative operations 800 is
shown for new patient (e.g., the patient 108) onboarding using the cloud-based medical
record management system of FIG. 1 in accordance with an embodiment. Such operations
begin with creating a patient profile at step 802 and thereafter receiving, at step 804, the
patient medical information from the new patient requesting medical services. At step 806,
a patient medical record is created and a communication (e.g., an email, SMS message or
any other like communication type) is sent to the patient, at step 808, for acknowledgment.
At step 810, a determination is made if the patient has confirmed and acknowledged creating
of his medical record and if not the, at step 812, a denial message is sent to the user and the

operations return, at step 818, to the calling procedure (i.c., step 708 of FIG. 7).

[0046] If a patient acknowledgement is received, a patient on-boarding message is sent
to the patient at step 814 indicating they have been accepted as a new patient and, at step
816, their newly created patient medical is transmitted for storage to the database 106 in the
HIPAA-compliant cloud 102, as detailed herein above. Having completed the on-boarding
of the new patient the operations return, at step 818, to the calling procedure (i.e., step 708
of FIG. 7).

[0047] Turning back to FIG. 7, the patient profile is retrieved at step 712 and a
determination is made, at step 714, as to whether patient controlled access has been received
and granted by that patient. As detailed herein above, the patient 108 employs two primary
mechanisms to facilitate such control, in particular, the patient device 110 and the patient
conirol card 112. In an embodiment in which the patient 108 employs the patient device and

the patient app 202, illustratively, the patient app 202 will transmit the patient ID 610 (see,
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FIG. 6) and the access code 612 back to, for example, the medical facility 116 where the
patient 108 is seeking medical services. Upon receipt of such patient ID 610 and access code
612, the patient’s record 1s retrieved for viewing, at step 726, by the medical professional
which may include a dashboard, reports, drug list and pharmacy list as well as other like
pertinent information. At step 728, the patient 108 is added to the queue for examination
and the examination is performed, at step 730, by the medical proflessional in the normal
course. Upon examination completion, the medical professional, at step 732, enters the

examination results, drugs prescribed and test data.

[0048] In accordance wilh the disclosed embodimenls a number of additional
operational features may be available to the medical professional (e.g., the doctor) in the
execution of the log-in operation (i.e., step 704) referenced herein above and/or the upon the
retrieval of the patient profile (i.e., step 712) after receiving the patient medal records profile
access request (i.e., step 706). For example, the medical professional may be able view a
patient queue of those patient’s awaiting examination including, but not limited to, the
particular patient that has just been authenticated. Further, the medical professional may be
able to view the existing medications and prescriptions associated with an authenticated
patient. In the event the medical professional has unsigned prescriptions awaiting execution,
these may be viewed and selected for execution. Such viewing may be subject to the entering
of unique pin code i1ssued to the medical professional for security purposes. A number of
reports may also be available for viewing by the medical professional regarding any number
of matters concerning patient care and the administration of medical and prescription
services. The medical professional may also be able to view specific consultation fees and
their associated details, and the collection status thereof. In the event the medical
professional wants to view staffing activities, the medical professional may be able to select
a particular staff member and view an associated activity log. Turther, if a patient needs
their patient card (e.g., as associated with their patient ID 610 and access code 612) re-issued,
the medical professional will be able to select the particular patient, complete all the

requested details, and a new patient card will be issued to this patient.

[0049] In typical cases, a prescription is needed by the patient 108 to obtain the particular
prescribed drugs from a pharmacy. As such and as shown in FIG. 7A, at step 734, one or

more prescriptions is created and a determination is made, as step 736, whether the
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prescription is valid. Ifnot, at step 738, the prescription is edited, and approval sought. Once
approved, the prescription is transmitled, at step 740 for [ulfillment. In accordance with the
embodiment, this fulfillment transmission 1s made to multiple pharmacies anonymously
(e.g., pharmacy 124) through the HIPAA-compliant cloud 102 and in this way the patient
108 may receive multiple fulfillment quotes, at step 742, and may select one, at step 744 a
smariphone, laptop compulter, lablel and/or wearable device, based the patieni’s personal
preferences such as pharmacy location or price, to name just a few preferences.
Advantageously, this provides the patient 108 with control and authority over fulfillment in
view of the communicated price levels and visibility into the price variations among the
competing pharmacies. Once selected, the patient 108 receives, at step 746, the prescription

and the operations end at step 748.

[0050] As just detailed, the patient 108 employed the patient device 110 to request and
grant access 10 his medical information, for example, an instantiation of the patient medical
record 600 as stored in the databases 106. In an alternative embodiment, at step 716 a
determination is made whether the patient 108 possesses the patient control card 112 and, if
so, the patient control card 112 is swiped at step 722 1n a well-known fashion using a smart
card reader. At step 722, a determination is made whether the swiped information from the
control card 112 allowed for patient verification and, if so, the process returns to step 726,
whereby the patient record is retrieved providing the medical professional with information
such as a dashboard, reports, drug list and pharmacy list as well as other like pertinent
information. If not, the process is transferred to step 802 (see, FIG. 8) for the creation of a
patient profile. At step 728, the patient is added to the queue for examination and the
examination i1s performed, at step 730, by the medical professional in the normal course.
Upon examination completion, the medical professional, at step 732, enters the examination
results, drugs prescribed, test data and other relevant information. Again, in typical cases,
as noted above, a prescription is needed by the patient to obtain the particular prescribed

drugs [rom a pharmacy.

[0051] As such, at step 734, as shown in FIG. 7A, one or more prescriptions is created
and a determination is made, as step 736, whether the prescription is approved. If not, at
step 738, the prescription is edited, and approval sought. Once approved, the prescription 1s

transmitted, at step 740 for fulfillment. In accordance with the embodiment, this fulfillment
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transmission is made to multiple pharmacies (e.g., pharmacy 124) through the HIPAA-
compliant cloud 102 and in this way the patient 108 may receive multiple [ulfillment quotes,
at step 742, and may select one, at step 744, based the patient’s personal preferences such as
pharmacy location or price, (0 name just a [ew prelerences. Advantageously, this provides
the patient 108 with control and authority over fulfillment in view of the communicated price
levels and visibilily into the price variations among the competing pharmacies. Once
selected, the patient 108 receives, at step 746, the prescription and the operations end at step
748.

[0052] Thus, in accordance with the embodiments detailed herein above, the patient 108
is provided complete control over access to his medical records and is provided a transparent
system for sharing, securing and transmitting to various medical providers over various
medical system platforms. In this way, medical professional, medical facilities and other
healthcare-relaled organizations are able to communicate and share medical records, under

patient specific control, in a rapid, secure way and in real-time.

[0053] As noted above. one of the aspects of the disclosed embodiments provides
significant advantages to the patient 108 in procuring necessary prescription drugs in view
of the patient’s direct control and authority over fulfillment in view of the communicated
price levels and visibility into the price vanations among the compeling pharmacies.
Turning our attention to FIG. 9, a flowchart of illustrative operations 900 is presented for
prescription fulfillment using the cloud-based medical record management system of FIG. 1
in accordance with an embodiment. In accordance with the operations 900 of FIG. 9 that
begin in step 902, the pharmacist logs in to the system, at step 904, and a search is performed,
at step 906, for the patient’s (e.g., the patient 108) prescription as received from the HIPAA-
compliant cloud 102 as detailed above. In accordance with the embodiment, the patient 108
may be physically present in the same facility as the pharmacist or located in a remote
location. At step 908, a determination is made whether such patient is an existing patient (or
customer) of the pharmacy and if not, at step 910 control is transferred to the patient
registration operations which are the same as those detailed previously in FIG. 8 with the
exception that at step 818 of FIG. 8 control returns to the calling function at step 910 in the

present embodiment.

CA 03173767 2022-9-27
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[0054] Once the status of the patient is established, the patient profile is retrieved at step
912 and a delermination is made, at step 914, as 1o whether patient controlled access has
been received and granted by that patient. As detailed herein above, the patient 108 employs
two primary mechanisms Lo [acilitate such control, in particular, the patient device 110 and
the control card 112. In an embodiment in which the patient 108 employs the patient device
110 and patient app 202, illustratively, the patient app 202 will transmit the patient ID 610
(see, FIG. 6) and the access code 612 (see, FIG. 6) back to, for example, the pharmacy 124
where the patient is seeking to fulfill the prescription. Upon receipt of the patient ID 610
and the access code 612, the patient profile is unlocked for viewing by the pharmacist as
well as other like pertinent information, for example, if the patient 108 has known allergies.
At step 916, the prescription record is retrieved, and the prescription is verified and/or edited
by the pharmacist at step 918 and, at step 920, the prescription is fulfilled in the normal

course.

[0055] In a further embodiment, when and if the medical professional is a pharmacy
owner, he/she may have additional privileges including but not limited to the pharmacist
centric operations detailed herein above. Illustratively, the pharmacy owner is akin to a so-
called “super administrator” whereby they have additional or different responsibilities. In
accordance with an embodiment, a number of additional operational features may be
available to the pharmacy owner in the execution of the log-in operation (i.e., step 904)
referenced herein above and/or the upon the retrieval of the patient profile (i.e., step 912).
Mlustratively, these additional operational features may include viewing various dashboards
and/or reports regarding the activities of the pharmacy and/or the individual pharmacists.
Further, user management functions may be reserved for the pharmacy owner such as

onboarding procedures (e.g., see FIG. 8).

[0056] As detailed herein above, in accordance with an embodiment, there may have
been a fulfillment transmission made to multiple pharmacies (e.g., pharmacy 124) through
the HIPAA-compliant cloud 102 and in this way the patient 108 may receive multiple
fulfillment quotes which can be compared in real-time by the patient 108 as to whether the
just filled prescription is competitive with the multiple fulfillment quotes before proceeding
with payment. Upon completion, the pharmacist, at step 922, enters, for example, a point of

service (POS) and payment acknowledgement. Once fulfilled and paid for, the patient 108
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receives, at step 924, the prescription and the operations end at step 932. Advantageously,
this provides the patient 108 with control and authority over fulfillment in view ol the

prescription.

[0057] As just detailed, the patient 108 employed the patient device 110 to fulfill his
prescription request using the patient medical record 600 as stored in databases 106. In an
alternative embodiment, at step 926 a determination is made whether the patient 108
possesses the patient control card 112 and, if not the operations end at step 932. If so, the
patient control card 112 is swiped, at step 928, in a well-known fashion using a smart card
reader, for example, by the pharmacist at the pharmacy 124. At step 930, a determinalion is
made whether the swiped information from the control card 112 allowed for patient
verification by receipt of the patient ID 610 and the access code 612 and, if not the operations
end at step 932, If verified, the prescription record is retrieved for viewing, at step 916, by
the pharmacist as well as other like pertinent information, for example, if the patient 108 has
any known allergies. At step 918, the prescription is verified and/or edited by the pharmacist
and, at step 920, the prescription if filled in the normal course. Upon completion, the
pharmacist, at step 922, enters, for example, a point of service (POS) and payment
acknowledgement. Once fulfilled and paid for, the patient 108 receives, at step 924, the
prescription and the operations end at step 932. Advantageously. this provides the patient

108 with direct control and authority over fulfillment of the prescription.

[0058] In some embodiments the method or methods described above may be executed
or carried out by a computing system including a tangible computer-readable storage
medium, also described herein as a storage machine, that holds machine-readable
instructions executable by a logic machine (i.e. a processor or programmable control device)
to provide, implement, perform, and/or enact the above described methods, processes and/or
tasks. When such methods and processes are implemented, the state of the storage machine
may be changed to hold different data. For example, the storage machine may include
memory devices such as various hard disk drives, CD, or DVD devices. The logic machine
may execute machine-readable instructions via one or more physical information and/or
logic processing devices. For example, the logic machine may be configured to execute
mnstructions to perform tasks for a computer program. The logic machine may include one

or more processors to execute the machine-readable instructions. The computing system may
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include a display subsystem to display a graphical user interface (GUI) or any visual element
of the methods or processes described above. For example, the display subsystem, storage
machine, and logic machine may be integrated such that the above method may be executed
while visual elements of the disclosed system and/or method are displayed on a display
screen for user consumption. The computing system may include an input subsystem that
receives user input. The input subsysiem may be conligured to connect to and receive inpul
from devices such as a mouse, keyboard or gaming controller. For example, a user input may
indicate a request that certain task is to be executed by the computing system, such as
requesting the computing system to display any of the above described information, or
requesting that the user input updates or modifies existing stored information for processing.
A communication subsystem may allow the methods described above to be executed or
provided over a computer network. For example, the communication subsystem may be
configured to enable the computing system to communicate with a plurality of personal
computing devices. The communication subsystem may include wired and/or wireless
communication devices to [acilitale networked communication. The described methods or
processes may be executed, provided, or implemented for a user or one or more computing
devices via a computer-program product such as via an application programming interface

(API).

[0059] For example, FIG. 10 is a high-level block diagram of an exemplary computer
1000 that may be used for implementing a cloud-based medical record management system
and associated methodologies that provide patient control for storing, accessing, managing,
securing and sharing their patient medical records in accordance with the various
embodiments herein. Computer 1000 comprises a processor 1002 operatively coupled to a
data storage device 1004 and a memory 1006. Processor 1002 controls the overall operation
of computer 1000 by executing computer program instructions that define such operations.
Communications bus 1012 facilitates the coupling and communication between the various
components of computer 1000. The computer program instructions may be stored in data
storage device 1004, or a non-transitory computer readable medium, and loaded into

memory 1006 when execution of the computer program instructions is desired.

[0060] Thus, the steps of the disclosed method (see, e.g., FIGs. 7-9) and the associated

discussion herein above can be defined by the computer program instructions stored in
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memory 1006 and/or data storage device 1004 and controlled by processor 1002 executing
the computer program instructions. For example, the computer program instructions can be
implemented as computer executable code programmed by one skilled in the art to perform
the illustrative operalions delined by the disclosed methods. Further, il will be appreciated
that any flowcharts, flow diagrams, state transition diagrams, pseudo code, program code
and the like represent various processes which may be substantially represented in computer
readable medium and so executed by a computer, machine or processor, whether or not such
computer, machine or processor is explicitly shown. One skilled in the art will recognize
that an implementation of an actual computer or computer system may have other structures
and may contain other components as well, and that a high level representation of some of

the components of such a computer is for illustrative purposes.

[0061] Accordingly, by executing the computer program instructions, processor 1002
execules an algorithm defined by the disclosed method. Compuler 1000 also includes one
or more communications interface 1010 for communicating with other devices via a network
(e.g., a wireless communications network) or communications protocol (e.g., Bluetooth®).
For example, such communication interfaces may be a receiver, transceiver or modem for
exchanging wired or wireless communications in any number of well-known fashions.
Computer 1000 also includes one or more input/output devices 1008 that enable user
interaction with computer 1000 (e.g., camera, display, keyboard, mouse, speakers,

microphone, buttons, etc.).

[0062] Processor 1002 may include both general and special purpose microprocessors
and may be the sole processor or one of multiple processors of computer 1000. Processor
1002 may comprise one or more central processing units (CPUs), for example. Processor
1002, data storage device 1004, and/or memory 1006 may include, be supplemented by, or
incorporated in, one or more application-specific integrated circuits (ASICs) and/or one or

more field programmable gate arrays (FPGAs).

[0063] Data storage device 1004 and memory 1006 each comprise a tangible non-
transitory computer readable storage medium. Data storage device 1004, and memory 1006,
may each include high-speed random access memory, such as dynamic random access

memory (DRAM), static random access memory (SRAM), double data rate synchronous
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dynamic random access memory (DDR RAM), or other random access solid state memory
devices, and may include non-volatile memory, such as one or more magnetic disk storage
devices such as internal hard disks and removable disks, magneto-optical disk storage
devices, oplical disk slorage devices, [lash memory devices, semiconduclor memory
devices, such as erasable programmable read-only memory (EPROM), electrically erasable
programmable read-only memory (EEPROM), compact disc read-only memory (CD-ROM),
digital versatile disc read-only memory (DVD-ROM) disks. or other non-volatile solid state

storage devices.

[0064] Input/output devices 1008 may include peripherals, such as a camera, printer,
scanner, display screen, etc. For example, input/output devices 1008 may include a display
device such as a cathode ray tube (CRT), plasma or liquid crystal display (LCD) monitor for
displaying information to the user, a keyboard, and a pointing device such as a mouse or a

trackball by which the user can provide input to computer 1000.

[0065] Since many modifications, variations, and changes in detail can be made to the
described preferred embodiments of the invention, it is intended that all matters in the
foregoing description and shown in the accompanying drawings be interpreted as illustrative
and not in a limiting sense. Thus, the scope of the invention should be determined by the

appended claims and their legal equivalents.
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What is claimed is:

1. A medical record management svstem comprising:
a healthcare information exchange comprising:
at least one database for storing a plurality of patient specific medical records;
a processor;

a memory storing instructions that when executed cause the processor to

perform operations comprising:

receiving, in real-time, a patient medical record access request
specific to and controlled solely by a patient, the patient medical access request including at
least a patient identification code and an access code that are specilic 1o identilying and

authenticating the patient;

verifying, in response to receiving the patient medical record access
requesl an authenticity of the patient using the palient idenlification code and the access code
and, only if the authenticity is verified, retrieving in real-time, from the at least one database,
a particular one patient specific medical record of the plurality of patient specific medical
records, the particular one patient specific medical record being associated with the patient;

and

transmitting, in real-time, the particular one patient specific medical

record to at least one healthcare entity of the plurality of healthcare entities.

2. The medical record management system of claim 1, wherein the verifying the

authenticity of the patient operation further comprises:

rouling, in real-time, the patient medical record access request to a medical
professional associated with the at least one healthcare entity indicating the patient is seeking

medical treatment.
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3. The medical record management system of claim 2, wherein the verifying the

authenticity of the patient operation [urther comprises:

determining, by and through the medical professional and in real-time, whether the

paticnt 1s an ¢xisting paticnt of the medical professional.

4, The medical record management system of claim 3, wherein the operations further

comprise:

retrieving, but only if the patient is determined to be the existing patient of the

medical professional, a patient profile specific to the patient.

5. The medical record management system of claim 1, wherein the patient medical
record access request specific to and controlled solely by the patient is transmitted from a

user device associated with the patient.

6. The medical record management system of claim 5, wherein the user device is one

of a smartphone, a laptop computer, a tablet or a wearable device.

7. The medical record management system of claim 4, wherein the operations further

comprise:

fulfilling, using the patient profile retrieved and in real-time, at least one prescription

as prescribed by the medical professional for the patient.
8. A medical record management system comprising:
a healthcare information exchange comprising;
atleast one database for storing a plurality of patient specific medical records;
a processor;

a memory sloring instructions that when executed cause the processor (o

perform operations comprising:

PCT/1B2021/000204
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recelving, in real-time, a patient medical record access request
specific to and controlled solely by a patient, the patient medical access request triggered by
the patient using a patient control card, the patient control card comprising at least a patient
identificalion code and an access code thal are specific o identifying and authenticating the

patient;

verifying, in response to receiving the patient medical record access request
an authenticity of the patient using the patient identification code and the access code and,
only if the authenticity is verified, retrieving in real-time, from the at least one database. a
particular one palient specific medical record of the plurality of palient specific medical
records, the particular one patient specific medical record being associated with the patient;

and

transmitting, in real-time, the particular one patient specific medical

record to at least one healthcare entity of the plurality of healthcare entities.

9. The medical record management system of claim 8, wherein the verifying the

authenticity of the patient operation further comprises:

routing, in real-time, the patient medical record access request to a medical
professional associated with the at least one healthcare entity indicating the patient is seeking

medical treatment.

10. The medical record management system of claim 9, wherein the verifying the

authenticity of the patient operation further comprises:

determining, by and through the medical professional and in real-time, whether the

patient is an existing patient of the medical professional.

1L The medical record management system of claim 10, wherein the operations further

comprise:

retrieving, but only il the patient 1s delermined to be the exisling patient ol the

medical professional user. a patient profile specific to the patient.
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12. The medical record management system of claim 11, wherein the operations further

comprise:

transmitting, in real-time, a plurality of prescription fulfillment quotes generated as
a function of at lcast onc prescription as prescribed the medical professional for the patient

to a user device associated with the patient.

13. The medical record management system of claim 12, wherein the operations further

comprising:

fulfilling, using the patient profile retrieved and in real-time, the at least one

prescription from a particular one of the prescription fulfillment quotes.

14. The medical record management system of claim 10, wherein the operations further

comprise:

adding, but only if the patient is determined to be the existing patient of the medical

professional user and in real-time, a name of the patient to an examination queue.

15. A non-transitory computer-readable medium storing computer program instructions
for executing medical records management, which, when executed on a processor, cause the

processor to perform operations comprising:

receiving, in real-time, a patient medical record access request specific to and
controlled solely by a patient, the patient medical access request including at least a patient
identification code and an access code that are specific to identifying and authenticating the

patient;

verilying, in response lo receiving the palient medical record access request an
authenticity of the patient using the patient identification code and the access code and, only
if the authenticity is verified, retrieving in real-time, from at least one database, a particular
one patient specific medical record of the plurality of patient specific medical records, the

particular one patient specilic medical record being associaled with the patient; and

transmitting, in real-time, the particular one patient specific medical record to at least

one healthcare entity of the plurality of healthcare entities.
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16. The non-transitory computer-readable medium of claim 15, wherein the verifying the

authenticity of the patient operation [urther comprises:

routing, in real-time, the patient medical record access request to a medical
profcssional associated with the at Icast onc healthcare entity indicating the patient is secking

medical treatment.

17. The non-transitory computer-readable medium of claim 16, wherein the verifying the

authenticity of the patient operation on further comprises:

determining, by and through the medical professional and in real-time, whether the

patient is an existing patient of the medical professional.

18. The non-transitory computer-readable medium of claim 17, wherein the operations

further comprise:

retrieving, but only if the patient is determined to be the existing patient of the

medical professional and in real-time, a patient profile specific to the patient.

19. The non-transitory computer-readable medium of claim 15, wherein the patient
medical record access request specific to and controlled solely by the patient is transmitted

from a user device associated with the patient.

20. The non-transitory computer-readable medium of claim 18, wherein the operations

further comprise:

transmitting, in real-time, a plurality of prescription fulfillment quotes generated as
a function of at least one prescription as prescribed by the medical professional for the

patient, Lo a user device associated with the patient; and

fulfilling, using the patient profile retrieved, the at least one prescription from a

particular one of the prescription fulfillment quotes.
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