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(57) Abstract: Examples associated with access restriction are described.
One example method includes storing an authentication profile in a de-
vice. The authentication profile is associated with an approved user. The
authentication profile includes a biometric identifier of the approved user.
A user ofthe device is actively authenticated using the biometric identifier.
Access to a feature of the device is provided when the user of the device
passes the active authentication. The user is periodically passively authen-
ticated while the user is using the device. Access to the feature of the de-
vice is restricted when the user of the device fails a passive authentication.
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ACCESS RESTRICTION

BACKGROUND

[0001] Mobile devices today including cell phones and {ablets are replacing
personal computers for certain functionality. Consequently, individuals store valuable
information and applications on their mobhile devices. To control access to their device,
a user may use a password, pin number, gesture, or other security measure to allow
them to access their mobile device, and prevent unwanted users from accessing the

contents of thelr mobile device.

BRIEF DESCRIPTION OF THE DRAWINGS

[0002] The present application may be more fully appreciated in connection
with the following detailed description taken in conjunclion with the accompanying

drawings.

[0003] FIG. 1 illustrates an sxample mobile device associated with access
restriction.

[0004] FIG. 2 Hlustrates a flowchart of example operations associated with

access restriction.

f0005] FIG. 3 illustrates another flowchart of example operations associated

with access restriction.
{0006] FIG. 4 Hlustrates an example device associated with access restriction.

{80071 FIG. 5 lustrates another flowchart of example operalions assoctated
with access restriction.

systems, and methods, and equivalents, may operale.
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RETAILED DESCRIPTION

[0009] Systems, methods, and equivalents associaled with access restriction
are described. While many techniques for securing data on mobile devices are used,
many of these technigues operate based on a one me, active authentication by a
user, such as when the user enters a pin number or finger print 1o unlock their phone.
if the user then hands their mobile device to another user, whether or not voluntarily,
alt device features and data may be available to the other user, even though the first
user may prefer that the person borrowing their phone not have unlimited access o
the phone. Techniques used 1o restrict access to these features, may similarly rely on
one time authentication events.

[0010] Instead, fechniques disclosed herein may provide for repeated
authentication of a user of mobile devices based on biometrics associated with the
user. These biometrics may include, for example, facial recognition, or irls recognition.
While a user is operaling a mobile device, the biometrics associated with that user
may be pericdically compared to biometrics associated with a profile of a known
features and contents associated with that user may be granted. When the biomstrics
do not match, access to those features may be limited. In one example, access may
be limited by hiding those features and/or contents from the unauthorized user. By
way of illustration, consider an atlorney who owns a phone with an application that
grants access o sensitive client data. While that alforney is using the phone, the
attorney's biometric data may match the biometric data stored in the phone, allowing
use of that application. If the attomey passes their phone fo their child {o play a game
during a car trip, the biometrics may not match, and consequently, access 10 the
application may be restricted by hiding the application from view, thereby preventing
accidental or intentional launch of the sensitive application.

[0011] Figure 1 illustrates an example mobile device associated with access
restriction. It should be appreciated that the items depicted in figure 1 are illustrative
examples, and many different systems, devices, and so forth, may operate in
accordance with various examples.
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[0012] Figure 1 ilustrales an example mobile device 100. Mobile device 100
may be, for example, a cell phone, a tablel, and so forth. Mobile device 100 is
flustrated in two states. On the left, mobile device is illustrated as it is being viewed
by an authorized user 130. On the right, mobile device 100 is illustrated as it is viewsd
by an unauthorized user 135. Spevifically, when mobile device 100 is viewed by an
unauthorized user, cerfain sensitive applications 125 may be hidden from
unauthorized user 135, preventing unauthorized user 135 from accessing the sensitive

applications 125 and/or knowing the sensilive applications 125 are on the phone.

[0013] Mobile device 100 includes a front facing camera 110. Mobile device
100 alsa includes a set of applications 120. Same of the applications 120 are sensitive
applications 125, The sensilive applications may be, for example, applications that a
user {e.g., authorized user 130), or other party {an employer of authorized user 130}
does not wani to be accessible by parties other than authorized user 130. This may
be because, for example, authorized user 130 does not want other people o know
these sensitive applications 125 are on mobile device 100, the sensitive applications
125 provide access to data important to authorized user 130, and so forth. in other
examples described below, instead of sensitive applications 125, features of mobile
device 100 {e.g., device setlings, camera), or data stored on mobile device 100 {e.g.,
specific documents or images) could be protected similarly o techniques described
herein with reference {0 applications 120 and sensitive applications 125.

[0014] To prevent undesired access o sensilive applications 125, mobile
device 100 may employ biometric based authentication techniques. These biometrics
may be based on, for example, facial images of authorized user 130, iris scans of
authorized user 130, fingerprints of authorized user 130, and so forth. When
authorized user 130 inilially seeks to begin using mobile device 100, authorized user
130 may trigger an active authenfication on mobile device 100. An active
authentication may be an authentication triggered by some aclion faken by a user
{e.g., authorized user 130). This may be, for example, an authentication that occurs
when turning on mobile device 100, waking mobile device 100 from a power save
mode, when a specific feature of mobile device 100 is accessed, and so forth. An
active authentication may be lriggered by, for example, an inpul received from a user
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{e.g.., a bullon press, a swipe), mobile device 100 sensing authorized user has
removed mobile device 100 from a storage location {e.g., based on accelerometer
data, based on detecting removal of a power connector), and so forth. Mobile device
100 may authenticate authorized user 130 using the biometric information, or another
technigue (e.g., password, pin, an authenticating device). A successful authentication
by authorized user 130 may then unlock mohile device 100 for usse.

{0015] Mobite device 100 may then begin passively authenticating the user of
mobile device 100 while mobile device 100 is in use, Passive authenficalion may
occur automatically without being intliated by or requesting an input from the user of
mobile device 100. Consequently, the passive authentication may be based on the
biometric of the authorized user 130, which may be automatically delected. While the
user passes {he passive authentication attempls by mobile device 100, the user may
be considered authorized user 130, and therefore be given access {o sensitive apps
125 configured for use by authorized user 130. If an unauthorized user 135 attempls
to use the phone, and fails the passive authentication attempts by mobile device 100,
mobile device 100 may prevent the access to the sensitive applications 125 on mobile
device 100. This may be achieved by, Tfor example, refusing to open sensitive
applications 125, hiding the existence of sensitive applications 125 by removing them
from an interface shown to unauthorized user 135, and so forth. In scenarios where g
user accesses mobile device 100 using a non-biomelric based authentication
technique {e.g., pin number, password) mobile device 100 may restrict access t©

sensitive applications until after that user passes a biometric based authentication.

[0018] In some examples, unauthorized user 135 may be a person whom
authorized user would seek o not have access to mobile device 100 at all. For
exampie, if a thief steals mobile device 100, and somehow is able {o guess a password
used by authorized user 130, sensitive applications 125 may still be protected by
mobile device 100 by the passive authentication. In other examples, unauthorized
user 135 may be a temporary user of mobile device 100 to whom authorized user 135
has handed mobile device 100. By way of illustration, authorized user 130 may hand
mobile device 130 to their child to watch a video or play a game. In this example,
authonized user 130 may seek to allbow unauthorized user 135 access fo certain
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fealures of mobile device 130, but nat access o sensilive applications 125.
Consequently, passively authenticating users based on a biometric may facilitate

preventing undesired access of the sensitive applications by unauthorized user 135.

f0017] Additional scenarios, funclionality, and examples may further take
advantage of passive biometric authentication to enhance usahility of mobile device
100, For example, in some situaBions, authorized user 130 may seek fo allow
unauthorized user 135 to access a sensitive application 125. Consequently, mobile
device may provide a process for authorized user 130 {o temporarily disable passive
authentication by mobile device 100, This may allow unauthorized user 135 1o access
sensitive applications 125 without supervigion by authorized user 130,

[0018] In other examples mobile device 100 may store biomsiric profiles of
muitiple authorized users 130. This may be desirable when mobile device 100 is
shared belween multiple users {e.g., family members). Different profiles may be
configured fo allow access to different applications and/or device features of mobile
device 100. For example, a parent may be allowed to view all applications on maobile
device 100, while a young child may be prevented from using chatling applications or
the camera on mobile device 100, Consequently, profiles associated with users may
include both biomebric information, as well as a set of applications, features, and s0

forth accessible when corresponding users are detected by maobile device 100

[0619] In another example, when multiple users are detected by mobile device
100, mobile device 100 may take different aclions regarding sensitive applications 125
or features of mobile device 100. In a restrictive setiting where mobile device 100
stores confidential information, mobile device 100 may restnial access o sensilive
applications 125 when multiple users are detected. Inless restrictive seltings, so long
as an authorized user 130 is detected, sensitive applications 125 may be made
accessible because it is assumed that authorized user 130 can effectively control
access {o these applications themselves. This may be appropriate, for example, when
family members share mobile device 100, including a young child normally restricted
from using camera fealures. in this example, when an authorized user {8.9., a parent}
is present, the camers features may be made accessible to allow a supervised video
call with another person.
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[0020] It is appreciated thal, in the following description, numerous specific
details are set forth to provide a thorough understanding of the examples. However,
it is appreciated that the examples may be pracliced without fimitation to these specific
details, In other instances, methods and structures may not be described in detail {o
avoid unnecessarily obscuring the description of the examples. Also, the examples
may be used in combination with each other.

{00211 "Module®, as used herein, includes but is not limited © hardware,
firmware, software stored on a computer-readable medium or in execution on a
machine, andfor combinations of each {o perform a function{s} or an action(s), andfor
to cause a function or action from ancther moedule, method, and/or system. A module
may include a software controlled microprocessor, a discrete module, an analog
circuit, a digital circuit, a programmed module device, a memory device containing
instructions, and so on. Modules may include gates, combinations of gates, or other
circuit components. Where multiple logical modules are described, it may be possible
to incorporate the multiple logical modules into one physical module. Similarly, where
a single logical module is described, i may be possible {o distribute that single logical

module between mulliple physical modules.

[0022] Figure 2 iflustrates an example method 200 associated with access
restriction.  Method 200 may be embodied on a non-transitory processor-readable
medium storing processor-execulable instructions. The instructions, when execuled
by a processor, may cause the processaor to perform method 200. in other examples,
method 200 may exist within logic gates andfor RAM of an application specific
integrated circuit (ASIC).

{0023] Method 200 includes storing an authentication profile in a device at
216, The authentication profile may be associated with an approved user. The
authentication profile may include a biometric identifier of the approved user. The
biometric identifier may be, for example, an image based identifier. The image based
identifier may be, a face of the approved user, an iris scan of the approved user, and
so forth. In some examples, the authenfication profile may also include access
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seltings that may be used v identify whal applications are associated with the

approved user,

[0024] Method 200 also includes actively authenticating a user of the device
at 220. The user may be guthenticated using the biometric identifier of the approved
user. As used herein, an active authentication is an authentication that occcurs in
response to an input received from a user. This inpul may be, for example, a press of
a button, a triggering motion of the device {e.g., shaking the device, picking up the
device), an action taken on an input of the device {e.g., a swipe or other gesture on a

fouch screen), and so forth.

[0025] When the user of the device passes the active authentication, the
device may provide access {o a device feature at action 230, The device fealure may
be, for example, an application on the device, a set of data stored on the device, and
so forth. In some examples, the authentication profile may include a set of
authentication ideniifiers including the biometric identifier. in this example, the active
authentication may be passed when the member of the set of authentication identifiers
is provided by the user of the device. Other authentication identifiers may include,
passwords, gesture inputs, an authentication device {e.g., dongle) associated with the
authorized user, and so farth.

[0026] Method 200 also includes periodically passively authenticaling the user
of the device at 240. As used herein, passive authentication may ocour without an
action taken by a user. Further, passive authentication may occur without the user
noticing that the passive autheniication is occurring. Consequently, passive
authentication may be performed without requesting an input (e.g., a8 password, a
swipe gestiure) from the user.

[0027] When the user of the device falls a passive authentication, access 1o
the feature of the device may be restricted at action 250. In some examples, access
o the feature of the device may be restricted by hiding the feature from the user. By
way of llustration, access to an application on a cell phone may be restricted by not
showing the user that the application is on the cell phone, or causing the application

o disappear from a user interface when the user fails the passive authentication.
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[0028] Figure 3 llustrates a method 300 assodialed with access restriction.
Method 300 includes several actions similar {o those described above with reference
to method 200 (figure 2). For example, method 300 includes storing an authentication
profile at 310, actively authenticating a user at 320, providing access o a device
feature at 330, periodically passively authenticaling the user at 340, and restricting
access to the device feature when the user fails authentication at 350.

{00291 Method 300 also includes re-providing access o the device feature at
380, Access may be re-provided when the user passes an authentication. This
authentication may be an active authentication, a passive authentication, and so forth.
Consequently, method 300 provides for, for example, overriding a failed authentication
by the entering of a master password, re-providing access o device features when the

approved user is once again detected, and so forth.

[0030] Figure 4 illustrates a device 400 associated with access restriction.
Device 400 includes a dala store 410, Data store 410 may siore a biometric identifier,
The biometric identifier may be associated with an authorized user of device 400, The
biometric identifier may be, for exampile, iris information associated with the authorized
user. Other biometric identifiers may include, facial information, fingerprint
information, and so forth. Data store 410 may also store, for example, access conirol
information describing features, dala, applications, and so forth, associated with
device 100 that should have access restrictions when the authorized is not detected.

[0031] Device 400 also includes a biometric scanner 420. In one example,
biomelric scanner 430 may be an iris scanner. The irs scanner may be implemented
using a camera embedded in device 400 combined with a set of modules within device
400 that compare features of irises. Biometric scanner 420 may passively scan a
biometric of a current user of device 408, Here, passively scanning the biometric may
mean that biometric scanner periodically oblains a biometric associated with the
current user without an action taken by the user.

[0032] Device 400 also includes a biomelric comparison module 430

Biometric comparison module 430 may compare the biometric of the current user
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pbiained by blometric scanner 420 {o the biometric identifier associated with ths

authorized user siored in data store 410,

[0033] Device 400 alse includes an sccess restriction module 440, Access
restriction module may restrict access to a feature 499 of device 400 while biometric
comparison module 430 indicates that the biometric of the current user differs from the
biomelric identifier associated with the authorized user. This information may be
obtained from comparisons performed by blometric comparison module 430.

{0034] In some examples, device 400 may also include a restriction disabling
module {not shown). The restriction disabling module may disable access restriction

module 440 in response fo an input.

[0035] Figure 5 Hllusirates a method 500. Method 500 includes receiving a
profile associated with a user at 510. The profile may be received in a device. The
profile may include a biometric associated with an authorized user. The biometric
associated with the authorized user may be, for example, iris information associated

with the authorized user. The profile may also include an access sefting.

[0036] Method 500 also includes continuously comparing a biometric
associated with a cument user of the device o the biometric associated with the
authorized user at 520, In some examples, the conlinuous comparison of the
bicmetrics may be temporarily disabled in response o receiving an input.

[0037] Method 500 also includes restricting access to an entity on the device
at 530. Access may be restricled whern the biometric associated with the current user
differs from the biometric associated with the authorized user, as determined st action
520. Access may be resiricled based on the access setting. The entity may be, for
example, an application, a device feature, a specific file, a set of dala, and so forth.

[0038] Method 500 also includes providing access o the entity on the device
according o the access setting at 540. Access may be provided while the biometric
associated with the current user maiches the biomelric associated with the authorized
user, as deferminad atl action 520,
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[0039] Figure 6 dlusirates an example computing device in which sxample
systems and methods, and equivalents, may operate. The example computing device
may be a computer 600 that includes a processor 610 and a memory 620 connected
by a bus 630. Computer 600 includes an access restriction module 640. Access
restriction module 640 may perform, alone or in combination, various funclions
described abave with reference to the example systems, methods, and so forth. in
different examples, Access restriction module 840 may be implemented as a non-~
fransitory computer-readable medium storing processor-executable instructions, in
hardware, soflware, firmware, an application specific integrated circuit, andfor
combinations thereof.

[0040] The instructions may ailso be presented to computer 800 as data 650
andfor process 660 that are temporarily stored in memory 620 and then executed by
processor 8§10, The processor 610 may be a variely of processors including dusl
microprocessor and other muiti-processor architectures. Memory 620 may include
non-volatile memory (e.g., read only memory) and/or volatile memory {e.g., random
access memory). Memory 620 may also be, for example, a magnetic disk drive, a solid
state disk drive, a floppy disk drive, a {ape drive, a flash memory card, an optical disk,
and so on. Thus, memory 820 may store process 860 andfor data 650. Computer
600 may also be associaled with other devices including other computers, devices,

peripherals, and so forth in numercus configurations {(nol shown).

[0041] tis appreciated that the previous description of the disclosed examples
is provided fo enable any person skilled in the art to make or use the present
disclosure. Various modifications o these examples will be readily apparent to those
skilled in the arl, and the generdc principles defined herein may be applied to other
examples without departing from the spinit or scope of the disclosure. Thus, the
present disclosure is not intended {o be limited to the examples shown herein butis to
be accorded the widest scope consistent with the principles and novel features

disclosed herein.

A0~
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WHAT 1S CLAIMEDR 15;

1. A method, comprising:

storing, in a device, an authentication profile associated with an approved
user, the authentication profile including a biometlric identifier of the approved user;

actively authenticating a user of the device using the biometric identifier;

providing access to a feature of the device when the user of the device
passes the active authentication;

pericdically passively authenticating the user of the device using the biometric
identifier while the user is using the device; and

restricting access to the feature of the device when the user of the device fails

a passive authentication.

2. The method of claim 1, where the biometric identifier is an image
based identifier,

3. The method of alaim 2, where the biomelric identifier is an irds scan of
the approved user.

4, The method of claim 1, comprising re-providing access o the fealure of

the device when the user passes an authentication,

5. The method of claim 1, where the guthentication profile includes a sed
of authentication identifiers including the blometric identifier and where the active
authentication is passed when a member of the sei of authentication identifiers is
provided by the user of the device,

8. The method of claim 1, where the device feature is an application on
the device.

41
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7. The method of claim 8, where the access {o the application is resiricted

franyy the user of the device by hiding the application fram the user.

8. A-device; comprising:

a data store to slore a biometric identifier associated with an authorized user
of the device;

a biometric scanner {0 passively scan a biometnic of a curent user of the
device;

a biometric comparison module to compare the biometric of the current user
o the biometric identifier associated with the authorized user; and

an access restriction module to restrict access 1o a feature of the device while
biometric comparison module indicates the biometric of the current user differs from
the blometnic identifier associated with the authorized user.

g, The device of claim 8, comprising a restriction disabling module to
disable the access restriction module in response to an input.

10, The device of claim 8, where the input is a password obiained from the
authorized user,

1. The device of claim 8, where the biometric identifier associated with the
authorized user is irls information associated with the authorized user and where the
biometric scanner is an irls scanner.

12. A mesthod, comprising:

receiving, in a device, a profile associated with an authorized user, where the
profile includes a biometric associated with the authorized user and an access
setting;

continuously comparing a biometric associated with a current user of the
device 1o the biometric associated with the authorized user;

rastricting access to an eniity on the device according to the access setling
while the biometric associated with the current user differs from the biometric
associated with the authorized user; and

-t 2a
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providing access {o the entity on the device according to the access seifing
while the biomelric associated with the current user maiches the hiometric

associated with the authorized user.

13. The method of claim 12, where the entily is one of, an application, a

davice feature, and a file.

14, The method of claim 12, comprising temporarily disabling the
continuous biometric comparison in response 1o receiving an input.

15. The method of claim 12, where the hiometric associated with the
authorized user includes s information associated with the authorized user.
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