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(54 REIZTR - HHINL3RALUEE MTC LT A ITE. REM A%

(57) Abstract: The embodiments of the present invention
provide a method, an apparatus and a system for control-
ling behaviors of Machine Type Communication (MTC)
- S terminals, and relate to the MTC field The method in-
cludes: obtaining the monitoring result of the MTC termi-

nal (S11), updating a control policy according to the mon-

i itoring result (S12), and controlling the MTC terminal

. e - S12 through a network-side device according to the control
AARUTIATR, B e policy (S 13); or the method includes: configuring moni-
l toring events and corresponding control policies for the

BTSRRI (TR W 45

MTC terminal, and synchronizing the monitoring events

S13 and the control policies with the mobility management de-
AR SHems, oL 100 2% MR & RTMTCE i AT #5311 — vice to which the MTC terminal belongs, allowing the
mobility management device to control the MTC terminal
according to the monitoring events and the control poli-
cies When the MTC terminal is stolen or tampered, the

present invention can acquire that and control the MTC

SI1 obtaining t'he l?lOIlltOI'lllg resul? of the Machine terminal, thus guaranteeing the security and reliability of
Type Communication (MTC) terminal the MTC application.

S12 updating a control policy according to the [ L2
monitoring result

$13 controlling the MTC terminal through a network-

side device according to the control policy

I 1 /Fig.1
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I

PEHINLAS R ALEAE MTC ZmAT A T R MRS

BRI
AR BRSO, Re i B AP bL s A A MTC 283w AT A (K535

WEMARG

HHEAR

MTC (Machine Type Communications, HL#FZEALEIE) J&—MAHLAE NS A)E1E (1)
R B, 2B BRI R H AT RS-232 $21F1 GPIB (General Purpose Interface
Bus, MM DR WA, Nk TS m], PLRAGE HRmhZ WREERE)) .

HAETCKZHMIC A, filln, gk, PAMNESE, MTC H P 5 MIC #imZ 4k T4 5
WA, b MTC A7 AT BUZ MTC 2 i SER A A, ] At MTC 283m A M 12523, i
TER TR N, MTC B R DU L), MTC umn] LR el 2%, PRI MTC FH R AE
A5 MTC L AT Ao 24 MTC £l 8 oF sl B B AR R BL 2, MTC 2 N A BT 45 1
L HT R 220 MTC ZomBpAT RN 6, DA E J2 15 S VF MTC Zimbe N il Mes, i,
ATYERUALTE, DL USIM (Universal Subscriber Identity Module, 4FKAI/*iR
MR A, MTC S AR #s OF s G B AR RO, B USIM MRAR G, IR Al
DRI MTC Z8um 3R w] LB A, FFRT DA AT 4% .

PRI, H AT 28 BARXT MTC o AT R NI, AEATSR eV AR fg MTC N 22 2 h 5
M, Rmd T MTC FH P YIS R

KYINE

AT OREE MTC W% 4x, AR M SEliBI S 0t T —Fhsk T HLas A0 1 I b 5
%y RENMARG. Prid BRI =

AP HINLAS SR ALIE S MTC Z3mAT R 158k, Prik st g

SRIOHLAR S BT (5 MTC 2 Fry W &5 58 5

MRAE P M 5 AL, S 4 T SRS

MRAE ik 4 i SR, A R0 20 15 28 X ik MTC S8 1A 42 o

AP HINLAS SR ALIE S MTC Z3mAT R 158k, Prik st g
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P MTC 28 g 1) W 00 SRR RV P 42 o S s 5

] iR MTC 28 35t JiT 8 VR R ) P SV 6 ()0 T s 00 = (P A s T SREmes A8 ik B )y
B T VRL AR AR T 3 M 00 AR ) S W R Tk MTC 283 3R AT 425 11 o

— Bl IS AR LE MTC AT M % e, ATk 8 a .

IREUREL, A T-2RER MTC 23 1 I 0 25 5

SRR, AR TR SR S S (I 25 5, s ol s s

P e, I FAR I BT SRS LA B (R i S, T I % 0 R % e it AT 4

— Bl IS AR LE MTC AT M % e, ATk 8 a .

BB, T ECE MTC 2 (1) W I S A R IR 4% il SRS

AP, T AR MTC 263 5T @ IS Bl A T U2 4% (7125 T I I A He i 5 ) A )
FAF ARG FNE L PTIR R B 1 LA AR T I Mo 00 2 R 42 o) SR X iR MTC 2 gk
ORGP

— R RIS R ALEAE MTC ZumAT W RS, Ik ARG AHs: MTC 23 & i) MTC k5%
i R D 29 () 2 45 5

BT MTC MR%5-2%, FH T3REUITA MTC Zufiffy i 4l o, MR4R ATk &5 4L, 5l
SR, AR TR AR N, T ) 45 0 % 4 TR MTC 2l AT 45 46

PR WS 2%, FHFRaBOITR TS ISR, AR BTk 4 ISR 0 BTk MTC 28ty kAT 2
il

AN BH S A B AR B R AR T ST DU SR MTC 2ty (I EAH OC i i e, 3@
ok WL A 4% 5 MTC R IHEAT R, A8 MTC R 15 57 BTt , AT LASR AN 4T MTC 2R3y
BEATEE ), ATTAREE T MTC N (#2e Am] 5E b

B B B
B 1A St 1 PR A2 MTC Z3m AT 0 (1 5 VAU RE I 5
B 2 SR AR St 1 SR AL MTC Z3mAT A IR o — TR RE I 5
B 3 @A W St 2 PR A 42 MTC Z83m AT M (1 5 VAU RE I 5
P 4 SR AR WSt ) 2 SR A MTC R 5525 3R HE TN 45 2R 7 iR
B 5 @A WISt 3 PR A2 MTC Z3m AT M (1 5 VAU RE I 5
B 6 A W St ] 4 PR A 42 MTC 283m AT M (1 5 VAU RE I 5
B 7 A St 5 PR MTC 23m AT M (1 5 VAU FE I 5
K] 8 A WSt 6 PR {42l MTC £83m AT M (1 5 VAU RE I 5
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Bl 9 S AR B S 7 BRI ) MTC ZeaimAT 4 I3 8 25 M w8
B 10 2 A W S Htis 7 S i il MTC 28347 A K3 & ) — &5 iR = 8
B L1 SR A R ISt 8 SR F i MTC Z3m ATl (R B A MR i

B 12 52 A R WISt 9 SR IR P MTC Z3mAT 0 IR B L R i

J\:F@‘_{

&
P
RARS 7

AR E W BT AL S G AR, R K 45 G PR A e B S it A
BE— D MR

L) 1

Z WL L, ARSI R T — R MTC 2w AT N BTV, X1 MTC Ijg5+4s, BT

11: SREMLZRSSALIR(E MTC Lo Mo 45 25

S12: HRHE I GE AL,  BF A i e

S13: ARAEAR I FEmE, 0 I WY 2 I R A K% MTC 2 om b AT #25 o

S 2, ASEHERIRAE T —MaH) MTC ZmAT AT, X TEARIE L, B
(UNERRT

S21: FEC'E MTC £ [ ot I SRR I (1) 4 1) SR s

S22: [n] MTC &3 it J& (R s MR8 P T 4% R0 Ml e (- s s e s, A0S Bl Itk P &
AR Mo 00 A1 ) SR MTC 2 o AT 45571 o

ARSI T, IR SREUR MTC 2o Il (5 EAH X (R 28 T s, Ak 19 2o 0] 15
F R MTC ZomdbAT 4], 76 MTC Zsm i ¥ 57 s BL sy, mT RASRANIF%F MTC ZeumidhAT 2 l,
M OREE T MTC R 2 4 m] Sk

St 2

Z W 3, ASEEIRIE T R MTC ZamAT R I 5, 1207 EEE T 3REUR MTC #30
(R s R, I S MTC 2B 204504 1) 77 2K v 19 28 ) s i s ) SR s, E IR MTC 2
BHATHE ), SEIL T — PSR R 77 L 1% R

01: MTC HR45#53KEX MTC £ (1) AH O I I &5 3R 5

HARI, FREC MTC 80 iEAH G M I &5 Rn] LI 2R 7k, AR Sl H A B e LA 3R
WO, N T CAW A v A AT U

—PpiEs MTC Zeumxf H G 3AT IR, R AEF R, Kiamsh B EREs MTC iR 5-45 .
fln, H%um R ARG KD, B R g, 2 MTC RS RIXEEFR, B
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R ED
AR AT B A DA IS B s, FEWAPIR 101a-101d, 0L 4, A
RUTT

101a: MTC R 55256 2 MTC Z&uim () W 0 4% 5

Forb, RO MR A A BRI B R R o A S AT A B B A R
SRR B SR BT, MR B A IR AR IR 25 R EAREE TIRSS 4%

o, MTC 2w (¥ M0 2 HAR AT L -

1) %558 MTC £t HIALEAR S, RIS A EE R, W MTC 8o 1 i T {EA7 &

2) 45 MTC 231 IMST (International Mobile Subscriber Identity, Rzl
AR 5 IMET (International Mobile Equipment Identity, FEFREEIR&GMHIL) K
PR F, RIBREYEEE, I MTC 2 N4 FrEe fE [ IMST 5 IMET 45 E K& ;

3) 45 5E MTC KA 1B I E R, BIEERe hE R, Wl MTC ZumitRe )1 &

Horp, MTC Zumiife s B AR LR B e J), 1P (Internet Protocol, [y
P L0 REJI SR

4) 2558 MTC 3 [ MTC features (FfME) , BIBRAAHRFPE, IR MTC i f¥) MTC features;

Hrr, MTC features RfA% MTC Zum ik S IR, B an, (REERRMNA, KB HEN

HI5E5%

BE—2 ), W RARIE AT LR A N, IEAR T EIR 212855 0

101b: MTC R 5%#5% 1n] MTC #&3ii J J&8 I 45 2 5t o PR 45 1T B8 MTC 2 1 0 =47

Hdr, iTpr 7 AT LR, MIC RS #8 5 MNO (Mobile Network Operator, %M %%
EETD TR WIS, B OMNO I T E E G ) MTC 2835 7 @ (2 L 5 5
VAT B MTC Zeum iy Ml giehs s, T A7 e n] LU BBl N 45128 /7] MTC RS
AP 5 MTC 283 T J& (A 05500 8 PR A e e 1, MITC IS5 #5812 4 1 1] MTC 2%
i T JEB ) 25 A0 B TV 463 1) MTC i (g A k. AT I 7 AR PR

Hrp, B8R EFR AP LJE HLR (Home Location Register, VHJEA7E FFA745).
HSS (Home Subscriber Server, WHJEHI"IRS45) 55, MMM AR, L% E
B AAMAFE, A I AR E BRI 25 &R %

101c: 2L HR A P A ARYE T B9 MTC £ o I B K 2% MTC 283y 14 2 24 4504 10k
ATHORT, JER S AR EE, RIS AT B MTC 2o (¥ e i 0 1 28 29 50 ik 4h
MTC 235 it Ja& I # By M AL 4%

Horp, BohME 257 LS SGSN (Serving General Packet Radio Service Support
4
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Node, HRASIE /> 4 ICLEHRSS S HF T 4D MME (Mobility Management Entity, %) ¥
SO S, RN, B SRS AR, ALHE AR E LA 3)
M %

BE—2B 1, 24 MTC RSS2 1T [ ) MTC 25 (1 I 0 2 5O B, MTC 28 T S PR 2 20 B0
B AT MTC 283 T Je8 PR R ) M A SR 6 5 62 ) 2 ORI LT D) Fk) MTC 2 1) M 247

101d: Bz M P IR 5B 5 AR 9% h MTC IRSS45 1T T 11 MTC i 1) e ) =+
fF, X% MTC AT A REAT BRI, A0l 2 R ok \R 83 56  (5 BT, Bahbhe
VA% AR RIS R 2n MTC JIRs5-45 .

Horr, Mg K] DL RS IR I S it R, iR s BT DU R (5 o St
I AT DA 5 W0 2 A RS SR I AR DGR R I SRR AT n] DL — o
HE, HENEPERERIEEAEE R 52 101a F28 B IR Y, FAR I
25 AR HE:

1) 24 MTC K5 AL B B ks, RIS EEAL B BATE, FIREISE R, ZEm
&5 FALHE MTC 283 b5 AL AR BB 4R 7R, 18] DL RS B0 i AL B R

2) HMTC L oLy IMST &5 IMET HIZ0E R RN, EISEREI0E RRBART, FR
ISR MRS AR MTC 2 IMST 5 IMET F948 e X RECEFR7R, 0] LAALRE Y
I IR0 KR 5

3) B MTC i iy ae )5 Bk, RS 8aae )5 BT, LikiEgi R, Zih
45 FALHRE MTC £ B8 015 B ESCR I Te7R, 36 n] LVESE ST B8 015 B s

4) 1 MTC ATy MIC features B, BISEEREEAST, EHRIGIMER. %
I 25 AL HE MTC 23 MTC features BUR IR R, 0] LELFE M HT Y MTC features;

Forp, ASZHEE AL T PR AR I 2 SR T

B Bl RS BRI S5 R A S AR PR A, AR B A T
WEINEE B FARZS MTC IR 28 . BT,

1) BLAHYRE AT LAl OM (Operation Maintenance, FRE4EY) HAFR il
gh RS MTC RS 5%; B,

2) ZELVHRE BB AR IR MTC IR 454 b A5, BRI EE A Rz bl (5
JEXE R MTC B 5545 o L, MTC RSS2 (1 ML B AT LR FRAE MTC i 2840 5, 45
PR TR AR R A IR A A0 B PN MTC IR 5 25 R 15 R

R BE IR AR MTC RS- A5 M5 5, JF BRI Zs R bk 2
S IR MTC BR 45 2% . FLARIR, SREUMTC HR 4% 2% bk BA LUF 3 Fiigss:

5
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1) R Bl LA IAE LB PR LA B A rh AR B MTC RS-t b= S
) BB B A N OGB4 SR MTC IR 25 I HubEA(E &, fldn, WoCHes P-GW

(Packet Data Network Gateway, 7 ZHEUHR P44 M 95D B GGSN (Gateway GPRS Support Node,
2% GPRS SCRFT R AETE ARSI N B T, # MTC IR S5 #s (S BARR e s M
IR ¥

Forp, A5 MTC 283 NP2 IRy, MTC 25 i g HA) 9 S50 e 4 A7 MTC #8351 B MTC IRS548 2
[ RER . W Se B A AR B 2 m AR PR U R, 40 IMST . IMET 2} APN S5 A e B sl i Al
A3 MTC 45 #s i HbAE 1 B

) BB B A I\ MTC 2833k U MTC IR SS S5 bE (5 8., i, MTC % [r) B 3y 1tk
IV R, 1T, MTC 2 /1 A5 35 SR B ARSI SRV B B A7 B S i oK
TR BB R PR AR MTC IR I k{5 B

Horp, MTC e HARR] DU 644 il B 8 & 1@ it DNS (Domain Name System, 14 R40)
fENTIRIT MTC R4S 25 [ HBMEAE B

b, A8 E e B BRI S A 55 J2 12 5 1 I 25 1 R AR L4 o
EE MTC (s E T4 A L2 GSM (Global System for Mobile Communications, 433k#
BB ZEL) . GPRS (General Packet Radio Service, M fH4M 41 EZ MRS ) UMTS (Universal
Mobile Telecommunications System, EH#3NIEEFRS). LIE (Long Term Evolution,
KHIE) 55, AT A E BRI E 7 22K,

102: MTC R 55 #5 HR40E W I 255 SR AJ 0 MTC Zesim iR AL e B AT, a0 R MTC JR45 #5722 B
il MTC 83 AL S 55470, AT LG I B8 MTC 280 (1) 22 29 850808 1) 75 30 Z s dh A7 425 1 o

HARI, FTCLIE I OM $4E 1n 25 20 45040 8 PR A 46 ST MTC om0 8dls . o, AP
PR T I SR A 2 K 1 77 2 1) 0 A S i R SR o 3 4 MITC IR S5 28 3 0 MTC 2% i 1 )
SRS, SORSAHEE, SARVFAmBAMES; BE, RFEmPAT M E, (A2
PR £ i) PDN FEREHE ST, WO VF-ESLREUERe g (1Y) PDN &4, 48 PDN &7,
T O LR PDN &, ) 45 0 55 BT AE R KR TR

BE—B ), MTC RS 28IREN ZamAT Jy i, AT LB A2 MTC 2 it R AL AT
RERMEGL T, MTC JRS548 7] LA IR I A, JF i R 30 I 2 3T 15 SE i B il 2. #2301
2 R SR S %) M 00 A0 2 o FRAT A AT R

103 ZXAYH T IV A4 BB o 1 MTC i ) 25 29404 [R5 31 MTC i it & 1% s 1k
B A

FHorh MTC #8388 (I 2y 1 87 PR 2% B A 1 MTC 2 omd@ I IR S5 IR Bl PR PR I 4%

6
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104: BBl 1A B LA MR BT I 1 MTC i AR 08504, X MTC 2 AT #3o

ldn. 35 SO A R LA 18 0 48 28 A8 X 0T DR A P4, IR R B0 a] A
PATH MTC Ly 7y B AR, AR ZE MTC 2/ S AT (e DI N i, Bahhhe
BB MR SRR MRS A BRI AEAERBURY PON JERL, AT LA A TR CAE S K s T
AEFBLI) PON EFL MWL, Jdh, JREidn] DR YE Zm AOle (1 )8 T 32 AFSAUK PDN it
SEARSR BUE, el MR BB T AL T A A (RS 9 Hh IR S (1 S A £
AT AT R

A ST BB B M AL TV, I MTC IR 5538 3R MTC 2 g M 45 R, AR 97 e )
SR SR, W RTS8 7 2T RS B U TR SRN , A 1X 2e% ARAR A B B
Ja AR5 AT MTC ZeumiiAT#8H, AIMAE MTC ik A5, BN, B 557 sRBL o,
MTC R 5545 m] ASRER S H A5 B, JFE Rl IS0 MTC & m AT FH), OREE T MTC BT 22 42
AIEETE o ARSI AR A I 5 R T UM M0 5 R S I RO RS A, ROV R R s
e MBS SRS T, B RS AL AL AT 8hZ PCC (Policy Charging Control,
FEMEANTE BB AT, A POC AU Y LU S AT #58 PCC M B fE AE2Y ,

L) 3

Z I b, ALl FR At T — R MTC ZmAT R 7575, 12077 ki W 45 SR sl
S5 IR, T I SR 5515 R 5V 0] R 23 0 e it i s, SEER T — M S SR s i T v,
X TahAs PCCRRMIEARYL, 277 1004

201: MTC HRES 253 B MTC Zufi () I I 45 3

o, RRRBGEREEN AR 101, X BRAHETER,

202: MTC 5% A A5 Wl 25 R0 MTC Zum R AE ) S 54T 0, mT BLIE I BRIk 5515 2
(77 AN B AT R . HARR, SRS 5 BRAT AT LU, MIC IRSS& HisERKE G
PRV A AT AS B & s E AN 4515 BREAT SR, BN, ZRIENY S5 e B TRl At
M5 HINML S5 JE M, 128 R i) AF(Application Function, MW ZhRE) S2/Ak Bk SPR(Subscription
Profile Repository 225 ) BHRNLEE S

Horp, AP E L SV 5515 B 7 2K ) 9 23 0] S it ) SFemss o SRy SPROSEHL
S 58, HT SPR AR LAl KB LN E(E B, IBABFHDILEE BT LS,
LB R S5 e A A AR RO 45 B B 02U B AL S5 i 45 IE P, 9140, QoS (Quality
of Service, RZFiE). QCI (QoS Class Identifier, MRS FELEAIFRI), ARP (Address

Resolution Protocol, HlMEMENTIHIO (5 RS WRF AF BN AE R, BT AF it
7
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(12 o IEAERAT DI 515 8, A BRI 55 BT LUZ, S5 R B 28 1 i o (1 38
Lo 5% B S O S BRI S L S5 JE M, 1T, QoS. QCL, ARP 15 B 5.

Forr, MTC S5 #5848 AT LIBAT AF R ZhRE

203: AF/SPR FBb 455 K, JFil%0 PCRF (Policy Charging Rules Function, #EHg%
AOE SR ThRED RGNS E R XEFEEEE 202 FpusE fpb5-E SAE M,
S SPR [1] PCRF BEHAE R, WIS NE 515 e T AR SE R, Flin, L8y
(K0l 25 B4k Ry AEFEAOI 55 B8 0 — 2o 25 2k 5 KDl 45 Ja s LSt AF 1] PCRF JEF0IL 45 1%
B WIS 2515 BB T Om k25 b4 R, N, S5 s 26 B arBes 3 L)
55 B A O — 2 M T A5 L 45 JE

204: PCRF A48 581 J5 190k 4515 J8. 56 B PCC, Jf 17 W G 15 4% , Wl PGW (Packet Data Network
Gateway, ZMZHEYE ML M) FH F &k PCC. 1% PCC B 5588 203 rf 88 5 b 4515 B AR RS
N, WAL SPR 7] PCRF SEFNVASE R, H TS k415 B8 T2 A4 5 &, PCRF #il
4 O B S5 I8 T AR B SS, W) PCC ihR7R & ek #1kizolk 5%, 87 PCRF #iA 4l
W45 il 45 Ja M A s, W) PCC A B izolk &8 BT G Lk 45 J@ ks it AF ] PCRF
BRI AEE, W PCC i ngh i ek # £ 1 I aTisos 132l 4%, sk A B s o — 28 2 6y
Bl 45 1l 55 Jg o

205: PGW # it PCRE R I¥) PCC, R4 BB (1) PCC AR AH I IR AR 28 SR AL, 491 7k 2
AL AETECE MBRARE . 140, PCC g 7R 4 sl 2 b amisos i 326k 2%, PGW Ald
ARG F MR TFE; PCC P A S B2 aT S & 5 SR M, POW Rt R 3L
PW P L T SN A0 == A i P e PGP AU D= A e

A SR AR MR AL BE T v, I MTC JIRSS#%3REL MTC Zeuim (R i & 3, ARk Wl
&5 R 1) [ 28 A SR 2515 6, T8I SEOBI b 451 SR IR g 2K ) 19X 2 A0 5 o 47 T SRS 5 ik A I Sk
WA KA ARB RS, 5 MTC Zim i AL, I, 1 i o sEL DU, MTC JIRSS #5767 LA
PENSFHEAG R, JRE I PS8 X MTC i ATk 5545l A IORRE T MTC R 1 22 4 ml 5E k.

L) 4

Z UK 6, ASEHIGIRAE T — Ml MTC 2T AR5, 127526 I 4SS sgnll
A5 B, LSRN A5 15 IR 7725 1) P £ A S i i s, SR T Pl A R AR Tk,
X T POC JEMIIERY, %0714

301: MTC HR4s#5 3R H MTC & i 1) M 0 &5 2R

Horp, AASRBOSRETE LR 101, X HEAHERR,
8
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302: MTC R S5 S5 MR WS 0 25 SRR 40 MTC &t 2 A£G S AT 4, W LU RE OM (Operation
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