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Applying PSOCA in today’s credit/ debit card environment for customer-not-present transactions

The best method of performing the invention may be in the cantext of existing card associations’ infrastructure, business
rules and client network, such as MasterCard Intemational or Visa. At the paint when a card issuer 204 receives an
authorisation request for a customer-nat-present transaction from a merchant 201 via the card associations' networks 203,
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(57) Abstract: A transaction authorization system (200) includes a client terminal (20) in the form of a computer (22) running a

network browser. The computer (22) is connected to the internet (24). The system (200) also includes an account administration

server (26) which is connected to the internet (24) and which hosts a web server which may be accessed by the network browser

running on the computer (22). The system (200) further includes an account database (30) which stores a record of the status (i.e.

disabled or enabled) of an electronic on line bank account. The system (200) is configured to enable a user, via the computer (22), to

a set the status of the account in the database (30). When a transaction request is issued to a merchant (201) the authorizing institution
is able to interrogate the database (30) to determine the status of the account and thereby to authorize or decline the transaction.
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TRANSACTION AUTHORISATION SYSTEM

THIS INVENTION relates to data processing. More
particularly, this invention relates to a transaction authorisation system,
to a computer program on a carrier for causing a computer to execute

transaction authorisations, and to a method of authorising a transaction.

The unauthorised fraudulent use of bank account details is
an ever increasing problem. Typically, acquired bank account detéils are
used to conduct illegal transactions without the authorisation of an
account holder. This is particularly prevalent in the light of Internet
based transactions, or other transactions where a physical signature is
not required, or possible, such as those initiated by Internet devices (e.g.
personal computers and browser), mobile devices (e.g. mobile telephone,
personal digital assistant (PDA), handheld computer devices) interactive
television (iTV) or by telephone. In such cases, typically only the bank
account details, such as a credit or debit card number, are required to
authorise a transaction. Thus, once account details have been acquired,
either by copying the details off a physical card, say in a restaurant, or
by hacking into a database of an institution, these details can be illegally

used, for any transaction not requiring a physical signature.

It is an object of the present invention to provide means and

a method which the Inventors believe will alleviate this problem.
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The invention finds substantially utility in “customer-not-
present” Internet transactions. However, the invention may be used in
any transactions in which presenting a physical signature is not required
or possible, for example, transactions in which mobile communication
devices are used, such as mobile telephones, PDA, handheld computers,

or the like.

Broadly, according to the invention, there is provided a data
processing system which includes
an account status database having a record of a status of at least
one bank account, said status designating the bank account as either
enabled or disabled;
an account holder interface connectable to the account status
database which provides an account holder with an account status
altering facility, for allowing the account holder to change the designated

status of the bank account.

By “enabled” is meant, that transactions performed using
the bank account are authorised, and by “disabled” is meant, thzt

transactions performed using the bank account are unauthorised.

More particularly, according to the invention, there is
provided a system which includes |
an account status database having a record of a status of at least
one bank account, said status designating the bank account as either
enabled or disabled;
an account holder interface connectable to the account status

database which provides an account holder with an account status
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altering facility for allowing the account holder to change the designated

status of the bank account.

Thus, the account status altering facility may be configured
to allow the account holder selectively to enable or disable the bank

account.

The system may include an authorisation int.erface
connectable to the account status database for allowing an authorisation
institution or facility to interrogate the account status database thereby
to check said status of the bank account. Thus, the authorisation
institution or facility may access and interrogate the account status
database, via the authorisation interface, to check the status of the bank
account and authorise a transaction performed using the bank account
only if the account status database returns an “enabled” status for the

particular bank account.

Conventionally, when a transaction is performed using a
bank account in which the account holder purchases goods or services
from a merchant, the merchant checks for authorisation from an
authorisation institution or facility responsible for the account, before
completing the transaction. The authorisation institution is typically in
the form of a bank (e.g. the acquiring bank, the bank that manages the
merchant’s bank account, the card issuing bank that manages the
account holder’s bank account or credit card account), credit card
associations and clearing houses (such as VisaTM, Master Card

In'ternationalTNI

or American ExpressTM), or in addition, the merchant
itself, or any other authorised institution or facility that is authorising

transactions. The authorisation institution or facility then authorises the
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transaction based on the credit limit or available funds or other data or
rules associated with the bank account. However, in addition or instead
in accordance with the invention, the authorisation institution or facility
may access and/or interrogate the account status database to determine
the status of the bank account, and only authorise the transaction if the
account is designated as enabled. Thus, even if there are sufficient
funds in the account, the transaction or request from the merchant is

only allowed or authorised if the account has been enabled.

The account status altering facility may be configured to
allow an account holder to specify that the account is to change status

once a pre-selected condition has been met.

The pre-selected condition may be a specified time period.
Thus, in one embodiment of the invention, the account status altering
facility may be configured to allow an account holder to specify a
specific time interval during which the bank account will be designated
as enabled or disabled. Thus, for example, a client may enable his or her
account for a preselected time interval e.g. 10 minutes, 2 hour, or the
like, effect a transaction (e.g. via the Internet) to purchase goods,

whereafter, the account may automatically revert to its disabled status.

Instead of, or in addition to a specified time, the pr'éﬁ-
selected condition may be a predetermined event, for example, the
interrogation of the account status database by an authorisation
institution or facility. Thus, the account may be configured to allow an
account holder to designate that the account is enabled for one

transaction only, whereafter, the account will revert to its disabled status
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i.e. once the authorisation facility has interrogated the account status

database.

Instead of, or in addition to, the account holder may pre-
specify an amount for which the account holder intends to designate the
account as enabled. Thus, the account status altering facility may be
configured to pre-specify an amount. In this embodiment, when the
authorising institution interrogates the account status database for
additional authorisation (i.e. enabled or disabled) the pre-specified
amount may in addition be transmitted to the authorising institution.
Thus, the institution may base its final decision, whether or not to
authorise a transaction, also on the amount in respect of which
authorisation is requested. Typically, a window of tolerance would be
allowed to cater for fluctuations due to exchange rates, shipping costs,

or the like.

It is to be appreciated that the transaction authorisation
system allows an account holder to designate a bank account as enabled
or disabled, i.e. to provide authorisation for any transactions performed
using the account. Thus, the transaction authorisation system need only
manage the account holder interface, the authorisation interface and the
account status database, without handling the actual account. However,
it is also possible that the account is not merely designated as “enabled”
or “disabled” but rather that the account is actually physically rendered

“enabled” or “disabled”.

The system may include an authentication facility for
authenticating the identity or capacity of the bank account holder before

permitting the account holder access to the account holder interface.
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The security authentication facility may be provided by the account
holder interface. Instead, the security authentication facility may be

provided via a third party authorisation facility.

The account holder interface may be configured to access
and interrogate the account status database to obtain a transaction
record or statement as well as a status log file of the bank account. The
account holder interface may also be configured to allow the account
holder to compare the transaction record or statement with the status

log file, thereby to facilitate dispute resolution.

The account holder interface may also include a transaction
notes input facility, for allowing an account holder to input notes. The
notes may be in relation to a transaction or transactions or attempted,
failed or cancelled transactions, or the like. Thus, the transactions may
be documented. These transaction notes may be recorded as part of the

transaction record or statement.

In a preferred embodiment of the invention, the transaction
authorisation system includes an account administration server
connectable to a communication network and to an account
administration database on which details of the bank account are stored.
The account holder interface may include a client terminal connectable
to the account administration server via the communication network
enabling the account holder to access and login to the account
administration server to access the bank account details and to enable

or disable the bank account or credit card.
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The bank account may include an electronic online bank
account, such as, for example, an electronic or virtual credit card
account, an electronic or virtual debit card account, or the like. The
electronic online bank account may be a digital representation of a
physical credit card, however, typically, the electronic online bank
account or credit card has no physical embodiment, and the details of
the bank account are stored on the account administration database and
accessible to the account holder via the account administration server.
Thus, the invention enables transactions to be carried out using credit

card accounts (such as MastercardTNI and VisaTNI
™ ™

credit cards) and/or

debit accounts (such as Maestro and Visa electronic debit cards).
The client terminal may be capable of executing a network

browser program to access the account administration server.

In one embodiment of the invention, the communication
network may be in the form of the Internet. In this embodiment, the
account holder interface and, optionally, the authentication facility, are
provided on a webpage hosted by the account administration server. In
this case, the network browser may be in the form of an Internet Web
Browser, enabling the account holder to access and login to the account
administration server via the webpage, to access and change the status

of the bank account or credit card online.

Typically, the webpage is accessed via a HTTP server with
HTTPS enabled supporting JAVA, XML, and may additionally support
WAP, GPRS, UMTS or other communications protocols.
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The bank account details or credit/debit card details may be
presented to the account holder after the bank account has been
enabled. For example, a browser window may display the account
details, which in the case of a credit card may be a graphical

representation of the credit card.

The browser window may include a user interface which
enables the account holder to enable and disable the electronic bank
account or credit card. Furthermore, the user interface may include other

account holder controls.

The webpage or the user interface may provide a link to the
account status database, thereby to allow the account holder to access
the account status database online, thereby to retrieve, for example, the
transaction record or statement and status log file. Typically, the
transaction record or statement and status log file are presented to the

account holder in the form of an HTML webpage.

In one embodiment of the invention, the bank account may
be enabled automatically when the account holder logs into the account
administration server and accesses the bank account. Instead, the
webpage may provide a separate facility which provides the enabling and

disabling of the bank account, at the option of the user.

The account holder interface may allow an account holder
to initiate the transmission of the bank account or credit card details to
the merchant. The account holder interface may allow an account holder

to access and create transaction notes.
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Instead or in addition, the client terminal may be in the form
of a mobile communication device, such as a mobile telephone, PDA, or
the like. Thus, the account -holder may access the account
administration server and change the status of the electronic bank
account or credit card using a voice activated interface, or via, for
example, an SMS message. The client terminal may be in the form of a

device to communicate via interactive television (iTV).

Typically, the authentication facility requires the account
holder to enter a username and password, thereby to login to the
account administration server. Alternatively, the authentication facility
may require identification via a smart card, digital certificate or via

biometric data, for example a fingerprint.

The system may be configured for notifying the account
holder of attempted unauthorized transactions initiated while the bank

account is designated disabled.

According to another aspect of the invention, there is
provided a computer program on a carrier for executing transaction
authorisation, the program including

a client-server module, executable on a first server and providing
an account holder interface having an account status altering facility, for
allowing an account holder, operating a client terminal, to submit
instructions to the first server to alter a status of a bank account, the
bank account having a selectively enabled or disabled status;

an account status altering module for altering the bank account
status on the basis of instructions received from the account client-

server module; and
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a first database interface for logging the status of the bank

account, on an account status database.

The computer program may include a remote module
capable of being executed on a remote server, the remote module
providing a second database interface to the account status database,

thereby to allow third parties to interrogate the account status database.

According to yet another aspect of the invention, there is
provided, broadly, a method of authorising a transaction, the method
including

selectively designating a bank account status as enabled, on the
instruction of an account holder, thereby to authorise transactions
performed using the bank account; and

recording the enabled status of the bank account in an account

status database.

The method may include designating the bank account as
disabled, on the instruction of the account holder, thereby to change the
enabled status of the bank account to a disabled status; and

recording the disabled status of the bank account in the account

status database.

More particularly, there is provided a method of authorising

a transaction, the method including
selectively designating a bank account status as enabled or
disabled, on the instruction of an account holder issued from a remote
device, thereby to selectively authorise transactions performed using the

bank account; and
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recording the status of the bank account in an account status

database.

The method may further include interrogating the account
status database during a transaction involving the bank account to
determine the status of the bank account and authorising the transaction

if the account is designated as enabled.

The method may include authenticating the identity of the
bank account holder before permitting the status of the bank account to

be changed.

The method may include logging a transaction record or
statement of the bank account, the transaction record containing a log
of all transactions performed using the bank account. The method may
further include logging the status of the bank account in relation to said

transactions within a status log file.

The method may include transmitting the bank account
details to a merchant during a transaction with the merchant on the

instruction of the account holder via the account holder interface.

The transaction record or statement and status log file may

be stored in the account status database.

The method may include notifying an account holder of
attempted unauthorised transactions initiated while the bank account is
disabled.
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The invention is now described, by way of example, and

with reference to the accompanying diagrammatic drawings.

In the drawings,

Figure 1 shows a schematic block diagram of a transaction
authorisation system, in accordance with the invention; .

Figure 2 shows a flow chart depicting the operation of the
transaction authorisation system or method of Figure 1, also in
accordance with the invention;

Figure 3 shows a detailed flow chart of one embodiment of a
security authentication process;

Figure 4 shows a detailed flow chart of another embodiment of
a security authentication process;

Figure 5 shows a more detailed flow chart of an activation and
display process;

Figure 6 shows a more detailed flow chart of a transaction
process;

Figure 7 shows a more detailed flow chart of an additional
authorisation process; ,

Figure 8 shows a detailed flow chart of a deactivation/disabling
process;

Figure 9 shows a detailed flow chart of a database query process;

Figure 10 shows a screen layout of an online merchant transaction
interface;

Figure 11 shows a screen layout of an authorisation interface of
the transaction system of Figure 1;

Figure 12 shows a screen layout of an online bank account user
interface, superimposed over the online merchant transaction interface

of Figure 10;
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Figure 13 shows a screen layout of an alternative embodiment 6f
the interface of Figure 12;

Figure 14 shows another view of the online bank/credit card/debit
card account user interface of Figure 12; .

Figure 15 shows a screen layout of an online transaction record
or statement;

Figure 16 shows a further view of the screen layout of Figure 14;

Figure 17 shows a screen layout of an authorisation request log
file;

Figure 18 shows a screen layout of a preferences interface;

Figure 19 shows a layout indicating the various states that an
online bank account is able to assume;

Figure 20 shows a schematic overview of a part of the method in
accordance with the invention showing a log-in and log-off procedure;

Figure 21 shows a screen layout of another authorisation interface
of the transaction system;

Figure 22 shows a more detailed layout of a log-in error
management process referred to in Figure 20 of the drawings;

Figure 23 shows a more detailed layout of the log-in process
shown in Figure 20 of the drawings;

Figure 24 shows a more detailed layout of the activation/enabliny
process;

Figure 25 shows a more detailed layout of an activation error
management process shown in Figure 24 of the drawings;

Figure 26 shows a more detailed layout of an activation/enabling
time-out management process shown in Figure 24 of the drawings;

Figure 27 shows in more detail an automatic deactivation process;

Figure 28 shows a schematic overview of a “make transaction

notes” process in relation the various states of the online account;
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Figure 29 shows the “make transaction notes” process of Figure
28 in more detail;

Figure 30 shows a statement retrieval process in relation to the
various states of the online account;

Figure 31 shows the statement retrieval process shown in Figure
30 in more detail;

Figure 32 shows a screen layout of a statement retrieval interface;

Figure 33 shows another screen layout of a statement retrieval
interface;

Figure 34 shows a layout of an authorisation requests retrieval
process;

Figure 35 shows a screen layout of an authorisation requests
retrieval interface;

Figure 36 shows another screen layout of an authorisation
requests retrieval interface;

Figure 37 shows a layout of an activation log retrieval process;

Figure 38 shows an activation log retrieval interface;

Figure 39 shows another screen layout of an activation log
retrieval interface;

Figure 40 shows a more detailed layout of the log-off procedure;

Figure 41 shows another user interface during the log-off
procedure;

Figure 42 shows a layout of a time-out management log-off
process;

Figure 43 shows another layout of the online account activation
method;

Figures 44 to 54 show various screen layouts of a user interfacc

at various stages of the method; and



WO 02/077745 PCT/1IB02/00881

10

15

20

25

15

Figure 55 shows a schematic layout of the system in accordance
with the invention and the manner in which it is linked to conventional

card authorisation systems.

Referring to the drawings, reference numeral 20 generally
indicates a transaction authorisation system, in accordance with the
invention. The transaction authorisation system 20, includes a client
terminal, which in this embodiment of the invention, is in the form of a
computer 22, running a network browser. The computer 22 is
connected to a public network which, in this embodiment of the
invention, is in the form of the Internet 24. The transaction system 20,
further includes an account administration server 26 which is connected
to the Internet 24, and which hosts a web server, which may be
accessed by the network browser running on the computer 22. The

browser may be in the form of a Web Browser, such as NetscapeTN|

or
Microsoft Internet ExplorerTM. The account administration server 26, is
also connected to an account administration database 28, which stores
details of electronic online bank accounts, for example, a credit/debit
card account, referred to as a private and secure online credit account
(PSOCA) in the drawings. It is important to note that the transaction
authorisation system 20 may provide an interface to an existing bank
account, in which case the account administration server 26 merely
provides an interface to an existing bank account managed by a separate

institution.

The transaction authorisation system 20 further includes an
account status database 30, which stores a record of the status of the
electronic online bank account or credit/debit card. The account status

database 30, is also connected to the Internet 24, and may be accessed
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by the account administration server 26 and the computer 22, or other

authorised third parties connected to the Internet 24.

The transaction authorisation system 20 is also connected
to a community web server or Internet web portal 32, which is in turn

connected to a community database 34.

As will be described in more detail below, the system ZQ
enables an account holder to designate a selected account as enabled or
activated until a pre-selected condition has been met, for example a
selected time period or duration, prior to conducting a financial
transaction. This provides a window period during which a merchant
may obtain authorisation for the particular transaction. Once the time
duration or window period has lapsed, the selected account is once again
designated as deactivated or disabled, and all transactions performed will
not be considered to have been authorised by the account holder. The
account holder is thus provided with a facility to temporarily enable or
activate the selected account thereby to reduce the risk of fraudulent

transactions using funds in the selected account.

The overview of the operation of the transaction
authorisation system 20, is depicted by way of the flow chart shown in
Figure 2, where block 36 represents an account holder login and
authentication process, performed by the account administration server
26 in conjunction with the account administration database 28, and
block 38 represents an account holder login and authentication process
performed via the Internet web portal 32. Block 40 represents the
process by which the account holder accesses and enables or activates

the online bank account or credit/debit card. Typically this will also
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involve displaying the online bank account details to the account holder.
Once the online bank account has been accessed and enabled, the
enabled status of the online bank account is recorded on the account
status database 30. It is also possible for an account holder to access
and query the account status database to facilitate dispute resolution,

and this process is represented by block 42.

Once the online bank account has been enabled or
activated, it is possible for the account holder to deactivate the online

bank account, and this process is represented by block 44.

Block 46, represents the process of transmitting account
details to a merchant, performed during the execution of a transaction
between the account holder and a merchant, and block 48 represents the
additional authorisation process performed by an authorisation institution

or merchant, in accordance with the transaction authorisation system 20.

As shown in Figure 3, the authentication process 36
through the account administration server 26 includes the account holder
logging onto the Internet 24, from the computer 22, indicated by block
50. The account holder then accesses a website or webpage hosted by
the web server of the account administration server 26, and requests the
account details of the online bank account, as indicated by block 52.
The account administration server 26 then transmits an authentication
webpage to the computer 22 of the account holder, requesting a
username 136 and password 138, as indicated by block 54. A screen
layout of this webpage is shown in Figure 11. The account holder then
provides these details to the account administration server 26, for

verification, as indicated by block 56. The account administration server
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then interrogates the account administration database 28 as is shown in
block 58, and the database either authenticates the account holder, or
rejects the account holder, as indicated by block 60. If the account
holder is authenticated, the operation of the transaction authorisation
system 20, continues to process 40, otherwise, it returns to block 54,
and once again requests the account holder for a username and
password. After a predesignated number of failed login attempts, the

account holder may be ejected from the authorisation process 36.

In an alternative embodiment of the invention, the
authentication process may take place via a trusted third party, such an
established web community, web portal or web site 32. In this case, as
shown in Figure 4, the process 38 involves the account holder logging
onto the Internet 24, as indicated by block 62, and in this case requests
the account details of the online bank account or server from the web
portal 32, indicated by block 64. The web portal 32 then authenticates
the account holder, on its community database 34. In this case, the
account holder is also a member of this trusted community, and is
authenticated via the web portal 32 to this trusted community. The web
portal 32, merely handles the authentication of the account holder, and
not the actual online bank account or credit card. Once the accoﬁnt
holder has been authenticated, the transaction authorisation process 20,

similarly continues with process 40.

Once the account holder has been authenticated, the online
bank account details are presented to the account holder, as depicted by
block 68 in Figure 5 of the drawings. In the case where the online bank
account is in the form of an electronic credit card, the details are

displayed online in the form of a graphical representation of the card, as
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shown in Figures 12, 13, 14 and 16. Typically, the online bank account
or credit card is also enabled, upon the presentation of the details, and
the enabled status of the account is recorded in an account status log
file stored on the account status database 30, as indicated at block 70.
Typically, the account status database 30 also records the date, time
and account details in the status log file. The transaction authorisaticii

system 20 then continues to either process 46, 44 or 42.

The transaction process 46 is described with reference to
Figure 6 of the drawings, in which at block 72, the online bank account
details or credit card details are transmitted to a merchant. In the case
of an online transaction, the account holder typically initiates a
transaction via an online merchant transaction page, as shown, for
example, in Figure 10, on which page the merchant requests details of
the account holder. The account holder then punches the bank account
details into the merchant page and the merchant then processes the
transaction in the usual fashion, which involves requesting authorisation
or clearance for the transaction from an authorisation institution or
clearing company responsible for the online bank account, as indicated
by block 74.

It is also possible for the account holder to submit the bank
account details to the merchant page automatically, or via telephone,

both of which processes will be explained in further detail below.

The authorisation institution, or clearing company then
processes the transaction, as indicated by block 76, which involves the
process indicated by blocks 78 through to 82. As indicated at block 78,

the authorisation institution authorises the transaction in the
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conventional fashion, which may involve checking the available funds in
the online bank account or credit/debit card, or checking the credit limit
of the online bank account. If the transaction is authorised, the
authorisation institution optionally requests additional authorisation, in
which case process 48 is executed (see Figure 7), otherwise, the
transaction is confirmed, as indicated by block 82. If however, the
transaction is not authorised, then the transaction is rejected, as

indicated by block 84, and the account holder returns to process 40.

If the authorisation institution requests additional
authorisation, in block 80 of Figure 6, then, as shown in block 86 in
Figure 7, the authorisation institution interrogates the account status
database 30, thereby to determine the status of the online bank account
or credit card. Based on the outcome of the interrogation, as indicated
by decision block 88, if the bank account is enabled or active, as
indicated by block 90, the transaction continues at block 82, shown in
Figure 6, and if the bank account is disabled, as indicated by block 92,
the transaction continues at block 84, also shown in Figure 6. Thus, if
additional authorisation is requested, the transaction is only confirmed if
the online bank account or credit card has been enabled by the account

holder, as described above.

After a transaction has been completed, the deactivation
process 44 (see Figure 8), may be executed. The deactivation process
42, begins with the account holder requesting the account administration
server 26 to disable or deactivate the online bank account or credit card,
as indicated by block 94. This occurs via the webpage of the account
administration server 26. The account administration server 26 then

closes the graphical display of the details of the online bank account or



WO 02/077745 PCT/IB02/00881

10

15

20

25

21

credit card, as indicated by block 96, and records the disabled status of
the bank account in the status log file on the account status database
30, as indicated by block 98. Typically, the date and time of

deactivation are also recorded.

Figure 9 of the drawings describes the process 42, in which
the account holder may acc.ess and query the account status database
30. At block 100, the account holder requests the status log file from
the account status database, from the client terminal, which in this
embodiment of the invention, is in the form of the computer 22. This
request is routed via the account administration server 26. The account
administration server 26, then submits a request for the status log file to
the account status database 30, as indicated by block 102, and the
account administration server 26 then displays the status log file, as
indicated by block 104. Typically, the status log file is displayed
graphically in the form of an HTML webpage. It is also possible for an
account holder to request a full transaction record or statement, as wel!
as authorisation request log file of the online bank account. These
requests are then processed in a similar fashion, and will be described in

further detail below, with reference to Figures 15 and 17.

It is also envisaged that the transaction authorisation
system 20 will be implemented with an existing credit card or bank
account system, in which case, a regular credit card or bank account will
be authorised using the system 20. In this case, the account may be
enabled or disabled using the transaction system 20 as described above,
i.e. a client terminal 22 connected to a server may process an account
holders request to enable or disable an account via the Internét.

However, the transaction system 20 could also be implemented over a
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telecommunication network, or a wireless communication network. In
this case, an account holder may request an account to be enabled via
a voice activated interface over a wireless communication network. This
request would enable the account, and cause a record of the enabled
status to be logged on the account status database 30. Once enabled,
the account holder could transact using the account in either the “real
world”, or the “ online world”. After completing a desired transaction,
the account holder could then disable the account in a similar fashion.
The system would also possibly include similar authentication facilities,
or alternatively, the account could be enabled or disabled by dialling a
pre-specified telephone number, or by sending a username and password
via SMS. In addition or instead, digital interactive TV, broadband or the
like may be used for the client to interact with the transaction

authorisation system 20.

The system 20 as described above, using an online bank
account, could be optionally controlled via a mobile communication
network. Specifically, WAP enabled mobile telephones could be used as
the client terminal, or alternatively, a voice activated interface could also

be used to enable or disable the account.

Furthermore, the system 20 is also suitable for use in
connection with telephonic transactions, which may be conducted after.
the account holder has enabled the account, thereby preventing later
unauthorised use of the account by a third party who intercepts the

account details used during the telephonic transaction.

Referring now to Figure 12 of the drawings, which shows

a screen layout of one embodiment of an online bank account user
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interface, generally indicated by reference numeral 106, which is
superimposed over a merchant transaction page. After the account
holder has been authenticated in either process 36 or 38, the details of
the online bank account or credit card are displayed to the account
holder, typically in the form of an online bank account user interface
106, defined within a supplementary browser window. The online bank
account user interface 106, includes a display area 108, which displays
the account holders name 110, the account number 112 and the expiry
date 114.

Furthermore, the online bank account user interface 106
includes a number of user controls. Firstly, a “deactivate and close”
button 116, which disables the online bank account and closes the
browser window, in accordance with the steps described above with
reference to process 44. The online bank account user interface 106
also includes a “make transaction notes” button 118, which enables the
account holder to document each transaction. When button 118 is
activated, the online bank account user interface 106 displays a
transaction notes template, as shown in Figure 14, which caters foi ‘a
number of default input fields 134. These notes are then written to a
transaction notes file, also stored on the account status database 30,
and may be viewed by activating the “view activation log and notes”
button 119. When button 119 is activated, the transaction record or
statement of the online bank account is displayed together with the
status log file and any added transaction notes, in the form of an HTML

webpage, as shown in Figure 15.

The online bank account user interface 106 further includes

a “view authorisation requests” button 120, which enables the accour‘.lt
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holder to view all authorisation requests, i.e. any interrogation of the
account status database 30. These requests are all logged in an
authorisation request log file stored on the account status database 30,
and may be graphically displayed in the form of an HTML page as
shown in Figure 17. This enables the account holder to view attempied
fraudulent transactions using the account, while it was not enabled. It
is also possible for the transaction authorisation system 20 to transmit
SMS or e-mail warning messages to the account holder in the event of

unsuccessful requests for authorisation.

A “view statement” button 122, is also provided, which
enables the account holder to view the transaction record or statement

(see Figure 15) independently of the status log file or transaction notes.

Thus, an account holder can view a detailed statement,
together with any personal transaction notes, as well as a record of the
status of the online bank account or credit card at the time of each
transaction. This streamlines the processing of disputes concerning the
validity or authenticity of each transaction. The request and subsequent
display of the transaction record or statement, together with the status
log file and transaction notes is handled in accordance with the steps

outlined in the description of process 42 above.

The online bank account user interface 106 is also provided
with a “preferences” button 124, which activates the display of a
preferences interface, as shown in Figure 18, and enables the user to
specify certain options associated with the online bank account or credit
card, such as a default time intervals during which the account should

remain enabled or disabled. It is therefore possible for the account
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holder to pre-specify that the account be automatically disabled after
each transaction, or that it be disabled after a predesignated time
interval. Furthermore, it is also possible for the account holder to épecify
specific time intervals during which the account is automatically enabled,
which facilitates automatic transactions, such as monthly debit orders

through the account.

The account is thus suitable for use as a supplementary
account, or “child” or employee account, as it is possible to pre-specify
specific times during which the account can be enabled and thus capahls
of being operated on. For example, the account may be activated for a
specific duration or interval at a specific time during which a child or
employee may use the account, e.g. to purchase clothing, pay tuition

fees or the like.

In the case where the account is used in conjunction with
an existing credit/debit card or bank account, these preferences could be

specified via a voice activated interface or SMS message.

The online bank account user interface 106 also includes a
facility to enable the bank account details to be automatically transferred
to the merchant transaction interface. This is accomplished via button
128, which when activated will automatically insert the required details
into the merchant transaction interface, such as the account holders
name 110, the account number 112, expiry date 114, as well as the
actual amount and currency of the transaction, which may be entered in
to the field 126. This transaction is then also automatically written to

the transaction record or statement on the status account database 30.
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The online bank account user interface 106 also includes an
authorisation request feedback field 130, which may indicate to the
account holder, in real-time, that authorisation has been given for a
particular transaction. This is indicated, by changing the colour or format
of the field, as shown in Figure 16. Furthermore, details of the
transaction for which authorisation has been given are also displayed in

the text area 132.

A further, simplified version of the online bank account user

interface 106 is shown in Figure 13 of the drawings.

In use, before performing a transaction over the Internet or
telephonically, using the online bank account or credit/debit card, the
account holder accesses the authentication webpage of the account
administration server 26, as shown in Figure 11, and logs into the
account administration server 26, as described above, with reference to
processes 36 or 38. The account administration server 26, then
authenticates the account holder on the account administration database
28, and enables the online bank account or credit card, as described
above. The online account details are then presented to the account
holder, via the online bank account user interface 106, and the account
holder can then perform an online, or any other transaction, by manually
inserting the account details, or by automatically transmitting them using
the automatic data transfer facility. Alternatively, the account holder
may recite the account details over the telephone, in the case of a

telephonic transaction.

Once the account has been enabled, its enabled status is

recorded in the status log file on the account status database 30. Thus,
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when the merchant requests authorisation from the authorisation
institution, or clearing house, the authorisation institution may in addition
to, for example, checking for the necessary funds or credit in the bank
account, may also check that the bank account is currently enabled, by
interrogating the account status database 30. The authorisation
institution may thus, at its discretion, incorporate this additional security
check, thereby to reduce the occurrence of unauthorised or fraudulent

transactions.

Once the transaction has been authorised and completed,
the account holder can then disable the'account, by closing the online

bank account user interface 106.

Itis envisaged that the account may assume several states,
as is illustrated generally by reference numeral 210 in Figure 19 of the

drawings, and as is described below.

Prior to issuance and approval of a credit/debit card account
by an issuing authority the state of the account is designated “unissued”
as is shown by block 211. Once the authority approves a user’s account
application the online account status is altered to “issued/logged-off”
status as is shown by block 212. Once the user is authenticated by
successfully logging into the system 20 as is described with referencé
to Figure 3 of the drawings, the status is altered to ”Ibgged-in" as is
shown by block 213. Once logged in two sub-states are possible,
namely deactivated/disabled 216 or activated/enabled 217 depending on
whether or not the user has disabled or enabled the account in

accordance with the method described above. The system 20 is also
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provided with an “account suspended” 215 and an “account closed”

status 214.

Referring to Figure 20 of the drawings, reference numeral
220 represents the log-in and log-off procedure in more detail. Once the
account has been altered to “issued/logged-off” status 212 the user is
able to access the user interface 106 (also referred to as the PSOCA
console), as is shown schematically by reference numeral 221. Once the
log-in process is initiated, as is shown by reference numeral 225, the
user is able to retrieve his username or password 136, 138 in the event
that the details thereof are forgotten, as is shown by reference numerals
229 and 228. The user is also able to correct an incorrect log-in
procedure, as is shown by reference numeral 222, and as is described in

more detail below, with reference to Figure 22 of the drawings.

Referring to Figure 21 of the drawings, reference numeral
240 shows another authorisation interface of the system 20. The
interface 240 is similar to the interface shown in Figure 11 of the
drawings, and includes input fields 242 and 243 for entering the user
name and password. The interface also includes provision for forgotten
log-in details 241, as is described above with reference to Figure 20 of
the drawings. The interface 240 also provides the account holder with

means to bookmark the user interface 240, by activating button 244,

Referring to Figure 20 of the drawings, once the log-in has
been successfully achieved, the status automatically reverts to the
“issued/logged-off” status 212 after a pre-set time has elapsed without
any activity, as is shown by the log-in time-out block 223, or the user

may initiate a log-off as is shown by the log-off block 227.
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Referring to Figure 22 of the drawings, reference numeral
222 shows a flow sheet of the management of an incorrect log-in 222.
As is shown by block 222.2 the user re-enters his user name and
password and as is shown by block 222.3. The details thereof are re-
confirmed by communicating with the account database 30 and tine
administration server 26. If the log-in is successful, the user is entitled
to continue as is shown by block 222.4. A count loop 222.5 sets the
number of log-in attempts allowed after which a time delay 222 prevents
further intermediate attempts. During this time period, intrusion

detection processes and other security mechanisms may be operative.

Referring to Figure 23 of the drawings, reference numeral
225 shows a flow sheet of the log-in process, illustrated in Figure 20, in
more detail. The system 20 communicates with the account status
database 30 and administration server 26 to verify the user name an
password as is shown by block 225.1. Once verified, as is shown by
block 225.2, the user interface indicates that the status is
“deactivated/log-in” 216. Once logged in, the enabling or activation is
able to commence as is shown by block 262 and as is described in more
detail below with reference to Figure 24 of the drawings. As is also
shown by blocks 290, 300, once logged-in, other conventional bank
account features may be accessed. The time-out log-in system 223 (also
shown in Figure 20 of the drawings) is described in more detail below

with reference to Figure 26 of the drawings.

Referring now to Figure 24 of the drawings, the
enabling/activation process 262 is described in more detail with reference

to a flowchart.
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Once the user has selected the enable/activate function on
the user interface 106, as is shown by block 262.1, the system 20,
optionally, requests a password as is shown by block 262.2. The
password is then checked by interrogating the account database 30 and
administration server 26 as is shown schematically by blocks 266.3 and
266.4. If the password is accepted, the card is activated by obtaining
the account details from the institution as is shown schematically by
blocks 266.5 and 266.6. If the other rules of the financial institution are
verified, as is shown by block 266.10, the online account or card is then
ready for transacting with the merchant, and the card is in the activated
state 217, as is shown by block 266.7. An activation time-oufc
management procedure 264 is also provided, as is described in mbre
detail below. In the event that the rules of the financial institution are
not satisfied, an account validity error message 266.8 occurs. Therules
may include a pre-set credit or transaction amount limit and, thus, the
system may optionally provide that the input transaction amount is
entered at the commencement of the activation process, as is shown by
block 400. As is shown by block 266.9, if the password verification is
unsuccessful, an activation error management procedure 261 is initiated,

as is described in more detail below with reference to Figure 25.

Referring to Figure 25, a flow sheet of the activation error
management procedure 261 is shown in more detail. The process is, in
principle, the same as the log-in error management procedure described

in Figure 22 and, accordingly, is not described in detail.

Referring now to Figure 26 of the drawings, a flowchart of
the time-out management procedure 264 (shown in Figure 24 of the

drawings) is described in more detail. The purpose of the time-out
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management system is to deactivate the account after a pre-selected
time has elapsed without any activity. Once a pre-specified time has
elapsed, as is shown by blocks 264.1 and 264.2, the user is provided
with a re-set or re-enable option 264.3. If the account is not re-enabled
or re-set, as is shown by block 264.4, the account is deactivated, as is
shown by 264.7. |If the card is re-enabled or re-set as is shown by
264.5, the time count begins again until the pre-specified time has
elapsed as is shown in block 264.1. A counter loop 264.8 is also
provided so that after a pre-specified number of attempts to activate or
re-set the account, the user is warned as is shown by block 264.6 and

the card is deactivated.

Referring to Figure 27 of the drawings, reference numeral
280 generally shows a flow sheet of an automatic deactivation process

which may take place after an additional authorisation request.

As described above with reference to Figure 6 of the
drawings, the system 20 waits for the additional authorisation request
80 once initial conventional authorisation 78 is given. Blocks 281.9 and
281.1 denote the receipt of the additional authorisation request from an
authorising institution, such as a bank, or by others, for example a
merchant. The system 20 then interrogates the database 30 to
determine the status of the account and responds as is shown
sequentially by reference numerals 281.2 to 281.5. As indicated above,
optionally, a pre-specified amount may be included in the request, in
which case the transaction amount may be queried as is shown by
reference numeral 281.10. Additional data may be provided to the
authorising institution, for example, time and duration of the previoﬁs

account activation, or the like. This data may serve to adjust the
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response data in order to allow for a tolerance, as is shown by reference
numeral 281. A similar adjustment tolerance process 282 may be
provided in respect of the transaction amount. Block 281.6 shows the
automatic deactivation of the account once the account has been
authorised. In other words, the system 20 is configured to deactivate

the account after one transaction.

Referring now to Figure 28 of the drawings, reference
numeral 290 shows a general overview of the “make transaction notes”
process described above with reference to the user interface 106. Asis
indicated in Figure 28, the user is able to make transaction notes 291
without altering the state in either the logged-in/deactivated 216 or
logged-in/activated state 217. Referring also to Figure 29 of the
drawings, the make transaction notes process 291 is described in more
detail. Once the make transaction notes function has been selected, as
indicated by block 291.1, the relevant information, is inputted by a user
as is shown by block 291.2. The database 30 is interrogated to
establish whether or not any notes in respect of the transaction already
exist as is indicated by block 291.3. If no notes exist, as is shown by
block 291.4, the user is able to add notes as is shown by block 291.7
which are stored on the account status database 30. If existing notes
exist, a warning is displayed as is shown by block 291.5 and the option

of overwriting the existing notes is provided as is shown by block 291.6

Referring to Figure 30 of the drawings, reference numeral
300 represents a schematic overview of an information retrieval process
300. The information retrieval process includes retrieving the activation
log and notes, the authorisation requests and the statement as is

described above with reference to Figure 12. The “retrieve statement
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details”, “authorisation request retrieval” and “view activation log”
options are indicated by reference numerals 301, 302 and 303 in Figure
30. As is shown in Figure 30, these information retrieval options may
be viewed without altering the logged-in/deactivated status 216 or the
logged-in/activated status 217. Referring also to Figure 31 of the
drawings, a flow sheet of the statement retrieval process 301 is shown.
Once the view statement option is selected, shown by block 301.1, the
user is prompted to input a range of dates applicable as is shown by
block 301.2. The range of dates is interrogated for validity as is shown
by blocks 301.3 and 301.4. If valid, the statement is displayed as is
shown by block 301.5. If not, the user is requested to re-input the range
of dates. An example of a user interface presented to the account holder
in respect of the date selection is shown by reference numeral 304 in
Figure 32 of the drawings. Figure 33 shows another example of a
screen layout of an online transaction record or statement in a user
discernible format in which transaction data 305 is complemented with
data from the account status database 306. This allows for a

convenient and consistent check for the account holder in respect of a

particular transaction.

Referring to Figure 34 of the drawings, reference numeral
302 shows a flow sheet of the authorisation requests retrieval shown in
Figure 30. Each of the successive stages are identified by reference
numeral 302.1 to 302.5 and, in principle, are the same as the steps set
out above in Figure 31 and, accordingly, are not described again in detail.
Referring to Figure 35 of the drawings, reference numeral 304 generally
indicates a screen layout of the user interface in order to enter the start
and finish dates for an authorisation request. Referring to Figure 36 of

the drawings, reference numeral 304.1 shows a screen layout of =
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statement presented to a user after an authorisation request 302 has

been retrieved.

Referring to Figure 37 of the drawings, reference numeral
303 shows a flow chart for retrieving an activation log 303. The specific
steps are identified by reference numerals 303.1 to 303.5 and are, in
principle, the same as the steps described above with reference to Figure
31 of the drawings and, accordingly, are not described again in detail.
Referring to Figure 38 of the drawings, reference numeral 304 shows a
screen layout for entering the start to finish dates when selecting a
specific log period. Referring to Figure 39 of the drawings, reference
numeral 304.1 shows a screen layout of a statement after successful

completion of the process 303.

Referring to Figure 40 of the drawings, reference numeral
227 shows a flow sheet of the log-off procedure shown in Figure 20 of
the drawings, in more detail. Once the log-off procedure is selected, as
shown in block 227.1, the account status database 30 is interrogated to
determine whether or not the account is activated as is shown by block
227.2. If the card is activated, as is shown by block 227.3, a warning
to this effect is presented to the user. If the user cancels the log-off
request 227.1 as is shown by blocks 227.7 and 227.8 the logged in
activated state is retained. If the user continues with the logging off
procedure, the card is deactivated as is shown by blocks 228.4, 228.5

and 228.6 and the status of the bank account is altered accordingly.

Referring to Figure 41 of the drawings, reference numeral

250 generally shows another account holder user interface which is
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presented to the user during the log-off procedure described above with

reference to Figure 40.

Referring to Figure 42 of the drawings, reference numeral
223 shows the time-out management log-off process shown in Figure 20
of the drawings in more detail. As is shown by block 223.1, once a pre-
specified time has elapsed in respect of which there has been no activity,
the user is warned of this as is shown by block 223.3. The user has an
opportunity to reset the system to allow a further time period to elapse
as is shown by blocks 223.4 and 223.5. Failing to do this will result in

an automatic log-off as is shown by block 223.6.

Referring to Figure 43 of the drawings, reference numeral
260 generally represents an overview of the activation process which is
described above. The flow chart describes the changing of status of the
bank account from the logged-in/deactivated status 216 to the logged-
in/activated status 217 (via the activation process 262 described above)
and back to the logged-in deactivated status 216 (via either the time-out
process 264 or the completion of a transaction authorisation 265
described above). The system may also be manually deactivated (not
illustrated). The user, as described above, may also deliberately log off
from the system as is illustrated schematically by block 227 thereby
reverting the status to issued/logged-off 212.

Referring now to Figure 44 of the drawihgs, reference
numeral 240 shows the user interface described with reference to Figure
21 of the drawings, displayed in an Internet browser window and
superimposed over a merchant payment Internet page, displayed in a

separate browser window.
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Referring now to Figure 45 of the drawings, reference
numeral 2560 shows another user interface in accordance with the
invention, similar to the interface shown in Figure 12 of the drawings.
The interface 250 is presented to the account holder after the successful
completion of the log-in process described above. Reference numerals
251 to 257 represent the make transaction notes, view activation Ing
and notes, view authorisation requests, view statement, preferences and
transfer data automatically functions described above with reference to
Figure 12. The graphical representation of the online credit/debit card is
shown by reference numeral 230. The fields identified by reference
numeral 259 initiate the activation process and the field identified by
reference numeral 258 enables the user to log off from the system, as

is described above.

Referring to Figure 46 of the drawings, reference numeral
249 shows the user interface 250, prior to activation, superimposed over
a merchant payment page 249 similar to the example illustrated in Figure
12 of the drawings. Figure 47 shows the user interface 250 after
logging in to the system. The different graphical representations of the
online credit card account 230 in Figures 46 and 47 clearly enable the
user to distinguish between the logged-in/deactivated state 216 and the

logged-in/activated state 217.

Referring to Figure 48 of the drawings, reference numeral
250.1 represents another user interface similar to the user interface
shown in Figures 46 and 47. However, instead of, or in addition to, the
online account is activated by the account holder for a pre-specifiéd
amount. The specified amount is inputted by the user in appropriate

fields as is shown schematically by reference numerals 235 and 236 and
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is stored in the account status database 30. When the bank is
interrogating the account status database 30 for additional authorisation,
i.e. whether the online account is in the activated state 217 or
deactivated state 216, the pre-specified amount 236 may, in addition,
be transmitted to the bank. Thus, the bank may base its decision,
whether to finally authorise a transaction to a merchant or not, also on
the difference between the pre-specified amount 236 and the amount
which the merchant is seeking authorisation for. Typically, the bank
would allow a window of tolerance to account for minor deviations as a

result of, for example, exchange rates or the like.

Referring to Figure 49 of the drawings, the user interface
250 is shown when the activated card time-out warning, described
above, with reference to Figure 42 of the drawings, is shown. The user
may be prompted to continue the session with the online card or account
activated by pressing the button 267. Referring to Figure 50 of the
drawings, the user interface 250 is shown when the user has extended
the activation in excess of a pre-selected upper limit and in which a
message showing that the account has automatically been deactivated
is shown as is described above with reference to Figure 26. Referring
to Figure 51 of the drawings, the user interface 250 is shown when the
user has timed out or has extended his activation too many times and a
forced deactivation has occurred. As is shown in Figure 52, the user is
prompted to press the button 270 and enter a password 243 to re-

activate.

Referring to Figure 53 of the drawings, reference numeral
250 represents the user interface once the authorisation process has

been completed. A message, for example as is shown by reference
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numeral 237, may be shown to the user. Referring to Figure 54 of the
drawings, reference numeral 250 shows the user interface after the
successful completion of the make transaction notes process, described
above. A number of data entry fields represented by reference numeral
292, 293, 294 and 295 are provided to enter information in respect of
the date, time, amount, currency, merchant details and other

miscellaneous notes 296.

Referring to Figure 55 of the drawings, reference numeral
500 generally shows a schematic overview of the system 20 and
method in accordance with the invention. Reference numeral 504 shows
a conventional flow sheet of the steps associated with a customer-not-
present transaction between a merchant and a user and reference
numeral 502 shows the system in accordance with the invention.
Reference numerals 201 to 204 illustrate the process up until a point
when a card issuing authority 204 receives an authorisation request for
the customer-not-present transaction from a merchant 201 via the card
association network 203. Once the authorisation is given (for example,
as is identified by reference numeral 78 in Figure 6 of the drawings) the
account status database 30 is interrogated to determine whether or not
the card holder has designated as activated via the client terminal 22
before authorising the transaction. Reference numeral 205 shows a
schematic representation of the user interface described previously
identified by reference numerals 106 and 250 displaying the account

status as activated.

The Inventors believe that the invention, as illustrated,
provides an enhanced system 20 and method for reducing the

unauthorised use of bank account details for online or other transactions
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in which a physical signature is not required (i.e. “customer-not-present”
transactions). The transaction authorisation system 20 includes a
computer 22, which enables an account holder to log onto an account
administration server 26, and enable an online bank account for a fixed
duration, typically the duration during which a particular transaction ntay
be completed. The enabled status of the bank account is then recorded
on an account status database 30, which provides authorisation
institutions with an additional check when authorising a transaction
performed using the online bank account. Furthermore, once an account
holder has completed a transaction, the account can be disabled once
again either automatically by the system 20 after a preselected time
duration, or by means of an active instruction from the account holder.
Thus, third parties in possession of illegally acquired account details of

the online bank account cannot perform transactions using the account.

The transaction authorisation system 20 may also be used
in conjunction with existing bank accounts, thereby providing increased
security for regular bank accounts or credit cards, thus similarly
preventing the use of the illegally acquired account details to perform
transactions in cases where a physical signature is not required and, as
described above, the authorisation system 20 may be used with an
online facility to enable/activate and/or disable/deactivate a conventional
credit and/or debit card facility, or a wireless communication network

may be used to enable and disable the account.

However, typically the transaction authorisation system 20
is to be implemented with new bank accounts. In this case the bank

account number will indicate to the authorisation institution that the bank
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account is equipped with the additional security provided by the

transaction authorisation system 20.

The Inventors also believe that the online bank account or
credit card is particularly advantageous, from a security point of view, as
there is typically no physical embodiment of the card, and therefore, the
account details cannot readily be acquired, illegally. All communications

between the account holder/client and the bank account are encrypted.

The transaction authorisation system 20 also provides for
online statements, which record all transactions performed using the
online bank account, together with the status of the account during each
transaction, which enables an account holder to check whether a
transaction has been performed illegally. Thus, the private sphere of the
credit card holder is protected, i.e. details around the transaction are not
accessible to third parties other than the account holder, the credit card
clearing company and the merchant. Furthermore the provision of a
transaction notes facility and facilities for the comparison of the status
log file and the transaction record enables disputes between merchants

and the account holder to be settled more efficiently.

Recent years have seen a strong increase of commerce
conducted on the Internet. Payment procedures on the Internet have
become an issue. Credit cards are the predominant medium to settle
accounts. However, due to the open architecture of the Internet and the
absence of clearly identifying signatures in the online world, consumers
have developed strong concerns about using their credit card in online
purchases. In particular, consumers worry that third parties will reuse

their credit card details in online purchases, once their credit card data
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becomes known to them through data interception, hacking of consumer
databases and other means. Thus, even though most of these credit
card transactions on the Internet use encrypted data transfer to protect
third parties from intercepting the transmitted credit card details,
encryption alone does not resolve all security problems around Interne_t
credit card payments, as all of these transactions bear the problem that
no physical signature is provided by the cardholder. This has the
consequence that the merchant who receives the payment has no clear
indication that the payment is actually initiated by the card holder.
Merchants are not less concerned. While credit cards are a globally
accepted payment standard and therefore particularly suitable to conduct
global Internet commerce, merchants lose business because their
customers are not willing to provide their credit card details online. Also,
in case of disputes, merchants most often lose the payment as they
cannot provide the appropriate proof that the cardholder has actually
initiated the transaction. In summary, at least the following concerﬁ.é
arise in connection with online credit card payments by customers and
merchants. Firstly, credit card details get “intercepted” on the Internet
and used for an Internet purchase (in case of non-encrypted transmission
of credit card details). Also, credit card details get “intercepted” in the
physical world (e.g. restaurant) and used for Internet purchases.
Furthermore, credit card details are stored by the merchant’s web site,
and are vulnerable to employees or hackers who obtain it from there, and
use it for an Internet purchase. In addition, family members or close
friends (“the kids or their friends”) “find” a credit card at home and use
it for an Internet purchase. The inventors believe that the system 20 at
least offers a solution to the above problems associated with online, or

other transactions, in which a physical signature is not required.
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In addition, the transaction authorisation system 20 is
particularly useful, as it does not require the establishment of an
“industry standard”. Thus, no new processes or systems need to be
implemented by either the account holders or merchants. [nstead, the
transaction system 20 provides authorisation institutions with an
additional authorisation option whereby the status of a bank account can
be considered before authorisation is given to the merchant. This
additional feature increases the security of the bank account as only ah
authentic bank account holder can enable or activate the bank account

prior to conducting a transaction.
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CLAIMS:

1. A transaction authorisation system which includes

an account status database having a record of a status of at least
one bank account, said status designating the bank account as either
enabled or disabled;

an account holder interface connectable to the account status
database which provides an account holder with an account status
altering facility for allowing the account holder to change the designated

status of the bank account.

2. A system as claimed in claim 1, which includes an
authorisation interface connectable to the account status database for
allowing an authorisation institution or facility to interrogate the account

status database thereby to check said status of the bank account.

3. A system as claimed in claim 1 or claim 2, in which the
account status altering facility is configured to allow an account holder
to specify that the account is to change status once a pre-selected

condition has been met.

4, A system as claimed in any one of claims 1 to 3 inclusive,
which includes an authentication facility for authenticating the identity
or capacity of the bank account holder before permitting the account

holder access to the account holder interface.

5. A system as claimed in any one of claims 1 to 4 inclusive,

in which the account status altering facility is configured to pre-specify
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an amount for which the account holder intends to designate the account

as enabled.

6. A system as claimed in any one of claims 1 to 5 inclusive,
in which the account holder interface is configured to access and
interrogate the account status database to obtain a transaction record or
statement as well as a status log file of the bank account, and in which
the account holder interface is configured to allow the account holder to

compare the transaction record or statement with the status log file.

7. A system as claimed in claim 6, in which the transaction
record or statement includes a transaction notes input facility for

allowing an account holder to input notes.

8. A system as claimed in any one of claims 1 to 7 inclusive,
in which the system includes an account administration server
connectable to a communication network and to an account
administration database on which details of the bank account are stored,
and in which the account holder interface includes a client terminal
connectable to the account administration server via the communication
network enabling the account holder to access and login to the account
administration server to access the bank account details and to enable

or disable the bank account.

9. A system as claimed in claim 8, in which the client terminal
is capable of executing a network browser program to access the

account administration server.
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10. A system as claimed in claim 9, in which the communication
network is the Internet, and in which the account holder interface is
provided on a webpage hosted by the account administration server, said
network browser being in the form of an Internet Web Browser, enabling
the account holder to access and login to the account administration
server via the webpage to access and change the status of the bank

account.

11. A system as claimed in claim 10, in which the bank account
is enabled automatically when the account holder logs into the account

administration server and accesses the bank account.

12. A system as claimed in claim 10, in which the webpage
includes a separate facility which provides the enabling and disabling of

the bank account, at the option of the user.

13. A system as claimed in any one of claims 1 to 12 inclusive,
which is configured for notifying the account holder of attempted
unauthorized transactions initiated while the bank account is designated

disabled.

14. A system as claimed in any one of the preceding claims, in
which the account holder interface allows an account holder to initiate

the transmission of the bank account details to a merchant.

15. A computer program on a carrier for executing transaction
authorisation, the program including
a client-server module, executable on a first server and providing

an account holder interface having an account status altering facility, for
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allowing an account holder, operating a client terminal, to submit
instructions to the first server to alter a status of a bank account, the
bank account having a selectively enabled or disabled status;

an account status altering module for altering the bank account
status on the basis of instructions received from the éccount client-
server module; and

a first database interface for logging the status of the bank

account, on an account status database.

16. A computer program as claimed in claim 15, in which the
computer program includes a remote module capable of being executed
on a remote server, the remote module providing a second database
interface to the account status database, thereby to allow third parties

to interrogate the account status database.

17. A method of authorising a transaction, the method including
selectively designating a bank account status as enabled or
disabled, on the instruction of an account holder issued from a remote
device, thereby to selectively authorise transactions performed using the
bank account; and
recording the status of the bank account in an account status

database.

18. A method as claimed in claim 17, in which the method
includes interrogating the account status database during a transaction
involving the bank account to determine the status of the bank account

and authorising the transaction if the account is designated as enabled.
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19. A method as claimed in claim 17 or claim 18, in which the
method includes authenticating the identity of the bank account holder

before permitting the status of the bank account to be changed.

20. A method as claimed in any one of claims 17 to 19
inclusive, in which the method includes logging a transaction record or
statement of the bank account, containing a log of all transactions
performed using the bank account and logging the status of the bank

account in relation to said transactions within a status log file.

21. A method as claimed in any one of claims 17 to 20
inclusive, in which the method includes transmitting the bank account
details to a merchant during a transaction with the merchant on the

instruction of the account holder via the account holder interface.
22. A method as claimed in any one of claims 17 to 21, in
which the method includes notifying an account holder of attempted

unauthorised transactions initiated while the bank account is disabled.

23. A new transaction authorisation system, substantially as

herein described and illustrated.
24, A new computer program, substantially as herein described.

25. A new method of authorising a transaction, substantially as

herein described and illustrated.
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