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INTERNET SURVELLANCE SYSTEMAND 
REMOTE CONTROL OF NETWORKED 

DEVICES 

CLAIM OF PRIORITY 

0001. This application claims priority under 35 USC S120 
as a continuation application of U.S. patent application Ser. 
No. 1 1/115,021, filed on Apr. 25, 2005, which is a divisional 
application and claims 35 U.S.C. S 120 priority from U.S. 
patent application Ser. No. 09/098.279, filed Jun. 16, 1998, 
and such application claims benefit of priority under 35 U.S. 
C. 119(e) of U.S. Provisional Application No. 60/051,489, 
filed Jul. 1, 1997, the contents of each application listed 
herein is hereby incorporated by reference. 

BACKGROUND OF THE INVENTION 

0002 1. Field of the Invention 
0003. The present invention relates to data transmissions 
over a network, and more particularly, to remote monitoring 
and control of articles over a network. 
0004 2. Description of the Related Art 
0005 Remote monitoring of buildings or grounds is often 
done for security reasons. One conventional approach to 
remote monitoring of buildings and grounds uses a series of 
cameras position throughout the building and around the 
grounds. These cameras are then directly wired to a central 
monitoring location where a security guard sits and is able to 
view the images from the various cameras. By viewing the 
images at the central monitoring location, the security guard 
is able to detect a security breach when the images show an 
unauthorized person within the building or on the grounds. 
This conventional approach to remote monitoring is expen 
sive to implement because specialized equipment and person 
nel are required. The central monitoring location is normally 
in a fixed location which is on-site or nearby. 
0006 Security systems, such as for a home, often protect 
the perimeter of the building along with one or more internal 
sensors. The internal sensors can, for example, include 
motion sensors, light beams, and the like. Cameras are not 
normally a part of a home security system. However, when 
cameras are provided, they generally operate to continuously 
record so as to presumably provide images of any intruders. 
Hence, the camera is a secondary part of the security system 
which does not actively participate in detecting an intruder. In 
any case, when the security system detects an intruder, an 
alarm is normally sounded and automatic telephone notifica 
tion may be provided to the local police and/or a central office 
of a security company. Although, in most cases, no remote 
monitoring of the images provided by the camera is available, 
U.S. Pat. Nos. 5,164,979 and 5,412,708 describe approaches 
which use telephone lines to send images off-site for safe 
archive or for remote monitoring. 
0007 Remote monitoring is also done for a variety of 
other purposes. As an example, U.S. Pat. No. 5,553,609 
describes a remote visual monitoring system for in-home 
patient health care from a remote location via a telephone 
line. 
0008 WebCams have recently been use to provide remote 
viewing of various locations. For example, WebCams may be 
used to view traffic conditions, sea conditions, home loca 
tions, fish tanks, and many other things. However, the opera 
tion of these WebCams is problematic because of the high 
bandwidth requirements to transmit video from the camera 
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serving as the WebCam and its server and viewers. The exist 
ing solution to limit the bandwidth utilization is to periodi 
cally transmit still images from a camera to an Internet server 
after a predetermined period of time. Then, for viewers of the 
images over the Internet, an Internet browser can access the 
still images from the Internet server and display the images on 
their computer system. Again, however, to limit bandwidth 
requirements, the Internet browser only periodically accesses 
(or receives by a push from) the Internet server to retrieve the 
newest images after a predetermined period of time. For 
example, the predetermined period of time between transmis 
sions is generally selectable from a few options such as 30 
seconds, 60 seconds, 1 minute, and 5 minutes. Although this 
conventional approach does limit the bandwidth utilization, 
the amount of bandwidth being utilized is nevertheless 
largely wasted when the image is not significantly changing. 
0009. Thus, there is a need for improved approaches to 
remotely monitor a location. 

SUMMARY 

0010 Broadly speaking, the invention relates to improved 
techniques to remotely monitor locations, to detect activity, 
and to remotely monitor and control devices or appliances 
through a network. In one embodiment, the network in the 
Internet and the transmission is facilitated by an Internet 
server or electronic mail. 
0011. In one embodiment, a method is provided, which 
includes providing, at a server connected to the Internet, code 
for enabling access to networked devices at a remote location 
using a networked computing device. The method receives, at 
the server, user login data via the networked computing 
device, to identify a user and to provide access to the net 
worked devices. The method enables receiving a status 
request at the server, via the networked computing device, to 
view status of one or more of the networked devices. The 
status includes an update condition for at least one of the 
networked devices. The method also enables receiving a con 
trol request at the server, via the networked computing device, 
to operate one or more utility controls at the remote location. 
The utility controls include one or more of controls for a 
security system, viewing cameras at the remote location, 
setting temperature level for heating or cooling at least a 
region of the remote location, or setting lighting of a selected 
room at the remote location. The remote location includes a 
location computer that is in communication with the net 
worked devices and is connected to the Internet. The location 
computer includes a processor and is configured for commu 
nication with the server. The method is operable for any 
computing device that has access to the Internet, including 
wireless hand-held networked devices. 
0012. In another embodiment, a system is provided. The 
system includes a server connected to the Internet having 
code for enabling access to networked devices at a remote 
location using a networked computing device, the server is 
configured to receive user login data via the networked com 
puting device to identify a user and to provide access to the 
networked devices. The server is configured for receiving a 
status request via the networked computing device, to view 
status of one or more of the networked devices, the status 
including an update condition for at least one of the net 
worked devices. The server is configured for receiving a 
control request via the networked computing device, to oper 
ate one or more utility controls at the remote location. The 
utility controls include one or more of controls for a security 
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system, for viewing cameras at the remote location, for set 
ting temperature level for heating or cooling at least a region 
of the remote location, or for setting lighting of a selected 
room at the remote location. In this embodiment, the system 
includes a location computer at the remote location that is in 
communication with the networked devices and is connected 
to the Internet. The location computer includes a processor 
and is configured for communication with the server. 
0013. In another embodiment, a method is provided. The 
method includes providing, at a server connected to the Inter 
net, code for enabling access to networked devices at a remote 
location using a networked computing device, where the 
server includes a processor. The method includes receiving, at 
the server, user login data via the networked computing 
device to identify a user and to provide access to the net 
worked devices. The method also includes receiving a 
request, at the server from the networked computer, to (i) view 
status of one or more of the networked devices, the status 
including an update condition of at least one of the networked 
devices, and (ii) operate one or more utility controls for the 
network devices at the remote location. 

0014. In yet another embodiment, computer readable 
media having program instructions is provided. The com 
puter readable media includes program instructions for 
enabling Internet access to networked devices at a remote 
location using a networked computing device. Program 
instructions for receiving user login data via the networked 
computing device, to identify a user and to provide access to 
the networked devices. Program instructions for receiving a 
status request via the networked computing device, to view 
status of one or more of the networked devices. The status 
including an update condition for at least one of the net 
worked devices. Further included is program instructions for 
receiving a control request, via the networked computing 
device, to operate one or more utility controls at the remote 
location. The utility controls include one or more of controls 
for a security system, cameras at the remote location, setting 
temperature level for heating or cooling at least a region of the 
remote location, or setting lighting of a selected room at the 
remote location. And, program instructions for connecting 
the remote location to a location computer that is in commu 
nication with the networked devices and is connected to the 
Internet. 

0015. In still another embodiment, a method includes pro 
viding, at a server connected to the Internet, code for enabling 
access to the networked devices at a remote location via a 
networked computer. The method receiving user login data 
from the networked computer, at the server, to identify the 
user and to provide access to the networked devices. The 
method receives a request, from the networked computer, to 
view status of one or more of the networked devices. The 
status includes any update condition detected by any one of 
the networked devices. The method also enables operation of 
one or more utility controls at the remote location. The utility 
controls include one or more of controls for a security system, 
viewing cameras at the remote location, setting temperature 
of a selected room at the remote location, setting lighting of a 
selected room at the remote location. The remote location 
includes a computer that is connected to the networked 
devices and is connected to the Internet. The computer 
includes a processor and is configured for communication 
with the server. 

0016. The invention can be implemented in numerous 
ways, including as a computer System, an apparatus, a 
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method, and a computer readable media. Several embodi 
ments of the invention are discussed below. 
0017. As a method for obtaining, at a remote location, 
status information from a information appliance at a local 
location, an embodiment of the invention includes the opera 
tions of providing an information appliance capable of being 
controlled at a local location, the information appliance being 
electrically connected to a local computer, and the local com 
puter capable of being electrically connected to a network of 
computers; sending a status request from a remote computer 
to the local computer for status information on the control 
lable device, the remote computer capable of being electri 
cally connected to the network of computers; determining, by 
the local computer, the status information for the controllable 
device; electrically transmitting the determined status infor 
mation from the local computer to the remote computer, and 
displaying a graphical status screen on the remote computer, 
the status Screen including the determined status information. 
0018. As a method for remotely controlling home appli 
ances associated with a home over an Internet network, an 
embodiment of the invention includes the operations of: con 
necting the home appliances to a first processing unit located 
in the home, with the first processing unit capable of coupling 
to the Internet network; and communicating a control signal 
through a graphical user interface associated with a second 
processing unit that is remotely located from the first process 
ing unit and also capable of coupling to the Internet network. 
The control signal is directed to at least one of the home 
appliances via the Internet network. The control signal causes 
a change in an operating State of the at least one of the home 
appliances when received by the at least one of the home 
appliances. 
0019. Other aspects and advantages of the invention will 
become apparent from the following detailed description, 
taken in conjunction with the accompanying drawings, illus 
trating by way of example the principles of the invention. 

BRIEF DESCRIPTION OF THE DRAWINGS 

0020. The present invention will be readily understood by 
the following detailed description in conjunction with the 
accompanying drawings, wherein like reference numerals 
designate like structural elements, and in which: 
0021 FIG. 1 is a diagram of a system of interconnected 
computers according to an embodiment of the invention; 
0022 FIG. 2 is a schematic diagram of a representative 
embodiment of the internal layout of a home location accord 
ing to an embodiment of the invention; 
0023 FIG. 3 illustrates an arrangement of multiple cam 
eras according to an embodiment of the invention; 
0024 FIG. 4 is a schematic diagram of another represen 
tative embodiment of the internal layout of the home location 
in which multiple locations are monitored with a single cam 
era according to an embodiment of the invention; 
0025 FIG. 5A illustrates an arrangement of a single cam 
era and multiple fiber optic cables according to an embodi 
ment of the invention; 
0026 FIG. 5B is schematic diagram of a camera apparatus 
according to an embodiment of the invention; 
0027 FIG. 6 is a block diagram of a visual monitoring 
system according to an embodiment of the invention; 
0028 FIGS. 7A and 7B are diagrams illustrating a refer 
ence image and a current image according to an embodiment 
of the invention; 
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0029 FIG. 8 is a flow diagram of local image processing 
according to an embodiment of the invention; 
0030 FIG.9A is a flow diagram of local image processing 
according to another embodiment of the invention; 
0031 FIG.9B is a flow diagram of remote image process 
ing at a remote computer according to an embodiment of the 
invention; 
0032 FIG. 9C is a flow diagram of view processing at a 
remote computer according to an embodiment of the inven 
tion; 
0033 FIGS. 10A and 10B are flow diagrams of remote 
request processing according to an embodiment of the inven 
tion; 
0034 FIG. 11 is a flow diagram of local request processing 
according to an embodiment of the invention; 
0035 FIG. 12 is a flow diagram of local status processing 
according to an embodiment of the invention; 
0036 FIG. 13 is a flow diagram of local control processing 
according to an embodiment of the invention; 
0037 FIG. 14 is a graphical user interface (GUI) window 
for a remote computer according to an embodiment of the 
invention; 
0038 FIG. 15 is another GUI window for a remote com 
puter according to an embodiment of the invention; 
0039 FIG. 16 is a GUI window suitable for displaying on 
a remote computer screen according to an embodiment of the 
invention; and 
0040 FIG. 17 is a GUI window suitable for displaying on 
a remote computer Screen according to another embodiment 
of the invention. 

DETAILED DESCRIPTION OF THE INVENTION 

0041. The invention relates to improved techniques to 
remotely monitor locations, to detect activity, and to remotely 
monitor and control devices or appliances through a network. 
In one embodiment, the network is the Internet and the trans 
mission is facilitated by an Internet server or electronic mail. 
0042. The remote monitoring of locations is provided by 
efficiently transmitting images over the network to a remote 
machine located at a remote location. In one embodiment, the 
efficiency is facilitated by comparing a current image with a 
reference image, and then only transmitting the current image 
if it differs from the reference image by more than a prede 
termined threshold amount. The remote monitoring can also 
operate as an alarm system or provide intruder detection 
based on detected changes in images from a locally provided 
CaCa. 

0043. The remote monitoring and controlling of control 
lable devices is provided by sending control information to 
and receiving status information from information appliances 
over a network. A user is thus able to not only monitor the 
information appliances from a remote location, but also con 
trol the information appliances from the remote location. In 
another embodiment, the information appliances may include 
an electronic home control panel that is wired to various 
controllable devices (e.g., sprinkler system, water heating 
system, air conditioner system, etc.) throughout a home or 
building. The remote monitoring and control can be facili 
tated by graphical user interfaces. 
0044 Embodiments of the invention are discussed below 
with reference to FIGS. 1-17. However, those skilled in the art 
will readily appreciate that the detailed description given 
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herein with respect to these figures is for explanatory pur 
poses as the invention extends beyond these limited embodi 
mentS. 

0045 FIG. 1 is a diagram of a system 100 of intercon 
nected computers. The system 100 includes a home location 
102 where visual monitoring may occur from a remote loca 
tion. The home location 102 is typically a building or some 
other structure, and the visual monitoring is typically of an 
internal region of the building, the building's grounds, or 
other structure. The home location 102 couples to the Internet 
104 through a communications link 106. Accordingly, the 
home location 102 preferably includes an image controller 
that couples to the communications link 106 through a wired 
modem, wireless modem or cellular link. 
0046. The Internet 104 is a global network of intercon 
nected computers. A remote computer 108 also couples to the 
Internet through a communications link 110. The remote 
computer 108 is located at a location that is remote with 
respect to the home location 102. For example, the remote 
computer 108 mightbeat one's place of employment or might 
be a portable computer that travels with its user. The commu 
nications links 106, 110 can be implemented in a number of 
ways. For example, the communications link 106 can be 
implemented as a modem at the home location 102 that con 
nects through a telephone line to a modem of an Internet 
Service Provider (ISP) which in turn connects to the Internet 
104. In another embodiment, the communications links 106 
and 110 may be high speed coaxial lines (i.e., cable TV lines) 
that are Suited to transmit data, video and audio in a com 
pressed or uncompressed format. 
0047. The system 100 also includes a home monitor server 
112 that couples to the Internet 114 through a communica 
tions link 114. The home monitor server 112 preferably stores 
images for the home location 102 and a plurality of other like 
home locations. Persons wishing then to remotely view the 
images of their home location can access the home monitor 
server 112 via the Internet 104. In one embodiment, the 
communications link 114 is a high speed link Such as a T1 or 
T2 line. 
0048. The system 100 may also include an ISP 116 that 
couples to the Internet 118 to provide wireless access to the 
Internet 104. The ISP 116 includes an antenna 120 that trans 
mits and receives radio signals to and from a wireless com 
puter 122 having an antenna 124, thus providing a wireless 
link 126. Hence, the user of the wireless computer 122 is also 
able to access the home monitor server 112 to remotely view 
the images of their home via the wireless link 126, the ISP 
116, the communication link 118 and the Internet 104. 
0049 FIG. 2 is a schematic diagram 200 of a representa 
tive embodiment of the internal layout of the home location 
102. The schematic diagram 200 depicts rooms 202, 204, 206 
and 208, windows 210 and 212, and doors 214, 216, 217 and 
218. The window 210 is in the room 204, and the window 212 
is in the room 208. The door 214 is an external door, and the 
doors 216, 217 and 218 are internal doors. 
0050. The schematic diagram 200 also depicts an image 
controller 220 and a camera 222. The camera 222 is coupled 
to the image controller 220, and the image controller 220 is 
coupled to the Internet 104 via a line 224 (e.g., phone line, 
coaxial cable line, etc.). The line 224 serves as part of the 
communication link 106. The camera 222 is depicted as being 
positioned in the room 206 and being directed at the door 218. 
Hence, the image obtained by the camera 222 is primarily an 
area in front of the door 218. However, the camera 222 may be 
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panned, Zoomed, tilted or otherwise controlled by the remote 
user to view other areas of the room based on the remote 
user's viewing preference. 
0051. In general, the camera 222 can be directed at any 
internal region in the home location 102. There may also be a 
multiple of cameras positioned throughout the home location 
102. 

0052 FIG. 3 illustrates an arrangement 300 of multiple 
cameras. In particular, the arrangement 300 includes a first 
video camera (VC1) 302, a second video camera (VC2)304, 
and a third video camera (VC3)306. The first video camera 
(VC1) is directed at a window 308, the second video camera 
is directed at a room 310, and the third video camera (VC3) is 
directed at a door 312. Each of the video cameras 302,304 
and 306 is coupled to the image controller 220 which in turn 
couples to the Internet 104 via the line 224. The image con 
troller 220 is this able to provide images from each of the 
cameras 302,304 and 306 over the Internet 104. The image 
controller 220 can operate in a variety of ways. Specifically, 
the image controller 220 can operate to forward one or more 
images from one of the cameras 302, 304 and 306 to the 
Internet 104, or the image controller 220 can multiplex the 
images from the cameras 302,304 and 306 and then forward 
them to the Internet 104. In either case, preferably, the images 
are forwarded to the home monitor server 112 which facili 
tates viewing of the images through the Internet 104. 
0053 FIG. 4 is a schematic diagram 400 of another rep 
resentative embodiment of the internal layout of the home 
location 102 in which multiple locations are monitored with a 
single camera. Like the schematic diagram 200 in FIG. 2, the 
schematic diagram 400 depicts rooms 202, 204, 206 and 208, 
windows 210 and 212, and doors 214, 216, 217 and 218. The 
schematic diagram 400 also depicts the image controller 220 
and a camera apparatus 402. The camera apparatus 402 is 
coupled to the image controller 220 over a wire or cable 404, 
and the image controller 220 is coupled to the Internet 104 via 
the line 224 (e.g., phone line, coaxial cable line, etc.). As 
mentioned above, the line 224 serves as part of the commu 
nication link 106. The camera apparatus 402 is depicted as 
being positioned in the room 206 and operating to Support 
acquisition of a plurality of images. In particular, the camera 
apparatus 402 optically couples to optical cables 406-412 
(e.g., fiber optic lines) so as to alternatively retrieve an image 
from different locations in response to a remote user's com 
mand. The optical cable 406 is used in obtaining an image of 
the room 206, the optical cable 408 is used in obtaining an 
image of the room 208, the optical cable 410 is used in 
obtaining an image of the room 202, and the optical cable 412 
is used in obtaining an image of the room 208. Although the 
location illustrated in FIG. 4 are internal to the home location 
102, the one or more of the images could also correspond to 
external locations of the home location 102. 
0054 FIG. 5A illustrates an arrangement 500 of a single 
camera and multiple fiber optic cables. In particular, the 
arrangement 500 includes a first fiber optic cable (FB1) 502, 
a second fiber optic cable (FB2) 504, and a third fiber optic 
cable (FB3) 506. The first fiber optic cable (FB1) 502 is 
directed at a window 508, the second fiber optic cable (FB2) 
504 is directed at a room 510, and the third fiber optic cable 
(FB3) is directed at a door 512. Each of the fiber optic cables 
502-506 is coupled to a camera apparatus 514 that services 
each of the fiber optic cables 502-506. In one embodiment, 
the camera apparatus 514 may include a single camera that 
may be selectively coupled (e.g., by a remote user by way of 
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the Internet 104) to any one of the fiber optic cables 502-506 
at any given point in time. The camera apparatus 514 thus 
produces images from each of the fiber optic cables 502-506. 
Additionally, the camera apparatus 514 is connected to the 
image controller 220 which in turn couples to the Internet 104 
via the line 224. The image controller 220 is thus able to 
provide images from the camera apparatus 514 over the Inter 
net 104. 

0055 FIG. 5B is schematic diagram of a camera apparatus 
550 according to an embodiment of the invention. The camera 
apparatus 550 is suitable for a variety of implementations, 
including the camera apparatus 402 of FIG. 4 and the camera 
apparatus 514 of FIG. 5A. For ease of understanding, the 
camera apparatus 550 is discussed with reference to its use as 
the camera apparatus 402 of FIG. 4. In this embodiment, the 
camera apparatus 550 includes a camera 552 that rotates 
within the camera apparatus 550 so as to couple to different 
fiber optic cables and thus acquire a plurality of images. In 
this embodiment, the image may be in the form of a still image 
(e.g., JPEG), or in the form of a plurality of frames that are 
either compressed (e.g., MPEG) or uncompressed. The cam 
era apparatus 550 also includes optical interfaces 554-560 for 
optically coupling a fiber optic cable to the camera 552. 
Specifically, when the camera 552 is directed at the optical 
interface 554, the camera 552 is optically coupled to the fiber 
optic cable 406, and thus acquires an image of the room 206. 
Likewise, when the camera 552 is directed at the optical 
interface 556, the camera 552 is optically coupled to the fiber 
optic cable 408 and acquires an image of the room 204; when 
the camera 552 is directed at the optical interface 558, the 
camera 552 is optically coupled to the fiber optic cable 410 
and acquires an image of the room 202; and when the camera 
552 is directed at the optical interface 560, the camera 552 is 
optically coupled to the fiber optic cable 412 and acquires an 
image of the room 208. The rotation of the camera 552 allows 
the camera 552 to couple to different ones of the optical 
interfaces 554-560. The rotation of the camera 552 can be 
controlled in a number of ways so as to acquire the images in 
various sequences, resolutions, and timings. In general, the 
camera apparatus 550 is controlled by the image controller 
220. 

0056 FIG. 6 is a block diagram of a visual monitoring 
system 600 according to an embodiment of the invention. The 
visual monitoring system 600 is, for example, provided 
within the home location 102 to monitor one or more areas at 
the home location 102. 

0057 The visual monitoring system 600 includes an 
image controller 602 and one or more cameras 604. The 
camera(s) 604 produce images of the areas being monitored. 
The image controller 602 receives the images from the cam 
era(s) 604 and controls the transmission of images to facilitate 
remote viewing of the images. The images are transmitted 
over a link 606 that couples the image controller 602 directly 
or indirectly to the Internet 104. For example, the link 606, 
which couples the image controller 602 to the Internet 104, 
may operate in conjunction with a modem that couples to a 
phone line or wireless modem for dial-up access to the Inter 
net 104 via an Internet Service Provider (ISP). 
0058. The image controller 602 includes a buffer 608 that 
receives and stores the images from the camera(s) 604. A 
reference image storage 610 Stores one or more reference 
images. In general, the reference image storage 610 stores a 
reference image for each of the cameras (or areas monitored 
by the camera(s)). Hereafter, for ease of understanding, it is 
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assume that there is a single camera which monitors a single 
area. A comparison unit 612 compares the reference image 
from the reference image storage 610 with the current image 
from the buffer 608 to produce a comparison result. 
0059. The comparison result is forwarded to an image 
transmission unit 614 and a notification unit 616. The image 
transmission unit 614 operates to transmit the current image 
from the buffer 608 to the Internet 104 through the link 606 
when the comparison result indicates an update condition. 
Also, with the camera(s) 604 optionally including motion 
detectors 617 proximately located or integral thereto, the 
motion detectors 617 can also provide an indication of an 
update condition to the notification unit 616. On the other 
hand, the image transmission unit 614 operates to prevent the 
transmission of the current image from the buffer 608 to the 
Internet 104 when the comparison result does not indicate an 
update condition. Consequently, the image controller 602 is 
efficiently using the bandwidth of the communication con 
nection to the Internet 104 because the current image is not 
transmitted unless the update condition has been detected. 
0060. The notification unit 616 is provided to notify an 
interested person of the update condition. There are a variety 
of ways the notification unit 616 cannotify the interested user, 
namely, telephone, cellular phone, pager, electronic mail (i.e., 
e-mail), facsimile, etc. In one embodiment, the image can be 
transmitted as a file transfer over the Internet 104 and the 
interested person can be notified by pager. In another embodi 
ment, the image can be transmitted to a hosting Internet 
server, and the interested user is then able to view the image 
by accessing the Internet server via a web browser application 
program executing on a computer (e.g., remotely located 
computer). In still another embodiment, the transmission of 
the image and its notification for the interested user can both 
be performed by sending an electronic mail message to the 
interested person, where the electronic mail message includes 
a textual, visual or audio notification and may have the image 
being transmitted as an attachment to the electronic mail 
message. The attached image is thereafter able to be remotely 
viewed by the interested user by a variety of approaches. One 
approach is for the attached image to be launchable (auto 
matically or manually) into a viewer. Another approach is for 
the interested user to start an application program which is 
able to display the image(s). Still another approach is for the 
computer system to display the image(s). Yet another 
approach is for the computer system receiving the electronic 
mail message to automatically display the incoming image on 
the display screen (e.g., within a window, border or screen 
saver of the display screen). In one embodiment, once the 
image is displayed, the user may chose to view the image in a 
number of formats, including, as a still JPEG picture, or a 
plurality of moving MPEG pictures. Of course, if the user 
desires only a quick view, the still picture may be selected 
through a graphical user interface control panel. 
0061 The visual monitoring system 600 may also include 
an alarm system 618. The alarm system 618 is an independent 
system that Supplies an alarm signal to the image controller 
602 when the alarm is activated (“tripped'). The image trans 
mission unit 614 of the image controller 602 may make use of 
the alarm signal in determining whether to transmit the cur 
rent image. The notification unit 616 of the image controller 
602 may also utilize the alarm signal in determining whether 
to notify an interested person. In one embodiment, the image 
transmission unit 614 can operate to avoid transmission of 
images until the presence of the alarm signal, which advan 
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tageously reduces demands on bandwidth utilization. In 
another embodiment, the images could be transmitted in 
accordance with the update condition without regard for the 
alarm signal so as to facilitate continuous remote viewing. 
0062. The image controller 602 can be implemented in a 
number of different ways. For example, the image controller 
602 may be implemented by a general purpose computer. 
Alternatively, the image controller 602 could be implemented 
by dedicated special purpose hardware. For example, when 
the image controller 602 is implemented as special purpose 
hardware, a home touch screen may be mounted on a wall to 
allow, for example, a home owner to selectively enable or 
disable monitoring of selected rooms when the home owner is 
at home. 

0063 FIGS. 7A and 7B are diagrams illustrating a refer 
ence image 702 and a current image 704. The current image 
704 contains a image of an intruder 706, whereas the refer 
ence image 702 does not. The comparison of the reference 
image 702 to the current image 704 can be performed in a 
number of ways. One way to compare the images is to com 
pare intensity and/or color information of corresponding pix 
els. The number of pixels that differ by more than a minimal 
amount are deemed changed. Then, the total number of the 
changed pixels is compared against a predetermined thresh 
old. When the total number of the changed pixels exceeds the 
predetermined amount, the update condition is present; oth 
erwise, the update condition is not present. Another approach 
could superimpose an imaginary grid 708, 710 over the image 
and then produce an average intensity and/or color for each 
grid. Then, any of the grids having an average that differs by 
more than a threshold amount would cause the update condi 
tion to be present. 
0064 FIG. 8 is a flow diagram of local image processing 
800 according to an embodiment of the invention. The local 
image processing 800 is, for example, performed by the 
image controller 220. 
0065. Initially, the local image processing 800 determines 
802 whether an image has been received. More particularly, 
the image controller 220 determines whether an image has 
been received from the camera 222. Next, the image received 
is stored 804. The image received can be stored in any data 
storage device internal to or coupled to the image controller 
220 or a computer implementing the image controller. A 
decision block 806 then determines whether an update con 
dition is present. When the update condition is present, the 
image received is electronically transmitted 808 to a remote 
computer. The local image processing 800 then determines 
810 whether notification has been requested. If it is deter 
mined that notification has been requested, then notification is 
provided 812 to an interested person. Following the decision 
block 810 directly when no notification is requested and 
following block 812 when notification has been requested, 
the local image processing 800 is complete and ends. Further, 
when the decision block 806 determines that the update con 
dition is not present, then the local image processing 800 
thereafter ends by bypassing blocks 808-812. 
0.066 FIG.9A is a flow diagram of local image processing 
900 according to another embodiment of the invention. The 
local image processing 900 begins with a decision block 902 
that determines whether the camera is active. If the camera is 
not active, then the local image processing 900 is complete 
and ends. On the other hand, when the camera is active, the 
local image processing 900 continues. 
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0067. The local image processing 900 receives 904 an 
image from the camera. Then, the retrieved image is com 
pared 906 with a reference image. Next, a decision block 908 
determines whether the retrieved image is substantially dif 
ferent from the reference image. When the retrieved image is 
determined to be substantially different from the reference 
image, the retrieved image is compressed 910. Thereafter, the 
compressed retrieved image is electronically transmitted 912 
to a computer at a remote location. A decision block 914 then 
determines whether notification has been requested. Here, in 
one embodiment, the notification may be requested by the 
operator of a local computer at the home location 102. When 
the decision block 914 determines that notification has been 
requested, then notification is provided 916 to a remote user. 
On the other hand, the block 916 is bypassed when notifica 
tion is not requested. 
0068. Following block 916, following the decision block 
914 when notification is not requested, and following deci 
sion block 908 when the images are not substantially differ 
ent, the local image processing 900 returns to repeat block 
902 and subsequent blocks for additional images being 
retrieved from the camera. 
0069 FIG.9B is a flow diagram of remote image process 
ing 920 at a remote computer. The remote image processing 
920 is preferably performed by a remote computer, such as 
the computer 108, the home monitor server 112 or the wire 
less computer 122 illustrated in FIG.1. As a further example, 
the wireless computer 122 may be hand held personal com 
puter or organizer having a wireless modem link or cellular 
modem link. 
0070 The remote image processing 920 begins with a 
decision block 922 that determines whether a transmitted 
image has been received at the remote computer. When the 
decision block 922 determines that the transmitted image has 
not yet been received, then the remote image processing 920 
waits until the reception of Such image. Once the decision 
block 922 determines that the transmitted image has been 
received, then the remote image processing 920 continues. 
0071. The received transmitted image is stored 924 to data 
storage provided by the remote computer. Next, decision 
block 926 determines whether notification has been 
requested. Here, the notification is requested by the user of the 
remote computer in most cases, though others could also 
request the notification. If the decision block 926 determines 
that notification has been requested, then notification is pro 
vided 928 in the manner requested. Following the block 928 
as well as following the decision block 926 when no notifi 
cation is requested, the remote image processing 920 is com 
plete and ends. 
0072 FIG.9C is a flow diagram of view processing 940 at 
a remote computer. The remote computer as was the case in 
FIG. 8B, can be the computer 108, the home monitor server 
112 or the wireless computer 122. The remote computer 
performing the view processing 940 need not be the same 
remote computer performing the remote image processing 
920. 

0073. The view processing 940 begins with a decision 
block 942 that determines whether a view request has been 
received. Typically, the view request is generated manually 
by a user of the remote computer or automatically such as by 
the remote image processing. If the decision block 942 deter 
mines that a view request has not yet been received, then the 
view processing 940 waits until the reception of such a 
request. Once the decision block 942 determines that a view 
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request has been received, the view processing 940 continues. 
The view processing 940 then selects 944 image(s) to be 
viewed 944. Here, the user is able to preferably select one or 
more images to be concurrently viewed on a display device. 
Next, the selected image(s) are decompressed 946. In this 
embodiment, we assume that the images were initially stored 
in a compressed format. Ofcourse, if the images are not being 
stored in a compressed form, there would be no need for 
decompression. The selected images are then displayed 948 
on a display device. Following block948, the view processing 
940 is complete and ends. 
0074. In yet another embodiment of the invention, the 
remote monitoring of locations (e.g., a home, business, hos 
pital room, daycare facility) can not only provide efficient 
bandwidth utilization as noted above but also intelligent cam 
era positioning or selection. For example, if the schematic 
diagram 400 illustrated in FIG. 4 where to represent the 
internal layout of a location that provides daycare services, 
then the various areas (e.g., rooms but could also include 
external areas such as a playground area) could be monitored 
with a single camera. Alternatively, the various areas could be 
monitored using a plurality of cameras. The intelligent cam 
era positioning or selection thus allows a remote viewer to 
rapidly identify the particular one or more of the various areas 
being monitored that they desire to view using the images 
from the associated cameras. The intelligent selection will be 
described with reference to an example where the location is 
a daycare facility and a parent desires to remotely monitor 
their child's activities, behavior and treatment. With this 
example, then the parent remotely desiring to monitor their 
child has difficulty determining which the one or more cam 
eras that depict their child at any given point in time because 
the child tends to move about at the daycare facility and thus 
frequently leaves the images of some cameras and comes into 
images of other cameras. It is therefore a time consuming task 
for a parent to constantly have to search for the appropriate 
camera that is capturing the images of their child. The intel 
ligent camera selection offered by one aspect of the invention 
eliminates this burden from the parent by automatically deter 
mining an appropriate camera for a particular remote viewer 
(e.g., parent). 
0075. There are several ways to provide intelligent camera 
selection. One way is to have the remote viewer initially 
identify their child, then the monitoring system tracks the 
identified child about the location and automatically select 
the most appropriate view for the remote viewer to watch. The 
tracking could be performed by requiring the children at the 
location to wear different colors, and then the monitoring 
system is able to track the children by color. Another way to 
perform the tracking is to have the children carry radio trans 
mitters with distinctive frequencies or data identifiers, and for 
the monitoring system to include one or more receivers to 
locate the most appropriate camera based on the strength of 
the signals or be a triangulation technique. The transmitters 
can be small low power devices than transmit a short burst of 
information every so often (e.g., every 1-5 minutes). Still 
another way is for the children to include Global Positioning 
System devices to location their global position, and then 
transmitting data (by any of a variety of ways) of their global 
position to the monitoring system which then in turn identi 
fies the most appropriate camera view for an identified child. 
The remote viewer would normally still be allowed to manu 
ally select an area or view to monitor if so desired. Besides 
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monitoring children, the monitoring system can also be used 
to track other individuals or animals in similar ways. 
0076. In the above-described embodiments, images were 
obtained from cameras and transmitted. These images can 
refer to still camera images, video images, and the like. The 
format of the images can also take many form, namely JPEG, 
PICT, TIF, MPEG, etc. Still further, audio information may 
also be provided to the remote viewer apart or together with 
the images. 
0077. The notifications provided to a remote user or inter 
ested person can be achieved in a variety of ways. For 
example, the notification can be by telephone (wired or cel 
lular), paging, electronic mail, or Internet notifications. The 
telephone notification can play a message, the pager can 
display a message, and the electronic mail message can con 
tain a text, audio and/or visual message. The Internet notifi 
cations can use “push” technology to notify or forward 
images to a remote user or interested person. “Push” technol 
ogy is, for example, described in PC Magazine, Vol. 16, no. 
11, pp. 156-180 (1997) which is hereby incorporated by ref 
CCC. 

0078. The invention also relates to remote monitoring and 
controlling of devices or appliances. The information appli 
ances are located in, for example, the home location 102, and 
the remote monitoring is facilitated by the Internet 104 such 
that a remote user at a remote computeris able to both monitor 
and control information appliances at the home location 102 
using the Internet 104. The processing carried out at the local 
machine and the remote machine are described below for 
embodiments of the invention. 

0079 FIGS. 10A and 10B are flow diagrams of remote 
request processing 1000 according to an embodiment of the 
invention. The remote request processing 1000 begins by 
displaying 1002 a status request form on a display for the 
remote computer. Next, the user of the remote computer 
completes 1004 the status request form so as to indicate the 
particular information appliances for which status informa 
tion is desired. For example, the user may request status 
information for an alarm system, VCR, digital TV program 
ming or other home entertainment controls, home utilities 
including lighting, heating, cooling, sprinkler system, and the 
like. The completed status request form is then sent 1006 to a 
local computer. 
0080 Next, a decision block 1008 determines whether a 
reply message has been received from the local computer in 
response to the completed Status request form. If the reply 
message has not been received, the remote request processing 
1000 awaits its receipt. Once the reply message has been 
received, the remote request processing 1000 continues. 
0081. When the remote request processing 1000 contin 
ues, the reply message is parsed 1010 for the status informa 
tion. Next, the status information form is displayed 1012 at 
the remote computer. In this embodiment, the status informa 
tion is presented to the user at the remote computer in the 
status information form that is displayed at the remote com 
puter. Preferably, the status information form is a window of 
a graphical user interface that displays the status information 
for the various information appliances in a manner that is 
easily understood by the user. Next, a decision block 1014 
determines whether control is requested. Here, the remote 
request processing 1000 determines whether the user also 
desires to control one or more of the information appliances 
associated with the system. If the remote user does not wish to 
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control any of the information appliances, the remote request 
processing is complete and ends. 
0082. On the other hand, when the remote user does wish 
to control one or more information appliances, the remote 
request processing continues. In this regard, the control 
request form is then displayed 1016 at the remote computer. 
Next, the user completes 1018 the control request form. Here, 
the user completes the control request form so as to indicate 
the actions the user desires for particular information appli 
ances. For example, the user may request the control to adjust 
the temperature control to 60 degrees F., or turn-on certain 
lights, or reset the VCR or digital TV for recording certain 
channels. The completed control request form is then sent 
1020 to the local computer. Next, a decision block 1022 
determines whether a confirmation has been received from 
the local computer. If a confirmation has not yet been 
received, the remote request processing 1000 awaits its recep 
tion. If the confirmation is not received in a predetermined 
amount of time, the remote request processing 1000 could 
operate to notify the remote user that the control requested for 
the particular information appliance has not been confirmed. 
In any event, when confirmation is received, the remote 
request processing 1000 is complete and ends. 
I0083. In other embodiments of the remote request pro 
cessing 100, the confirmation may be eliminated or bypassed 
by a user. Also the confirmation can be of different types, for 
example, confirm its transmission, confirm its receipt, con 
firm that the information appliance understands the requests, 
or confirm that the information appliance has complied with 
the request. 
I0084 FIG. 11 is a flow diagram of local request processing 
1100 according to an embodiment of the invention. The local 
request processing 1100 is for example performed by a com 
puter at the home location 102. The local request processing 
1100 begins with a decision block 1102 that determines 
whether a status request has been received. If a status request 
has been received at the local computer, local status process 
ing is performed 1104. The local status processing is 
described in detail below with respect to FIG. 12. On the other 
hand, if the decision block 1102 determines that a status 
request has not been received, or following the performance 
of the local status processing 1104 when a status request has 
been received, a decision block 1106 determines whether a 
control request has been received. If a control request has 
been received, local control processing is performed 1108. 
The local control processing is described in detail below with 
respect to FIG. 13. On the other hand, if a control request has 
not been received, or following the local control processing 
when a control request has been received, the local request 
processing 1100 is complete and ends. 
I0085 FIG. 12 is a flow diagram of local status processing 
1200 according to an embodiment of the invention. The local 
status processing 1200 is, for example, performed by the 
block 1104 in FIG. 11. 

I0086. The local status processing 1200 initially parses 
1202 the status request to identify requested status informa 
tion. The requested Status information identifies the particular 
status information that the remote user is requesting. Then, 
the requested status information is retrieved 1204 from data 
storage to the extent available. The data storage, for example, 
could be the data memory storage associated with the local 
computer. In some embodiments, the local computer may 
periodically poll or otherwise track the status of certain infor 
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mation appliances and maintains such information in data 
storage (e.g., disk drive or main memory). 
0087 Next, a decision block 1206 determines whether 
additional information is needed. In other words, the decision 
block 1206 determines whether additional information is 
needed after the local status processing 1200 has attempted to 
retrieve the requested status information from the data stor 
age. If additional information is still needed, information 
appliances are polled 1208 as needed to obtain the additional 
information needed. On the other hand, if the decision block 
1206 determines that additional information is not needed, 
the block 1208 is bypassed. Next, a reply message is formu 
lated 1210. The reply message is then sent 1212 to the remote 
computer. Following block 1212, the local status processing 
1200 is complete and ends. 
0088 FIG. 13 is a flow diagram of local control processing 
1300 according to an embodiment of the invention. The local 
control processing 1300 is, for example, the processing per 
formed by the block 1108 in FIG. 11. 
0089. The local control processing 1300 initially parses 
1302 the control request to identify the one or more informa 
tion appliances to be controlled as well as control actions for 
each of the information appliances to be controlled. For 
example, the information appliance being controlled might be 
an air conditioning unit, and the control action might be to 
cool the home to 65 degrees F. In another example, the infor 
mation is a VCR or digital TV and the control actions can be 
to record channel 7 from 8:00 to 10:00 p.m. on a VCR tape or 
a digital TV buffer. In yet another example, the information 
appliance is a view monitoring system and the control action 
could be to turn-on. 

0090 Next, one of the identified information appliances to 
be controlled is selected 1304. Then, control signals to stimu 
late the selected information appliance to carry out the 
requested control actions are formulated 1306. The control 
signals are then sent 1308 to the selected information appli 
ance. The manner with which the control signals are sent 1308 
can vary from appliance to appliance, and might include light 
beams (infrared light, ultraviolet light), radio waves, or elec 
trically conductive wires. Next, a decision block 1310 deter 
mines whether there are more information appliances are to 
be controlled. If the control request identifies other informa 
tion appliances to be controlled, then the decision block 1310 
causes the local control processing 1300 to return to repeat 
blocks 1304 through 1310 for another of the information 
appliances identified by the control request. On the other 
hand, when the decision block 1310 determines that all the 
identified information appliances to be controlled have been 
processed, then the local control processing 1300 is complete 
and ends. 

0091 FIG. 14 is a graphical user interface (GUI) window 
1400 for a remote computer according to an embodiment of 
the invention. In particular, the GUI window 1400 is suitable 
for implementing the displaying of the images at a remote 
location via the view processing 940. The GUI window 1400 
is a representative window for a camera Surveillance system 
for a home. The GUI window 1400 illustrates program view 
ing settings 1402 which operate to select the location within 
the home that the user of the remote computer desires to view 
remotely. The GUI window 1400 also includes a viewing 
window 1404 that displays the image(s) of the selected loca 
tion. If the images available are video images (e.g., MPEG) or 
if a series of still images (e.g., JPEG) are present, then a stop 
button 1406, a play button 1408, a rewind button 1410 and a 
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fast forward button 1412 can be used to view different images 
in a VCR like manner. Further yet, the GUI window 1400 may 
include a pair of panning control icons 1416, and a pair of 
tilting control icons 1418 for real-time control of the camera 
from a remotely networked computer. In addition, the user 
may modify the size of the viewing window 1404 by simply 
dragging out a corner of the viewing window 1404. Although 
only one room is shown being viewed at one time, the GUI 
window 1400 may be modified to display multiple rooms or 
locations on one screen. 

0092 FIG. 15 is another GUI window 1500 for a remote 
computer according to an embodiment of the invention. In 
particular, the GUI window 1500 is suitable for implementing 
the displaying of the images at a remote location via the 
remote request processing 1000. The GUI window 1500 is a 
representative window for an appliance monitoring and con 
trol system for a home. Here, the GUI window 1500 can 
display either the status information form (1012) or the con 
trol request form (1016) for devices or appliances in a home, 
including home security, home utilities, and home entertain 
ment. Although not illustrated in FIG. 15, the GUI window 
1500 can further include an area facilitating a user's selection 
of notification request options, thus allowing the user to easily 
alter the type and frequency of notification received from a 
remote location. 
0093 Turning first to the home security section of the GUI 
window 1500, the remote user is able to turn on or off the 
home cam (i.e., camera apparatus 402 of FIG. 4) from a 
remotely networked computer system. By way of example, if 
the home owner switches off the home cam when at home, 
and then later desires to switch the home cam back on 
remotely while on a business trip, the user may log on to the 
Internet 104 and access GUI window 1500 through a browser. 
Once the home cam is on, the home owner may desire wish to 
view video clips of a security breach that may have occurred 
in the living room. To view the security breach, the user may 
simply click on the “view security breach' icon which links 
the home owner to a GUI window 1600 of FIG. 16 below. 

0094. In the middle section of GUI window 1500, the 
home owner may be provided with a variety of utility con 
trols. The utility controls may include controls for tempera 
ture of selected rooms, lighting of selected rooms, and water 
ing of gardens for selected periods of time. In the rightmost 
portion of GUI window 1500 is a home entertainment control 
panel. This control panel may be linked to one or more VCRs 
or a digital TV having an internal buffer for digitally storing 
broadcast shows, news clips, or movies from a remote loca 
tion. In one embodiment, the buffer may be partitioned into 
multiple segments that may be re-written continuously for a 
selected channel after a predetermined period of time lapses 
(i.e., depending on buffer sizes). By way of example, if the 
home owner forgets to set the VCR or digital TV to record 
day-time programs before going to work, the home owner 
may simply log onto the Internet, enter a password to access 
the custom GUI window 1500 for the homeowner, and then 
program the desired viewing channels, recording times, and 
dates. 

(0095 FIG. 16 is a GUI window 1600 suitable for display 
ing on a remote computer screen according to an embodiment 
of the invention. The GUI window 1600, for example, indi 
cates to a remotely located interested person an alarm condi 
tion of a home location. In particular, the GUI window 1600 
includes a security system status area 1602 that displays the 
status of various devices of an alarm system, including door 
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sensors, motion sensors, cameras, and Switches. The GUI 
window 1600 also includes an image viewer 1604 for dis 
playing an image or series of images. In the GUI window 
1600 illustrated, the living room motion sensor and the living 
room camera both indicate that they have caused an alarm 
condition. In one embodiment, the image viewer 1604 can 
automatically display the most appropriate images with 
respect to the alarm condition, e.g., the living room, and/or 
could allow the user to select an image from a list of available 
images. The alarm condition caused the alarm system to 
forward this status information and/or image to a user of a 
remote computer in the various ways previously described. 
0096 FIG. 17 is a GUI window 1700 suitable for display 
ing on a remote computer screen according to another 
embodiment of the invention. The GUI window 1700, for 
example, indicates to a remotely located interested person 
patient information Such as for a patient in a hospital or 
nursing home. The GUI window 1700 includes a patient 
status information area 1702 that displays the status of vari 
ous patient monitoring equipment, patient vitals, and care 
provided to patient (e.g., meals, bathing, etc.). The patient 
status area 1702 also illustrates patient selection details for 
the remote user to specify the hospital (nursing home), room 
(or patient) and a password so as to Verify that the remote user 
has access privileged to view the particular room (and 
patient). Of course, the patient selection details could be 
provided in an earlier screen to the remote user So as to 
provide more screen area for actual patent information. The 
GUI window 1700 also includes an image viewer 1704 for 
displaying an image or series of images. In the GUI window 
1700 illustrated, the image is of a bed that is typically pro 
vided in a room of a hospital or nursing home. A control panel 
1706 enables the remote user to start, stop, fast forward, 
rewind, and pause a video clip, or change still images being 
displayed in the image viewer 1704. Note that the image 
displayed in the image viewer 1704 indicates another camera 
(CAM 1) in the back area of the room. The control panel 
would allow the remote user to select the images from the 
CAM1 for display in the viewer window 1704. 
0097. Further, the GUI window 1708 may further include 
a camera (CAM) control panel 1708 that enables the remote 
user to control the camera positioning in the room from 
remote location so as to obtain the view within the room 
desired. Additionally, the remote computer displaying the 
GUI window 1700 could also provide alerts (e.g., notifica 
tions) to the remote user. The alerts would be electronically 
transmitted and these alerts could then be obtained remotely 
by the remote user and perhaps displayed on the remote 
computer similar to that illustrated in FIG. 16 with respect to 
an alarm system. Other types of notifications such as dis 
cussed above for other embodiments are also possible. 
0098. Although the above discussion primarily concern 
ing monitoring pertains to visual monitoring, the above-de 
scribed embodiments can also provide audio monitoring 
together with the video monitoring. In the case, were the 
monitoring stores a video clip (e.g., JPEG), then the audio can 
be part of the video clip. Even with still images, audio from 
the monitored location can also be transmitted to the inter 
mediate server computer or to a user's remote computer. The 
audio can be sent in a streaming fashion for a real-time audio 
effect, or can be sent periodically, or can be send when an 
alarm or update condition is detected. The amount of audio 
saved and/or transmitted can be reduced by saving or trans 
mitting audio data pertaining to alarm or update conditions. 
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For example, the system could start to save and/or transmit 
audio data occurring just before the alarm or update condition 
and then continue up until Some time after the alarm or update 
condition. 
0099. Also, although much of the discussion above dealt 
with one-way monitoring, detecting or controlling, the moni 
toring, detecting and controlling can also be provided in a 
two-way manner. With a two-way configuration, visual (and 
perhaps audio) can be made available to user's at the local 
location and the remote location. For example, with respect to 
FIG. 17, a patient can not only see but also speak with the 
remote user and vice versa. As another example, a person or 
animal at a home location being monitored can communicate 
(e.g., see and/or hear) with the remote user. The communica 
tions had can also be in nearly real-time. 
0100. The invention can also be embodied as computer 
readable code on a computer readable medium. The computer 
readable medium is any data storage device that can store data 
which can be thereafter be read by a computer system. 
Examples of the computer readable medium include read 
only memory, random-access memory, CD-ROMs, magnetic 
tape, optical data storage devices, and networks. In the case of 
networks, computer readable medium includes a wired or 
wireless link over which the computer readable code is trans 
mitted with electrical signals. The computer readable code 
can also be distributed over network coupled computer sys 
tems so that the computer readable code is stored and 
executed in a distributed fashion. 
0101 The many features and advantages of the present 
invention are apparent from the written description, and thus, 
it is intended by the appended claims to coverall such features 
and advantages of the invention. Further, since numerous 
modifications and changes will readily occur to those skilled 
in the art, it is not desired to limit the invention to the exact 
construction and operation as illustrated and described. 
Hence, all Suitable modifications and equivalents may be 
resorted to as falling within the scope of the invention. 

What is claimed is: 
1. A method, comprising: 
providing, at a server connected to the Internet, code for 

enabling access to networked devices at a remote loca 
tion using a networked computing device; 

receiving, at the server, user login data via the networked 
computing device, to identify a user and to provide 
access to the networked devices; 

the method enabling, 
receiving a status request at the server, via the networked 

computing device, to view status of one or more of the 
networked devices, the status including an update 
condition for at least one of the networked devices; 
and 

receiving a control request at the server, via the net 
worked computing device, to operate one or more 
utility controls at the remote location, the utility con 
trols including one or more of controls for accessing a 
security system, accessing cameras at the remote 
location, setting temperature level for heating or cool 
ing for at least a region of the remote location, or 
setting lighting of a selected region of the remote 
location, 

the remote location includes a location computer that is in 
communication with the networked devices and is con 
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nected to the Internet, the location computer including a 
processor and is configured for communication with the 
SeVe. 

2. The method of claim 1, wherein the networked comput 
ing device is a hand-held personal computer that connects to 
the Internet via a wireless link. 

3. The method of claim 1, further comprising, 
sending a notification regarding the update condition, the 

notification being provided in away selected from one of 
a telephone call, a pager signal, an electronic mail, a 
cellular phone, text message, a video notification, an 
audio notification, a push notification, or through an 
application. 

4. The method of claim 1, wherein the notification is sent to 
the hand-held personal computer via the wireless link or to a 
computer connected to the Internet. 

5. A system, comprising: 
a server connected to the Internet having code for enabling 

access to networked devices at a remote location using a 
networked computing device, the server configured to 
receive user login data via the networked computing 
device to identify a user and to provide access to the 
networked devices; 
the server configured for receiving a status request via 

the networked computing device, to view status of one 
or more of the networked devices, the status including 
an update condition for at least one of the networked 
devices; 

the server configured for receiving a control request via 
the networked computing device, to operate one or 
more utility controls at the remote location, the utility 
controls including one or more of controls for a secu 
rity system, for accessing cameras at the remote loca 
tion, for setting temperature level for heating or cool 
ing at least a region of the remote location, or for 
setting lighting of a selected region of the remote 
location; and 

a location computer at the remote location that is in com 
munication with the networked devices and is connected 
to the Internet, the location computer including a pro 
cessor and is configured for communication with the 
SeVe. 

6. The system of claim 5, wherein the networked comput 
ing device is a hand-held personal computer that connects to 
the Internet via a wireless link. 

7. The system of claim 5, wherein the server is configured 
for sending a notification for the update condition, the noti 
fication is provided through a telephone call, a pager signal, 
an electronic mail, a cellular phone, text message, video data, 
audio data, a push notification, or through an application. 

8. A method, comprising: 
providing, at a server connected to the Internet, code for 

enabling access to networked devices at a remote loca 
tion using a networked computing device, the server 
including a processor, 

receiving, at the server, user login data via the networked 
computing device to identify a user and to provide 
access to the networked devices; and 

receiving a request, at the server from the networked com 
puter, to, 

i. view status of one or more of the networked devices, the 
status including an update condition of at least one of the 
networked devices, and 

ii. operate one or more utility controls for the network 
devices at the remote location. 
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9. The method of claim 8, wherein the network devices 
include a security system. 

10. A method of claim 8, wherein the utility controls 
include one or more of controls for cameras at the remote 
location, setting temperature of a selected room at the remote 
location, or setting lighting of a selected room at the remote 
location. 

11. The method of claim 8, wherein the update condition is 
a change in condition at the remote location, the update con 
dition is triggered if a predetermined condition is reached. 

12. The method of claim 8, wherein the request is received 
from the networked computer to view status after being noti 
fied of the update condition, the notification being provided in 
away selected from one of a telephone call, a pager signal, an 
electronic mail, a cellular phone, text message, a video noti 
fication, an audio notification, or a launchable application. 

13. The method of claim 8, wherein the update condition is 
determined by detecting a change in state at the remote loca 
tion, the change in State being identified by way of image 
analysis, motion detection, door sensors, Switches, or a com 
bination thereof. 

14. The method of claim8, whereinviewing status includes 
viewing images from one or more video cameras. 

15. The method of claim 14, wherein the images are pro 
vided in a streaming fashion over the Internet to the net 
worked computer, or the images include still images or video 
clips. 

16. The method of claim8, wherein the server is connected 
to storage for storing video or audio captured at the remote 
location, and the viewing of the status providing access to the 
storage that the sever is connected to access the video or 
audio. 

17. The method of claim 8, further comprising, establish 
ing a two-way connection between the remote location and 
the networked computer, the two-way connection providing 
visual and audio communication in nearly real-time. 

18. The method of claim 8, wherein the remote location 
includes a computer that is connected to the networked 
devices and is connected to the Internet, the computer is 
configured for communication with the server. 

19. The method of claim8, wherein the remote computer is 
a hand-held personal computer that is connected via a wire 
less link. 

20. Non-transitory computer readable media having pro 
gram instructions, the computer readable media comprising: 

program instructions for enabling Internet access to net 
worked devices at a remote location using a networked 
computing device; 

program instructions for receiving user login data via the 
networked computing device, to identify a user and to 
provide access to the networked devices; 

program instructions for receiving a status request via the 
networked computing device, to view status of one or 
more of the networked devices, the status including an 
update condition for at least one of the networked 
devices; 

program instructions for receiving a control request, via the 
networked computing device, to operate one or more 
utility controls at the remote location, the utility controls 
including one or more of controls for a security system, 
cameras at the remote location, setting temperature level 
for heating or cooling at least a region of the remote 
location, or setting lighting of a selected room at the 
remote location. 


