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The invention relates to a message transmitting system and a user device and a hardware security module
for use therein. The message transmitting system includes: a message exchange center, a first user device
and a second user device. The hardware security module is installed in the housing of the first user device,
and the hardware security module generates a first key establishment combination including at least a first
public-private key pair according to a key establishment algorithm. The first private key in the first public-
private key pair is only stored in the hardware security module, and the first public key in the first public-
private key pair is sent to the message exchange center, the second user device generates a shared key, and
the shared key is used to encrypt a first message plaintext to obtain a first message ciphertext, which is sent
to the message exchange center and then sent to the first user device. The first user device that received the
first message ciphertext obtains the shared key through a shared key acquisition method, and uses the shared

key to decrypt the first message ciphertext to get back the first message plaintext.
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The invention relates to a message transmitting system and a user device and a
hardware security module for use therein. The message transmitting system
includes: a message exchange center, a first user device and a second user device.
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The hardware security module is installed in the housing of the first user device,

and the hardware security module generates a first key establishment

combination including at least a first public-private key pair according to a key

establishment algorithm. The first private key in the first public-private key pair

is only stored in the hardware security module, and the first public key in the first

public-private key pair is sent to the message exchange center, the second user

device generates a shared key, and the shared key is used to encrypt a first

message plaintext to obtain a first message ciphertext, which is sent to the

message exchange center and then sent to the first user device. The first user

device that received the first message ciphertext obtains the shared key through a

shared key acquisition method, and uses the shared key to decrypt the first

message ciphertext to get back the first message plaintext.
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