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20 

MOBILE ONE - TIME CARD NUMBER wherein a corresponding card interpretation algorithm is 
GENERATOR FOR ATM USAGE configured to be used to determine whether a one - time bank 

card number is valid . 
CROSS - REFERENCE TO RELATED In some embodiments , the card interpretation algorithm is 

APPLICATIONS 5 further configured to determine a card limit associated with 
a one - time bank card number . 

This application is a continuation of U . S . patent applica - In some embodiments , the ATM uses the card interpreta 
tion Ser . No . 14 / 339 , 344 , filed Jul . 23 , 2014 ; the contents of tion algorithm to determine whether a received one - time 
which are hereby incorporated by reference . bank card number is valid . 

10 In some embodiments , the ATM receives the one - time 
BACKGROUND bank card number from the mobile device and communi 

cates it to a financial institution system that uses the card 
In the new technological age , the security of personal interpretation algorithm to determine whether the one - time 

information , or the lack thereof , has become an issue that b ank card number is valid . 
concerns many people . As a result , several business indus - 15 In some embodiments , initiating communication com 
tries , such as financial institutions , have taken precautionary prises initiating communication the ATM conducting the 
measures to ensure the safety and protection of their cus transaction with the user ; and wherein the module when 
tomers ' information . There is a need for a system to generate executed further causes the processor to receive , from the 
a bank card number capable accessing an associated finan ATM , confirmation of approval of the transaction . 
cial institution account for ATM usage . In some embodiments , the module when executed further 

causes the processor to initiate communication of a stored 
BRIEF SUMMARY authentication credential from the mobile device to the 

ATM , wherein the ATM compares the stored authentication 
Embodiments of the invention are directed to an apparatus credential with the user authentication credential , and in 

for a mobile bank card number generator for ATM usage . 25 response to determining a match , approves the ATM trans 
Embodiments of the present invention include a mobile action for the user ' s account . 
device for generating a one - time bank card number for ATM In some embodiments , the stored authentication cre 
usage , the apparatus comprising a memory ; a processor ; and tial is communicated from the mobile device to the ATM by 
a module stored in the memory , when executed by the the readable indicia . 
processor , causes the processor to receive a request from a 30 In some embodiments , the module when executed further 
user to perform an ATM transaction on an account owned by causes the processor to initiate communication of instruc 
the user ; in response to the request to perform an ATM tions for the ATM to retrieve the stored authentication 
transaction , generate a one - time bank card number associ credential from a financial institution system . 
ated with the account owned by the user ; generate a readable In some embodiments , the ATM , in response to receiving 
indicia based at least in part on the one - time bank card 35 the readable indicia from the mobile device , retrieves the 
number ; and initiate communication of the readable indicia stored authentication credential from a financial institution 
to an ATM , wherein the ATM receives a user authentication system . 
credential from the user , a bank system validates the user 
authentication credential and in response to validating the BRIEF DESCRIPTION OF THE DRAWINGS 
user authentication credential , approves the ATM transaction 40 
for the user ' s account . Having thus described embodiments of the invention in 

In some embodiments , the module when executed further general terms , reference will now be made to the accompa 
causes the processor to receive a card limit from the user , nying drawings , where : 
wherein the card limit indicates a threshold transaction FIG . 1 illustrates a high level process flow for mobile 
amount limiting usage of a bank card for use in an ATM 45 bank card number generator for digital wallet in accordance 
transaction ; and wherein generating the one - time bank card with an embodiment of the invention . 
number is based at least in part on the received card limit ; FIGS . 2 - 5 illustrate an exemplary user interface for gen 
and wherein the readable indicia indicates to an ATM erating a bank card number in accordance with an embodi 
receiving the readable indicia the user the card limit . ment of the invention . 

In some embodiments , the readable indicia indirectly 50 FIG . 6 presents an exemplary block diagram of the system 
indicates to the ATM the card limit by providing a pointer environment in accordance with embodiments of the present 
that points to a data location at which the ATM may retrieve invention . 
the card limit . 

In some embodiments , the one - time bank card number DETAILED DESCRIPTION OF EMBODIMENTS 
directly indicates to the ATM the card limit , and wherein the 55 OF THE INVENTION 
ATM is configured to receive the communication initiated 
by the mobile device digital wallet and determine the card Embodiments of the present invention now may be 
limit based on the one - time bank card number . described more fully hereinafter with reference to the 

In some embodiments , initiating communication of the accompanying drawings , in which some , but not all , 
readable indicia comprises initiating display of the readable 60 embodiments of the invention are shown . Indeed , the inven 
indicia on a display of the mobile device . tion may be embodied in many different forms and should 

In some embodiments , the module is part of a digital not be construed as limited to the embodiments set forth 
wallet application running on the mobile device , wherein the herein ; rather , these embodiments are provided so that this 
digital wallet application is configured to store a plurality of disclosure may satisfy applicable legal requirements . Like 
one - time bank card numbers and / or readable indicia . 65 numbers refer to like elements throughout . 

In some embodiments , the module uses a card generation The embodiments presented herein are directed to sys 
algorithm to generate the one - time bank card number ; and tems , methods , apparatuses , and computer program products 
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for a mobile bank card number generator to avoid potential In accordance with embodiments of the invention , the 
exposure of a payment credential associated with the digital phrase “ bank card number ” may be defined as a temporary 
wallet . In this way , the user may continue to execute 16 digit card number similar in format to a credit card or a 
transactions with the merchant in a secure manner without debit card number capable of being used as a payment 
the need for additional infrastructure . 5 vehicle . In one aspect , the bank card number may be used in 

A digital wallet refers to an electronic device that allows place of a typical payment vehicle such as a credit card or 
an individual to make e - commerce transactions . This may a debit card . For purposes of the invention , the system is 
include purchasing items on - line with a computer or using a configured to generate a particular bank card number only 
mobile device to purchase a product or service from a once , i . e . , no two bank card numbers are the same . In one 
merchant . Typically , a digital wallet includes both a software 10 aspect , the bank card numbers may be generated as a 
and information component . The software component pro - sequence of numbers . In another aspect , the bank card 
vides security and encryption for the personal information numbers may be generated using a pseudo random number 
and for the actual transaction . A user may have one or more generator algorithm . 
digital wallets on the user ' s payment device . The digital In some embodiments , the mobile device may require 
wallets may be associated specifically with the user ' s finan - 15 Verification of one or more authentication credentials of the 
cial institution , or in other embodiments may be associated user prior to initiating the mobile application . In one aspect , 
with a specific merchant , group of merchants , or other third the one or more authentication credentials may include a 
parties . The user may associate one or more user accounts password , a pass phrase , a personal identification number 
( e . g . , from the same institution or from multiple institutions ) ( PIN ) , a wrist band , an identification card , a security token , 
with the one or more digital wallets . The merchant may be 20 or a biometric identification such as a fingerprint , a retinal 
a business , a person that is selling a good or service pattern , a facial recognition , a voice recognition , or the like . 
( hereinafter “ product ” ) , or any other institution or individual FIG . 1 illustrates a high level process flow for mobile 
with which the user is entering into a transaction . bank card number generator for digital wallet 100 . As shown 

The digital wallet may be utilized in a number of different in block 102 , the process flow includes receiving a request 
ways . For example , the digital wallet may be a device digital 25 from a user to perform a transaction . In response to receiving 
wallet , a cloud digital wallet , an e - commerce digital wallet , the request , the process flow includes generating a bank card 
or another type of digital wallet . number , as shown in block 104 . In this regard , the system 

In accordance with embodiments of the invention , the may be configured to generate the bank card number and 
term " financial transaction ” or “ transaction ” refers to any initiate the display of the bank card number or a represen 
transaction involving directly or indirectly the movement of 30 tation of the bank card number on a display of the mobile 
monetary funds through traditional paper transaction pro device associated with the user . In response to generating a 
cessing systems ( i . e . paper check processing ) or through bank card number , the process flow includes associating the 
electronic transaction processing systems . Typical financial bank card number with a digital wallet running on the 
transactions include point of sale ( POS ) transactions , auto mobile device , as shown in block 106 . In response to 
mated teller machine ( ATM ) transactions , internet transac - 35 associating the bank card number with the digital wallet , the 
tions , electronic funds transfers ( EFT ) between accounts , process flow includes initiating communication of the bank 
transactions with a financial institution teller , personal card number , as shown in block 108 . 
checks , etc . When discussing that transactions are evaluated In one aspect , the system may receive the request from the 
it could mean that the transaction has already occurred , is in user at a merchant location prior to the execution of the 
the processing of occurring or being processed , or it has yet 40 transaction at a point - of - sale terminal . In another aspect , the 
to be processed by one or more financial institutions . In system may receive the request from the merchant at a 
some embodiments of the invention the transaction may be merchant location prior to the execution of the transaction at 
a customer account event , such as but not limited to the a point - of - sale terminal . In some embodiments , the request 
customer changing a password , ordering new checks , adding may be received by the system from a user prior to the 
new accounts , opening new accounts , etc . 45 execution of an e - commerce transaction . In an example 

In accordance with embodiments of the invention , the embodiment , the system may be configured to initiate pre 
term “ financial institution ” refers to any organization in the sentation of a user interface to enable the user to transmit a 
business of moving , investing , or lending money , dealing in request to perform a transaction . 
financial instruments , or providing financial services . This In some embodiments , the system may be configured to 
includes commercial banks , thrifts , federal and state savings 50 transmit the request received from the user to a back - end 
banks , savings and loan associations , credit unions , invest - database system associated with the financial institution . 
ment companies , merchants , insurance companies and the Typically , a back - end database is accessed by users indi 
like . rectly through an external application rather than by appli 

In accordance with embodiments of the invention the cation programming stored within the database itself or by 
terms " customer " and " user " and " consumer ” may be inter - 55 low level manipulation of the data . A back - end database 
changeable . These terms may relate to a direct customer of stores data but does not include end - user application ele 
the financial institution or person or entity that has autho - ments such as stored queries , forms , macros , or reports . In 
rization to act on behalf of the direct customer , user , or response to transmitting the received request , the back - end 
consumer ( i . e . , indirect customer ) . In one aspect , the system database system may be configured to generate and / or 
may be a software application designed to run on a mobile 60 retrieve a bank card number . In one aspect , the back - end 
device ( e . g . , a smartphone , cellular phone , personal digital database system may include one or more bank card num 
assistant ( PDA ) ) associated with the user in association with bers associated with a financial institution account . In 
the stored digital mobile wallet . In another aspect , the another aspect , the back - end system may include one or 
system may include an interpretation algorithm designed to more applications capable of generating a bank card number 
run on the point - of - sale device associated with the merchant 65 based on a received request . In response to generating and / or 
designed to execute transactions using the generated bank retrieving a bank card number , the back - end system may 
card number . transmit the generated bank card number back to user . In one 
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aspect , the generated bank card number may be transmitted tor algorithm on the mobile device associated with the user 
to the user via a text message , an email , or a pop up message . and the bank card number generated using the pseudo 
In another aspect , the generated bank card number trans - random number generator algorithm at the bank - end data 
mitted back to the user application to enable the user to base system to determine a match . If the numbers match , the 
access bank card number on the mobile device . In response , 5 issuer may initiate the transfer of payment from the financial 
the user may present the bank card number to the merchant institution account associated with the user to the merchant . 
to complete the transaction In some embodiments , the system may be configured to 

In some embodiments , the bank card number may be used initiate the transfer of payment based on at least the location 
to execute a one - time transaction . For example , the gener information associated with the user and the merchant . In 
ated bank card number is valid for a single transaction . In 10 one aspect , the matching location information associated 
another embodiment , the generated bank card number may with the user and the merchant may be used in addition to 
be generated to be used within a predefined time window . matching the bank card number generated using the pseudo 
For example , the generated bank card number may be random number generator algorithm . For example , when the 
generated to be used within thirty seconds of generation of merchant transmits a transaction request to the issuer , the 
the number , after which the validity of the generated bank 15 system may be configured to determine the merchant loca 
card number expires . In some other embodiments , the gen - tion from the transaction request and the user ' s location 
erated bank card number may be valid in specific geographi based on a position system associated with the mobile 
cal locations . In yet another embodiment , the generated bank device of the user . In response , the system may determine 
card number may be used to execute transaction involving that the user is currently at or substantially close to the 
specific merchants , specific products and / or services , or the 20 merchant location . In this regard , the system may be con 
like . In some embodiments , the system may be configured to figured to first determine a match between the bank card 
enable an interpretation algorithm stored at a merchant numbers generated by the mobile device of the user and the 
device to determine whether the card number is valid . back - end database system and then determine whether the 

In some embodiments , the system may be configured to user is currently located substantially close to the merchant 
store a plurality of pre - generated bank card numbers in the 25 location . In response to a successful match , the issuer may 
mobile device associated with the user . In this regard , the initiate transfer of payment from the financial institution 
system may be configured to retrieve a pre - generated bank account associated with the user to the merchant . 
card number to enable the user to execute the transaction In some embodiments , the generated bank card number 
with the merchant . In one aspect , the pre - generated bank may include an expense limit . In this regard , the system may 
card numbers may already be authenticated by the financial 30 be configured to receive a card limit from the user , wherein 
institution prior to the user execution of the transaction with the card limit indicates a threshold spending amount limiting 
the merchant . usage of the bank card . In one aspect , generating the bank 

In some embodiments , the mobile device associated with card number may be based on at least the received card limit . 
the user may include a pseudo random number generator In this regard , the generated bank card number may indicate 
algorithm configured to generate bank card numbers based 35 to the merchant conducting the transaction with the user that 
on a received request . Typically , a pseudo random number the bank card number has a predetermined expense limit . In 
generator is an algorithm for generating a sequence of one aspect , the bank card number may indirectly indicate to 
numbers whose properties approximate the properties of the merchant the card limit by providing a pointer that points 
sequences of random numbers . In one aspect , the pseudo to a data location at which the merchant may retrieve the 
random number generator algorithm may use a predeter - 40 card limit . In another aspect , the bank card number may 
mined mathematical formulae or simply pre - calculated indirectly indicate to the merchant the card limit , wherein 
tables to produce sequences of numbers that appear random . the merchant may receive the communication initiated by 
In one aspect , the bank - end system may include a pseudo the mobile device of the user and determine the card limit 
random number generator algorithm substantially similar to based on the bank card number . 
the pseudo random number generator algorithm on the 45 In some embodiments , the user may use one or more 
mobile device associated with the user . In this regard , the payment vehicles to execute the transaction . In one aspect , 
system may be configured to match the bank card number the user may exhaust the expense limit on the generated 
generated using the pseudo random number generator algo - bank card number first and then use another payment vehicle 
rithm on the mobile device associated with the user and the to complete the rest of the transaction . In some embodi 
bank card number generated using the pseudo random 50 ments , the system may be configured to enable the user to 
number generator algorithm at the back - end database system generate one or more bank card numbers to complete a 
to validate the transaction . transaction with the merchant . For example , if the expense 

For example , the user may execute the transaction at a limit on the generated bank card number is $ 40 , the user may 
point - of - sale of the merchant using the bank card number generate two bank card numbers , each having an expense 
generated using the pseudo random number generator algo - 55 limit of $ 40 to execute a transaction for $ 80 . In one aspect , 
rithm in the mobile device . The merchant may initiate the the system may be configured to implement a limit on the 
transaction and transmit the transaction request to the issuer number of times the user may generate a bank card number 
of the payment vehicle . In one aspect , the transaction request to execute a transaction with the same merchant . 
may include the bank card number generated using the In some embodiments , the generated bank card number 
pseudo random number generator algorithm . In some 60 may be transferrable to an authorized individual associated 
embodiments , the transaction request may also include with the user . In this regard , the system may be configured 
merchant information , transaction information , user infor - to enable the user to communicate the generated bank card 
mation , or the like . In response to receiving the request , the number to a third person ( e . g . , a friend or a relative ) for the 
issuer may generate a bank card number using the pseudo third person to use the bank card number to execute a 
random number generator algorithm at the back - end data - 65 transaction . In one aspect , the bank card number may have 
base system . The issuer may then compare the bank card limitations on the use of the bank card number such as 
number generated using the pseudo random number genera - limitations against unauthorized or unregistered devices . In 
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some embodiments , the system may be configured to imple - In another aspect , the user may select the cancel option 224 
ment biometric and / or voice recognition based authentica to redo the process . In another aspect , the user may directly 
tion software to enable the third person to access the bank input the generated bank card number into the merchant 
card number . In one aspect , the system may enable the user system to execute the transaction . 
to implement an expense limit on the bank card number 5 FIG . 5 illustrates a user interface if the user generates a 
transferred to the third person . bank card number based on a user selection of the with 

In some embodiments , the generated bank card number drawal option 210 . As shown , the user interface includes the 
may be used to execute a transaction at the ATM . In this generated bank card number 212 and associated readable 
regard , the system may be configured to enable the user to indicia 226 capable of being scanned at an ATM . In one 
communicate the bank card number available to the user on 10 aspect , the user may select the cancel option 230 to redo the 
the mobile device to the ATM using readable indicia ( e . g . , process . 
barcode , Quick Response ( QR ) code , or the like ) . The Embodiments of the present invention may include pro 
system may then be configured to receive a personal iden - visions to incorporate ways and means to enable speech - to 
tification number ( PIN ) from the user . The system may then text and text - to - speech capability . In this regard , a compe 
compare the PIN entered by the user with the PIN stored in 15 tent voice recognition module may be included in the 
the financial institution database to determine a match . system . Embodiments of the present invention may include 
Based on a successful match , the system may be configured provisions to incorporate ways and means to interact with 
to initiate one or more available ATM transactions ( e . g . , cash the mobile application using text . In one aspect , the system 
withdrawals , check balances , mobile phone credit , or the may be configured to support multiple languages and enable 
like ) . For example , if the user loses his / her wallet while on 20 the user to switch from one language to another . 
vacation in another country , the user may be forced to cancel FIG . 6 presents an exemplary block diagram of the system 
the debit / credit card associated with his / her financial insti environment 600 for implementing the process flows 
tution account . In such situations , the user may utilize the described herein in accordance with embodiments of the 
present system to access his / her financial institution account present invention . As illustrated , the system environment 
and continue to execute transactions based on the generated 25 600 includes a network 610 , a system 630 , and a user input 
bank card number without the need for a credit card . system 640 . Also shown in FIG . 6 is a user of the user input 

FIGS . 2 - 5 illustrate an exemplary user interface 200 for system 640 . The user input system 640 may be a mobile 
generating a bank card number . In some embodiments , the device or other non - mobile computing device . The user may 
user interface 200 enables the user to securely log in to the be a person who uses the user input system 640 to execute 
application to generate the bank card number using the sign 30 a user application 647 . The user application 647 may be an 
in option 204 and securely sign out using the log out option application to communicate with the system 630 , perform a 
202 . As shown in FIG . 2 , the user interface includes a transaction , input information onto a user interface pre 
transfer option 206 , a purchase option 208 , and / or a with sented on the user input system 640 , or the like . The user 
draw option 210 . The transfer option 206 may enable the application 647 and / or the system application 637 may 
user to generate the bank card number and transfer the 35 incorporate one or more parts of any process flow described 
generated bank card number to an authorized third person . herein . 
The purchase option 208 may enable the user to generate the As shown in FIG . 6 , the system 630 , and the user input 
bank card number to execute a transaction with a merchant . system 640 are each operatively and selectively connected to 
The withdraw option 210 may enable the user to generate the the network 610 , which may include one or more separate 
bank card number to execute one or more ATM transactions . 40 networks . In addition , the network 610 may include a 
In response to selecting the one or more options , the user telecommunication network , local area network ( LAN ) , a 
may select the generate option 212 to generate the bank card wide area network ( WAN ) , and / or a global area network 
number . ( GAN ) , such as the Internet . It will also be understood that 

FIG . 3 illustrates a user interface if the user generates a the network 610 may be secure and / or unsecure and may 
bank card number based on a user selection of the transfer 45 also include wireless and / or wired and / or optical intercon 
option 206 . The user interface includes the generated bank nection technology . 
card number 212 , an expense limit 214 , and a transfer to The user input system 640 may include any computerized 
option 216 . In some embodiments , the user may choose to apparatus that can be configured to perform any one or more 
implement a threshold limit on the generated bank card of the functions of the user input system 640 described 
number . The user may choose to not implement a threshold 50 and / or contemplated herein . For example , the user may use 
limit on the generated bank card number by not entering a the user input system 640 to transmit and / or receive infor 
limit amount . In some embodiments , the user interface may mation or commands to and from the system 630 . In some 
include a drop - down list of authorized recipients from which embodiments , for example , the user input system 640 may 
the user may choose to transfer the generated bank card include a personal computer system ( e . g . a non - mobile or 
number . In one aspect , the user may add a recipient to the 55 non - portable computing system , or the like ) , a mobile com 
existing list of transfer recipients to transfer the generated puting device , a personal digital assistant , a mobile phone , 
bank card number . a tablet computing device , a network device , and / or the like . 

FIG . 4 illustrates a user interface if the user generates a As illustrated in FIG . 6 , in accordance with some embodi 
bank card number based on a user selection of the purchase ments of the present invention , the user input system 640 
option 208 . As shown , the user interface includes the gen - 60 includes a communication interface 642 , a processor 644 , a 
erated bank card number 212 and an expiration date 220 memory 646 having an user application 647 stored therein , 
associated with the generated bank card number . The user and a user interface 649 . In such embodiments , the com 
may present the generated bank card number to the merchant munication interface 642 is operatively and selectively con 
to execute the transaction . In one aspect , the user may select nected to the processor 644 , which is operatively and 
the ok option 222 to generate readable indicia associated 65 selectively connected to the user interface 649 and the 
with the generated bank card number capable of being memory 646 . In some embodiments , the user may use the 
scanned by the merchant system to complete the transaction . user application 647 to execute processes described with 
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respect to the process flows described herein . Specifically , user interface 649 includes one or more input devices , such 
the user application 647 executes the process flows as one or more buttons , keys , dials , levers , directional pads , 
described herein . joysticks , accelerometers , controllers , microphones , touch 

Each communication interface described herein , includ pads , touchscreens , haptic interfaces , microphones , scan 
ing the communication interface 642 , generally includes 5 ners , motion detectors , cameras , and / or the like for receiving 
hardware , and , in some instances , software , that enables the information from the user . In some embodiments , the user 
user input system 640 , to transport , send , receive , and / or interface 649 includes the input and display devices of a 
otherwise communicate information to and / or from the mobile device , which are operable to receive and display 
communication interface of one or more other systems on information . 
the network 610 . For example , the communication interface 10 FIG . 6 also illustrates a system 630 , in accordance with an 
642 of the user input system 640 may include a wireless embodiment of the present invention . The system 630 may 
transceiver , modem , server , electrical connection , and / or refer to the apparatus ” described herein . The system 630 
other electronic device that operatively connects the user may include any computerized apparatus that can be con 
input system 640 to another system such as the system 630 . figured to perform any one or more of the functions of the 
The wireless transceiver may include a radio circuit to 15 system 630 described and / or contemplated herein . In accor 
enable wireless transmission and reception of information . dance with some embodiments , for example , the system 630 
Additionally , the user input system 640 may include a may include a computer network , an engine , a platform , a 
positioning system . The positioning system ( e . g . a global server , a database system , a front end system , a back end 
positioning system ( GPS ) , a network address ( IP address ) system , a personal computer system , and / or the like . There 
positioning system , a positioning system based on the near - 20 fore , the system 630 may be a server managed by the entity . 
est cell tower location , or the like ) may enable at least the The system 630 may be located at the facility associated 
user input system 640 or an external server or computing with the entity or remotely from the facility associated with 
device in communication with the user input system 640 to the entity . In some embodiments , such as the one illustrated 
determine the location ( e . g . location coordinates ) of the user in FIG . 6 , the system 630 includes a communication inter 
input system 640 . 25 face 632 , a processor 634 , and a memory 636 , which 

Each processor described herein , including the processor includes a system application 637 and a structured database 
644 , generally includes circuitry for implementing the audio , 638 stored therein . As shown , the communication interface 
visual , and / or logic functions of the user input system 640 . 632 is operatively and selectively connected to the processor 
For example , the processor may include a digital signal 634 , which is operatively and selectively connected to the 
processor device , a microprocessor device , and various 30 memory 636 . 
analog - to - digital converters , digital - to - analog converters , It will be understood that the system application 637 may 
and other support circuits . Control and signal processing be configured to implement any one or more portions of the 
functions of the system in which the processor resides may various user interfaces and / or process flow described herein . 
be allocated between these devices according to their respec The system application 637 may interact with the user 
tive capabilities . The processor may also include function - 35 application 647 . It will also be understood that , in some 
ality to operate one or more software programs based at least embodiments , the memory includes other applications . It 
partially on computer - executable program code portions will also be understood that , in some embodiments , the 
thereof , which may be stored , for example , in a memory system application 637 is configured to communicate with 
device , such as in the user application 647 of the memory the structured database 638 , the user input system 640 , or the 
646 of the user input system 640 . 40 like . 

Each memory device described herein , including the It will be further understood that , in some embodiments , 
memory 646 for storing the user application 647 and other the system application 637 includes computer - executable 
information , may include any computer - readable medium . program code portions for instructing the processor 634 to 
For example , memory may include volatile memory , such as perform any one or more of the functions of the system 
volatile random access memory ( RAM ) having a cache area 45 application 637 described and / or contemplated herein . In 
for the temporary storage of information . Memory may also some embodiments , the system application 637 may include 
include non - volatile memory , which may be embedded and / or use one or more network and / or system communi 
and / or may be removable . The non - volatile memory may cation protocols . 
additionally or alternatively include an EEPROM , flash In addition to the system application 637 , the memory 636 
memory , and / or the like . The memory may store any one or 50 also includes the structured database 638 . As used herein , 
more of pieces of information and data used by the system the structured database 638 may be one or more distinct 
in which it resides to implement the functions of that system . and / or remote databases . In some embodiments , the struc 
As shown in FIG . 6 , the memory 646 includes the user tured database 638 is not located within the system and is 

application 647 . In some embodiments , the user application instead located remotely from the system . In some embodi 
647 includes an interface for communicating with , navigat - 55 ments , the structured database 638 stores information or data 
ing , controlling , configuring , and / or using the user input described herein . 
system 640 . In some embodiments , the user application 647 It will be understood that the structured database 638 may 
includes computer - executable program code portions for include any one or more storage devices , including , but not 
instructing the processor 644 to perform one or more of the limited to , datastores , databases , and / or any of the other 
functions of the user application 647 described and / or con - 60 storage devices typically associated with a computer system . 
templated herein . In some embodiments , the user application It will also be understood that the structured database 638 
647 may include and / or use one or more network and / or may store information in any known way , such as , for 
system communication protocols . example , by using one or more computer codes and / or 

Also shown in FIG . 6 is the user interface 649 . In some languages , alphanumeric character strings , data sets , figures , 
embodiments , the user interface 649 includes one or more 65 tables , charts , links , documents , and / or the like . Further , in 
output devices , such as a display and / or speaker , for pre - some embodiments , the structured database 638 may include 
senting information to the user . In some embodiments , the information associated with one or more applications , such 
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as , for example , the system application 637 . It will also be rather , these embodiments are provided so that this disclo 
understood that , in some embodiments , the structured data sure will satisfy applicable legal requirements . Also , it will 
base 638 provides a substantially real - time representation of be understood that , where possible , any of the advantages , 
the information stored therein , so that , for example , when features , functions , devices , and / or operational aspects of 
the processor 634 accesses the structured database 638 , the 5 any of the embodiments of the present invention described 
information stored therein is current or substantially current and / or contemplated herein may be included in any of the 

FIG . 6 illustrates an exemplary process flow for a system other embodiments of the present invention described and / or 
for reviewing customer information , 600 . As shown in block contemplated herein , and / or vice versa . In addition , where 
602 , the system may be configured to receive information possible , any terms expressed in the singular form herein are 
from a customer . In one aspect , the information received 10 meant to also include the plural form and / or vice versa , 
from the customer may be based on the financial institution unless explicitly stated otherwise . Accordingly , the terms 
service provided to the customer . In response , the system “ a ” and / or " an ” shall mean “ one or more , ” even though the 
may be configured to generate one or more documents , as phrase " one or more ” is also used herein . Like numbers refer 
shown in block set 604 . In one aspect , a portion of the one to like elements throughout . 
or more documents generated may have customer informa - 15 As will be appreciated by one of ordinary skill in the art 
tion . As shown in the Figure , document 1 , document 3 , and in view of this disclosure , the present invention may include 
document 6 have customer information . In response , the one and / or be embodied as an apparatus ( including , for example , 
or more generated documents may be stored in a financial a system , machine , device , computer program product , 
institution database , as shown in block 606 . In some and / or the like ) , as a method ( including , for example , a 
embodiments , the system may be configured to retrieve one 20 business method , computer - implemented process , and / or the 
or more documents having customer information from the like ) , or as any combination of the foregoing . Accordingly , 
financial institution database , as shown in block set 608 . The embodiments of the present invention may take the form of 
system may then extract customer information from the an entirely business method embodiment , an entirely soft 
retrieved one or more documents and compare 612 the ware embodiment ( including firmware , resident software , 
extracted customer information 610 with the received cus - 25 micro - code , stored procedures in a database , or the like ) , an 
tomer information , as shown in block 614 to determine a entirely hardware embodiment , or an embodiment combin 
match . If the customer information extracted from the ing business method , software , and hardware aspects that 
retrieved one or more documents and the received customer may generally be referred to herein as a " system . ” Further 
information match , the system may validate the information , more , embodiments of the present invention may take the 
as shown in block 616 . If the customer information extracted 30 form of a computer program product that includes a com 
from the retrieved one or more documents and the received puter - readable storage medium having one or more com 
customer information do not match , the system may then puter - executable program code portions stored therein . As 
edit the information to ensure that they match and store the used herein , a processor , which may include one or more 
one or more edited documents in the financial institution processors , may be “ configured to " perform a certain func 
database , as shown in block 618 . 35 tion in a variety of ways , including , for example , by having 

It will be understood that the embodiment of the system one or more general - purpose circuits perform the function 
environment illustrated in FIG . 6 is exemplary and that other by executing one or more computer - executable program 
embodiments may vary . As another example , in some code portions embodied in a computer - readable medium , 
embodiments , the system 630 includes more , less , or dif - and / or by having one or more application - specific circuits 
ferent components . As another example , in some embodi - 40 perform the function . 
ments , some or all of the portions of the system environment It will be understood that any suitable computer - readable 
600 may be combined into a single portion . Likewise , in medium may be utilized . The computer - readable medium 
some embodiments , some or all of the portions of the system may include , but is not limited to , a non - transitory computer 
630 may be separated into two or more distinct portions . readable medium , such as a tangible electronic , magnetic , 

In addition , the various portions of the system environ - 45 optical , electromagnetic , infrared , and / or semiconductor 
ment 600 may be maintained for and / or by the same or system , device , and / or other apparatus . For example , in 
separate parties . It will also be understood that the system some embodiments , the non - transitory computer - readable 
630 may include and / or implement any embodiment of the medium includes a tangible medium such as a portable 
present invention described and / or contemplated herein . For computer diskette , a hard disk , a random access memory 
example , in some embodiments , the system 630 is config - 50 ( RAM ) , a read - only memory ( ROM ) , an erasable program 
ured to implement any one or more of the embodiments of mable read - only memory ( EPROM or Flash memory ) , a 
the process flows described and / or contemplated herein in compact disc read - only memory ( CD - ROM ) , and / or some 
connection any process flow described herein . Additionally , other tangible optical and / or magnetic storage device . In 
the system 630 or the user input system 640 is configured to other embodiments of the present invention , however , the 
initiate presentation of any of the user interfaces described 55 computer - readable medium may be transitory , such as , for 
herein . example , a propagation signal including computer - execut 

In accordance with embodiments of the invention , the able program code portions embodied therein . 
term “ module ” with respect to a system may refer to a One or more computer - executable program code portions 
hardware component of the system , a software component for carrying out operations of the present invention may 
of the system , or a component of the system that includes 60 include object - oriented , scripted , and / or unscripted pro 
both hardware and software . As used herein , a module may gramming languages , such as , for example , Java , Perl , 
include one or more modules , where each module may Smalltalk , C + + , SAS , SQL , Python , Objective C , 
reside in separate pieces of hardware or software . JavaScript , and / or the like . In some embodiments , the one or 

Although many embodiments of the present invention more computer - executable program code portions for car 
have just been described above , the present invention may 65 rying out operations of embodiments of the present inven 
be embodied in many different forms and should not be tion are written in conventional procedural programming 
construed as limited to the embodiments set forth herein ; languages , such as the “ C ” programming languages and / or 
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similar programming languages . The computer program a module stored in the memory , when executed by the 
code may alternatively or additionally be written in one or processor , causes the processor to : 
more multi - paradigm programming languages , such as , for present , using the display , a digital wallet , wherein the 
example , F # . digital wallet is configured to represent storage of a 
Some embodiments of the present invention are described 5 plurality of one - time bank card numbers and / or 

herein with reference to flowchart illustrations and / or block readable indicia in the memory of the mobile device , 
diagrams of apparatus and / or methods . It will be understood the digital wallet comprising : 
that each block included in the flowchart illustrations and / or a transfer input configured to receive input from the block diagrams , and / or combinations of blocks included in user and initiate a transfer of funds to a third party ; the flowchart illustrations and / or block diagrams , may be 10 a purchase input configured to receive input from the implemented by one or more computer - executable program user and initiate a purchase with a merchant ; code portions . These one or more computer - executable a withdraw input configured to receive input from program code portions may be provided to a processor of a 
general purpose computer , special purpose computer , and / or the user and initiate an ATM transaction on an 
some other programmable data processing apparatus in 15 account owned by the user ; and 
order to produce a particular machine , such that the one or a generate input configured to receive input from the 
more computer - executable program code portions , which user and initiate generation of a readable indicia ; 
execute via the processor of the computer and / or other receive a request from a user , by the withdraw input of 
programmable data processing apparatus , create mecha the digital wallet , to perform the ATM transaction on 
nisms for implementing the steps and / or functions repre - 20 the account owned by the user ; 
sented by the flowchart ( s ) and / or block diagram block ( s ) . in response to the request to perform the ATM trans 

The one or more computer - executable program code action , generate a one - time bank card number asso 
portions may be stored in a transitory and / or non - transitory ciated with the account owned by the user ; 
computer - readable medium ( e . g . a memory ) that can direct , generate the readable indicia based at least in part on 
instruct , and / or cause a computer and / or other program - 25 the one - time bank card number ; and 
mable data processing apparatus to function in a particular initiate communication of the readable indicia to an 
manner , such that the computer - executable program code ATM by causing the display to display the readable 
portions stored in the computer - readable medium produce indicia , whereby based on validation of a user 
an article of manufacture including instruction mechanisms authentication credential received from the user , a 
which implement the steps and / or functions specified in the 30 bank system facilitates the ATM transaction for the flowchart ( s ) and / or block diagram block ( s ) . user ' s account . The one or more computer - executable program code 2 . The mobile device of claim 1 , wherein the module portions may also be loaded onto a computer and / or other 

when executed further causes the processor to : programmable data processing apparatus to cause a series of 
operational steps to be performed on the computer and / or 35 receive a card limit from the user , wherein the card limit 
other programmable apparatus . In some embodiments , this indicates a threshold transaction amount limiting usage 
produces a computer - implemented process such that the one of a bank card for use in an ATM transaction ; and 
or more computer - executable program code portions which wherein generating the one - time bank card number is 
execute on the computer and / or other programmable appa based at least in part on the received card limit ; and 
ratus provide operational steps to implement the steps speci - 40 wherein the readable indicia indicates the card limit to an 
fied in the flowchart ( s ) and / or the functions specified in the ATM receiving the readable indicia . 
block diagram block ( s ) . Alternatively , computer - imple 3 . The mobile device of claim 2 , wherein the readable 
mented steps may be combined with , and / or replaced with , indicia indirectly indicates to the ATM the card limit by 
operator - and / or human - implemented steps in order to carry providing a pointer that points to a data location at which the 
out an embodiment of the present invention . 45 ATM may retrieve the card limit . 

While certain exemplary embodiments have been 4 . The mobile device of claim 2 , wherein the one - time 
described and shown in the accompanying drawings , it is to bank card number directly indicates to the ATM the card 
be understood that such embodiments are merely illustrative limit , and whereby the ATM is configured to receive the 
of and not restrictive on the broad invention , and that this communication initiated by the mobile device and determine 
invention not be limited to the specific constructions and 50 the card limit based on the one - time bank card number . 
arrangements shown and described , since various other 5 . The mobile device of claim 1 , wherein the module uses 
changes , combinations , omissions , modifications and sub - a card generation algorithm to generate the one - time bank 
stitutions , in addition to those set forth in the above para - card number ; and wherein a corresponding card interpreta 
graphs , are possible . Those skilled in the art will appreciate tion algorithm is configured to be used to determine whether 
that various adaptations , modifications , and combinations of 55 a one - time bank card number is valid . 
the just described embodiments can be configured without 6 . The mobile device of claim 5 , wherein the card 
departing from the scope and spirit of the invention . There - interpretation algorithm is further configured to determine a 
fore , it is to be understood that , within the scope of the card limit associated with a one - time bank card number . 
appended claims , the invention may be practiced other than 7 . The mobile device of claim 5 , wherein the ATM uses 
as specifically described herein . 60 the card interpretation algorithm to determine whether a 
What is claimed is : received one - time bank card number is valid . 
1 . A mobile device for generating a one - time bank card 8 . The mobile device of claim 5 , wherein the ATM 

number for automated teller machine ( ATM ) usage , the receives the one - time bank card number from the mobile 
mobile device comprising : device and communicates the one - time bank card number to 

a memory ; 65 a financial institution system that uses the card interpretation 
a processor ; algorithm to determine whether the one - time bank card 
a display ; and number is valid . 
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9 . The mobile device of claim 1 , wherein initiating 
communication comprises initiating communication with 
the ATM conducting the transaction with the user ; and 

wherein the module when executed further causes the 
processor to : 
receive , from the ATM , confirmation of approval of the 

transaction . 
10 . The mobile device of claim 1 , wherein the module 

when executed further causes the processor to : 
initiate communication of a stored authentication creden - 10 

tial from the mobile device to the ATM , wherein the 
ATM compares the stored authentication credential 
with the user authentication credential , and in response 
to determining a match , approves the ATM transaction 
for the user ' s account . 15 

11 . The mobile device of claim 10 , wherein the stored 
authentication credential is communicated from the mobile 
device to the ATM by the readable indicia . 

12 . The mobile device of claim 1 , wherein the module 
when executed further causes the processor to : 

initiate communication of instructions for the ATM to 
retrieve a stored authentication credential from a finan 
cial institution system . 

13 . The mobile device of claim 1 , wherein the ATM , in 
response to receiving the readable indicia from the mobile 25 
device , retrieves a stored authentication credential from a 
financial institution system . 

* * * * * 


