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SYSTEM AND METHOD FOR CHANGING SECURITY BEHAVIOR OF A DEVICE
RASED QN PROXIMITY TO ANOTHER DEVICE

S TO RELATED APPLICATIONS

atent application olaums priovity o 118, provistonal paterd applicaiion

P

18, filed March E’X L3, which iy incarporated by reforence slong with all other

TECHNICAL FIELD

U U The present nvention relatey to the feld of informadion technology, inchading,

more partiontarty, 1o systems and techuiques for changing a security charactanistic of 8

vompongt based on # location of another comnpenent.

BACKGRUUND OF THE INVENTION

RHER Mobile clectronio commuunication devices have evolved beyond simple telephons
furetionality and ave now highly comples mulifunctional deviees with capabilities

rivaling those of deskiop or laptop computors. In addition to volee communications,

may mobtle communication devices ave capable of text messaging, e-mail

fay

commnnizations, intemet acesss, and the ahility to run full-featured application software.

Mobile communication devices can use these capabilities to perform onling fransactions

-

such as hanking, stock wading, payorents, amd other financial activities. Furthermore,
mobile conmmication devices wsed by s individosl, & business, or o government
agency often store vonfidential or privete information i fns such as glectrordc
documents, Xt messages, sccess codeg, passwords, acoount numbers, s-mail addresaes,

versovtal corrmndontions, phone nwmbers, and Hinancial information.

vy

3

RS Typically, when 2 mobile communication device has not been v

time o when it is powered on, it is placed in g losked mode to prevent unauthorized use
ard to protect the device ownse’s private information stored on the device, ordir @
unloek the device, a user typcally mast enter an undock password. T most cases, the

devige's owner oreates the password, which s some combination of charaoters dn g

-~

kevboard, When a sirong, Le., difSoult fo guess, passward is oreated, the device sud Hs

contents can be better protected from malicious use,
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vived andfor malicions

r-t

{BS] in addition {o protecting eletvonie devicrs from wianthe

3

une, passswvends alse protect wser secounty anddor applivations provided by cloud-bese

5.‘34,

ontine services andfor applcation servers. For sxample, as noted alwovs, snline banking,

paymenty, and fnancial services ave conumo, wud elecirore sooess o thase services aud
geonunts ave also password protected. Beeaoss many of thoss accowita provide apcess o

private snd sensiiive informstion sod sigaifican opportunity for nudfeasance, strong

password protection is highly recommended, (W not mgquired,

[B086]  Creating strong and long pesswords for the oser™s slectroniy devices and for the

user's ontine aocounts subanves ey secunity and prevents otiwrs om misappropristing

the user's infornation. These passwords, however, asually take move Hime o entee, and

.

ave wsualy diffioult (o enter correctly. Beesuse of this, the user might be tempted o

3,
desotivate the locking mode andior to oreate a simple, Le., weak, password - thereby

sucsifiving securlty for conventonee. This v undesivable,

BRIEL SUMMARY OF

1

HERTY Ascording ¢ L& aystem for agtomatically uolocking an electvonic

dovice based o the ¢ ¢ of another devics {reforred to ax g “kay

device™} s provided, Iy this swbadiment, when the presence of the key devies &g

o <

tetected by the slectronis device Greforred to as a “target doviee™), a user of the lavgat

o avd the target deviee ean

dovice 1§ presumably in prosimaty to the la

4

sutorsatically change s state frem lovked o unlocked; and so long as the key deviee is
within a specified distanes andfor so long as the wser's presencs 1§ deteeted within the
spesitied distance, the target devise can suppress the lock mechaniam. Ina

q i3

smbodiment, the kev device can be a dedicated devics. In another embodimeny, the key

devics can be smbedded into another personad electronte device assoctated with the user,

.

i

fean typivally carried by the ws

ot

.0, & soant phone, g car fob, or any other parsonal

_

[BH08]  According o an embodiment, when the prosence of the key devics/user 13

detsotid, the target dovice van be configwred 1o launch apecified %3*¥i§i'88 provided by the

bed

target devige, or provided by other services senratied by the tavget device, Inan

¢

simbodimend, the specified features audf/or serviees san be ass

where different key devicss can launch difforom foatures andior services, Puwr exar Y;;}E,t::.,

&
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diffevent features andior servives can he provided by the favget device 1o a fivst user

188091 In en crubodiment, when the presence of the key devics andior of the 8 0o
longer deteoted by the targer devive, the farget device can sutomatically clunge ia
seourity behavior to protect the resuurpes of the device. For Instanes, the target dewie
can enter & looked mode or can enter & sleepfubernate mode widch wm;tm\ fg
credentials ty awsken the device

fa01g It 2 specific swbodiment, the seawily wad convenience of & mebile
commnnivation device is onbanced based on a sepervate key devies. I the Rey device 13

v

near the mobils communication devive, the mobile communication devics may be
amomatically walocked without the tser having to input an unlock vode. The mobils
commustication device may be automatically unlocked futo g fivst mode having a firgd
tevel of functionality, I the user inputs & correct walock code, the mobile commmuasestion
devive may be unlocked into  second mode having a sevomd level of Renctionality,

gveater than the et lovel of Rectionality,

B Acthemication methods used today on mobile devices, laptops or lablats,
vebaites, web apps, or other systems ave inconvenion 1o the teer, may have Ingh

iaplementation costs, and have scourlly weaknesses; Lo, they are not as seoure as the
could be, To perforn authentivation of 2 user, the wser can provide somuething that the
user kuows {for example, a FIN or passwvord or answer 1o g segest gquestion},

something that the user is (for example, a biomstrie such as & Hngerprint, or a retinel

o

sean, or & FRA smmple or s electrocardiogran, v 8 bradnwave, or the user’s face fora
faolud recognition system, or an shservable behavioral trait sush as the user’s gait while

EH

walking or the result of the nser crsating a signatiwe with 2 pen}, or semething that the
ueer has {r kev card, a smat vard, & dovies such as a smartphone, an BPID o NFC tag, &
chysical key that usdecks a physioal loek, et} The above forms of user anthentieat o
msay be used fn conthination with sach other for a more stringent level of authention AL

Rut the conflict bedween conventencs and

gost versus strength of sonwrtty for
suthentication aystems has traditionally led to suthentication systens implamentations thet

have sacrificed srongth of seourity for Increased wser conventencs and lnwered
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splemerdation vost. The user converniencs facter has boonnte more Tmpottant over the
vears gs users sre ealled upon 1o Interset with more and move different systems o
aceompiish work and personal sk, and as users ave emploving move deviges
{smartphones, tablets, PCs, smart watchey, and so on) o acesss ther, thus requining very

gy separaie snthentication eventy during 8 user’s day.

OI2] The fiest of the three fundamental suthentiontion teckedgues, having the user

rrovide something that the user knows, suftees greatly fron the user tnconvemence

Factor, Users have a hard time geverating or remembering long and strong passwords,
anad thus tend o rouse passwords soress systems, to derive them from pleces of pubdicly
sepable infornation abowt a porsen {e.g, birthdate}, and to keep them s short as

¢ for memorization purpossa,  Additionaily, becanse users bave fo enter

password so many times duriag the day, .8, on & smartphons which may be configured

LT PRsEW ards

gt

tor Iook aftsr § rdmnes of Blle time, that osers are further debven tockeep €
very short, very gasy to type In on & smariphone (nod asing special characters, numbers,

and both upper and lower case letlers, became that s harder o type on a smariphone soft

X

kevboard), or oven o use a simple four dight PIN fustead of & password, or sven worse, 1o
not have a prsseode of any sort on the wser’s ymariphone,  Additionally, a uset’s
passwend can guite sasily be Tost or stolen {when written dowa o help the wey
rewmember, can be guessed, o can be willingly lom o a person who s not anthorized 1o

aneess a svsiom. Relving ounly upon sometbdng that a user knows (and 18 willing to

remember and to type ) mabkes for & woak authentiontion systent

U RY The seeond of the three fidamental suthentication terindgues, having the user
provide something that the user has, suffery from the sssumption that the person who s in
possession of the “something™ {a device or token oy othee objert) 15 in fact in suthorized

A

possession of the device ur token oy other ob

ot But such devicss, tokens, or abigets
may be easily lost or stolen, of Joot 1o a different user in & well meaving helpful gesture
or as & resal of @ sovial engineering attsck. The wststed msunption of such an
authentication techurigue is that such loas of posasasion ovents sither will not hagpen, er if
they do, they will quickly be discoversd, sultably and promptly reported, and the

¥

assooiated amhentication credentisla for the devies, token or olyect will be revoked v a
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simely manner. Relying only upon somothing that 2 user has iy an authentication system

2

has significant weaknesses,

{514] The third of the theee fundamental suthentication techniques, haviag the user
provide something that the user is, soffers from both the user inconvenienve problom sl

&

the cost of mplemensation problem. Whils i would be highly seeure for an

sthentication system to cuploy 2 retinal scan oy verify o DMNA sample of wussy, the

costs of implementation have historieally been so high aa to preciude their use in all b

2

the most sensitive systems and fnpossible ln mobile sovivonments, 1o say nothing of the

~

usey inconvenience factor n providing this type of ometria Input.

]

HRIS] What is needed {5 ap suthentioation systom which san support the user knowing

and using @ strotg password beoatse the wser has only one such password 1o enter, cag
greatly reduce user mconvenience by hardly ever reguiring the user {o inpat such &

password, and can cost effiviently use mudtipte other factors for authentication wiile

minhizing ey IUIvVERICRES,

(S} As will be discogaed balow, the systom described in thiz application employs user

.

sathentication in various combinations with acceptable proxindty detenmination,
acceptable person presence at and possession of & deviee or token or other nbiset, and

a1 ¥

ather factors 1o extend the realm of what i3 possible in avthentiontion, suthorization, and

es. The en ‘”::ts:czeptz&}is: proxiuty”

changing secunity aud upsration

L

“acceptable presence,” amd “acceptable possession™ are explained Surther on in the

specification, The systen is more seurs rogarding the use of something the user bas, by

using scceplabls proximity detection and porson presence and possession mordtoting to

verify that oaly an suthenticated user is in possession of 8 duviee or token or ohjeet used

to mid In awthentication, The systers lebes advantage of the Increasingly inexpensive and

3

widely deploved sensor systems which are indegrated a8 part of devices such as

srariphones to delect events which can indivate a person’s presence at g devics, ar

soceptable proxindty of two devices to erch ather,

CRIPTION OF THE FIGURES

FIGL | s a stpdified block dlagran Hlustrating an exemplary system mindiﬁg

N

v electronic device and 8 server coupled o o network gecording to an embodinenty
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&

{8018} FIG, 2 15 & block diagram lostrating of 8 specific implementatinn of a system of

<

the nventton according (o su ombodimenty

M1 FIGL Y s an operational Now disgram Hhastrating a gh devel overview of g
sethod of the Invention aceording o an embodiment;

i PIG. 44 is 2 block disgran Hustrating an alisative unplemen wation of @ systom
b . ¥

XA

of the vention scoording o ay embodiment;

BRRL] FIGL 48 s a block disgram illnstoaiing an aliernative implementation of 8 sysiarm

ofthe invention aconrding o another smbadiment; and

O3 FIGL 40 s a block diagram Hlustrating ax aliernative toplementation of & system

of the invention according to yvet snother embodiment.
DETAILED DESCRIFTION

LR FIGH § s o simplified bloek disgram of o computer netweork 1 that tncludes 1
mobile communication deviee 101, a sorver system 111, and other glectronie client
devices 148a-148e, couplad to 8 communication nepwork 121 via o plurslity of
communivation lnks 138, Communication network 121 may be comprised of many
istercnnnected computer systers and communication ks, Comuniontion ks 138
may be hardwive links, th:igtai fnks, satellite or other wireloss cormnunicatons haoks,
wave propagation Huks, or any other mechanisms for communication of nformation,
Vartous convrunication protocols wmay be used to facilitate commmnication bebwesn the

varions devives shown in FEG, 1. These communication proteccts may Inchsde TOHAP,

1o

FTTE protocoly, wirsless application protocn! {WAP), vendotspegific protoce sta,
custemized protocols, Tntewnat telephony, 1P telephony, digital voloe, voice e
teoadband {VoBR), broadband talephony, Yoloe over IP (VolP), public switched
selephone network (PSTH), and others. Whils tn ene cmboadiment, communigation
nobwork 1317 can be the Internet, in other srabodinents, sonmsunication aptwork 132 may
e any saitable commurioation network inchuding 8 local area network {EL,\»\}‘?*-E}, awide
area network CWANY, 2 wireley netwark, an imtranet, & privite network, 8 puldic

wetwork, @ switched netwerk, and combinations of these, and the tike,
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szl In an enthodiment, the mohile device 18 includes: an operating system 113, an

by

.

gt dheviee 118, # radio frequency tansceiver(s) 116, & visual dsplay 128, and a batiry

o power supply 118, Each of these componens is coupled 10 1 central processing usit
(OPUY 103, The devics operating system 1R vone oy the OPU 183 and enables
interaction hetween application programs and the mobile devies hardwars components.
In an embodiment, the mobile device 101 sepeives dals throughoan RE transcetver(s) 116
which may be able 1o conmrudeats vig varioos nebwarks, for example: BLUETOQOTH,
tocal area networks such as WINFL and cellular networks such as GSM, CDMA& ar UTE.

T

{B025)  Inan embodiment, 8 foval softyare component 173 is an application program that
ix dovedoaded to 8 mobile device and installod so that it Dtegeates with the operating

syatem 113, Mueh of the souroe code for the focal software componed 371

»

s

wsed between various wobtle device platforms by nsing 8 cross-platform software

Py

7

arvhitortuve. o such a systom, the nagjonity of sofiware fimetionality can be bnplamentad
Y OFON8sT i‘f‘c YU QO $ (‘E“ii-\ (F&‘{ SRR R R S i ‘{““i“"} o ;:} 53 sl o 3? A W
1 A oross-plalloem core noduie,  The Crose-platiarn Core dan wnversal allowing Wio
trerface with various mobile device operating systems by using s platformespreific

module and § platform abstraction modute that both interact with the woblle doviee

operabing system 113, which is desoribed in LR, Patent Application No. 124

entitled YSYSTEM AND METHODR FOR A MOBILE CRUSS-FLATEOBRM

SOFTWARE SYSTEM.” Inancther smbodiment, the local seftwarg component 175 can
be devige, platform or oporating systom speetfie,

HIS]  Asindicated above, the mobile device 1Y may operate in a nebworked
environment using logical connections L3 to ane or more rumote nodes 11, We-148e

vig 2 coonmudoation nterfres, The remats node may be another compuier 148, & server
111, 2 router, & cHent dovies 1465140 or other copwnon network node, and typically

3

meludes many o all of the elaments desoribed above relathve to the mobile device 181,

o

o

The communication nterface may interface with & wirgless network andfor 2 wived
network, Examples of wireless networks inchude, Tor example, 8 BLUBTOUTH ae wwvark,
a wireless personal arsa network, a wiveless 802,11 Joval area nutwork {LAN), & near
field commumnication (NFC), andior wiveless telephony neteaork (0.8, a cellubry, POR, o
GSM network). Examples of wired networks tnclude, for example, # LAN, & Sher optic

network, & wived personal area setwark,  telephony network, andior a wids ares oetwork
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{WANY Such networking environments are commonplace i intransts, the Internet,

offices, enterprise-wide compuier nebworks and the Hke.

T Inoan ombodiment, the sorver 111 can be a device that the tser 118 can carvy upan
his porson, o can keep neardy. The server 111 may have 2 large battery 1o power long
distance conmmnivations nobworks such as g vell network or WP The server 11 may
communicate with the sthey components of the peesosal mobile device system via wived
finks or via low powered shost rangs wireless compronications such as BLUETOOTH.
Altesnatively oy in addition, ane of the other vomponents of the personal mobile devies
system may play the role of the server, eug., the watch 148b, the hiead mouented

device/glasses 1484, the phone 148, the tabdet 148s, andior the PO 148a.

)

IR Tooeither case, the server 131 may be kept in the user’s pocket, bag, or prese. Thiy

alfows 2 large and therefore heavier hattery to be waed o powsy Tong sistancs netwark

@

commmnications. The other indivisual components require lower power o commmeai

g,

.
,-.

aliter batteries. Alsg, thig

with the server 111 and thuy can nse smaller and therefore B

7%

removes the high ntensity radiofrequency signals from the close vichnty of the user's

828 1 should be understond that the srvangement of mobile cormmunieation devive
10 iHosteated In FIGL 1 is bt one possible implementation and that other arvangements
are poasible. Tt should also be understond that the varions sysiem components {and
monng) defined by the claims, desoribed belovw, and iHustrated in the vartous Mook

diagrams represent logical components that are configured to perfonm the fnctionality

described hersin, Feor example, one or more of these svstom componenty (and means} sax

b vealived, iy whole or in part, by at least seame of the components ithustrated w the

srrangsment of mobile devics 181, Tn addition, widle at least one of these empangits
ave impleomentesd at Jsast partially as an electronde hardware vomponent, and therefore
cotstitutes a mackine, the nther components may be implemented i software, fardware,

r @ conthination af software and hardware., More ;:’sm.‘ia:-i;zi&xisx # least one compimag

.

hardware

<)
Yy
L1

lefined by the clalms fs taplemested at least pantially as an electrome
poraponent, such as an instruction oxeoution maching (8.8, & po wessor-based o

processor-containing machive) andfor as specialived elroulis oy vireultry {e.g., dsorete
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75

logiz gates interconnented 1o perform & speclalized function), such as those Hlustrated 1o
FIG. §. Other components may be hoplensented iy sofware, havdware, or 8 combination
of seftware and hardware, Moveover, some ot all of these other componunts may B
conthined, some may be omitted altogether, avd additional components can be added

X

while il schivving the functionality deseribed hevein, Thus, the subject matter

deseribed heretn can be erbodied in many diffeorent variations, and all such variations are

contamplated o be within the scope of what ix cladmed.

{038 fnthe ciﬁascriptim that follows, the subject master will be desoribed with refevence
to acts and symbolie representations of opertions that we performed by cug or more

devices, unless indiosted otherwiss, As auch, # will be onderstood that auch aots and
operations, which are af times reforred to as being computer-oxesuted, inclade the
wmanipalation by the processing unit of data in & steuctured form This manipulation

sransforms the dats or mainiaing it at locations in the memory svstens of the devios, whick

!):c

reconfigures or otherwise alters the operation of the devies in & marmer well understood

by those skilled in the art, The data structures where data s maintained are physieal

Iocations of the memaory that have particatar properties defived by the format of the data.

However, while the subject matier i being deseribed in the foregoing comtext, i 8wy

pacant to be Hiting as those of skill in the ant will appreciate that varions of the sots and
s

operation described heveinafier may also b implomented in hordware,

=~

{8033 FIG. 2 is & simphified block dingram Hustrating 8 system for changing 8 seawily

pe

hehavior of a devices based on praximity of another devive according to au embadima.

ped

As i sheven in FUG 2, the systeny includes o target device 388 and a koy devies 218 In

an smbodiment, the target devive 208 can be the mobile convrunication device 181, say
one of the other slectrorie cliont systenss 1dfa-148e, or the server 111, Accondingly, the
target device 280 can include & fle systom 203, a display soreen 288 and m arerating
system 209 that supposts varions device featuees 287 and/or spplicalions 308, The key
device 218 can be a portable electronie devive that can he easily casried fna usr’s
pocket, wallat, purse or other personal Hem, Inan ambodimeny, the key devics 218 can
he a dedivated stand-alone devios suckoas g card or a key chain, Alternatively, it can be
inteprated with auother portable lectronic client devive assouiated with the user, e.g. the

pser’s smart phone, car fob, or any other personal item typically carried by the wser 118

Q
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8321 According o an ombodiment, 2 user 118 of the i:arge’{ device 208 can spenily
whether another devies, e, the user’s phone 148¢, i3 s key device 218 and s,
whethier that key devies 216 has full privileges or Himnited privileges, Alleratively ovin
additinn, swhenever the other deviee v detected, e, via BLUETOOTH or NFC
technology, the target device MM can require user confirmation and can raquaire the wser
118 1o indicate whether Data Loss Provention CBLPTY protection should be in fores for
the device 206 (BLUBTOOTH firewall of sorts), whether proxinaty login will be

enabled, and i so, whather it should be enable for g specilie Ume pertod.

JO033]  For oxample, when a target devies 208 defsots & first devine for the frst time, the
user 11 can indicate, n an emmbodivaent, whether the fiest device 15 a ey deviee 21 and
if s, whether it teiggers proxioy login for an unlimited period of time, or for a huntted

perted of tme. In addition, when the first device is inittally paived seith the targst device

20 and the frst device is registered as & Rey devige 338, the user 118 {or s poliny
provided by an adnunistrator) can specify whethsr thers shoukd be DLP profection in

52,

force for communizations to the frst device, thereby preventing Personally {damifiable
Infhrmation CPIY or oty sensitive Information Som Howlng over & communications

charmsd frovm the larget device 288 to te fivst devies 21

{0341 Bt an emthodivient, the terget device 200 includes g proximity based control
systom 262 and the key device JHY includes & presence communication module 213

Agcording to an mmbodiment, the target device 208 is configured to detect, vis the

by

5

proximity based control svsten, the presence of the key device 238, In an embodiment,
the target devics 268 can be configured to detect the presence of the key device 2t ing
vawiely of waya,

\

[0038]  For sxample, the proximity based control systemt 282 tnthe tavget device 288 van
inchule & proximity detoction module 284 that {s configured to deterndne whether the key
device 218 and the tavgst device 208 are conmeetedd to the same network 131 Inan

03

embodiment, the presence cormmadostion module 212 i the ey device 218 can
broadeast or multioast & messsge 1o a network that it is present sodfor the target dey
208 can bvoadeast or multicast a rs’:e;ussﬁi messags to the network that 3t s lookivg fora

ey dovics 218, When the target device 268 recvives the mossage Trom the key devies
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o,
‘.

frg regnest message {from the koy device 210, the proxamity

detection modude 194 can store the MAC address of the key device 218 and use ARF o
detorming whether @3 1P addrsas i vonnected to 8 local netwenk segment. e'-\'iitemaiix-‘:-:’iy;
the proximity detection module 384 can parfnm a DINS, multicast DN, WHNS, or

A

3

another petwnrk naming service fookup, When both devices 288, 218 are coupled to the

same WP scoess point or 10 the same nebwan KOIRLIAR LSS

o

with netraask T8S.388 285,60, they an be considersd conueoted to the same network 133,
and theretbre in proximity to one another, Aspects of the system desoribed in thus patent
application sen be applind to determinations of proximity of any twe deviess, sot

necessarily just a Ykey” devivs and g Marget”™ dovies,

10036} I another embodinent, when both devices 3, 21¢ are coupled i the sams

~ X

o

fom, ©.g. wicro/piondfemto coll, they ean be considersd connected o the

b

celular base sta
sorve network 121 Tn vt another smbodiment, both devices 288, 218 can transmit data
0 3 server 111, and when the ssreer 111 deternsines that the devices 288, 210 ae
contiscted via the same network 121, 1 can send an indicetinn to the target 288 anddor the
Koy 21 devices that they are convected to the same network 121 In an ombodiment, the
server 111 con make this determination bassed on the public 1P sddressen seun as the
source of traffic, based on a nearhy 1P addross a5 seen by the server, andfor based am

network-atgmentation of packets that reports reating ot location, &g attache  wthe 1P

header,
{80371 When both devices 206, 218 are conneuten o the same netwonk, , the proximity

detection module 204 can suihentioate the key device 218 inan swbodimem. For

example, network infrastracture specific t fie network can b used 1 authenticate the
kev device 218, o wsing WA, S02.1X, or wsing wellulay notwork atasshird

anthentication, such as G8M suthentication. Other authentication techmgues ang

avaiable and deseribed belw,

{BU3R]  When the deviees 208, 318 are determined o be on the sams notwork 121 and
optionally anthentionisd, the proximity detection module 2 in the target < devics 206 can
sentinue to monior the presence, 2.4, the cormectivity onto th network, of key devies

318, For example, in an embodiment, # persistent TCP connection between the devices
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208, T8 can be madntained with short timeouts between data or keepralive transmissions,

o that when a device leaves the network segment, both devices can react guickly.

X Y

Adternatively or n adsdition, the key device 218 can transinit periodic broadeasy

<

wulticast, oy wricast traffic indicating ita presency, and when no raffic s recaived dor a

Che

specified period of tine, the tacget devieo 288 can conclude that the key device 210 R
discommecied and is no longsy in proxindty, In auother omboediment, & network node, 0.8

a router or Wi-Pl contretier, can sead messages to the nebwerk indioating

o

disconmection/cormection events for partioular client devices, These mwssages may
contain the identity of the device, e.g. determinsd by S0R.1X, and roay also be dighally

o

signed to guarantee suthenticity.

JOH3W Alternatively o in addition, the target device 286 oan be configured o detet the
pressnee of the key device 31 vig & peer-to-peer wiveless profocolinetwo ork, such w

g%

OONTH areor Negr Field Convnunieation (NFCL In an embodimens, the

C

wresence cormnmndeation module 212 can he configured o transndt and receive vasong
signals to announce its prosence to any Hstening devices. Thus, acgon cing to an
cnthodiment, one or both devices san page the other froquently given the other's device
address vig @ BLUETOOTH cosnecton over 2 wirsloss personal area netwark
CWPANTY, oy pleonst. When a key device 218 is detected, 8 can be suthentiested, and

i proximity can be mondtoved, Proxindty wonitoring can inclode, tut s not vt e

% o o~y

»  Using time delay (o tn O8M networks)
+  Using geolocatinn lecholques
< Ulsing response tme as a measue of distanes

»  Llsing SMR or absalute signad deength

e

o

o Periodic cemmmuntications with tmeont that, i reached, indicates that the key

dovice 214 is no longer i proximity. Conumunications can be hanslled by a radio

comtrotler {o.g. BLURTOOTH radie) or by application layer {e.g. usin

R Shal o £

BLUFTOOTH, can be 3 L2CAP Echo request oy RFCOMM channel with periodie

e

daty transimitied bebween deviees)
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[0840]  According 1o an embodinent, the BLUETOOTH target 298 and key 218 devices
can matialn a condinueas comnection, This, bowevar, consumes 2 large amatt of
poway in both devives over thne, Altermatively, the target devive 288 cax porfonm

pertodic checks at configurable time fntervals to confirm that the key device 318 s st i

proxiutity, Alternastively or in addition, the target dovis 288 van be prompled to cheek at
the cccurrence of vertain events. For example, when a sereen loek timer would oiherwise
foek the target device J88, the target device 209 can sheck ot this time to determin
whether the ey device 218 i 581 in proximity, and if 5o, ean provent the devies lack,
and iFnot, can allow the device o ok, Sinilarly, when an undock soreen s to be

prasented to the wser on the devics 288, the target device 288 can check ol this time to

b

detornuine whether the key devics 218 s st in proxinuty, and 31 so, can bvpass the
presentation of the nalack sereen. In another embodimens, the target deviee™s uplock
sereen oan present s button an the unlock screen to "check for key” When the nser

sefoots this button, a check can e made for the presence of the key dovies 218, and i

}

detected, the wdoek scereen can be bypassed,

¥

0411 In avother ebodiment, the target device 288 can be configured 1o detect the
proxenc of the key device 318 using Near Fleld Commumisation (NFC) technology. In

this cass, detection s basod on the presencs of one device, £.g., the key devics 38,

31

suother device's “near feld,” with cithey fowd or modulated data bemg a signal of
presence. {See NFC standards for wore information on how this works) According

ng the bey devive 218 fito the targel device™s near field

$1%;
&

an embodiment, simply bring
area allows both devices 268, 218 to delermine that the other is nearby, Ounue detected,

the devices 288, 318 can be suthentionted, sz, soo B0 14443

-

Chttprrenuwikipedia org wikVISOABT 14443, hntpediwww wrazan org/dovnload/fod-

14443-3. 08, and MIFARE (utpofen wikipediaorgf otk MIFARE)Y In 2o embodiment,
proximity noniicring can by basad on physioal presence of the key device 31 inthe
farget devicos 208 near Held andior based on pertodic data exchanges between one or

fasth of the devices 288, 218

8421 1o another ambodiment, the target device 288 can be contdigured to deteel the
. .

presence of the key devies 210 using far feld detevtion techniques that wse RE

hackscatter to send information to a sturee. For example, UHT andfor nucrowave REIR
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sesters can by fmplamented on the devices 200, 218 such thet an RY reader i i the target
devigs 208 can detect the presenes of a tag in the key deviee 218, Aller the key deviee
314 is nothenticated, ite proximity can be monitored by receiving pariodic backscatter
from the key device 218 indicating that the devies 218 is st within the teget doviees

TN A

043]  As indicated above, when the target device 38 detects the prosence of the kay
deviee 218, the target devies 260 authenticates the key devies 318, According o an

smbodiment, the smhentication process can be 8 one way process that where the key

device suthenticates iself to the farge device, ansd whes the authentication is complte,

the target device unfocks, Alternatively, the prooess oan be @ mulaltwo-way proeess
wiere the key device and fargst device mutually authenticate before the key devies

fransmits an encryphicon key 1o the targel device s that the target device van derypt »

portion of 1S slorage.

HHER Varions anthentiostion processes zan atilize various types of dats o venly the

authonticlty of the devices 208, 318 andfor user 118, For exampler

« g devies van provide an identification number {e.g. MAC addrass, oa wid ideniifien

EPC vode) explicitly or as part of Its ‘Cﬁm}*ﬁ}‘xﬁ'iiCﬁ’ii(}ﬂ with the other devive

s adevies can provide 2 seevet coderkey, which is matehed a seovet codefkey 1o the
ather deviee

e

o1
s,

s pputual certificate verifioation (sg "S‘:?R} car be perfornred where both

devices cun validate the chain of trust

wsing

'v
s
o

Y

the certifioates sack suppliss,
s+ an enerypted payioad can be trarsmitted from one device to annther dovies having

& deeryption key (symmetric or asyaunetrie), and wher snceessiud decryption of the

A

vavioad ndicstes @ knowlsdge of o shared ssoret {symmeteic key encryption) ara
private key {asynunetoic Lay cngrypiica), thevely proving authentiony
s gach device can sign and enoryvpt data asing cach other's public keys,

HEIE RS Alternatively ar in addition, when the proximity of the key devies 21 doteeted

and anthentioated, the proximity based control systern 382 can be configured o promps

s

the wser 138 o movide Information knows to the user 118 aad to the device 38 w0

X

anibentione th oser 11 Thus, the change tn the ssourity behavior of the target device

b4
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200 will be Implemented ondy whan the user 118 provides the appropriate information.
In another evabodimen, when the key device 218 i3 r user’s client deviee, e.g, a phone
148, the key devics 210 can fiself supply the additional information knowa o the wser
118, e.g., that the user is currently logged in to the phone. In this case, the detection of
the presence of the key devies 218 indizates that the user 118 has the key devies 218
Througk {‘.{}iﬁi‘i}‘m‘:k}:’iﬁ{mﬁ batween the farget device 200 and the key dovics 218, the
helmvior medication module 286 can determine nformation indicating that the user 118
i logaed in to the ey devize 210 and that therefore, the user 138 dnevwy Tnfrmation,
Therefore, what 1he aser far coupled with what the weer dnowy triggers the change inthe

security hehavior of the target device 28

{00481 Altprnatively or in addition, the provinuty based contral systan 282 can change g
level of muhentication based nn a gea-location of the target device 308, Fov nstanes,
when the device 208 ix in proximity to a seoure lovating, the additional suthentication

;r&gui‘;‘e;:‘é for the device 300 can merely be 2 pln code, Otherwise, the authentication for

ey

the device 288 requires & nmlt-faceted authentication,

< ™

| as 8 key devies 31 for the targst

£‘IL

847 Once a device is deteoted and authenticats
device 200 and optionally after additfonsl user information is revedved and verified, &
security setiing of the tavget devies 288 may be changed. In an exnbodinent, the
proximity based control system 22 ean inelude a behavior modification modwte 286
sonfigured te change the seourity behavior of the trget device 208 when the key device

238 is i proxinsdty of the torget device 388 aud optioually when sdditional information I8

MR For example, inan sabodiment, whig the target device 2688 i configured 1o enter
a locked mode after a perted of inactivity, the belavior modification moduie M can
change an “idle timeont™ feature MY when the proximity criteria {s satisfied, ba, the key
devies 218 i in proxinoity and eptiomally the additional information ix received and
verifiod,  In um embodiment, the behaviny modification module 286 car be configued
change and later testore the operating system (08} idle timenat configuration parameters.
Int this case, the onigingl ile Greowt pcrm-zi parameties can be saved, and then the 08

APIs can be used to cither disabioftun off or modify the idle Hmeout periad o one
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N

sufficiently long that i will not expire while the user 118 s using the larget device 2,

(‘

a8 24 hours. For sxample, in Windows, the Coansole

e

Y fl byt B P e e
oox display off timena! pasameter

/

ca be disabled or modified. Later, when the presencs key device 218 which prevides
evidencs of vontimed user presenes 1§ no lunger detested, the original timeout penod
parameters san be restored, and optionally the devies can be immedintety tocked,

\

048] In ancther embodiment, the behavior modification module 268 oan be configured
to srnulate nser activity 1o prevent an nactivity thmer, .., the OF based idle timei
feature, from expiring. For example, in 8 Windews cavironment, ussr interaction
messages suck as WM MOUSEMOVE can be fnserted, Alietratively or bt addition,

RetThresdBxeoutionSated B8 THSPLAY _REQUIRED) or
SetThreadBExeontionState(BS_RY f'YE-?}-‘EW,RE{Q_U'i'ﬁﬁﬁf}} or

SetThreadExecotionStatd BS CONTINUOUS) can be called to provent a screen savey

-

fock from engaging. In this case, SstThreadExeoutivaState() may nead 1o be called
peridically © provent the systew from sutering 2 sloep or lock state. Aliernatively ov in
addition, & hook in & pser input device driver way be wsed to genorate what looks o the

OB Hie hunan input device hardware intornupts thad, s & resull, reset inactivity ttmers,

HHESG] ran ewbodiment, the change in behavior of the target devies 388 can also be
based on o characteristic or atiribute of the key device 318 andfor the user 118 For

&

example, when the proximity of the key device 218 15 detected, but the user 118 15 not

Jonder

anthenticated, o.g., the user 118 is unable to provide sppropriaty amvthantioation

padd

53

information, the behavior modification mosdole 206 can be eonfigured o allvw only e
picat basic fnctions o no functinas @t all,. When the user 138 van be authenticated, the
behavior modificstion mosdule 286 can allow varying lovels of access and funetionalily ©
the user TH hased on what the wer dnows, who the veer i andfor combinations of such,
Altsrnatively or in addition, sceess to functions sud fetures of tndividusl spplications

can be controlled based on what the user kuows, who the user s, and/or both, Far

example, an a;fsgﬁz cation 208, e, & browsar, may have a st fanction, e, web
Browsing, that s acoeasible by an noanthenticated user 110, and 2 seeond finetion, 0.8,
aroessing 8 beokmark oy making 1 new bookmark or changing o browser setilog, that is
acvessible by only an suthenticated user who keows something, and a third fim Sl .8,
wrinatalling the apphication or svasing browser hstory, that i aceessitde by only an

1
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authentivated user who frows something and who is something, Featares 307 andior
spplications 388 to which a user 118 does not have aecess may be hidden, or may b
displayed, but i invoked, would requive the sdditional missing fovel of awthentivation fo

b obtained fom the veer 118,

{HIRLY Mareaver, the change in behavior of the target device 28 can alse be based on 8
geo-tocation of the target device 288, For srample, when the target device 28 s pear a

~

pecified landmark, g, bome or office, & reglon or a gootence, the behavior of the target

%

device 3688 can be modified to suit the characteristics of the specified landmark, fnan

embodinent, 2 GPY unit or other geo~location madule in the target device 208 can calledt
sro-location information associated with the device 288, The gt device 280 can

fravtanait #s geo-location informeation to a server 111, which can detenmine whether the
targes device 280 I8 in proximity o a given reglon or landmark and can iransmitthi
determination back to the trgst device 288, Abernatively, the target deviee 288 can

make thix determination ncally based on the geo-location information,

BUS2 Accovdingly, in the case :*cgsrdme changes to the idle Ymeouwt foature 287 o the
targel device 208, when the key device 218 {5 detected and when the target device 208 i
ncated in the weer’s home or work office, the behavior modification module 206 can be
configured 1o daahie the featurs 287, Altematively, when the target device 308 is
located in a pubtic place, the Seaturs 207 can be enabled and » short idie timeout periad

cuat b appliad,

[B083] in ancther svabodimegd, when the Koy device 218 &y deteotod but the geo-focation
of the targes device 208 is sof near u specified andmark, g, the offive anlior a cortain

suniry, the behavier modification module 298 can place the target device 308 in

X

absodute lockdown made, Lo, fnan inoperable state, In this cave, the bebavior
modification modude 288 can lock the dovics 204 inmmediately andfor implema »
hardware lockdown which can prevent an lement of the devies fram booting or

otherwise snablivg an operating sysiem 209 unless the prexinty criteria i satishied. In

!/z

i ormbastiment, progranving code wan be inserted or enabled as part of the oot
ssquanee for the device 208, This can be logic in hardware (o5, ROM) or tn the BIGR

{part of the boot sequence on the dovice) sr anywhere i the deviee’s parficular buot

17
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sequanes that takes control and exzoutes prioy to loading any operaling system 288,
whether from the devics 268 or viz any attached external media, e, Jogie ina vivtual

sachine that tkes eonirol prior i booting an operating aystem 289, The lnserted/enabied

code van susure that the proximity oriteria is satistied, In which case # will aliow the boot

seruence i procsed. Otherwise, it will prevent the boot sequence frove procseding and

530 operating systers 28 will boot,

0054 Alternatively or in addition, the operating system 289 may alse contuin code that
dizablss el (o a device deiver that interrugts the boot sequence or disables any user
interactive featwres of the dovice while preserving network and lovation capab dhities) In
an sovbodinent, the device 208 can be configurad in such a way that the device cannol b

voset ar have s firnovare Hashed while Bz lockdown mode. For example, &

cmsfigumii qn parameter that determines whether a devies s in lockduwn can be stored o

R

reemory that i3 ot wiped when the device performs & “master olvar”, “wipe, “restore 1o

Gemt

factory defralts™, or other full reset operation. u this case, even g}ﬁ;‘f{}mﬁmg such 8 wipe

will not disable the lockdown, Furthermore, the device's bontloadsr may cheok for v

PR

sonfignration parameter and disable Grosware Hashing itis sel. A recoverable

bootloader may reguire an authentivation credumial, e.g. dightal signaturs o¢ paxsword, t©

slfow even a looked down devive to be recovered by an authorized pasty.

[0S8] Allsmatively, or In addition, the behavior modification m yasdule 286 can control
access fo ceriain types of data stored on the target device 208, Por example, the behaviny

modification modute 208 can allow access 1n an encrypled comaines onty when the key

v

device 238 is detected and swher the user 11 is anthenticated. Such svoess can also be
denied or gradted when the SC’“«Oviﬁiim‘i of the wrpet devics 268 Is or 1y not uesr 8

specified landmssek. Inoan smbodinat, the behavior modification mo ydule 288 can allow
acvess to speeific files in the file systom 263, con launch any a;sp?ic.ﬁiiam 288, sndlor cap

aiow the user to perform any ether action involving sensury, atached devices, Sie.

Alternatively, seoure resourees, e, fles andfor applizations, can be placed fu g

containgr controlied by the hehavior modification module 286, The contatmy Cax b an

2'1'.«

encrypied portion of the fle systore 203 such that decryption amd thus sccess to th files

or applications is controiled by the hehavicr modification madule 286,

St
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{9856]  In an ambodiment, the location polisy may be raplemented as part of SELinux or

SEAndroid so that a system wide mechanism (e hernel) suforees the policy and i

o~ o

configurable by a systom widde polioy file or s ponfignrable dyvamically by an

Y

spplication. Alternatively, the policy may be implemented 5o that the kernel delogates &
policy decision to 8 user-mode application, A further slternative provides a fiest

application controlling sccess 1o & secure resonres by other applicaticny. In thiis case, the

fiest applivation can enforoe a policy that defines what other apphications and in what
contexts (o, location, proximity) access in the rexoures should be grawted. In an

smbodiment, the first application can consult 8 sevver in ovder to grant access, Ry

N

example, by retrieving an encryption key from the server i order to decrypt a seaiwe
contuiney, In an embadiment, the server can saforee the proxinuty oriteria based on

information provided by the first spplication or otherwise svailable to the server. Fov

sxample, the server may we an out of band mechanism © toeate the key devies. Suweha

mechanion: can be one that is duseribed in patent application serdal number 1362477,

o)

Glod June 16, 2011, sniitied “Mobile Devics Geolocation,” 115, patent application serial

sumber 12/372,719, filed Febwaary 17, 2009, sow U8 8467, 768, issued Jane 18, 2013

>

b34

entitled, “Svstern And Method For Remotely Seeuring Or Recovering A Mobile Deviee,
U8, patent application serfal numbers 13/423,038, filed March 16, 2012, 13410975,
fled Mareh 2, 2012, TH/R42 8%, fled Mareh 15, 2013, and 137849379, fled March 22,
2013, which are incorporated by reforence slong with all other refermees etted in g

patent apphoation.

{8087 Aceorsding to an smbediment, the security behavior changes implemented by the

sehavior modification moduls 206 cas remain in effect a0 long as the user 118 is present.

As mentioned shove, the user’s presesce van typieally be Huked to the presence of the
Yoy device 218, Varipus ways i which the target devies 288 can wooritor the presence of

the key dovice 218 ate mentioned shave. In another smbodiment, the presencs of suether

device (reforred to a8 a “provencs deviee™} andior ity rospective state can alsn be
indicative of the user’s proseuce, and the proximity detection mndule 304 can be
sondigured @ detect the prosencs and state of the presence devies to detenmine whether

the user 11E i3 present.

e
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{ISE] Fov example, when the tevget device 208 fs o PO 1480 and the presencs devige 8
the user’s phone 1488e, the proximity detection module 384 o the BC 200 can detect the

presence of the phone 146 avd the current stste of the phone 148, Inan smnbodiment,

b

the current state of the phone 148 can be determingd by sensor readings provided

bl

.
by

T

sensors in the phose 146, e.g., an seceleromater o g camgra, that tndieate that the wser

%
=
(e

interacting with the phone 1400 and therefies presat, Accordingly, while the user 118

mmary not he corvent 208, the combination of provimyy and

/

9
ol
o
v
b
Lricd
]
=1
&
1
151
foe st
o
o
%
%
e
yr
o
W
pd
(&)
e
{"',

surrent siate of the other dovice 140¢ can be sufBoiont to provide evidense of the
presence of the user 118, which then provents an sutomatic Sms-outfocking eventof the

targel dovieo PO 208,

RHEREN I an embodiment, the presence devies used to moniier the user’s presence can b
one that s not soitahie as 8 key devics 218, and vet {v suitable for indicating the aser’s
presence, For exanple, @ sel of headphones that sontain o acceierometer do not reguire
fogin for use, and thos do not provide evidence of sometiing the user rews, and would

not ordinartly be ueed for providing svidence of nttial presence. Nevertheless, the

s

headphones can provide evidence that the usee 11838 present whe

R s
they sre connected to

o

e o more of the devices in the st ofuser’sd

7%
i
2
51
-
o
.

eviges roquiring covtimued presence

5.

when the accelorameter shows movemaent of the tser’s head while wearing the

headpbones, Other examples of sensors that can provide supporting evidence are

e
3

sernperature, blood pressurs, andior nschanical st

A
"’?

ain gauges {the headphoney ave wosr

on the user’s heoad fuafsad of resting or a deskl

REES T According to an crabodiment, su long as the nser 11O is interacting with the target
devics 208, the key device 218 andfor the presence deviee, the current states of the

devizeds) provide svidence of & continued tser prosence, sad @ Hme-out o automatic lork

of either devieels) is provended, But if the cuerent state of all of the devices changes 1o
show 1o injeraction, then oven though the devices are still in physieal proximity, they we

longer provide any evidence of contiy m:{‘ presenve of the user 118, There s the notion of

aset of devices or sensors or tokens in g vickaity which can provide svidence of presesge.

For exumple, # camera in a PC or phone wray detset the presence of a body o face i the

¥
R

field of view of the cammera, which can be svidenece, afler » user has bevn deteramad o

a, that the user is still present. Thus the

be preseut and in proximity and also authe

v
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current state of the camera’s sensor readings can provide gvidenee of continued prosence
of the wser. Other devices which conld provide such evidence are the land Hae telophone

o~

on o user's desk. In this cme, i the telepdnne s put into use during » time whew (e user

i known to be presond, then the o witinued uvae of the telephone provides some svidencs

nf the continved presence of the user 1.

REHGE According to an embodiment, when the presence of ¥ previously detected key

device 218 or aptionally the presence of 2 previously detected presencs dovie s no

¥

longer detaetedd, the user 118 may oo longer presest. In an emmboediment, the absence of a

particular device (referred t as an “absencs deviee™ ) s tghly indicative of the user’s

absence and the proximity detection module 284 can be configured to detect the

ahsence of the shsence devics. In an embodinent, the absgnee dovive can be

the wser’s phone 140e or the wser's watch 148b, and when the presence of either oy hath

is e lmger detectsd, the proxinily detention module 284 whude that the oy 118
is no fonger prosent. When the nser 118 is no longer present, the secuily hehavior of the
target dovies 208 can be changed again. In this siteation, for example, the behavior

modification module 286 can be configursd o immediately fock the target devies 288,10

st down the target device 208, or to enter 2 slespitemate mode T an smbadiment,

UL s\s:&:omiing o an embodiment, when the targst devics 200 is powered on from a

shutdown state, the target device 208 can detect & by device 214 already in proximity

and gamcem‘i from thers in the same fashion as i { had already beon powered on when the

key doviee 219 swas brought within @is vicinity. In another erabudine, when the target

dovice 268 32 in the sleop/hibernate mode, ® can continue to search for the presence of the
Loy deviee 210, and can waks up when the key dovize 21 is detec oted, Abemattvely, a
posver sirip into whdeh the target devine 200 is plugged can detect the presence of the key

device 208 and turn on power to the target device 208 upon detection.

{oaa3 T another enrhodinent, when the presence of 2 key devioe 218 i5 not detected
within a specified destruction time interval, the behavior madification module 386 can
spontaasously changs fhe seowrity behavior of the targes device 288, For instanes, when
the tavget device 200 has not detected the key device 218 within in 24 hours, the bohaviey

mondifieation module 206 can dightally destroy the target device 208 by, e.g., erasing data

id
i
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forgrtting keys, corrupting the foeeare, blosving a fuse, amdior rearking Bl in sscure

regions of praected nomevolatile menuny, fn an enshodinent when the target device 288

by .

!wu

is awake and active, the behavior modification module 2885 can witiate the rogains

configured destruction actions when the specified destruction time interval explres, In

S :

ancther smbodiment, to prevens a power syele {power off, power an} from defeating this

Ry L

time-based self-destruction palicy, the target devics 208 can be configured, as desoribed

&

shove, with eode to exeouts proximity oriteria as part of the device boot sequemes, Tn g

o

submequent agtempted pawer on o boot sequence, when the cods detsrmines that the key

*

devies 238 is nol preseut and that the destraction tine imterval has expived, the

destruction actions confipured ave performed,

Huiad] i another smbodiment, the tarpet device 208 taelt can be configured with antt-

armper features to augment this protection, by ensuring that any physical modifteation of

Known ways 1o do s, e the sunper proof features In umart eards or eryptograplae

o

srocessors. There are nuudtiple snch taraper pron! measwwes capable of meeting FIPS- 148
fovels 1,2, %, ar 4 Tor lampey proof seowity requirements, In an evbodimen, a sdevice
268 can inchade a physical destruction slemd such as an elew rc»_r;é\agtwtic devies {o.g.
agnetic feld generator, high-intensity REF duvice), chenueal device (8.8 destruetive
chenical compound suel as an scid, very small explosive charge, or other tncendiary
deviee), or a nom-chernivg! and neveelectromagnetic wodualy that ix able to ;‘it’ti‘i‘i‘iﬁ.‘§}{‘}§i§'§}’
sender the device or data stored thereon fnoperable when tampering ix detected, if polic
Qlctates that the deviee should self-destrust {e.g. ouiside of destruction time intorval,

& server pomnmands the device 1o

devicr deteots thiy there 1 an snsuthorized nee), audfo

seif-desivuct

0063]  Alteraatively or in addition, the hehavisr modification modute ¢ 206 can mi'if}-‘ 2
server 11T that the kev devics 238 has not bean detected within the specified time periend,
angd the server 111 can reveke the target device’s ovedentials, Alternatively, when the
tarpet devics 206 is the server and the nser’s key devies 218 has not been detectad within

the specified time period, the sevver can revels secess divectly, ¢.g. sdisabling the nser

aveount ar chargging the nser's password, or indirsetly by cormmumcatiog weith an

any
EAH
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V

awthentication server, a LDAF server, or 2 single sign on provider o disable the user’s

X3y

0ss]  FIGL 3 & an apevational flow diagram Bustrating o high lovel overview of &
mothod of the fnvention sﬁecm‘di;sxg io an enthodiment. In block 383, (e target device 308

detects ce, which can be any of the clicnt devives 1éfa-148e

he presence of another devi

e

4

Ahstrated 1o FIG. { or o dodicated device. As indivatedd above, the presence of the other

vig BLURTOOTH or KPL, or other means, When the presencs of

5-»’)'.,

devies can be detecier
other devies is detected, the largst device 200 can deiermine whether the other devics i

e
heing detegted for the fvst thne o block 304, When such s the case, the target devics

200 can prompt & user 118 to Indioate whether the other devine should be # hey deviee

\

210 in block 385, When the user 118 indicates affirmatively, the target device 288 can

be configured fo ragister the devics as a key device 218 fa block 386, Otherwise, the

e

dovice is not repistorsd, and the seowrily settings of the wrgel dovice 2y sraain

by

urwhanged in Moek 387,

[e67) Alternatively, when the other devics has been detecte +d previously {bloek 3043, the

tavget device 309 can determine whether the detevted device 1y a previousty ropisterad

hay device 218 in block 308, When sueh is not fe case, the seoueily settings of the target

device 200 remain unchanged i block 387, According to an embodiment, when the

detvoted devios is either 2 previousty or newly registered key devics 218, the security

settings of the target device 206 ars changed based on the datected presence of the key

ﬁ:«
,\/
}
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{30681 According to an erebodiment, onee the ey device TH s dotented, the target

vics 108 is configured to detect the user’s continued presencs in hlock 312, While the

de

»

user 134 is prosent, the purrent seourity seitings of the target devioe 208 are maintained

hlock 313, When the user's prosence fs no Jonger dotected in block 312, the seconty

4 sheense of the nsey

z’f,
>»J
\-A
=
o
Linia
fone
-
(2
i
P2
< ’9

settings of the target deviee 208 are changed brane

ax
138 in block 3314,

i
pes

EES AN EXAMPLE BEMBODIMENT
U7 In an example embodimens, 3 wser Alfoe awakes in the morting when Alee's

iPhone alarm goss off. Alice presses #s Touch 1D fingerpring wdeontity sensor, which

o
P
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suthenticates her to the (Phone devive. The sevurity systom component of this daclosure

<

determines that the (Fhone was i fact condl \gmf«::.{i to have the Touch I} capability turned

& g

o, aned that Allos has verified her idestity to the iPhone, thus Aliee 18 in possession of

the iPhone, Allos dresses i her workaut outflt, places her iIPhone in the pocket of her

exercise room i her apartment complex for ey morning

7

veatpants, and walks to th
workeut, A normal Phone would, during the periad of lnactivity during Allse’s walitio
the srerdise room, engage s locking funetion, but because the sevurily system
component en the iPhone is opsrating, §t observes using the wmolion sensors on the Phone
and 8 motion classification tochnigue and optivnaily readings from a devive proximity

\

sensor (which deteets whether there 18 a object within a fow om of the sensor) that the
{Phone was placed in a pocket, snd determinegs that during the entire duration of Alice’s
walk to the exereise room fhere has beon motion sensor output indicating that Alice is
walking, and tha therafore Alfee has been in possession and control of the devioe the
cutire Ume, and prevents the thneout susolock from engaging.

@ 2t the exercise roon, places her finess band momi oring device on

-

Tive

fror wrist, remaoves her 1Phone from her pocket and places it on g table in & comer of the
roong, and walks to the other side of the room to begin hey workowt on the rowing
machine, The security systent component detects the fitness band belng ttuned on and
vairs seith it using Blustooth, Because the fivess baned s In scoeptable proximity with
s iPhone a5 detormined by the ssourity system conoponent, the component notes that the
fitness band I8 in Alice’s possessinn, The scoarity aystem coraponsrd detenuines from
the physiologicel sensors (measuring Alioe’s pulse) began to vesovd Aliee’s imiae rafs

when she put it on her wrist, The security dystem compenant theveby notes that Aliee

g

was wraring and fn possesaion of the fitness band, The sepurity system component

deternines from classification of motion sensnr outpuis on the Phone that the phove was
set down on a swdiee, after which there wers ne further wotion sansor s 1o the
{Fhowne. The iPhone is stll in scceptable proximity to Alice as doterminged by the fact that
there is still an sccepiably strovg Bluetooth connetion betwes the iPhone and the
Fineey bund, and dtermines that Allee is still i possession of the iPhone even though
was set down on 8 Nat surfaes. As Aflee walks o the other side of the room, the

Thyctnoth connention weakens and the secnrity system component setermines that the
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mus

two devices, the iPhone aud the finess band, are no longer in accepiable proxinmty,

Beoauge there is also ne evidence that Alce fs prosent at the iFfhone asd i possession of

the Fhone dovice, the seourity syatam vomponen notes that the Phone no hnger has
Alice in posssasion of the device, and changes security settings an the iPhons 1o Jock the
phone, The security sensor may 2180 s a movement alarm on the iFhone to prevent an
wnauthorized persen Som ploking #up,

{00721 Alice completes her vigerous 43 nrmute sxercise routing, during which time the

fitness band has been monitoring her pulss rate continunasly and recording it Adice

g

walks back o the oppoaite corner of the room swhere dhe had sot down her iPhone, picks

2

it up, snd beging wouse It As Aliee neared the sorner of the roum where the 1Fhoene had

% hand reconnerted thelr Rlnetooth comotion

hesn placed, the iPhone and the fitnes
The seourity system component observed the reconnection, amd deternined that the
fitness band was now in accoptable proximity to the iPhone. Butis it Allve who bas
brought the Hmess band to the corner of the room where the Phone 17 The security
syatem conaponent quertes the fiiness band fmerface and obtalny thy contimaons pulse
record that had begun when Allce was originally n aceeptable proximity to the iPhone.
The seourity systom determines that Alice was fn conlinnous possession of the fitnsss

tand doring her time away from the iPhone, snd therefore this is Alice. In respouse the

sevurity system component changes securiy settings and valocks the Phone.
§;¥}¥3’?;@ Alire puts her iFlone inte her pocket, soturas o her apartment, enters her o
affice and turas oo her PO It boots and anlocks, The PC after booting pairs with her

iPhone using Blustooth, The system ssowrity vomponent og the iIFhone communieates
with the system security component on the PC 1o determine that Alies is suthentionted 1o

fhe tPhone and 1s 1a possession of the device, The secarily componsmt on the PC unlecks

the PO bocause Allce s proved to be sothenticated and sceeptably proximste. Adiee tum

¥

Yer iPhone off and connects 1t to a charger, and apens & Trowser to connect 1o ler casall
acesant. Alice s automatioally Jgped tn and reads hor email, The seourity component

on the PO commmnicates with 3 password manager component on the PO to tndioats that

Alfoe is anthemtionted and present; the passwersd manager somponent awtomatically logs

Aloe in to the el systern, Alice reads an artivle that reminds her about g hook that is

- &

f o the othier side of her bome office. Alles gois up, walks to the shelf and

o

oy sheld

[
%5
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yeturns 1 her PO, which is still anlocked, The seourity component on the PC has

previoushy, wsing the PC camers, obssrved & person {wheo has been inforred to be Aliee)

sitting in front of the PO The motton tracding softwars connected 0 the camers
nbserves that the person {Alice} fegves the chalr In front of the P, but remaing w visw ag
3, :

Alice walks sway 1o the other aide of the office space. The PO sureen dims, and
ontionally locks, bocause Alice a mos longer 1o front of and thas in acceplable possession
of the PC device. The security component of the PC, using the motion tracking software
somneeted to the camers on the PO, determings that Alice bas retoroed 1o 2 posilion in

of the

7, and I8 onos again in accepiable proximity to the PO Berause the molion

vyt
(W\

fracking of Alfes was vontinuous, the ssourity systom comporent knows that the person

i front of the PO s in et suthenticated Alleg, and therehy i response urdocks the PO
{74 The ahove exomplary embodiment was presented for the pueposes of exposition
to provide an scenario context fir onderstanding the following discussion of the varous

parts of the systent
RUHHERS PROXINMITY

{7 According to an enhodiment, a systent for porfortuing authentication o

sutherbation opentions or moditing a device™s seonrity ot nporational settings using in

part the proximity of bwo or more oljects fs provided. In this smbodinent, an scceptable
progimity of twe olfects is determined, whers the abjects are elecironic devioes or astive
or pussive phystesl tokens or a person’s actuad body or body parts, Blectronic devices

include such things as smartphongs, tablets, PCs, sorvers, authestication wkens,

\
by

smrtoards, elertrorde devices worn by, implanted n, or carrted by a person, such ag

sonart waichss, head mounted or worn glasses or other devices such as braln wave

b

monitors, finess bands or medical devices monitoning a ;ﬂcmm\ ph ssiplogical sate such

aotivity, skin conductance, puptt ation, gase dﬁz‘ecﬁim&, ared w0 onL Such {;sh;?ffﬂ-ti\? may
have compuier movessing capabilities or not, and may have commieations capabilities
arnot. Acveptable proximity is a physical distance bebween the two objects that is less

than 2 predefined threshold distance; or & physizal distance betwesn the two shjscts that

o

ce opmbined with s relative arientation of the

s
W
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twe obients; or & physival distance between the two objects that 15 Toss than & predefined
threshold distance combined with a detection of whether thers are Intervening shjecty or
a0t {such as wall or display monitor); or is a network distance such as twe deviess beang
s

¥

comnerted to the sune sepment of 2 LAN or heing connected o the same device via s

wirzless communication mechaniss {sald wireless ponnumication mechanism may

3% &

invelve RF-based eommunications such as WHF or Blustogth or NFC, o light-hased

commmmications such as infrared or kuer comatanosiion or Light Field Communicstion
(LECY or sound-based commmunications such as modulated spund transmitied teow gh the
air or as vibestions fn g sold objent lke & desk or work surface); or belng comnseted by &
wire used for conmmmicatinn,

MOTT 1 is hnpoviant to note that the use hevein of the term “proximity™ 1 not the same

W

mening 88 8 “proximity sensor” i 2 mobile device, A proximuty sensor, for exampls, in
a smartphone, is intended primarily W deternuing if au objest, usually the user’s head, &
within a small distance from the devics, and is intended to provent acoidental ouch

eventy, such as the user's ear or chesk touching the ouch sensitive ay surface, from

4

{riggering autions on the devies, Typically, sach & proximity sensor determings i there 1s
somie shiset within 2-5 om, of the sensor, {Hien such 2 sensor only reports a stake of
selosefacar” or ¥ The use of progimity within this application deals with 2 farge
sange of potential distances, not fust a fow contimeters, Bt also mutors or 26s of
Humsdreds of meters or sven klometors, and the concept of proximity, parfioalarly what

will he deseribed as scceptable proximity, is more comple

{H7R] fu an sbodiment proxbuity s determined by e range finding ¢ povation, A vange
finding sensor is used o measure 1 physical distance from the ssasor (o atargst. One
example of & range finding sensar inclades TIDAR (Hght detection and rasgingh, N
witich Hight, often from & laser, i3 used to Hhninate 3 taget and anadyzes the refipcted
fight. Time of Hight andfor interforomstiic measurements are used 10 deterniine distanes
from the sensor 1o the tarpet. Another exanple of & range Swnding sensor melwies &
SONAR fsound navigation svel rangiog) systen, in which sound is sraitied from the

sensor and roflecied by the targes back to the seasor. & SONAR seosor may ofton use

="

Fime of Hight s used to determine distanee from the seusor o the

\

altrasorde sound,

s

arger. Another example of & range finding sensor includes RADAR {radio wavigation

-3
o
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and ranging). which uses RY {radio frequency) emissions which are reflecied from g

tavget and the Bme of fight is used o determine distance from the sonsor to e tagsl,

1 Sy

Another sxavaple of a range finder sensor is 8 COD array based IR {infrared} sense,

k3

which oees o directional pulse or bean of IR light which is reflected by atarget, and the

angle of reflection arrival i3 measured by the COD array to determine by tebangy station the

distance 10 the target. Another example of a range Hnding sensor iy the Microse®t Kaneet

evor, whish combines a depth sonser mn;ﬁimy“ 1 strnctured Bght (G lawewsn pattern ot

'.'}7
fac3

Eighﬁ smission and a camers o determine the distance from the sensor 1o A partivalar
targel. Another example of 8 range Onding sensor i & photogrammetry of
S‘tﬁ;‘fze};}h{}mgi‘&x’fﬁme v svalem, whivh wses compaer vigion fechuigues 1o detgrnine the
relative position and distance of a lavget nbject from the sensar, Another example of 2
rangs finding seusor s & motion racker (also reforred to as motion sapture o

serformancs capture systemms) sach as Aseension’s Flock of Birds device: such sensor

4
/A

/;v,

Y

systens detorming distance and position of 3 farget relative fo the senaor, URing various

N

sechnologies such a3 active markers which ewit Hght or sound that i fracked by 8 canea
or sirectional microphone; or passive markers wiieh are observed by compmter yision
systerns and trigngalation or measurdmaent selative to knowsn distanee objects is used

determine distance 1o @ rget; of magnetic systems which caloslate position and

preet
o3
peed

crientation and thus distance nsing the relative wagnetic flux of magnetic coily o
fransrtter in the seusor and i the target. In an embodiment, net just distanee but also
atiettatinn is determined. Snother sxample of 2 range finding systevs is one that

moasures distance using @ meastrement of the tme of flight of v signal hetwesn two

objeots; the sigral vonld be g radiotregquency s signal, or s aodio signal (nltrasonic or
suhsomic or i normal auditde range of sboug 20Hz 1o 20,000 Hz) propagated twungh iy

¢ av 7 vibration tirough @ solid object such as & desk or work swelace, ora visible light
signal, or other slectromagnetio s enad, Time of flight is measured fur the travsnussion of

ped T =

the signal from one ahject o another, with & syswhronized time between the two oblonts

need 10 raoasurs the clapsed time of flight, which with the known speed ol stgnal
ransmission determines the distnes botween the two objects. In this embodiment one

obiect has a signal emitter and the other object has a signal receiver, aws both olnects

have the ability  conurdoats oither the system that determines the proximity distanee,
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sald svsters which resides within ong o the other objects, or within o separate devies,
server, or appliance. The veual methods of time gvnchronization known in the st e
used o synchronize tme messuroments betwoen the two systems. Iy another

simbodiment, thae of Sight ts meaaured usim; g voud trip of & aignal ransmitied from a

first ohject 1o a second objeny, and then refiected from the sevond chiect back fo the fst
alect.

G798 In su ombodiment & range finding operation is perfornsed by x third device w0

mesasurs the distance © two ather objects, u frst target and a second targel, norder
determine an estirnate of the distance between the two other uhjects, 1n the absance of
any orisutation ov other location specific information from a range finding, and with anly

of distances {13, De) 0 the fiost target and scoond target, rospectively, the system

P
]
et
-y
=l

conchudes that the proxkimate distasse Dy between the fivst and second target & i the

\

angs of dstanees max(@ 0 - sy IRy Do+ Dy L The soinimom mngy valug

sours when the twe targets are collinear with the vangs finding sspsor and are on the

o

saane abde of the sersor. The maxinmm range value occury when the twe targets are

cotlinesy with the mage finding scrmor and are ont oppasiie sides of the seasor. Fora

& =3

range finding sessor which unly observes and measures ranges for objects withinan

~

angular ravge of [~AstAs] from the normal vector for the sewsor, where gypreally &S &

&

Yo,

Jens thas 90 degrevs and is often betwesen 45 degrees and 60 degrees, the upper bowd on

Pod

&

the ostimated range of distances is further somstonined. o this cuse, the pmxinwm mnge

value ocours when the two shisets are on apposite boundartes of the angular envelope of

nsing vange of the senser, and i8

J By sinds + Dyosindel + {Byensdy — Dy cos Al . Some range finding operstions
nay provide net just the paiv of distanzes o two ohjsets (0,05, bt alse the orlentation
from the senser (o the two objects {85,4q), where & is an angle from a reference vector,
usaally the vector iy whilch the sensor is simad or the veotor sormad to the soasiag plane

of the sensor. o such 2 case the svatem concludes that the proxtmate distance Dy

betwesn the first and second target iz caloudsied n the wsual marewr as Bp =
J (Bysindy ~ By sin A0+ (Dyoosdy ~ Byeos AP
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LN In an emmbodiment a range finding operation Is performed by tve devices 1o
nreasive the distance betwesn the aame twe devioes, o first target and & sesond target, by
coreelation of signals ambient i the environment of the two dovices. Signals mthe
environment can be sounds that ave subsonic, or {n the normal husan hearing rangs of 20
Bl 1o 20.000 Ha, or ultrasonde, o are ransraitied in iy ag vi hrattons in solid objects such

< a desk or workstation or vehicle chasshy, frame, or ohjects cormerted o theny, o can be

<

fight emissions that are i the visible light range, or nearky (infrared or wliravialet), ot
other electrornagnetic emissions inclhuding radiofroquency {RFyemissions (such as two
devices being able to deteet the same SN or BRSID ot g Wi-Fi apcess point oy the same

collular tranamissinn tower) or medalated maganetic folds, The sig goalyin the

%

pnvironent mey be signals that are being '.iE:sei‘a.?;' 1y emitted by other oljects or

»

porseass i the env feomasa, as i in ?‘u&%&"i‘t‘iﬂld E}\\I\a&m t,fik\ii"i’ RS D%, NS Bang pls AVE i

7

ste., or may be sigvals that are being emitted by a part of the system 1o faciittote & range

»

finding operation. In an embodiment a Brst target s and & second target both regeive

jenals from the ambiont sovironment, A systom Jeterntines the best perrelation botween

[ed
%

the signals o determine how much tae difference exista batween the b sigoals
reogived. The systemm uses the time difference of the two gorrsiated signals and the a
prindd known speed of transmission of the signal in the transmission medium fo deterndne
o fower bound eatimate of the distanse hetwesn the D Targets, 89 1 Dnoeect ™ it R

o

where » i3 the distance moeasursment, L 18 the time difference of the two covrelated

e

cansnuscion i the amblent medinm, and

.

sipnaly as reeatved, and vy s the spead of sigoal

Ly

-

4:'/'

Frasssurad 18 the resultant computed distanes, That ts, the twe devicey are kaows won
cloner than the distance determinsd in such a measurement, Tnusses D8 he two gevioes

could be further away from sach other if they are, for example, £ the same dintancs swey

from the smitter of the signad but i opposits divectiony, An upper ¥ hound on the distanes

Hotwvaen the tao deviess can be delermined o be twice the distance at which a signal af

the type ressived can be transmitied (fwice, borause the two deviess sould be on oppostle

N

sides of the signa! evaitter. frnan enbodinend the system oan extimate an upper bound on
fhe distanee hetween the tvo devices waing & priord known loformation regarding the
iy distance af which 2 signal of the type seeeived can actuslly be recstved, foace

This distance may be based sodely npon the tansmission charscteristios of the signal
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through it transodssion media, <

o

- can bealso

geunetry of the anvicenment v which the sig

signal is an andio signal and 1 iy knowy that the eavironment is 8 vevtanguiar rooy

P2 by Snvin dimensions, and

Ay

shat the audiv

PCT/US2014/024879

based on infornugion about the foeal

¥ o

ual i ik

is haing trarsmitted. For example

1 fhat is

sigral would not be able {0 be detected

outside the rooms, then the maxinman dstance st which the signal sould be ressived
along the dlagonal of 13m. In the unconstrained case {no knowlsdge of the geometry of
the snvironment) the sestem van estimate that teo devices are no further apart thant e
{which woold be the case if they wore lovated collinearly with the signal emitter and were
on opposite sides of the emitter). In the constrained oase (hanwn geometry of the S by
1w rectangaler roont) the ayston can estivuie that the two deviess are no farther apart

HHIB LY mbodiment

i another

the ayst

-

3

recgived ate the distances botwoen the devives, I the St dovice nieasures g
signal strength Sy ard the second device messures o signal strength Sy, then the systeny,
knowing that sigral strength of ansmissions goes down ag one over the square of the
distance of transmission from the sigual cmitter o the receiving device () and 1y,

resprotively), ca

1 sielermine a relationship betwesn these two distay

ot

IER T

Depending on the relative position of the two devices, ranging from colll

signal emitter and o the same side of the signal envtier, or up o collines

craiiter and on the opposite side of the signal emitter, the systom can estimate the
proximity distance between the two devices a3 belug in the vange { abslrrnd v ST

whers abst) 18 the absolute value funetd

%

gorrelation or signal stremgth messtrenten |

o Inoanow

i3

nhodiment the signal used for

YHY yosome sthier objeet ar

person in the enviconmens, bug is cnitted by the first devize. In such & case the distangs
Getween e fwao devices is dotermined o precisely 1o be exnotly Nnosacg 85 discussed

abesve, when thme difference of best signal correlation s used, v using signal strongth
measurernent, the avstem uses the well kuows i the ant free-space path {oss formuda
ey Faman® o e . N s . N %
FEPL o= g\} and the known inttial signal strength sl the recotved signal strongth
and the wavelength & of the signal to determine the distance d from the signal emitter to
fre recelving device, T ap enthodiment the system involves the first target sending via g

s
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comnucations channel g copy of the recetved signal {o the second target, which
parforms the corvelation operation and distanee dotenmination. Inanother embodinss,
buth tacgets send & copy of the received sigoal to o thind device, which performs the
gorrehation nporation amt distance delerniination

bt

HIRY In an ombodimen prodimity & determined by 8 location difforensing opersiion.
A physieal location Ly ix determined for 8 firet favgst and a physical location Ly i
detennined for 8 socomnd targel, where a logation L 15 a bwvo-dimensional veotor {xv) or a
thrsoditesional voetor (0.1}, dessrtbing the loestion @ the plang or in theee

dimenstonal spacs. The avstern caloulates the distance between thee first and sscond

s with the nsual vector distance ealoulation Dila-Lyl The location coovdinates

> Pt

are relative to the location sensor aelll or to some other extornal frame of reforency, such
as Intttude or longiude, A ocation may be detormined by an object tiself, e.g., the fust
targst may have g GFS sonsor snd can detormine s absohie lecation i latioude and
fongitude. & looation may be determined by an sensor that 13 paet of & systeny separaie
fron either the st target or the second farget, .8, 8 compuiey viston systam or & vangs
finding system with orieatation detestion capability that determines the relative focation
of the target with rospect to the seosor systom, which when cowbined with the known

location of the sensor systom iself yickds an absolute location

HBORY  Inoan sbodiment focations used for location differencing are detormined by a
positioning grid system or & eollection of begcons with kuewn locations, Estimates of
peoximity distance for the first and second target ave made using the locatinns ofthe
pearest grid poings o the ohiscts or the knowsn locations of the beacons closest to the
device, Examples of this type of provimity deternduation system include the wse of ol
towers to determing the coll tower with the focation closest fo the target based on
measured signal strevgtly or tine of Sight messuronyads or (o more provisely delsrmine
Incations using well known trlanguiation methods involving multiple cell towers; or the

y Philips, Ino, which uses comnpotod testore LEL hghting fixdures ag koown

By L

system fro

location hescors, each of which smily a diffevent modulated Rght signal which s deteeted

¥
T

{')'

YA SOnSGY O an ohject o dolormuing the closest such beacon.

S

L
e
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{R4Y  In an cwobodiment & sysin may deterive physical proximaty by inference from
a fieat devics being conneted by a wire, vable, optica! fiber or other commurications

connction to & second devies, For example, when & strriphene is plogged e a PC
asing 8§ connecting communivations cably, the system may infer » physical gty ol

the smarphons o the POU A more exact distance may be determined by measurement of

the ransnsission Hime for a signal sent in & single divection or a measwed rownd wip by

14

o~

reflection or refransmission and the # prion Known spoed of propagation of the 8
the material of the cotvweton

[ORS] hooan embodiment & system may determine proximify of two deviees via

correlation of motion sensors In the twa devices, o .g., acceleroraster or gyroseope

sensors, or changes of values from lovation seusors such using GPS or vell towsr or Wi

of Motion sensors are increasingly common in devices

ok

Fi signals, or cortibinations the
anch as smartphones, tablety, Hiness or health mantoving devices, spart wvatchey, or othsr
wom peripheral devizes, Movement deterted by motion sensors can be categorized or
uncatzgerzed, as is well koown in the art. & categorized moveroent can e Tude nob just
ar Indication that the device s stationary of i movement, but can alse classity 8
{ranaportation o activity or movement modality, such as a pedesitian modality (walking,

reaning, moving on staies, exercising, efe), or 8 nop-motorized transportation modabity

{hicveling, roller skating), or a metenzed transportation modality {e.g., a buy, &

pe

3

var), or an antivity modality such as plaging & devive into a pocket or bolstor on a persen.
An utisategortzed movement is one that has @ time sories of memurements from motion

sensors Bt for which no classifloation as to wodality has been detsrrsined, The tme

cerien of measuremenis from the sonsers on twa devices can be covrelgted to deteranne f
the twe devices sve moving together, In partivalar, covrelations of low-freguency

5

somponents of movement seusor Hme aeves data indioat that thetwe « devicey e

%

moving togsther, but may not indivate divectly an indication of proxi traity distangs.
Additional corelativns of high-frequency componenta of movernent sensay o series
data provide additional evidencs of proximity distance. For lnstance, 1w devives which
ave i the first and st cars of 8 train will exhibit a correlation of low-Trognengy
componants of movement sermor time sries data, but are wntikely o have a strong

correlation of the Mgh-freguency components of that deta {small movernents and

P
e
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Y ~ s 2
e 3

vitwations sdoe o frack irsgularities or local vilwations withun & oy will be unlikely w e

o v

sinilar i difforent train oars) i there s additionally a correlation of the high-trequency

components, then the two devises are closer together. For categorizad movements, the

iy i {

modality of movement determined by a classifter defines sotpe sxtornal congtrants for

proximity distence ranges. For example, if 2 movement suslality s determuned o be &
pestestrian modality, then by fnforence two devices which have g high correlation of

movemen datg are constrained to helug carried by, worn by, or tmplarted in the same
human hody, ared thus ave at roost Zm apart. I » movernen! wmndality s determingd (o be

» train modality, and there i3 a correlation of Wgh-freguency components ndicating that

P
the twa devicss are i the same rain car, then by inforence using o pringd knowledge

‘{ 3
N

megarding the stee of train cars thy systere ear detsmine that the (we devices are al most

21 10 36 m apary the norreal maxinung dimension of train cars. I 8 movement moadality

{s dotermined to be o motorzed sutomobile, then the system can infer that the twe
dovices with corrslation motion are st most 3 to 7 ot apart {the velative maximum
dimensions of the buertor passengsr compartments of 8 fow -seater aut cmebite uptoa s

PRASSOREEr varh

RLERSY In an embodiment 1 system may determing proximity of two devices using

mformation about active conmmunications nebwarks to which the two devices see

connected. In an embodiment, there m two devices, the fwo dovicss bedng connented 1o

kS

the same sogment of 8 LAN or being conpecind 0 the same dewvi 1o vig a nonswirsd

compnptoation mechatsm {sald nor-wired communivation mes “hanism may invobve BE

t

v

fased compnunicatinns such as Wi-Fi or Bloetootl or NFC or optical wirsdess LiFi

RORT] Maltiple methosds for proximity messnromay may be used, The multiple
sethods can be used 0 navraw estimated ranges for proxioity, using the maxium of
kY

oxtimatesd lower bounds on proximity distanes and the mdniowm of estimated uppe

bonnds on proximity distance belween 1 ab\}e;fﬁ

G081 1 ahould be undersinad that thess proximity measurement methods deseribed
xhove are exemplary and that any cther method for detornuining distanee, Jocation,
seosximity can be wsed o aceomplish the proximity measurement operations ot the

.
aysient,
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RE DS ACCEPTABLE PROXIMITY USING RANGE, REGION, AND

w;/

A {n an embodiment g sysiem dejermines g proximity distance between two sbiecta
Al dtormutnies whether the distanse {5 10 s acceptable tange or acceptable region o

az:\':g;‘:-apm‘h}& orientation. An acoeptabde proximily distance range iz a theexhold fora

i thar a threshald of thres muters,

by
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An avceptabde proximaty distice ravgs can alyo have & mintnnt bound on the distancs

bt

3

range; for example, an acceptable proximify distance range could be defived, fur exanple

for g particular purpose, @ being within 2 minimum distance of 0.5 m and & mtmum

distance of 2

ing with a progimity distance measursmnent which ielfa

N

staneg was dolermined 1o be at least Tm and at maost 1wy,
3 siviot o g furey ssseosament manmey R determining
For example, suppose thet for a partieudar purpose the

oy
I§
¢

ateepiable prm:imi‘i distance range is from Om fo T, When the systom s oporating i
the strict menoer, the system dogs not consider the proximity distance measurement vapgs

of [ Gm o be scoeptably proxinute, becamme there 13 & possitulity tha the exact

2

proximity distance i grenter than the maxinmy acveplabls proximity distanes range of

T, When the systam s ¢ »pt_:ai;‘m w the fozey vwnner (huey as in Dueey systams
theoryl, the sysiem can assign @ forey valus (one between O and 1) for the assertion that

the proximity distance 1y avceptable. For example, in one embodiment the fuzey value is
determined nsing 1he exient of overlap betwvesn the measured proximity distancs unge

and the acceptably proximity distancs range; using the example above, this & Ty

o G2t 625,
B89} An aceeptabie proximity reglon is & predefined particular area {two-dirnensionad}

or vohune {three-Hmensional} swrreunding or contiguos to or noarby an object; e.g., an

avcepiable proximity soglon for s olject that i lecated within an office cublely can be
defined as the region within the offiee cubicle ftsell In this instance, the use of ihe
acerpiable region is Important so that sn objsct which might have s small proximity

de

distance but which resides in an adjncent cubicle on the other side of & subicle wall

Lk
(94
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a~

cannot be considered as aocepably proxbuate. Simdlasly, on g different scale, another

example of an acceptable proxismity rogion for g partiondar purpose is the nterior of

X X

house. Only an ohjecl with both an aceeptable proximity distance and withis the tntegior

™

of the house {the socepiable reglon) wonld be sonsidered acceptably proximale, 1o, an
shiect which 13 only nae meter sway bot which is positioned hast sutuide s window of g
house is not in the scceptable region and thes is not considered aceeptably proximte.

Another exampls of sn accsptable prosimity region is the Interior of a corpovate office

lncation, whish muy ccoupy parts of several floses of an office building. Anather

example of s acceptable proximity region is 8 genfenced arca such as the boundarivs of

\i(t\, ¢
S

ORI Au seceptshle proximity orientation is a range of angular crientations relative th 2

first ohicct fov 8 second vbjset 1o be postionsd in; an example 15 a vange of orientations

+ o
i

from - 70 dogroes 1o =70 degress from the vormal 1o the sivface of & display surfhee ora

 aecoptable ortentation s one in which the objeet is able to view the
wiaes of the display, or is able to be vigwsd from the camera. In an embodiment, an

3 &

oblest may be determined to be aceeptably proximate based sedely on proximity distance

range, OF an accutable proxindty reglon, or an avceptable proximity crientation, oF any

somnbination thereat

{8094 I an embodiment, the oeiteria for what proxinuty distanes or proximity regiosn or
sressinity ovientation Iy asceptable iy contextual. Fov axarple, an acceptable PrOXIHLY
region for & particular use in a vehicle may only include the interior rogion of the car as
an aceeptahle proximity reglon while when the context ixthat the vehicle s v motion, or
the engine ts runming, or the vehicle transmission is not in park, butihe :u:ic&:pi&iﬁ&
proxinsty region might extend te ton rosters from the vehicle in other cases. O, for
anoiher example in o vehicle, an accepiable roglon may exclude the region of the d river's

seat and g surrounding margin of kadt a meter from the driver’s seat, but include the

r»

»

of the car interior for a contexs while the vehicle fs In sution, or the engine I8 ronning
the vehicls travsnmission ik not in park, Inorder to exchude the driver from being

authorized to use g devios or cartain & ;i"ratio';w ou a deviee whil

;w

b driving the vehiole, A further des

Application 13/686,008, entitled “Svstem And Meth od For Developing, Updating, Aad

38
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M ™

Using User Device Behaviorad Context Models To Modify User, Device, And

Apphication State, Seitings And Behavior For Euhanced User Seourity,” now USRS, Patent

!\.3

2635307, fed November 27, 2012, and US. Patent Application No. 14/,

Y

entiiled “System And Method For Using Context Madels To Control Qperation (XA

NMobile Communications Devies,” filed Noverber 37, 2613, which are hersby

ot
oy
w
£
w.
5 3

arporaied by referenes.

TRYOM, MONITORING, AMD EVENTR

OS] ACCEPTABLE PROXIMITY DETE

RG] n an srobodiment 3 svatom may initially determine whether thery iy ay acceptable
proximity between tan ohiscts and then mway subsequently moniter prosimity for s
shange Bt acceptable proximity, When a first objet, device, o person approaches 3

second deviee, an indtisd detection of proxitaity event takes place in the system.

Depending on the configuration of patameters for as:s:sigst:ﬁbi proximity for a partioalar
purpose, tiis initlal detection of proximity event may net result in a detection of
aceepdable proximily event seowring in the system, Whent the first obyect, devive, or

o

person gets close snongh o a seeond device, a detestion of acceplable pro I evens

takes plave fn the systom, When the fiest object, device, or person increases distanie

~

from g second devics sufficiontly, or changes is position with respeat fo an acveptable
proximity region or an acceptable proximdty orientation o loss of secept table proximtly
event takes place in the system. When g first object, device, or person ¢an no fnger be
detested, as, for example, it a device is powered off and the systen’s method for

proximity distane detection can no fouger oponats, then a losy of scoeplable proxi ity

A% et oy
CYVEI

JORTY In an embodivent, the system montiors the proximity of the first object, deviee,
op peson i an ongoing basts v order to detect changes i proxinity stae. The

moniioring operation may be vonthreous, or peiodic at substantally regular lntrevals, or

b

»»;

Hect,

the detection of notion events which indicate thal the first o

device, of persert has changed position and thet thersfore there may have beon & change

sensors on the st o‘mi o, device, or persor, or san be detested uginq axternal sensors

tapd
¥
ek
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lovated on the second devige, or another devies or sppliance in the sovironment which s

»

N cotmanication with the systeny

{R09%] It another embodiment the systen can af a later Hme interrogate nformation from
a device which provides evidence that & device or olgect is or has been within aceeptable

praximty distance.

{Haee] PRE CEOF & PERSON AND CONTROL OF A IEVHIE BY A PERSON

3

BN Inan embodiment a system determdnes whether g person s present within an
socspiably pro)tmity, oy whethor a porsom s I possossion and by naplication in coutrol
of an object or devige. The systern may modify a devies™s seourity of pperational settings

bed

or perfores anthentication or suthorization operntions using iy part the person presence

information. The establishment of the presence of a person fs not the same ag, and i
independent of, authentivation and authovization sstes. That s, the systom may satablish
hat & person {perhaps an unknown or unauthentionted porsaen} is i1 & proxiouly region, or

8 i

P
[ 224
v,,i

sossesaion and by inference control of & particular devics, Bt the determination of

54

3 POrson’s prossnse in proximidy o a devies or possession of adevics s used in

conthinatgon with other authentication and muborization activitiss to enable the system
nake determinations or inforences regarding modifving a device™s seourity or oparational

settings. There are many techaigues and methods for establishing that 2 person v

posseasion o @ device

B0 Inan embodiment 8 device that affords intempetion, &4, vig # touch sereen o
hardware contreds or @ keybosed or other forres of human Inpat devices, can detent that an

intersetion is socnrring and thereby establish that 8 porsen i porforming the Interaction,

and therefioe o person s present and tu possession of that devine.

[O8162]  Inan embodiment & device which has motion sensors can detect that the devies ks
in motion, and in particnlar, s ina clasaified moverment maodality such 88 & padesivian

et

ity of mwrvement (walking, running, exercising, ot} of @ human-dgven non

wiscks

&~

motrized medality of aovemey (hoveling, skateboarding, ete.), and therehy establish

that 8 pereon is prosent wed cansing the moton and therefors & parson is i posacasion of

Pl = ™ T

447

that device. Th e Ay alse have clessifivation for activities whiich arg not

>

teaditionally constdered movements, but which noenctheless tnvolve patterns of setivity i

Y Fnt
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motion sensors {scoelerometery, gyroscopes, te) which are recopnizable. When e
devige 18 worn by & person, or cartied in the g:v\mi clothing, as in & pockel, or carried
i an external container suol as & purse or backpack, or is implanted in or otherwise
inside @ porson (.., having been awallowed), then the system on the device nan detect
sud cluasify other activities whivh demonstrate vesr presenes ardd possession of the
device, For example, the systom van olassify the types of sensor veadings that are

sssociated with » person siting in chair 8t & workstation, Typleally & person 1§ pot

»‘;
fo
(£

eomplntely frozen or immobiie in such a sifuation, rather there are small posture shifting
motions, or vibrations detectable due o manual interaction with objeets in the
srvirsnoent {g.0., pleking up 8 coffee vup, writing with g pencil on a paper, typing & 3

keyboard, moving the hand o3 arte 1o use 8 touchsoreen on some sther devive, seratehing

an itch, oto k. In the same manney that the sy cation means for

detormining lavger soale movament modalities the sysler usee classifiers on sensor data

:

vty modalities, such as in the exarple sbove, sifting in s chaw

A &

0 extablish other agy
Rimsilarly, @ porsor whe i standing in plece is not completely motionless, thers are small

rroction nurverents, aticnlated movemerd of the person’s

postige sh

o

exts of the hesd, and so on which gonerate motion sensor readings that

75

Moy, movens
srabile the system to classify the sotivity a3 a persom standing. As provisasty describad,

sehnigues ave well koown in the et

13 carried by, won by, of

00183 ane

implatted or otherwise inside or affixed fo a parson has Mometrio seasors which indicate

posed

3 devige, {n particalar 8 device whict

that the devics is in possession of @ persen. For sxampde, a fitness band or smart wateh
or st glasses or medical monitor ray have sensots which can detect the presesce of 2
person’s pulse o electrocardingeam or brainwaves of body fempsraturs oy blowd
sivenlation or eve moveniant or blinking or other binlogical tndicators that 1 person is

present and in possession of the devive,

T

[00104]  In ap ombosdiment & devios may have & camera which van deteet via conapta

cision technignes that & person or & porson part {such as a face or 2 baud} iy in the view af
the camera that s part of o attached to the devics, The computer viston regugnition of a

sersa, o & part of person {which by ordinary implication is attached to ¥ perseat} is used
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X i

by the svatem to establish that & person 18 present, and by iy pHication in possession of the

&

devige.

2

[GOI08T  In an owmbodiment an external systern that cag detect the preseuce of 3 persor in a
focstion or an area is 10 cormunication with the system jo establish the presence of &
pevson, and using information about the relative locatien of the person anet oof & partioular
dovive, deternuines that when the persoy iy present within an acceptable proximity of the
particular device that therefors by inplication the persen s in possession of the devies,
For example, & motion detection svstem using corpter vision techidques of mirared and
motion detection {such as are ussd for home sesarity systera) sataldishes that a person s
presend and 1 a partienlar location; s devize is knowa by the provinuty, prosense,

¥

axtheticatinn, avthorization and centrod system to be in an accepiable proxinity to the

ko

tooation of that person. The systen deternrines that therefore the person s in pos NSO

oo that devies.

J00186]  In an enbodiment an audio sensor o microphons 8 usad by the systen to reesive
audio signals which indicate that a person is present, For sxgruple, the noizes made by a

person while walking, writing, breathing, or performing other activities gan he dotented

and classified using well knowa means s activities which represent a humag presenca. in

anether ernbodinaent the acdio senser o mizrophone can detvet an audio signal asbeing &

Ly &

human volee sud therefore svidence of & tunvan prosonie.

8T 1 should be undorstood that aay of the presencs and possession detection

techniques may deliver sxact (ves, no) resulis, or may deliver restlis § with an ancertaingy,

\s

2

as for example is dows with fuezy systers, whare @ fusey valae tu the range O it

sresent o nol in possession) to § (absolutely present oy absobutely I POSSEERION IS

§
retupned. Operations by the systam that combing results or porforms inferences can use
fuzy togie for combining fuzay values, a8 is commonty done in the art for farey control
Fysisms.

(BRI08] 1t should be naderstood that these presence and possession measurement methods

sorribed ghove are sxermplary and that any other method for determining the pressuce i
& porson of the pf;gsexﬁ’m af & device or objsct by & person can by used to avcomplish the

presence and POSIOSSION MCASUNENN Voperations of the system,
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[00109]  ACCEPTABLE PRESENCE aAND PORSESSION MONITORING AND
EVENTS

<

H0110] 1o an ombodinment g systent may intfally determing whether there s @ presence of

& A o 5

a person or of & persen in posseasion of a device and then may subsegquently monitoy

presence and possession related Information for & changs o sccepiable presence snd

3

acceptable possession

[O11] Ionoan embodiniend the svster, having mitially deterosined that # person is in

o

B

osseseio of 2 devics, may have a ime out peviod condigared such that, if theve is na

P

ww of confimting evidenee of possession of the device by the person during the fime ot

bt

period, the svstom determings that i ean no fooger confidently conclude that the persen is

in posseasion of the device, and thus conclades that the person {8 not g fact i possession

o 3

of the devive any longer.

WIOEE2]  lnoan ombodiment the system, having inttially deternined that a purson i 30

possesaion of 8 deviee, nay usy motion and setivity event classilication techmiques to

4

determing that the person has placed the devics inte s pat of the slothung wom by 8
person, for example, the person placing » smartphone deviee futo the poarson’s shist ur
panis pocket, The system determines that, barring other classified motion or getisity
events wideh imdicats tha the devive Is helng removed from the pockat, that the person is
and continaes 1o be 1 possession of the device. i this example, oven il the persan ware
o place & smariphons deviee inta the person’s pants pocket, amd then He motiontess upon
the floar for a perind of time, the syatem will tgnore any configuwred Hime ont pened, and

will contimie © matniain the delenmination that the perssn is i possession of the devise,

BRI Iy an smbodiment the system, having inttially determined hat a persen is

possesaion of a devies, may usy motion and sotivity event classification tecludques o

e

detormine that the porson has placed the devics jnto the person’s body, for example, by
the person swallowing a smart pill deviee, or the peeson placing s smart hearing aid
devics into the person’s andiiory canal, or the porson placing & smart contact lens devive
outo the cornea of the person’s ey, or the surgical plartation or subopiansous njection

~

topical skin application of 8 soact medionl device (suck as @ pain pusnp, insulin pamg,

¥

g

i)

cardine pacemaker, inplantable cardioverter defibeiliator, crthapedic stain gaugs sensor

41
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¥y &

device, injectable plucose senser, hyjectable REID ar NFC chip, injuctable or implantable

DD (Rlectronically Boabled {deog) Delivery Brevices), smart tattoo, brain or nowral
implast {i’er eptepsy control or brato-computer interfaces {BCIS) or deep bram oy serve

stinulation or sersory subatitution or brain pacomaker, e-skin sensor device, hitonke eye
E ¥

or orgen replacement device or muscle or joint augmentation device, transcranial divect-

swrent stimadation (T0CS) devie, anseranial magnetio stindation {TMS}) devior, ste.

4

The syatem detrmines thay, haring other olassified motion or agtivity events which

¢
indioats that the devine is befog removed s positinn in or on the body, that the person is
araf continues 1o be in possessing of the device, In this example, even i the peeson wers
to place a ymart contsct fens onto the person’s cornes, and then He rostionless upon a bed

for a period of Hme, the systen will ignore any configared thme out pericd, and will

comtinue to maintain the delermination that the person i3 tn possession of the device.

JOOLI4]  In an owbodbusst the svstem, having indtially determined that 2 petson fg in
posseasion of a device, may use motion and activity svent olassification tee shndgues 1o
defermine that the porson has surrendered posseaston of the devigs. For sxample, #

verson may sof  deviee dows upon a stationery surfhoe (8.4, upon & desk) or drop 2 hand

o~

carried device, or have a device in a pocket of appare] slip ot and &L, or band a devine
i another person, or toss or throw adevice, Bach of these motion or achivity svents arg

sifiod by the systent as of a type which nvolves the person formerdy in possession of

don of said device., The svstem determings, based on such an

vent, that the person is no longer in possesston of the device, Other such iriggering
cvents ave taking off or removing & device that 1s worn upon the body, such a8 8 smart

wateh, san glseses, Biresy band, headphones, earbuds, ole.

[BOLIS]  froan cbodiment the system employs sbjsct motion tracking techrology {such as

computer vision systems or motion trackers) o track the path of a person or device o

X

cther ohiect, For example, the sysiem celng this technology can determing that & person

el originally was within an accepable proxinaity of device, has woved away from 1o 8
distance that is not acceptably proximate, and then has subsoquently weved close esnough
tor the device to once again be acoepiably proximate. The infirmation from the maotion
tracking svstem allows the security svstem to determine that this is ju faot the same

persen or devie o abjeet from the sarlise e,
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{B8118]  USER AUTHENTICATION

BIBLEY o an embodiment the system performos an awthentication step of o user.

step, sceording to methods well kuown o the ant, the user can provide somsthing that the

wser knows (for example, a PIN or passwerd ov answer 10 a seoret question), oF

sometiing that the use s {for exampls, a hiometede such as g ?}mgm‘;‘;z‘i;ﬁf, or 8 retinal soan,

or 2 DNA sample or a charasteriatic slectrovardiogram, or a charactes

r«z
.

the yerr's face for a faclal revopnition system, or an ahservable and unigue hehaviow

trait sueh as the aser’s gait while b vesult of the user creating @ Mgnaturs

with a pey, or something that the user bas (akey cavd, 8 smart card, a deviee such aaa
smartphone, an REFID er NFC tag, & physioal key that undocks & physical fock, et} The
above farms of user authentivation are well knows in the wrt, snd may e wsed
combination with euch other for a more stringent level of authentication. As will s
dissussed below, the syatem dexeribed in thds applivation swplovs user suthenbuation i
variows combinations with soceptable proxumity detsrmination, scceplable peyson
esence and posseasion, and other faciers 1o extend the realm of what is possible in

N

suthentication, authorization, and changing sowrity and operational ssitings of devices,

RIS In another embodiment the seg

joost

nrity system componertt on 8 device ohserves ax
suthentication operation perfprmed by the wser of the devics, The suthentization
operation can be n avthentication o an app running on the deviee, ot 1o a companent of

o virtual machine on the device, or to @ virtual container for apps or

the operaling sysie
deta onn the device, oy 1o a trusted platform musmgey on the devies, or o g password
sarger apphication or component on the deviee, or to & VEN or other sepure network
connection faeility on r device, or to & webapp or webaite gecessed fom the devier, The
seourity system vomponent determines whether the obsarved anthentication opemabion
was sucoessfol,. Whan the anthentication opention was sucosssiul, the seonrity system
component creates an assertion that the current devine aser i3 known (o be 8 specific user
{the username thal was preserded i the sucvessfil suthentication operation) as
suthenticated by a particular avthentiosior {the app or component or servies o website
which perforored the smthenticstion). This assertion is a fom of Inferred authentoation
(e the explanetion of nforved suthentication helow) which the securily system

compoient D3R use 1o prevsent bt a fitre authentieation operation with a different device

o
bt
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S,

1,
b

wre that suthenticator will accept & third party

Fosss
7,
ot

- ~ R,
oy app or ssrviee gr wel

Py

1 ﬁ\i

{;7

-
gosortion of identily from this trusted sowrce. T an smboditnent 1he security system
gomponent also records the additiona! infornatinn {other than the wername ) that was
prosented n the it autlendicstion sperating; such additions] inforpstion can be g
passwerd, FIN, digital cortificate, private key, shared seeret, bloneirie wmiormation, ar a

signed or hashed version of oue of these pleces of infrmation. The wifwmation s saved

o

v form of & dentved key {disvussed bolow),
RG] DEVICE AUTHENTICATION

B8] Vatlous authentication provesses can utilize various types of datg o verity the

suthenticity of the devices, For example:

%

a device can provide an dentification number (8.g. MAD address, cand tdentifier,

BRC codel eoplicithy or as part of #1s communivation with the other devies
X gl

& gdevice can provide & ssoret codedkey, which s matched & secret codeley in the

other devices

s

= mutual centificate verthoation {8.g. using

Qe

"LSASSL) can be perfoemed where both

N
3
33

o

devices cant vabidate the chiain of trust of the certifivates cach supplies.

e ansnerypied pavicad can be fransmitted from one devize to ancther device having
a decryption key (Svnumetric o ssymmetrio), vl where successful dearyption of

the paviond indicatss 2 knowledge of o shaved seoret (symmiric Key enoryplion)

ey #

ur & private koy (avvrameiric ey enwryption), thereby proving suthenticlly

»  cach deviee can stgn ansd enerypt data nsing such other's public keys.

123 INPERBED AUTHENTICATHM ARND INFERRED CREDEN

001221 o an ombodiment, the system uses 8 combiaation of user andior device
anthenticstions, and the detection and roonitoring of scceptatde proximity, the detection
and monitoring of acceptable presence and scceplable posseaston o parform what &

culled inforred awthentivaton andior 1o oroate what are ealled inferred credentiale. fnan

#,
L
Z)’l

embodiment the systern infers from the faots that fintly & user hay authenticated to & first

2

devics in the past, that secondly the {irst devies Ix tn seceptable proximoity fo a sseond

44
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¥

device, and that thirdly the first device {5 constdered in acceptable possession of the
athentioaied user, that therefore the authentizated user can by antomatically
authenticaied o the second devioe without reguiring any action by the suthentivated user.
23] fshould be understond that the three elonents ypon whish the wnlerence is muade

by the system gan poour In any order; it is ondy reguired that all three eloments have besn

o

Jetenined in order for the systam o maks the nforoncs and 1o in response perform the
suthentication of the user o the second devide.

01341 It is important Yo dstinguish the notlon of an fmphed sothentication and an

implied credeatial fom that of 8 devived credential, Denved credentigl techuology

i’b

gomstitutes s techuuique for creating, storing, and presenting 8 eredential based upon

different cradentiall An inforred suthentivation s an fnfevence reade by the system using

Ry

mformation Fom an carler usor muthontication with g credential, and the establishmant

by particular systemespeetfic techonques that the wser s iy soceptabde posss

first device proviously used to porfirm the authonticaton operation, and that the first
device I8 i avceptable proximily o the second device which requires the user

authenticate, The inference made by the systont ks thet the user is present and should be
authentivated, A& vaviety of techndgues for achuadly performing the authentivation

operation to the second device are used o the system,

{01281 In an embodiment the systew orsates a deived crodential based upoa the fist
authentivation operation which Is In turn wsed n perforying the scthentication to the
second device, In this eobodiment there does nof have to be a conponent of the security
systeny residing on the sevond devies; the second device sees an acoeplable authentication
iy @ manney that i already supports for mehentization oprations,

H01246] o another embodiment the seowelty components of the systent running ou the first

devize suthentivates el o the second devies usiug a sultably protecied key ov ssoret o

R

=y

by demonstrating evyptographieatly s proof of knowledyge of an anthorizdng key or seeret
to the sscond devics; having done so, the now authenticgied Hrst device presents an

sssertion, the inferred mphentisation, © the security componont cu the seeend deviee,

which performs the anthentication operation on the second devige,

S
1.3



WO 2014/165230 PCT/US2014/024879

IEIET] Inoav ewbodiment the system creates a dertved { credential based upon the first

muthentication operation which s fa turmwsed in performing the suthentieation o the

"y

Serived credentiats are well known inthe art, ay desortbed fn the NIST

%

erial Publication S00-83-1 “Blegtronic Athentication Guidelines,” This NIST

a derivest oredential as “a sredential ixsned tased on proof of

possession and contral of a token assoeinied with a previousty tsswed wredential, so as st

%

to daplicate the identity proofing provess,
[BR128]  Tnother embudiments, the systom uges & subsst of the conbination of user audior

devies anthentications, and the detvetion and moniioring of scceplabie proximity, the

detection sad monitoring of accoplable presence and scceptable possession to perform an

wferred suthendiontion

[B8129]  In an ombodiment, the yystam nses # user authentt cation, and a devics
authentiation, and the detection and montioring of acespable proximity, and the

detsoion and monitoring of acceptable possession 1o perforns an wferved authen wication,

”

38 In an ombodiment, the systom uses o usey mpthentication, awd 8 deviee

authentization, snd the detection and monitoring of aceeptabile proximity to perien:

inferred authengication,

06131]  Ioan embodiment, the system uses a aser auther stioation, and g devies
auhentication, and the detention and wounitoring of scoeptable possession to perform an

wferred awthenteation,

[BOI32) 1o an embodiment, the system uses & user anthentication, an il the delsotion and

g

»

ruomitoring of scceptable proximity, and the detection and monitoring of aceepish

o, '3
3
W

possession to perform ar inferred suthentication.

]

33D o an embodiment, the systen wey 3.4y toe anthentication, and the detection and

7

ximity, and the detection and monitoning of seceptable

wonftoring of avcepiable pre

sossessinn to perform an nferred authenticution.

{0134 Inoan ombodiment, the systen uses & wser authentication, and a devies

anthertication to perform an inferred authentication.
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1351 In an ombodiment, the systony wses a user authentication, and the

monitoring of acceptable wokimity o porform an nferred authe

we detection and

ot

[B8138] 1o an embodiment, the systom waes o aser antheatication, and the detgetion and
mnnitoring of socoptabile |

’ﬁ‘.i
wr

gssession 1o perform an nferred authenbioation

88137 Dnoan smbodd

sdiment, the systery uses s device sathenticationy, &

ad the d
mominring of aceeptably proximity §

e

soction ad

o pevfonn an wforred awhentivation,

HHM3RT  In avembodiment the yystem wsey a devics authentication, and the detection and
monioring of scoeptabde possess

don to porform an inforred authentivation,

RIINY Inan srabodiment, the sysiem oses the detection and monttoring of scoeptable
proxingy, wnd the dete

siection and monitoring of acospiable possession 1o perform an

inferved suthentication

IB8I48!  Inan onbodiment, the svsieny uses 2 user authentivation to perfonm av inforred
authenfioation.

.{

{4 Tnoan embodimen, the sysiem uses 8 devies authentication to perform an inferred
suthentication.

[B8L43  In an ombodinent, the systont uses the ¢

detection and monioring

pro}inty to perform an inferved authentiontion,

0143 1o oan embodiment, i

Forh

e systom nses the detection and monitoring of s

seoptabde
possession o perform an fnferred authontication,

{00144 In o cwbodiment, the systont uses & plurality of & fivst devic

e ar objert, a soponud
dovios oF ohjzcl, an sxiotnal sere0r s

yatom ov network applianee, ora sgrver o ran

coamprnsris of the seowrily syster

[RB1481 I an eebodiment the seeurity sysm compononis run as apps on & device, or ag
components of the operating Systarn, or as part of & virtnal macking ronning undermenth
s out o of the operating systeny, or & part of frmvaes in a hardware somponerd of the
device, ncluding a motion copmoessor, 4 baschand processorn, a graphics processiy, ora
noura

o

A processor, or within a protested vortainer sueh as a trusted execution enwvimtmment
ort 2 devies, or on 2 sevver to which other Systam oomponents connect over g netws

ey
3



WO 2014/165230 PCT/US2014/024879

somnection, OF 88 8 somponet or part of a nedwork spplinnes suchoas a router, swiich,
hridge, ov wiveloss access potnt
{8146] o an embodiment the rules for scoeptabliity of proximity or acceplability of

prosence of apeeptahiiity of possession ave speoified by an authovized user of the devive,

o by an ovgasizational administrator respousible for the device oy the serverg or

”

3

netwarks or servives to which W connecty, or by § carrier or aperator of & network 1o
which a device connents, ov By 8 manufactuesr of the devisg or havdware or fivmware

componsnts of the deviee, or & combination thersof,

sithentiontion asi

C&;

EUE 3 B

a priorinferred suthentication,

tembodiment the seoun W Fysiom ;‘\_‘.éi‘?i‘.‘:f{}i‘ii‘s& an inferee Qg

fow
%
¥,
Ly

TON AND AUTHORIZATION

[B0148]  ACTIONS IN RESPONS

BU148]  In an embodiment the soourily systorn takes vanious actions in responss v a usey

”

£

suthentivation or 8 device authentication oy the detection or montioring of acceptable

woximity, or the detection or mondtoring of seeeptable person presence, or the detection

@&

%
2

o moniioring of sceeptable porson possession of & device., The aohious way be directed

by any componerdt of the security syatem, regardless of where the component is

\

exgeuting, sl way sffvct any of the sysiems o dovices upon which the seounily system

is runming, or other extornal sensor systeny o netwerk applisnees or servers to which the

devices are sommected. The actions the seourily systent fakes tlude o plorality off

phanging 2 secunity seiling or state on a devics: changing au oporahonal selting or stae

on a deviee; modifving eriteris regarding acesptable proximity, Persan presenve, oF
verson possesaton; poking or unlocking ov supprossing the autolocking of 8 devi

enorypling or decrypling or backing up or wiping data om a devize; making, I :aﬁ:\m;N or

e pro v o

o P

altering characteristivs of existing setwork connections or making new network

eonnections; enadbling or disabling or reatricting soooss o o wuinstalling or installing or

pax

axecuting particwlar app?ia:ating or services on g device; enabling or disabling access i

etwork resource such as a webgite or # clowd servics; obtainiog g devies

ation and sending i 1o a server; oltalning sudio oy video or g photograph of the

devics’s current tser or envirorsnent, aad sending It mmediately o after a delay or in

P

response 10 a request from & server fir that information, 1o & server; providing or

48
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suppressing communications via viiee calls or SME or MMS or other lext messaging o

volcr communicatons {such as VOIF) on the devies; or somrotling the oporation of v
protected dhita or application containet on a device, Inchuding sutheridng its wee o
wreventing s tox; sssessing the deviee’s seourity state o settings ov vuinerabibities or

presencs of mabwarey or pmm:‘;z ng pro-configured opey tionts such @3 running ertain

L

seripts of apphications or systen: services which were configured by a nser o

administraior to he conditional upon the successia] sompletion of an autheutication

operation, whether of # user or 8 deviee or an inforred vser anthentication.

{

[OO154] o an ombodiment the seeunity systemm cehifios By oriteria for accepiable
proxindly, Persnn presence, oF peraon posseasion in responss 1 changes o the context af
2 phurality of devices upon which securfiy sySIOm COMPURETTS 3r SXUCUNG & 10 ¥ which

they ave connested via a notwork.

RIS OTHER EXAMPLE USE CASES

<

[B01521  The follnwing examples Hlustrate ersbodiments of the subject matler diselosed
herein.

{8183 A AUTOMATIO INLOCK/LOGIN WHER A KEY DEVICE IS
DETECTEDR

H6184]  In s use case, the targel device 06 s conligu oy b focked when it i on

ar after a poried of nactivity, When a Key device 218 enters the target device's

proximily, the tavget slevice 208 can determine that 1 is an allewed key device 318,

»

k]

Wien such is the case, the tarpet device 188 can awsnmatically unlock, When the key
devics 218 exits the proximity, the trget device 2088 antomatically locks.

(O01SS] o an erabadiment, the target device 20 can be a personal conputer {(PCHH S and

a mobile phone 181 can be the key devies 218 The phone and the PC may use

BLURTOOTH {0 communicate, The PCean by ;_tsa.ire.:i with kev device(s) 2

configmation phuse and thevefire, they can authentnate each other, Lince configured, the

PO can montior neadhy RLUBTOOTH dovices and can connest o known waived deviess,

including key devices 218, Ome ar both of the devives may he able to be gomneios

o,

Trgge scan” mode) and one or both of the devices may freguently be frying o conneat o
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the other. When a connection betwesn the PC 208 and the phone 218 {8 compete, the

mple st of 2 conneotion from g patred key device 238 way be suificient w unlock the

PO288. In addition, ot Ieast o portion of the POs stovage can be sncvypted, and when the
connoction is complote, the stovage cant be envrvied sdfor decryptad by a kay that is

/q

stered only ou the key devive 214

[HHES]  Aliernatively, addittona] authentication steps o be periormed between the
mobile phone and the PO prior to unlocking the PO, For example, the devices can

.

vahidate cach other's certificates. In addition, the wame and the PO can perform s

challengefresponse against previousty exchanged ;ﬁﬁi@iic beys, When the connection bs
over an enoryviteod BUUETQOTH connsetion, sutherticstion 3 provided impliciily.
When the conssotion is over & local netwink, e, WiE hotapet, & nebwark peer
diseovery protocn! can by nsed 1o connect, and the devices 388, 218 can then perform

sutual authentication {o.g. 881 with client angd server cortifiowies), or perfor mutaal
suthentication using & network broadoast protocel with challenge responses. In anothas
embodimey g provider of & WI-FL network service may have several fogieal or virtual
networks set up using the same o different networking hardware. For exampls, 8
corporation may have two WEF nepworks set up, CORPCCOMPANY-WIF {intendsd
for official company POs or other devices) and CORP-GUEST-WERE] (intended for

BYOD or personal devicss of emplovess

i

such as smartphones). Wireloss Accoss Pointa
cant use the same hardware with differewt Accsss Contrel Lists (ATLS) which can filter oy
rostrist fraffio on the two different netweorks. o sush 2 situation the asual broadeast-based
oy pnultionst-based peer discovery protpcods on LANs do not work; devices connested
1w e two difvrent networks will net prdinarily see network broadosst raffic Som each

other, evi though they are using the spme networking hardware. In an embodiment peer

2N

notwark discovery between suwh deviess is facilitated nsing addiional ACLs which slbow

broadeast or mudticast nebwork taffic from 3 specific devive, o.g., @ tser’s smartphons,

comnected 10 8 guest network, to be forwarded spocifically 1o & differsnt devive, eg, e

5
)
N

5 PC, on o different netwerk, the corporats nefwork. In 8 tifforent embodiment, peer

&

notwork discovery between such devices is facilitated nsing sdditional ACLs which altow

broadeast or nuttinast network raffic frony w spectfic devive, e.a., & wser™s PO, connected

v o

1o the corporate network, 1o be forwarded specifically to a different duvice, a.g. the

“F3
e,
RV
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ser’s smartphores, on a stifferent network, the grest network. In a different embodiment

N

Sl devices are connected to w clond-bhased or server-based remdesvons servs

facilitate discovery across differant nebworks. In withsr embodiment, the services of s
pesr-o-peet comousications framewnrk such as the Allyjoyn framewsrk from the
AllSeen Alliance is esed o sceomphish the pees-to-peer discovery operation. Iy thig
apecification suy of the above snbodiments for peer-fo-peer netwink discovery are v wsek

sl when reforence s nisde o two devices being on or connected to the same network, it
i tntended to moan fhat they are on the same physical or fogieal netwark, or they have
entablished network commumication using 8 peer-fo-pesy discovery operation such as the
ones described shove, In 2 speaific embodimeny, two devices sre snabled to bewn
communication on a nebwork, sven when they ave on different physieal or logicat

aetworks. In @ specifie embodiment, two deviess can be on the sayne network bocause
they are on the sere phvsizal network, dut may be on ditferent logioal setworks. in

Y

another spectfic evnbodinment, two devices can be on the sams notwork bevsuse they e

froaioad networks,

o the same fogical netwerk, ot may be on differsy

OIRT] Inanother embodimeny, prior o anlocking the PO 288, the phovedke v dovice 248

srust b fn g speeifie state, For instance, when the devices 208, 21 indtially conneet via

RLUBTOOTH, the mobile phone 218 can provide its side of mutval anthentication or the

o
%
27
v
28
3
L aanad
.’5'; p
v
byl
Lo

PO enervption key onty whep ita soreen is tnincked. Onee a senneetion I8
the phorne 216 cau continne to provide 83 side of mutual authentication ever wheg i
soveen s locked, In this case, So long m the nser 138 is using the PO 308 and so long ws

the devices ave connecied, the BO 20 remains walocked, When the connection is broken,

thee PO 208 can automaticatly lock.

IBRISE]  When the devices 280, 218 are cormected but the yser is not using the PUI08, it
waight be desirable to lock the PC 288 by tormunating this connsetipn, For ex cample, when

the user 11O sets the phone 218 down on the aser's degk, and walks away from both the

3

phone 210 and PC 200, 1 might not be destrable for the devives to continge raviding

sotual authentication because the veer 118 18 no longer in the vicinity, In ey vase,

determining whether the user 118 {5 fn the vicindty con be secomplished using ssnsors in

AN

the phone 218 thet can sense when the phowe 218 s placed on & stationary surfacs or

N

when the phone 218 s on the wser's porsent. For instance, an aeeelerometar Gan detect
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snall motions 3s the user shifls position, or just breathes and can detect when the phons
winced on the osers desk by identifying & SET-DOWN event, Lo, a dowmward spike in

o

avcslorometer rouding, followad by relative imolivity of scasor

ISR o this case, i ihe phone 218 iy placed on the desk, but the veer continues to type
on the PC kevhoard next to the phone, the phone sensor pan dotest the ADJATENT-

TYPING evert and corginue to authentionte beeause there 8 evidenes thet the user 1183

present, But i the nsor gets up and walks sway, the phone sensors will show very little
activity. In such a sttuation, £.g., no activity or interaction on either phone oy PO, and
pvidence that phons is resting on desk and o user actions are gotng on g viciaity, the

ey device 218 can stop authenticating, which effsctively breaks the copnection belween

he PCO208 and the phons 218 I an embodiment, the nactivity Urasout tme can also be

ot

shortened for both devives 206, 219 andior both devives can be sntomatically locked,
Morsover, to verify the absence of th user 118, cameras on both the PC and the phone
san be confipured to search for the user 11 and when neither dovics ssuses the prosence

Y
§

of the user 118, the PC can ook innpedistedy regard

of either of the devices 208, 214,

bess of the ourent lock/undock stals

SN In another embodiment, the phone can be the target device 2 and the key device

218 can be a WHEL netwerk, I this case, the phone 388 can bo configured o vl

- 2

when the vhone 200 connsats to the setwerk 2UL In one ewbodinmen, there s vo special

g

configuration of the Wi-Fi network, and the phone 288 uses the conpection state of ¢

network 26 @ signal for proximite-based access contrel, In another embodiment, the
devies 200 interacts with the netwark infrasimuctues o 2 devige on the netwink ©
eaperly authentionte the network 218, g uslng BAP for mutual muthenticstion. In

either case, onee the connection 18 terminaied, the phone 288 can sutomatically ook

el B OHANGING RRCURITY SETUTRNGS WHEN A KRY DEVICE IR K
PROXIBETY
1621 Do this nse case, the terget device 200 typloally tmplements vasikus security

tensures such as locking the device 288 after o puried of nsetivity, controlling VT

4

vaffic, controthing network wallle, and authenication requircments, Ao vding 1o

o
o

el

,./

A

LA
foud
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s embodiniest, when a key device 218 entors the Leget deviee™s proxd ity the wrgset

N

devics 200 can antomationily modify the senurity mpasures,

’/:

0163 Forexample, when a PO s within sange of o nabiledevics, e.g. connected o the

sante WFL access point or any other proximity detection mchanism, the PO seauity

sefting can be changed 1o allow g 10 minude idls tmeout before I actomatically feks ov
t disabrie the tdle thueout aliogether. Whan the mobile device is not i mange, the idis

fimeont can be changed to 30 seconds, In another examyple, o or more key devices 214
can be placed in & building strocture as Sxed proximity BLUBTQOTH beavons, When
target mobile deviges and computers 288 come witkin the range of the Rey device{s)

fhie target devices 208 can antomaticaily disable or longthen their respeotive e tmeout

m

mechanisme, AS soon as the target mobile devices/commputors 288 are not in proxumity of

the heacon(s) 218, they can change © suionaic locking behavior,

{B9164]  In snother example, the key device 218 s a focal petwork that broadossts data
indicating 1o a target mobile device/computer 208 that i is & seonee network. In response
to detesting the foval natwaork, the target devies 200 can change s ssounity seitings

segarding nebwork traffic becsuse 1 does ot need to encrypt the traffic. Ao sedingly

data trafiic, which would srdinarity be reaged through s secure tunnel e.g. 2 VIR, need

not be ronted in such & manner and can bo routed directly via the secure netwark.

801651 In an ershodiment, when the key device 21 indicates that the user 118 fo a0 work,

ar when the target device 208 deteots the key device 218 ansd detormines that the aser i

st work, the seousity settings of the device 288 par be chasged 10 mgnire 8 slmple

pasaword be validsisd locally o wdock a locally stored sneryption key. (herwise, wehen

outside of work, the security settings of the device 288 can require that the pasaword be

&

validated with g server {0 goooss Uy gneryption ey,

01661 In ancther onchostinert, an awthetionted connection botwoen the farget device

388 and the e

v

's home Wi-Fl neteork, indicating that devies i3 at howe s seaws

tecation, can disatde the look mechanism on the device 208 to kepp the devive untocked.

Alternatively, there can sill be a timeowt lock for this scenario that may be ]kmg»:‘:r than g

08 mgomatically consects o the user’s home Wi-F network, the devics 208 will wndosk

w
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atomatioathy, or will have 2 button for “homs WHFLunlock” on the devige unlock acvesn

that can be pressed to unlock the deviee 204

WRI6T] O ACCESE TO SPECIFIC NETWORK RESOURCE WHEN IN
RROXIMITY

v potwork resourse

[O168]  Anorganization may ondy svant fr provide secess to o senst
when # compaiter or mobils phone i usad from one of those erganization's facilities,
Traditionally, this problem is solved by putting the network resource pn & privade porlion
af the network, roquiring devices wishing o access the network vesoures to be g}?‘.‘&‘i%‘:m’it on

that private netwosk segment. This san be accuplish

"

to that network segment {o.g. ethemmet or Wi-FD), or by using a VPN to croals & tunnel to
that vivtual network sepment. Managing private netwa
locations ¢ problematic from a comploxity standpoint, and oftentimes prevents

adovinistrators from locating servives on publie olowt wfrastacturs,

[B816%] I a servies is on v de-perimeterized network that does not have private notw work
sepruents {e.g. has 3 publicly accesaible TP addvess), the problem of scoess covirol based

Y

o g nser device being o a partisulas organieationaily owned network e solved by the
device wishing o sooess the servive retvieving & "proof® that it is on an allowed network
and providing that proof o the service, which permits secess i the proof is valid. For
pxample, o local network may have g focsl service that i accessible only to deviess on
that Iocal aetwork that will sips requests with it private key. A device on that network
recoives a challenge roquest (o random data) from 2 service 1L swishey & Rozess,
provides that shallenge request o the teeal servies, which signs the request and retaros #

]

3 3 i e v ¥ FALIYR R VI § 2% $rer Queprd o TR TR e
to the device as 2 reaponss. The deviee then seods the response to the servize, The servive

validates the dightal sigmatare against @ known valid public key for the local servies {or

Y

o~y

valid certificate chain) te dotermine i the devies s actually i proximity to the | tocad
natwork,
HHOIT8] The local sexvice may alternatively be o BLUETOOTH beacun in & faciiity,

01T} The lovel servics may be implemented as 8 e ovarrididen DMS entry on a koeal

DING server so that i a device sttempts to resolve the service address outside off the
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3

network it either does not resalve or resabves 1o 8 public servive whereas I the address s

resobved nside the private network, 18 resolves 0 the private servige,

T A service may be integrated with & single-signeon (880} provider ihat annotates »

I
o

sign-on reguest with the security level or provimity information Ry the netwark, For

example, i & oser gses 2 88O provider that relays sevure informwtion i & service o

prove that the user bas sigoed on (e vis HMAC ov o digitally sigued or otherwise

antheticated hundis), the S80 pxm-‘%de may he implemented to alao add imformation as

&

to the location of the user's network by having two versions of the 38Q servige: v on

the private network that is wsed when 2 user ie on that private network {e.g. using the

DINS method or other methods abovel and anothey that is osed when 8 user is o a public

2 v ~ e

network. One will appreciate that 8 variety of other methnds of informing the 880

=

service of m‘vxzm: 8 information for an gccossing devics ‘b wesaibis,

o

173 o NETWORK INFRASTRUCTURE THAT PROWHES PROOY OF
PROXIMITY AND NETWORK TYPE

[H1T4]  In this use case, a rouwter ar other plece of setwork infrastucture {o.g. amadi call,
switch, sorver on network ) has a cortifivate and & private key, which can b issusd a1

munnfacture time or provigioned by admindstrator, & discoverable vetwork service is

212,:

provided where chionis issue reguests 1o be signed that rove that the client is conneied
to that network, Clents can recedve 2 signed response and provide that o a web seevies,
which recetves the sipned foken and is confipurad fo datest frawd. When f

.

detected, the anthenticlty of the notwork can be less irastworthy, Networkst

fncidenves of Saud ingrease the confidence that the devive 1 in a seowre focation,

Cortificstos may state that the router 18 3 hote renter ve. & hotel ve, public location, The
serviee can make deeigions, a.g. voute all tatfic sver 881, based ou the type of netwerk

R

the user is conpeeted to,

BeiTs) B TIERED ACCERS CONTROL TO A DEVICE OR SERVECE

BOITEL Acsonding o an embodiment, & simple pesaword can be required when the device

i i proximity of @ tusted notwork. Otheewise, & mubii-fwtor asthentication (8.8,

e
Ty
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password + proximity token or rotating key token fo.g. REA SeonrlD]) ean be required |

the device not in proximity © & trustosd network,

{

BOLTY I another smbodiment, a sevver can require loss authentication when o a tusted

gebwnrk, This can be based an a sowee [P addvess of the device, When the server is on
private network segment, the virue of helng able o connedt to 3ty different than i a

devics Connents o g public server

ELES 3053 S O ALERT WHEN DEVICE LEAVES PROXIMITY

BITS] A target deviee cay deteet proximity of & nearby key devize, When the target

«3

devige dutects that the

5, %

cery devies leaves it proximity, i crontes an glerl. The alert can
Be 1 loud sound, & vibration, s message transmitied to u server, andfor a combiorhion of
any of the shove, In an embodiment, the target devive can also retviove s current

location and store that locaton fogs ii}f o trna server so that, Inder, a user can see where

the key device was st In proximity to the target device, When the key device comes
bk seithin proxingty, the target devics cun be configured to tenminate the alen,

[OOISE]  According o an embodiment, the target device san determine whether the key

15

devics leaves s proximity inan sxpected way (o powered off) or in an unexpected

&

way (g, 1o lnnger in mngel In this case, the targst deviee can differentiate Uy bebavior

p

hased an this determinativnn. For exaraple, no alort will be ereated and a suont vopend of

the focation of the proximily §¢szving vent i the key devios logves proximity inan

gxpected way, and W the Key dovice leaves ;'sz'sf:sximityi an expeoted way, 8 loud soud s

entied,

BOISIT oo BLUETOQOTH ioplementation sovironment, determindng when a device
fogves the prosindty of asother deviee can be based on pings, w.g. LICAR Eoho {see

1

st dfvww palowireless convhlusarticles/adapt.aspy, oy Z-way REFCOMM echovecho

.f«y

respomse profocal {xes httpsfcode goople comdpibtatack/ skt RECOMM ) and when tow
many Himeas g row ocoue. Determining whether the leaving s unexpected or

sxpected can W based on o disconnect reason (BLUETOOTH differentiates botwesn a

«

remote side Infitiated discomnest and & fnk fadlure), I an embo ‘?ir‘zm‘sx the

N
T3

BLUETOOTH controller can inform its host when @ remote device 18 nof responding

575
38
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before i has reached o thneout state, Accordingly, the device can determine the carlien

~,

potit when the other devies left i8s proxamty.

MULTIPLE PROXIMITY TECHNGLOMES CAN BE URED

Pl
R

[OB182]

B3 According toan embodiment, any combiuation of the proximity lechniques
describad abopve can be used to determing the pressnae of the key device 21 For
example, 8 combined NFCBLUBTOOTH technigue can be used, In this case, a tagst
deviee may reguies both a BLUETOOTH vonnection and an MEC connestion 1o the kay
device to Iog @ wser mie that devics. NP range has physical Hmitations while

BLUBTOOTH has haher theoughput so 3t ean engags i farger data exehanges,

N

[BRI84]  Alternatively ar in additfon, a fivst proximity technology can be used fo detect the

X

presence of the key device and a sevond proximity technology can be used to deteet the
abseree of the key devics, For example, & target device can ase MEC to determine

proximity to the key deviee io fog & user in beoauss of the short range physical proximity
needed, bot can use BLURTOOTH to malntain the peraistent proximity detoction bega

it does not regudre that the key device be kept in very closs proxumily.

[HI88]  According to an enbodinusnt, the target device 218 cam utilize an induetive

f,,

proximity techoology, such as WNFC, o draw power from the key devive to chargs dts own

battery. For oxample, whon the tuget deviee 288 s 1o the range of an NFC field of the

ol

won wallersized card

f» <

o NFC data, In an srbodiment, the key devics can

that containg 2 alim battery st a radio and that is condigured o commutioate using doth

NFC and BLUBTOQOTH echnologies.

{B818s] M. AKRTITHEPT MECHAXISM

4

IOIATL  hooen embadiment, a PO or obile device {o.g., an iPad used for # restauran

o
k

meny, 2 POS termingl, a corporats on-premise 1y m;..} is lovked and insccessibie i notin
wrokindty to 2 key device/beacon'other netwerk. In an embodiment, the cmly way 1o

aninek the device can be by proximity, sud no other alternative login mechanism i

available, After & cortain perind of tme, the target device may wipe its contenis ar ronder

£
“nea

ice 218, the target devics can use inductive coupling o both chargs ity battery and
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X

i within proxinty to the key device/beasondother

€

s

the hardeeare ooperable not e

o
17 1

fo0I88) L UINING THE KEY DEVICE TO SECURE ENUCRYPTHN

[GHI89]  An enorypied devige, e.a., & B or mobile device, typically does not have digeat

aocess to s own enerypiion beys because when enoryption keys sre stored sdiveetly onthe
enervpted device, they can be discovered using forensio analysis and the enoryptad data
can bo compronsised. Typically, the encryvption kevs are stored i 2 secure hardware

eloment on the devive, or on & server witich z:quw nefwork con

sivength of the encryption only as strong as the wser's prssword which, rouch of the time,

fuw 3 lonw degree of entropy.

JRI90]  Inothis use case, bowevey, the key device stores ay enoryption key or Keying

material that is used to deorypt an sneryption key. Accordingly, when a user wishes o

acesss snerypied dats {e.g. opening a secured spplcation, logging in or booting up the

srerypted devies, accessing @ secure fleffolden), proxingty o the key dovies is vequired

sor that the encrypted trget devies can reesive the sneryption key or can reeaive keying

roaterial useful o proctuce the enoryption key {e.g i the encrvption Rey e stored on the

encrypted device but enorypted with 8 secondury key stored on the key device, sy i the

a0 that madtiple subleys ave needed to seually

s

In order to protoct the key deviee’s encryplion

uthentiates with the suerypted twrget sdeviee
This mray be built into the proximity detection mechaniam {e.g BLURTOOTH) or
- R ~

verformaed at the applivation layer L;Sén*{ S8L or a challenge responss mevhanism.

ey L VERIFIED GREO-LOCATIO

[H8192]  In an smbodiment deseribed above, the seewrity settings of the target devive 208
can change based on the target devive’s 208 geo-location. In stine cass, the geo-
focation mechanism in the target device 208 can be randpulated to fool the system so that
the security settings can be changed to allow access to resources when such access should

he denied. For instanee, some agent on the target devies 288 can provide spusinag,

L
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wmcorrect geo-location information, 50 a8 © oblain aueess fmformuaion o7 serviges tha

anly when the targel devics 268 is ina spenific geo-location or region,

a%

AT AUCY

H0183)  To prevent this, in an smvbodiment, the key device 238 can include 2 geo-location

3

security mechanism that is configursd fo verify a geo-location of & nearky target devics

()

I Tnoan embodiment, the target device 288 can by configured tn deternung it geo~

,;

focation information and {0 ansmit i€ o the key device 218 comparizon and verificstion,

The geo-ocation seonrity mechanisng In the Key devies 218 cun be configared to revaive

X

the geo-location information from the target device 208, and to verify the target device’s

location againast either » known location or 1tg own determined geo-lopcation. When the

A

seceives geo-location inforreation matches the knows location of the key device 21, the

seodocation seourily mechardanm can digitally stgn the target devieg’s geo-location
nformation and provide the signed losation information sither divectly 1o the seoure
westem or service or network slement reguiring the geo-location verification, or indiregth

via the target device 208, Becauss thy information s dighally signed, it canmat be

snpersonated, altered, or replayed.

1001841 When the targel devige is nof configured to determine its g&a’zuifﬁ:sii.-r}:‘i

o~

dormation, the tw

oy
$pn
Esocd
bed
%
b
[
7
,m
~/
243
=
-
=
pe]
s
o
e
jousy
Tk
§d
?fw
47
s
.
Lo
£
//

get devive an transmit g regquest for 11s |
which can then retrn a digitally signed geo-location. Iy an embodiment, as an added
messare of seourity, the trgel devics 200 cap franynit the signed geo-location 10 8 son

which can vertfy the dightal signatwes o determine that the geo-location iy anthentie.

T = &

sateliiig's transoitier, it canned vepaive the digitally signed messages, Allernatively, the

tarpet devige 280 can include 2 hurdoned GPY hardwave or software module that s
shysivally andfor digially secure from lompering. This module can reveive BFS and

tgital components

ults hofore providing them to other physical of o
I A

om the device 268, Por example, & GPX racdio on a device, may receive an nstruntion o
start aeguiving @ position, When the GPS refurns Us position, i digially signs the

position date and the curvent time using a digital certifiente It has embedded in it befrg

¥

\
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frararnitting {on 8 hardware bus o pulting the poaition data into memory

&

Clnan
enibodinent, cach GPS devies has s wdque digis certificate that fs sipned by
certificste authority, A consumer of the location informadion can then verify the

sthenticity of GRS lncmtions signed by devices in the feld. I single devize s

A

compronised, 118 certificate can he revoked withouo! resulting in the compramiss of othey

HHIESS] X BUILDDG AUTHENTICATION

BRI9T Tvpieally, corrent huilding sccoss contral systeas di net nwmior proximity.
Rather, they merely register 1hat somehady has been in the proximity of an access control
devics, o.g. whan they swipe @ sard &8 an accesy contrad dovive suchoas g turostids
seeure door, or elevatnr, In this case, the detection {s the
the building. For oxample, #1 is 8 Monday moming, and the user has boon o of' th
office for 12 hours, the systarm will not ot that user apcess any resourves on the corporats

network untid the user swipes his or ey baége at the building acvess control

A

:’,‘/,,

slevator/door/sre, Ahsmnatively, instead of blocking loging, the fogios will teow an

slavn for bailding or T seeunity,

{O0398]  Inthis use cass, the key device 318 cam be vonfignred to meract with the building

aocess contral systery and thoreby can provide evidencs that the wser 118 18 prosent i the

bullding, . Inan ewbodiment, the key device 238 can be a badge or magnetic card that

inchudes proxiinity techanlogy {eg HID, MIFARE, ISO- 144431 and that can be detested

when # 8 prosentedfawipad at v aovesy contred device such a5 a turnstile, seoure door, or
clevator, Other socess control devices van inchade secnrity eameras and motion

deteciors, which can be used 5 correlate physdes! entry inte a hallding, physical presence

{based an motion deteotion, facial recognition, gait recognition or ether identification

b

echnologies), and digital presence (ogin o a mobile device or coraputer), Whena

request 10 access resourzes 1 the building iy redelved by @ server, the building ascess

contol systen can deternine whether the key devics 2i®/user 118 has been detected, and
i 50, can grant avoess 1o the resources, When the key device 2HMuser T8 tiss not bee

detected, the server can deny acoess 1o e rosourcs.

&0
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B199 In an ewbodiment, i the butlding avcess control svstem has o deteeted the

oo

user’s presence for a specifisd amount of thne, the systom can prevent the ueer 11 from
easing any resources ov the corporate network wntil the yser swipes his or her badge at

¥

the building avcoss control gloviter/dowrfote. Alernadively or u addition to blocking

ot

)

agius, the loging e throw an sarm for building seourity,

JOE306] o another ambodimens, when the key device 21 s detected by the building

at

i‘)'.’.‘/

aceess gondrol sysiem, & message can by travmmitted to & sorver from the buikding acoess

gemtved svstem, Moreover, whenever x user fogs tnto & computsr, the compuder can
fransmit & messags 1o the server informing the server of the logir. Iy an embodimens,
baved on the messages from the computer and from the building access control systom,

the server can sdetermine whether the compuater is being accessed remately when il

messages from both the building avcess control system and the tavget computer indiey

Dok

o

hat the yser’s Rey devios 218 was not detected or hag not been detected recatly.
Altgrnativeby, the sevver san determine whether the computer Is being accessed in an
unanthorized way shan the message from the building aceess contred systern deteots the

prosence of the user in the bullding but the message from the target compuier dhes aoi

voan Herget with & cedendaring

V(A

dutort the user s prasence. In dus case, the sery

N

to deternting if the user 118 fe supposed 1o be on vacation or slsewher

EHL Inancther embodimeny, when the user’s key deviee 218 s sletected, the butiding

accsas contri syatom can change vavious secwrily settings in the building that are

o~

associgted with the user 118, For exa:”t&;&i@,_ the user’s PO 14k can be pnlocked, the
user's sffice dunr can he wdocked,  Moreovey, the copy maching or ecoffes machine
Tock for the kitchen paustry may raquite proof that an suthorized sew i3 the one seoessing

the vosource. Such resourees may not themseives have proximity sensors or fogie that

pornut them to divectly sensy the presence/praxinty of the user’s key devies 218,
Neverthelses, they siay have a consnunication connection to the by ‘simﬁ acesas gontral

systeny, which does have a distributed capability 1o sexse Tocation and velative proximity

i

of the user’s key device, By knowing that location, ‘ths knowing the preconfigured o

\

dvnamizally detected Jovation of the resource for which acuess is belng attempled, the

ey
el
P
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resouree can make the determination whether the user's key device s in proxinuty fo the

rpxource where the access attompt I3 acauning.

[B9262] 1o another ombodiment, the bullding may also have compartmentabized seourity
argas. For example, i there ave woultiple rooms, or poinds of secwrlty, hen a compuier in
one arss may awonatically lock when the oser leaves one arse. For oxample, a user
works (o an office arca and there i3 one point of security bebwenn that area and ¢ Ritchen,
When the user uses his or her key to acvess the kitchen, his or her computer automatioally
tocks andfor & sorver sutomatically logs him or her oot I an sbodiment, when the usey

Ry

peeeners the seowre aren, the computer unlocks andéor the server logs im or ber baek In

00203 L. AUTOMATIO LOGOUT
18 NOT NEAR

RECURITY CHANGE WHEN KEY DEVRIE

WOIBE] A tavpet devies may be somfigured to sutomatically fook when a key device feaves
s proximity regardless of whether the proximity of the key device i used w8 o login
mechanisnt, In an smbodimeny, the tavget devive can be mmi‘iguﬁd to use a parfioular

MHatance range of cormpunication tat s scoepiable; the distaney range can be estimated

f"}

by signal strength of the comuumicetion. The taget devige traveling beyond the

corfigured distancs from the key device either locks fnunediately or begins a

configurable connidown tmer unti! the dovics I8 locked,

(882081 Alternatively or in addition, s deviee’s camera can be used o detedt whether 2

user 1y sitting in front of the computer and used o log & user out if there is no wssy

b

o~

divectly in fron of the computer. Multiple Iogout methods can be combinad to nummine
the chanee of wnihorized socess {o.g. Inautivity, proximity, and camera-based

deteetion). In another case, a pad that includes an NFC reader or tag can be provided so
that a device on or near the pad can ot as a reader or tag and determine proximity & the

pad, When the device is no fonger in proxiamity io the pad, the device changes seowrity

behaving, £.g. hans on vty tmeout, lock, changes lvel of login reguired,

O] M COWTEXT RELATED KEY DEVICES

B6207] Iy an embodimens, different types of key devices for ditferent contonts ona be

( %
wr
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provised, which when detected, cam change the behavior of the
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3

the context, For example, when a key device ts associale s with and o the geers carg s
detected prosence Tmplies that the vser is o the user's var and device setiings can awe

2

adapt, 2.3, enabling 8 BLUBETOOTH sommeation to an ip-var ha nds-frog devies.

o~

{HI288] o another smbodiment, the target device can be connected 1o an NFC key devie

%

218 embedided in g tablstop or bar surlaee cancbe used, and when the targel devicr &8

~

moved bovond the rear Goeld of the key deo wice, ¥ movement alasy can be activated foy

3

ns of identification sill be reguived. Inan

=31

the target deviee andfor alternate mea

7

smbodiment, another device of the user or of a friend van be the key device for login o
for mlarm, Alarms can be confignred to notify ciber devices such as phones ofa flend in

2 grogp that is ou together.

I Other devices such as PUS cat be auto Jogged in by the key devies divestly oy
indireotly by a device that is fogged in divectly, For oxample, when the key device i3
detected by the targst device, the target devics can communicats o the nearby PO that the

>

gser is neacky and that the PO should be logged o with the wser's login credentials. in

this scenari, 8 persan 8 tmg i froms of the aser’s parsonal or home PO will see the PC

’)‘"/

CIRVE OR LIMITED AQCERS PASKWORDS

e K {3

180211 Ovetime or Hmbied access passwords can be setup for g mend or funtly nunber
to avcess the user’s target devige for a Himdted sot of apps, app groups (8.4, games or

nows of hooksd oy other features. A differem key devive cancbe ansosiated with g lnated

1y member’s key deviee can be sssoctuted on the primary WSSE§ targst

device with a Himited purpose logm).
02121 Differewt phone settings or app sotivations  deactivations can he iriggeved By

nelude communications Hows that are

oy

detested presence of context key devices. This can
teiggered by the detsction of a key device, For example, when the target dovige detecix g

Loy device for a bollding elevator or door, the target devies can inftiate & preconfigured
s g o]

coramunication with an external systent to authenticste to that system, which direg

jos)
Lo
by
jost
]
£
o4
W
2%
por s
P4

v

elevator to go to the user’s primary authodzed Mooy oy the sloor lnck o open the door.

00213] O, LOGIN VIA A SERVICE

P
o
Ll
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H6214]  In sn ombodiment, when the tavget device 280 {s locked and the user 118 wishes
fo fog i, or when the user 118 i3 using the target device 208 © log v to @ web-based

service, login oredentialy andéor form data can be awtomatieally provided by the key

devics 21 when the target device 288 deteots the presence of the key device 218, I
seabodiment, the Grest dovice 289 can fravsmut a request for the information to the
deteeted key device 218 and the key dovige 23€ cun return the information 3o the target

device 206, In the websiie case, the credentiale can be presented by the twget device 2898

&

3 K}

Thas, in thix embodiment, the Loy device 218 can be a password mansger

U218 In another ersbodinent, the target device 208 can vequire @ mudtipls levels of
avhentivation fron sonrces including nuitiple Yoy devices 318, In this case, the target
devine 208 cay requive user inferactionfnput in addition o detecting the presence of more

than one key devics 218 masociated with the aser 110

00216]  ALTERNAY

E ARCHITECTURES

xy i

JO02171  The various provesses described above make reference generally fo the

embodiment of FIE, 2, where the t :“53\@{ device 268 runs an oporating system 88,

Applicmtions 208 are tnstalled ou the devies, stored using the Rie systen 2 283 of the
deviee, sud run wder the control of the OF 288, 1o that efui:;g:}éim'i{tm, the provision of the
sroximity based contro! system 282 aud of the applicstions 208 oo the targ ot devivs 288

aliows for local operation and management of these funetions, T another smbodiment,
the applications may be located elsswhere, and in parteular, ou a server devies or systam
1 X

interacting with the targst device 308, The following configurations rely ouapp phications

installed onby o the server, with files stored dn the file system of the server,

O8] FIG. 44 ilnsteaies anvther snbadinent of the systere for changing @ seourity
hehavior of 2 dovics based on proximity of annthey device according to an ermbodiment.
Asin FIG. 2, the target desvice 208 has a processor controfied through an operating

systent 209 sefectively running various applications 288, Alsy included are a display

soreen 268 and @ file systern 203, In this embodiment, however, thers is an associates

5

-

server 250 coupled with the target device 280, The server 238 bas Iis owa operating

system 27 and covresponding fHle system 266, as well as wpphioations KR The sevver

&4
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§

258 mn ths canbodinten s intonded a8 2 mastor controd point for the device 28, ag well
ax gy other of the user’s devices. Thus, rather than having partivular applications
mstalied and running on the terget device 28, these applications 338 are nstalled on the
seveer and controtled from the seever 388, This may be viewed s a particular fora of
virtualization. \p‘siwadu& K8 in this architectnre are not installed ay apphications 208

divectly on the deviee 208, Rather, they are installed ax applicabions 388 on the server

T84, and stored i the file systom 266 on the server 3588,

HMIZIR] When 2 user 118 wanty to run an applivatinn 258, the target dovicg Q8 389

pguests that the sorver OS5 270 provide the necessary fles, such as application

"1

0 3 .

sxesatables and assoviated data, 1o the target device 388, The server OF 378 sonds the

mecessary files o the target device (R 269 i responae to the request, The device O8 388

1

stores thesy Bles tenwporandy in the

s system 243, and then exeonies the spphoation
Avry modifications to the {iles wade witile the applivation is running o the target dovice
208 may be either Immediately sent 1o the server 258 so that the modifications can be

RN "{i"\ iy oy At i ¢ e SN EONPTERTRONEY ‘{‘ e i‘f'}'*e‘;\\ ST i"it\‘) PRSI R TG L L e % ) i i ‘i it ii"g". Atz
made prumediatedy 10 1he correspondmg Bieds) on the server, oragved and geail winal a

fater time, which muay be after the application has finished ruwming, or s still nening, at

which time the mndifications ave sont o the server 358 a0 that a decision can be nads

whether {0 make the corresponding modifications, and 1o do so W appropriste. Sweh

x

deciaions may bhe made based ow seeurity and privacy policies in place on the server,

{#8228]  Afler the application hay Huished running, the files o the target device 288 ave
marked for repwoval, which may happen mmediately or at a later thime, I the same
appiication 13 intated again whils the nocyasary files still reside on the deviee {a.g., the
files have not yet boen removed), and the fles are the same verston, then the devive 3

N

can wee these focal copies rather thas reguesting coples of the necessary {files again from

the servey 388, T this way, the tocal 8o system 283 on the device sets like a fovat cache

for the necessary files, i the definiiive and permansnt version of the application resides

»

on the server 250 and s file avsten 266, fn thiy sinbodiment, the device 28 does nat

interact with the server 286 with regard 1o proxindty andfor logm.

¥

321 FIG, 48 fhustrates another embeodiment of the system for changing & seousity

oy
P

behavior of g device based an proximity of another device aeonrding fo an smbodiment,

o
pec
I
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This embodiment i slmiler to FUG. 44 i thet seever appHoeations are pernnsaly

installed and run fron the server 386, and pot divectly o the device 3, Howsver, in

s

his sinbodiment there is no focal fle sysigrm on the farget device 2888, so that exenutable
files angd asenciated data cannot be locally stored on the devige 288, Instead, any

sated from the server OF 3T are plaved directly into memwry on the

g
~
[
3
%
253
73
povd
3
gy
—r
s
]
o
-
‘v’b’
,,ﬁf.:
W
AJ
%

o

devies 208 and sxconied. Any file reads or writes by applicstions running on the deviee

28 are directud by the twrget devies QS 208 vig the server OF 378 1o the server lile

syafem I8, Noapplication data iy stered locally on the device 28, ondy in the Bile
syaterm 366 on server 288, AppHoations exist in the wemory of the device witile they are
belng executed or prepared for exeoution, but after the spplisation has ended, these
sections of mmnory are marked for removaliteuse. I an application iy initiated again by

the user while 8 copy of the application excoutsbles remain n memory, and i is the sang

?«4

vorston as is hald by the server 258, then the device O 289 roay stmply use that local
wemory copy rather than reguesting i again frow the server 288, lo s condiguration,

the device 2002 is a pure execution engine for applications and has no permanent tile

p2

%y

vatent. Muoveover, the device 288 does not interact with the server 258 with regard

provimity andfor login,

in the embodiments of FIGR. 44 and 48, any nebwork operations front & running

223
application on the devies 268, 00 may rally he routed theoagh the server 388 s0
that the server (5 278 {or special apphications rumsing on the server) can pravids security

and/or privacy operations on nebvork communications inftisted by the nnning

applivation. Such a configuration is an slternative to setwork operations being condusted

g%

divectly from the devige 388, ax in FIG L

HHIZZZY  An aliemnative embodimen s shown tn FIG. 40, where spplications 388 are
installed and ran on the server 358e, and exeoutable files and associated duda fley ave
stoved in the file systom 368 of the ssrver. In this embediment, the target devicy 206k

doss not ran the apphcations on the device OF 28% o all, but Instead, the applivstions 258

are run on the server O8 278, and roguests by the applivation to draw to soreen are sit

by the server OF 270 to the deviee OF 8%, with the drawing operations taking plaee on

the display scroen 28% of the device 288h. Reguests by the :s;*p‘a cation 38R for user

input, such as touch, taps, typing, ste., are sont frow the application 288 vig the server O8

fo 3
a2
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7 1o the devies OF 289, and the user inp is pathered from any s o deviges

configured on the device $88h (e g, from g fonch sorsen on the device) In this
sonfiguration, the devics 208 15 o pure display and user lnferaction eagine for

appheations, and does Hot ron applications on the device 288k,

JOI34]  Accerding fo an embodiment, the devies 288b can interact with the server 258a

{‘.

with regaed o progimity andfor Iogin. B this case, the server 358w is the device sotually

raning the application (with the display appeacing on device 208 User Intevaction
aoours ot dovics 208k {and lneal sensors/cornmunications such as NEPC or
TOOYTHD, with all inputs passed slong {or procossing 0 server 288a. When the

device 200 scuses the presenee of the key doviee TH, it can send the sevsed nformation

1o the server 33808 for processing, I an onvhesliment, the function of the proximity bused
condred system 02, 283 can be distributed hebwenn the device 208 and the server 380s
 that the display, tersotion, commuonications, and sensor features ave operating on the
device 208h via the proximity deteetion module 2084 and the seounity behavige
modiffeation features are ppevating on the server 28 via the behavier modification
module 388, Allernatively, the proxinuty based control system 32, (o an crubodiment,

N 3

can operade independently o devies 388k

{02251 Al of the sltemative smbodiments deseribed above can all be view

containertzation, Contalnerization, or sandiusing, {8 8 techaique
wsed o enforce soonrity or privacy polictes, In each of these alternative erabodiments,

some or all of the excoviablos andior duta roside on the server 388, and not on the targst

devige 388, Therelore, an srvterprise could vee any one of these altvrnative architectures

as & comainerbaation solution. Foroxample. the vser’s personal applivatinns 288 gould be

b on the devise 388, e all srgerprise data sad

«

installed spon and run conventionally
anplications Y88 could be rum from one of the server-based srehitectures of FIGE 4A4C
Al existing types of mobile contalnerivation ave vilnorable o attacks agrinst data that 1§
vhvsivally stored on the devive 208, Monetheless, wthe altornative eybodiments
desoribed above, thers Iy no peomanently stored application data on the devies, and thas

thy threst 1o dala seonrtly s rodocsd

2261 There are generally three types of sandboxng:

v
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{92271 Type 1o a hypervisor upon which one or more vivtualized operating systoms run

that are completely samiboxed;

IRHII8L Type 2¢in which a virtmiization fayer run atop the native operaling sysion on

“

device, and & guest opovating systom {and applications within i) vy within that

virinalization lsver and

[06239]  Type X gpplication wrappers, oontoant wrappers, and work spaze wrappers, which
tend to be application-crimtted types of virnalzation that are fusctionally oriented and
although sintlar to type 2 do not ropresent a fll vistaatization layer with a guest

mg:r:.amsx systom, Tn this case, the week space ftendf is an application which runs nther

cations and enforces isolation {see, e.p., “Muobile Devive Sandbaxing 1017

Hamoconblog 205 Hmobile-device-sandboxing- 101 )

&

{92381 Any of the teee types of contalnerization can bo waploved on the server ide
conjunction with any of alternative areldtestural models doseribed above,

1,

O3 In addition, any of the thres alternative configurations desoribed above with

po

refersnce 1o PIGE. 4240 could be inplementsd in & base confignration, that is, with sl

X

modifivations made w the operating svstem on the device. Alternatively, any of three

¥

e

wbrid configurations sould be implomented with modifications made 1o the operating

system on the server, For sxanple, ina Type 1 comatoerization scenario, one of the

virinatized operating systems is a modified operating system on the seveen, & Type 2

o

containerivation scenarto may have a virualbsation layer running stop the bost operating

Sy
fat) L

’/?'

ystent which contains 3 guest operating system that s @ ndified operating systent ¢

ih:: server, A Type 3 contalnsrization scomuio may have an applicision wrapped soas in

vivtualize access to fles, displays, and sensors

W

02321 In s speeific implementation, & methed includes while a maobile conmunisatiog
device s focked and contectsd to anetwork, dutecting, by a proximity detection madals
i the mobile cormmasestion devics, that a key device is comected o the same network
as the mokile comumunication devize, i reaponse to the mobiles communivation deviee
and the key device being vonnsctes to the same network, udocking, by a behavioy

modification module, the mobile communication devive, after the step of the anlonking

fy the behavior madification modude, the mebile ommunioation devies, deter ining that
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e nwohile commuatication device ad the key devize reman connected 1o the sswe

St

i

network, and based on the determination, maintaining, by the behavior modiBication

ted

module, the mobils ponumunication devive in an snlocked state In a specifiv

implementation, the detecting may be tiggered when the mobile commmunication devies

is poweradenn or fs woken frow v sleep or pover-saving state. The detecting may ecowr

while slectroute display of the mobile device s tumed offl

02331 The method may farther tnchude detecting, by the proximity detestion mdale,
that the key devies Iy no longey eonnected o the ssme netwark as the mobils

compmmioation devics, and in response 1o the kuy devize no longer belag connected

the savoe network, locking, by the behavior modification modale, the mobils
gomvnumication devige,
100234 The msthod may further invhude npon expiration of a time period of inactivity

after which the mobile conwanioation device will be locked, checking whether the key

device s ponnested 1o the same nedwork sy the mebik commundeation devies, 1 the Rey

devige remaing connected to the same netw

¢ mobile communcation

device, and if the key devive is no longer connected 1o the same nobwork, locking the

mobile communication devige

{B235]  The method may Ruther includs after the step of undocking the mohile

X
compmnivation deviee, periodically checking, by the proximity detection maduls,

whether the key device is conascted (o the same netwark as the mobile commuication

it

deviee, if 2 periodic check indivates that the key deviee Iy not coneaien 1o the same

Pt

network as the mobile compnivation devies, lecking the target devies, and i the

R

pertodic cheek ndicates that the key device is connected to the same netwark, not

s

N
¥
103

cking the mobile pommunication devics.
{80236 The key dovice may inelude glasses ar eveglasses,

{0237 The step of ualocking the mobile commumication device way include anlocking
the mabile communication devize fute a fivst mode haviog & fest fovel of functionality,
andd the method may Aether include whils the mobile communieation device s in the fist

maode, reealving @ unioek code, ¥ the wileck code s correct, unlocking the mobile

a

communication device from the firgt mode 0 a second mode having 7 second kevel of

9
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functionality, greater than the first lovel of Ruetionality, and if the wedock code s
fncorrect, maintaining the frst mode on the moebile conpmunication device. The mabile

copmipication devize may include s operating systent
{B0238]  In asperific implementation, the step of defscting that the key device is conneoted

N

to the same nebwork as the mobile communication devive includes reogiving 8 message

5 1

broadeast from the key devive, wherein the message comprises & Media Accsss Control

MAC) address that matches 3 MAC address stored st the mobile commumeation deviga,

-~

[B023%  in ancther spenific implementation, the step of defecting that the key devieg i

connected to the same nebwark as the mohile commutioation devige inpludes

et

browmdrasting a message from the mohile communioation devive over the aetwork for the

£

key devies, and reesiving a reply from the by devive responsive to the broadeasted

{8248] 1o aspenific buplumentation, a method inchudes deternuindng, by @ proximity
detection module i a moldle communivatinn devics, whether a key device 18 near the
& comnmnication device, and i the key deviee is not nzar the tarpet devige,
alfowing, by a bebavior modification moedule in the mobile communication devics, an
mvlock soreen o be presented on an electrovie display of the mobile communication

devios.

{62411 The method way includs i the key devive I avar the mobile communication
device, bypassing the unlock soreen, Bypassing the andock soresn may include slfowing &

-~

seveen fdlowing an unlnck code to be displaved on the electronie sereen of the mohile

Ly

communication device withan the wloek codse baving been inputtad to the mobile
conrrnunicstion device, The screen llowing the unlook veds may be referred toan a

homepage or homesorenn

[B042]  In oo spectfic bvplumentation, the method further incliles determining that the Ry
device is near the mohile communicstion device, afler the determiuation, allowing the

untock sereen e be presented on the clectronic display of the mobile commumdeation

X

devies, reeeiving an unloek code gt inte the wdock soreen, if the naliek code s

e

correct, unloeking the mehile communication device im0 a first mode based ou the

.

undack cosde being onveent and the key doviee bong near the mabile communication

('1
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devies, i the unloek vods is nporrect, wnlocking the webile commuieation devies info 8

<
¥

servrnd moode hased on the undosd code being ncorract and the key devics being vear the

s

nobile communivstion devige, where @ level of functionality of dwe mobile
contmatestion devies in the seeond mode is different from a level of Tunstionality of the
mobdle conununication device in the finstmode.

{6243] A number of functions available on the mobile communication devive W g

1

maode may e groater than 8 number of funetions svatlable on the mehile compuication

deovice 1 the sevond mude,

100344 In o specific implementation, the method fnchudes determining that the key deviee

i newr the mobile communication device when the ey dovice and the maobile
communication device are connpoted to the same aocess point,

HHIZ4R] I another speeifie implereniation, the mothed lnchudes determining that the ke

devics ja near the mobily commnurioaton devics when a strength of & signal from the iii%}-‘

device 18 shove g tueshold value,

Be246] o another spevific uplomentation, the method inchudes determining that the key

devive is near the mabile commupdeation devies whan the key device and the mobnie

%

commrsization device are in the ssme geograptucal area

o~ >

(82471 In w specific implementation, s mothed nchudes displaying on an slectronic

covnprising an wput box for

,M

/
15
(¢}
“Z
%
%
o
w',

soreen of & mobile communication device an anl

an unlenk code, and an option to cheek for a presenee of a key device, recsiving &

E I
selection of the option, checking, by a proximity defsutinn mandale of the mobile
conunusication device, fov the presenes of the key deviee, if the presence of the key

devies in detectad, unlonking the mobile commumication device without reoehving the

urdack code, and iF the presence of the key devics i not detested, not volocking the

TOI481  Ina spocific implementation, the step of anlecking the mobile convmunieation
devics mchudes ulocking the mobile communication divice tuto & fivst mode having a

first fovel of fanctionality, while the mebile compunteation devige s m th

%

e fivst maode,

PR

repeiving the unlock code, I the antoek cods I3 corrset, unlocking the mobile



WO 2014/165230 PCT/US2014/024879

o

compnumcation device from the first mode to a second made having g second level of
functionality, different from the first lovel of functionadity, and i the wolock code s

I3

hile o unioshion devigs,

¢
ey
ot
s
s
57
et

menrrset, maintaining the fist mode on the

A oo specific implene miaiim&, the step of unlocking the mobile communication
devics invludes affer explyation of o time poried of naativity after which the molle
1

conmmuntoation device will be locked, checking whether the key devive is near the mohile

conunurgeaiion dovive, W the key dovicn is noar the

i"'

< mobils cormmunisation devies, ngt

u
<

ﬁi-@eki‘ng the mobale communisation device, aud W ihe key device is no longsr negy the

OISO CONOLUSION

231 Somw specific flows are presented inthin g

§ apphication by way of example, but it
should be underatood that the process s not Hmiied o the specific flows and steps
preseniod. For example, a flow may have additional steps {not nevessarily desoribasd in
this applivation}, different steps witdch replace some of the sleps presented, fewer steps or

o o~

a subsat of the stops prosentad, or steps o a differont ceder than presenied, ov any
ombiaation of these, Further, the stops in other implomentations may not be exactly the
samme an the stepy presented and roay be modified or altered as appropeiate for a particudar

progess, application or based on the data,

1863521 In the desoription above and throughout, numernus spectfic detatls ave set fovth in
grdder 1o provide g thorough understanding of @y ombadiment of this disclosurs. Bowill be

sviident, howsver, to one of ordinary skl in the art, that an sembodiment may b practiced

Y
S

serthowt these specific details, In other wistances, well-known strochires and davices are

o X .
\

show i block dagram form to freilitate explanstion. The deseription of the p

sanbodiments is sot idended to B the scope of the clatms gppended bersto, Furthar, in

the

s
73

nizthods disvlossd horein, vartous steps are daclosed tlusirating some pf ke

5_".«4

-

functions of an embodiment. These steps ave merely exaples, and are oot meant to be

P

Homiting w any way, Uther steps and fmetions may b contorapdated withowt departing

from thiy disclosure or the seope of an embodinent.

w3
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CLARMS

What s clauned fu

,w-t.
e,

A method comprising:
while a mohile conumadeation devics ix locked and cotmeoted to o network, detgeting,

by & proximity detection module in the mobile communioation deviee, that 8 key doviee i
connecied 1 the same network as the mobile conunudoation devics;

in responss to the mobile communivstion devive and the key deviee hoing connested to
the same metwerk, unlocking, by a behavior modificaiion module, the motile communication
devios,

after the step of the anlocking, by the behavior mudifieation module, the wmabile

communization device, determining that the mohile commumastion device and the key device

rernain connectsd to the same network; sl
hased on the determivation, mairtaining, by the behavior modification modude, the

1y

mobile communication device i an wilocked stale,

2. The muethod of claim 1 comprisingg

deteoting, by the proximity defection moduly, that the key devies (s no longer connested

to¢ the ssone network ae the mohile communication devige: and

fis response to the key deviee no fonger being connected to the same network, focking, by

the fo, the molby 1?* communication device,
3. The method of claim § comprising:

wpon expivation of & tine period of Inactivity after which the molile communication

X

device will be locked, cheaking whether the key device is oonuected to the same astwork as the
raobils comumudestion devics,

if the ke device rensaing comnected o the same netwerk, not lovking the mobile
commumeation device,; and

if the key deviee is ne longer comnested o the same network, focking the mobile

comramicating device,

i

et
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4, The methesd of olaim | comprisiam

after the step of unducking the mobile compmunication devics, periadically chesking, by
- whather the key devics iy sonnpoted 1o the swute nebenrk as th

the proxtmsty detection modude,

>
%

mobtie commmaiication devicsy

g periodic check indicates that the key device 13

s,

# connectad {o the
the moebils commuseation devive, locking the target devies amd
i the poriodie cheok indicates that the key devies

g the nohile communication devige

18
1S

fookin

o

comnectad to the amus network,

thiead of clabm 1 wheretn the key device comprises glasses,

v The method of elaim 1 wherein the slep of mi;s:;:kmgg the mobile communication
device compwises wilocking the mobile convmunication dey

we inte a st roode having a firmy
fevel of functionality, and the method comprisey

while the mobile copmusontion

i the unfock vods s corrsat, unlooking the mehile

X

devige 13 in the Brat mode, recelving an unlock code;

commurnoation dovice from the first

3

modae i a

seoond mnde having & seco Paf funetionality, greatey than the Hrst level of
fanetionality and

i the unlock code s ncorrent, maintaining the first mode o the me

B o

sopunanication
device.

7. The masthod of elaim 1wl

&

herain the mobile
operating s

8. The method of claim 1 whereln the step of detecting that the key devics 15 connerted o
the swne network as the mobile commuant

cation device Sompriss

g ameasage broadosst from the key device, where

in the MENSANS CORITSes 8
ortred {(MAC) addvess tha

: s stored at the mobile

Medin Avcess Ot

wmnioaiion devics.



WO 2014/165230

o

the sane nebwork as the mobile commuoation devics comprises:

<

% The method of cladm 1 wherin the stop of detocting that the key dovieg 18 connacis

PCT/US2014/024879

broadeasting o mexsage from the mobile communieation device vver the netwoerk for the

3! O and

kY N

rsveiving a reply from the key devies rospemsive W the broadeasied messag

D) \A“, .

12

19, A method comprisiag:

detenmining, by & proximity detection yoduls in & mabile sonumurdeation device

whether & ey device i3 near the mobile covomudestion devies; and

o

chaplay

ule i the mohile conantioation dovics, an anlock sereen io

o

if the key device is not near the targst device, allowing, by # behavior medification

prot

v of the mobile pormmumsation devie

11, The method of claim 10 comphising:

x

s

X

s presented on an slectre

allowing a soreen fidlowing an nnluck code to be displayed on the electronic screen of

the mobile conununication devivce withowt the unlock code having been tuputted o the wols

commnunication device,

display

made based o

SN

13, The method of clatm 10 comprising:

determining that the key device iy near the mobile communication devie

after the determination, allowing the unlock screen to be prasented on the elsetronic
“of the mobile eommuonication devies;

revaiving an tnlock code nput ot the unlock soroen;

if the unlock vods is porrect, wiloeking the mobile commumication device into & fust

code heing orreet and the key devics heing near the mobile

urication devies,

-
542

fe

f the key devics i near the molle communication device, bypassing the unlock sereen,

2. The method of olaim 11 wherely the step of bypassing the urdock sorsen cornprises,
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seorrect, nndocking the mobile communioation devies info 8 second

bused on the vnlock code being incomrect and the key device belug near the mohile

miode hase
communivation devite,
compmnication device i the second mode

wherein a fevel of funciionadity of the moebils
fehe mobile sonmaunion

s

it from o fevel of functionality o o devies i the find mode,

o of clatm 13 whereln g munber of functiens available on the mobils

14, The metiy
communication i sude is grester than s munber of functions available on the

mobile communication device inthe second mode.

o

. The method of ehaim 10 comprising:

P
5

determining that the key devics s near the mobile commumeatio

devics wud the mobile commusication devise ars

18, The method of claim 10 compaising:

determining tiat e key device is near the mobile communteation devics when a st

of a signad from the key dovice s sbove a thveshold value.

7. The mothod of cleiv 10 comprisiag

determining that the key device s near the mobile communication device when the Rey

[y

%
P
]
w
1
~
%
K
%
oS
.
Z
=

Toke

devive arnd the molile communication device are in the same geographical ares.

18, A method sconpristng:

dsplaving on an elsctronic scren of & mobile communization device an unlook sorees
3 prosence of § Key

comprising an inpat box for an valock code, and an option o cheek for 8

device;
reoetving 2 selection of the aphiow

hecking, by a proximity detestion module of the mobile comnum vation device, for the

,v\\

we of the key devige

i
L
-y
4
4
,,1

3
1

is deteoted, anlncking the mobile comnumivation device

i ihe presence of the Key devies

withowt receiviag the wlock code; and

i
o
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x
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3

2 mobile communicatio

19 The method of olaim 18 whersin the step of unlocking the maobile comnumication

snfocking the mobile communication deviee Bito s frstmosde baving a fstlsvel of

finctionality,

while the mobile communivation devics is in the firal mode, recetving the wdock cods;

{ the wdock cade s correet, wdocking the mobils comuumication device from the fast

A

L JERUE JET A RIS O b2 y RN TR
mods oy second mode having & seonngd

»),,

functienality; and

fovel of functionality, different fron the fust level of

if the unfock code Is Incorrset, maimaining the fivst mode on thy mobily conmamication

20, The methad of daim 18 wherein the step of nnlocking the mobile conmunication

devioe COmPHises

after expiration of & e pevingd of nactivity after which the mobile communicstion

device will be locked, checking whether the key devise is near the mobile compvunication
if she key device is noar the muobile conumudention device, vot locking the mabile

comunioation dc\m, and

if the key devios is no langer near the target deviee, locking the mobile commurdeat

fevige,

(f'J

)
-
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