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1. System for encoding data presented at one end of a transmission channel with a
first coding device and for decoding the data encoded by the first coding device at the
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System for encoding data presented with a first coding device and for
decoding encoded data with a second coding device, and coding device for use

in the system.

A. Background of the invention

The invention relates to a system for encoding data presented at one
end of a transmission channel with a first coding device and for decoding the
data encoded by the first coding device at the other end of the transmission
channel with a second coding device.

Such a system is disclosed by EP 0 232 043 A2, This known system
comprises a scrambler (the first coding device) at one end of the transmission
channel for encoding incoming data (the data presented) and a descrambler
(the second coding device) at the other end of the transmission channel for
decoding the data encoded by the scrambler and for generating outgoing data.
Said incoming data comprises words synchronously multiplexed in the frames.
To indicate the frame timing, some of these words are so-called
synchronisation words which must not be encoded. For this purpose, the
scrambler comprises a frame-finding circuit which detects the synchronisation
words in the incoming data and which, if a synchronisation word is detected
generates a signal in response to which the detected synchronisation word is
not encoded. At the same time, the descrambler also comprises a frame-
finding circuit which detects the synchronisation words in the outgoing data
and which, if a synchronisation word is detected, generates a signal in
response to which the detected synchronisation word is not decoded. The
descrambler furthermore comprises shift registers which, if the descrambler
is unable to synchronise with the frames as a conszquence of a fault in the
transmission channel, alters the phase of the encoded data until the

descrambler is again in a state which is synchronised with the frames. The
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effect of faults in the transmission channel on the system is reduced by using
said shift registers.

Such a system has the disadvantage that the incoming data has to
contain, or has to obtain, synchronisation information (the synchronisation
words) since the descrambler is unable to get back te the state which is
synchronised with the frames after getting out of synchronisation with the
frames, and faults in the transmission channel can have a long-lasting

disadvantageous effect on the decoding.

B. Summary of the invention

The object of the invention is, inter alia, to provide a system of the
type mentioned in the introduction which, regardless of the possible presence
of synchronisation iri:ormation in the data presented, is able to reduce the
effect of faults in the transmission channel.

For this purpose, the system according to the invention has the
characteristic that the coding devices are each provided with comparison
means coupled to the transmission channel for comparing sequences of
encoded data with at least one predetermined code word and setting the
associated coding device to a reset state in the event of equality.

The invention is based on the insight that, measured over a fairly
long time, each word in the encoded data occurs equally often in the
transmission channel and that one predetermined word is therefore
statistically repeated after a certain time interval, the length of set time
interval being dependent on the length of the predetermined word and the
speed of the data presented. Comparison of sequences of encoded data both at
the transmission end (at the first coding device) and at the receiving end (at

the second coding device) with a predetermined code word and, in the event
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of equality, resetting the associated coding apparatus achieves the result that,
statistically speaking, both coding devices are reset, or identically set, in each
time interval. If a serious fault, such as the loss of one or more bits, occurs in
the transmission channel, the first coding device will be reset in the associated
time interval and the second coding device will not, as a result of which an
incorrect decoding takes place, both coding devices being reset in the time
interval subsequent thereto, as a result of which a correct decoding again
occurs. In this system according to the invention, without additional
synchronisation information being present in the data presented, the effect of
a fault in the transmission channel lasts statistically not more than one time
interval, and with a correct choice of the length of the predetermined code
word, this generally results in an adequate reduction of the effect of a fault.

In a first embodiment, the system according to the invention has the
characteristic that the coding devices are each provided with generator means
coinprising a reset input coupled to the comparison means.

Providing each of the coding devices with generator means such as,
for example, pseudo-random generators which run mutually synchronously
and which generate, in response to a signal which is present at their reset
input and originates from the comparison means, each generate the same
output signal, which may be arbitrarily chosen, achieves the result that the
coding devices are set to the reset state in the event of equality of a sequence
of coded data and the predetermined code word.

In a second embodiment, the system according to the invention has
the characteristic that the generator means are each provided with an
adjustment input, which is coupled to the transmission channel, for adjusting
the reset state as a function of the encoded data.

In this case, the generator means can be set to various reset states, as a
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result of which the encoded data becomes more difficult for third parties to
track. The reset state to which the generator means are set depends on the
adjustment word which is present at the adjustment input and is derived from
the encoded data.

In a third embodiment, the system according to the invention has the
characteristic that the coding devices are each provided with combining means
comprising a connection coupled to the transmission channel and an input
coupled to an output of the generator means, the comparison means being
coupled via shift means to the connection in order to receive the sequences of
encoded data.

The data presented is encoded using the combining means associated

with the first coding device by combining saiil data presented with the output
signal of the associated generating means. The encoded data are decoded using
the combining means associated with the second coding device by combining
said encoded data with the output signal cf the associated generator means.
Such combining means may be formed, for example, by an EXOR gate. i
Sequences of encoded data are stored by means of the shift means such as, for {
example, shift registers in order to be compared later with the predetermined
code word by the comparison meaxs such as, for example, corr arators.

In a fourth embodiment, the system according to the invention has
the characteristic that the coding devices are each provided with further shift
means in order to couple the adjustment input to the connection.

In this case, the adjustment word present at the adjustment input is
formed by a sequence of encoded data which precedes or follows and/or
completely or partly coincides with the sequence of er.coded data which is
compared with the predetermined code word. If the adjustment word 'e

coincides completely, it should of course be longer than the predetermined

R o e




o

10

15

20

25

5
code word since there is otherwise only one possible reset state.

The invention also relates to a coding device for use in the system
according to the invention.

Such a coding device has the characteristic that it is provided with
comparison means, which can be coupled to the transmission channel, for
comparing sequences of coded data with at least one predetermined code word
and for resetting the coding device to a reset state in the event of equality.

In a first embodiment, the coding device according to the invention
has the characteristic that it is provided with generator means comprising a
reset input coupled to the comparison means.

In a second embodiment, the coding device according to the
invention has the characteristic that the generator means are provided with an
adjustment input, which can be coupled to the transmission channel, for
adjusting the reset state as a function of the encoded data.

In a third embodiment, the coding device according to the invention
has the characteristic that it is provided with combining means comprising a
connection which can be coupled to the transmission channel and comprising !
an input coupled to an output of the generator means, the comparison means
being coupled via shift means to the connection in order to receive the
sequences of encoded data.

In a fourth embodiment, the coding device according to the invention
has the characteristic that it is provided with further shift means for coupling
the adjustment input to the connection,

In a fifth embodiment, the coding device according to the invention
has the characteristic that the connection is an output of the combining means, &

which comprise a further input for receiving the data presented and to be )

encoded. i
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Said coding device codes the data presented and therefore has an encoding
function. At the same time, the comparison means and shift means are situated on the
output side of the device.

In a sixth embodiment, the coding device according to the invention has the
characteristic that the connection is a further input of the combining means, which
comprise an output for generating decoded data.

Said coding device decodes the data presented and therefore has a decoding
function. At the same time, the comparison means and the shift means are situated on
the input side of the device.

C. Reference

EP 0 232 043 A2.

D. Exemplary embodiment

The invention will be explained in greater detail by reference to an exemplary
embodiment shown in the Figure, in which:

Brief I . f the Drawings
Figure 1 shows an embodiment of the system according to the invention.
Detail .

The system shown in Figure 1 comprises a first coding device 1 and a second
coding device 2 which are interconnected via a transmission channel 3. The coding
device 1 has combining means 11 which are constructed as an EXOR gate, having an
input 11-1 for receiving the data presented and to be encoded and having an input 11-2
connected to an output 15-2 of generator means 15 for receiving an output signal from
the generator means 15, which is coustructed as pseudo-random generator. EXOR gate
11 furthermore has an output 11-3 which forms a connection, connected to the
transmission channel 3, for generating encoded data and which is connected to an input
of shift
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means 12. A first output of shift means 12 and an output of a memory 14 are
each connected to an input of comparison means 13 for comparing a sequence
of encoded data present in the shift means 12 with a predetermined code word
stored © -uemory 14. An output of comparison means 13 is connected to a
reset input 15-1 of generator 15 for setting coding device 1 to a reset staté in
the event of equality. A second output of shift means 12 is connected to an
adjustment input 15-3 of generator means 15 for adjusting the reset state. In
this connection, shift means 12 can be formed by a shift register and
comparison means 13 can be formed by parallel comparators whose outputs are
fed to an AND gate.

The coding device 2 has combining means 21 which is constructed as
an EXOR gate, which has an input 21-1 forming a connection connected to the
transmission channel 3 for receiving encoded data to be decoded and
connected to an input of shift means 22, and which has an input 21-2
connected to an output 25-2 of generator means 25 for receiving an output
signal from the generator means 25, which are constructed as a pseudo-
random generator. EXOR gate 21 furthermore has an output 21-3 for
generatins .lecoded data. A first output of shift means 22 and an output of a
memory 24 are each connected to an input of comparison means 23 for
comparing a sequence of encoded data present in shift means 22 with a
predetermined code word stored in memory 24. An output of comparison
means 23 is connected to a reset input 25-1 of generator 25 for setting coding
device 2 to a reset state in the event of equality. A second output of shift
means 22 is connected to an adjustment input 25-3 of generator mean« ?5 for
adjusting the reset state. In this connection, shift means 22 muy be formed by I
a shift register, and comparison means 23 may be formed by parallel

comparators whose outputs are fed to an AND gate. |
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The operation of the system shown in Figure 1 is as follows. The data
to be encoded is presented to input 11-1, and the data encoded with the aid of
generator 15 appears at output 11-3. Said encoded data is then transmitted via
transmission channel 3 and presented to input 21-1, and the data decoded with
the aid of generator 25 appears at output 21-3. For encoding and decoding,
respectively, it is necessary for the generators 15 and 25, whose output signal
modulo two is added to the data presented and the encoded data respectively,
to run synchronously. This can be achieved by synchronising both generators
15, 25 via phase-locked loops, which are not shown in the Figure, with signal
transitions in the data, or by installing, for example, an additional connection
between the generators 15 and 25. As long as the generators 15 and 25 run
synchronously, the output signal of generator 15 is added in the coding device
to the data presented modulo two and the same output signal, now originating,
however, from generator 25 is added in the coding device 2 to the coded data
modulo two, the original data presented thereby being obtained if no error has
occurred in the transmission channel.

The resetting of the generator 15 by comparison means 13 and the
resetting of generator 25 by comparison means 23 if a sequence of encoded
data present at the first output of the shift means 12 and 22 corresponds to the
code word stored in memories 14 and 24 is in fact superfluous as long as no
fault occurs. The time interval in which one reset occurs statistically per
generator is determined by the presented-data rate and the length of the code
word. Statistically, for a presented-data rate of 10 Mbit/s and a word length of
the code word of 20 bits, resets will occur every 0.1 seconds (2exp20 =
1 million). Statistically, for a rate of 100 Mbit/s and a word length of 30 bits,
resets will take place every 10 seconds (2exp30 = 1 thousand million).

If the adjustment 'words which are present at the two outputs of the
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shift means 12 and 22 and determine the reset state are disregarded, the

following four conceivable situations are possible if a fault occurs in the

transmission channel:

- A bit reversal occurs, as a resuit of which generator 25 is erroneously

not reset (however, generator 15 is reset in this case) or is erroneously reset

(generator 15 is not reset in this case). In both cases generators 15 and 25 are

out of synchronisation, and an incorrect decoding takes place until both

generators 15 and 25 are reset again after, statistically, one time interval.

- A bit reversal occurs which does not have any consequences for the

resetting of generator 25. In this case, only this bit is incorrectly reproduced

in the decoded data, and this can be eliminated by means of error-detecting or
error-correcting codes.

- A bit loss or a bit gain occurs in a sequence of encoded data which

originally corresponded to the code word. In this case, generator 25 is

erroneously not reset, and an incorrect decoding therefore takes place until

both generators 15 and 25 are reset again after, statistically, one time interval. !
- A bit loss or a bit gain occurs in another sequence of encoded data,
which sequence does not correspond to the code word. In this case, the
position of this other sequence with respect to the sequence corresponding to
the code word is of importance. If the other sequence occurs in time just
before the sequence corresponding to the code word, the incorrect decoding
only takes place for a very short time. If the other sequence takes place in
time just after the sequence corresponding to the code word, the incorrect
decoding takes place until both generators are again reset after, statistically,
one time interval. On average, incorrect decoding will take place for, l
statistically, one half time interval in this fourth case, until both the

generators 15 and 25 are reset again.
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In all four of the conceivable situations, an error therefore results in
the incorrect decoding of the encoded data for not more than one statistical
time interval. Some telecommunication recommendations require the exact
knowledge of the length of this time interval. The system according to the
invention can orly specify this length statistically, it being possible, of course,
to reduce said length statistically by shortening the length of the code word.
On the other hand, a very great advantage is the simplicity ¢f the system
according to the invention and the reduction of the effect of faults in the
transmission channel without additional synchronisation information having to
be added, which addition is in practice often impossible as a consequence of
the transmission channel already being "full".

If a bit reversal occurs in the sequence of encoded data forming the
adjustment word, this only resulits in incorrect decoding during one time
interval if a reset takes place at the same time and both generators 15 and 25
are therefore set to different reset states. If a bit loss or a bit gain occurs in
the last-mentioned sequence, the above-mentionied fourth case applies.

In the embodiment shown in the Figure, the first output of the shift
means 12 and 22 is connected to comparison means 13 and 23. In this case, a
first sequence of encoded data is compared with the code word and the
sequence immediately subsequent thereto forms the adjustment word which
determines the reset state. Of course, it is also possible to interchange the
connections of the two outputs of shift means 12 and 22, as a result of which
the first sequence forms the adjustment word and the sequence immediately
subsequent thereto is compared with the code word. Furthermore, both
outputs of shift means 12 and 21 could also be connected to generaior means
15 and 25, two subsequent sequences forming the adjustment word together,

separate shift means could be used which, for example, have sequences,
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delayed in time, of encoded data for transmitting the adjustment word and
said scparate shift means could permit a certain series of encoded data to act
as adjustment word by means of a further encoding by completely or partly
feeding back via EXOR gates.

of course; a scrambler and a descrambler and/or a convertor and a
deconvertor can furthermore be added between coding device 1 and coding
device 2, the combining means, which are constructed as an EXOR gate 11, 21
can also be formed in a different way (for example with an EXNOR gate, an
ADDER etc.) and the generator reans, which are constructed as a pseudo-
random generator 15, 25, can also be formed as, for example, a generator
which generates a very long sequence.

The time interval for which the incorrect decoding takes place can be
reduced further by comparing the sequences of encoded data with more than
one code word. Compared with shortening the length of the code word, this
has the advantage that the time interval can then be reduced by any desired
factor. If sequences of encoded data are compared, for example, with three
code words instead of with one, the time interval is reduced by a factor of
three, whereas only factors which are a power of two can be obtained by

shortening the length of the code word.
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The claims defining the invention are as follows:

1. System for encoding data presented at one end of a transmission channel with a
first coding device and for decoding the data encoded by the first coding device at the
other end of the transmission channel with a second cod ag device, the first and second
coding devices being provided with comparison means coupled to the transmission
channel for comparing sequences of encoded data with at least one predetermined code
word and respectively setting the saick second and first coding devices to a reset state in
the event of equality, the coding devices each being provided with generator means
comprising a reset input coupled to the comparison means, characterized in that the
coding devices are each provided with the combining means comprising a connection
coupled to the transmission charnel and an input coupled to an output of the generator
means, the comparison means being coupled via shift means to said connection in order
to receive the sequences of encoded data.

2. System according to claim 1, characterized in that the generator means are
each provided with an adjustment input, which is coupled to the transmission channel,
for adjusting the reset state as a functior of the encoded data, the coding devices each
being provided with further shift means in order to coupled the adjustment input to said
connection of said combining means.

3. Coding devices for use in a syster: for encoding data presented at one end of a
transmission channel and for decoding encoded data at an other end of the transmission
channel, the coding device being provided with comparison means, which can be
coupled to the transmission channel, for comparing sequences of encoded data with at
least one predetermined code word and for resetting the coding device to a reset state in
the event of equality, and the coding device being provided with generator means
comprising a reset input coupled to the comparison means, characterized in that the
coding device is provided with combining means comprising a connection which can be
coupled to the transmission channel and comprising an input coupled to an output of the
generator means, the comparison means being coupled via shift means to said
connection in order to receive the sequences of encoded data.

4. Coding device according to claim 3, characterized in that the generator means
are provided with an adjustment input which can be coupled to the transmission channel
for adjusting the reset state as a function of the encoded data, the coding device being
provided witli further shift means for coupling the adjustment input to said connection.
5. Coding device according to claim 4, charatterized in that said connection in
said combining means is provided by an output of the combining means, which
comprise a further input for receiving the data presented and to be encoded.
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6. Coding device according to claim 4, characterized in that said conneciion in
said combining means is provided by a further input of the combining means, which
comprise an output for generating the decoded data.

DATED this Sixth Day of December 1994
Koninklijke PTT Nederland N.V.

Patent Attorneys for the Applicant
SPRUSON & FERGUSON
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System for Encoding Data Presented with a First Coding Device
and for Decoding Encoded Data with a Second Coding Device,
and Coding Device for Use in the System.
ABSTRACT

In a system for de/endcoding data using (de)coding devices (1,2) at
either end of a transmission channel (3), the data sometimes comprises
additional synchronisation information which is used to reduce the effect
of faults in the transmission channel (3). If this synchronisation
information is not already present, it is impossible in certain cases to
add such information. The invention provides a system which, regardless
of the presence of additional synchronisation information, is able to
reduce the effect of faults. For this purpose, each (de)coding device
(1,2) is provided with means (23) for comparing sequences of encoded data
with at least one predetermined code word (24) and for setting the
associated coding device (25) to a reset state (25-1) in the event of
equality. Because the predetermined code word (24) repeats-statistically

in the encoded data, a fault adversely affects the decoding for not more
than one time interval.

Figure 1
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