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(57) A fleet of three-dimensional printers wherein a server provides access to a printable object selected from a
database or catalogue based on a unique hardware identifier (e.9. MAC address, media access control address) of
a printer (printing machine). The printer identifier may also be: a barcode, a QR code or NFC. The server controls
access to a catalogue of printable objects by obtaining the hardware identifier (301) and a public key of the 3D
printer (303) and comparing the public key with a private key (305) , determining a catalogue of printable objects
(307) and providing a unique link to the printer (309). The user may pay a subscription; in this way the user may be
authorised to print a 3D object stored in a server catalogue or database. A further invention concerns a method of
building a catalogue and printing 3D printable objects by obtaining a plurality of photographs, performing
photogrammetry, building a database of models, creating a density plot of the models belonging to the same class,
creating a baseline 3D model for the class and creating a set of instructions for printing.
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At least one drawing originally filed was informal and the print reproduced here is taken from a later filed formal copy.
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Apparatus and Method

Field of Invention

The present invention relates to the field of three-dimensional printing.

Background
Typical three-dimensional printing machines are configured to print printable objects

based on an instruction set. The three-dimensional printing machines obtain an

instruction set and subsequently follow the instruction set to print the printable object.

Designing an object for three-dimensional printing may be difficult and/or time
consuming. Generating an instruction set for a three-dimensional printing machine may
be difficult and/or time consuming in comparison to generating a physical three-

dimensional object.

Unauthorised proliferation and/or unauthorised access to instruction sets for printing a
three-dimensional object may adversely affect people who design objects for three-
dimensional printing and/or people who generate instruction sets for a three-dimensional

printing machines.

Summary
Aspects of the invention are set out in the independent claims and optional features are

set out in the dependent claims. Aspects of the disclosure may be provided in

conjunction with each other, and features of one aspect may be applied to other aspects.

Aspects of the disclosure provide a fleet of three-dimensional printing machines,
comprising:

a plurality of three-dimensional printing machines; and

a server configured to communicate with each of the plurality of three-dimensional
printing machines;

wherein each of the plurality of printing machines comprises a communications
interface operable to communicate with the server, and a unique hardware identifier;

wherein each of the plurality of printing machines is configured to:



be operable to communicate with the server via the communications
interface to print a printable object from a selected catalogue of printable objects
selected from a database of three-dimensional printable objects,; and,
wherein the server is configured to control access to the selected
5 catalogue of printable objects each printing machine is operable to print based on

the unique hardware identifier of the corresponding printing machine.

Providing a system for managing access to a database of three-dimensional printable
objects addresses at least some of the problems set out in the background section.

10
Providing a system for managing access to a database of three-dimensional printable
objects allows three-dimensional printable objects to be provided anywhere in the world

without the need to ship the objects to various locations.

15 Advantageously, the present invention may reduce the carbon footprint of providing the

objects. Accordingly the present disclosure has a clear environmental benefit.

Advantageously, the present invention may reduce carbon footprint of providing the
objects by removing logistics (e.g. shipping etc).

20
Advantageously, the printing machines of the present invention may use recycled PLA
and PET plastics. The PLA and PET plastics may comprise between 50% and 100% of

the and making them into filament/raw materials.

25 Recycling services may be provided to operators of the printing machines. Waste three-
dimensional printable objects may be collected, segregated, and recycled appropriately
(e.g. printable objects which were used for medical purposes may be subject to

mechanical and/or chemical recycling were appropriate).

30 Providing aspects of the disclosure and a recycling service may create a circular
economy around the fleet of three-dimensional printing machines. Circular economies of
this nature may be desired in the EU and UK e.g. a number of regulations and action

plans exist at Union level (such as the EU Action Plan for Circular Economy).
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Advantageously, the present invention may reduce the time required to provide the

objects.

The database of three-dimensional printable objects may comprise a plurality of
catalogues of printable objects. The server may be configured to provide access to a
selected catalogue or selected catalogues. The server may determine whether a given
printing machine is permitted to access the selected catalogues based whether the
printing machine is on a whitelist for a given catalogue (e.g. a unique hardware identifier
of the given printing machine is listed on the whitelist with, for example, an appropriate
secure key). The server may determine whether a given printing machine is permitted to
access the selected catalogue(s) based whether the user of the given printing machine is
on a whitelist for a given catalogue (e.g. a user identifier of the user is listed on the

whitelist) or on a whitelist .

An operator of a given three-dimensional printing machine may pay a subscription fee for
the machine and/or to enable the unique hardware identifier of the given three-
dimensional printing machine to be added to a selected whitelist e.g. a subscription fee
may be paid by an operator of a given three-dimensional printing machine so that the
given three-dimensional printing machine has access to a selected catalogue of printable

objects.

An operator of a three-dimensional printing machine may pay a deposit for the three-

dimensional printing machine.

Different three-dimensional printing machines in the fleet may have access to different

catalogues of printable objects.

For example the hardware identifier may comprise a MAC address.

The catalogue of printable objects may comprise a plurality of instruction sets. Each

instruction set corresponds to a printable object. The printing machines may be operable

to print a printable object, selected from a catalogue of printable objects selected from a
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database of three-dimensional printable objects, based on the instruction set which

corresponds to the printable object.

Each instruction set may be executable by a three-dimensional printing machine e.g. a
printing machine may be configured to execute an instruction set. For example, the
printing machine may comprise software and hardware suitable for executing the
instruction set. When an instruction set is executed by a three-dimensional printing
machine, then the three-dimensional printing machine is operable to print the printable

object which corresponds to the instruction set.

For example, the catalogue of printable objects may comprise: an instruction set A; an
instruction set B; and, an instruction set C. Instruction set A corresponds to printable
object A. Instruction set B corresponds to printable object B. Instruction set C
corresponds to printable object C. When a three-dimensional printing machine executes
instruction set A, then the three-dimensional printing machine may operate to print

printable object A.

In examples, printing machines in the fleet may differ in type e.g. the fleet may comprise
more than one printing machine type. For example, a portion of the printing machines in
the fleet may be of a first type (e.g. type 1 printing machines), and another portion of the
printing machines in the fleet may be of a second type (e.g. type 2 printing machines).
The first type of printing machines may comprise any of: a first type of hardware (e.g.
type 1 hardware); and, a first type of software (e.g. type 1 software). The second type of
printing machine may comprise any of: a second type of hardware (type 2 hardware);

and, a second type of software (e.g. type 2 software).

Each printable object may have a plurality of corresponding instruction sets type wherein
each of the instruction set types is executable by a different printing machine type. In
such examples, the catalogue of printable objects may comprise: an instruction set A1;
and, an instruction set A2. Instruction set A1 corresponds to printable object A.
Instruction set A2 corresponds to printable object A. Instruction set A1 is executable by
the first type of printing machines. Instruction set A2 is executable by the second type of

printing machines. The server may be configured to provide an instruction set type which
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is executable by a printing machine based on the unique hardware identifier of the

printing machine.

Each of the plurality of printing machines may be configured to be operable to
communicate with the server via the communications interface to obtain an instruction
set from the selected catalogue of printable objects selected from a database of three-
dimensional printable objects and subsequently, each of the plurality of printing

machines may be configured to print a printable object based on the instruction set.

The server may be configured to communicate with each of the plurality of printing
machines via a communications network. Each of the plurality of printing machines
comprises a communications interface configured to communicate with the server via the

communications network.

The server may be configured to obtain a unique hardware identifier from each of the
plurality of printing machines, for example as part of a registration process with the
printing machine, and wherein the server is configured to provide access to the selected

catalogue of objects based on the received hardware identifier.

The server may be configured to send server notifications to each of the plurality of
printing machines via a communications network. The printing machines may be
configured to receive server notifications from the server e.g. via the communications
network. Server notifications may be sent using and of: MQTT; WebSockets; and,
HTTPS.

A server notification may comprise a request for the unique hardware identifier from each
of the plurality of printing machines. The server notification may comprise a set of

instructions.

Each of the plurality of printing machines may be configured to communicate to the
server via a communications network. Each of the plurality of printing machines may be
configured to send printing machine notifications to the server via a communications

network.
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Each of the respective printing machines comprises a communications interface
configured to send printing machine notifications to the server e.g. via the
communications network. For example, the server may be configured to receive printing
machine notifications from each of the printing machines. Printing machine notifications

may be sent using MQTT.

The printing machine notifications sent from a given printing machine may comprise a
unique hardware identifier of the given printing machine. The printing machine
notifications sent from a given printing machine may comprise a unique hardware
identifier. Printing machine notifications comprising a unique hardware identifier may

inform the server of the presence of a particular printing machine in the fleet.

Each of the printing machines may be configured to receive a server notification from the
server and to send a printing machine notification based on the server notification to the

server.

The server may be configured to receive a printing machine notification from a given
printing machine and to send a server notification based on the printing machine

notification.

Each of the printing machines may be configured to receive a request from the server.
For example, the request may be received via the communications interface of each

respective printing machine.

Each of the plurality of printing machines may be configured to send a notification to the
server. For example, each of the plurality of printing machines may be configured to send
a notification to the server in response to a request, received by each respective printing
machine, from the server. In examples, each of the plurality of printing machines may be
configured to send a notification wherein the notification comprises a unique hardware

identifier to the server.

In examples, the communications network may comprise a wireless communications



network. The wireless communications network may comprise any of: Wi-Fi ®;
LoRaWAN:; and, Cellular networks

Each of the plurality of printing machines may store a public key, and the server may

5 store a corresponding private key for the public key, and wherein each of the plurality of
printing machines may be configured to provide the public key as part of the registration
process, and wherein the server may be configured to compare the public key with the
private key to determine whether the corresponding printing machine is authorised to
have access to the selected catalogue of printable objects.

10

As part of the registration process, if the server determines that a printing machine is to
have access to a selected catalogue of printable objects, the server may send a unique
link to the selected printing machine that provides a unique link for the selected printing
machine to have access to resources including the selected catalogue of printable

15 objects.

The unique link may comprise a Uniform Resource Locator (URL). The unique link may

be specific to a particular printing machine type.

20 The unique link may be time limited e.g. the unique link may be valid for a predetermined
period of time. For example, the predetermined period of time may be 24 hours.
Providing unique links which are time limited may advantageously prevent unauthorised
access to the catalogue of printable objects. For example, the unique link may not be
used to access to the catalogue of printable objects once a subscription of a particular

25 printing machine has expired.

The resources may comprise any of: the catalogue of printable objects; updates for the
printing machine (e.g. software updates); support materials (e.g. instructions;
troubleshooting guides; Frequently Asked Questions and Answers (FAQS).

30
The server may be configured to perform an action in the event that the server
determines that the corresponding printing machine is not authorised to have access to

the selected catalogue of printable objects.
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The action may comprise at least one of (i) sending a message to the corresponding
printing machine to perform a factory reset, (ii) sending a message to the corresponding
printing machine to perform a memory wipe, and (iii) blocking access to the selected

catalogue of printable objects for the corresponding printing machine.

Blocking access to the selected catalogue of printable objects for the corresponding
printing machine may comprise adding the unique hardware identifier of the printing
machine to a blacklist. When a printing machine with a unique hardware identifier which
is on the blacklist attempts to access the selected catalogue of printable objects e.g. by
sending an access request to the server. Blocking access to the selected catalogue of
printable objects for the corresponding printing machine may comprise removing the
unique hardware identifier of the printing machine from a whitelist (e.g. a whitelist for a

selection of the catalogues or all of the catalogues of the database).

Blocking access to the selected catalogue of printable objects for the corresponding
printing machine may comprise wiping a local memory of the corresponding printing
machine e.g. removing one or more instruction sets from the printing machine. For
example, the server may send a server notification to the corresponding printing
machine. The server notification may comprise a request for the printing machine to

remove one or more instruction sets from the printing machine.

Printing machine notifications may comprise an access request to the server.

25 A printing machine may be configured to send an access request to the server. The

access request may be sent via a communications network. The printing machine may
be configured to send an access request to the server from the communications interface

of the printing machine.

30 A valid access request may be an access request sent by a printing machine which is

allowed access to the catalogue of printable objects. An invalid access request may be
an access request sent by a printing machine which is not allowed access to the selected

catalogue of printable objects. For example, the access request may comprise a request
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to access a particular instruction set of the selected catalogue. The access request sent
from a particular printing machine may further comprise the unique hardware identifier of

the particular printing machine.

The server may be further configured to obtain a user identifier from a user operating
each printing machine, and wherein the server is configured to provide access to a

subset of the selected catalogue of printable objects based on the user identifier.

The subset of the selected catalogue of printable objects may include the whole of the

selected catalogue (e.g. a trivial subset).

The server may determine whether the printing machine operated by the user is
permitted to access the selected catalogue (from which the user requests access to a
subset) based whether the printing machine is on a whitelist for a given catalogue (e.g. a
unique hardware identifier of the given printing machine is listed on the whitelist). The
server may determine whether a user is permitted to access the subset of the selected
catalogue based whether the user is on a whitelist for the given subset of the catalogue

(e.g. a user identifier of the user is listed on a whitelist for the particular subset).

A user of three-dimensional printing machines in the fleet may pay a subscription fee to
enable a user identifier of the user added to a selected whitelist e.g. a subscription fee
may be paid by a user so that the user has access to a subset of a selected catalogue of

printable objects.

Types of printable objects may comprise. face masks; oxygen masks; face visors;
syringe bodies; syringe plungers; swabs (e.g. buccal; nasal); flexible fluid tubes (e.g. for

intravenous drips); dental retainers; gear wheels; screws; rigid pipes; rapid pipe joints.

Classes of printable objects may comprise: medical, engineering; plumbing; dental;

pharmacy.

Printable objects having a medical class may comprise: face masks; oxygen masks; face

visors; syringe bodies; syringe plungers; swabs (e.g. buccal; nasal); flexible fluid tubes
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(e.g. for intravenous drips); dental retainers.

Printable objects having an engineering class may comprise: gear wheels; and, screws.

Printable objects having a plumbing class may comprise: rigid pipes; and, rapid pipe

joints.

Printable objects having a dental class may comprise: custom denture containers, face

ViSOrs, ear savers.

Printable objects having a pharmacy class may comprise: pill punchers, pill splitters, pill
organisers, tweezers.

In examples, a given three-dimensional printing machine in the fleet may be configured
to download the selected catalogue of printable objects and store the selected catalogue
locally. If the given three-dimensional fails to register with the server (e.g. the server
does not receive a valid access request from the given printing machine), then the server
may be configured to request the three-dimensional printing machine to delete the locally
stored selected catalogue (e.g. the server may send a server notification comprising a
request for the printing machine to delete the locally stored selected catalogue). For
example, the subscription of the printing machine may not be updated resulting in

removal from the unique hardware identifier of the printing machine from the whitelist.

An aspect of the disclosure provides a method of controlling access to a catalogue of
printable objects for a three-dimensional printing machine, the method comprising:

obtaining a hardware identifier identifying the three-dimensional printing machine;

obtaining a public key from the three-dimensional printing machine;

comparing the public key to a private key to determine whether the printing
machine is authorised;

determining the catalogue of printable objects that the printing machine is to have
access to, selected from a database of printable objects, based on the hardware
identifier;

in the event that the printing machine is determined to be authorised, providing a

unique link to the printing machine for the printing machine to access the catalogue of
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printable objects from the database of printable objects that the printing machine is

determined to have access to.

Obtaining the hardware identifier and/or the public key may comprise sending a printing
machine notification from the printing machine to the server, wherein the printing
machine notification comprises a request for the hardware identifier and/or the public

key.

Obtaining the hardware identifier and/or the public key may comprise sending a server
notification from the server to the printing machine, wherein the server notification

comprises a request for the hardware identifier and/or the public key.

The unique link may be time limited e.g. the unique link may be valid for a predetermined
period of time. For example, the predetermined period of time may be 24 hours.
Providing unique links which are time limited may advantageously prevent unauthorised
access to the catalogue of printable objects. For example, the unique link may not be
used to access to the catalogue of printable objects once a subscription of a particular

printing machine has expired.

The method may be repeated at a selected time interval to determine (i) whether the
machine is authorised and (ii) the catalogue of printable objects that the printing machine

is to have access to.

The method may be repeated after a selected time interval of inactivity of the printing
machine to determine (i) whether the machine is authorised and (ii) the catalogue of

printable objects that the printing machine is to have access to.

The method may be repeated when a new user signs onto the system to determine (i)
whether the machine is authorised and (ii) the catalogue of printable objects that the

printing machine is to have access to.

The hardware identifier may comprise the MAC address of the printing machine, and

wherein the method may comprise determining the catalogue of printable objects that the
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printing machine is to have access to, selected from a database of printable objects, by

looking up the MAC address in a look up table of MAC addresses and access rights.

The method may further comprise logging and keeping a record of every time the printing
machine accesses a printable object from the catalogue of printable objects, the record
comprising information identifying the printing machine and the printable object accessed

from the catalogue.

The record may further comprise information identifying the time the printable object was

accessed fromthe catalogue.

For example, the system may be configured to determine each time the unique link is
used. If the system determines that the unique link has been used, the record is updated
with information identifying the printing machine and the printable object accessed from

the catalogue and optionally the time the printable object was access from the catalogue.
The method may further comprise logging and keeping a record of every time the printing
machine accesses a printable object from the catalogue of printable objects on a

distributed ledger.

The distributed ledger may comprise a blockchain.

An aspect of the disclosure provides the fleet as described herein, wherein the server is

configured to perform the method described herein.

The server may be configured to perform the method described herein on a periodic

basis.

For example, the server may be configured to perform the method described herein on

every 24 hours.

An aspect of the disclosure provides a three-dimensional printing machine operable to

print a three-dimensional object based on a catalogue of printable objects, the printing
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machine comprising a communications interface and a processor, wherein the processor
is configured to:

send a hardware identifier identifying the three-dimensional printing machine, via
the communications interface, to a remote server;

send a public key, via the communications interface, to the remote server;

obtain a unique link, via the communications interface, providing access to a
selected catalogue of printable objects that the printing machine is to have access to,
selected from a database of printable objects, based on the hardware identifier;

use the unique link to obtain instructions from the selected catalogue of printable

objects for use in printing a three-dimensional object.

The processor may be further configured to send a user identifier identifying a user of the

printing machine, via the communications server, to the remote server.

The processor may be configured to execute an action in response to receiving an action
message from the remote server, the action comprising at least one of: (i) performing a
factory reset, (i) performing a memory wipe, and (iii) blocking access, by a user, to the

printing machine.

An aspect of the disclosure provides a method of printing a three-dimensional object, the
method comprising:

obtaining a plurality of photographs of the object to be printed, and a printing
machine identifier identifying a selected three-dimensional printing machine;

performing photogrammetry on the plurality of photographs of the object to create
a real-time three-dimensional model of the object;

creating a set of instructions for printing the object based on the real-time three-
dimensional model of the object;

sending the instructions to the printing machine identified by the printing machine

identifier for printing the three-dimensional object.

The printing machine identifier may comprise any of. a unique hardware identifier; a
barcode; a QR code; and NFC.
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The instructions may be added to a database.

The method may further comprise:

obtaining an object identifier indicating the type of object being photographed,;

building a database comprising a plurality of models of three-dimensional objects
belonging to the same type of objects as identified by the object identifier;

creating a density plot of the plurality of models of the three-dimensional objects
belonging to the same type of objects as identified by the object identifier;

creating a baseline three-dimensional model of the object based on the density
plot of the plurality of models of the three-dimensional objects; and

creating the set of instructions based on the baseline three-dimensional model

and the real-time three-dimensional model of the object.

The method may further comprise creating the set of instructions based on the baseline
three-dimensional model and the real-time three-dimensional model of the object when
the database comprises at least a selected threshold number of models of three-

dimensional objects belonging to the same type.

The method of building a database comprising a plurality of models of three-dimensional
objects belonging to the same type of objects as identified by the object identifier
comprises:

obtaining a plurality of photographs of an object to be printed, belonging to the
same type of objects, from a plurality of sources; and

performing photogrammetry on the plurality of photographs from the plurality of
sources to create a plurality of three-dimensional models of the objects belonging to the
same type in the catalogue of printable objects each printing machine is operable to print

based on the unique hardware identifier of the corresponding printing machine.

An aspect of the disclosure provides a method of building a catalogue of three-
dimensional printable objects, the method comprising:

(a) obtaining a plurality of photographs of an object to be printed, and an object
identifier identifying the type of the object to be printed;

(b) performing photogrammetry on the plurality of photographs of the object to
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create a real-time three-dimensional model of the object;

(c) repeating steps (a) and (b) a plurality of times;

(d) building a database comprising a plurality of models of three-dimensional
objects belonging to the same type of objects as identified by the object identifier;

(e) creating a density plot of the plurality of models of the three-dimensional
objects belonging to the same type of objects as identified by the object identifier;

(f) creating a baseline three-dimensional model for the type of object based on the
density plot of the plurality of models of the three-dimensional objects; and

() creating a set of instructions for printing the object based on the baseline

three-dimensional model.

The object identifier may be indicative of the type of object to be printed e.g. a face
mask. The object identifier may be indicative of the class of the object to be printed e.g. a
medical device. The object identifier may be a label for the object. The object identifier
may be an alphanumeric string with any of the following formats: “classOfObject”;
“typeOfObject”; “classOfObject; typeOfObject”.

The method may further comprise creating the baseline three-dimensional model for the
type of object based on the density plot of the plurality of models of the three-
dimensional objects when the database comprises at least a selected threshold number

of models of three-dimensional objects belonging to the same type.

The step (a) may further comprise obtaining a printing machine identifier identifying a
selected three-dimensional printing machine that is to print the object, and wherein (Q)
may comprise creating the set of instructions based on the identifier identifying a

selected three-dimensional printing machine that is to print the object.

The printing machine identifier may comprise any of: a unique hardware identifier; a
barcode; a QR code; and NFC.

The method may further comprise determining a set of printing machines that is to have
access to the type of printable objects; and

sending the set of instructions to the determined set of printing machines based
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on the object identifier identifying the type of the object to be printed.

For example, the set of printing machines may be determined based on the hardware

identifier of the corresponding printing machine.

The method may further comprise determining a set of printing machines that may find
printable objects having a given object identifier appropriate; and

sending a server notification to the determined set of printing machines based on
the object identifier, wherein the server notification comprises an alert for informing users
of the set of printing machines that the catalogue of printable objects comprises printable

objects having a given object identifier.

The server may compare the received unique hardware identifiers with a current list of
authorised printing machines. For example, the current list of authorised printing
machines may comprise a list of printing machines (and their respective unique hardware
identifiers) for which a subscription fee has been received by the operator of the server
150.

The server notification may comprise a subscription update link. The link may direct a
user to a webpage where the user can manage their subscription preferences. For
example, the webpage may allow the user to add the printable objects having a given

object identifier to their subscription.
Aspects of the disclosure provide a computer readable non-transitory storage medium
comprising a program for a computer configured to cause a processor to perform any of

the methods described herein.

Brief description of the figures

Embodiments of the disclosure will now be described, by way of example only, with

reference to the accompanying drawings, in which:

Figure 1 illustrates a system comprising a fleet of three-dimensional printing machines

and a server;
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Figure 2 illustrates a schematic view of a printing machine;

Figure 3 illustrates a flowchart of a method of controlling access to a catalogue of
printable objects for a three-dimensional printing machine;

Figure 4 illustrates a flowchart of a method of printing a three-dimensional object;

Figure 5 illustrates a flowchart of a method of building a catalogue of three-dimensional

printable objects.

Specific description

Figure 1 illustrates a system comprising: a fleet of three-dimensional printing machines
100; and, a server 150. Each of the printing machines 100 comprises. a communications
interface 3; and, a unique hardware identifier. Figure 2 illustrates a schematic view of a
printing machine 100. The printing machine 100 comprises: a processor 1; a

communications interface 3; a user interface 5; and, a printing means 7.

Each of the printing machines 100 communicates with the server 150. The server 150
communicates with each of the printing machines 100. The fleet shown has three three-
dimensional printing machines 100 but there may be any number of three-dimensional
printing machines in the fleet. The three-dimensional printing machines in the fleet may
be located anywhere in the world provided the three-dimensional printing machines are
in communication with the server 150 via a communications network (e.g. a wireless

communications network comprising Wi-Fi ®..

The processor 1 is connected to the communications interface 3. The processor 1 is
connected to the user interface 5. The processor 1 is connected to the printing means 7.

The user interface 5 is connected to the communications interface 3.

The processor 1 is configured to receive information from the user interface 5. The
processor 1 is configured to send information to the user interface 5. The processor 1 is
configured to receive information from the communications interface 3. The processor 1
is configured to send information to the communications interface 3. The user interface 5
is configured to receive information from the user interface 5. The user interface 5 is
configured to send information to the user interface 5. The processor 1 is configured to

receive information from the printing means 7. The processor 1 is configured to send
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information to the printing means 7. The processor 1 is configured to process information
received from any of: the user interface; the communications interface; and, the printing
means. The processor 1 is configured to send information based on information received
from any of: the user interface 5; the communications interface 3; and, the printing

means 7. The processor 1 is configured to generate printing machine notifications.

The printing machine is configured to store a hardware identifier. The hardware identifier
is stored in a memory of the printing machine 100. The hardware identifier comprises a

MAC address.

Each of the plurality of printing machines 100 is configured to send a printing machine
notification to the server 150. Each of the plurality of printing machines is configured to
receive a server notification from the server 150. The server 150 is configured to send a
server notification to each of the printing machines 100. The server 150 is configured to
receive a printing machine notification from each of the printing machines 100. In the
example shown in Figure 1, the printing machine notifications and the server notifications

are sent using MQTT.

Each of the printing machines 100 is configured to be operable to communicate with the
server 150 via the communications interface 3 to print a printable object from a selected

catalogue of printable objects.

The communications interface 3 is configured to: send printing machine notifications to
the server via the communications network; and, receive server notifications from the
server 150. Each communications interface 3 is configured to communicate with the
server via the communications network. In the example shown in Figure 1, the
communications network is a wireless communications network, wherein the wireless
communications network comprises Wi-Fi®. The communications interface 3 comprises
a Wi-Fi ® module. The communications interface 3 may receive a list of printable objects
which may be printed by the printing machine (e.g. the subset of printable objects to

which the printing machine has access).

Each of the plurality of printing machines is configured to be operable to communicate
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with the server via the communications interface to obtain an instruction set from the
selected catalogue of printable objects selected from a database of three-dimensional
printable objects. Subsequently, each of the printing machines in the fleet is operable to
print a printable object from the selected catalogue of printable objects based on the

5 instruction set which correspond to the printable object.

The user interface 5 is configured to display a plurality of options (e.g. the user interface
is a screen). For example, the plurality of options may comprise a list of printable objects
which may be printed by the printing machine. The user interface comprises an input
10 (e.g. a keyboard or touch screen). A user of the printing machine is able to select from
the plurality of options displayed by the user interface using the input. For example, the
process 1 may be configured to generate a printing machine notification, comprising an
access request (e.g. a request for a specific instruction set), based on the input received
by the user interface 5.
15
The printing means 7 is configured to be operable to follow an instruction set sent to the
printing means 7 from the processor 1, wherein the printing means prints the printable

object which corresponds to the instruction set.

20 The printing means 7 may be configured to perform any of the following types of three-
dimensional printing: Binder Jetting (BJ) (e.g. ZCorp Spectrum z510); Digital Light
Process (DLP) (e.g. Makex M-one Desktop DLP 3d Printer); Direct Metal Laser Sintering
(DMLS); Material Jetting (MJ) (e.g. ABS 3D printer); Electron Beam Melting (EBM) (e.g.
Arcam Q20); Fused Deposition Modelling (FDM) (e.g. PowerSpec 3D Pro); Laser Object

25 Manufacturing (LOM) (e.g. The Mcor Matrix); Multi Jet Fusion (MJF); Stereolithography
(SLA) (e.g. 3D printer Pegasus Touch SLA technology); Selective Laser Sintering (SLS)
(e.g. XYZprinting Nobel 1.0 SLA 3D Printer); Selective Laser Melting (SLM) (e.qg.
Optomec LENS 450).

30 For example, the printing means may comprise a Delta, FDM. The Delta FDM may

comprise a heated extruder to deposit layers one on top of the other.

For example, the printing means may comprise any of:. micro FDM printer “blocks”; and,
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“infinite-Z” printers (e.g. which fix the X-Y printing plane at the top; which comprise a

lowering bed; and/or which comprise a conveyor belt bed).

The server 150 may is configured to communicate with (e.q. send server notifications to)
each of the plurality of printing machines via the communications network. The printing
machines 100 are configured to receive server notifications from the server via the

communications network.

The server 150 is configured to control access to the selected catalogue of printable
objects each printing machine 100 is operable to print based on the unique hardware
identifier of the corresponding printing machine 100. The server 150 comprises a
database of three-dimensional printable objects. The database comprises a plurality of
catalogues of printable objects. The selected catalogue of printable objects is a database
comprising a plurality of instruction sets. Each instruction set corresponds to a printable

object.

To provide access to a given printing machine 100, the server 150 is configured to
receive printing machine notifications, wherein the printing machine notifications
comprise an access request and the unique hardware identifier of the given printing
machine 100. The server 150 determines if the printing machine 100 is allowed access to
the selected catalogue of printable objects based on the unique hardware identifier. The
unique hardware identifier is compared to a whitelist of registered printing machines,
wherein the whitelist comprises a list of hardware identifiers of printing machines which
are allowed access to the selected catalogue of printable objects. The whitelist is

generated by a registration process (described herein).

If the server 150 determines that the given printing machine is allowed access to the
selected catalogue of printable objects (e.g. the unique hardware identifier of the given
printing machine is on the whitelist) then the server sends a server notification
comprising an instruction set or a unique link (e.g. a URL), wherein the unique link
directs to a storage location comprising the instruction set. In examples the server sends
a server notification comprising resources including the selected catalogue of printable

objects
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If the server 150 determines that the given printing machine is not allowed access to the
selected catalogue of printable objects (e.g. the unique hardware identifier of the given
printing machine is not on the whitelist) then the server does not send a server
notification comprising an instruction set or a unique link. The server 150 may add the

unique hardware identifier of the given printing machine to a blacklist.

The server is configured to obtain a unique hardware identifier from each of the plurality
of printing machines as part of a registration process with the printing machine. The
server is configured to provide access to the selected catalogue of printable objects

based on the received hardware identifier.

The server 150 sends a server notification comprising an identification request to each of
the printing machines 100 in the fleet. For example, the printing machines in the fleet
may comprise any printing machine in communication with the server via the
communication network. The identification request may be sent after a selected period of
time (e.g. 1 hour) has elapsed since a previous identification request was sent by the
server. Each of the plurality of printing machines100 is configured to send a printing
machine notification to the server in response to the received server notification. Each of
the plurality of printing machines is configured to send a printing machine notification to
the server 150 wherein the notification comprises the unique hardware identifier to the

server.

The server 150 may compare the received unique hardware identifiers with a current list
of authorised printing machines. For example, the current list of authorised printing
machines may comprise a list of printing machines (and their respective unique hardware
identifiers) for which a subscription fee has been received by the operator of the server
150.

In examples, the printing machine notifications may comprise a user identifier (e.g. which
identifies a specific user of the printing machine and/or the server). The server may
provide access to a subset of the selected catalogue of printable objects based on any

of: the received hardware identifier; and, a user identifier.



10

15

20

25

30

-22 -

In examples, each of the plurality of printing machines may store a public key, and the
server may store a corresponding private key for the public key. Each of the plurality of
printing machines may be configured to send a printing machine notification comprising
the public key (e.g. to provide the public key) to the server as part of the registration
process. The server is configured to compare the public key with the private key to
determine whether the corresponding printing machine is authorised to have access to

the selected catalogue of printable objects.

If the server determines the public key obtained from a given printing machine
corresponds with the private key, then the server determines that the given printing
machine is authorised to have access to the selected catalogue of printable objects. The

unique hardware identifier of the printing machine may be added to a whitelist.

If the server determines the public key obtained from a given printing machine does not
correspond with the private key, then the server determines that the given printing
machine is not authorised to have access to the selected catalogue of printable objects.

The unique hardware identifier of the printing machine may be added to a blacklist.

The server is configured to perform an action in the event that the server determines that
the corresponding printing machine is not authorised to have access to the selected
catalogue of printable objects. The action may comprise at least one of (i) sending a
message to the corresponding printing machine to perform a factory reset, (ii) sending a
message to the corresponding printing machine to perform a memory wipe, and (iii)
blocking access to the selected catalogue of printable objects for the corresponding

printing machine.

In use, to perform a registration process the server 150 sends a server notification to
each of the printing machines 100 wherein the server notification comprises a request for
the unique hardware identifier from each of the plurality of printing machines 100. Each
of the printing machines 100 receives the server notification from the server 150. Each of
the printing machines sends, to the server, a printing machine notification based on the

received server notification. The printing machine notification sent from each printing
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machine comprises the unique hardware identifier of the respective printing machine.
The server 150 compares the received unique hardware identifiers with a current list of

authorised printing machines 100.

If the server 150 determines that the given printing machine is allowed access to the
selected catalogue of printable objects (e.g. the unique hardware identifier of the given
printing machine is on the whitelist) then the server sends a server notification
comprising an instruction set or a unique link (e.g. a URL), wherein the unique link
directs to a storage location comprising the instruction set. In examples the server sends
a server notification comprising resources including the selected catalogue of printable

objects.

If the server 150 determines that the given printing machine is not allowed access to the
selected catalogue of printable objects (e.g. the unique hardware identifier of the given
printing machine is not on the whitelist) then the server does not send a server
notification comprising an instruction set or a unique link. The server 150 may add the

unique hardware identifier of the given printing machine to a blacklist.

In use, a printing machine 100 obtains an instruction set from the selected catalogue of
printable objects (e.g. by sending a printing machine notification) and executes the
instructions to print the printable object which corresponds to the instruction set e.g. the
printing means 7 of the printing machine 100 operates to print the printable objects. A
given printing machine 100 sends, using the communications interface 3, a printing
machine notification to the server 150. The printing machine notification comprises an

access request e.g. a request to access a particular instruction set.

The server may be further configured to obtain a user identifier from a user operating
each printing machine, and wherein the server is configured to provide access to a

subset of the selected catalogue of printable objects based on the user identifier.

Figure 3 illustrates a flowchart of a method of controlling access to a selected catalogue

of printable objects for a three-dimensional printing machine.
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The method comprises the following steps.

Obtaining 301 a unique hardware identifier identifying the three-dimensional printing

machine.

The server 150 is configured to send a server notification comprising a request for the
unique hardware identifier from each of the plurality of printing machines. Based on the
request for the unique hardware identifier, each of the printing machines 100 is
configured to send, to the server 150, a printing machine notification comprising the
unique hardware identifier of the printing machine. The server 150 is configured to
receive the printing machine notification comprising the unique hardware identifier from

each of the respective printing machines 100.

Obtaining 303 a public key from the three-dimensional printing machine.

Each of the plurality of printing machines stores a public key. The server stores a
corresponding private key for the public key. Each of the plurality of printing machines is
configured to send a printing machine notification comprising the public key. The server
150 is configured to send a server notification comprising a request for the public key
from each of the plurality of printing machines. Based on the request for the public key,
each of the printing machines 100 is configured to send, to the server 150, the public
key. The server 150 is configured to receive the printing machine notification comprising

the public key from each of the respective printing machines 100.

Comparing 305 the public key to a private key to determine whether the printing machine

is authorised.

The server is configured to compare the public key obtained from each of the printing
machines with the private key. The server is configured to determine if the public key

obtained from each of the printing machines corresponds with the private key.

The server either:

0] determines the public key obtained from a given printing machine
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corresponds with the private key; or,
(i) determines the public key obtained from a given printing machine does not

correspond with the private key.

The server is configured to determine whether the corresponding printing machine is
authorised to have access to the selected catalogue of printable objects based on the
comparison of the private key and the public key obtained from each of the printing

machines.

If the server (i) determines the public key obtained from a given printing machine
corresponds with the private key, then the server determines that the given printing
machine is authorised to have access to the selected catalogue of printable objects.

Accordingly, the path labelled “Yes” in Figure 3 is followed.

If the server (ii) determines the public key obtained from a given printing machine does
not correspond with the private key, then the server determines that the given printing
machine is not authorised to have access to the selected catalogue of printable objects.

Accordingly, the path labelled “No” in Figure 3 is followed. The method is terminated.

Determining 307 the selected catalogue of printable objects that the printing machine is
to have access to, selected from a database of printable objects, based on the unique

hardware identifier.

The server is configured to provide access to a subset of the selected catalogue of
printable objects based on the unique hardware identifier. For example, the server may
only provide access to the subset of the selected catalogue of printable objects which

comprises instruction set types which are executable by the printing machine.
Providing 309 a unique link to the printing machine for the printing machine to access the
selected catalogue of printable objects from the database of printable objects that the

printing machine is determined to have access to.

The server is configured to send a server notification to each of the printing machines
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determined to have access to the selected catalogue of printable objects, wherein the

server notifications comprise a unique link.

The unique link (e.g. a URL) directs to a storage location comprising the instruction set.
In examples the server sends a server notification comprising resources including the

selected catalogue of printable objects

The unique link may be time limited e.g. the unique link may be valid for a predetermined
period of time. For example, the predetermined period of time may be 24 hours.
Providing unique links which are time limited may advantageously prevent unauthorised
access to the selected catalogue of printable objects. For example, the unique link may
not be used to access to the selected catalogue of printable objects once a subscription

of a particular printing machine has expired.

Figure 4 illustrates a flowchart of a method of printing a three-dimensional object.

Obtaining 401 a plurality of photographs of the object to be printed, and a unique

hardware identifier identifying a selected three-dimensional printing machine.

The plurality of photographs of the object are obtained by a camera. The plurality of
photographs are sent to a server. For example, the plurality of photographs may be
obtained by a smartphone camera and sent to the server via a communications network
(e.g. a wireless communications network comprising Wi-Fi) to the server. The identifier is
the unique hardware identifier of the printing machine. The identifier is sent to the server
(e.g. the printing machine is configured to send a printing machine notification comprising

the unique hardware identifier to the server).

The unique hardware identifier may comprise any of. a unique hardware identifier (e.g.

alphanumeric string); a barcode; a QR code; and NFC.

In examples the unique hardware identifier may be obtained by a computing device (e.g.
a smartphone; tablet computer) and sent from the mobile computing device via a

communications network (e.g. a wireless communications network comprising Wi-Fi) to
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the server.

Performing 403 photogrammetry on the plurality of photographs of the object to create a

real-time three-dimensional model of the object.

The plurality of photographs of the object are processed by a photogrammetry algorithm
to create a real-time three-dimensional model of the object. The server stores the

photogrammetry algorithm. The server executes the photogrammetry algorithm.

Creating 405 an instruction set for printing the object based on the real-time three-

dimensional model of the object.

An instruction set is generated by an instruction set generation algorithm. The instruction
set generation algorithm receives the real-time three-dimensional model as an input. The
instruction set generation algorithm receives an indication of the printing machine type
e.g. the unique hardware identifier. The instruction set generation algorithm generates an
instruction set based on the inputs. The instruction set generation algorithm outputs the

instruction set.

The server stores the instruction set generation algorithm. The server executes the

instruction set generation algorithm.

In examples the photogrammetry algorithm and/or the instruction set generation
algorithm may be stored on and executed by a mobile computing device (e.g. a
smartphone). For example, the photogrammetry algorithm and/or the instruction set
generation algorithm may be downloadable as a smartphone application. In such

examples, the generated instruction set is sent to the server.

Sending 407 the instructions to the printing machine identified by the identifier for printing

the three-dimensional object.

The server 150 is configured to send a server notification comprising the instruction set

to a printing machine. The printing machine 100 is configured to receive the server
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notification comprising instruction set (e.g. via the communications interface 3).

The printing machine is configured to execute the instruction set to print the printable

object which corresponds to the set of instructions.

In examples, wherein the photogrammetry algorithm is stored on and executed by a
mobile computing device, a real-time three-dimensional model of the object is generated

on the mobile computing device.

In examples, wherein the real-time three-dimensional model of the object is generated on
the mobile computing device, the real-time three-dimensional model of the object may be
sent to the server e.g. via a communications network. The server may comprise an
instruction set generation algorithm configured to generate an instruction set based on

the real-time three-dimensional model of the object.

In examples, wherein the real-time three-dimensional model of the object may be
generated using a three-dimensional scanner. For example, the three-dimensional
scanner may be configured to perform industrial computed tomography scanning and/or

structured-light three-dimensional scanning.

In examples, wherein the photogrammetry algorithm and instruction set generation
algorithm is stored on and executed by a mobile computing device, the mobile computing
device generates an instruction set based on the real-time three-dimensional model of
the object is generated on the mobile computing device. The instruction set may be sent

to the server e.g. via a communications network.

Figure 5 illustrates a flowchart of a method of building a catalogue of three-dimensional

printable objects, the method comprising:

(a) Obtaining 501 a plurality of photographs of an object to be printed, and an object
identifier identifying the type of the object to be printed.

The plurality of photographs are obtained by a camera. The plurality of photographs are
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sent to a server.

The object identifier may be indicative of the type of object to be printed e.g. a face
mask. In examples, the object identifier is indicative of the class of the object to be
printed e.g. a medical device. The object identifier may be a label for the object. The
object identifier may be an alphanumeric string with any of the following formats:
“classOfObject”; “typeOfObject”; “classOfObject; typeOfObject”.

For example, if the object is a medical device such as a face mask, the identifier may be:
“medical class; face mask”. If the object is a medical device such as a syringe body, the
identifier may be: “medical class; syringe body”. The identifier is sent to the server via a
communications network (e.g. a wireless communications network comprising Wi-Fi) to

the server.

In examples, there may be provided: a printer-end identifier which may be displayed at a
printing machine which is operated by a user; and, a server-end identifier which may be
used at the server. The printer-end identifier may comprise a convenient name that the
user may input e.g. face mask. The server-end identifier may be different to the printer-
end identifier. There may be a mapping between a given printer-end identifier and a
given server-end identifier. The mapping may comprise a look-up table which may, for

example, be stored at any of: the server; and, the printing machine.

(b) Performing 503 photogrammetry on the plurality of photographs of the object to

create a real-time three-dimensional model of the object.

The plurality of photographs of the object are processed by a photogrammetry algorithm
to create a real-time three-dimensional model of the object. The server stores the
photogrammetry algorithm. The server executes the photogrammetry algorithm.

(c) Repeating 505 steps (a) and (b) a plurality of times.

(d) Building 507 a database comprising a plurality of models of three-dimensional objects

belonging to the same type of objects as identified by the object identifier.
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The plurality of models of three-dimensional objects belonging to the same type may
share a common ‘type attribute’ in the database (e.g. the models of the same type are
labelled with the same type attribute). In the example, of medical devices, these may

share the type attribute: “face mask”.

The plurality of models of three-dimensional objects belonging to the same class may
share a common ‘class attribute’ in the database (e.g. the models of the same class are
labelled with the same class attribute). In the example, of medical devices, these may

share the class attribute: “medical’.

(e) Creating 509 a density plot of the plurality of models of the three-dimensional objects

belonging to the same type of objects as identified by the object identifier.

The density plot may comprise plotting a plurality of points for each of the three-

dimensional objects about an origin in a three-dimensional space.

Each of the plurality of points for each of three-dimensional objects corresponds to a
marker of the type of object. Each of markers defines a feature common to the type of
object. For example, if the type is a face mask, there is a marker for a nose peak

position; there is another marker for a chin position and so on.

(f) Creating 511 a baseline three-dimensional model for the type of object based on the

density plot of the plurality of models of the three-dimensional objects.

Each of the markers from the plurality of models is averaged to obtain an average
marker. The average markers define the baseline three-dimensional model for the type

of object.

In examples, the type of object for which the baseline three-dimensional model is created
(henceforth referred to as the “first object”) may be configured with use with a second
object. The first object and the second object are configured to fit together in a

complementary manner. For example, the first object may be a face mask and the
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second object may be a face of a person. In another example, the first object may be a
syringe body (e.g. part of the syringe for receiving a plunger) and the second object may

be a syringe plunger.

A three-dimensional model of the second object may be generated e.g. by any of the
photogrammetry methods described herein. An adaptation algorithm may be configured
to receive as inputs: the baseline three-dimensional model of the first object; and, the
generated three-dimensional model of the second object. The adaptation algorithm may
be configured to adapt the baseline three-dimensional model such that the fit (e.g.
mutual conformity) of the first object and the second object is increased. The adaptation
algorithm may be configured to generate an adapted three-dimensional model for the
first object wherein the fit between the adapted three-dimensional model of first object
and the second three-dimensional model is greater than the fit between the baseline

three-dimensional model and the second three-dimensional model.

In examples wherein the first object is a face mask and the second object is a face of a
person, the nose height of the face mask of the adapted three-dimensional model may
be increased or decreased relative to the baseline three-dimensional model depending
on a determined nose height of the face in the second three-dimensional model.
Accordingly, the fit between a face mask printed from the adapted three-dimensional
model and the face may be increased in comparison to the fit between a face mask

printed from the baseline three-dimensional model and the face.

In examples wherein the first object is a syringe body and the second object is a syringe
plunger, a diameter of the syringe body of the adapted three-dimensional model may be
increased or decreased relative to the baseline three-dimensional model depending on a
determined diameter of the syringe plunger in the second three-dimensional model.
Accordingly, the fit between a syringe body printed from the adapted three-dimensional
model and the syringe plunger may be increased in comparison to the fit between a

syringe body printed from the baseline three-dimensional model and the syringe plunger.

(g) Creating 513 a set of instructions for printing the object based on the baseline three-

dimensional model.
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The baseline three-dimensional model for the type is input to an instruction set

generation algorithm.

In examples, the adapted three-dimensional model is input to an instruction set

generation algorithm.

Herein the term “MAC address” may refer to a media access control address. A MAC
address may be a unique identifier assigned to a communications interface a (e.g. a
network interface controller (NIC)). The MAC address may be used as a network address
in communications within a network. MAC addresses may be used in IEEE 802

networking technologies, such as, for example, Ethernet, Wi-Fi, and Bluetooth.

Herein the term “MQTT” (e.g. MQ Telemetry Transport or Message Queuing Telemetry
Transport) may refer to an open OASIS and ISO standard (ISO/IEC 20922) lightweight,
publish-subscribe network protocol for sending messages between devices. The protocol
may run over TCP/IP; however, any network protocol that provides ordered, lossless, bi-

directional connections can support MQTT.

Herein the term “real-time three dimensional model” may refer to a three-dimensional
model is generated presently upon initiation of a photogrammetry algorithm (e.g. a three-
dimensional model generated on-the-fly using a photogrammetry algorithm). For
example, a three-dimensional model is generated within a few moments using a
photogrammetry algorithm (e.g. less than 10 minutes) may be referred to as a “real-time

three dimensional model”.
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CLAIMS:

1. A fleet of three-dimensional printing machines, comprising:

a plurality of three-dimensional printing machines; and

a server configured to communicate with each of the plurality of three-dimensional
printing machines;

wherein each of the plurality of printing machines comprises a communications
interface operable to communicate with the server, and a unique hardware identifier;

wherein each of the plurality of printing machines is configured to be operable to
communicate with the server via the communications interface to print a printable object
from a selected catalogue of printable objects selected from a database of three-
dimensional printable objects; and

wherein the server is configured to control access to the selected catalogue of
printable objects each printing machine is operable to print based on the unique

hardware identifier of the corresponding printing machine.

2. The fleet of claim 1 wherein the server is configured to obtain a unique hardware
identifier from each of the plurality of printing machines as part of a registration process
with the printing machine, and wherein the server is configured to provide access to the

selected catalogue of objects based on the received hardware identifier.

3. The fleet of claim 2, wherein each of the plurality of printing machines stores a
public key, and the server stores a corresponding private key for the public key, and
wherein each of the plurality of printing machines is configured to provide the public key
as part of the registration process, and wherein the server is configured to compare the
public key with the private key to determine whether the corresponding printing machine

is authorised to have access to the selected catalogue of printable objects.

4, The fleet of claim 2 or 3 wherein, as part of the registration process, if the server
determines that a printing machine is to have access to a selected catalogue of printable
objects, the server sends a unique link to the selected printing machine that provides a
unique link for the selected printing machine to have access to resources including the

selected catalogue of printable objects.



10

15

20

25

30

-34 -

5. The fleet of claim 3 or 4 as dependent thereon, wherein the server is configured to
perform an action in the event that the server determines that the corresponding printing

machine is not authorised to have access to the selected catalogue of printable objects.

6. The fleet of claim 5 wherein the action comprises at least one of (i) sending a
message to the corresponding printing machine to perform a factory reset, (ii) sending a
message to the corresponding printing machine to perform a memory wipe, and (iii)
blocking access to the selected catalogue of printable objects for the corresponding

printing machine.

7. The fleet of any of the previous claims wherein the server is further configured to
obtain a user identifier from a user operating each printing machine, and wherein the
server is configured to provide access to a subset of the selected catalogue of printable

objects based on the user identifier.

8. A method of controlling access to a catalogue of printable objects for a three-
dimensional printing machine, the method comprising:

obtaining a hardware identifier identifying the three-dimensional printing machine;

obtaining a public key from the three-dimensional printing machine;

comparing the public key to a private key to determine whether the printing
machine is authorised;

determining the catalogue of printable objects that the printing machine is to have
access to, selected from a database of printable objects, based on the hardware
identifier;

in the event that the printing machine is determined to be authorised, providing a
unique link to the printing machine for the printing machine to access the catalogue of
printable objects from the database of printable objects that the printing machine is

determined to have access to.

9. The method of claim 8 comprising repeating the method at a selected time
interval to determine (i) whether the machine is authorised and (ii) the catalogue of

printable objects that the printing machine is to have access to.
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10. The method of claim 8 or 9 wherein the hardware identifier comprises the MAC
address of the printing machine, and wherein the method comprises determining the
catalogue of printable objects that the printing machine is to have access to, selected
from a database of printable objects, by looking up the MAC address in alook up table of

MAC addresses and access rights.

11. The method of claim 8, 9 or 10 further comprising logging and keeping a record of
every time the printing machine accesses a printable object from the catalogue of
printable objects, the record comprising information identifying the printing machine and

the printable object accessed from the catalogue.

12. The method of claim 11 further comprising logging and keeping a record of every
time the printing machine accesses a printable object from the catalogue of printable

objects on a distributed ledger.

13. The fleet of any of claims 1 to 7 wherein the server is configured to perform the

method of any of claims 8 to 12.

14. The fleet of claim 13 wherein the sever is configured to perform the method of any

of claims 8 to 12 on a periodic basis.

15. A three-dimensional printing machine operable to print a three-dimensional object
based on a catalogue of printable objects, the printing machine comprising a
communications interface and a processor, wherein the processor is configured to:

send a hardware identifier identifying the three-dimensional printing machine, via
the communications interface, to a remote server;

send a public key, via the communications interface, to the remote server,

obtain a unique link, via the communications interface, providing access to a
selected catalogue of printable objects that the printing machine is to have access to,
selected from a database of printable objects, based on the hardware identifier;

use the unique link to obtain instructions from the selected catalogue of printable

objects for use in printing a three-dimensional object.
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16. The three-dimensional printing machine of claim 15 wherein the processor is
configured to execute an action in response to receiving an action message from the
remote server, the action comprising at least one of: (i) performing a factory reset, (ii)

performing a memory wipe, and (iii) blocking access, by a user, to the printing machine.

17. A method of printing a three-dimensional object, the method comprising:

obtaining a plurality of photographs of the object to be printed, and an identifier
identifying a selected three-dimensional printing machine;

performing photogrammetry on the plurality of photographs of the object to create
a real-time three-dimensional model of the object;

creating a set of instructions for printing the object based on the real-time three-
dimensional model of the object;

sending the instructions to the printing machine identified by the identifier for

printing the three-dimensional object.

18. The method of claim 17 comprising:

obtaining an object identifier indicating the class of object being photographed;

building a database comprising a plurality of models of three-dimensional objects
belonging to the same class of objects as identified by the object identifier;

creating a density plot of the plurality of models of the three-dimensional objects
belonging to the same class of objects as identified by the object identifier;

creating a baseline three-dimensional model of the object based on the density
plot of the plurality of models of the three-dimensional objects; and

creating the set of instructions based on the baseline three-dimensional model

and the real-time three-dimensional model of the object.

19. The method of claim 18 comprising creating the set of instructions based on the
baseline three-dimensional model and the real-time three-dimensional model of the

object when the database comprises at least a selected threshold number of models of

three-dimensional objects belonging to the same class.

20. The method of claim 18 or 19 wherein building a database comprising a plurality
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of models of three-dimensional objects belonging to the same class of objects as
identified by the object identifier comprises:

obtaining a plurality of photographs of an object to be printed, belonging to the
same class of objects, from a plurality of sources; and

performing photogrammetry on the plurality of photographs from the plurality of
sources to create a plurality of three-dimensional models of the objects belonging to the
same class. selected catalogue of printable objects each printing machine is operable to

print based on the unique hardware identifier of the corresponding printing machine.

21. A method of building a catalogue of three-dimensional printable objects, the
method comprising:

(a) obtaining a plurality of photographs of an object to be printed, and an object
identifier identifying the class of the object to be printed;

(b) performing photogrammetry on the plurality of photographs of the object to
create a real-time three-dimensional model of the object;

(c) repeating steps (a) and (b) a plurality of times;

(d) building a database comprising a plurality of models of three-dimensional
objects belonging to the same class of objects as identified by the object identifier;

(e) creating a density plot of the plurality of models of the three-dimensional
objects belonging to the same class of objects as identified by the object identifier;

(f) creating a baseline three-dimensional model for the class of object based on
the density plot of the plurality of models of the three-dimensional objects; and

(9) creating a set of instructions for printing the object based on the baseline

three-dimensional model.

22. The method of claim 21 comprising creating the baseline three-dimensional model
for the class of object based on the density plot of the plurality of models of the three-
dimensional objects when the database comprises at least a selected threshold number

of models of three-dimensional objects belonging to the same class.

23. The method of claim 21 or 22 wherein (a) further comprises a machine identifier
identifying a selected three-dimensional printing machine that is to print the object, and

wherein (Q) comprises creating the set of instructions based on the identifier identifying a



-38 -

selected three-dimensional printing machine that is to print the object.

24. The method of any of claims 21 to 23 further comprising determining a set of
printing machines that is to have access to the class of printable objects; and
5 sending the set of instructions to the determined set of printing machines based

on the object identifier identifying the class of the object to be printed.

25. A computer readable non-transitory storage medium comprising a program for a
computer configured to cause a processor to perform the method of any of claims 8 to 12
10 and 17 to 24.
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AMENDMENTS TO THE CLAIMS ARE FILED AS FOLLOWS:

CLAIMS:

1. A fleet of three-dimensional printing machines, comprising:
a plurality of three-dimensional printing machines; and
5 a server configured to communicate with each of the plurality of three-dimensional
printing machines;
wherein each of the plurality of printing machines comprises a communications
interface operable to communicate with the server, and a unique hardware identifier;
wherein each of the plurality of printing machines is configured to be operable to
10 communicate with the server via the communications interface to print a printable object
from a selected catalogue of printable objects selected from a database of three-
dimensional printable objects; and
wherein the server is configured to:
obtain the unique hardware identifier of each printing machine operated by
15 a user;
obtain a user identifier from the user operating each printing machine;
control access to the selected catalogue of printable objects each printing
machine is operable to print based on the unique hardware identifier of the corresponding
printing machine; and,
20 provide access to a subset of the selected catalogue of printable objects

based on the user identifier.

2. The fleet of claim 1 wherein the server is configured to obtain a unique hardware
identifier from each of the plurality of printing machines as part of a registration process
25 with the printing machine, and wherein the server is configured to provide access to the

selected catalogue of objects based on the received hardware identifier.

3. The fleet of clam 2, wherein each of the plurality of printing machines stores a
public key, and the server stores a corresponding private key for the public key, and
30 wherein each of the plurality of printing machines is configured to provide the public key
as part of the registration process, and wherein the server is configured to compare the
public key with the private key to determine whether the corresponding printing machine

is authorised to have access to the selected catalogue of printable objects.
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4, The fleet of claim 2 or 3 wherein, as part of the registration process, if the server
determines that a printing machine is to have access to a selected catalogue of printable
objects, the server sends a unique link to the selected printing machine that provides a
5 unique link for the selected printing machine to have access to resources including the

selected catalogue of printable objects.

5. The fleet of claim 3 or 4 as dependent thereon, wherein the server is configured to
perform an action in the event that the server determines that the corresponding printing

10 machine is not authorised to have access to the selected catalogue of printable objects.

6. The fleet of claim 5 wherein the action comprises at least one of (i) sending a
message to the corresponding printing machine to perform a factory reset, (ii) sending a
message to the corresponding printing machine to perform a memory wipe, and (iii)
15 blocking access to the selected catalogue of printable objects for the corresponding

printing machine.

7. A method of controlling access to a subset of a catalogue of printable objects fora
three-dimensional printing machine, the method comprising:
20 obtaining a hardware identifier identifying the three-dimensional printing machine;
obtaining a user identifier identifying a user of the three-dimensional printing
machine;
obtaining a public key from the three-dimensional printing machine;
comparing the public key to a private key to determine whether the printing machine
25 is authorised;
determining the catalogue of printable objects that the printing machine is to have
access to, selected from a database of printable objects, based on the hardware identifier;
determining the subset of the catalogue of printable objects that the printing
machine is to have access to based on the user identifier;
30 in the event that the printing machine is determined to be authorised, providing a
unique link to the printing machine for the printing machine to access the catalogue of
printable objects from the database of printable objects that the printing machine is

determined to have access to.
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8. The method of claim 7 comprising repeating the method at a selected time interval
to determine (i) whether the machine is authorised and (ii) the catalogue of printable
objects that the printing machine is to have access to.

9. The method of claim 7 or 8 wherein the hardware identifier comprises the MAC
address of the printing machine, and wherein the method comprises determining the
catalogue of printable objects that the printing machine is to have access to, selected from
a database of printable objects, by looking up the MAC address in a look up table of MAC

addresses and access rights.

10. The method of claim 7, 8 or 9 further comprising logging and keeping a record of
every time the printing machine accesses a printable object fromthe catalogue of printable
objects, the record comprising information identifying the printing machine and the

printable object accessed from the catalogue.

11. The method of claim 10 further comprising logging and keeping a record of every
time the printing machine accesses a printable object from the catalogue of printable
objects on a distributed ledger.

12. The fleet of any of claims 1 to 6 wherein the server is configured to perform the

method of any of claims 7 to 11.

13. The fleet of claim 12 wherein the sever is configured to perform the method of any

of claims 7 to 11 on a periodic basis.

14. A three-dimensional printing machine operable to print a three-dimensional object
based on a subset of a catalogue of printable objects, the printing machine comprising a
communications interface and a processor, wherein the processor is configured to:

send a hardware identifier identifying the three-dimensional printing machine, via
the communications interface, to a remote server;

send a user identifier identifying a user of the printing machine, via the
communications interface, to the remote server

send a public key, via the communications interface, to the remote server;



11 05 21

10

15

42

obtain a unique link, via the communications interface, providing access to a
selected subset of the catalogue of printable objects that the printing machine is to have
access to, selected from a database of printable objects, wherein the selected catalogue
is based on the hardware identifier and the subset of the catalogue is based on user
identifier;

use the unique link to obtain instructions from the selected subset of the catalogue

of printable objects for use in printing a three-dimensional object.

15. The three-dimensional printing machine of claim 14 wherein the processor is
configured to execute an action in response to receiving an action message from the
remote server, the action comprising at least one of: (i) performing a factory reset, (ii)

performing a memory wipe, and (iii) blocking access, by a user, to the printing machine.

16. A computer readable non-transitory storage medium comprising a program for a

computer configured to cause a processor to perform the method of claims 7 to 11.
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