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|
System and Method for Selection of Security Algorithms

The present invention relates to the selection of security algorithms in
telecommunications networks, particularly but not exclusively networks operating

according to the 3GPP standards or equivalents or derivatives thereof.

In telecommunications networks, connections are established between
components or nodes In the network. In particular, connections are established
between user equipment (UE), such as mobile communication devices, and base

station (eNodeB) components, at least in part over a wireless interface.

Wireless connections are particularly vulnerable to interception and potentially
hostile third parties may attempt to obtain information from communications
transmitted over these connections. Communication over the wireless connections
is secured using an agreed algorithm. The algorithm to use for communication over
a particular connection is agreed between the parties to the connection, such as

the eNodeB and UE components, when the connection is established.

Connections may be established when a UE connects to an eNodeB in an
attachment process, for example when a mobile device is switched on, or when a
UE transfers from one eNodeB to a different eNodeB in the network in a handover

process.

During attachment or handover, the eNodeB to which the UE is connecting
determines the security capabilities of the UE. Based on this information and its
own security capabilities, the eNodeB selects and defines the security algorithm for
traffic on the connection. However, this requires a high level of trust of the eNodeB
component by the network and by the connecting user, which may be problematic
particularly for a roaming user. Selection of an inappropriate or weak security
algorithm by the eNodeB may lead to poor security for a connecting user and may

provide a point of weakness in the security of the network as a whole.
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The various acronyms applicable in the telecommunications network will of course

be familiar to those skilled in the art, but a glossary is appended for the benefit of
lay readers. Although for efficiency of understanding for those of skill in the art the
invention will be described in detail in the context of a E-UTRAN system, the
principles of the identifier system can be applied to other systems, e.g. 3G, CDMA
or other wireless systems in which base station components, such as eNodeB
components, communicate with each other or with other devices, such as gateway
devices, in the telecommunications network, with the corresponding elements of
the system changed as required. The present methods and systems may also be
implemented in wireless local area networks (WLANs) or other local or wide area
networks (LANs or WANSs)

According to one aspect there is provided a method of managing security for a
connection between a user device and a communications network comprising at
least one base station and a core network, the method comprising:

receiving at the core network security capability information for the user device
connecting to the communications network;

obtaining security capability information for the base station;

processing in the core network the security capability information for the user
device and the security capability information for the base station to select a
security policy for a connection between the user device and the base station; and

transmitting the selected security policy to the base station.

Advantageously, the method enables selection of the security policy to be
controlled by the core network. Receiving security capability information for the
base station enables this selection to be made taking into account the capabilities

of the base station.

As noted above, while it can be efficient for the eNodeB to select the security
algorithm for communication to the UE, this method has drawbacks. In particular,
the eNodeB may not select the most secure algorithm available or the algorithm
selected may not accord with the security policies of the core network. Therefore, a

connecting user must trust the eNodeB to implement an appropriate security policy.
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Selection of the security policy by the core network as claimed provides a greater
level of trust for connecting users and may enable optimisation of security across

the network.

In a preferred embodiment, the method further includes obtaining security policy
information for the core network and selecting a security policy based on the
security policy information for the core network. The method therefore allows the
selection of the security policy to take into account any requirements or
preferences of the core network. For example, the core network may allow
connections using a limited number of security policies or may have one or more

preferred security policies.

The security policy may be selected from a prioritised list of security policies, which
may be defined by the core network or composed by the device that is handling the
security policy selection, for example based on prior experience of security policies

used by base stations in the network.

In one embodiment, prior to receiving security capability information for the user
device, the core network receives security capability information for each of a

plurality of base stations in the core network.

Preferably, the security capability information is received following establishment of
a connection between a base station and the core network. Hence when a new
base station, such as an eNodeB, connects to a core network component, such as
a gateway, the base station transmits details of its security capability information to
the core network. The information may then be stored in a database in the core
network, for example in a context associated with each base station. In this way,
the core network can obtain information relating to the security capabilities of each
component connected to it before users attempt to set up connections via the base
stations. This information can then be obtained from memory and used in

determining a security policy for a requested connection.
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Advantageously, this method imposes the minimum signalling overhead when a

connection to a user is set up, since the core network is already aware of the
security capabilities of the base station. Therefore, no further messages are
required to determine security capabilities of the base station at this time, enabling

faster connection set up.

In this embodiment, the method may further comprise receiving security capability
information for a base station and updating a database to store the security
capability information. Security capability information is therefore stored for use in

the event that user equipment requests connection to that base station.

The method may further include receiving a notification regarding transfer of the
user device from a source base station to a target base station;

obtaining security capability information for the target base station;

determining whether a change in the security policy is required for connection to
the target base station; and

transmitting the selected security policy to the target base station.

In an alternative embodiment, the method further comprises receiving security
capability information from a base station. The information may be received as part
of an attachment request message or on request from the core network component.

This embodiment provides the advantage that the core network does not need to
maintain a database of the security capabilities of each base station component.
Rather, the core network obtains the necessary information only when it needs to

use this information.

fn this embodiment, security capability information is obtained from base stations
after a user has requested the establishment of a connection via that base station.
In this embodiment, it is not necessary for the core network component to store
security capability information but it may cache information received from base
stations for subsequent use if a second user requests a connection via that base

station. The information may also be stored in a database as described above.



10

25

30

5
According to a further aspect, there is provided a method of providing a connection

between a user device and a communications network comprising at least one
base station and a core network, the method comprising:

transmitting from the base station to the core network security capability
information for the base station;

receiving from the core network a selected security policy for the connection
between the user device and the base station; and

establishing a connection between the user device and the base station using the

selected security policy

According to a further aspect, there is provided a method of managing security for
a connection between a user device and a communications network comprising at
least one base station and a core network, the method comprising:

selecting in the core network at least one preferred security policy for a connection
between the user device and a base station;

transmitting the at least one preferred security policy to the base station;

receiving information identifying a selected security policy from the base station:;
comparing the selected security policy to the at least one preferred security policy;
and

transmitting a message to the base station if the selected security policy does not

match a preferred security policy.

In this aspect, the core network component has a list of acceptable or preferred
security policies, which are sent to the base station on receipt of a connection
establishment request. This embodiment may advantageously be implemented
without the requirement for any new, additional, messages to be transmitted
between the base station and core network. Further, the core network does not

have to store any security capability information for network components.

In one embodiment, the method further includes obtaining security policy

information for the core network prior to selecting at least one preferred security

policy.
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Preferably, a connection is established between the user device and the base

station if the selected security policy matches a preferred security policy. The
message may indicate that the base station should not establish the connection if

the selected security policy does not match a preferred security policy.

In one embodiment, the message indicates that the base station should not
establish the connection. Hence the connection is not established if the selected
security policy does not match a preferred security policy. Alternatively, the base

station may be given a further opportunity to select an acceptable security policy.

Accorsding to a further aspect, there is provided a method of providing a
connection between a user device and a communications network comprising at
least one base station and a core network, the method comprising:

receiving at the base station at least one preferred security policy for a connection
between the user device and the base station;

selecting a security policy for the connection;

transmitting the selected security policy to the core network; and

receiving at the base station a message from the core network, if the selected

security policy does not match a preferred security policy

Aspects of the invention are set out in the independent claims. Preferred features
of the aspects are set out in the dependent claims. The invention provides, for all
methods disclosed, corresponding computer programs or computer program
products for execution on corresponding equipment, the equipment itself (user
equipment, nodes, networks or components thereof, including gateway and base
station nodes for carrying out the methods described) and methods of configuring
and updating the equipment. Features of one aspect may be applied to other

aspects.

Embodiments of the method and system claimed herein will now be described, by
way of example, with reference to the accompanying drawings in which:
Figure 1 schematically illustrates a mobile telecommunication system of a type to

which the embodiment is applicable;
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Figure 2 schematically illustrates a base station forming part of the system shown

in Figure 1;

Figure 3 schematically illustrates a gateway device forming part of the system
shown in Figure 1;

Figure 4 illustrates a network implementing a security management system
according to one embodiment;

Figure 5 is a schematic illustration of an attach procedure according to one
embodiment;

Figure 6 is a schematic illustration of a handover or relocation procedure according
to one embodiment;

Figure 7 is a schematic illustration of an attach procedure according to a further
embodiment;

Figure 8 is a schematic illustration of a handover or relocation procedure according
to a further embodiment;

Figure 9 is a schematic illustration of a handover or relocation procedure according

to a further embodiment.

Overview

The following description sets out a number of specific embodiments of the method
and system claimed herein. It will be clear to one skilled in the art that variations of
the features and method steps may be provided and that many of the features

described are not essential to the invention.

Figure 1 schematically illustrates a mobile (cellular) telecommunication system 1 in
which users of mobile (or cellular) telephones (MT) 3-0, 3-1, and 3-2 can
communicate with other users (not shown) via one of the base stations 5-1, 5-2 or
5-3 and a telephone network 7. The telephone network 7 includes a plurality of
components including gateway components 9-1, 9-2. It will be appreciated by the
skilled person that the each base station 5-1, 5-2, 5-3 may connect to the
telephone network 7 via either gateway 9-1, 9-2 and that all base stations 5-1, 5-2,
5-3 may connect via the same gateway 9-1, 9-2. Similarly, each mobile telephone
3 may connect to the telephone network 7 via either base station 5 and that all

mobile telephones 3 may connect via the same base station 5. One or more base
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stations 5 may be arranged into a Radio Access Network (RAN), controlled by a

Radio Network Controller (RNC), which may be implemented as part of a base
station 5 in the RAN or as a separate component (not shown).

When a mobile telephone 3 enters the network 7, for example by being switched
on, a connection is established between the mobile telephone 3 and a base station
5 and between the base station 5 and a gateway device 9. This enables
communication between the mobile telephone 3 and other components in the

network 7.

Also, when a mobile telephone 3 moves from the cell of a source base station (e.g.
base station 5-1) to a target base station (e.g. base station 5-2), a handover
procedure (protocol) is carried out in the source and target base stations 5 and in
the mobile telephone 3, to control the handover process. The handover is enabled
by the establishment of a connection between the source and target base stations
5. As part of the handover process, the gateway device 9-1, 9-2 via which
communications from a mobile telephone 3 are transmitted to the telephone
network may change. Alternatively, the gateway device 9-1, 9-2 through which
communications are transmitted may remain the same, but the base station 5-1, 5-
2 to which the mobile device is connection may change. These transfers are also
enabled by the establishment of connections between the base stations 5 and the

gateways 9.

Base Station

Figure 2 is a block diagram illustrating the main components of each of the base
stations 5 used in this embodiment. As shown, each base station 5 includes a
transceiver circuit 21 which is operable to transmit signals to and to receive signals
from the mobile telephones 3 via one or more antennae 23 and which is operable
to transmit signals to and to receive signals from the telephone network 7 via a
network interface 25. The network interface 25 includes an S1 network interface for
communicating with network components, such as gateways 9, using the S1
protocol. The network interface 25 also includes an X2 interface for communicating

with other base station components using the X2 protocol. A controller 27 controls
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the operation of the transceiver circuit 21 in accordance with software stored in

memory 29. The software includes, among other things, an operating system 211,
a security database 213 for storing information relating to the security capabilities
of the base station and a security module 215 for communicating information
relating to the security capabilities to other network components. The operation of

the security database 213 and the security module 215 are described below.

Gateway

Figure 3 is a block diagram illustrating the main components of each of the
gateway components 9 used in this embodiment. As shown, each gateway 9
includes a transceiver circuit 31, which is operable to transmit signals to and to
receive signals from at least one base station 5 via a base station interface 33 and
which is operable to transmit signals to and receive signals from the rest of the
telephone network 7 via a network interface 35. A controller 37 controls the
operation of the transceiver circuit 31 in accordance with software stored in
memory 39. The software includes, among other things, an operating system 311,
a database 313 for storing information relating to the security capabilities of
network components and a security controller 315 for managing security policies
within the network. The operation of the database 313 and the security controller

315 are described below.

In the above description, both the base stations 5 and the gateways 9 are
described for ease of understanding as having respective discrete modules which
operate according to the methods described herein. Whilst the features may be
provided in this way for certain applications, for example where an existing system
has been modified to implement the invention, in other applications, for example in
systems designed with the inventive features in mind from the outset, these
features may be built into the overall operating system or code and so the modules

described above may not be discernable as discrete entities.

The following description will use the nomenclature used in the Long Term
Evolution (LTE) of UTRAN. Therefore, the mobile telephone 3 will be referred to
as a UE, each base station 5 will be referred to as an eNodeB (or eNB) and each
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gateway component will be referred to as an MME. The protocol entities used in

LTE have the same names as those used in UMTS except for the Radio Link
Control (RLC) entities which, under LTE, are called the Outer ARQ (Automatic
Repeat Request) entities. The Outer ARQ entities of LTE have substantially the
same (although not identical) functionality to the RLC entities of UMTS.

The term “dedicated message” as used herein refers to a message sent in respect
of a particular UE. The dedicated message includes an identifier of a connection to
a particular UE. The term “common message” refers to a message sent between
two components in the network, for example between two eNodeBs, that does not
relate to a particular connection to a UE and therefore has no UE connection

identifier.

Operation
Three implementations of methods for selecting a security algorithm for

communication in a communications network will now be described in more detail.

First implementation

A first embodiment will be described with reference to Figure 4. As illustrated in
Figure 4, multiple eNodeBs 41-1, 41-2, 41-3 are connected to each MME
component 43. In this embodiment, each eNodeB signals its security capabilities to
the MME 43. This is done using an S1 common message 45 after initialisation of
the Stream Control Transmission Protocol SCTP connection. The MME 43 stores
in a database 47 an eNodeB context 49-1, 49-2, 49-3 for each eNodeB 41-1, 41-2,
41-3 that is connected to it, containing the security capabilities of the eNodeB. On
receipt of an S1 common message 45 from an eNodeB, the MME 43 updates the
eNodeB context with the security capability information or creates a new context if
one does not already exist for that eNodeB. It is noted that the eNodeB context
49-1, 49-2, 49-3 for each eNodeB may also store other relevant information for the

eNodeB, for example the connection status of the eNodeB.

Further details of an attach procedure according to this embodiment are illustrated

in Figure 5. As described above, each eNodeB signals its security capabilities to
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the MME using an S1 common message 51 and this is stored in an eNodeB

context in the MME. Subsequently, on receipt of a request for attachment of user
equipment, for example via an S1: Initial UE message 53, the MME accesses the
security context for the eNodeB and determines its security capabilities. The MME
selects an algorithm 55 based in part on the eNodeB capabilities and instructs the

eNodeB to use the selected algorithm via an S1 dedicated message 57.

A handover procedure will now be described in more detail with reference to Figure
6. As a UE transfers away from an eNodeB 41-1, the eNodeB sends an S1:
HandoverRequired message 61 to the MME 43. The MME 43 determines the
target eNodeB 41-2 to which the UE is transferring. Since the MME 43 has already
stored in its database 47 a context for each eNodeB 49-1, 49-2 identifying the
security capabilities of each eNodeB, the MME 43 can determine whether a
change in the security algorithm is required by the transfer. If so, the MME 43
informs the target eNodeB 41-2 of the new security algorithm when it sends the S1:
Handover Request message 63 to the target eNodeB. The new security algorithm

may or may not be the same as the security algorithm used for the source eNodeB.

Second implementation
In a second embodiment, the eNodeB security capabilities are sent to the MME as
part of the UE attach or handover procedure. An attach procedure according to this

embodiment is illustrated in Figure 7.

As part of the attach procedure, a UE sends an S1: Initial UE message 71 via an
eNodeB to an MME. On forwarding this Initial UE message 71, the eNodeB
incorporates information relating to its own security capabilities and transmits this
as part of the S1: Initial UE message 71 to the MME. On receipt of the message,
the MME selects the security algorithm 73 for the connection and informs the

eNodeB using an S1 dedicated message 75.

A handover method according to the present embodiment will now be described
with reference to Figure 8. When a handover is triggered 81, the source eNodeB
sends an S1: Handover Required message 83 message to the MME. To determine
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whether a change in the security algorithm is needed, the MME needs to know the

security capabilities of the target eNodeB. This is achieved using a separate S1:
Security capability Request / Response procedure 85, which may be implemented
either as a dedicated procedure for a particular UE connection, or as a common

procedure.

Once the security capabilities of the target eNodeB have been determined, an S1:
Handover Request message 87 is sent from the MME to the target eNodeB, the
message advising the target eNodeB of the security algorithm that has been
selected. The handover request is acknowledged 89 by the target eNodeB and the
MME issues an S1: Handover Command 811 to the source eNodeB.

Third implementation
A third embodiment of the system and method described herein is illustrated in

Figure 9.

In this embodiment, the attach procedure operates in the same way as already
described for the second embodiment and illustrated in Figure 7. That is, the
security capabilities are forwarded to the MME using a dedicated S1: Initial UE

message.

An S1 relocation or handover procedure is illustrated in Figure 9. In this
embodiment, when handover is triggered 91, the MME sends an S1: Handover
Request message 93 to the target eNodeB. The S1: Handover Request message
93 incorporates a list of preferred security algorithms. The target eNodeB selects
one algorithm from the list and informs the MME of its selection in the S1:

Handover Request Acknowledge message 95.

The MME checks the target eNodeB choice 97 and will then have the authority to
reject the target eNodeB decision if it selects an algorithm not belonging to the
preferred list. If the algorithm is rejected, the MME will send a Resource Release

message to the target eNodeB and reject the handover to the source eNodeB.
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If the MME accepts the algorithm choice of the eNodeB, the connection is

established between the eNodeB and the user device in accordance with the usual

procedures.

Glossary of 3GPP terms

LTE - Long Term Evolution (of UTRAN)

eNodeB - E-UTRAN Node B

AGW - Access Gateway

UE — User Equipment — mobile communication device
DL — downlink — link from base to mobile

UL — uplink - link from mobile to base

AM — Acknowledge Mode

UM — Unacknowledge Mode

MME — Mobility Management Entity

UPE- User Plane Entity

CN — Core Network

HO - Handover

RAN — Radio Access Network

RANAP — Radio Access Network Application Protocol
RLC - Radio Link Control

RNC - Radio Network Controller

RRC - Radio Resource Control

RRM - Radio Resource Management

SDU - Service Data Unit

SRNC - Serving Radio Network Controller

PDU - Protocol Data Unit

NAS — Non Access Stratum

ROHC — Robust Header Compresion

TA - Tracking Area

U-plane or UP - User Plane

TNL - Transport Network Layer

S1 Interface — Interface between Access Gateway and eNodeB
X2 Interface — Interface between two eNodeBs
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MMEs / SAE Gateway —Access Gateway having both MME and UPE entities

The following is a detailed description of the way in which the present inventions
may be implemented in the currently proposed 3GPP LTE standard. Whilst
various features are described as being essential or necessary, this may only be
the case for the proposed 3GPP LTE standard, for example due to other
requirements imposed by the standard. These statements should not, therefore,

be construed as limiting the present invention in any way.

Title: signalling of eNB security capabilities

1 Introduction

It 1s safer 1f MME selects the security algorithms for NAS, RRC and UP traffic probably because
the Tlome eNB cannot be entrusted with secunity algorithm selection As a consequence the MME
needs to know the eNB sccurity capabihtics by the time the aigorithm sclection is made. This
document proposes three possible ways to allow the MME to perform the algorithm sclection
durmg the Attach procedure and, if required, also during the S1 Relocation.

2 Background

UMTS Background

In UMTS, thc SRNC would scleet the sccurity algorithm on the basc of its sccurity
capabilitics, UE sccurity capability and the allowed Algorithm information coming from
the CN.

During thc SRNS Relocation, the TRNC would, if nceded, choosc another algorithm
depending on its capabilitics (stored in its databasc), the current algorithm being used
(information given from the source RNC) and the allowed sccurity algorithms (information
given by the CN in the RANAP: Relocation Request).

Proposals
*  MME will sclect the security algorithms for NAS, RRC and UP traffic.

®* RAN2 and RAN3 should provide MME with the necessary information
¢ The sccunity algorithm sclection takes place during the {ollowing procedures:
o Attach procedurc;

o Inter eNB Handover, cither via X2 or S1.
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3 Proposals
Following, three proposals arc listed for the sccurity algorithm sclection.

3.1 Proposal 1

The proposal [ocuscs on the signalling mechanism of the ¢NB sccurity capability to the
MME, storage of these security capabilitics in the eNB context within MME and query of
the eNB context during the Attach and S| Relocation procedures in order to decide the
sccurity algorithm.

3.1.1 Signalling Mechanism

In order for the MME to be able to sclect the security algorithm during both Attach and Sl
Relocation procedures, it is required that:
® Every ¢NB which is ST connected with the MME signal its sccurity capabilitics to the
MME

®*  MME keep an ¢NB context, containing the ¢NB securities capabilities, which will then be
queried during both Attach and S1 Relocation procedures.

3.1.1.1 eNB Context Updating in the MME

After the mitialization of the SC'IP connection, the ¢eNB mform the MME on its security
capabihtics by an ST common message. The MME will then update the ¢NB context and stores its
capability information.

3.1.1.2 Attach procedure

At the reception of the S1: Initial UE message, the MME will select the security algorithm
according to the UE capabilitics, the eNB capabilitics stored in the eNB Context, within the MME,
and the allowed RRC/UP secunty algorithms also known to the MME.

The chosen algorithm will then be informed to the eNB by a proper ST message.

3.1.1.3 S1 Relocation procedure

At the reception of the S1: Relocation Required, the MME should be able to evaluate whether an
algorithm change 1s required and if so it should nform the target eNB on the new algorithm in the
S1: Relocation Request message.

In order for the MME to be able to sclect a new algorithm during the S1 relocation procedure, the
maintenance of the eNB context as proposed above, 1s necessary

3.2 Proposal 2

The eNB sccurity capabilitics arc sent to the MME by mcans of following S1 messages i.c.:
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¢ S Imitial UE message during Attach procedurce

® New S1 procedure during the S1 Relocation (cither common or dedicated)

3.2.1.1 Attach procedure

5  The MME reccives the eNB capabilities in the S1: Initial UE message, it will sclect the
sccurity algorithm and inform the eNB by dedicated S1 message.

3.2.1.2 S1 Relocation

The MMLE, by the time it receives the S1 Relocation Required, it has to decide whether an

10 algorithm change is nceded i.c. it nceds to know the target cNB capabilitics. MME gets to
know the target eNB capabilitics by means of the new S1: Sceurity capability
Request/Responsc procedure. This procedure may cither be a dedicated procedure or a
common procedurc.

15 3.3 Proposal 3

During the Attach procedure the MME would get the security capabilitics by dedicated S1
message i.c. S1: Initial UE message (same as proposal 2).
During the SI Relocation, the MME inform the target cNB on a preferred list of security
Algorithms; the eNB will sclect one algorithm and inform the MME about it in the S1:

20 Relocation Request acknowledge.
The MME will then have the authority to reject the target cNB decision if it sclects an
algorithm not belonging to the preferred list. Subscquently, the MME will:

®  Order the release resource to the target ¢NB;

® Rgject the Handover to the source ¢NB.

25 3.4 Proposals comparison

Proposal | — Provides minumum signalling overhcad, but the MME needs to maintain the
sccurity information within the ¢cNodcB context.
Proposal 2 —~ The MME does not need to maintain the eNodeB context, but the proposal has
an associated signalling overhead since UE dedicated messages arc used (o signal the

30 cNodeB capabilities and there is a delay in the handover preparation procedure.
Proposal 3 — Requircs no new message and the MME docs not need to maintain the
cNodcB context. Handover procedure may fail alter target eNodeB allocates the resources.
This would bc an abnormal casc c.g. the target eNodeB is not a trusted cNodeB (i.c.
¢NodeB not under the opcrator control).

35 4 Conclusion

We propose three possible ways to let the MME change the security algorithms during both Attach

and S1 Relocation procedures. Comparmg the proposals listed in table 1, our preference is to agree

m proposal 1 if anyway an ¢NB context needs to be maintained for any other reason, otherwise we

think proposal 3 is the simplest solution. It is proposed that RAN 3 discusses and agrees to capture
40 the preferred mechanism i Stage 2 specifications.
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Claims:

1. A method of managing security for a connection between a user device and a
communications network comprising at least one base station and a core network,
the method comprising:

receiving at the core network security capability information for the user
device connecting to the communications network;

obtaining security capability information for the base station;

processing in the core network the security capability information for the
user device and the security capability information for the base station to select a
security policy for a connection between the user device and the base station; and

transmitting the selected security policy to the base station.

2. A method according to Claim 1 further comprising:
obtaining security policy information for the core network; and
selecting a security policy based on the security policy information for the

core network.

3. A method according to Claim 1 or 2 wherein processing the security capability
information to select a security policy comprises selecting a policy from a prioritised

list of security policies.

4. A method according to Claim 1, 2 or 3 further comprising, prior to receiving
security capability information for the user device, receiving at the core network
security capability information for each of a plurality of base stations in the

communications network.

5. A method according to any of Claims 1 to 4 further comprising storing the
security capability information for the or each base station in the core network.

6. A method according to Claim 5 wherein storing the security capability
information comprises storing security capability information in a context

associated with the base station.
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7. A method according to any of Claims 1 to 6 wherein obtaining security capability
information for the base station comprises retrieving security capability information

from memory.

8. A method according to any of Claims 1 to 7 further comprising receiving security
capability information for a base station following establishment of a connection

between the base station and the core network.

9. A method according to any of Claims 1 to 8 wherein the security capability

information is received in an S1 common message.

10. A method according to any of Claims 1 to 9 further comprising receiving
security capability information for a base station and updating a database to store

the security capability information.

11. A method according to any of Claims 1 to 10 further comprising selecting the

security policy upon reception of a request for attachment from a user device.

12. A method according to any of Claims 1 to 11 further comprising transmitting the

selected security policy to the base station using an S1 dedicated message.

13. A method according to any of Claims 1 to 12 further comprising:

receiving a notification regarding transfer of the user device from a source
base station to a target base station;

obtaining security capability information for the target base station;

determining whether a change in the security policy is required for
connection to the target base station; and

transmitting the selected security policy to the target base station.

14. A method according to Claim 13 wherein determining whether a change in the
security policy is required for connection to the target base station comprises

retrieving stored security capability information for the target base station.
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15. A method according to Claim 1 wherein obtaining security capability
information for the base station comprises receiving security capability information

from the base station.

16. A method according to Claim 15 wherein the security capability information is

received as part of an attachment request message.

17. A method according to Claim 13 as dependent on Claim 1 wherein determining
whether a change in the security policy is required for connection to the target base
station comprises transmitting a request for security capability information to the

second component.

18. A method of providing a connection between a user device and a
communications network comprising at least one base station and a core network,
the method comprising:

transmitting from the base station to the core network security capability
information for the base station;

receiving from the core network a selected security policy for the connection
between the user device and the base station; and

establishing a connection between the user device and the base station

using the selected security policy.

19. A method according to Claim 18 further comprising, after transmitting security
capability information, transmitting a notifcation of establishment of a connection

between a user device and the base station.

20. A method according to Claim 18 or 19 wherein the security capability
information is transmitted following establishment of a connection between the

base station and the core network.

21. A method according to any of Claims 18 to 20 wherein the security capability

information is transmitted in an S1 common message.
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22. A method according to any of Claims 18 to 21 wherein the selected security

policy is received from the core network using an S1 dedicated message.

23. A method according to Claim 18 further comprising, transmitting security
capability information when transmitting a notification of establishment of a

connection between a user device and the base station.

24. A method according to Claim 18 further comprising, before transmitting security
capability information:
receiving a request for security capability information at the base station

from the core network.

25. A method according to Claim 18 further comprising transmitting the security

capability information as part of an attachment request message.

26. A method of managing security for a connection between a user device and a
communications network comprising at least one base station and a core network,
the method comprising:

selecting in the core network at least one preferred security policy for a
connection between the user device and a base station;

transmitting the at least one preferred security policy to the base station;

receiving information identifying a selected security policy from the base
station;

comparing the selected security policy to the at least one preferred security
policy; and

transmitting a message to the base station if the selected security policy

does not match a preferred security policy.

27. A method according to Claim 26 further comprising, prior to selecting at least
one preferred security policy, obtaining security policy information for the core
network.
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28. A method of providing a connection between a user device and a

communications network comprising at least one base station and a core network,
the method comprising:

receiving at the base station at least one preferred security policy for a
connection between the user device and the base station;

selecting a security policy for the connection;

transmitting the selected security policy to the core network; and

receiving at the base station a message from the core network, if the

selected security policy does not match a preferred security policy.

29. A method according to any of Claims 26 to 28 wherein the at least one
preferred security policy comprises a list of security policies acceptable to the core
network.

30. A method according to any of Claims 26 to 29 wherein the list is a prioritised list.

31. A method according to any of Claims 26 to 30 wherein the selected security

policy is selected based on respective priorities of the listed security policies.

32. A method according to any of Claims 26 to 31 further comprising establishing a
connection between the user device and the base station if the selected security

policy matches a preferred security policy.

33. A method according to any of Claims 26 to 32 wherein the message indicates

that the base station should not establish the connection.

34. A method according to Claim 2 wherein the security policy information for the

core network comprises at least one preferred security policy.

35. A method according to Claim 2 or 34 wherein the security policy information

comprises a prioritised list of security policies.
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36. A method according to any of Claims 1 to 35 wherein the core network

comprises at least one gateway component, preferably an MME.

37. A method according to any of Claims 1 to 36 wherein the security capability
information comprises an identifier of at least one security algorithm implemented

by the network component.

38. A method according to any of Claims 1 to 37 wherein the security policy
comprises an identifier of a security algorithm for use in the connection between

the user device and the base station.

39. A method according to Claim 37 or 38 wherein the security algorithm
comprises at least one of UEA1, UIA1, UEA2 and UIA2.

40. A method according to Claim 23 wherein the notification of establishment of a
connection between a user device and the base station comprises notification of an

attachment request.

41. A method according to Claim 23 wherein the notification of establishment of a
connection between a user device and the base station comprises notification of a

handover request.

42. A method according to any of Claims 1 to 41 wherein selecting a security policy
comprises assessing security capability information and security policy information

for the core network.

43. A gateway for managing security for a connection between a user device and a
communications network comprising at least one base station and a core network,
the gateway comprising:

means for receiving security capability information for the user device
connecting to the communications network;

means for obtaining security capability information for the base station:;
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means for processing the security capability information for the user device

and the security capability information for the base station to select a security
policy for a connection between a user device and the base station; and

means for transmitting the selected security policy to the base station.

44. A gateway according to Claim 43 further comprising means for receiving
security capability information for each of a plurality of base stations in the

communications network.

45. A gateway according to Claim 43 or 44 further comprising means for storing the
security capability information for the or each base station in the core network.

46. A gateway according to any of Claims 43 to 45 wherein the means for obtaining
security capability information for the base station comprises means for retrieving

security capability information from memory.

47. A gateway according to Claim 43 wherein the means for obtaining security
capability information for the base station comprises means for receiving security

capability information from the base station.

48. A base station for providing a connection between a user device and a core
network, the base station comprising:

means for transmitting to the core network security capability information for
the base station;

means for receiving from the core network a selected security policy for the
connection to the user device; and

means for establishing a connection to the user device using the selected

security policy.

49. A gateway for managing security for a connection between a user device and a
communications network comprising at least one base station and a core network,

the gateway comprising:
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means for selecting at least one preferred security policy for a connection

between the user device and a base station:;

means for transmitting the at least one preferred security policy to the base
station;

means for receiving information identifying a selected security policy from
the base station;

means for comparing the selected security policy to the at least one
preferred security policy; and

means for transmitting a message to the base station if the selected security

policy does not match a preferred security policy.

50. A base station for providing a connection between a user device and a core
network, the base station comprising:

means for receiving at least one preferred security policy for a connection
between the user device and the base station;

means for selecting a security policy for the connection:

means for transmitting the selected security policy to the core network; and

means for receiving at the base station a message from the core network if

the selected security policy does not match a preferred security policy.

51. A gateway for managing security for a connection between a user device and a
communications network comprising at least one base station and a core network,
the gateway comprising:

a receiver for receiving security capability information for the user device
connecting to the communications network;

a device for obtaining security capability information for the base station;

a processor for processing the security capability information for the user
device and the security capability information for the base station to select a
security policy for a connection between a user device and the base station; and

a transmitter for transmitting the selected security policy to the base station.

52. A base station for providing a connection between a user device and a core

network, the base station comprising:
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a transmitter for transmitting to the core network security capability

information for the base station;

a receiver for receiving from the core network a selected security policy for
the connection to the user device; and

a device for establishing a connection to the user device using the selected

security policy.

53. A gateway for managing security for a connection between a user device and a
communications network comprising at least one base station and a core network,
the gateway comprising:

a processor for selecting at least one preferred security policy for a
connection between the user device and a base station;

a transmitter for transmitting the at least one preferred security policy to the
base station;

a receiver for receiving information identifying a selected security policy from
the base station;

a processor for comparing the selected security policy to the at least one
preferred security policy; and

a transmitter for transmitting a message to the base station if the selected

security policy does not match a preferred security policy.

54. A base station for providing a connection between a user device and a core
network, the base station comprising:

a receiver for receiving at least one preferred security policy for a
connection between the user device and the base station;

a processor for selecting a security policy for the connection;

a transmitter for transmitting the selected security policy to the core network;
and

a receiver for receiving at the base station a message from the core network

if the selected security policy does not match a preferred security policy.
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55. A computer program, computer program product or computer readable medium

comprising instructions for carrying out a method according to any of Claims 1 to
42.
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