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Disclosed are a traffic control method and system. The method comprises: a gateway recelves a call request from a client

application for an internal application interface of an open platform; the gateway obtains traffic control rules for the client application
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(57) Abrege(suite)/Abstract(continued):
or the internal application interface; the gateway checks whether the client application or the internal application interface meets the

traffic control rules; If yes, the gateway accepts the call request from the client application; otherwise, the gateway rejects the call
request from the client application. The present invention prevents the same client application from excessively invoking an internal
application through an internal application interface and prevents the same Internal application from being invoked excessively,

thus reducing system resource consumption and improving system stability.
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METHOD AND SYSTEM FOR TRAFFIC CONTROL

TECHNICAL FIELD

The present invention relates to the technical field of communication technology,

and particularly to a method and a system for traffic control.

BACKGROUND ART

An open platform is used for providing various internal applications for a client.
Then, a client application is able to use the internal applications of the open platform
by invoking an application interface of the open platform.

However, there might be following problems when the internal applications of
the open platform are invoked by a great number of client applications:

|. one and the same client application performs a large number of invocations on
the internal applications of the open platform, occupying resources used by the other
client applications for invoking the internal applications of the open platform, which
may lead to imbalanced distribution;

2. one and the same internal application is invoked heavily; since some internal
applications are extremely system resource-consumed, once they are invoked heavily

and extraneously, the system is prone to have a fault, and even to be broken down.

SUMMARY OF THE INVENTION

[n view of this, it is necessary to provide a method and a system for traffic
control, in order to solve the problem with the conventional solutions that the current
open platform cannot provide efficient traffic control for the chient application
invoking the internal application.

A traffic control method is provided, which comprises:

receiving, by a gateway, a request for invoking an internal application interface
of an open platform from a client application;

acquiring, by the gateway, a traffic control rule of the client application or the

Internal application interface;
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detecting, by the gateway, whether the traffic control rule is satistied by the chent

application or the internal application interface; if so, admitting the request for
invoking from the client application; otherwise, rejecting the request for mmvoking
from the client application.

A traffic control system is provided, which comprises a gateway and modules
provided in the gateway, comprising:

an invocation request receiving module, configured to receive a request for
invoking an internal application interface of an open platform from a client
application;

a traffic control rule acquirement module, configured to acquire a traffic control
rule of the client application or the internal application interface;

a traffic detection module, configured to detect whether the traffic control rule 1s
satisfied by the client application or the internal application interface, wherein 1t the
traffic control rule is satisfied by the client application or the internal application
interface, the request for invoking from the client application is admitted; otherwise,
the request for invoking from the client application is rejected.

In the present disclosure, by establishing the traffic controlling rule for the
internal application interface of the open platform or the client application, the client
application is admitted to invoke the internal application interface only if the traftic
control rule is satisfied. By setting an appropriate traffic control rule, the internal

application interface being invoked by the client application is controlled, so as to

avoid the situation that the internal applications are excessively invoked by one and
the same client application via the internal application interface, and meanwhile to
avoid the situation that one and the same internal application is invoked excessively.
Therefore, consumption of system resource is reduced, and system stability is

improved.

BRIEF DESCRIPTION OF THE DRAWINGS
Fig. 1 is a workflow diagram of a traffic control method according to the present

disclosure;
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Fig. 2 1s a structure module diagram of a traffic control system according to the

present disclosure; and
Fig. 3 1s a structure diagram of one embodiment of the traffic control system

according to the present disclosure.

DESCRIPTION OF THE EMBODIMENTS

The detailed description is set forth below in connection with the appended
drawings and specific embodiments.

As shown in Fig. 1, a workflow diagram of a traffic control method according to
the present disclosure comprises:

Step S101 of receiving, by a gateway, a request for invoking an internal
application interface of an open platform from a client application;

Step S102 of acquiring, by the gateway, a traffic control rule of the client
application or the internal application interface;

Step S103 of detecting, by the gateway, whether the traffic control rule 1s
satisfied by the client application or the internal application interface; if so, admitting
the request for invoking from the client application; otherwise, rejecting the request
for invoking from the client application.

The gateway is an interface used for communicating with the client, and all
requests from the clients are forwarded via the gateway. When the client application

needs to invoke the application interface, the gateway executes Step S102 to obtain

the corresponding traffic control rule, wherein the gateway decides to select a traflic
control rule of the client application, or a traffic control rule of the internal application
interface, or both the traffic control rule of the client application and the traffic control
rule of the internal application interface according to configuration files. In Step S102,
the gateway acquires the traffic control rule of the client application or the internal
application interface, which comprises one of following three cases:

Case I: acquiring the traffic control rule of the client application;

Case II: acquiring the traffic control rule of the internal application intertace;

Case III: acquiring the traffic control rule of the client application and the tratfic
3
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control rule of the internal application interface.

In one of the embodiments,

during a preset period of counting invocations of an application, if a number of
times at which the client application invokes does not exceed an upper application
invocation threshold corresponding to the client application, the traffic control rule 1s
satisfied; otherwise, the traffic control rule 1s not satisfied; or

during a preset period of counting invocations on an application interface, if a
number of times at which the internal application interface 1s invoked exceeds an
application interface threshold corresponding to the internal application interface,
the traffic control rule is satisfied; otherwise, the traffic control rule is not satisfied; or

during a preset period of counting invocations on the internal application
interface from the client application, if a number of times at which the client
application invokes the internal application interface does not exceed an upper joint
invocation threshold corresponding to both the client application and the internal
application interface, the traffic control rule is satisfied; otherwise, the traffic control
rule 1s not satisfied.

This embodiment contains three kinds of traffic control rules, and the gateway
may select a combination of one or more of the rules with respect to different client
applications and different internal application interfaces, according to the
configuration files.

For example, for the client application A invoking the application interface B, the
traffic control rule can be selected as:

during the preset period of counting invocations of the application, 1f the number
of times at which the client application invokes does not exceed the upper application
invocation threshold corresponding to the client application, the traffic control rule 1s
satisfied; otherwise, the traffic control rule is not satisfied.

At this time, only invocations from the client application are restricted, but no
restriction applies to the application interface.

Alternately, traffic control rule may be selected as:

during the preset period of counting invocations of the application interface, if
4
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the number of times at which the internal application interface is invoked exceeds the

application interface threshold corresponding to the internal application interface, the
traffic control rule is satisfied; otherwise, the traffic control rule is not satistied.

At this time, only invocations on the application interface are restricted, but no
restriction applies to the client application.

However, the traffic control rule may also be selected as a combination of the
above two kinds of traffic control rules, i.e., not only performing traffic restriction on
the invocation from the client application but also restricting the invocations on the
application interface.

More specifically, it may be refined to restrict the invocations on a specific
application interface from a specific client application, 1.e., the traffic control rule is:

during the preset period of counting invocations on the internal application
interface from the client application, if the number of times at which the client
application invokes the internal application interface does not exceed the upper joint
invocation threshold corresponding to both the client application and the internal
application interface, the traffic control rule is satisfied; otherwise, the traftic control
rule i1s not satistied.

Wherein the period of counting invocations of the application, the period of
counting invocations on the application interface, and the period of counting
invocations on the internal application interface from the client application may be the
same or different, and those periods may be seclected according to practical
requirements, such as one day, one hour or one minute.

One of the embodiments further comprises:

acquiring, by an analysis control system which communicates with the gateway,
the number of times at which the client application invokes, by invoking an access log
for the gateway; if, during the preset period of counting invocations of the application,
it is detected that the number of times at which the client application invokes exceeds
an application invocation warning threshold corresponding to the client application,
acquiring an email address of a contact of the client application and sending a warning

email to the email address of the contact, wherein the application invocation warning
5
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threshold i1s no more than the upper application invocation threshold; or

acquiring, by an analysis control system which communicates with the gateway,
the number of times at which the client application invokes, by invoking an access log
for the gateway; if, during a preset period of counting invocations on the internal
application interface from the client application, it is detected that the number of times
at which the client application invokes the internal application interface exceeds a
joint invocation warning threshold corresponding to both the client application and the
internal application interface, acquiring an email address of a contact of the client
application and sending a warning email to the email address of the contact, wherein
the joint invocation warning threshold 1s no more than the upper joint invocation
threshold.

In the present embodiment, if the number of times at which the chient application
invokes or the number of times at which the client application invokes the internal
application interface exceeds a warning threshold, the warning ematil 1s sent to the
contact of the client application. Then, if the contact considers that it 1s necessary to
increase the threshold, an acknowledgement of a request for increasing may be sent to
the gateway and the threshold is increased accordingly. With this embodiment, the
threshold may be increased for the client application which is required to increase the
threshold.

One of the embodiments further comprises:

acquiring, by an analysis control system which communicates with the gateway,

the number of times at which the client application invokes, by invoking an access log
for the gateway, and calculating an estimated number of times at which the client
application invokes during a future increment estimation period; if the estimated
number of times of invocations exceeds the upper application invocation threshold
corresponding to the client application, saving the upper application invocation
threshold as a history upper application invocation threshold, taking a program
identification of the client application as an identification of the application to be
updated, taking the estimated number of times of invocations as an upper application

invocation threshold to be updated, sending a request for updating the upper
6
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application invocation threshold which includes the upper application invocation

threshold to be updated and the corresponding identification of the application to be
updated; then after the increment estimation period elapses, 1f no acknowledgement of
a request for increasing the upper application invocation threshold is received, taking
the history upper application invocation threshold as the upper application invocation
threshold to be updated, and sending the request for updating the upper application
invocation threshold;

receiving, by the gateway, the request for updating the upper application
invocation threshold sent from the analysis control system, and updating the upper
application mvocation threshold corresponding to the identification of the application
to be updated as the upper application invocation threshold to be updated;

receiving, by the gateway, the acknowledgement of the request for increasing the
upper application invocation threshold, and then forwarding the request to the analysis
control system.

The analysis control system which communicates with the gateway acquires the
number of times at which the client application invokes, by invoking the access log
for the gateway, and calculates the estimated number of times at which the client
application invokes during the future increment estimation period. When it 1s found
that the estimated number of times of invocations exceeds the upper application
invocation threshold, the request for updating the upper application invocation

threshold is sent to the gateway, and the upper application invocation threshold 1s

temporarily increased. Thereby, a situation can be avoided in which the chent
application is not available due to reaching an upper limit. However, the increment of
the upper limit is not unrestricted. It is necessary for the client application to send the
acknowledgement of the request for increasing the upper application invocation
threshold within a period of time; otherwise, the upper application invocation
threshold may be re-adjusted to the threshold originally kept, so as to restrict the
invocations from the client application.
One of the embodiments further comprises:

acquiring, by an analysis control system which communicates with the gateway,
7
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the number of times at which the client application invokes the internal application

interface, by invoking an access log for the gateway, and calculating an estimated
number of times at which the client application invokes the internal application
interface during a future increment estimation period; if the estimated number of
times exceeds the preset upper joint invocation threshold corresponding to the client
application, saving the upper joint invocation threshold as a history upper joint
invocation threshold, taking a program identification of the client application as an
identification of the application to be updated, taking the estimated number of times
as the upper joint invocation threshold, sending a request for updating the upper joint
invocatton threshold which includes the upper joint invocation threshold to be updated
and the corresponding identification of the application to be updated; then after the
increment estimation period elapses, if no acknowledgement of a request for

increasing the upper joint invocation threshold 1s received, taking the history upper

joint invocation threshold as the upper joint invocation threshold to be updated, and

sending the request for updating the upper joint invocation threshold;

receiving, by the gateway, the request for updating the upper joint invocation
threshold sent from the analysis control system, and updating the upper joint
invocation threshold corresponding to the identification of the application to be
updated as the upper joint invocation threshold to be updated;

receiving, by the gateway, the acknowledgement of the request for increasing the
upper joint mvocation threshold, and forwarding the request to the analysis control
system.

In one of the embodiments,

when the request for invoking from the client application 1s admitted by the
gateway, the number of times at which the client application invokes is increased, the
number of times at which the internal application interface i1s invoked 1s increased,
and the number of times at which the client application invokes the internal
application interface is increased; and those increased numbers of times are sent to a
cluster counter which communicates with the gateway;

when the gateway detects whether the client application or the internal
8
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application interface satisfies the traffic control rule, one of the following 1s acquired

from the cluster counter:

the number of times at which the client application invokes during the preset
period of counting invocations of the application,

the number of times at which the internal application interface 1s invoked during
the preset period of counting invocations on the application interface,

the number of times at which the client application invokes the internal
application interface during the preset period of counting invocations on the internal
application interface from the client application.

The number of times at which the client application invokes, the number of times
at which the internal application interface is invoked, and the number of times at
which the client application invokes the internal application interface are all saved by
the cluster counter, which can reduce workload of the gateway.

One of the embodiments further comprises:

allocating, by the gateway, at least one thread to the application interface in
advance, and setting the at least one thread as an idle thread;

if the request for invoking from the client application is admitted by the gateway,
detecting whether the internal application interface has an idle thread;

if the internal application interface has at least one idle thread, selecting one
thread from the idle threads of the internal application interface as a current thread;

invoking, by the client application, the internal application interface by the current

thread, and setting the current thread as a working thread; and when the client
application finishes the invocation on the internal application interface, setting the
current thread as the idle thread;

if the internal application interface does not have an idle thread, suspending the
request for invoking from the client application, until the internal application interface
has at least one idle thread.

Accordingly, the internal application interface may be restricted by the threads,
thereby a great number of parallel invocations on one and the same internal

application interface may be avoided.
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Fig. 2 is a structure module diagram of a traffic control system of the present
disclosure, comprising: a gateway 21, and modules provided in the gateway 21 which
comprise:

an invocation request receiving module 2101, configured to receive a request for
invoking an internal application interface of an open platform from a client
application;

a traffic control rule acquirement module 2102, configured to acquire a traftic
control rule of the client application or the internal application interface;

a traffic detection module 2103, configured to detect whether the traffic control
rule is satisfied by the client application or the internal application interface, wherein
if the traffic control rule is satisfied by the client application or the internal application
interface, the request for invoking from the client application is admitted; otherwise,
the request for invoking from the client application 1s rejected.

In one of the embodiments,

during a preset period of counting invocations of an application, if a number of
times at which the client application invokes does not exceed an upper application
invocation threshold corresponding to the client application, the traffic control rule is
satisfied: otherwise, the traffic control rule is not satistied; or

during a preset period of counting invocations on an application interface, 1t a
number of times at which the internal application interface is invoked exceeds an

application interface threshold corresponding to the internal application interface,

the traffic control rule is satisfied; otherwise, the traffic control rule is not satisfied; or

during a preset period of counting invocations on the internal application
interface from the client application, if a number of times at which the client
application invokes the internal application interface does not exceed an upper joint
invocation threshold corresponding to both the client application and the internal
application interface, the traffic control rule is satisfied; otherwise, the tratfic control
rule 1s not satisfied.

One of the embodiments further comprises an analysis control system 22 which

communicates with the gateway 21, and
10
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a traffic warning module 221 provided in the analysis control system 22,
configured to:

acquire the number of times at which the client application invokes, by invoking
an access log for the gateway; if, during the preset period of counting invocations of
the application, it is detected that the number of times at which the client application
invokes exceeds an application invocation warning threshold corresponding to the
client application, acquire an email address of a contact of the client application and to
send a warning email to the email address of the contact, wherein the application
invocation warning threshold is no more than the upper application nvocation
threshold; or

acquire the number of times at which the client application invokes, by invoking
an access log for the gateway; if, during a preset period of counting invocations on the
internal application interface from the client application, it is detected that the number
of times at which the client application invokes the internal application interface
exceeds a joint invocation warning threshold corresponding to both the client
application and the internal application interface, acquire an email address of a contact
of the client application and to send a warning email to the email address of the

contact, wherein the joint invocation warning threshold is no more than the upper

jomt mvocation threshold.

One of the embodiments further comprises the analysis control system 22 which

communicates with the gateway, and

a module 222 provided in the analysis control system 22 for sending request for
updating upper application invocation threshold, configured to: acquire the number of
times at which the client application invokes, by invoking an access log for the
cateway, and calculate an estimated number of times at which the client application
invokes during a future increment estimation period; if the estimated number of times
of invocations exceeds the upper application invocation threshold corresponding to
the client application, save the upper application invocation threshold as a history
upper application invocation threshold, take a program identification of the client

application as an identification of the application to be updated, take the estimated
11
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number of times of invocations as an upper application invocation threshold to be

updated, send a request for updating the upper application invocation threshold which
includes the upper application invocation threshold to be wupdated and the
corresponding identification of the application to be updated; then after the increment
estimation period elapses, if no acknowledgement of a request for increasing the
upper application invocation threshold is received, take the history upper application
invocation threshold as the upper application invocation threshold to be updated, and
send the request for updating the upper application invocation threshold;

a module 2104 provided in the gateway 21 for receiving request for updating
upper application invocation threshold, configured to: receive the request for updating
the upper application invocation threshold sent from the analysis control system, and
update the upper application invocation threshold corresponding to the identification
of the application to be updated as the upper application invocation threshold to be
updated;

a module 2105 provided in the gateway 21 for receiving acknowledgement of
request for increasing upper application invocation threshold, configured to receive
the acknowledgement of the request for increasing the upper application invocation
threshold and forward the request to the analysis control system.

One of the embodiments further comprises the analysis control system 22 which
communicates with the gateway 21, and

a module 223 provided in the analysis control system 22 for sending request for
updating upper joint invocation threshold, configured to acquire the number of times
at which the client application invokes the internal application interface, by invoking
an access log for the gateway, and calculate an estimated number of times at which
the client application invokes the internal application interface during a future
increment estimation period; if the estimated number of times exceeds the preset
upper joint invocation threshold corresponding to the client application, save the
upper joint invocation threshold as a history upper joint invocation threshold, take a
program identification of the client application as an identification of the application

to be updated, take the estimated number of times as the upper joint invocation
12
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threshold, send a request for updating the upper joint invocation threshold which

includes the upper joint invocation threshold to be updated and the corresponding
identification of the application to be updated; then after the increment estimation
period elapses, if no acknowledgement of a request for increasing the upper joint
invocation threshold is received, take the history upper joint invocation threshold as
the upper joint invocation threshold to be updated, and send the request for updating
the upper joint invocation threshold;

a module 2106 provided in the gateway 21 for receiving request for updating
upper joint invocation threshold, configured to receive the request for updating the
upper joint invocation threshold sent from the analysis control system, and update the
upper joint invocation threshold corresponding to the identification of the application
to be updated as the upper joint invocation threshold to be updated;

a module 2107 provided in the gateway 21 for receiving acknowledgement of
request for increasing upper joint invocation threshold, configured to receive the
acknowledgement of the request for increasing the upper joint invocation threshold,
and forward the request to the analysis control system.

One of the embodiments further comprises:

a module 2108 provided in the gateway 21 for sending number of times of
invocations, configured to, when the request for invoking from the client application
is admitted, increase the number of times at which the client application invokes, and

the number of times at which the internal application interface is invoked, the number
of times at which the client application invokes the internal application interface; and
send those increased numbers of times to a cluster counter 23 which communicates
with the gateway;

a traffic detection module 2103 provided in the gateway 21, configured to, when
it detects whether the client application or the internal application interface satisties
the traffic control rule, acquire from the cluster counter 23:

the number of times at which the client application invokes during the preset
period of counting invocations of the application, or

the number of times at which the internal application interface is invoked during
13
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the preset period of counting invocations on the application interface, or

the number of times at which the client application invokes the internal
application interface during the preset period of counting invocations on the internal
application interface from the client application.

One of the embodiments further comprises

a thread allocation module 2109 provided in the gateway 21, configured to
allocate at least one thread to the application interface in advance and set the at least
one thread as an idle thread;

a thread detection module 2110 provided in the gateway 21, configured to detect
whether the internal application interface has an idle thread, if the request for
invoking from the client application is admitted;

wherein if the internal application interface has at least one idle thread, one
thread is selected from the idle threads of the internal application interface as a current
thread; the internal application interface is invoked by the client application using the
current thread, and the current thread is set as a working thread; when the client
application finishes the invocation on the internal application interface, the current
thread is set as an idle thread;

if the internal application interface does not have an idle thread, the request for
invocation of the client application is suspended, until the internal application
interface has at least one idle thread.

Fig. 3 is a structure diagram of one example of a traffic controlling system

according to the present disclosure. The system comprises a gateway 31, a distributed
centralized counter 32, a log analysis system 33 and a transaction control system 34.
A traffic-controlled dimension pool 311 is provided in the gateway 31 which 1s
dedicated in traffic control for invoking the internal application interface from the
client application. The distributed centralized counter 32 is used for saving the
number of times at which the client application invokes, the number of times at which

the internal application interface is invoked and the number of times at which the

client application invokes the internal application interface.

The log analysis system 33 and the transaction control system 34 together torm
14
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the aforesaid analysis control system. The log analysis system 33 obtains logs from

the gateway 31 for analyzing, and calculates whether the number of times at which the
client application invokes exceeds the application invocation warning threshold
corresponding to the client application during the preset period of counting
invocations of the application, or whether the number of times at which the chent
application invokes the internal application interface exceeds the joint tnvocation
warning threshold corresponding to both the client application and the internal
application interface during the preset period of counting invocations of the internal
application interface from the client application. If so, the transaction control system
34 is notified of sending the warning email. Wherein, the period of counting
invocations of the application and the period of counting invocations on the internal
application interface from the client application are set to be one day.

Meanwhile, the log analysis system 33 acquires the number of times at which the
client application invokes, and calculates the estimated number of times at which the
client application invokes during the future increment estimation period; acquires the
number of times at which the client application invokes the internal application
interface, and calculates an estimated number of times at which the client application
invokes the internal application interface during the future increment estimation
period. Then, the transaction control system 34 decides whether to send to the
cateway 31 the request for updating the upper application invocation threshold and

the request for updating the upper joint invocation threshold, based on the results of

the calculations performed by the log analysis system 33. The increment estimation
period is preferably set to be three days.

Accordingly, if the number of times at which the client application invokes
exceeds the application invocation warning threshold corresponding to the chent
application, or if the number of times at which the client application invokes the
internal application exceeds the joint invocation warning threshold corresponding to
both the client application and the internal application interface, the warning email
will be sent. Meanwhile, the estimated number of times at which the client application

invokes during the future increment estimation period and the estimated number of
15
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times at which the client application invokes the internal application interface during
the future increment estimation period are calculated, the upper application mnvocation
threshold and the upper joint invocation threshold are increased appropriately, and the
client application is temporarily allowed to use exceeding the upper limit, thereby
avoiding affecting user experience. After the increment estimation period, 1.e., three
days, elapses, if the client application does not acknowledge to increase the upper
limit, the upper application invocation threshold and the upper joint invocation
threshold will be adjusted down to the previous values. Thus, the client application
may be restricted to invoke the application interface.

The aforesaid embodiments only specify several modes of carrying out the
present disclosure, are described specifically in detail, but cannot be understood as the
restriction to the scope of the present patent for invention. It should be pomted out
that those skilled in the art can make some transformations and improvements without
departing from the conception of the present disclosure, and all those fall into the
protection scope of the present disclosure. Therefore, the protection scope of the

patent for invention should be subject to the claims attached.
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What is claimed is:

l. A trafTic control method, comprising:

receiving, by a gateway, a request for invoking an internal application interface
of an open platform from a client application;

acquiring, by the gateway, a traffic control rule of the client application or the
internal application interface;

detecting, by the gateway, whether the traffic control rule is satisfied by the client
application or the internal application interface; if so, admitting the request for
invoking from the client application; otherwise, rejecting the request for invoking

from the chient application.

2. The traflic control method of claim 1, wheremn

during a preset period of counting invocations of an application, if a number ot
times at which the client application invokes does not exceed an upper application
mvocation threshold corresponding to the client application, the traftic control rule 1s
satisfied; otherwise, the traffic control rule 1s not satisfied; or

during a preset period of counting invocations on an application interface, 1f a
number of times at which the internal application interface is invoked exceeds an
application interface threshold corresponding to the internal application interface,
the traffic control rule 1s satisfied; otherwise, the traffic control rule is not satisfied; or

during a preset period of counting invocations on the internal application
interface from the client application, if a number of times at which the client
application invokes the internal application interface does not exceed an upper joint
invocation threshold corresponding to both the client application and the mnternal
application interface, the traffic control rule is satisfied; otherwise, the traffic control

rule 1s not satistied.

3. The traffic control method of claim 2, further comprising:
acquiring, by an analysis control system which communicates with the gateway,

the number of times at which the client application invokes, by invoking an access log
17
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for the gateway; if, during the preset period of counting invocations of the application,
it 1s detected that the number of times at which the client application invokes exceeds
an application invocation warning threshold corresponding to the client application,
acquiring an email address of a contact of the client application and sending a warning
emall to the email address of the contact, wherein the application invocation warning
threshold 1s no more than the upper application invocation threshold; or

acquiring, by an analysis control system which communicates with the gateway,
the number of times at which the client application invokes, by invoking an access log
for the gateway; if, during a preset period of counting invocations on the internal
apphication interface from the client application, it i1s detected that the number of times
at which the client application invokes the internal application interface exceeds a
joint mvocation warning threshold corresponding to both the client application and the
internal application interface, acquiring an email address of a contact of the client
application and sending a warning email to the email address of the contact, wherein

the joint invocation warning threshold is no more than the upper joint invocation

threshold.

4. The traffic control method of claim 2, further comprising:

acquiring, by an analysis control system which communicates with the gateway,
the number of times at which the client application tnvokes, by invoking an access log
for the gateway, and calculating an estimated number of times at which the client
application invokes during a future increment estimation period; if the estimated
number of times of invocations exceeds the upper application invocation threshold
corresponding to the client application, saving the upper application invocation
threshold as a history upper application mvocation threshold, taking a program
identification of the client application as an identification of the application to be
updated, taking the estimated number of times of invocations as an upper application
invocation threshold to be updated, sending a request for updating the upper
application mvocation threshold which includes the upper application invocation

threshold to be updated and the corresponding identification of the application to be
18
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updated; then after the increment estimation period elapses, if no acknowledgement of
a request for increasing the upper application invocation threshold is received, taking
the history upper application invocation threshold as the upper application invocation
threshold to be updated, and sending the request for updating the upper application
invocation threshold;

recetving, by the gateway, the request for updating the upper application
invocation threshold sent from the analysis control system, and updating the upper
application mvocation threshold corresponding to the identification of the application
to be updated as the upper application invocation threshold to be updated;

receiving, by the gateway, the acknowledgement of the request for increasing the
upper application invocation threshold, and then forwarding the request to the analysis

control system.

5. The traftic control method of claim 2, further comprising:

acquiring, by an analysis control system which communicates with the gateway,
the number of times at which the client application invokes the internal application
interface, by invoking an access log for the gateway, and calculating an estimated
number of times at which the client application invokes the internal application
interface during a future increment estimation period; if the estimated number of
times exceeds the preset upper joint invocation threshold corresponding to the client
application, saving the upper joint invocation threshold as a history upper joint
invocation threshold, taking a program identification of the client application as an
identification of the application to be updated, taking the estimated number of tunes
as the upper joint mmvocation threshold, sending a request for updating the upper joint
invocation threshold which includes the upper joint invocation threshold to be updated
and the corresponding identification of the application to be updated; then after the
increment estimation period elapses, if no acknowledgement of a request for

iIncreasing the upper joint invocation threshold is received, taking the history upper

joint invocation threshold as the upper joint invocation threshoid to be updated, and

sending the request for updating the upper joint invocation threshold;
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recelving, by the gateway, the request for updating the upper joint invocation

threshold sent from the analysis control system, and updating the upper jomnt
invocation threshold corresponding to the identification of the application to be
updated as the upper joint invocation threshold to be updated;

receiving, by the gateway, the acknowledgement of the request for increasing the
upper joint invocation threshold, and forwarding the request to the analysis control

system.

6. The traffic control method of claim 1, further comprising;
when the request for invoking from the client application i1s admitted by the
gateway, increasing the number of times at which the client application invokes, the
number of times at which the internal application interface is invoked, and the number
of times at which the client application invokes the internal application interface; and
sending those increased numbers of times to a cluster counter which communicates
with the gateway;
when the gateway detects whether the client application or the internal
application interface satisfies the traffic control rule, acquiring from the cluster
counter:
the number of times at which the client application mvokes during a preset
period of counting invocations of an application, or
the number of times at which the internal application interface is invoked
during a preset period of counting invocations on an application interface, or
the number of times at which the client application invokes the internal
application interface during a preset period of counting invocations on the internal

application interface from the chient application.

7. The traffic control method of claim 1, further comprising:
allocating, by the gateway, at least one thread to the application interface in
advance, and setting the at least one thread as an idle thread;

if the request for invoking from the client application is admitted by the gateway,
20
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detecting whether the internal application interface has an idle thread;

it the internal application interface has at least one idle thread, selecting one
thread from the idle threads of the internal application interface as a current thread;
invoking, by the client application, the internal application interface by the current
thread, and setting the current thread as a working thread; and when the client
application finishes the invocation on the internal application interface, setting the
current thread as the idle thread;

if the internal application interface does not have an idle thread, suspending the
request for invoking from the client application, until the internal application interface

has at least one 1dle thread.

8. A traffic control system, comprising a gateway and modules provided in the
gateway, which comprise:

an 1nvocation request receiving module, configured to receive a request for
invoking an internal application interface of an open platform from a client
application;

a traffic control rule acquirement module, configured to acquire a traffic control
rule of the client application or the internal application interface;

a trathic detection module, configured to detect whether the traffic control rule is
satisfied by the client application or the internal application interface, wherein 1f the

traffic control rule 1s satistfied by the client application or the internal application

interface, the request for invoking from the client application is admitted; otherwise,

the request for invoking from the client application 1s rejected.

9. The traflic control system of claim 8, wherein

during a preset period of counting invocations of an application, if a number of
times at which the client application invokes does not exceed an upper application
invocation threshold corresponding to the client application, the traffic control rule 1s
satisfied: otherwise, the traffic control rule is not satisfied; or

during a preset period of counting invocations on an application interface, 1if a
21
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number of times at which the internal application interface is invoked exceeds an

application interface threshold corresponding to the internal application interface,
the traffic control rule is satisfied; otherwise, the traffic control rule is not satisfied; or

during a preset period of counting invocations on the internal application
interface from the client application, if a number of times at which the client
application invokes the internal application interface does not exceed an upper joint
invocation threshold corresponding to both the client application and the internal
application interface, the traffic control rule is satisfied; otherwise, the traffic control

rule 1s not satisfied.

0. The traffic control system of claim 9, further comprising:
an analysis control system which communicates with the gateway; and
a traffic warning module provided in the analysis control system, configured to:
acquire the number of times at which the client application invokes, by
invoking an access log for the gateway; if, during the preset period of counting
invocations of the application, it is detected that the number of times at which the
client application invokes exceeds an application invocation warning threshold
corresponding to the client application, acquire an email address of a contact of the
client application and to send a warning email to the email address of the contact,
wherein the application invocation warning threshold is no more than the upper
application invocation threshold; or
acquire the number of times at which the client application invokes, by
invoking an access log for the gateway; if, during a preset period of counting
invocations on the internal application interface from the client application, it is
detected that the number of times at which the client application invokes the internal
application interface exceeds a joint invocation warning threshold corresponding to
both the client application and the internal application interface, acquire an email
address of a contact of the client application and to send a warning email to the email
address of the contact, wherein the joint invocation warning threshold 1s no more than

the upper joint invocation threshold.
22



CA 029327745 2016-06-03

FP160125

[1. The traffic control system of claim 9, further comprising:
an analysis control system which communicates with the gateway; and
a module provided in the analysis control system for sending request for
5 updating upper application invocation threshold, configured to:
acquire the number of times at which the client application invokes, by
invoking an access log for the gateway, and calculate an estimated number of
times at which the client application invokes during a future increment
estimation period; if the estimated number of times of invocations exceeds the
10 upper application invocation threshold corresponding to the chlient application,
save the upper application invocation threshold as a history upper application
Invocation threshold, take a program identification of the client application as an
identification of the application to be updated, take the estimated number of
times of invocations as an upper application invocation threshold to be updated,
I35 send a request for updating the upper application invocation threshold which
includes the upper application invocation threshold to be updated and the
corresponding 1dentification of the application to be updated; then after the
icrement estimation period elapses, if no acknowledgement of a request for
increasing the upper application invocation threshold 1s received, take the
20 history upper application invocation threshold as the upper application

invocation threshold to be updated, and send the request for updating the upper

application invocation threshold;
a module provided in the gateway for receiving request for updating upper
application mvocation threshold, configured to: receive the request for updating the
25 upper application nvocation threshold sent from the analysis control system, and
update the upper application invocation threshold corresponding to the identification
of the application to be updated as the upper application invocation threshold to be
updated;
a module provided in the gateway for receiving acknowledgement of request for

30  mcreasing upper application invocation threshold, configured to receive the
23



10

5

20

2

30

CA 029327745 2016-06-03

FP160125

acknowledgement of the request for increasing the upper application invocation

threshold and forward the request to the analysis control system.

12. The traftic control system of claim 9, further comprising:

an analysis control system which communicates with the gateway; and

a module provided in the analysis control system for sending request for
updating upper joint invocation threshold, configured to acquire the number of times
at which the client application invokes the internal application interface, by invoking
an access log tfor the gateway, and calculate an estimated number of times at which
the client application invokes the internal application interface during a future
increment estimation period; if the estimated number of times exceeds the preset
upper joint mvocation threshold corresponding to the client application, save the
upper joint invocation threshold as a history upper joint invocation threshold, take a
program identification of the client application as an identification of the application
to be updated, take the estimated number of times as the upper joint invocation
threshold, send a request for updating the upper joint invocation threshold which
includes the upper joint invocation threshold to be updated and the corresponding
identification of the application to be updated; then after the increment estimation
period elapses, if no acknowledgement of a request for increasing the upper joint
invocation threshold 1s received, take the history upper joint invocation threshold as
the upper joint invocation threshold to be updated, and send the request for updating
the upper joint invocation threshold;

a module provided in the gateway for receiving request for updating upper joint
invocation threshold, configured to receive the request for updating the upper joint
invocation threshold sent from the analysis control system, and update the upper joint
invocation threshold corresponding to the identification of the application to be
updated as the upper joint invocation threshold to be updated;

a module provided 1n the gateway for receiving acknowledgement of request for
Increasing upper joint invocation threshold, configured to receive the

acknowledgement of the request for increasing the upper joint invocation threshold,
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and forward the request to the analysis control system.

13. The traffic control system of claim 8, further comprising:

a module provided in the gateway for sending number of times of invocations,
configured to, when the request for invoking from the client application is admitted,
Increase the number of times at which the client application invokes, and the number
of times at which the internal application interface is invoked, the number of times at
which the client application invokes the internal application interface; and send those
increased numbers of times to a cluster counter which communicates with the
gateway;

a traffic detection module provided in the gateway, configured to, when it detects
whether the client application or the internal application interface satisfies the traffic
control rule, acquire from the cluster counter:

the number of times at which the client application invokes during a preset
period of counting invocations of an application, or

the number of times at which the internal application interface is invoked
during a preset period of counting invocations on an application interface, or

the number of times at which the client application invokes the internal
application interface during a preset period of counting invocations on the internal

application interface from the client application.

14. The traffic control system of claim 8, further comprising:

a thread allocation module provided in the gateway, configured to allocate at
least one thread to the application interface in advance and set the at least one thread
as an 1dle thread;

a thread detection module provided in the gateway, configured to detect whether
the internal application interface has an idle thread, if the request for invoking from
the client application is admitted;

wherein if the internal application interface has at least one idle thread, one

thread is selected from the idle threads of the internal application interface as a current
25
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thread; the internal application interface is invoked by the client application using the
current thread, and the current thread is set as a working thread; when the client
application finishes the invocation on the internal application interface, the current
thread is set as an idle thread;

it the internal application interface does not have an idle thread, the request for
invocation of the client application is suspended, until the internal application

interface has at least one idle thread.
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