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Communication mechanism for data processing devices

The present invention relates to the field of data processing. More particularly, the invention

relates to controlling communications between a data processing device and a service.

There are ever increasing numbers of devices within the home, office buildings or the outdoor
environment that have processing and communication capabilities which allow such devices to
interact with other processing devices and cloud services. Furthermore, there are also an increasing
number of mobile-mobile devices which allow a user to connect to cloud services over a network

connection.

Everyday objects and relatively small scale processing devices may be connected to each
other and to central platforms as part of the “Internet of Things™ (IoT). For example, a heating system
in the home may gather information from various temperature sensors and control the activation of
heaters based on the gathered information; a factory pollution monitoring sensor may gather
information from various chemical sensors and arrange maintenance based on the gathered
information; whilst a healthcare provider may use wireless sensors, such as a heart ratc monitor to
track the health of patients whilst at home. In the cases described above the data 1s generally

forwarded to a cloud service on the internet.

However, such devices tend to have problems accessing network enabled devices to access
the network because of verification problems, and therefore devices experience problems uploading

the gathered data to the cloud, thereby detracting from the user experience.
It would therefore be advantageous to address the aforementioned problems.

According to a first aspect of the invention there 1s provided a method for controlling
communications between a data processing device 1n a first network and a target service 1n a second

nctwork via a gateway apparatus in accordance with claim 1.

The method may further comprise: transmitting an 1dentity authentication challenge from the
gateway apparatus to the data processing device; transmitting a response to the identity authentication
challenge from the data processing device to the gateway apparatus; verifying the response to the

1dentity authentication challenge at the gateway apparatus.

The method may further comprise: receiving a tratfic policy certificate comprising information
relating to the data processing device from a resource associated with a trusted party, wherem the trusted
party has a relationship with the gateway apparatus and the data processing device; confirming the

authentication status of the device credentials with the resource associated with the trusted third party.

The method may further comprise: transmitting a gateway credential from the gateway

apparatus to the data processing device; verifying the gateway credential at the gateway apparatus.

1
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The method may further comprise: maintaining the communication path between the data
processing device and the target service 1f the status of the data processing device 1s authenticated by

the resource.

The method may further comprise: terminating the communication path between the data
processing device and the target service 1f the status of the data processing device 1s not authenticated

by the resource.

The 1dentity authentication challenge may comprise a nonce, and wherein the response to the
1dentity authentication challenge may comprise signing the nonce with a cryptographic key associated

with the data processing device.

The device credentials may comprise a device certificate 1ssued by the trusted party, wheremn
the device certificate comprises the information relating to the target service and, wheremn the
information relating to the target service comprises an indication of the location of the target service

the second network, including: a URL, Host Name, IPv6 address and/or an IPv4 address.

The device certificate further comprises permissions associated with the data processing device,

wherein the permissions include: bandwidth allowance, trattic allowance over a period, and/or peak

trattic allowance for a defined period.

The device credentials may comprise a certificate chain, wheremn the certificate chain 1s

traceable to the trusted party.

The request to communicate with the target service may comprise a signal known to the

gateway apparatus, wherein the signal may comprise a cryptographic key of the trusted party.

The signal may comprise a string, a class or a globally unique identifier (GUID) or universally

unique 1dentifier (UUID).

The method may further comprise: receiving the signal at the gateway apparatus; determining
whether access to the second network 1s available at the gateway apparatus; 1f 1t 1s determined that
access to the second network 1s available, communicating the availability of access to the data

processing device, wherein the second network may be the internet.

The method may further comprise: provisioning the data processing device from the target

SCTVICE.
The first network may comprise a plurality of nodes arranged 1n a mesh network.

The method may further comprise: connecting the data processing device to a node of the
plurality of nodes using an unsecure network connection of the node; transmitting the request from the

node to the gateway apparatus using the shortest communication path through the mesh network.
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The method may further comprise: encrypting the communication path through the mesh

network .
The gateway may comprise a mobile device.

The step of connecting the data processing device to a node of the plurality of nodes using an
unsecure network connection of the node may occur over one of Bluetooth Low Energy®, WiF1®, Wik1

direct or ZigBee®.

The step of transmitting the request from the node to the gateway apparatus using the shortest

communication path through the mesh network may occur over one of Bluetooth Low Energy®, Wi1F1®,

WiF1 direct or ZigBee®.

The step of transmitting a request to communicate with the target service and device credentials

from the data processing device to the gateway apparatus may occur over one of Bluetooth Low

Energy®, W1F1®, Wi1F1 direct or ZigBee®.

The request to communicate with the target service and the device credentials may be

transmitted 1n the same data packet.
The gateway apparatus may be a node within a mesh network.

The method may comprise: limiting communication between the data processing device and

the target service in only one direction.

The method may comprise: monitoring data communications between the data processing

device and the target service.

The method may comprise: attributing responsibility for the data communications to a party

such as the target service, or manufacturer of the device, or user of the device.

According to a second aspect, there 1s provided a method of recerving at a data processing
device m a first network communications from a target service m a second network via a gateway

apparatus 1n accordance with claim 33.

The device credentials may comprise a certificate, wherein the certificate 1s part of a certificate

chain, and wherein the certificate comprises the location of the target service.

The communication between the data processing device and the target service may comprise

provisioning data for the device from the target service.
The gateway apparatus may comprise a node within a mesh network.

The method may comprise: monitoring the communication between the data processing device

and the target service.
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The method may comprise: attributing responsibility for the communication to a party such as

the target service, or manufacturer of the device, or user of the device.
According to a third aspect, there 1s provided an apparatus 1n accordance with claim 41.

The apparatus may be capable of communicating with a resource of a trusted party to receive
tratfic policy certificates therefrom, wherein the apparatus may be capable of controlling the

communication path between the data processing device and the target service based on the trattic

policy certificates.

The apparatus may be responsive to signals within public broadcasts from a data processing

device 1in proximity thereto.

According to a fourth aspect there 1s provided a data processing device 1n accordance with

claim 45.

The device credential may comprise permissions associated with the data processing device.

The device credential may comprise a certificate chain operable to demonstrate a chain of trust

traceable to a trusted party known to the gateway apparatus.

The data processing device may be operable to generate public broadcasts comprising signals,

wherein the signals comprise a request to communicate with a gateway apparatus.

Embodiments will now be described, by way of example only, and with reference to the

accompanying drawings of which:

Figure 1 1s a schematic diagram of a network infrastructure, comprising a local network and

an external network according to an embodiment:;

Figure 2 1s a schematic diagram of the network infrastructure of Figure 1 1n greater detail;

Figure 3 1s a schematic diagram showing the communication flow between a device and a

border router of Figure 2;

Figure 4a 1s a schematic diagram of a certificate chain structure according to an embodiment;

Figure 4b shows an 1llustrative example of a certificate of the certificate chain structure of

Figure 4a;

Figure 4¢ shows a further 1llustrative example of a certificate of the certificate chain structure

of Figure 4a;

Figure 4d shows a further illustrative example of a certificate of the certificate chain structure

of Figure 4a;
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Figure 4¢ shows an 1llustrative example of a chain of trust provided by the certificate chain

structure of Figure 4a;
Figure 5 1s a schematic diagram of the network infrastructure of Figure 2 1n greater detail; and

Figure 6 1s a schematic diagram of a network infrastructure having a data processing device

and services on different networks according to an embodiment.

Figure 1 1s a schematic diagram showing an 1llustrative example of a network infrastructure 1,
comprising a first network 2 and a second network 4, whereby devices (D) within the first network are

operable to communicate with services 1n the second network 4 via a gateway 6.

In the present example, the first network 2 1s a local network (¢.g. an office environment),
whilst the second network 4 1s an external network (e.g. the intemet), whereby devices (D) within the

local network 2 are operable to communicate with the external network 4 via a gateway apparatus 6.

The gateway 6 (for example a border router or a mobile phone) generally comprises
processing circultry (not shown) memory circuitry (not shown), and communications circuitry (not
shown) and 1s configured to control communications between the local network 2 and the external
nctwork 4, and to determine and control access rights and privileges of devices (D) within the local

network 2 based on credentials associated with the devices (D).

The local network 2, comprises a plurality of nodes (N) (¢.g. Bluctooth Low Encrgy® BLE
routers/mesh routers; WiF1® routers/mesh routers, WiF1® direct routers/mesh routers, ZigBee®
Routers/mesh routers) arranged, 1n the present example, as a mesh network. The nodes (N) have an
established relationship with the local network 2, whereby, for example, the nodes (N) are provided

with a network key 3 for the local network 2.

Whilst the nodes (N) are operable to communicate with other nodes (N) 1in the mesh network
using a primary protocol (¢.g. using a WiFi®/BLE®/ZigBee® mesh protocol), the nodes (N) are
operable to communicate with devices (D) seeking to connect therewith using the primary protocol
and/or using a protocol other than the primary protocol. For example, 1f the nodes (N) are WiF1®
routers, the node-to-node communication within the mesh network 8 will be undertaken using WiF1®
protocol. However, each node (N) 1s also operable to communicate with devices (D) using the
primary WiF1® protocol or by using a different protocol, for example, using BLE® or ZigBee®

protocol.

It will be appreciated that the nodes (N) may have access to several networks (e.g. between 1

and 10 networks), comprising at least one secured network and at least one unsecured (open) network.

In the present example, the nodes (N) are shown to generate unsecure network

announcements (U) 11 and, optionally, secure network announcements (S) 12, whereby such

5
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announcements mclude the service set ID (SSID) or extended basic service set ID (ESSID) of the

network.

It will be appreciated that any number of data processing devices can be used to connect to
the nodes (N). Such data processing devices include, but are not limited to, mobile devices (e.g.
smartphones), wearable devices (smartwatches, heart rate monitors) or embedded devices €.g. as
described below 1n relation to Figure 7, and including, but not limited to, heartbeat monitors, fitness

bands, pens, light bulbs or any suitable IoT device.

In the present example, device (D) 1s an unprovisioned device which requires to connect to a
target service 16 (¢.g. a server, website, application, device) located on the external network 4, from
which 1t can obtain provisioning data. However, 1t will readily be appreciated that the device (D) may
alrcady be provisioned 1s seeking to access the service 16 for another reason (¢.g. to upload data

thereto or to obtain firmware therefrom)

The device (D) comprises identification credentials provided thercon. In the present example,
the credentials comprise a cryptographic key unique to the device (€.g. a private key), whereby the
device 1s operable to sign and encrypt communications with 1ts cryptographic key. Devices having a
corresponding key (e.g. the device’s (D) public key) can then verify that communications originated
from the device (D) by verifying/decrypting the communications using the public kev. Such

techniques are well known to persons skilled 1n the art.

The device (D) also comprises information relating to the service 16 within the external
nctwork 4 which the device (D) requires access to. The information includes, for example: URLs,
Host Names, IPv6 addresses and/or IPv4 addresses of the service 16. In the present example the
information 1s provided within a device certificate installed on the device. The certificate may also
list permissions associated with the device (D), including, for example: bandwidth allowance, traffic

allowance over a period, and/or peak traffic allowance for a defined period.

The device (D) also comprises verification associated with a trusted 3™ party (trusted issuer
18) that the certificate(s) 1s approved by the trusted 1ssuer. The verification may, for example
comprise a cryptographic key or a signature of the trusted 1ssuer, which 1s installed on manufacture of
the device (D). The trusted 1ssuer 18 has a relationship with the gateway 6, whereby the gateway 6 1s
operable to recognise the verification associated with the trusted 1ssuer 18. The trusted 1ssuer 18 may
comprise a hardware or software resource (trusted 1ssuer resource), such as a server, registry, website,

cloud service.

In the present embodiment, the gateway 6 comprises a cryptographic key of the trusted 1ssuer

18 therecon.
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On entering the internal network 2, (for example, by being powered on 1n proximity to one of
the nodes (N)), the device (D) scans for an unsecured network announcement (U) to which 1t can

connect.

On detecting the unsecured network announcements (U) from the nodes (N), the device (D)
joins the network automatically 1f the unsecure network 11 1s unencrypted, or if encrypted or requires
pairing, by using a known password/pairing key, which may, for example, be printed on the device by

a manufacturer and entered by a user on a configuration page of the node (N).

The node (N) to which the device connects, establishes an encrypted connection with the
gateway 6, using the shortest possible communication path, The encrypted connection may be
established using any suitable encryption protocol, for example using TLS, such as secure socket

layer security (SSL).

The communication path for the encrypted connection can extend through other nodes (N) 1n
the local network 2 as required to fulfil the requirement of the shortest communication path to the

gateway 6.

Any suitable method/protocol may be used to 1dentify the shortest communication path, for

example by analysis of signal strength of the surrounding nodes (N), or using the open shortest path

first (OSPF) protocol.

Using the encrypted connection provides security for the local network 2 and the external
network 4, 1n that 1f the device (D) 1s compromised by an attacker (for example by spyware/malware),
the attacker cannot break out from the encrypted connection, and, so cannot compromise other nodes

(N) or other devices connected to nodes (N) within the local network 2.

Furthermore using the shortest communication path also provides security for the local

nctwork 4 1n that the number of nodes (N) which an attacker could compromise 1s minimised.

Once the encrypted connection 1s established, the request from the device (D) 1s forwarded to
the gateway 6. The gateway 6 verifies the device’s credentials, and also verifies that the device
certificate 1s approved by the trusted 1ssuer 18. The verification by the device (D) 1s undertaken
locally at the gateway 6, whereby, for example, the gateway 1s operable to verify the device’s

credentials and certificate, for example by using cryptographic keys recerved from the trusted 1ssuer

18 and/or the device (D).

On venfying the device’s (D) credentials and the certificate, the gateway 6 controls
communication between the device (D) and the service 16 listed 1n the certificate for example, for
provisioning of the device (D) by the service 16 or for uploading data to the service 16. It will be

recognised that service 16 may comprise a single service, or may comprise a plurality of services to
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which the device requests a connection, or the service 16 may be the internet as a whole, whereby the

certificate requests unlimited access to the internet.

The gateway 6 1s operable to monitor communications between the device (D) and the service
16, such that 1t can attribute responsibility for any data traffic to a party (¢.g. a company,
manufacturer, user of a device, owner of a device). For example, 1f a device (D) uploads data to
service 16, and incurs traffic charges, then the charges could be passed to, for example, a company

which owns the service 16 (traceable through information on the certificate).

If the credentials and/or the certificate presented to the gateway 6 are not valid, then the
gatcway 6 1s operable to prevent access to the service 16 listed within the certificate. The border
router 6 will also prevent access to services 20 which are not listed 1n the certificate by enforcing a

communication block on such services 20 for the device (D).

Figure 2 illustrates 1n greater detail, an example of a communication between device (D),
within the local network 2 and the service 16 (shown as a cloud service i Figure 2) via a gateway
apparatus, which 1s shown as a border router 26 1n the present illustrative example, whilst Figure 3
describes the communication flow between the device (D) and border router 26. In the present
example, a certificate chain structure 30, comprising certificates relating to different aspects of the
device, 1s provided on the device, €.g. at manufacture, in order to prove that 1t 1s permitted to access

the service 16. The certificate chain structure 30 1s described in Figures 4a — 4d.

In the present example, the device (D) connects with node 22 using the unsecure network

connection of node 22, for example over BLE and requests to connect to the border router 26.

Using the network key 3, the node 22 establishes an encrypted communication path 24 (¢.g.
using TLS) with the border router 26 via node 28 (¢.g. using WiF1® meshing), using the shortest
communication path to the border router 26 and forwards the request from the device (D) to the
border router 26 (Step 101 Figure 3). In the i1llustrative example, the request 1s shown to originate

from the device (D) and not the node (N) which forwards the request to the border router 26.

In the present example, the request comprises a root key 32 associated with the trusted 1ssuer
which 1s mnstalled on the device (D) at manufacture (¢.g. in firmware). The root key 32 1s also known
to the border router 26 and 1s recognised as a request to communicate with the border router 26. In
alternative embodiments, the request may comprise a basic ping, or any suitable signal which

indicates that a device wishes to communicate with the border router 26.

On recerving the root key 32 from the device (D), the border router 26 recognises the root

key 32 as a request from the device (D) to communicate therewith, and the border router 26 returns a
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challenge for the device (D) to prove that 1t 1s the device (D) which 1t purports to be (Step 102 Figure
3).

The device (D) may also require that the border router 26 1dentifies itself to the device (D) to
prove that 1t 1s trusted to communicate therewith, 1.¢. mutual authentication. For example, the border
router 26 may recognise that the request from the device (D) to communicate therewith also requires

the border router 26 to 1dentify itself to the device (D).

In order to 1dentify 1tself to the device (D), the border router 26 may, for example, provide a
gateway certificate cryptographically signed by the trusted 1ssuer to the device, which the device can
verity with the root key 32. The gateway certificate 1s installed on the border router 26 at
manufacture, or 1t may be obtained subsequently from the trusted issuer resource 1n communication

therewith. In the present illustrative example, the trusted 1ssuer resource 1s database server 50.

In the present example, the border router 26 1ssues a cryptographic nonce, which the device
(D) cryptographically signs, for example, using a cryptographic key installed thereon by a

manufacturer (¢.g. the device’s private key). The signed nonce 31 1s 1llustrated 1in Figure 4a.

On returning the signed nonce 31 to the border router 26, the device (D) also attaches a

certificate containing the device’s public key, and which also contains a list of target services to which

1t requests access, and any associated permissions (Step 103 Figure 3).

If not satisfied with the device’s credentials, the border router 26 requests that the device (D)

further proves that 1t 1s permitted to access the service 16 listed 1n the certificate (Step 104 Figure
103).

Step 104 1s repeated whereby the device (D) transmits a certificate chain 30 to the border
router 26 to prove that 1t 1s permitted to access the service 16, whereby each certificate in the chain
relates to a different aspect of the device, whereby each certificate 1s cryptographically signed to
demonstrate a chain of trust back which can ultimately be traced to the trusted 1ssuer as will be

described below, to demonstrate the highest level of trust.

For example, a certificate may relate to the specific class of device within which the device
(D) falls (e.g. fitness equipment/medical equipment/timekeeping equipment). Another certificate may
relate to the device manufacturer, another certificate may relate to a particular type of communication

stack used 1n the device, whilst another may relate to the type of processor used 1n the device.

In the present example, the certificate chain comprises a device certificate, a device class

certificate and a manufacturer certificate.

At step 103, the device (D) responds to the requests for further certificates by transmitting all

certificates 1n the chain mn turn, until 1t transmaits the final certificate.

9
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The first certificate 34, which 1n the present example 1s the device certificate, comprises the
information on the service 16 which the device (D) requires access to, for example: URLs, Host
Names, IPv6 addresses and/or IPv4 addresses. The certificate may also list permissions associated
with the device (D), including, for example: bandwidth allowance, traffic allowance over a period
(¢.g. KB/day), and/or peak traffic allowance for a defined period (¢.g. (KB/10min). The first
certificate 34 also comprises the device’s public key 38, and 1s signed using the device class’s private

key. An example certificate code for the device certificate 34 1s shown 1n Figure 4b.

The second certificate 40, which 1n the present example 1s a device class certificate,
comprises the device class’s public key 42 and 1s signed using the device manufacturer’s private key.

An example certificate code for the second certificate 40 1s shown m Figure 4c.

The third certificate 44, which 1n the present example 1s a manufacturer’s certificate,
comprises the device manufacturer’s public key 46 and 1s signed using the trusted 1ssuer’s private key.

An example certificate code for the third certificate 44 1s shown in Figure 4c¢.

The final certificate 1s signed using the trusted 1ssuer’s private key, which can be verified
using the root key 32, or using a public key of the trusted 1ssuer provided to the border router 26 by
the trusted 1ssuer, and therefore, the border router 26 verities all the certificates, and further verifies
the signed nonce provided by the device (D) using public keys within the certificate chamn 30.

Therefore, 1t will be seen that the certificate chain 30 1s traceable to the trusted 1ssuer.

Once the border router 26 1s satisfied that the device (D) 1s approved to access the requested
service 16 by the trusted 1ssuer, and also verifies that the device (D) 1s that which 1t purports to be,
then the border router 26 establishes an encrypted connection 25 (¢.g. TLS) with the service 16 and
allows device (D) to access the service 16 via the connection 25, thereby controlling the connection to

the service 16 by the device (D).

However, 1f one of the certificates 1n the certificate chain 30 1s not sent to the border router

26, the border router 26 1s operable to prevent the device (D) accessing the service 16.

The border router 26 1s operable to retain the cryptographic keys and certificates 1n a data
store 1n memory, and so 1s operable to venty certificates received thereby without having to 1ssue

requests to devices.

The certificate chain structure provides for an intelligent approval/control mechanism by the
border router 26, whereby, for example, 1t a particular class of device 1s found to be casily
compromised or hacked, then the border router 26 1s provided with instructions to communicate with
the database server 50 to verify whether device (D) presenting a particular device class certificate 40

should be allowed or denied access to a particular service 16.

10
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The functionality also applies to device certificates 34 and manufacturer certificates 44,
whereby, 1f a manufacturer 1s identified to have manufactured easily compromised devices, or if the
trusted 1ssuer breaks 1ts relationship with a particular manufacturer, then the border router 6 1s
provided with instructions to communicate with the database server 50 to verity whether device (D)
presenting a particular manufacturer certificate 44 should be allowed or denied access to a particular

service 16.

The mstructions to communicate with the database server 50 may comprise, for example, a
trattic policy certificate detailing the certificates aftected. The tratfic policy certificate may be
oenerated and sent to the trusted 1ssuer by any party, for example a manufacturer or web service 16 on
1dentifying a potential 1ssue with a device, class of device, or manufacturer. Alternatively the trusted

1Ssuer can generate a traffic policy certificate of 1ts own volition.

The trattic policy certificate may mstruct the border router 26 to connect the device (D) to the
service 16 before communicating with database server 50, or the tratfic policy certificate may request
that the border router 26 deny access to the web service 16 until first communicating with the

database server 30.

In the present example, the database server 50 comprises a blacklist database 52 having
details of devices (e.g. device certificates), device classes (e€.g. device class certificates) and
manufacturers (¢.g. manufacturer certificates) which are blacklisted from accessing the service 16, 1.¢.
which are untrusted, and should be denied access to the service 16. The blacklist 52 may also include

details of services to which requests for access should be denied.

Therefore, 1t will be appreciated that, using the functionality described above, it 1s possible for
the border router to examine the certificate chain structure presented thereto by a device and
selectively prohibit a single device from accessing a requested service 1f 1t 1s listed on the blacklist
database. It will also be possible to selectively control access to services for a particular device,
devices within a specific class or devices made by a common manufacturer 1f the respective

certificates are on the blacklist database.

Such functionality 1s i1llustratively shown in Figure 4¢, whereby the boundaries (B) illustrate
the different aspects of a device covered by a particular certificate, and how a gateway apparatus (¢.g.
border router) could 1dentify specific devices, device classes, or manufacturers based on a certificate
chain presented thereto. Figure 4¢ also demonstrates how all certificates 1n a certificate chain are

traceable to a trusted 1ssuer.

For example, 1f device class 1 was found to be compromised, then the gateway, on receiving a
traffic policy certificate relating to device class 1 from the trusted 1ssuer, could prevent devices D1 —

D3, within device class 1, from accessing a service. However, 1f a traffic policy certificate was merely
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1ssued 1n relation to a particular device, for example D2, then the gateway can prevent D2 from

accessing the service, without affecting access of devices D1, or D3-D9.

Furthermore, 1f a particular manufacturer becomes untrusted by the trusted 1ssuer, a tratfic
policy certificate could be 1ssued by the trusted 1ssuer to the gateway to prevent any device made by
that manufacturer from accessing services. For example, 1f manufacturer 2 1s 1identified to be a rogue
manufacturer, then the trusted 1ssuer would 1ssue a tratfic policy certificate 1 relation to manufacturer
2 to the gateway, and the gateway could prevent any devices made by manufacturer 2 from accessing

the service 1.e. D7, D8 and D9 as shown 1n the example of Figure 4e.

It will be seen 1n Figure 4¢ that the root kev has the highest trust level, with the device
certificate having the lowest trust level, below the device class certificate, which 1n turn 1s below the

manufacturer certificate.

Revocation of access to a service by the gateway 1s not required to be mstantancous. The
database server 1s provided to verify certificates whilst communication 1s ongoing between the device
and the service. However, 1t will be appreciated that communication may be prohibited at any time,
and the gateway 1s operable to revoke access to a service for a device, device class or manufacture 1f a
traffic policy certificate 1s 1ssued even after communication between a device and service 1s mitially

allowed by the gateway.

Furthermore, all certificates may be provided with an expiration duration, such that, for
example, 1f a certificate n a chain of certificates received from a device has expired, or if a certificate
expires after the gateway allows access to the service, the gateway can verify with the database server
as to whether an updated device certificate 1s available. In such a scenario, the gateway 1s operable to
control (¢.g. allow or deny) communication between the device and the service until the expiration
1ssuc 1s addressed. Alternatively, if a gateway device sends an expired gateway certificate to the

device, then the device can determine whether or not to use the gateway for accessing the service.

In an embodiment, the gateway routinely requests an updated certificate (e.g. hourly/daily)
from the database server 50, whereby 1if the gateway does not request an updated certificate within the
expected timeframe (e.g. before expiry of its current certificate), such functionality 1s taken to be
indicative of a compromised gateway, and the database server may not send any further certificates to

the gateway even 1f the gateway subsequently requests an updated certificate.

In a further embodiment, the nodes (N) within the local network 2 are configured to provide
the functionality of the gateway, whereby on connecting to a node (N) within the local network 2, the
device (D) and the node (N) undertake an authentication process as described above (¢.g. a mutual
authentication), whereby the node (N) controls communications between the device (D) and the target

service 16.
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In an embodiment, communication from the device (D) 1s controlled by the node (N) such
that the device (D) can communicate with the target service 16 1n only one direction (¢.g. outbound

communication from the device (D) to the target service 16).

In an alternative embodiment, two-way communication between the device (D) and target

service 16 1s provided by the node (N).

Whilst the functionality above 1s described 1n relation to a first network being a local network,
and a second network being an external network, 1t will be appreciated that the first and second
networks, may, i some embodiments, be the same network, with devices within the network

communicating via a gateway.

Figure 5 describes illustrative examples of applications using techniques described herein.

Like numbering will be used to describe like features described above.

In the following illustrative example applications, service 16 1s a cloud service €.g. a website,
which 1s hosted and managed by a company (C), whereby company (C) has a relationship with a
manufacturer of the device (D), or company (C) may be the manufacturer of the device (D). In any

case, company (C) has a relationship with a trusted 1ssuer.

The manufacturer installs certificates signed by the trusted 1ssuer on the device (D) on the
behalf of company (C), whereby the certificates comprise information relating to target service 16.
Company (C) may have a contract or subscription with the trusted 1ssuer to sign certificates, and may

have a contract with the manufacturer to install the certificates on the device (D).

When the device (D) first accesses the service 16 (for example as described above), the
service 16 1s operable to provision the device (D) by, for example, signing the device’s (D) certificate
with 1ts own cryptographic key, or by installing a new device certificate thereon, with further requests

and/or permissions.

After provisioning by the service 16, the device (D) may send a request to the border router
26 as described 1n relation to Figure 3, but whereby the original device certificate 1s replaced with the

provisioned device certificate.

If veritied, the provisioned device certificate will be associated with the company (C), and
responsibility for the amount of data/bandwidth allowed to be sent between the provisioned device
(D) and service 16 can be passed to the company (C). For example, any expense incurred by device

(D) accessing the service can be passed to company (C)

As an 1llustrative example, company (C) may subscribe to the trusted 1ssuer for device (D) to
be provided with certain permissions ¢.g. a data allowance or bandwidth allowance for

communications between the device (D) and service 16.
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The permissions may be included 1n the provisioned device certificate, and 1f the device’s
data allowance/bandwidth exceeds the subscription, then the border router 26 1s operable to prevent
communications between the device (D) and web service 16, until, for example, company (C)
increases the subscription. Alternatively, 1f the subscription payment ceases, the database server 50
can 1ssue¢ a signal to the border router 26 to prevent communications between device (D) and the

service 16, or the database server 50 may 1ssue a traffic policy certificate 1n respect of company (C).

In a further illustrative example, the company (C) may request for unlimited communications
between the device (D) and the service 16, or request that device (D) 1s permitted to access other

services on the external network, whereby company (C) agrees to pay any costs incurred by the device

(D).

The agreement may, for example, be included m the device’s certificate on manufacture, or
may be provided within the provisioned certificate, whereby, on verifying the provisioned certificate,
the border router 26 will allow unlimited access to the service 16, regardless of the amount of data
consumed by the device (D). If the device (D) 1s subsequently compromised, and an attacker uses
device (D) e.g. to send large amounts of SPAM communications, then any costs incurred as a result of
the attack can be passed to company (C). Furthermore, company (C) may request the trusted 1ssuer
prevent device (D) from accessing the service, and the trusted 1ssuer can 1ssue a signal to the border
router 26 to prevent communications between device (D) and the service 16, or the database server S0

may 1ssue¢ a traffic policy certificate in respect of device (D).

In a further illustrative example, access to the service 16 by the device (D) can also be denied
by the border router 26 1f, for example, the web service fails to pay the necessary subscription fee to
the trusted 1ssuer, whereby company (C) can be added to the blacklist database 52 by the trusted
1ssucr and/or a traffic policy certificate generated to mstruct the border router 26 to check 1f company
(C) has fulfilled 1s subscription requirements before allowing any device (D), or any device within a

particular class owned by company (C) to access a service.

In a further illustrative example, company (C), such as a mobile phone operator, may request
for unlimited communications between a user smartphone (D) the internet, whereby the mobile phone
operator agrees to pay any costs incurred by the user smartphone (D). The agreement may, for
example, be included within the device certificate installed on the smartphone by the manufacturer, or

may be provided 1n a certificate upon service 16 provisioning the smartphone as described above.

On ventying the smartphone’s certificate and validating the 1dentity of the smartphone, the
border router 26 will allow constant access to the internet, regardless of the amount of data consumed
by the smartphone. The trusted 1ssuer can pass the costs of the data onto the mobile phone operator

(C), who 1n turn can pass the costs onto the owner of the user smartphone (D), whilst, 1t will be
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appreciated that the trusted 1ssuer 1s operable to instruct the border router 26 to terminate

communications at any time, ¢.g. via the database server 0.

In a further illustrative example, company (C), such as an internet service provider (ISP), may
request for unlimited communications between a user device (D), such as a washing machine, and a
service 16, such as the washing machine manufacturer’s website, whereby the internet service
provider (ISP) agrees to pay any costs incurred by the washing machine communicating with the
service 16. The agreement may, for example, be included within the device certificate installed on the
washing machine at manufacture, or may be provided 1n a certificate upon service 16 provisioning the

washing machine as described above.

On ventyig the washing machine’s certificate and validating the identity of the washing
machine, the border router 26 will allow communication between the washing machine and the
service 16, to allow the washing machine upload operating parameters/configurational data to the
service 16. The trusted 1ssuer can pass the costs of the communications between the washing machine
and the service 16 onto the company (C), which 1n turn can pass the costs onto the manufacturer of

the device.

Figure 6 shows, 1n a further embodiment, an illustrative example of a communication
between a data processing device 104 and services 103 on a network 105 (¢.g. the internet) via a

mobile device 102 which can access the network.

Whilst any suitable mobile device may be used, such as smartphones, laptop devices, tablet
devices, 1n the present example, the mobile device 102 1s a smartphone, for example an 10S® based
device or an Android® based device, whilst the data processing device 104 1s an embedded device
104 suitable for use as an IoT device for uploading data to a cloud service, for example an ARM

based system on chip (SoC) of the type designed by ARM Limited of Cambridge, England.

Embedded device 104 comprises a processor core 106 for executing program instructions (for
example application code), memory circuitry 108 (including both volatile (V) and non-volatile (NV)

memory such as flash), and communications circuitry 110.

It will be appreciated that the communications circuitry 110 provides communications
capabilities to allow the embedded device 104 communicate with devices remote therefrom,
including, for example, gateways, servers, mobile devices, and/or other embedded devices via a
wireless link (¢.g. Bluetooth Low Energy (BLE®), Bluetooth®, Near Field Communication, WiF1®),
and ZigBee®). It will be appreciated that the communications circuitry 110 1s operable to comply

with any required protocols and standards.
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I/0O circuity 114 provides sensing/monitoring/actuating functionality for the embedded device
104. The 1/0 circuitry may include, for example, an accelerometer for sensing movement, a speaker
for emitting a sound or a sensor for detecting a stimulus within an external environment (¢.g. a

transducer to detect a heartbeat).

It will be appreciated that the processor core 106 controls the operation of the embedded
device 104 and the circuitry within the embedded device 104, for example, by using an operating
system such as a real-time operating system (RTOS), such as Abassi, FreeRTOS, Fusion to name but

a few.

Devices comprising location based service functionality, 1.¢. location based devices (LBD)
arc known to transmit public broadcasts comprising application specific data ¢.g. using BLE. A
compatible device running an application responsive to the public broadcasts can then initiate the
compatible application and use the data within the public broadcast to perform a specific function ¢.g.
to 1dentify 1ts position relative to the beacon. Such devices include, for example, iIBeacon™ by Apple

Corporation®.

In the present embodiment, the embedded device 104 1s configured to generate public
broadcasts, whereby an application (¢.g. a device gateway application) installed on the embedded
device 104 causes the embedded device 104 to generate public broadcasts 116 comprising a gateway

signal (¢.g. a string, a class or a globally unique 1dentifier (GUID) or universally unique 1dentifier

(UUID)).

In the present example, the public broadcasts 116 are announced over BLE, whereby the
public broadcasts are generated using a suitable power source 120 within the embedded device 104,

for example a 3V coin cell battery.

The mobile device 102 comprises a corresponding gateway application (¢.g. mobile gateway
application), which 1s responsive to the gateway signal within the public broadcasts 116 from
embedded device 104. On receiving the gateway signal the mobile gateway application 1s operable to
cause the mobile device 102 to verify 1t has internet connectivity, and to function as a gateway for the
embedded device 104, as described 1n the above embodiments, between the embedded device 104 and

service 103,

In a preferred embodiment, the mobile device 1s operable to mnitiate the mobile gateway
application 1f the gateway signal 1s received whilst the gateway application 1s not running, whereby
such functionality 1s known to a person skilled 1n the art. It will be appreciated that a mobile device

which does not have a mobile gateway application installed thercon will receive the public broadcast
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but will not recognise the gateway signal, and will not function as a gateway for the embedded device

104 .

It be appreciated that the embedded device 104 comprises cryptographic keys, certificates,
¢.g. 1 a certificate chain, and a root key from a trusted 1ssuer, as described 1n the embodiments above,
whereby information relating to the services 103 1s provided within the device certificate, which may

be provided on 1nstallation of the device gateway application on the embedded device 104

The mobile device 102 comprises credentials to demonstrate to the embedded device 104 that
1t 1s trusted to act as a gateway between the embedded device 104 and the services 103. In the present
embodiment, the credentials of the mobile device 102 comprise a mobile gateway application
certificate 122, which 1s communicated from the trusted 1ssuer 127 to the mobile device 102 ¢.g. from

database server 126 on a request from the gateway application.

In an embodiment, the mobile gateway application certificate 122 1s provided with a defined
duration, after which the mobile gateway application certificate 122 expires and the mobile gateway
application may request an updated mobile gateway application certificate 122. A clock 124 (e.g. a
UNIX® clock) may be provided within the embedded device 104 for verifying the expiration of the

mobile gateway application certificate 122.

When the embedded device 104 1s activated, or turned on by a user, the device gateway
application causes the embedded device 104 to generate the public broadcast 116 with the gateway
signal. The public broadcasts may occur periodically €.g. every second, minute, hour, day or may only

occur when, for example, the device requires to upload data to the service 103.

On receiving the public broadcast 116 from the embedded device 104, the mobile gateway

application, which 1s responsive to the gateway signal, checks whether the mobile device 102 has

access to the mtemet 105 (e.g. using 2G, 3G, 4G or WiFI®).

If the mobile device 102 has access to the mtermet 105, the mobile gateway application causes
the mobile device 102 to respond to the embedded device 104 to inform 1t of the available internet
connectivity. The response may also comprise credentials of the mobile device, such as the mobile
gateway application certificate 122, along with the gateway application’s public key, and may further
comprise a challenge for the embedded device to prove 1ts 1dentity, for example using a cryptographic
nonce as described above. The response may also be encrypted using the root key of the trusted 1ssuer

127, which will be known to the mobile device 102 running the mobile gateway application and to the

embedded device 104 .
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The embedded device 104 decrypts the response (1f encrypted) and verifies the credentials of
the mobile device 102,

On vernfying the credentials of the mobile device 102, the embedded device 104 returns the
nonce and further sends 1ts certificates (e.g. the certificate chain) to the mobile device 102 as

requested, as described mn the examples above, thereby providing mutual authentication of the

embedded device 104 and mobile device 102.

If the mobile device 102 verifies that the embedded device 104 1s allowed to access the
service 103 listed 1n the certificates then the mobile device 102 provides an encrypted connection
between the embedded device 104 and the service 103 requested 1n the certificate chain. The mobile
device 102 also monitors the permissions within the certificate chain (e.g. daily traffic allowance/peak
tratfic allowance/bandwidth allowance) and ensures that the embedded device 104 does not exceed

the permissions. Such permissions encourage devices to spread trattic usage over longer period.

The mobile gateway application 1s also operable to set a duration for which the mobile device
102 services the requests 1n any certificate chain received from the embedded device 102, whereby
the mobile device 102 1s allowed to stop functioning as a gateway after a set period of time ¢.g. 1
hour. This would prevent embedded devices 104 being continuously connected to the same mobile
device 102 longer than the period set by the mobile gateway application, for example so as to protect

an owner of the smartphone from exceeding the daily allowance of the mobile device.

The time limit may be mcluded 1in the mobile gateway application certificate 122 sent to the
embedded device 104. The mobile gateway application certificate 122 may also indicate the
allowance which the mobile device 102 1s willing to provide for an embedded device 104 secking to
connect thereto (¢.g. maximum tratfic allowance over a period/max peak traffic allowance/max peak
bandwidth allowance). Theretore, 1f the embedded device 104 has a choice of mobile devices to

which 1t can connect, 1t can select the mobile device with the most favourable allowances.

Furthermore, once mutual authentication of the mobile device 102 and embedded device 104
1s complete, 1t 1s possible for the devices to switch from the communications link used for the mutual
authentication (BLE 1n this example), to a different communications link 1f one 1s available on the
embedded device e.g. WiF1® or Wi1Fi® direct. In such a scenario, the mobile device 102 could 1ssue
a temporary W1Fi1® key to the embedded device 104 ¢.g. using an encrypted communication, or the

mobile device could provide a WiF1i® MAC address to the embedded device 104, to which the

embedded device would connect.

If the authentication fails, for example 1f the mobile device 102 provides an expired mobile

gateway application certificate 122 to the embedded device 104, then the embedded device 104 will
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not communicate with the internet 105 via mobile device 102, or 1t may request that the mobile device
102 update 1ts mobile gateway application certificate 122. Alternatively, 1f the embedded device 104
does not provide all certificates within the certificate chain, then the mobile device 1s operable to

break any communication path between the mobile device 102 and the embedded device 104

Furthermore, 1f the mobile device 102 does not have network connectivity, then the mobile
device 102 will not respond to the announcement 116. It would also be possible for the mobile device
102 to 1gnore the gateway signal 1f the mobile device was approaching its data allowance, or 1f 1t was
approaching a threshold data allowance, which could be set by a user. For example 1f a user’s daily
internet allowance 1s 1 MB/day, then the user could instruct the mobile gateway application to 1gnore

the gateway signal 1f the current daily usage 1s above 85%.

Using the functionality described above, an embedded device which does not have 1ts own
internet connection 1s operable to automatically connect to the internet using a mobile device which
does have internet connection, whereby the mobile device 1s operable to restrict the embedded
device’s internet access to a particular web service listed 1n a certificate on the embedded device. This
functionality provides an improved user experience, whereby 1f a user has an embedded device having
a device gateway application installed thereon which 1s compatible with a mobile gateway application
on a mobile device 1n proximity thereto to recerve public broadcast theretrom, then the device 1s
operable to securely connect to the internet via the mobile device, with minimal user mput.

Furthermore, embedded devices without displays can also readily connect to services on the internet.

It will also be appreciated that the functionality described above could also be reversed,
whereby the mobile device having internet access may be configured to 1ssue public broadcasts with a
known signal (¢.g. using a mobile device gateway application installed thercon), to which embedded
devices having a corresponding device gateway application, responsive to the known signal can
connect to the device, verity its credentials and upload the data to a service listed 1n a certificate chain
of the embedded device. In such a case, the mobile device 1s promoting the fact that 1t has network

connection, and the embedded device 1s a device which 1s awaiting such a broadcast.

Furthermore, 1t will be appreciated that any expense incurred by the mobile device 1n
providing access to the target service for the embedded device (e.g. due to tratfic charges on a
nctwork) can be passed to another party ¢.g. an owner of the target service, and/or an owner of the
embedded device may be billed for any communications between the embedded device and target

service.

In an illustrative example of such functionality, the embedded device 1s a temperature sensor

within an animal enclosure 1n a zoo which gathers temperature information within the enclosure and
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uploads the temperature information to a web service owned by the zoo, whereby the web service 1s

configured to regulate the temperature within the enclosure based on the gathered information.

In the 1llustrative example, an owner of a smartphone visiting the zoo downloads a zoo
mobile gateway application to the smartphone, whereby the zoo mobile gateway application 1s

responsive to a signal within a public broadcast from the temperature sensor.

On recerving the signal, the mobile device provides access to the web service for the
temperature sensor to upload 1ts data via the mobile device’s internet connection, whereby the zoo can
be billed for the data transmitted to the web service. For example, the owner of the smartphone may
recerve an electronic voucher from the web service via the zoo mobile gateway application, or the zoo

may pay the owner’s mobile phone operator.
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Claims

.

A method for controlling communications between a data processing device 1n a first network
and a target service 1n a second network via a gateway apparatus, the method comprising:

receiving, at the gateway apparatus, a request to communicate with the target service
from the data processing device;

receiving, at the gateway apparatus, device credentials from the data processing
device, wherein the device credentials comprise information relating to the target service;

verifying at the gateway apparatus an authentication status of the data processing
device based on the device credentials:

transmitting, from the gateway apparatus credentials to the data processing device,
gateway credentials to enable the data processing device verify an authentication status of the
gatcway.

establishing a communication path with the target service when the authentication
status of the data processing device 1s verified;

controlling, at the gateway apparatus, communications between the data processing

device and the target service on the communication path.

A method according to claim 1 2, the method further comprising:

transmitting an 1dentity authentication challenge from the gateway apparatus to the
data processing device;

transmitting a response to the identity authentication challenge from the data
processing device to the gateway apparatus;

verifying the response to the 1identity authentication challenge at the gateway

apparatus.

A method according to any of claims 1 to 2, the method further comprising:

rece1ving a traffic policy certificate comprising information relating to the data
processing device from a resource associated with a trusted party, wherein the trusted party
has a relationship with the gateway apparatus and the data processing device;

confirming the authentication status of the device credentials with the resource

associated with the trusted third party.
A method according to claim 3, the method further comprising:

maintaining the communication path between the data processing device and the

target service 1f the status of the data processing device 1s authenticated by the resource.
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10.

11.

12.

13.

14.

15.

A method according to claim 3, the method further comprising:
terminating the communication path between the data processing device and the

target service 1f the status of the data processing device 1s not authenticated by the resource.

A method according to any of claims 2 to 5, wherein the identity authentication challenge

COMprises a nonce.
A method according to any of claims 2 to 6, wherein the response to the identity

authentication challenge comprises signing the nonce with a cryptographic key associated

with the data processing device.

A method according to claims any preceding claim, wherein the device credentials comprise a

device certificate 1ssued by the trusted party.

A method according to claim 8, wherein the device certificate comprises the information

relating to the target service.

A method according to claim 9, wherein the information relating to the target service

comprises an indication of the location of the target service 1n the second network.

A method according to claim 10, wherein the indication of the location of the target service

comprises: a URL, Host Name, IPv6 address and/or an IPv4 address.

A method according to any of claims 9 to 11, wherein the device certificate further comprises

permissions associated with the data processing device.

A method according to claim 12 wherein the permissions include: bandwidth allowance,

trattic allowance over a period, and/or peak trattic allowance for a defined period.

A method according to any of claims 9 to 13, wherein the device credentials comprises a

certificate chain, wherein the certificate chain 1s traceable to the trusted party.

A method according to any of claims 1 to 14, wherein the request to communicate with the

target service comprises a signal known to the gateway apparatus.
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16.

17.

13.

19.

20.

21.

22.

23.

24.

25.

A method according to claim 15, wherein the signal comprises a cryptographic key of the

trusted party.

A method according to claim 15 or claim 16, wherein the signal comprises a string, a class or

a globally unique 1dentifier (GUID) or universally unique identifier (UUID).

A method according to any of claims 15 to 17, the method further comprising:

receiving the signal at the gateway apparatus;

determining whether access to the second network 1s available at the gateway
apparatus;

if 1t 1s determined that access to the second network 1s available, communicating the

availability of access to the data processing device.

A method according to any preceding claim, wherein the second network 1s the internet.

A method according to any preceding claim, the method further comprising:

provisioning the data processing device from the target service.

A method according any preceding claim, wherein the first network comprises a plurality of

nodes arranged 1n a mesh network.

A method according to claim 21, the method further comprising:

connecting the data processing device to a node of the plurality of nodes using an
unsecure network connection of the node;

transmitting the request from the node to the gateway apparatus using the shortest

communication path through the mesh network.

A method according to claim 22, the method further comprising:

encrypting the communication path through the mesh network.

A method according any preceding claim, wherein the gateway comprises a mobile device.

The method according to any of claims 22 to 24, wherein the step of connecting the data

processing device to a node of the plurality of nodes using an unsecure network connection of

the node occurs over one of Bluetooth Low Energy, WikF1, Wik direct, or Zigbee.
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26.

27.

28.

29.

30.

31.

32.

33.

The method according to any of claims 22 to 24, wherein the step of transmitting the request
from the node to the gateway apparatus using the shortest communication path through the

mesh network occurs over one of Bluetooth Low Energy, WiF1, WiF1 direct, or ZigBee.

The method according to any of claims 1 to 24, wherein the step of transmitting a request to
communicate with the target service and device credentials from the data processing device to

the gateway apparatus occurs over one of Bluctooth Low Energy, WiF1, WiF1 direct, or

Z1gBec.

A method according to any previous claims, wherein the request to communicate with the

target service and the device credentials are transmitted 1n the same data packet.

A method according to any of claims 1 to 20 wherein the gateway apparatus comprises a node

within a mesh network.

A method according to any preceding claim, the method further comprising:
limiting communication between the data processing device and the target service

one direction.

A method according to any preceding claim, the method further comprising:
monitoring data communications between the data processing device and the target

service.

A method according to claim 30, the method further comprising:

attributing responsibility for the data communications to a party.

A method of recerving at a data processing device 1n a first network communications from a
target service 1n a second network via a gateway apparatus, the method comprising:

transmitting, from the data processing device to a gateway apparatus, a request to
communicate with the target service;

transmitting, from the data processing device to the gateway apparatus, device
credentials wherein the device credentials comprise information relating to the target service
and to enable the gateway apparatus to verify an authentication status of the data processing
device:

recerving, at the data processing device from the gateway apparatus, gateway

apparatus credentials;
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34

33.

36.

37.

38.

39.

40,

41.

verifying, at the data processing device, an authentication status of the gateway
apparatus based on the gateway apparatus credentials;
transmitting, from the data processing device to a target service on a communication

path via the gateway apparatus, a data communication.

A method according to claim 33, wherein the device credentials comprise a certificate.

A method according to claim 34, wherein the certificate 1s part of a certificate chain.

A method according to any of claims 34 or 35, wherein the certificate comprises the

information relating to the target service.

A method according to any of claims 35 to 36, wherein the communication comprises

provisioning data.

A method according to any of claims 33 to 37, wherein the gateway apparatus comprises a

node within a mesh network.

A method according to any of claims 33 to 38, the method comprising:
monitoring the data communication between the data processing device and the target

service.

A method according to claim 39, the method comprising:
attributing responsibility for the data communication between the data processing

device and the target service to a party.

An apparatus comprising processing circuitry, memory circuitry and communications
circuity, wherein the apparatus 1s capable of controlling communications between a data
processing device 1n a first network and a target service 1n a second network, wherein the
apparatus 1s to:

rece1ve, from the data processing device, a request to communicate with the target
service and device credentials associated with the data processing device, wherein the device
credentials comprise information relating to the target service;

verify an authentication status of the data processing device based on the credentials;

transmit, to the data processing device, credentials to enable the data processing

device verify an authentication status of thereof;
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42.

43.

44,

45.

46.

47 .

establish a communication path with the target service when the authentication status
of the data processing device 1s verified; and
control, at the gateway apparatus, communications between the data processing

device and the target service on the communication path.

An apparatus according to the claim 41, wherein the apparatus 1s capable of communicating

with a resource of a trusted party to receive traffic policy certificates therefrom.

An apparatus according to the claim 42, wherein the apparatus 1s capable of controlling the
communication path between the data processing device and the target service based on the

traffic policy certificates.

An apparatus according to any of claims 41 to 43, wherein the apparatus 1s responsive to

signals within public broadcasts from a data processing device in proximity thereto.

A data processing device, comprising processing circuitry, memory circuitry and
communications circuity, wherein the data processing device 1s operable to:

transmit, to a gateway apparatus, a request to communicate with a target service:

transmit, to the gateway apparatus, device credentials wherein the device credentials
comprise information relating to the target service and to enable the gateway apparatus to
verity an authentication status of the data processing device:

receive, from the gateway apparatus, gateway apparatus credentials;

verify, at the data processing device, an authentication status of the gateway
apparatus based on the gateway apparatus credentials;

communicate with the target service on a communication path via the gateway

apparatus when the authentication status of the gateway apparatus 1s verified.

A data processing device according to claim 45, wherein the device credential further

comprises permissions associated with the data processing device.
A data processing device according to claim 46, wherein the device credential comprises a

certificate chain operable to demonstrate a chain of trust traceable to a trusted party known to

the gateway apparatus.
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48. A data processing device according to any of claims 45 to 47, wherein the data processing
device 1s operable to generate public broadcasts comprising signals, wherein the signals

comprise a request to communicate with a gateway apparatus.
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