Office de la Proprieté Canadian CA 2333763 C 2011/04/05

Intellectuelle Intellectual Property
du Canada Office (11)(21) 2 333 763
Findustie Canada Industry Ganada 1R BREVET GANALIEN
CANADIAN PATENT
13) G
(86) Date de depot PCT/PCT Filing Date: 1999/06/02 (51) Cl.Int./Int.Cl. H04EB 77/00(2006.01)
(87) Date publication PCT/PCT Publication Date: 1999/12/09 | (72) Inventeurs/Inventors:
1 . BRUNIUS, ROBERT E., US;
(45) Date de délivrance/lssue Date: 2011/04/05 CHARAIS. JOHN R.. US
(85) Entréee phase nationale/National Entry: 2000/11/30 L
(73) Proprietaire/Owner:
(86) N demande PCT/PCT Application No.: US 1999/012227 INTERACTIVE TECHNOLOGIES, INC. US

(87) N® publication PCT/PCT Publication No.: 1999/06368/ (74) Agent: SIM & MCBURNEY
(30) Priorité/Priority: 1998/06/03 (US09/090,108)

(54) Titre : SYSTEME ET PROCEDE SERVANT ADETECTER UNE PANNE D' ANTENNE
54) Title: SYSTEM AND METHOD FOR ANTENNA FAILURE DETECTION

30

Y y d

RECEIVER

12

CONTROL

CIRCUIT

Gt = G T g Ea - = - aEaa - aSaa -

TRANSMITTER

38

(57) Abrégée/Abstract:

In a wireless security system, the system controller includes one or more antennas for reception of signals from remote sensor-
transmitter units. To detect antenna failure, the system controller generates a test signal with a known parameter and transmits this
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(57) Abrege(suite)/Abstract(continued):
test signal via a first antenna. The system controller then measures the parameter of the corresponding test signal received, If any,

vila a second antenna, and compares the parameter of the corresponding test signal recelived to a predetermined threshola
parameter. WWhen the parameter of the test signal received via the second antenna differs from the threshold by a predetermined

amount, or predetermined margin for error, an antenna fallure message Is generated.
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In a wireless security system, the system controller includes one or more antennas for reception of signals from remote I
sensor—transmitter units. To detect antenna failure, the system controller generates a test signal with a known parameter and transmits
via a first antenna. The system controller then measures the parameter of the comresponding test signal received, if any, via
a second antenna, and compares the parameter of the corresponding test signal received to a predetermined threshold parameter. When the
parameter of the test signal received via the second antenna difters from the threshold by a predetermined amount, or predetermined margin |
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SYSTEM AND METHOD FOR ANTENNA FALILURE DETECTION
TECHENICAL FIELD
The present invention relates to antenna failure
detectionn, including antenna failure detection 1in a
wireless securlty gystem.

RACKGROUND INFORMATION

Wireless security systems include one Or more
sensor-transmitter units, piaced remotely throughout the
premises, that communicate with a system controller. The
sensors ronitor various conditions that may constitute &
rhreat to security, such as fire, smoke, glass breakage,
motion, forced entry, or other conditions. The
rransmitters send operating signals to the system
controller, conveying information as to status Or
~onditions at the sensor-transmitter. For example, when
a sensor detects a security condition, its corresponding
transmitter sends an alarm signal to the system
controllert.

The system contrcoller ig typically mounted on a
~ivcouit board and enclosed by a2 metal box or casing.
This physical manifestation and arrangement of the system
controller is often called the control panel. The
control panel is usually placed in a relatively interior
location on the premises such as the basement or 2
closet.

The system controlier interprets the operating
signals, including alarm signals, sent by the sensor-
transmitter units. For example, in response to an alaxrm
signal, the system controller may send an alarm
notification message via a teiecomrunlcaticns link such
as the local telephone network, To a central station,
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whereby the pclice, fire department, CI cthexr apprepriate
agency is notified.

Ancther type of operating signal transnitted by
he transmitters in the wireless security systemn ig a
supervisory signal, indicating to the system controller
+hat the sepsor-transmitter unit continues to be
operable. In response to the supervisory signal, the
system controller can notlfy the security system user 1iI
and when a sensor~transmitter unit 1s not functioning, so
that the user can take corrective action to prevent an
undetected breach of security in the future.

The system controller includes one Or more
antennas, for the reception of operating signals
transmitted #o it by the transmitters. The anitennas are
essential ro the proper operation of the security system.
If a transmitter sends a message indicating an alarm or
other change of condition, the message must be received
by the systam controller. An antenna 18 necessary Ior
such reception. The antenna converts the operating
signal sent by the transmitter, from an electromagnetic
wave propiagating through the atmosphere into an
electrical signal recognizable by & receiver.

One antenna alone is sometimes sufficient for the
svstem controller to receive prorerly a signal Izom a
transmitter. However, sometimes a signal cannot be
received at a particular pecint in space bescause it s
nullified or cancelled 2t that point, for example by
another signal or by the =ffects ¢f multipath distortion
due to signal scattering in the local premise. The
likelihood of proper sigral reception by the system
corntroller may be enhanced by utilizing two or more
antennas, spaced apart from one another in such a mannex
as to create multiple peoints of possible reception, or
spatial diversity. In such a spatial diversity receiver
system, if a signal is cancelled at the location of one
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particular antenna, the signal could be received by
arother antenna at a different location.

batents discussing wireless communication and/or
antennas include the following. US-A-4603325 to Marino
ot al. discusses setting up antennas and evaluating
placement thereof. Dk 4334216 to Detecon GMBH describes
o method for monitering radio communications transmitted
to remote mobile units through use oI & transmitting
antennz and a receiving antenna located on a staticnary
base station. GB-A-2314485 to Nippon Electric Company
describes testing radio apparatus Ior interference. US-
A-2518083 to Burley et al. describes a motion alarm that
responds to a Doppler Irequency signal.

SUMMARY

The present inventicn is directed to a system and
method for detecting antenna failure. The invention nas
application in wireless security systems, but is not sc
limited. The system and method make use oI & spatial
diversity receiver system including multiple antennas, at
least one of which is used for the transmission of
signals, to cdetect failure of one or more of the
antennas. Avoidance of antenna failure i1s a significant
~oncern. An antenna mav fail for several reasons. For
example, an intruder on the premises may attempt TO
4isable the security system in order to aveid detectlon.
One way %o disable the systexn would be to disable the
system controllex. The system controller is often placed
inm a remate locaticn on the pramises and may be enclosed
in a case or housing that provides scome degree of

destroy the system controller circultry. However, 1f the
intruder were to disable tne system controller antenna oOr
antennas, the ability of the system controller to recelve
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security messages from the remote transmitter could be
eliminated, even if the internal circuitry of the system
controller were left intact. Other possible reasons for
antenna failure include accidental tampering with the
antenna, manufacturing defects, environmental conditions, or
any number of other factors. Regardless of the cause of the
antenna failure, there is a need to detect promptly the
failure of an antenna and notify the security system user of
the failure.

In one aspect, the present invention provides a system
for detecting failure of an antenna, comprising a first
antenna; a transmitter, operatively coupled to the first
antenna, for transmitting a test signal via the first
antenna; a second antenna; a receiver, operatively coupled
to the second antenna, for receiving via the second antenna
the test signal transmitted via the first antenna; and a
control circuit operatively coupled to the transmitter and
the receiver, the control circuit causing the transmitter to
transmit the test signal via the first antenna, and
comparing a parameter of the test signal received by the
receiver via the second antenna to a threshold parameter.

In another aspect, the present invention provides a
method of detecting failure of an antenna, comprising:

transmitting a test signal via a first antenna;

receiving the test signal via a second antenna; and

comparing a parameter of the test signal received via
the second antenna to a threshold parameter, wherein the
threshold parameter 1s determined by,

transmitting an initial test signal via the first

antenna;

receiving the initial test signal via the second

antenna; and

measuring the parameter of the initial test signal
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received via the second antenna.

The present invention also provides an apparatus for
detecting failure of an antenna, comprising means for
controlling the transmission of a test signal via a first

5 antenna; means for receiving via a second antenna the test
signal transmitted via the first antenna; means for
comparing a parameter of the test signal received wvia the
second antenna to a threshold parameter; and means for
generating a message indicative of antenna failure.

10 The present invention also provides an apparatus for
detecting an alarm signal indicative of an alarm condition
and reporting the alarm condition to a central station,
comprising a first antenna; a transmitter operatively
coupled to the first antenna; a second antenna; a recelver

15 operatively coupled to the second antenna, the receiver and
the second antenna being oriented to receive the alarm
signal indicative of an alarm condition; and a central
processing unit operatively coupled to the transmitter and
the receiver, the central processing unit processing the

20 alarm signal and reporting the alarm conditlion to a central
station, and the central processing unit causing the
transmitter to transmit a test signal via the first antenna
and reporting to the central station a condition indicating
antenna failure when a parameter of a corresponding test

25 signal received by the receiver differs from a threshold
parameter by a predetermined amount.

The present invention also provides an apparatus for
detecting alarm signals indicative of an alarm condition and
reporting the alarm condition to a central station,

30 comprising a control panel; a first antenna mounted on the
control panel; a transmitter operatively coupled to the
first antenna; a second antenna mounted on the control

panel; a receiver
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operatively coupled to the sscond antenna; and a contraol
circuit mourted on the control panel fer controlling the
~ransmigsion of a test signal by the transmitter,
detecting reception of the test signal by the receiver,
comparing a parameter of the test signal recelved to a
threshold parameter, and genarating a message ingicative
of antenna failure when the parameter of the test signal
received differs from the threshold parameter by a
predetermined amount.

The details of one or more embodiments oI the
invention are set forth in the accompanying drawings &na
the description below. Other features, objects, and
advantages of the invention will be apparent from the
description and drawings, and from the claims.

DESCRIPTION OF DRAWINGS
FIG. 1 is a block diagram of a wireless security
system;
FIG. 2 is a diagram of a cecntrol panel and
corresponding interface;

FIG., 3 is = block diagram of an antenna failure
detection system;

FIG. 4 is a block diagram of the antenna failure
detection system of FIG. 3 in greater detail; and

FIG. 5 is a flow diagram illustrating operation of

an an<enna failure detection system and method.

Like reference numbers and designations in the
various drawings indicate like elements.

DETAILED DESCRIPTION
FIG. 1 is a block diagram of a wireless securaty

system 10. Wireless security system 10 includes a system

controller 12 that receives communications from a

plurality of transmitters 14, 16 each having at least one
associated sensor 18, 20. Any number ©f transmitters and
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associated senscrs carn be used, and the numoer used wxll
often vary widely depending on the appiication cf tne
wireless securitv system 10. For example, 1n an
spartment or home, five to twenty Sensors 18, 20 and
transmicters 14, 16 may be used, whereas in an industrial
or warehouse application hundreds OI SensoIrs 18, 20 and
transmitters 14, 16 may be used. The sensors 13, 20 can
pe realized by any of & wide variety of known sensors,
including motion detectors, door/window contacts, smoke
de-ectors, and sound detectors. .

The transmitters 14, 16 and associated sensors 18,
20 are placed at locations on the premises remote from
the system controller, at various selected securlitly
peints. The transmitter 14 associated with sensor 18
generates operating signals containing information
regarding the associated senscr 18, inclivding whether the
associated sensor 18 has detected an alarm condition. In
one smbodiment, such operzting signals are encodad radio-
frequency (RF) signals. The transmitter 14 may alsc
cenerate cperating signals, indicating to system
contreller 12 that transmitter 14 and assoclated sensor
18 are functioning preoperly. Tnese particular operating
signals are often referred to &s supervisory signais.

System contreller 12 receives the messages
transmitted by transmitter 14, and generates responses
based on the content of those messages. For example, 1L
the message indicates an alarm conditien, system
controllzsr 12 may gsnerate a visual or sound alarm, Or
may report a security conditien to a central station 22
via telecommunicaticns link 24, resulting in notificaticon
of the appropriate auvthority such as the fire department,
police department, or a private security monitoring
agency. Telecommunications link 24 may be an ordginary
land telephone line, or it may be a cellular
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communication link, or some other telecommunications

pvath.
Thus, it can be seen that system controller 12

plays an essential role in the operaticn of wireless
5 security system 10. It is imperative that signa.s
transmitted bv transmitter 14 are received properly by
system controller 12, if =zlarm conditions indicating a
breach or danger 0 security are to be discovered.
FIG. 2 is a diagram of a2 control panel 26 and

10 corresponding interface 28. Thes control panel 26

includes system controller 12 mounted on a circuit board
and surrounded by a case or housing, which is a typical
industrial configuration. The coatrol panel 26 mayv also
have a corresponding interface 2B allowing the user cof

15 wireless security system 10 to enable oOr disable z2ll or
part of the wireless security system 10 via the control
panel 26. In the embodiment shown in FIG. 2, interface
28 is a touchpad entrv unit with digital display. Other
interfaces could be used with the present invention.

20 Typically, 2 code is reguired to enable or disable
wireless security system 10, and a command to enable the
system will {ypicaily take effect only after the elapse
of a delay period. For example, prior to leaving the
premises, *the user may enter the proper ccdes on the

25 touchpad of interface 28 in order to enable the securaity
system 10, and the system’s predetermined delay pericd
will be suificient to ailow the user to exit the premises
before the system is enabled. When the user _later
returns and reenters the premisges, one of the plurality

30 of sensors 18, 20 may detect an alarm condition, The
associated fransmitter 14, 16 will thus send an alarm
signal to system controlier 12. However, system
controller 12 will delay a predetermined period before
notifying the central station 22 ¢f the alarm. Thais

35 delay pexriod should be sufficient to allow the user to
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enter the premises, go to the control panel interface 23,
and enter the proper code to disable the appropriate pa=xt
¢f the system before the system controller 12 sends out
an alarm signal to the central station Z2.

Rowevexr, it is alsc possible thzat an intruder
could disable the system controller 12 before the system
controller 12 notifies the central staticn 22 of an
alarm. AS an alternative to entering the proper code at
interface 28, the intruder could attempt to tamper with
the control panel 26 in order to impede its ability to
receive zlarm messages from the transmitters 14, 16. One
method to impede reception would be to tamper with or
destroy antennas 30 and 32. The present invention
provides protection against such tampering or
destruction.

FIG. 3 is a block diagram of an antenna failure
detection system, the invention defined by the features
of the independent claims below, with further smbodiments
defined in the dependent claims. A function of the
system controller 12 is to receive and process operating
signals from the pluraiity of transmitters 14, 16 and
agssociated sensors 18, 20. Thus, the system controller
1z includes 2 receiver 34 that receives sicnals via
antenna 30, Antenna 30 may be arranged with one or more
additional antennas, such as antenna 32, in a spatial
diversity configuration. Physically, antenna 30 can be
realized in a variety cof ways, including a straight,
exXternal metal projectiocn, a curved projection, or a
wire. The antenna 30 could alternatively be enclosed
within ncn-metallic housing, and could be realized on a
circult boaxrd, along with other system ceontroller 12
circuitry, contained within control panel 26. Typically,
antenna 30 is an external projection, multi-directicnal
antenna. In one embodiment of the invention, signals can
also b2 rectelved via antenna 32, thereby constituting a
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spatial diversity system for receiving signals, In
ancther embcdiment ©of the invention, antennas 30 and 32
are spaced not more than two feet from one ancther, and
in yet ancther embodiment antennas 30 and 32 are bkoth
5 mounted on a single contrcl panel. Alternatively, in
ancther embodiment of the invention, antenna 30 may be
positioned at a lo¢ation remote to control pansl 26.
Recziver 34 receives wvia antenna 30 a signal sent
by transmitter 14 asscciated with sensor 18, and receiver
10 34 delivers the signal or a signal proportional thereto,
te a contrel circuit 36. Control circuit 38 interprets
the signal, determining from which sensor 18, 20 the
signal was sent, and whether the signal indicates an
alarm cond.tion, a supervisory status, or conveys some
15 other information. In some embodiments of the inventien,
multiple alarm signals or an alarm signal of a minimum
duration must be received from the transmitters 14, 16
associated with sensors 18, 20 in order for the system
cantroller 12 to generate an alarm message and notify
20 central station 22. The control circuit 36 determines
whether a sufficient number of alarm messages have been
receiveq or a sufficient duration has elapsed so as to
notify central station 22 of the existence of an alarm
condition. Centrel circuit 36 directs system controller
25 12 to notify central station 22 of an alarm condition if
appropriate. In one embodiment, the functions of
determining whether to generate an alarm message and
notifying the central station with such alarm message are
performed by a microprocessor programmed with scftware.
30 Alternatively, the determining and notifying functions
can pe performed by discrete logic circultry or by other
means.
Eecause antenna 30, and in some embodiments
antenna 3Z, 1s essential to proper reception of the
35 signal sent by transmitter 14 and associated sensor 18,
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orie way to disable the wireless security system 10 is to
destroy or tamper with antennas 30 and/or 32 of the
system controller 12, Such destruction or tampering 1is
possible, either intentionally or unintenticnally,
hecause antennas 30 and 32, unlike other parts of the
system controller 12, are typically external to the
control panel and thus exposed without protection. The
system of FIG. 3 provides protection against destruction
or tampering with antennas 30 and 32 by monitoring
antennas 30 and 32 for tampering and pexiodically or
randomly notifving control circuit 36 of the status of
antennas 30 and 32.

System controller 12 also includes a transmitter
38 for transmitting test signals via antenna 32.
Transmissions of transmitter 38 are controlled by contrel
circuit 36. When control circuit 36 directs transmitter
3B to send 2 test signal via antenna 32, control circuit
36 waits for receiver 34 to receive the test signal via
antenna 30 and to relay the test signal, or 2 signal
directly proportional thereto, to control circuit 36.
Cantrol c¢ircuit 36 then compares 2 selected parameter of

the signal relayed to it t¢ @ threshold parameter that is

based on the test signal that was sent. The parameter
may be a value based on, for example, signal poweI or
signal voltage, or other measurable characteristics cof a
signal. £ the parameter of the signal received is
within some predetermined range of the threshold, such &s
above someé minimum voltage, then the control circuit 36
has verified that antenna 30 and antenna 32 are
functioning properly. If the parameter ¢f the signal
received i1s ocutside the required range, such as below 2
minimum voltage, or if no signal at all is received for
some predetermined duration, this indicates failure of
antenna 30 and/or antenna 32. A margin for error is
typically selected in deterxmining the threshold. This
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margin can be implemented either by designating the
thresnold itself ac a range rather than a particular
value, or by taking into account a range of deviation
from the threshold during the comparison oI the signal
parameter te the threshold.

Antenna failure ¢an be indicated teo central
station 22. In one enbodiment system controller 12 sends
a message to central station 22 indicating antenna
tampering after a predetermined number of antenna
failures. In another embodiment, system controller 12
sends a message to central station 22 indicating antenna
tampering after the average, or mean value, of the
measured parameter of the received signals is outside the
acceptable threshold range. Besides averaging, & number
of other different arithmetic ¢operations could be
performed on the measured parameter of the received
signals before determining whether to send a message
indicating antenna tampering. In one embodiment, for
example, more than three test signals are transmitted,

and the highest and lowest mesasured parameters are thrown
out, or ignored, in determining whether to send a message

indicating antenna tampering.
Receiver 34 also may receive operating signals

from remote transmitters 14, 16 via antenna 30 indicating

the status of the remote transmitters 14, le and

associated sensors 18, 20. In another embodiment of the

invention, antenna 32 is alsc configqured for the
recepticn of operzting signals from remote transmitters
14, 16, being operatively coupled to receiver 34 or some
other receiver. The system controller 12 may be
configured s¢ as to prevent the transmission ©f test
gignals simultaneous to the reception of cperating
signals from remote transmitters 14, 16. The system
controller 12 may also be configqured sc as to abort the
transmission 0f a test signal upon reception 0f an
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operating signal via antenna 30 and/or antenna 32. In
vet another embodiment, antennas 30 and/or 32 may bs
configured To transmit signals to remote recelvers which
are coupled to transmitters 14, 16. These receiver-
transmitters, or "transceivers,"” may thus receive
information such as control or status information from
control circuit 36.

FIG. 4 is a block diagram of the antenna failure
detection system of FIG. 3 in greater detail. As shown
in FIG. 4, signals can be received by system controller
12 via antenna 30, amplified by front end amplifiexr 40,
and filtered by filter 42 to remove noise from the
signal. The output of filter 42 is a signal directly
proporticnal to the signal received wvia antenna 30, and
is relayved to control circult 26.

Contrel circuit 36 may include mixer 44, detector
46, and microprocessor 48. Mixer 44 demodulates and
steps down the frequency cof signals received by receiver
34. In one embodiment, mixer 46 demodulates the signal
and steps down the freguency from on the order of 433 Mz
+o0 on the order of 15 MHz. The output of maixer 44,
typically an analog signal, is provided to detector 46.
Detector 46, directed by microprocessor 48, compares the
parameter of the analog signal to a threshold parameter

indicated by microprocessor 48, and generates a digital
output to microprocessor 48 reflecting the result of the

comparison, i.e. whether the signal received via antenna
30 was greater than or less than the predetermined
threshold parameter, In one embodiment, detector 46 is
physically distinct from microprocessor 48. In an
alternative embodiment, detecter 46 is physically
integrated with micrcprocessor 4§&.

Microprocessor 48 controls the transmission oI
test signals via esntenna 32 by directing the oscillatoex
52 and amplifier 54. Microprocessor 48 controls the
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oscillation rate of oscillater 52, and turns amplifler 54
ori and off to accomplish transmission of a test signal
via antenna 32. In one embodiment, microprocessor %8
alternately turns amplifier 54 on and cff for 500
microseconds at a time. Microprocessor 48 alsc controls
front end amplifier 56 in order to prevent signals Ifrom
being received via antenna 32 while signals are being
transmitted via antenna 32. Signal inverter 58 may be
amploved for this purpose. In the embodiment shown in
FIG. 4, antennas 30 and 32 are both used for the
reception of operating signals sent by a transmitter 14,
16 associated with a sensor 18, 20. In an alternative
exbodiment, front end amplifier 56 may be turned ofi
permanently or removed from the circuitry so that signals
cannot be received via anteana 32. In vet another
alternative embodiment, antenna 30 may be configured so
as to transmit signals communicating information to the
sensor~transmitter units.

Micrcprocessoyr 48 directs the transmission of the
tegt signal, and determines the threshold. In one
smbodiment, a threshold is preset at the factory, before
installation of contrel panel 26, based on test signals
transmitted via antenna 32 and recsived via antenna 30,
measured at the factory. The preset threshold alsc may
be based on a predetermined nominal wvalue, without
measuring test signals at the factory. A margin for
error may be chosen in determining the threshold. This
margin can be directly built in to the threshold (fox
example, by changing the velue of the threshold) or the
margin can be taken into account during the comparison to
the test signal. The threshcld can be determuned 2
number of ways, such as by discrete logic ¢ircuitry or by
programming the microprocesscr. The threshold also can
be determined at one of any number of pointsg in time. In
one embodiment, the threshold is set by the installer
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during control panel installation, by measuring the
reception of test signals reaceived via antenna 32 and
accoxrdingly adijusting the thresheold manually. The
threshold set by the installer may override any factory-
preset threshold. An advantage of this embodiment 1s
that the threshold is set in the approximate environment
in which the wireless security system 10 will be
operating. In another ambodiment, microprocessor 48
automatically adjusts the thresheld based on periodic

tests during normal operation of wireless security system
10. Such on~the-fly adjustment accounts for changes in
the operating environment of wireless security system 10,
such as the introduction of interfering or reflecting
properties in the eaviromment near control panel 26 which
may affect the reception of test signals.

Microprocessor 48 evaluates the output of detecter
46 indicating whether the parameter of the test signal
received is outside the acceptable range of the threshold
parameter, and starts a failure count if the output of
detector 46 indicates that the parameter ¢f the test
sighal received was outside the threshcld range. 1In one
embodiment, multiple failures must ¢occur before
microprocessor 48 generates a tamper message. After The
required number of failures have qccurred, miCYaOprocessor
48 gensrates a tamper message and directs the
transmission of the tamper message to central station 22,
thereby notifying central station 22 that antenna 30
and/er antenna 32 have been tampered with or otherwise

disabled.
£IG. 5 1is a flow diagram illustrating operation of

ann antenna failure detection system and method in cone
particular embodiment of the invention. Initizglly, at
step 60, the microprocessor evaluates the output of
detector 46 indicating whether the test signal received
is greater than the thresheld. If the answer 1s no, the
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microprocessor sets 2 failure flag indicating a failure
of the antennas. First, however, in step 52 the
microprocessor determines whether the failure flag has
already been sel as a result ©I a2 previous comparison.

If the flag is clear, indicating ne previous failures,
the microprocessor sets the flag at step 64 to indicate
an initial failure. A failure count is then started at
step 66. In one embodiment, five consecutive failures
must occur in order for a tamper message toc be gsnerated.
Thus, at step 66 the fzilure zount is set at four, and
will count down to zere. At step 62, if the failure flag
was not clear upon reception of a signal not greater than
the threshold, then the failure count at step 68 is
decremented by one.

At step 70, the microprocessor checks whether the
failure count is now at zero. I not, microprocessor 48
merely waits for the next test signal. If the next test

signal received at step 80 is greater than the threshold,
then the failure flag is cleared at step 72, and the

failure count will start over at four, at step 66, the
next time a failure occurs. If the failure count at step

70 reaches zero, indilcating five consecutive Ifailures,
microprocessor 48 sets the failure bait at step 74 and
generates a tamper message at step 76,

A number of embodiments of the present invention
have been described. Other embodiments are within the
scope of the following claims,
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What 1s claimed is:

1. A system for detecting failure of an antenna,
comprising: .

a first antenna;

a transmitter, operatively coupled to the first
antenna, for transmitting a test signal via the first
antenna;

a second antenna;

a receiver, operatively coupled to the second antenna,
for receiving via the second antenna the test signal
transmitted via the first antenna; and

a control circuit operatively coupled to the
transmitter and the receiver, the control circuilt causing
the transmitter to transmit the test signal via the first
antenna, and comparing a parameter of the test signal

received by the receiver via the second antenna to a

threshold parameter.

2. The system of claim 1, wherein the parameter is a

function of signal power.

3. The system of claim 1, wherein the parameter is a

function of signal voltage.

4 . The system of claim 1, wherein the control circuit
causes the transmitter to successively transmit a plurality

of test signals via the first antenna, initiates a

comparison of the parameter of each of the plurality of test

signals received by the receiver via the second antenna to
the threshold parameter, and generates a message indicative

of antenna failure based on the comparison of the parameter
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of each of the plurality of test signals received by the

receiver to the threshold parameter.

5. The system of claim 1, wherein the receiver and the
second antenna are oriented to receive an operating signal
originating from a sensor-transmitter unit, and the control
circuit is configured to process the operating signal

received by the receiver.

6. The system of claim 5, wherein the control circuit
prevents transmission of the test signal by the transmitter

while the operating signal 1s received by the receiver.

7. The system of claim 5, wherein the first antenna is
operatively coupled to the receiver, and the first antenna
and the receiver are oriented to receive the operating

signal originating from the sensor-transmitter unit.

8. A method of detecting failure of an antenna,
comprising:

transmitting a test signal via a first antenna;

receiving the test signal via a second antenna; and

comparing a parameter of the test signal received via
the second antenna to a threshold parameter, wherein the
threshold parameter 1s determined by,

transmitting an i1nitial test signal via the first
antenna;

receiving the initial test signal via the second
antenna; and

measuring the parameter of the initial test signal

received via the second antenna.



10

15

20

25

30

CA 02333763 2008-11-13

- 20 -

9. The method of claim 8, further comprising successively
transmitting a plurality of test signals via the first
antenna, and generating a message indicative of antenna
failure when the parameter of each of the plurality of
successive test signals received by the receiver differs

from the threshold parameter by a predetermined amount.

10. The method of claim 8, further comprising successively
transmitting a plurality of test signals via the first
antenna, performing an arithmetic operation on the
parameters of the plurality of test signals received by the
receiver, and generating a message indicative of antenna
failure when the result of the arithmetic operation differs

from the threshold parameter by a predetermined amount.

11. The method of claim 10, wherein the arithmetic
operation performed on the parameters 1s computing the mean

value of the parameters.

12. The method of claim 8, wherein the second antenna 1is
oriented to receive an operating signal from a sensor-

transmitter unit.

13. The method of claim 12, wherein the step of
transmitting a test signal via a first antenna is prevented

for the time during which the second antenna receives the

operating signal.

14. The method of claim 8, the method further comprising
mounting each of the first and second antennas on a control

panel in a securlity system.
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15. The method of claim 8, wherein each of the first and
second antennas are mounted on a control panel for use with
a security system, and the method for determining the

threshold parameter 1s performed when the control panel is

installed.

16. The method of claim 15, wherein a human initiates the

performance of the method for determining the threshold

parameter.

17. The method of claim 15, wherein a nominal value for

the threshold parameter 1s preset prior to installation of

the control panel.

18. The method of claim 17, wherein the nominal value is
replaced by a result of performing the method for

determining the threshold parameter when the control panel

1s installed.

19. The method of claim 8, wherein the first and second
antennas are operatively coupled to a system controller, and

the threshold parameter is determined by the system

controller.
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