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BLOCKCHAIN-BASED DIGITAL RIGHTS MANAGEMENT

CROSS~-REFERENCE TO RELATED APPLICATICNS

fO00LY This applicaticon claims the benefit of priority

under 35 U.8.C. §1i8{e) of co-pending U.8. Provisional

Patent Application No. 82/410,557, filed Octoher 20, 2016,

entitled “Blockchain-Based DRM.” The disclosure of the
above~referenced gpplication 1ls incorporated hersein by

referenne.

BACKGRQOUND

Field of the Disclosure

{00021 The present disclesure relates to digital rights
managemant {DRM}, and more specifically, to implementing

the DRM using blonkchains.

Background

00031 For intercoperability, many current DRM sclutions

typlically reguire a rights locker or other common storage
that is managed by a vendor or a group of vendors.
However, thess conventicnal soluticons may not be very
reliable and rely on one unigue point of failure. If the

rights lochey provider or system goes out of business or

otherwise falls, the user losss all the acguired content.
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SUMMARY

The present disclosure provides for

[OQOE]

intaroperable digital rights management (DRM)

rights hlcckchaln.

{O808) In one implsmentation, a method for

rights

The method includes: receiving an snroliment

[

usexr

L

public

kay

onding to the public key;

using the public key;

delivering the rights blockchain having a

inciuding the user identifier to the user.

FQO0T7Y In ancther dmplementation, a sy

rights blockchalin storing rights of a

The system includes: a rasgistration

i

receive an enrollment raguest and pubiic

user, the registration authority also configu

based
rights

one usern

impl

ragquest and a

gener

and genexr:

stem for

ad Lo
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using a

generating &
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verifying that the user has a
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verify
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¥
]

that the user has a private key corrssponding te the publil

key, generate a uzer identifier public key, and
genarate and deliver the rights blockchain having a genesis
block including the user identifier to the user.

[OQ08] In vet another lmplementatiocn, a mesthod for

performing digital rights managemsent using a cights

blockchain storing rights of a user is disclosed. The

mathod dincludes: receiving a protected content idncluding a
content ddentifler, & acrambled easence, and an encrypted

control word; recelving the rights bklockchain and

credentials of the user; szearching the rights blockchain

for a firzt block that contains

the protected content; decrypting the encrypted control

word when a signature and usage rights in the first block
are determined to be walid; and descrambling the scovambled
s@saence using the decyypted control word.

(000881 In a further implementalticn, & method Tor generating
a rights blockchain storing rights of a user to consume an

item of content is disclosed., The method includes:

an enrollment reguest and a public key from the

s

user and verilfying that the user haszs a private kKey

corresponding to the public key: gsnerating a genesis block

including & ussr ldentifier of the user using the public
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key; and generating and adding a new block having & content

o

identifier of the iltem c¢f content and assoclated usage

i

right
fO010] Other features and advantages should be apparent
from the presant description which 1llustrates, by way of

ezample, aspects of the disclosurs.

BRIEF DESCRIPTION OF THE DRAWINGS
(00137 The detalls of the present disclosure, koth az to
its structure and operation, may be gleaned in part by
study of the appended drawings, in which like reference
numerals refer toe like parts, and in which:
(G012] FIG. 1 i3 a klock diagram of a blockchain including

n bilocks and a genesis blook;

00331 PIG. 2 i3 a block diagram of

components and
interaction in one implementaticn of a3 new DRM ayatem using
a blockchaing

(0014 FIG. 3 is a block diagram of one implementation of a
rights blockchain (RBC);

{0818 FIG. 4 1z a block diagram of cone implementation of

nrotected content:

(0018 FIG. 5 is a flow diagram illustrating a digital

anagement operation using a blockchain in
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acoordance with one implemsntation of the present

W

dizsclosure;

[GQL7Y FIG. § 13 a flow diagram illustrating a process for
generating an RBC in acoordance with one implemsntation of
the present disclosurs;

(G018 PFIG. 7 1z a flow diagram illustrating a process for

hts to the

5]

acguiring a given content and adding usage ri

RBC in accordancs with one implementatrion of the present

disclosure:

=

[G018] FIG. 8 is a flow diagram ililustrating a process fox

packaging a content at the content provider in accordancs
with one implementation of the prezent disclosure; and
[0028] FiIG. % 1s a flow diagram illustrating a process fox

consuming a content in accordance with one implementation

of the present disclesure.

DETAILED DESCRIPTION

1

{00211 2s descoribed above, many curvent digital rights
managemsnt solutions btypically reguire a rights locker or

other common storags, which rasly on cns unigue point of

ure. For exampls, 1f the rights locker provider on

-~
[

&1

.

peed

system goes aut of business or otherwise fails, the user

loses all the acguired content., Conventional sclutions

5
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store bthe usage righits of a pilece of content into a licenss

dedicatred te ons usey and one specific platform.

(0022 Certain implementations of the present disclioszsure

provide an alternative sclution which removes the rights

lecker and coffers a psrsistent interopsrabllity perspsctive

uzing a blockchain. After reading thsss desgriptions, it

will become apparent how to implsment the disclosure in

varicus implsmentations and applications. Howsvar,
although various implementations ¢f the present disclosure
will be described hervein, it is understood that these
implementations are pregented by way of example only, and

L

not limitation. A3z zuch, this detaililisd &

i

scription of

varioung implementaticons should not be construed to limit
the scope cor breadth of the present disclosure,

rad list of

{00231 A blockchain data structure 13 an ords

blocks., PRach bleock points back sscurely to its predscessoer
until the first block in the blockchaln, usually referred
to az ths “genesls” block. The blocks and their seguencing
are protectad ip integrity by backward-linking
cryetogragphic hashes,

{00247 In orne implementation, several compubter systams

ezecuting software applications and operating systems

-

as vides content

interact to manage access to
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xl}

cred as data. The computsr systsems usse rights
bBlockehains to manage access The rights blockchain
includes an crdered seguence of blocks of data, storing
information for a user and itsms of content. Initially,
the rights blockechain includes a single block, so called

block, storing useyr information. As usags

tha gene

U}
U)

te content iltems arse acoulred, bklocks are added to

the rights blockchain, wherein each new block
usage rights to one or more conbtent items and includes a

reference to the previocus block in the rights blockechain,

0025} In one example, & usser haz registered u
information with & reglstration computer system and the
registration system has provided to a user computer system

2ok of a rights bleckcohain,

=

data repre
When the user acguires rights to an item of content from a

5

contant provider or some other entity, the usser system
provides the user’'s rights blockchain to a content provider
computer system, and the content provider system and
registration avatem update the user's rights blockchain to
refiect the new rights, adding & new block for the new
content. The content provider system returns the updated
rights blockchain and corresponding encrypted content data

represanting the content item, and the user system stores
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the received data., When the user acgulres additicnal uzage
rights, the content provider system and veglstration system
update the user's rights blockchain again, adding new

blocks for

]

ew content.

[026] When the user wants to acgess the content data, the

provides the content data and the rights
blockchain to a DRM computer system. The DEM zystemn
verifies the rights blockchain and confirms that ths accass
is within the usage rights granted within the corvesponding
block in the rights blockchain. Cnece verified and
confirmed, the DRM svstenm decrypis or facilitates
decrypiing the encrypted content data and the user system

o

jaH

n accaass the decrypted content,

=

[O027TY FIG. 1 is a block diagraem of & hklockchain 100
including n bleocks 1310, 120, 130 and a genesis block 140.
In one implementation, a block has at least thrse elements:
an information section {(e.g., 1
registered data and ancillary data:; the cryptographic hash
{e.g., 114} of the previcus block {the genesis block will
act have a previous block): and the cryptographic hash
{e.g., 116} of ths currant block.

0028 FIG. 2 is a block diagram of the components and

interaction in ons implemsntation of a3 new DRM aystem 200



WO 2018/075129 PCT/US2017/046906

using a3 blockchain., A licensze encrypted for the
user/devics, in traditicnal DEM, contains boith the

descrambling key and the usage rights asscciated with a

X

piece of content ox a set of piscss of content. In ths new

rr

system 200, the license is replacsed by a block in an RBC

210 that holdz all ths usage rights acguired by a user.
This blockchain 210 is not protscted in confidentiality,
bub conily in integrity. FIG. 3 is a blogk diagram of one
implementation of the RBC 210,
[G028] In the illustrated implemsntaticons of FIGS. 2 and 3,
the DEM system 200 includes an RBC 210, a content provider
224, user credentials 230, a reglstration authority 240,

protected content 254, and a DRM agent 260, In cther

implementations, not all entities or obhlsctz/data shown in

ra}

FIG. 2 are neseded or used.

f0030] The user credentials 220 are unigue to the uzer and

& user I {e.g., the user

TL 322 of ¥IG. 3} of the RBC 210. The registration
avthority 240 adds new blocks to the user's RBC 210. Ths
content provider 220 distributes the protected content 2350,

ociated usags vights, o the user. The

as well az as

{
1)
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scrambled content (e.g.. a scrambled movie). The DEM agent
250 handles the digital vights management function., In one

implementa DEM agent 260 coperates in the user

device ussd to consumeswatch the content. The DRM agent

(2

260 receivaes the protected content 250 and the RBC 210, If

the user is entitled to access the contsant, the DEM agent

260 descrambles the protected content 250,

{00311 In one implementation, each unit of the computer
systems are ssparabte {=#.g., ths content provider 220,

registration authority 240, and the DRM agsnt 240). In

(u
3

ancther implementation, the computer systemns C
located or combinad {e.g., the content provider 220,

regiatration authority 240 opszrating on the same ssrver

system], or additional systems noit shown in the can

o
i

\(:‘
o
it
ZD
=
U

-
6]
o
O
3
3]
o
O
o}
Pt
i
]

participate {e.g., multiplse user
phaone and/cy tablet, and mulitiplie content distribution

network systems).

[45]

(00327 In the illustrated implementation of FIG. 3, the
information block 321 of the genesis block 320 holds at

least ths user ID 222, The user ID 32272 may be anonymous,
as ths RBC 210 may be public. The User 1D 322 i3 notbt
confidential. The genesis bleock 320 alilso includes & hash

.

324 of its information block 321. The subsequent blocgk
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L4210 also includes a haszh 318 of the

o
<
-
w
?..j
o
a
7

current block and a hash 219 of the preceding block.
{00331 The information bleck {e.g., 311 for Bicck 1) cf ths

subsequent blocks (Block 1 (310, ... . Block o (330}

includes at ast the content identifier (ID} {e.g., 317

for Bleock 1}, the usmage rights {e.g., 314 for Biock 1}, and
the digital signature {e.g., 316 Tfor Block 1.

{00341 The content ID 312 unambilguousliy ldentifiss one
pilece <f content cr work. The work may be a given version

oL @ content, or it may he the content ltself regardless of

the formats., The content provider 220 ceontrols and defines

I 312, The usage rights 314 define the rights
tha ussay has bkeen entitled or acguired for this werk. Ths
format may be either & standardized rvights languags such as
eXtensible Rights Marvkup Language (XzML} or Open Digital
Bights Language {CDRL}, a smart contract, or any
proprietary format. A digital signaturs 316 is issued by
the reglistration authority 2Z240. The signature 315
encompasses the Information block 211,

{0038] In ope implementation, the RBC 210 is unigque to an

individual identified by the user ID 322, In ancther

s

implementation, there is a global EBC that holds the usa

W3

rights of all users of a given ecosystem. In that case,
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the block information would also contain the user ID 322,

and the genesiz block 320 would be different (not dedicated
to a specific user ID},

[G038] In one sexample implemsntation, the blockchaln uses
the following information and foxmat: the user ID 382 is a

2048-bit number that is provided by the registration

b

authority 240 when the user senrollis and creates the genesis

block 320: the content ID {110} usses the Entertainment

‘

Tdentifier Reglistry {EIDR} identifier for the content {(zee,

te

:

@,0,, eldr.org): the usage rights {e.g., rights 314} is a
data structure listing the list of licensed audic languages
and the list of licensed subtities; and all the hashes
{e.g., hashes 2318, 319, 324) are ZIHA~512 coded in bass64.

For blocka, The signaturs {e.g., nre 316 for klock 1}

i3 an RSA 2048 (Rivest, Shamir, and Adelmana; a public-key
cryptosystem} of the three filelds content ID {s.g., 312},

usage rights {e.g., 314}, and the hash {(e.g., 3138} of the

Blocke-r. The registration authcrity 240 gensratss Lhe
signature using its root signing private key. For the

Y

genesis block, the signature iz an RSA 2048 of the fielid

>

sser ID {e.g., 322}. The hash (e.g., 31%, 214} <of a block

sncompasses the information block 311 hash of the

nravious block {e.g., 33i%). 324 of the gs=nesls
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infermation block 321,

[0O37] FIG. 4 is a block diagram of cone implementation of

protected content 250, The protected content 250 includses

at lsast the contant 1D 410, the scramblsd essence 420, and
the sncorypitsed control word {encrypted CW) 420. The content

IH 43¢ ddentifies the work. It is the same as the one used

by the RBC 210, The scranmbled esssnce 420 is the result
scrambliing the clear essence of the content {i.e., the
content in clear form, without scrambling) using a control
word {CW), which 1s a random nuriber generated by the
content provider 2Z20. In one implementaticn, the
scrambling algorithm is AES 128-bit in CBC mode. That is

. The encryphted W

encs

ey

scrambled egsence = AESew {(Clear e
430 i3z the outcome of the encryption of the CW {used to
seramble this essence) with a key known to the DREM agent

260 {=.g., uvsing a secret key, or a public key-private key

(o

pair).
{0038] Tn cne implementation, the DEM agent 26C haz a
unigue 128-bit DRM _KEY that is used to encrypt the CW and

the encryption usss Advanced Encryption Standard {(RES). In

one lmplemsntation, the CW is a 128~bit nonce gsnerated by

a random number gznsrator.  That is, Encryptsd CW =

ARS (pen_xeyy (CW)
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{00381 In corne lwmplementatiocn, the content provider 220 may
use gseveral DRM technologles. In that case, each supported
DEM agent 260 is identified by a DRM-ID. The data
structure for the protected contant 250 containz a list of
pairs of DREM~ID and corrssponding encrypted CW 430. Fach

encrypbed CW 430 is the CW encrypted by the sscret DRM KEY

o
=

the coryesponding DRM agent 260,
004087 FIG. 5 is a flow diagram 500 illustrating a digital
rights management (DRM) operation using a blockchain in

aceordance with one lmplementaticn of the present

03

disclosurs. In one inplemsntaticon, the DRM operation is
performed within the DRM agent 260 of FIG. 2.
{0041 In the i1llustrated implementation of FIG. 5, the

protected content 250 is recseived, at block 5LCG. The
user’s credentials 230 and a pointer to the users’ RBO 210
are raguested and received, at block 520. The wvalidity of
the received RBC 214 is checked, at block 530. The

validity of the HEBC 210 ila chsecked by determining wh

The hashes {e.g., hashes 318, 319 foxr biock 1 in
avery block and the hash (e.g., hash 324 for the genssis

block in FIG., 3} of the genesis block are consistent. For

1

@

IS

wch non-genesls block, the valldatlion verifies that the

calculated hash of this biock is equal te hash 318, and
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that the calculated

319. For the genesi

s

the calculated hash of

{0042}

o
<

received R

implementation, a checg

whether the user ID 37

receivad ugse

¢

be determinsd that all

block 1 of the RBC 210

REC

de

it is

{08431 Once

the us

assoclated with

contalins the ntent T

zearched, at blcc

g rights a
are determined,

encrypted

DRM KEY), at block 580

block 594,
lear CW.

{0044]

hash o

A determination
210 actually belongs b
X 1z made,
2

cradentials

with

cermined that the

]
e
=
sy
[
o
}_a -
U
o3
®
]
-
el
o]
+
©
.
}._' -
e
v
3
&3S
)

In the illustrated

PCT/US2017/046906

5 ¢

f previocus block is

block, the validation verifies that

3Z

o~

this bleck iz equal to hash 4.

o

iz then made to verify that the

=
pier]

o the . In cone

at bleock 540, to determine

iy Vel

A

in the R 210 correspcnds Lo the

230. If this is the it can

case,

usage rights {(e.g., vights 314 in

iist

~

AT . &

FT £ ad in the receivad

in
the user.

recelived REC are

er, the block in the RBC that

o for the protected content is

. Then, in the corresponding

grnature of the information block and

at block 560, If the uzage

at blook 570, to be wvalid, ths

and the clear

is descrambled with the

implementation of FIG. 5, a
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alin DRM coperaticn does not use a centralized license

server or a cenbtralized rights locker., Instead of a rights
locker, the aszoclation of the RBC 210 and the registration
authority 240 iz used. Similariy, the role of the licenss

arver is shared betwsen the EBC 210 that defines the

Ut

regqulred usags rights, the protectad contant 250 that holds
the ancrypted CW 430, and the DREM agent 260 that eniocrces
the usags vighits.

can sharse the sams RBC. in

[C0458Y Many content provids

one ilmplemsntation, the user has ons RBC and each contant

provider uses the zame RBC for that user. In another

implementation, a user can have multiple RBCs, one for sach

Qs

content provider or multiplis providers can share or uss the
same RIS or & oontent provider <an use multipls RBUs.
(0048 If a content provider 220 adds or changes its DBEM
technology, 1t has just to reissue a new version of ths
protected content 2530 with the new encryphted CW 43C for the
new DRM agent 260,

{0047] One implementation is desigrned to handle E-sell
through (EST), The user acquires the license rights to

watoh & content in a glvern language {(or set of fanguages)

and with potential subtitles in & particunlar language {ox

set of languages). The licenze iz perpstual {(or at least
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for a r=zasonabls number of years) and is independsnt of the
guality of the viewed instance of the content. In ons such
implilemantation, the content provider 220 uses one single
DEM.

[0048] A few examples of a DRM opsration 1s pressnted helow

o]

for user A interacting with svystems using RBC.

b

004381 To crasate the RBC, user A performs the usar
enrollment by generating an RSA 2048 kev pailr and
contacting the registration authority 240, The
registration authority 240 then perfcorms the following
operations: reguests the user A’ s public kev; verifies
whether this public key is already reglstered: regussts
user A to generate a diffsrent key palr 1f the key 1s
already registered; verifiss whether ussr A has the

kay through a challenge-response
protocol; creates the user ID 322 with the user Bz public

key; oreates the user A7 s genesls block 320 for the user

Az HRC Zif0; and delivers the created genesis block 320 to

[O0BGT FIG. € is a flow diagram 600 illustrating a process

Lor genarating an BBC in acoordance with one implementation

of the present disclesure. In tha i)

implementation of FIG. &, an enrollment reguest is recsived

PCT/US2017/046906
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istration authority from a user, at kblock 810, In

raesponss, the registration authority regussits a public key
from the user, at block ©20, and verifies, at block 630,
whethey thiz public key is alresady registarad. At biock

40, the regiztration authority reguests the user to

4

whether the user has the corresponding private key through

-
h
[
W

a challenge~reszponse protocel, at blocd ; Creates a user

¢

g...l

tes and

a1
(o2
o
.~
i
[
o
W)

ook

o

I with the user’s public key, at

blockchain with a genesis blcocck for the

delivers ths rigl

REBC to the user, at block €70,

[00B1] To acguire a given content and add usags v

foliowing operations are performed: user A provides the HRC

bo the content provider 220; the content provider

informs the registration authority 240 that usser A ascguired

the content; the user {or the content provider 220}

PR S RN

provides the RBC 210, the content ID

-

block 1y of th

a

purchased content, and the asscciated usage

o

rights fe.qg., ID 314 for block 1) such as the list of
licensed languagssa and subtitle languages; the registratiocon
authority 240 checks the wvalidity/integrity of the provided

RRC {(i.s., the RBU has not been compromised or hampered
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with) the reglstration authcority 2470 adds a new block with
the provided dabta and hashes {e.g., hashes 318, 31% for

bleck 1 in PIG. 3) for information in the new block and

preceding klogk, 1f the RBC 210 is walid; and the

T

the RBC 210 to the

ragis ion authority 240 returns

9]

contant provider 220, which returns the RBC 210 te ussr A.
[0082] FIG. 7 1s a flow diagram 700 illustrating a process
for acguiring a given content and adding usage rights to
the BBC in accordance with one implementabticn cf the
present discleosure. In ths illustrated implementation of
FIG. 7, when The uszer acguires the given content from the
content provider, at block 710, the content preovider
informs the registration authority, at block 720, that the

user acqguired the content. The content provider provides

the content ID of the purchassd content and the associated

uzage rights, such as a list of licensed languages and
subtitle languages, at block 730, to the reglstration

authority. The registration autherity then checks the

integrity of the provided RBC, at block 740, and adds a new

Block with the provided data and hashes for infor

the new block and ths
REC 1is valld and has not hesn compromised or tampered with.
The registration authority returns the RBC to the user, at

i3
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block 760.

{0O53) To package a content; in ons implementation, the

content provider 220 performs the followilng opsr

raegisters this wvarsion of ths content in ths EIDR to

receive the content ID {e.g., 312 foxr block 1}; gensrates a

11y

random 123-bit number that wili be the CW; calculates th

£
<
h
O

corresponding encrypted CW 430 r sach supportsd DEM by
encrypting the W with the corrssponding DEM KEY; scrambles
the clear essence with the CW to generate the zcrambled
essence 420; and packages all this information into the
protected content 250, In one implementation, the

¢

scrambling uses AES in the counter (CTR) mode. The

ed content 250 can be freely distributed as it is

profact
seif-protacted.

{0054 FIG. 8 is a fiow diagram 800 iliustrating a process
for packaging a content ar the content provider in

accordance with ons implenmsctstion of the present

dizclosure. In the illilustratasd implsmentation of FIG. §,
the centent providsy rsgisters a curvent version of the

content in the BIDR to receive the content ID, at block

tas a random number

s
+
.
s
B}
o
o
2
0]
i
]
o]
g
o
o

810. The content providsy
that will be the coatrocl werd (CW), at bicck HZE, and
calculates the corvespornding encrvpted CW for =sach

20
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content ID presant
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a DRM Agent 260 with cothey providera.

{0087 FIG. 9 iz & flow diagram 200 illustrating a process

for consum a centent in accordance with one

impiensntation c¢f the present disclosure. In the
iliunstrated implementation of FIG. 2, the RBI and the

protectead tent ares vecelvaed, at block 810, by the DRM

agent and the wvalidity of the RBC is wverified, at block
2Z20. The user ID is then extracted from tha RBC, at block
930, and thes DRM agent wverifies whether the user has the

private key corresponding to user ID using a challenge-

954, the content

=
0l

zaponse protocol, at block S40.
ID of the protected content is checked to determine whethary

it is present in the RBC. Then, at block 260, the DRM

ot

agent verifies whebther the uzage rights list the language

and subtitle language requested by the uzer, if the conltent

JR—

ID is pr

esent in the RBC. The DRM agent decrypits the

o

o

sncrypted CW with the sscret key and retrieves the clear

CW, at biock 970, 1f the usage ¥ verify, Ths

scrambled essencs is descrambled and sent, at block 836,

with the CW to the us

B

r for consumptilon.

{00581 Additional varilations and Implementations are also
possible. For sxampls, the content data can be for various
Types of content ox other data, such as movies, telsvision,

22
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video, music, audio, games, sclentific data, medical data,
etc., Varicus DEM and erncryption algorithms can be used.

User identification and association of rights can be

handled in different wavs, such as one user having tThe same

cr different rights on different devices, users
rights {e.g., family accounts or primary/subordinats
accounts) . hemporary sharing of rights {e.g9., lending, deno
models) . Accordingly, the specific examples discussed
herein are not the only implementations within the scope of
the new technology.
[G0588] COne implementation includes ons or mors programmable
rocassoers and corresponding computer system componants
store and sx=scute compubery instructions, such as to provide
the creatlon, storags, modification, and transmission of
data representing blockeohains and content, and the
managermsent of information to ceontroel the encryptilon,
decryption, and acesss to data representing content.

{0080 The above descripticn of the discliosed

Implementations is provided to enable any psrson skilled in
the art to make or uss the disclesurs., Various

modifications to these implementations will be readily

apparent to those skilied in the art, and the generic

O
puit
e
W
5

principles described herein can be applied to
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implementations without departing from the splrzit or scope
of the disclosure. Accordingly, the technigques are not
liited to the specific examples described above. Thus, it
is to be understood that the descripticn and drawings
presentaed herein represent a presently possible

implemsntation of the disclosure and are thervefore

%

representative of the subliect matter that is broadly
- £z

contempliated by the present disclosure., It is furtherx

understood that the scope cf the present disclo

ancompasses other ilmplementations that may become cbvious

cilled in the art and that the scope of the

present disclosure i1s accordingly limited by nothing other

than tThe appended claims.
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CLAIMS
1. A method for generating a rights blockchailn storing
rights of & user, the method compriszing:

receiving an enrollment reguest and a public kev from

verifying that the user has a privats key

corresponding to the public key;

gensrating a user idsntifisr using public key: and

generating and delivering the rights blockchain having

10 & genesis block including the user identifier to the user.

Z. The method cf claim 1, further comprising

requesting a different public kev when the publi

iz alveady registered.

3. The methed of claim 1, further comprising

updating the rights blockchain including a new block
having a content identifisr of the content and associated
uzage rights.

4. The method of claim 3, further comprising
recgeliving information from a content provider that the

user has acqulred a content having the content identifier.

25
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5. The methoed of claim 3, whereln the assoclated uzage

rights includes

a iist of licsnsed languages and subtitle languages.

(X
1]
i
E 3
ko]
o
1
T
vy
;...\
]
s
9]
s
w
}.4.
]
9]
iy
[
[
b
—
(ot

for generating

o
“a
@
<
n
s
D
3

rightas of a user, the system comprisings:
b & X k e

a registration authority configured to receive an

enrcllment reguest and a public key from the user, ths
registration suthority also configured to verify that the
gser has a private key corresponding to the publiec kev,

generate a us=ay ldentifier using the public key, and

i

¢4
[

generate and deliver the righis blockchain having a gene

block including the user identifier to the user.

7. The gystenm of <claim ¢, further comprising

6]

content provider configured to inform the

o
53]

s acguired a content.

W

registration authority that the user h

rrein the regilstration

authority is alsc configured toe receive and update ths
rights blockechain with & new block having a content
identifier of the content and associated usage rights.

26
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. The system of claim 8§, whevrein the content provider
co scramble the corraspondling ts
s blockcha

£

18 also confligursd contant
the content identifier in the updated rights in and
sion 0of the content.

5 te genasrvats
rights management

16, A methed for performing digital
the

Blockechain storing rights of a usern,

r\+ &

using a righ

method comprising:

14 receliving a protectad content including a content
identifier, a scrambled sassence, and an encrypts

Thea

cradentials of

wWord;
receiving the rights blockchain and
user;
the vights blockchain for a firvst block that
content;

18 searching the
the content identifier of ths pro
yohing the encrypted contzol
block are

contalna
word when a signabture

‘:j fJP
first determin o he

and usage rights in the

valid;: and
secrambiled essencs using the decrypted

descrambling the sc
control wond.

further comprising:

The method of claim 10,

RS
-~

-4
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performing an intasgrity check of the rights blockchain

oF
]

o determine that the rights bloockchain has not bsen

compromised or tamperad with.

12, The method of ciaim 10, wherein the rights
Blockehain includes a genesis block having a user
“ 3

identifier of the user.

13. The method of glaim 10, further comprising
L = o
daetermining whether the signature and the usage rights

of the first klock are wvalid.

id4. A method for generaitling a rights blockchain

storing rights of

Y

unsay Lo consume an ltem of content, the

methed comprising:

.

receiving an enrollmant regusst and

j87]

public key from
the uger and wverifyving that the user has a privats key
corresponding to the publiic key:

generating a genesis biock including a user identifi
of the user using the public key: and

generating and adding a new block having a content

identifder of the item of contsant and associated usage rights.

o
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