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QUANTUM NETWORK DEVICES, SYSTEMS, AND METHODS

RELATED APPLICATIONS

[0001] This Application claims priority under 35 § USC 119(e) to U.S. Provisional Patent
Application Serial No. 62/909,5135, filed October 2, 2019, entitled "QUANTUM NETWORK
DEVICES, SYSTEMS, AND METHODS" which is hereby incorporated herein by reference
in its entirety.

FIELD
[0002] The present disclosure relates to quantum network devices, systems, and methods
such as, for use in quantum key distribution, quantum entanglement distribution, and/or other

quantum communication applications.

BACKGROUND

[0003] Quantum communication technologies can revolutionize the telecommunication
industry, e.g., the storage, the transmission, and the processing of information, because of
their ability to enable fully-secured communications. Contrary to current cryptographic
techniques, which are mostly based on unidirectional mathematical functions, quantum
communication is based on the physical laws of nature, e.g., quantum physics. The principles
of quantum physics enable the creation of fundamentally secure quantum communication
techniques such as, for example, Quantum Key Distribution (QKD). QKD is a secure
communication technique where any attempt by an eavesdropper to intercept a
communication of the secure key introduces anomalies that can be detected by the
communicating parties. These anomalies result from an essential aspect of quantum
mechanics; the process of measuring a quantum system necessarily disturbs the system.

[0004] Despite the significant advantage of being able to provide inherently secured
communications, quantum communication techniques are not ubiquitous. This is due, in part,
to the difficulties of counteracting transmission loss in fibers and storing (or buffering) the

quantum information.

SUMMARY
[0005] The present disclosure provides quantum network devices, systems, and methods.

These devices, systems, and methods enable long-distance transmission of quantum bits
1
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(qubits) for applications such as Quantum Key Distribution (QKD), entanglement
distribution, and other quantum communication applications.

[0006] Aspects and features of the present disclosure are detailed below. To the extent
consistent, any of the aspects and features of the present disclosure may be utilized in
conjunction with (or without) any of the other aspects and features of the present disclosure.
[0007] Provided in accordance with aspects of the present disclosure is a method
including separately storing, while maintaining quantum integrity, first, second, third, and
fourth photons. The first and second photons and the third and fourth photons are respective
first and second entangled photon pairs. The method further includes triggering a
synchronized retrieval of the stored first, second, third, and fourth photons such that the first
photon is propagated to a first node, the second and third photons are propagated to a second
node, and the fourth photon is propagated to a third node. Quantum features of the second
and third photons are simultaneously measured at the second node such that a new entangled
pair including the first and fourth photons disposed at the first and third nodes, respectively,
is created.

[0008] The synchronization and entanglement swapping provided in accordance with the
present disclosure can, in aspects, be done regardless of the transmission length (e.g., fiber
length) each of the photons travels through as long as no photon goes through a transmission
length (e.g., fiber length) that could result in a HOM visibility depth below usability, e.g., less
than 40% (although other HOM visibility thresholds are also contemplated). The storage and
synchronized retrieval, in aspects, may be performed by quantum memory devices, e.g., those
provided in accordance with the present disclosure, that can compensate for the path
differences by converting path differences into storage time differences.

[0009] In an aspect of the present disclosure, separately storing the photons includes
separately storing the first, second, third, and fourth photons in respective first, second third,

and fourth quantum memories.

[0010] In another aspect of the present disclosure, the second node is an intermediate
node.
[0011] In another aspect of the present disclosure, the intermediate node is a Bell-state

measurement node.
[0012] In still another aspect of the present disclosure, the quantum feature includes

polarization.
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[0013] In yet another aspect of the present disclosure, at least one of the first or third
nodes is an end node. Additionally or alternatively, the second node includes a plurality of
second nodes.

[0014] In still yet another aspect of the present disclosure, at least one of the first or third
nodes includes a random polarization generator node. Other suitable first and/or third nodes
are also contemplated.

[0015] In another aspect of the present disclosure, prior to separately storing the photons,
the method includes producing the first and second entangled photon pairs at respective first
and second entanglement photon sources.

[0016] A method of checking a quantum network in accordance with the present
disclosure includes measuring classical first-order interference between two temporally
synchronized photon pulses received from separate sources. Each pulse includes, on average,
a plurality of photons. The method further includes determining an interference visibility
based on the measured classical first-order interference and determining whether the
interference visibility is above a threshold. In aspects, the threshold is at least 95%.

[0017] In an aspect of the present disclosure, in response to determining that the classical
interference visibility is not above the threshold, the method further includes providing a
negative indication such as, for example, transmitting a classical signal indicating a failed
test. Alternatively or additionally, in response to determining that the classical interference
visibility is above the threshold, the method further includes providing a positive indication
such as, for example, transmitting a classical signal indicating a passed test.

[0018] Another method of checking a quantum network in accordance with the present
disclosure includes measuring Hong-Ou-Mandel (HOM) interference between two
temporally synchronized photon pulses received from separate sources. Each photon pulse
includes, on average, one photon or less. The method further includes determining an
interference visibility based on the measured HOM interference, and determining whether the
interference visibility is above a threshold. In aspects, the threshold is at least 40%; in other
aspects, the threshold is at least 42%; in still other aspects, the threshold is at least 44%; in
other aspects, the threshold is at least 46%; or in yet other aspects, the threshold is at least
48%.

[0019] In an aspect of the present disclosure, in response to determining that the HOM
interference visibility is not above the threshold, the method further includes providing a
negative indication such as, for example, transmitting a classical signal indicating a failed

test. Alternatively or additionally, in response to determining that the HOM interference
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visibility is above the threshold, the method further includes providing a positive indication
such as, for example, transmitting a classical signal indicating a passed test.

[0020] In another method of the present disclosure, the above-detailed classical first-
order interference check may be performed to determine a classical interference visibility
based on the measured classical first order interference. In response to determining that the
classical interference visibility is above a first threshold, the method further includes
performing the above-detailed HOM interference check to determine a HOM interference
visibility and determine whether the HOM interference visibility is above a HOM
interference threshold.

[0021] In an aspect of the present disclosure, in response to determining that the classical
interference visibility is not above the first threshold, a negative indication is provided. In
response to determining that the HOM interference visibility is not above the second
threshold, a negative indication is provided. In response to determining that both the classical
and HOM interference visibilities are above the respective first and second thresholds, a
positive indication is provided.

[0022] An on-demand photon source provided in accordance with the present disclosure
includes an entanglement photon source configured to output first and second entangled
photons, respectively, at a first frequency. The source further includes a first quantum
memory device configured to receive and store the first entangled photon, a second quantum
memory device configured to receive and store the second entangled photon, and a controller
configured to direct the first and second quantum memory devices to output (e.g., to direct
retrieval), in temporal synchronization, the respective first and second stored and entangled
photons at a second frequency different from the first frequency.

[0023] In an aspect of the present disclosure, the first frequency is compatible with
telecommunication optical fiber transmission.

[0024] In another aspect of the present disclosure, at least one of the first or second
quantum memory devices is configured to perform frequency conversion from the first
frequency to a second frequency.

[0025] In yet another aspect of the present disclosure, the second frequency is a
frequency enabling quantum memory storage.

[0026] A quantum system in accordance with the present disclosure includes a first node,
a second node, and a transmission channel defined between the first and second nodes. The
transmission channel includes at least one multiplexer and at least one demultiplexer. The at

least one multiplexer is configured to receive at least one quantum signal and a plurality of
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classical signals, combine the at least one quantum signal and the plurality of classical
signals, and output the combined signals for propagation through the transmission channel.
The at least one demultiplexer is configured to receive the propagated combined signals and
demultiplex the propagated combined signals into the at least one quantum signal and the
plurality of classical signals. In other aspects, the at least one quantum signal and at least one
of the plurality of classical signals are counter-propagated through the transmission channel.
[0027] In an aspect of the present disclosure, a quantum memory device is disposed
upstream of the multiplexer and configured to store the at least one quantum signal.
Alternatively or additionally, a quantum memory device is disposed downstream of the
demultiplexer and configured to store the at least one quantum signal.

[0028] In another aspect of the present disclosure, the plurality of classical signals
includes at least one of an incoming signal, a transmission signal, a receiving signal, a
temporal synchronization signal, or a line status signal. Additional or alternative signals are
also contemplated.

[0029] Yet another method provided in accordance with the present disclosure includes
receiving, at a multiplexer, a quantum signal and a plurality of classical signals. The method
further includes combining, via the multiplexer, the quantum signal and the plurality of
classical signals and outputting, from the multiplexer, the combined signals. The combined
signals are propagated through a transmission channel and received at a demultiplexer. The
method further includes separating, via the demultiplexer, the combined signals into the
quantum signal and the plurality of classical signals and outputting, from the demultiplexer,
the quantum signal and the plurality of classical signals.

[0030] In an aspect of the present disclosure, the method further includes storing the
quantum signal after the outputting from the demultiplexer and/or storing the quantum signal
before the receiving at the multiplexer.

[0031] In another aspect of the present disclosure, the at least one quantum signal and at
least one of the plurality of classical signals are counter-propagated.

[0032] A method provided in accordance with the present disclosure includes receiving a
cryptographic key encoded as a sequence of binary digits, converting the cryptographic key
to a quantum key encoded as a sequence of qubits, and transmitting the quantum key to a
quantum repeater. The quantum repeater transfers the property of entanglement between two
generated pairs of photons. The method further includes storing the quantum key in a

quantum memory device at room temperature, retrieving the quantum key from the quantum
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memory device, converting the quantum key to the cryptographic key, and transmitting the
cryptographic key.

[0033] In an aspect of the present disclosure, the quantum key is stored in the quantum
memory device as polarized photons.

[0034] In another aspect of the present disclosure, the cryptographic key and the quantum
key are transmitted over a fiber optic cable.

[0035] In another aspect of the present disclosure, the quantum key is transmitted as
polarized photons in free space.

[0036] In still another aspect of the present disclosure, the quantum memory device
converts a wavelength of at least one of the two generated pairs of photons.

[0037] In yet another aspect of the present disclosure, retrieving the quantum key from
the quantum memory device retains the integrity of the cryptographic key.

[0038] In still yet another aspect of the present disclosure, the method further includes
converting the cryptographic key from a sequence of qubits to a sequence of binary digits.
The method may also include receiving encrypted data and decrypting the encrypted data

based at least in part on the cryptographic key.

BRIEF DESCRIPTION OF THE DRAWINGS

[0039] Various aspects and features of the present disclosure are described hereinbelow
with reference to the drawings wherein like numerals designate similar elements in each of
the several views and:

[0040] FIG. 1 is a simplified schematic diagram of a quantum network in a memory-
assisted quantum interference measuring configuration in accordance with the present
disclosure;

[0041] FIG. 2 is a simplified schematic diagram of a quantum network in an
entanglement-assisted, memory-assisted quantum interference measuring configuration in

accordance with the present disclosure;

[0042] FIG. 3 is a schematic diagram illustrating the phenomenon of quantum
teleportation;
[0043] FIG. 4A is a simplified schematic diagram of an expanded quantum network in a

concatenated entanglement-assisted, memory-assisted quantum interference measuring
configuration in accordance with the present disclosure;

[0044] FIG. 4B is a simplified schematic diagram of a portion of the expanded quantum
network of FIG. 4A using Quantum Frequency Conversion (QFC);
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[0045] FIGS. 4C-1 and 4C-2 are exemplary graphical representations showing transition
levels of Rubidium atoms and the diamond scheme enabling use of these transition levels to
achieve QFC with Rubidium atoms;

[0046] FIG. 5 is an enlarged, more detailed schematic diagram of an intermediate node of
a quantum network in accordance with the present disclosure including both classical and
quantum signals;

[0047] FIG. 6 is an exemplary Hong-Ou-Mandel (HOM) interference curve of
coincidence rate versus time delay or polarization in accordance with the present disclosure;
[0048] FIG. 7 is an enlarged, more detailed schematic diagram of an end node of a
quantum network in accordance with the present disclosure;

[0049] FIG. 8 is an enlarged, more detailed schematic diagram of a transmission channel
between an end node and an intermediate node in accordance with the present disclosure;
[0050] FIG. 9 is a schematic diagram of a quantum network in accordance with the
present disclosure including a plurality of first end nodes and a plurality of second end nodes;
[0051] FIG. 10A is a schematic diagram of a quantum network in an entanglement-
assisted, memory-assisted quantum interference measuring configuration over asymmetric
fiber lengths in accordance with the present disclosure;

[0052] FIG. 10B is a schematic diagram of the quantum network of FIG. 10A further
including a control scheme in accordance with the present disclosure;

[0053] FIG. 10C is a schematic diagram of the quantum network of FIG. 10B further
configured for operation at telecommunication frequencies in accordance with the present
disclosure;

[0054] FIG. 11 is a block diagram of a quantum memory device configured for use in
accordance with the present disclosure;

[0055] FIG. 12A is a block diagram of a quantum network in accordance with the present
disclosure configured for long-distance entanglement distribution such as, for example, for
use in Quantum Key Distribution (QKD); and

[0056] FIG. 12B is schematic diagram illustrating long-distance entanglement
distribution such as, for example, with respect to the quantum network of FIG. 12A.

[0057] FIG. 13A is a schematic diagram illustrating the path of communication signals
connecting a quantum communication network, in accordance with some embodiments
described herein.

[0058] FIG. 13B is a schematic diagram illustrating components within a representative

end node of FIG. 13A, in accordance with some embodiments described herein.
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[0059] FIG. 13C is a schematic diagram detailing a representative source node of FIG.
13A, in accordance with some embodiments described herein.
[0060] FIG. 13D is a schematic diagram detailing a representative swapping node of FIG.

13A, in accordance with some embodiments described herein.

DETAILED DESCRIPTION

[0061] The following detailed description is made with reference to the accompanying
drawings, wherein explanations regarding components, functions, or constructions known in
the art are summarily provided or omitted entirely in an effort to avoid obscuring the aspects
and features of the present disclosure with unnecessary details.

[0062] Implementation of a long-distance quantum communication network requires, as
noted above, counteracting transmission loss in optical fibers and/or free space transmission
loss. More specifically, when transmission of optical signals over long-distances is required,
measures must be taken to counteract the unavoidable losses (e.g., attenuation, dispersion) of
the transmitted signal. With respect to traditional communications, a signal repeater receives,
amplifies (or replicates), and forwards the signal. However, for quantum communications,
this cannot be accomplished in the same manner as traditional communications; rather, the
solution of a quantum repeater is not so simple. The same fundamental physics principle that
protects against eavesdroppers also prevents the direct amplification and/or replication of
quantum information (qubits). This concept is described by the no-cloning theorem. (See M.
A. Nielsen and I. L. Chuang, Quantum Computation and Quantum Information, 10th ed.
Cambridge University Press, 2011.)

[0063] Quantum teleportation provides an invaluable strategy for transmitting qubits
without either the physical transfer of the particle storing the qubit or the violation of the
quantum mechanics principles. By implementing a Bell-state Measurement (BSM) on an
entangled photon (qubit) pair shared between nodes, quantum teleportation allows a quantum
communication system to “transmit” an unknown quantum state between two remote
quantum devices.

[0064] Quantum repeaters leverage teleportation to provide an analogue to classical
repeaters. Quantum repeaters use the physics of teleportation, leveraging a process called
entanglement swapping to allow for transmission of the quantum information via
teleportation of an entangled photon (qubit) pair beyond the quantum state coherence length

of a standard transmission channel. Entanglement swapping can be accomplished with at
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least one entanglement source transmitting the state to the two distant nodes. If the network
architecture allows for multiple entanglement sources between the distant nodes,
entanglement swapping between the most distant nodes can be accomplished with
significantly reduced signal loss when compared to transmission through standard fiber optic
channels. In embodiments, through the use of quantum memory devices incorporated into a
network, the various entanglement swaps in the network can be done independently of one
another.

[0065] The present disclosure provides quantum repeaters leveraging quantum
teleportation, systems (e.g., networks) incorporating the same, quantum repeater methods,
and other devices, systems, and methods that overcome the above challenges to enable long-
distances transmission of quantum information via a quantum network. In embodiments,
each transmission channel in the quantum systems (e.g., networks) includes a quantum
channel portion to generate entanglement and enable entanglement swapping to achieve
quantum teleportation, and a classical channel portion to transmit control information in a
conventional manner.

[0066] Implementation of a quantum communication network also requires, as noted
above, storing (or buffering) the quantum information. This can be accomplished using a
quantum memory device, a non-limiting example of which is detailed below. However, other
suitable quantum memory devices are also contemplated.

[0067] Referring to FIGS. 1 and 2, FIG. 1 illustrates an exemplary quantum network 10
in a memory-assisted quantum interference measuring configuration and FIG. 2 illustrates an
exemplary quantum network 20 in an entanglement-assisted, memory-assisted quantum
interference measuring configuration. Quantum networks 10, 20 may be implemented, for
example and without limitation, for use in quantum cryptography applications including
Quantum Key Distribution (QKD), e.g., as a Memory-Assisted, Measurement Device
Independent QKD (MA-MDI-QKD) quantum network or an Entanglement-Assisted MA-
MDI-QKD (EA-MA-MDI-QKD) network, or for other purposes that require, or take
advantage of, quantum entanglement distribution. Such an implementation is detailed below
with reference to FIG. 12A, although other implementations are also contemplated.

[0068] Each network 10, 20 includes a plurality of nodes such as, for example, first and
second end nodes 110 and one or more intermediate nodes 120. Each network 10, 20 further
includes at least two quantum memory/buffer devices 130. As illustrated in FIG. 1, network
10, more specifically, includes first and second end nodes 110 each coupled to an

intermediate node 120 with a quantum memory device 130 disposed in the transmission
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channel 150 between each of the first end node 110 and the intermediate node 120 and the
second end node 110 and the intermediate node 120.

[0069] Network 20, more specifically, as illustrated in FIG. 2, includes two end nodes
110, four quantum memory devices 130, two intermediate nodes 120, and an entanglement
photon-pair source node 140. A transmission channel 150 is defined between each end node
110 and a corresponding intermediate node 120 with a quantum memory device 130 disposed
therebetween, and another transmission channel 150 is defined between the entanglement
photon source node 140 and each of the intermediate nodes 120 with a quantum memory
device 130 disposed therebetween. The transmission channel can be either through fiber or
free-space. As detailed below, the location of the quantum memory device 130 along a
particular transmission channel 150 may vary depending upon the particular configuration of
the network, the features of the components interconnected by the transmission channel 150,
or other factors and may include, without limitation, an end of the transmission channel 150
or any other location along the transmission channel 150.

[0070] Either or both of the end nodes 110 may include a quantum random polarization
(or other quantum feature, e.g., spin) generator for photons; the layout of an exemplary end
node 110 is described in greater detail below with reference to FIG. 7.

[0071] One or more of the intermediate nodes 120 includes a polarization (or other
quantum feature) decoding module, e.g., a Bell-State Measurement (BSM) station, and is
described in greater detail below with reference to FIG. 5.

[0072] Each of the quantum memory devices 130 is capable of temporally storing
quantum information, e.g., qubits, acting like a programmable buffer, facilitating
synchronization within a quantum network by storing photons and retrieving them on demand
with high-fidelity, in a deterministic manner. Depending on the network configuration, the
quantum memory devices 130 and/or nodes 110, 120 can be used in different ways, for
example, at the measurement stations the quantum memory devices 130 can be utilized to
guarantee that photons are synchronized whereas at the sources the quantum memory devices
130 can be utilized to create a deterministic on-demand photon source.

[0073] Each transmission channel 150 is configured to enable transmission, e.g., through
one or more optical fibers, in free space, in combinations thereof, etc., of quantum
information (e.g., photons encoding information) and, in embodiments to also enable
transmission of classical information (e.g., a digital signal containing information).
Embodiments of transmission channels 150 are detailed below with reference to FIGS. 8 and

9.

10
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[0074] Each entanglement photon source node 140 may be a parametric down conversion
entanglement photon source (which converts a photon of higher energy into a pair of photons
of lower energy) or other suitable photon source capable of producing a pair of polarization
(or other quantum feature) entanglement at the proper wavelengths, and within a determined
bandwidth. Polarization entanglement may be achieved, for example, via satisfying the
simultaneous resonant condition for both H (horizontally) and V (vertically) polarized
photons by placing and tuning two Periodically Poled Potassium Titanyl Phosphate (PPKTP)
crystals in an amplification cavity. High-repetition polarization entangled-states can be
created by pulsing the pump laser and improvements to the entanglement generation rate can
be achieved by optimizing the reflectivity of the out-coupling mirror in the Optical
Parametric Amplifier (OPA) cavity to find a compromise between finesse (the ratio of Free
Spectral Range (FSR) over the half-width of the transmitted frequency band) and cavity
output. The production of Spontaneous Parametric Down-Conversion (SPDC) photon pairs
are efficiently matched to the main mode of the cavity in real time, thereby achieving
maximum finesse square enhancement setup. This configuration readily enables conversion
from a Discrete-Variable (DV) quantum source to a Continuous-Variable (CV) quantum
source by exchanging the PPKTP non-linear crystals. Further, this configuration enables
generation of squeezed light tuned to atomic lines or Schrodinger Kkitten states by
combination with single photon subtraction.

[0075] Although embodiments of end nodes 110, intermediate nodes 120, quantum
memory devices 130, entanglement photon sources node 140, and transmission channels 150
are detailed herein it is contemplated that any suitable components or portions thereof may be
additionally or alternatively utilized, duplicated, etc., to create a desired quantum network
configuration.

[0076] With reference to FIG. 1, in use, generally, end nodes 110 both encode and/or
decode their information on the single photon level pulses in the form of polarization,
whether randomly for QKD applications or deterministically for other use cases, and transmit
them along respective transmission channels 150 to intermediate node 120. A quantum
memory device 130 may be disposed at different physical locations in each transmission
channel 150 to store the polarization qubits and enable selective retrieval to coordinate arrival
of the polarization qubits at the intermediate measurement node 120 in temporal
synchronization. Regardless of their positions, the quantum memory devices 130 of the

present disclosure store qubits while maintaining the integrity thereof; that is, the quantum

11
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memory devices 130 enable retrieval of the qubits without damaging the quantum
information encoded thereon, e.g., polarization.

[0077] The intermediate node 120 may be configured as a Bell-state measurement station
which interferes the two qubits and performs a Bell-state measurement to determine whether
the two-qubit state is an entangled state. If the Bell-state measurement is successful (e.g., it
detects entanglement), then the end nodes 110 can establish a quantum correlation between
the qubits they sent. An eavesdropper attempting to intercept the qubits may not reconstruct
the qubit sequence of the end nodes 110 from the Bell-state measurement results, and
therefore intermediate node 120 can communicate the coincidence detections classically to
the end nodes 110. The qubits may be single photons encoded with quantum information in
their quantum feature, e.g., polarization.

[0078] The Bell-state measurement station of the intermediate node 120, with momentary
additional reference to FIG. 5, more specifically, includes a Non-Polarizing Beam Splitter
(NPBS) at which the qubits retrieved from the quantum memory devices 130 interfere, and
two single-photon detectors or Single-Photon Counting Modules (SPCMs) placed at the
output arms of the NPBS to generate a signal every time they record a hit. Intermediate node
120 is described in greater detail below with reference to FIG. 5. This is sufficient to perform
an HOM check detailed below. However, to extract the polarization information of
transmitted qubits, a second set of polarizing beam splitters (PBS) is used sequentially in the
optics path to the NPBS. More specifically, for a Hong-Ou-Mandel (HOM) interference
check, as detailed below, the polarizations of Horizontal (H) and Vertical (V) can be summed
and the polarizations of Diagonal (D) and Antidiagonal (A) can be summed such that only
two detectors are required. However, to enable use of intermediate node 120 to both perform
a HOM check and extract the polarization information of transmitted qubits, intermediate
node 120 includes two sets of polarizing beam splitters (PBS) for a total of four (4), thus
enabling detection of each of the H, V, D, and A polarizations.

[0079] With reference back to FIGS. 2, with respect to network 20, intermediate nodes
120 thereof function similarly as detailed above with respect to network 10 (FIG. 1) except
that both photon(s) received at each intermediate node 120 are not provided by an end node
110. Rather, each end node 110 provides photon(s) to one of the intermediate nodes 120 via a
transmission channel 150 while the other photon(s) provided to the intermediate nodes 120
are provided by an entanglement photon source node 140 via transmission channels 150.
Entanglement photon source node 140 is configured to generate an entangled photon pair (in

embodiments, pulses of entangled photon pairs) and output one photon of each pair along the

12
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different transmission channels 150 connected thereto. Quantum memory devices 130 are
disposed in each of these transmission channels 150 as well as the transmission channels 150
between the end nodes 110 and the intermediate nodes 120 to coordinate arrival of the
polarization qubits at the intermediate nodes 120 in temporal synchronization (thus
accounting for asymmetrical transmission channels 150 and/or other temporal variations in
the network).

[0080] Each intermediate node 120 includes a Bell-state measurement station and is
capable of performing the coarse check and/or the fine check detailed below and also capable
of extracting the polarization information of transmitted qubits. In fact, regardless of the
number of nodes 110, 120 in a particular network, each intermediate node 120 is configured
to perform a Bell-state measurement to extract the polarization information of transmitted
qubits and determine whether the qubits received are in an entangled state. This is performed
along the entire network whereby each intermediate node 120 shares a source, e.g., an end
node 110 or an entanglement photon source node 140, with each adjacent intermediate node
120. This enables quantum teleportation, as detailed below, and also allows for the integrity
of the entire network to be checked by performing the coarse and/or fine checks detailed
below at each intermediate node 120.

[0081] With reference to FIG. 3, as noted above, the quantum networks of the present
disclosure, e.g., network 20 (FIG. 2), leverage quantum entanglement swapping to allow for
transmission of quantum information via teleportation of an entangled photon pair. More
specifically, first and second photons (qubits) of an entangled photon pair created, for
example, at an entanglement photon source node 140, are transmitted, e.g., via transmission
channels 150, to different nodes, e.g., a “C” node 121 and an “A” node 122. The “C” node
121 may be an intermediate node including a Bell-state measurement station 123. The “A”
node may likewise be an intermediate node, may be an end node, or may be any other node.
The “C” and “A” nodes 121, 122 may communicate via a classical channel 151.

[0082] A “B” node 124, e.g., an end node, an entanglement photon source node, or any
other suitable node, transmits a photon (qubit) encoded with quantum information, e.g., a
polarization qubit, to the “C” node 121. Arrival of the photon (qubit) from the “B” node 124
and arrival of the first photon (qubit) of the entangled photon pair at the “C” node 121 is
synchronized such that the Bell-state measurement station 123 of the “C” node 121 can
perform a Bell-state measurement. By performing the Bell-state measurement of the photon
(qubit) transmitted from the “B” node 124 and the first photon (qubit) of the entangled

photon pair from the “D” or entanglement photon source node 140, entanglement swapping
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takes place whereby the quantum information encoded on the photon (qubit) from the “B”
node 124 is teleported to the second photon (qubit) of the entangled photon pair received at
the “A” node 122. That is, without physical transmission of a photon (qubit) from the “B”
node 124 to the “A” node 122, the quantum information encoded on the photon (qubit)
produced at the “B” node 124 is teleported to the “A” node 122.

[0083] Although the above details a single entanglement swap and corresponding
teleportation from the “B” node 124 to the “A” node 122 with a single “C” node 121
therebetween, the network may be expanded and entanglement swapping performed
sequentially therealong to teleport quantum information from one node to another with any
number of intermediate nodes therebetween. Particular implementations, features, and
configurations of such networks are detailed below.

[0084] Referring to FIGS. 2 and 4A, network 20 may be expanded to incorporate one or
more entanglement sources such as, for example, illustrated with respect to expanded
network 40 illustrated in FIG. 4A (which includes a pair of entanglement sources and one
quantum repeater 50). Networks 20, 40 may further be expanded beyond the expansion
illustrated from network 20 to network 40 to provide additional entanglement photon sources
node 140, associated quantum memory devices 130, and additional intermediate nodes 120,
thereby increasing the distance of the network. More specifically, in order to expand the
network to include a plurality of quantum repeaters, one (or both) of the end nodes 110 is
displaced in favor of one more extension portions consisting of another entanglement photon
source node 140, a first additional quantum memory device 130, another intermediate node
120, and a second additional quantum memory device 130. By extending the network 20, 40
with an appropriate number of extension portions, any suitable length network including any
requisite number of quantum repeaters can be achieved.

[0085] Continuing with reference to FIG. 4A network 40 includes first and second end
nodes 110, first and second intermediate nodes 120 connected to the respective first and
second end nodes 110 via transmission channels 150 each including a quantum memory
device 150. Network 40 further includes at least one quantum repeater 50 disposed between
and interconnecting the first and second intermediate nodes 120.

[0086] Each quantum repeater 50 includes four transmission channels 150 (or portions
thereof), two to four quantum memory devices 130, two entanglement photon sources node
140, and an intermediate node 120. The outer transmission channels 150 are configured to
couple to additional intermediate nodes such as, for example, the first and second

intermediate nodes 120 of network 40. In this manner, plural quantum repeaters 50 may be
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connected in a network with each adjacent pair of quantum repeaters 50 including an
intermediate node 120 therebetween. Of course, the first and last quantum repeaters 50 are
coupled to end receiving nodes 110, e.g., via additional intermediate nodes 120 or directly
thereto.

[0087] Quantum repeaters 50 operate to generate first and second entangled pairs of
photons (each pair including a photon “P1” and a photon “P2”), one pair generated from each
entanglement photon source node 140. The “P1” photon of each pair is propagated to the
intermediate node 120 of the quantum repeater 50 (which receives one photon from each
entanglement photon source node 140) while the “P2” photons of each pair are propagated to
respective nodes 120 on either side of the repeater 50, e.g., the first and second intermediate
nodes 120 of network 40. At each node 120 where entanglement swapping occurs (or in
measurement-device-independent QKD configurations), similarly as detailed above, a Bell-
state measurement is performed after which the two remote photons (e.g., photons of any
arbitrary distance apart) are entangled, thereby entangling all four photons using the principle
of entanglement swapping. For example, with respect to intermediate node 120 of the
quantum repeater 50, which receives the “P1” photon of each of the first and second
entangled pairs of photons, the Bell-state measurement entangles the “P1” photons and, since
the “P1” photons were previously entangled with the “P2” photons, the result is that all four
photons are entangled. Although the bell-statement measurement destroys “P1” photons,
teleportation of quantum information from one of the “P2” photons to the other is achieved,
similarly as detailed above with respect to FIG. 3.

[0088] It is also possible to leverage quantum teleportation to transmit entanglement
across numerous repeater nodes without performing the Bell-state Measurement, if all
intermediary repeater nodes have sufficient visibility, as measured through HOM
interference, across the total distance between the initial source and final destination node.
[0089] Where multiple quantum repeaters 50 are provided in a network, the above is
similarly accomplished throughout the entire network via entanglement swapping across pairs
of nodes, which destroys the intermediate photons in BSM processes. Entanglement can be
repeated, pair-wise, with sequential expansion across all nodes in the total transmission path.
Thus, the end nodes 110, regardless of the distance or number of quantum repeaters 50
therebetween, can establish a quantum correlation therebetween. This can be exploited to
send qubits sequences between the end nodes 110. Similarly as detailed above, since an

eavesdropper may not reconstruct the qubit sequence of the end nodes 110 from the Bell-state
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measurement results, the intermediate node 120 can communicate the coincidence detections
classically (e.g., over a classical communication channel) to the end nodes 110.

[0090] In the above implementation, quantum information storage, quantum teleportation
(entanglement swapping), and quantum networking are all critical elements. The most
immediate application of quantum teleportation is to perform quantum communication over
long distances. In this scenario, quantum memory devices 130, are fundamental to the
successful communication of quantum information. The quantum memory devices 130
provide the ability to store and buffer quantum information until it is needed later and can
also make the links more secure (e.g., immunity to side-channel detector attacks). The need
for quantum repeaters 50 including quantum memory devices 130 in long-distance quantum
communication links is due to photon losses in the optical fiber in which they are transmitted,
limiting any transmission channel in distance, e.g., to distances <150km, particularly with
existing standard telecommunication infrastructure. The quantum repeaters 50, including
quantum memory devices 130, overcome this distance limitation by combining quantum
teleportation and quantum feature storage, as demonstrated above. In this way, a given
distance above the distance limit is divided into shorter links (each below the distance limit)
and entanglement is created and stored independently for each link, then distributed over
distance.

[0091] It is noted, more specifically, that, in order for the above to work with
probabilistic entanglement photon sources node 140, it is necessary to capture and store the
pairs of entangled photons in quantum memory devices 130, which preserve their entangled
state, until all photons are ready to be retrieved and read out at an intermediate node 120.
Hence, a quantum memory device 130 is disposed in each transmission channel 150.

[0092] FIGS. 2, 4A, and 4B illustrate networks 20, 40 (or portions thereof) in various
different configurations. FIG. 2, more specifically, illustrates a configuration where the
network 20 is configured for operation at the wavelength at which the quantum memory
devices 130 thereof operate. With respect to the quantum memory devices detailed below,
this wavelength may be 795nm (for Rubidium 87-based memory devices), although other
wavelengths are also contemplated, depending upon the particular quantum memory, or
quantum source devices utilized.

[0093] With respect to the configuration detailed in FIG. 2, no Quantum Frequency
Conversion (QFC) is necessary, as the network 40 (or portion thereof) operates at the same
wavelength, e.g., 795nm. In such a configuration, quantum memory devices 130 may be

disposed in close proximity to and, in some embodiments, within the same enclosure 160, as
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the intermediate nodes 120 they surround. Thus, the distance from the quantum memory
devices 130 to the corresponding intermediate nodes 120 is minimized, thus facilitating
temporally synchronized receipt of the photons stored in quantum memory devices 130 at the
intermediate nodes 120, which is an important factor in obtaining successful Bell-state
measurement results at the intermediate nodes 120.

[0094] FIG. 4B illustrates a configuration where the network 40 (or portion thereof) is
configured for operation at a wavelength different from a wavelength at which the quantum
memory devices 130 operate and, in embodiments, different from the wavelength at which
the entanglement photon sources node 140 operate. Such a configuration necessitates QFC,
e.g., using quantum frequency converters 170 at the inputs to quantum memory devices 130
and at the outputs of entanglement photon sources node 140. However, such a configuration
is beneficial with respect to transmission channels 150 including fiber optic cables in that it
allows use of pre-existing fiber optic cabling networks and network infrastructure such as
those utilized for wide area commercial telecommunications, where losses at wavelengths
between 1300nm and 1500nm are negligible compared to losses at 795nm. In embodiments,
the entanglement photon sources node 140 are configured to operate at the same wavelength
of the photons that are quantum frequency converted to telecom wavelengths, thus, the
quantum frequency converters 170 at the outputs of the entanglement photon sources node
140 may be omitted.

[0095] In embodiments, the operating wavelength of the quantum memory devices 130
may be 795nm. The operating wavelength of the transmission channels 150 may be a
telecommunications infrastructure compatible wavelength such as, for example, 13xxnm
(e.g., 1324nm or 1367nm), 15xxnm (e.g., 1550nm), or a combination thereof. Intermediate
nodes 120 may operate at any suitable wavelength, as may entanglement photon sources node
140. In the configuration of FIG. 4B, as with the configuration of FIG. 2, quantum memory
devices 130 are disposed in close proximity to and, in some embodiments, within the same
enclosure 160, as the intermediate nodes 120 to facilitate temporally synchronized receipt of
the photons stored in quantum memory devices 130 at the intermediate nodes 120.

[0096] FIG. 4A illustrates another configuration where the network 40 (or portion
thereof) is configured for operation at a wavelength different from a wavelength at which the
quantum memory devices 130 and the entanglement photon sources node 140 operate. Such a
configuration necessitates QFC; however, rather than using separate quantum frequency
converters as with the configuration of FIG. 4B, the quantum memory devices 130

themselves function to perform the necessary QFC (after retrieval), thus providing the benefit
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of enabling use of pre-existing fiber optic networks, such as those utilized for
telecommunications as at least part of transmission channels 150. In embodiments where
quantum memory devices 130 and the entanglement photon sources node 140 operate at
different wavelengths, quantum frequency converters (not shown) may be disposed
therebetween.

[0097] The configuration of FIG. 4A further differs from that of FIG. 4B in that, with
respect to FIG. 4A, quantum memory devices 130 are disposed in close proximity to and, in
some embodiments, within the same enclosure 180, as the entanglement photon sources node
140 to function as the aforementioned quantum frequency converters prior to transmission of
the photons across the transmission channels 150, e.g., the telecommunication fiber optic
network. The operating wavelength of the quantum memory devices 130 may be 795nm
and/or the operating wavelength of the transmission channels 150 may be a
telecommunications wavelength such as, for example, 13xxnm (e.g., 1324nm or 1367nm), or
15xxnm (e.g., 1550nm). Intermediate nodes 120 may operate at any suitable wavelength, as
may entanglement photon sources node 140.

[0098] FIGS. 4C-1 and 4C-2 illustrate QFC, at the single photon level, using quantum
memory devices 130 (FIG. 1). FIG. 4C-1 illustrates QFC between 795nm and 780nm, while
FIG. 4C-2 further illustrates QFC to 1324nm and up to 1367nm. These conversions are
illustrative only and non-limiting; quantum memory devices 130 may similarly be utilized to
convert the wavelength from the 795nm wavelength utilized to store the photons in the
quantum memory devices 130 to any suitable wavelength such as a different
telecommunication wavelength, e.g., 13xxnm (e.g., 1324nm or 1367nm), or 15xxnm (e.g.,
1550nm). The QFC is accomplished via quantum frequency manipulation of probe fields
under Electromagnetically Induced Transparency (EIT), which is utilized by quantum memory
devices 130 (see below with reference to FIGS. 11-14). More specifically, the QFC may be
accomplished between the rubidium (Rb) D1 and D2 lines through the use of adiabatic transfer
using double-lambda schemes.

[0099] Turning to FIG. 5, an intermediate node 120 is illustrated and described in greater
detail. Intermediate node 120 includes a demultiplexer 222 coupled to the transmission
channel 150 and configured to separate the received signal into one or more classical signal
lines 223 and one or more quantum signal lines 224. Photons of two different but relatively
similar wavelengths are transmitted along the quantum signal line 224, the first containing the
quantum information encoded in the quantum features, e.g., polarizations, thereof and the

second serving as a control wherein the photons thereof have a known initial quantum
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feature, e.g., polarization. For example, the first, quantum information photons, may be
transmitted at, or converted to, a wavelength of 795nm, the wavelength at which quantum
memory devices 130 (FIG. 1) operate, while the second wavelength, corresponding to the
control photons, may be 785nm. Providing different wavelengths enables easier separation of
the different wavelengths from one another while providing relatively similar wavelengths
enables estimating the properties of one by measuring the properties of the other. Thus, a
balance is struck between sufficiently different and sufficiently similar wavelengths. In
embodiments, the second wavelength may be within about 5% of the first wavelength; in
other embodiments, within about 3% of the first wavelength; and, in still other embodiments,
within about 1% of the first wavelength.

[00100] The photons transmitted along quantum signal line 224 are directed through a
dichromatic mirror 226 to thereby separate the photons of 785nm from those of 795nm. The
photons of 785nm impinge upon a polarimeter or polarization detector 230 to determine a
resultant polarization thereof. This classical (non-quantum) signal needs not large amounts of
power but sufficient enough to be transmitted throughout the distance between the node pairs.
Since the initial polarization of the photons of 785nm is known, a polarization drift during
transmission of the control photons can be determined based upon a comparison of the initial
polarization and the resultant polarization. Since the control photons are of a sufficiently
similar wavelength as the quantum information photons (qubits), a polarization drift of the
quantum information photons, despite not knowing the initial polarization thereof, can be
determined and accounted for by applying a correction. Although the above is detailed with
respect to polarization, it is contemplated that drift in other quantum features may be detected
and compensated for in a similar manner.

[00101] Continuing with reference to FIG. 5, the quantum information photons, e.g., of
795nm, continue through a notch narrow filter 231 (of 795nm) to eliminate any photons that
are not at that wavelength, e.g., to eliminate residual photons of 785nm that were not diverted
by the dichromatic mirror 226. After passing through the notch narrow filter 231, the
quantum information photon(s) (qubit(s)) may continue to a quantum memory device 130 for
storage and selective retrieval, e.g., to enable synchronized retrieval and transmission to Bell-
state measurement station 240 as photon(s) from another quantum memory device 130
feeding Bell-state measurement station 240.

[00102] Upon retrieval, the photon(s) travel to the Bell-state measurement station 240
which includes, as noted above, a Non-Polarizing Beam Splitter (NPBS) 242 at which the

qubits interfere, and two single-photon detectors (SPCMs) 244 placed at the output arms of
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the NPBS 242 to generate a signal every time they record a hit, e.g., detect a photon,
indicating the polarization thereof. The signal is output to a suitable processor such as a
microcontroller or FPGA 246. In addition to determining and outputting the polarization of
the qubits, e.g., Horizontal (H), Vertical (V), Diagonal (D), or Anti-diagonal (A), the Bell-
state measurement station 240 also enables checking of the HOM dip to determine visibility
at intermediate node 120, as detailed below. An etalon (not shown) may also be provided
before the NPBS 242 to remove any residual from the co-propagating polarization beam.
[00103] The FPGA 246 of intermediate node 120, as noted above, receives the signals
indicating the polarizations of the qubits. In addition, the FPGA 246 receives the information
transmitted over the classical signal lines 223 and outputs information for transmission over
the classical signal lines 223, e.g., indicating the result of the HOM dip check (as detailed
below) and/or the detected polarizations of the qubits. A clock signal 249, e.g., derived from
a GPS, a network time protocol server, or otherwise synchronized time-base, may be
provided to FPGA 246 to enable further precision on the synchronization with the clock
signal and triggers transmitted over the classical signal lines 223. Prior to outputting the
detected polarizations of the qubits, the FPGA 246 may perform correction on the detected
polarizations, e.g., based upon the polarization drift detected on the control photons. This
correction may be proportional to the detected polarization drift, determined by inputting the
detected polarization drift into a suitable algorithm, or otherwise based upon the detected
polarization drift. If feasible, this correction could be implemented in hardware as well as or
as an alternative to software regulated.

[00104] Referring also to FIG. 6, data from the coincidence counts of the photon detectors
is analyzed to calculate the Hong-Ou-Mandel (HOM) interference coincidence rate between
the output arms of the NPBS 242. FIG. 6 illustrates an exemplary HOM interference curve
exhibiting the signature coincidence dip caused by HOM interference. This coincidence dip is
indicative of visibility which can be between 0-50%. A visibility of 50% indicates that the
input qubits received at intermediate node 120 are perfectly temporally synchronized and
include the same optical frequency and polarization, they are virtually indistinguishable.
Although the maximum visibility of 50% is not required for a network to be operative, there
is a minimum visibility threshold below which the network would not be useful for quantum
secured communication. As such, checking the HOM dip to determine visibility, e.g.,
periodically at any suitable fixed, varied, and/or variable intervals, based on event occurrence
or other conditions, etc., provides an indication if the network is operational for quantum

information transfer and/or quantum secured communication; it can also simultaneously be a
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good metric of the network’s health status and it’s losses, similar to a block error rate in a
conventional network.

[00105] Continuing with reference to FIGS. 5 and 6, checking the visibility at intermediate
node 120, more specifically, may be performed in a coarse check mode, wherein intermediate
node 120 receives, for example, a continuous or pulsed many-photon (classical) signal to
determine a first order interference pattern thereof. Such a classical wave interference can
have a visibility of up to 100%; acceptable limits may include visibilities of 95% and above,
although other visibilities may also be acceptable. The coarse check mode is aptly named
given that achieving a minimum visibility with respect to a many-photon continuous or
pulsed classical signal is generally less sensitive to variations, e.g., temporal variations,
optical frequency variations, etc., as compared to achieving a minimum visibility at the
single-photon level, e.g., in the fine HOM check mode detailed below. Further, such a check
is relatively easier and faster to perform compared to the fine HOM check detailed below.
Thus, by performing the coarse check, it can be determined, for example, whether there is a
system failure or multiple failures that would render network 10 inoperable for quantum
information transfer.

[00106] With respect to the fine HOM check mode, an HOM dip is evaluated to determine
visibility at intermediate node 120. More specifically, the fine HOM check mode may be
performed via intermediate node 120 receiving and checking the HOM dip to determine
visibility at the single-photon level, e.g., from pulses each containing a single photon. By
performing the fine check, it can be determined, for example, whether there are system
setting/calibration issues that would render the network inoperable for, or reduce performance
of, quantum information transfer. Performing either or both of the above checks during
network down-time, or in between transmissions, may be utilized to guarantee optimal
network performance.

[00107] In embodiments where the coarse check is performed first, the fine check need not
be performed if the minimum visibility at the coarse check is not met. If the minimum
visibility at the coarse check is met (e.g., visibility is above a set threshold), the fine check
may then be performed. Alternatively or additionally, the fine and/or coarse checks may be
performed at similar or different intervals, in response to similar or different events or
conditions, etc. It should be noted that the fine check is optimized when the input photons per
pulse is equal to 1 or fewer photons.

[00108] With regard to the coarse check mode, as noted above, the minimum visibility

may be about 95%. With respect to the fine check mode, the minimum visibility, in
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embodiments, may be about 40%, in other embodiments, about 42%, in yet other
embodiments, about 44%, in still other embodiments, about 46%, and, in still yet other
embodiments, about 48%.

[00109] Turning to FIG. 7, a transmission node of an MA-MDI-QKD scheme is described.
The transmission node is configured as an independent quantum random polarization qubit
(or other suitable quantum feature) generator. The transmission node includes a laser source
312 configured to produce an output laser beam. A pulse picker (or other suitable filtering
device} and an Acoustic Optical Modulator (AOM) 316 control the temporal shape and
timing of the photons. More specifically, the AOM 316 creates pulses with a defined number
of photons, e.g., 1 photon (in embodiments). AOM 316 may be controlled by an FPGA 322.
[00110] The Electro-Optical Modulator (EOM) 318 is configured to receive the pulses and
randomly change a quantum feature, e.g., polarization, of the photons. A high-voltage EOM
driver 320 is used to control the output of defined quantum features (e.g. specific
polarizations) encoding quantum information originating from the EOM 318. More
specifically, at each trigger, FPGA 322 reads a value from a quantum random number
generator source sequence for the polarization to encode, e.g. a sequence of BB84-states,
and outputs a logic signal in one of the multiple channels of the high-voltage EOM driver
320 that control the power rail to provide to the EOM 318. The high-voltage EOM driver
320 produces specific output high voltages depending on which of the input logic channels
(e.g. four channels, corresponding to the four polarizations) is output to the EOM 318. The
resultant quantum signal 326 may be co-propagated along with classical signals 327 along a
transmission channel 150. The classical signals may be multiplexed/demultiplexed to
transmit information to/from the FPGA 322.

[00111] Turning to FIG. 8, a transmission channel 150 from, for example, an end node 110
(FIG. 1), or an adjacent source node, to an intermediate (BSM) node 120, is illustrated,
although transmission channel 150 may be disposed between an intermediate node 120 and
an entanglement photon source node 140 (FIG. 2), or between any other suitable nodes.
[00112] Transmission channel 150 includes a multiplexer 650 configured to receive one or
more input classical signal lines 652 and one or more input quantum signal lines 654 and to
combine the input signal lines 652, 654 for co-propagation along fiber optical cable 656,
although separate propagation and/or propagation through free space or other media is also
contemplated. The co-propagated signal is received at a demultiplexer 658 that serves to
separate the received signal into one or more output classical signal lines 662 and one or

more output quantum signal lines 664. The photons transmitted along the output quantum
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signal line 662 are polarization monitored to correct for polarization drift along the channel
and then transmitted to a quantum memory device 130 for storage and, upon retrieval from
quantum memory device 130, are transmitted to an intermediate BSM node 120. Receipt of
the photons at intermediate node 120 and processing thereof is detailed above with respect to
FIG. 5.

[00113] The one or more input and output classical signal lines 652, 662 may include, for
example, an incoming qubit notification line 665, a line-status line 666, a receiving RX line
667, a transmitting TX line 668, and a time-sync line 669, although additional or alternative
lines are also contemplated. These lines 665-469 enable communication of information
classically, e.g., digitally, between nodes. More specifically, incoming notification line 665
provides an indication that a quantum communication is forthcoming, allowing the quantum
memory device 130 and/or the intermediate node 120 to ignore other noise on the
transmission line unless and until an incoming notification is received. The line status line
666 may provide information regarding the transmission channel 150 such as, for example, a
length of the transmission channel 150, for use in calculating the appropriate storage times
required from the quantum memory pairs at the BSM-node 120 in order to ensure
synchronized arrival of the photons at the intermediate BSM node 120. The receiving and
transmitting lines 667, 668, respectively, enable classical communication of information such
as, for example, the results obtained from the Bell-state measurement at the intermediate
node 120, the results of the coarse interference check and/or the fine HOM check at the
intermediate node 120, other feedback and/or control information, etc. The time-sync line
669 provides a clock signal to synchronize the various components of the network and may
be used in conjunction with local GPS clock signals received by one or more of the
distributed network components.

[00114] As illustrated in FIG. 8, quantum memory device 130 is disposed between the
demultiplexer 658 and the intermediate node 120. Alternatively, quantum memory device
130 may be disposed upstream of the multiplexer 650, e.g., between the multiplexer 650 and
an end node 110 (FIG.1) or an entanglement photon source node 140 (FIG. 2). In such
configurations, the classical signals would bypass the quantum memory device, e.g., using
dichromatic mirrors on the input and output beam to separate out the classical signals for
bypassing the quantum memory device. The configuration illustrated in FIG. 8 may be
utilized, for example, with respect to the configurations of FIGS. 2 and 4B, while the other
configuration noted above may be utilized, for example, with respect to the configuration of

FIG. 4A.
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[00115] Referring to FIG. 9, the transmission channels of the present disclosure are not
limited to single node-to-node channels (or point-to-point communications). For example, in
some embodiments, as illustrated in FIG. 9, a transmission channel 650 may interconnect a
plurality of first end nodes 110 with an intermediate node 120, while a plurality of second
end nodes 120 are connected to the intermediate node 120 via another transmission channel
650. A multiplexer may be disposed at each end node 110 to combine the classical and
quantum signals thereof and co-propagate (or otherwise propagate) the same along the
transmission channel 650. In other embodiments, a transmission channel 650 may
interconnect a plurality of first end nodes 110 with an intermediate node 120, while a single
second end node 120 may be connected to the intermediate node 120 via a transmission
channel, e.g., similar to transmission channel 150 (FIG. 8). Additional routing and/or
combining of signals may be accomplished along transmission channel 650 to further co-
propagate (or otherwise propagate) the signals from different end nodes 110. Regardless of
the particular configuration, the quantum signals must propagate end-to-end through an
effectively optically transparent network, whereas the classical signals can be routed,
amplified, or switched depending on the network requirements.

[00116] Continuing with reference to FIG. 9, multi-node quantum networks (e.g.,
networks that don’t utilize point-to-point communications) require traffic routing. More
specifically, with respect to such networks, for example, there is a need to determine a route
of a quantum path taking into account the characteristics of the various nodes (e.g., HOM
check results (thus enabling avoidance of a sub-optimal or non-functioning node(s))) and
links between the nodes, as well as the resources that are in use (e.g., whether nodes are
consumed by other quantum paths). That is, instead of simply always using the shortest
quantum path (based on hop-count or cumulative distance-length metrics, for example),
determining the route of a quantum path may consider other factors such as those detailed
above. It is noted that, in some instances, the determined route may in fact be the shortest
quantum path.

[00117] As an example of the above, when a node in a routed network determines the
route for a quantum path, e.g., from A to F, there may be a need to know the characteristics of
the nodes (B, C, D, E) and the links (A-B, B-C, B-D, etc.) as input to the path determination
function. This will determine where the signal is routed to and through which nodes. The co-
propagating classical signals take care of this and are re-routed depending on said

determination. The quantum signals are preferably routed alongside, but may be propagated
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through a different route. Regardless of path, all routes are considered effectively optically
transparent for the quantum path.

[00118] Traffic routing such as detailed above enables determination of a quantum path
taking into account what routes (or portions thereof) are in high demand (e.g., with relatively
small bandwidth available) and what routes have more available bandwidth. Further,
depending on the wavelength of the qubit (or on the distance it needs to travel), the route can
be determined to go through (or avoid) a path that includes QFC. Likewise, the route can be
determined to go through or avoid one or more quantum memory devices, depending upon
whether buffering is needed.

[00119] The above-detailed traffic routing for a quantum network utilizes information
about the characteristics of the nodes and the links, and information about the resources
already consumed by other quantum paths before the route of a new quantum path is
determined, and may be accomplished using classical signals that communicate health and/or
status information of the network and nodes (e.g., HOM check results at each applicable
node). In embodiments, determining the quantum path may include choosing the quantum
path with the least losses by selecting the shortest path (as a default) unless it is determined
(e.g., using the health and/or status information provided by the classical signals) that the
shortest path is degraded or not operating efficiently. Other configurations and/or routing
rules for determining a quantum path are also contemplated.

[00120] In addition to the above-described quantum path determination, any routing
structures, e.g., quantum routers, or separate routing structures may need to be provided to
similarly (or differently) route the classical signals along with the quantum signals and to
correlate the classical control information with the appropriate qubits. Thus, at least two data
planes, at least one for quantum communication and at least one for classical communication,
may be required, and any routing structures utilized must be able to accommodate the same.
Further, metadata associated with the quantum communications (qubits) may be utilized to
facilitate correlating the classical control information and routing. In routing embodiments as
well as point-to-point embodiments, the metadata associated with a qubit or entangled pair of
qubits can be included with the co-propagated with the classical data and may include the
time at which the entangled pair was created, to where the entangled pair should be
distributed, and/or other useful information to facilitate transmission and/or routing.

[00121] FIGS. 10A-10C schematically illustrate, within increasing levels of control,
communication, and/or feedback, an exemplary quantum network 1100 in accordance with

the present disclosure. To the extent consistent, any of the aspects and features detailed above
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with respect to the other networks and/or components thereof may be utilized in conjunction
with network 1100, and vice versa. Network 1100 includes first and second end nodes 1110,
an intermediate node 1120, and first and second entanglement photon source nodes 1140.
Although 1illustrated in this configuration, other suitable configurations and/or expanded
networks are also contemplated.

[00122] Referring to FIG. 10A, similarly as detailed above, first and second entanglement
photon source nodes 1140 are configured to generate first and second entangled pairs of
photons that are transmitted along transmission channels 1150. More specifically, one photon
of each pair is transmitted along a transmission channel 1150 including a quantum memory
device 1130 to enable synchronized receipt of the photons at the intermediate node 1120. The
intermediate node 1120 performs a Bell-state measurement at the intermediate node 1120,
thereby entangling the photons of the first and second pairs via quantum teleportation
(entanglement swapping). Further, the intermediate node 1120 is configured to communicate,
over a classical communication channel, e.g., via a classical signal, with the end nodes 1110
such as, for example, to indicate the results obtained from the Bell-state measurement at the
intermediate node 1120, the results of the coarse interference check and/or the fine HOM
check at the intermediate node 1120, other feedback and/or control information, etc.

[00123]  Referring to Fig 10A, end nodes 1110 can use the shared entangled pair for any
application, in this example to establish a quantum repeater enhanced MDI-QKD network by
each performing a similar measurement to the Bell-state measurement node 1120 using one
entangled photon and one randomly polarized photon. In order to verify the transmitted secret
key, end nodes 1110 need to know the result of all the measurements, transmitted to each
node via a classical / digital communication link.

[00124] FIG. 10B is a more detailed schematic of FIG. 10A, with added components to
allow for active control and optimization of the connectivity between all nodes. More
specifically, at the first and second entanglement sources 1140, a classical optical reference
source is added to be transmitted along transmission channels 1150 and used to feedback
control the network. At each of the quantum memory devices 1130, the reference light is used
to compensate for polarization rotation induced by the transmission channels 1150.
Additionally, a portion of the reference signal is used to create a remote Phase Lock Loop
(PLL) between the control laser of each memory unit 1130 and the pump laser of each
entanglement source unit 1140. Additionally, the optimization network is symmetric meaning
that in order to create the PLL and/or the active feedback polarization compensation, the

reference classical light could be placed at the memory units 1130 and/or the intermediate
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nodes 1120 and counter propagate in respect to the entangled photon through the
transmission channels 1150. In a scenario like that, the PLL and polarization compensator
would be placed at the entanglement source nodes 1140.

[00125] FIG. 10C expands the concept depicted in FIG. 10B for implementation using
telecom infrastructure. Although not necessary, in order to minimize the loss in the fiber
optics 1150, the qubits frequency can be converted to a telecom frequency at source nodes
1140 using quantum frequency converters and subsequently down converted to atomic
wavelengths at the memories 1130 using similar quantum frequency converters. Additionally,
the quantum memory units 1130 could be used either to work directly at telecom wavelength
or be used as atomic frequency convertors in the network in order to maximize the quantum
connectivity of the protocols.

[00126] Referring generally to FIGS. 11-14, an exemplary quantum memory device
configured for use as any or all of the quantum memory devices 130 (see e.g., FIGS. 1, 2, and
4) of the above-detailed quantum networks is described.

[00127] The quantum memory device detailed below utilizes warm-vapor
Electromagnetically Induced Transparency (EIT) as a means to store and retrieve the
photons. Upon entering the quantum memory device, the photons enter a vapor cell
containing atoms of Rubidium 87 and are absorbed by the atomic vapor cell naturally. By
using a control beam, the photons can be stored and retrieved with variable storage times.
Further, the quantum memory device detailed below is configured to operate at ambient
temperature and, in embodiments, at room temperature. This enables any of the quantum
network devices, systems, and methods of the present disclosure to likewise operate at
ambient temperature and, in embodiments, at room temperature.

[00128] FIGS. 11-14, more specifically, illustrate an ambient-temperature quantum
memory device suitable for use with the above-detailed quantum networks. For the purposes
herein, “ambient temperature” refers to temperatures that are outside laboratory operation or
laboratory-controlled  environments, e.g., non-laboratory-controlled temperatures,
temperatures not influenced by one or more of cryogenic cooling systems, laser cooling
systems, vacuum systems, etc. “Ambient temperatures” may include room temperatures,
environment temperatures (e.g., 0°C to 400°C), or the like. In embodiments, the quantum
memory devices are configured for room temperature operation. These quantum memory
devices enable the networks detailed herein to operate at ambient temperature or, in
embodiments, at room temperature. Room temperature may include temperatures of an

equipment room in which commercial telecommunications infrastructure operates.
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[00129] Referring initially to FIG. 11, a quantum memory device 400 is configured to: 1)
receive, at an input “I,” a quantum communication such as, for example, photons storing
quantum information, e.g., polarization qubits; 2) store the photons within quantum memory
module 401 thereof; 3) selectively retrieve the photons and perform filtering via filtering
module 402; and 4) send the photons as a quantum communication from an output “0.”
Quantum memory device 400, more specifically, allows for independent channels performing
Quantum Key Distribution (QKD) using the BB84 protocol (or other suitable protocols such
as MDI-QKD and EPR-based protocols) and polarization qubits; works with arbitrary
polarization qubits with retrieval fidelities (the quality of a retrieved quantum-state; defined
as the probability that the state was correctly interpreted) greater than 90% and with fidelities
greater than 98% upon using the auxiliary field filtering scheme detailed below; provides for
the storage of randomized photons in a shot-by-shot (e.g., photon-by-photon) manner; and
enables creation of a long-distance quantum secure networks, e.g., such as those detailed
hereinabove, utilizing one or more of such quantum memory devices 400 at ambient/room-
temperatures and outside the controlled laboratory setting. Exemplary embodiments of
quantum memory device 400 are described in more detail in U.S. Patent Application Serial
Number 17/042,054, which is hereby incorporated by reference herein in its entirety.

[00130] Turning to FIG. 12A, as noted above, the present disclosure may be implemented
for use in Quantum Key Distribution (QKD), e.g., as an EA-MA-MDI-QKD quantum
network. FIG. 12A is an example block diagram of a network architecture for distributing
quantum keys in an EA-MA-MDI-QKD configuration. As shown in FIG. 12A, a first node
1202 may distribute a quantum key to second node 1206 to undertake an authentication step
that may involve a private cryptographic key transmitted from first node 1202 to second node
1206.

[00131] First node 1202 may transmit a cryptographic key to second node 1206 through
quantum repeaters 1204(1) to 1204(n). In some examples, first node 1202 and second node
1206 may include physical processors such as a quantum processor, a classic processor (€.g.,
an integrated circuit processor), or a combination thereof. First node 1202 may function as an
authentication server, a data server, a computing client, or a combination thereof. First node
1202 may generate a cryptographic key for use in encrypting and decrypting data. The secure
transmission of a cryptographic key from first node 1202 to second node 1206 may enable
the secure transmission of data between first node 1202 and second node 1206. First node
1202 may generate a quantum key and/or convert a cryptographic key encoded as a sequence

of binary digits to a quantum key encoded as a sequence of qubits (e.g., a quantum key
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corresponding to the BB84 protocol). In some examples, first node 1202 may transmit the
quantum key to second node 1206 over a series of transmission channels. The transmission
channels may include free space and/or optical fiber cables. The physical distance between
first node 1202 and second node 1206 may exceed a distance over which optical signals (e.g.,
qubits) may reliably travel due to attenuation and signal interference. In order to overcome
this distance limitation a number of sequential quantum repeaters 1204(1) may be required to
enable transmission of the optical signals from transmission channel segment 1208(1) to
transmission channel segment 1208(2).

[00132] Additional quantum repeater nodes may be required for the quantum key to be
reliably sent from first node 1202 to second node 1206, e.g., using quantum repeaters
1204(1), 1204(2), ... 1204(n) by performing entanglement swapping operations-pairwise
until entanglement is established between first node 1202 and second node 1206, similarly as
detailed above. More specifically, with respect to a chain of quantum repeaters 1204(1),
1204(2), ... 1204(n), disposed between first node 1202 to second node 1206, entangled pairs
of photons are established in a concatenated manner and, thereafter, entanglement swapping
between adjacent photons (not of the same pair) is accomplished. This is illustrated in FIG.
12B, which initially shows entanglement creation (top of FIG. 12B), followed by the first
entanglement swap (middle of FIG. 12B) and, after any intermediate entanglement swaps, the
last or n entanglement swap (bottom of FIG. 12B) to teleport the quantum information from
the first node to the second node. While entanglement swapping destroys the data integrity of
the intermediate photons (involved in the intermediate swaps), the result is that the photons at
first node 1202 and second node 1206 are entangled such to teleport the quantum information
therebetween. As many quantum repeaters as necessary are provided and, thus, as many
entanglement swaps as necessary are performed in order to enable transmission of the
cryptographic key between first and second nodes 1202, 1206 which may be any distance
apart. With respect to each quantum repeater, each photon of the two pairs of photons may be
stored in a quantum memory device associated with that quantum repeater to enable temporal
synchronization. Second node 1206 may ultimately receive the quantum key and convert the
quantum key to the private cryptographic key for use in securing data transmission between
first node 1202 and second node 1206.

[00133] In some examples, second node 1206 may transmit the cryptographic key to a
computing device (e.g., computer, smartphone, IoT device) for use in securing a data
transmission between first node 1202 and the computing device. Second node 1206 may

transmit the cryptographic key to the computing device using a wireless connection (e.g., Wi-
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Fi, cellular network). Further, first node 1202 may establish a secure connection with second
node 1206 and/or the computing device using the private cryptographic key and securely
exchange data. The data may be securely exchanged over transmission channel segments
1208(1) to 1208(n) and/or alternative transmission channels that are separate from the
transmission of the quantum key.

[00134] FIG. 13A is a schematic diagram showing the path of different communication
signals connecting a network comprising two end nodes 1310, two source nodes 1320, and a
swapping node 1330, in accordance with some embodiments described herein. The network
shown in the example of FIG. 13A may be arranged like network 20 as illustrated in FIG. 2.
[00135] To provide communication between the end nodes, at least five different types of
signals may be used between nodes to coordinate multi-device interfacing. In some
embodiments, these signals may be transmitted by multiple optical fibers (e.g., separate
optical fibers). Alternatively, these signals may be transmitted by a single optical fiber (e.g.,
via multiplexing). In such embodiments, a pair of photons may be originated at each source
1320, the pair then being transmitted to an end node 1310 and a swapping node 1330 though
optical fiber links. Two separate signals may communicate frequency and time standards
between the nodes, which are common to the overall network. Similarly, a third signal may
be used for periodic calibration of the fiber channel through transmission of a quantum state
reference signal. Lastly, a fourth signal coordinating the digital interface of these devices may
be transmitted.

[00136] FIG. 13B is a schematic diagram illustrating components within a representative
end node 1310 of FIG. 13A, in accordance with some embodiments described herein. The
end node 1310 may include both quantum and digital layers. For example, the quantum layer
may include a user’s qubit generator 1311, a Bell-state-type measurement station 1312, a
quantum memory 1313 (e.g., such as quantum memory 400 of FIG. 11), a quantum frequency
converter 1314, a multi-frequency laser lock 1315, and/or a Q-state converter 1316. The
quantum layer may be monitored and controlled by a digital layer. In some embodiments, the
digital layer may include a time synchronizer 1317 and FPGA controller 1318.

[00137] FIG. 13C is a schematic diagram detailing a representative source node 1320, in
accordance with some embodiments described herein. The quantum layer may include a
quantum entanglement source 1321 configured to generate entangled photon pairs. These
entangled photon pairs may then be transmitted through separate channels to separate
quantum frequency converters 1322 to prepare the photons for transmission through the

optical fibers connecting the nodes in the network of FIG. 13A. In some embodiments, a
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multi-laser lock 1323 may function as a frequency standard for the quantum entanglement
source 1321 and the quantum frequency converters 1322. At a desired time, a Qu-state
reference signal 1324 may be transmitted from the source node 1320 to adjacent nodes in the
network to act as a channel calibration standard. In some embodiments, a trigger signal for
the quantum entanglement source 1321 and Qu-State reference signal 1324 may be controlled
by a time synchronizer 1325 in the digital layer of the source node 1320. A local FPGA
controller 1326 disposed in the digital layer may be configured to monitor and control the
quantum layer.

[00138] FIG. 13D is a schematic diagram detailing a representative swapping node 1330
of the FIG. 13A, in accordance with some embodiments described herein. The quantum layer
may include a Bell-state measuring station 1331, quantum memories 1332, quantum
frequency converters 1333, and Qu-state compensators 1334. In some embodiments, an
incoming photon may be first processed by a Qu-state compensator 1334 that are configured
to correct the incoming signal based on a previously received calibration standard signal
provided by the Qu-state reference signal 1324 from the source node 1320. The photon may
then be transmitted to a quantum frequency converter 1333 that is configured to optimize the
frequency of the photon for storage in the quantum memory 1332. Following frequency
conversion, the photon may then be transmitted to the quantum memory 1332 for storage,
awaiting a trigger signal for release. These processing steps may be replicated for each
communication channel entering the swapping node 1330. In some embodiments, the digital
layer may include a time synchronizer 1336 and a local FPGA controller 1337 to monitor
and control the quantum layer. In some embodiments, at an appointed time, the digital layer
may trigger the release of the photons stored in the quantum memories 1332 such that the
photons are transmitted to the Bell-state measurement station 1331 that is configured to
perform an interference measurement using the received photons.

[00139] Persons skilled in the art will understand that the features specifically described
hereinabove and shown in the associated figures are non-limiting exemplary embodiments,
and that the description, disclosure, and figures should be construed merely as exemplary of
particular embodiments. Therefore, it is to be understood that the present disclosure is not
limited to the precise embodiments described, and that various other changes and
modifications may be made by one skilled in the art without departing from the scope or
spirit of the disclosure.

[00140] Various aspects of the embodiments described above may be used alone, in

combination, or in a variety of arrangements not specifically discussed in the embodiments
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described in the foregoing and is therefore not limited in its application to the details and
arrangement of components set forth in the foregoing description or illustrated in the
drawings. For example, aspects described in one embodiment may be combined in any
manner with aspects described in other embodiments.

[00141] Use of ordinal terms such as “first,” “second,” “third,” etc., in the claims to
modify a claim element does not by itself connote any priority, precedence, or order of one
claim element over another or the temporal order in which acts of a method are performed,
but are used merely as labels to distinguish one claim element having a certain name from
another element having a same name (but for use of the ordinal term) to distinguish the claim
elements.

[00142] Also, the phraseology and terminology used herein is for the purpose of

e

description and should not be regarded as limiting. The use of “including,” “comprising,”

9 9 <6l

“having,” “containing,” “involving,” and variations thereof herein, is meant to encompass the
items listed thereafter and equivalents thereof as well as additional items.

[00143] The word “exemplary” is used herein to mean serving as an example, instance, or
illustration. Any embodiment, implementation, process, feature, etc. described herein as
exemplary should therefore be understood to be an illustrative example and should not be

understood to be a preferred or advantageous example unless otherwise indicated.
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What is claimed is:
CLAIMS

1. A method, comprising:

separately storing, while maintaining quantum integrity, first, second, third, and
fourth photons, wherein the first and second photons and the third and fourth photons are
respective first and second entangled photon pairs;

triggering a synchronized retrieval of the stored first, second, third, and fourth
photons such that the first photon is propagated to a first node, the second and third photons
are propagated to a second node, and the fourth photon is propagated to a third node;

simultaneously measuring quantum features of the second and third photons at the
second node; and

creating a new entangled pair comprising the first and fourth photons at the first and

third nodes, respectively.

2. The method according to claim 1, wherein separately storing includes separately
storing the first, second, third, and fourth photons in respective first, second third, and fourth
quantum memories.

3. The method according to claim 1, wherein the second node is an intermediate node.

4. The method according to claim 3, wherein the intermediate node is a Bell-state

measurement node.

5. The method according to claim 1, wherein the quantum feature includes polarization.
6. The method according to claim 1, wherein at least one of the first or third nodes is an
end node.

7. The method according to claim 1, wherein the second node includes a plurality of

second nodes.
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8. The method according to claim 1, further comprising, prior to separately storing,
producing the first and second entangled photon pairs at respective first and second

entanglement photon sources.

9. A method of checking a quantum network using a coherent light source, the method
comprising:
measuring a classical first-order interference between two temporally synchronized
photon pulses received from separate sources, wherein each pulse includes, on average, a
plurality of photons;
determining a first interference visibility based on the measured classical first order
interference; and
determining whether the first interference visibility is above a first threshold; and
responsive to determining the first interference visibility is above the first threshold:
measuring a HOM interference between two temporally synchronized photon
pulses received from separate sources, wherein each pulse includes, on average, one
photon or less;
determining a second interference visibility based on the measured HOM
interference; and
determining whether the second interference visibility is above a second

threshold.

10. The method according to claim 9, further comprising:

in response to determining that the first interference visibility is not above the first
threshold, providing a negative indication;

in response to determining that the second interference visibility is not above the
second threshold, providing a negative indication; and

in response to determining that both the first and second interference visibilities are

above the respective first and second thresholds, providing a positive indication.
11. The method according to claim 10, wherein the first threshold is at least 95% and the

second threshold is at least 40%.

12. An on-demand photon source, comprising:
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an entanglement photon source configured to output first and second entangled
photons, respectively, at a first frequency;

a first quantum memory device configured to receive and store the first entangled
photon;

a second quantum memory device configured to receive and store the second
entangled photon; and

a controller configured to direct the first and second quantum memory devices to
output, in temporal synchronization, the respective first and second stored and entangled

photons.

13. The on-demand photon source according to claim 12, wherein the first frequency is

compatible with telecommunication optical fiber transmission.

14. The on-demand photon source according to claim 12, wherein at least one of the first
or second quantum memory devices is configured to perform frequency conversion from the

first frequency to a second frequency.

15. The on-demand photon source according to claim 12, wherein the second frequency is

a frequency enabling quantum memory storage.

16. A quantum system, comprising:
a first node;
a second node; and
a transmission channel defined between the first and second nodes, wherein the
transmission channel includes:
at least one multiplexer configured to receive at least one quantum signal and
a plurality of classical signals, combine the at least one quantum signal and the
plurality of classical signals, and output the combined signals for propagation through
the transmission channel; and
at least one demultiplexer configured to receive the propagated combined
signals and demultiplex the propagated combined signals into the at least one

quantum signal and the plurality of classical signals.
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17. The quantum system according to claim 16, wherein a quantum memory device is
disposed upstream of the multiplexer, the quantum memory device configured to store the at

least one quantum signal.

18. The quantum system according to claim 16, wherein a quantum memory device is
disposed downstream of the demultiplexer, the quantum memory device configured to store

the at least one quantum signal.

19. The quantum system according to claim 16, wherein the plurality of classical signals
includes at least one of: an incoming signal, a transmission signal, a receiving signal, a

temporal synchronization signal, or a line status signal.

20. A method, comprising:

receiving, at a multiplexer, a quantum signal and a plurality of classical signals;

combining, via the multiplexer, the quantum signal and the plurality of classical
signals;

outputting, from the multiplexer, the combined signals;

propagating the combined signals through a transmission channel;

receiving, at a demultiplexer, the combined signals;

separating, via the demultiplexer, the combined signals into the quantum signal and
the plurality of classical signals; and

outputting, from the demultiplexer, the quantum signal and the plurality of classical

signals.

21. The method according to claim 20, further comprising storing the quantum signal

after the outputting from the demultiplexer.

22. The method according to claim 20, further comprising storing the quantum signal

before the receiving at the multiplexer.
23. A method comprising:

receiving a cryptographic key encoded as a sequence of binary digits;

converting the cryptographic key to a quantum key encoded as a sequence of qubits;
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transmitting the quantum key to a quantum repeater, wherein the quantum repeater
transfers the property of entanglement between two generated pairs of photons;

storing the quantum key in a quantum memory device at room temperature;

retrieving the quantum key from the quantum memory device;

converting the quantum key to the cryptographic keys;

transmitting the cryptographic key.

24. The method of claim 23, wherein the quantum key is stored in the quantum memory

device as polarized photons.

25. The method of claim 23, wherein the cryptographic key and the quantum key are

transmitted over a fiber optic cable.

26. The method of claim 23, wherein the quantum key is transmitted as polarized photons

in free space.

27. The method of claim 23, wherein the quantum memory device converts a wavelength

of at least one of the two generated pairs of photons.

28. The method of claim 23, wherein retrieving the quantum key from the quantum

memory device retains the integrity of the cryptographic key.

29. The method of claim 23, further comprising converting the cryptographic key from a

sequence of qubits to a sequence of binary digits.
30. The method of claim 29, further comprising;

receiving encrypted data; and

decrypting the encrypted data based at least in part on the cryptographic key.
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INTERNATIONAL SEARCH REPORT

International application No.

PCT/US 20/53855

A.

IPC -

CLASSIFICATION OF SUBJECT MATTER
HO4B 10/00 (2020.01)

CPC - HO04L 9/0855, B82Y 20/00, H04B 10/70, GO6N 10/00

According to International Patent Classification (IPC) or to both national classification and [PC

B.

FIELDS SEARCHED

Minimum documentation searched (classification system followed by classification symbols)
See Search History document

Documentation searched other than minimum documentation to the extent that such documents are included in the fields searched
See Search History document

Electronic data base consulted during the international search (name of data base and, where practicable, search terms used)
See Search History document

C. DOCUMENTS CONSIDERED TO BE RELEVANT

(04.12.2014) entire document

Category* Citation of document, with indication, where appropriate, of the relevant passages Relevant to claim No.
Y US 2008/0089696 A1 (FURUTA) 17 April 2008 (17.04.2008) entire document (especially para 1-8
[0037]-[004 1], [0050)-[0059), [0074])-[0079]) -
Y - |Liuetal. Semihierarchical quantum repeaters based on moderate lifetime quantum memories. | 1-8
[online] Physical Review A. 2017 Jan 19; 95(1):01 2319.
[Retrieved on 18 February 2021] Retrieved from the Internet < URL:
https://arxiv.org/pdf/1701.057 18.pdf > pg. 1, pg. 3, pg. 6
A US 2013/0308956 A1 (U.S. Army Research Laboratory) 21 November 2013 (21.11 .2013) entire | 1-8
document
A US 2014/0355998 A1 (UNIVERSITE DE NICE SOPHIA ANTIPOLIS), 04 December 2014 1-8

D Further documents are listed in the continuation of Box C.

D See patent family annex.

L

“A”

«p»
“gn

apn

“Q”
«pr

Special categories of cited documents:

document defining the general state of the art which is not considered
to be of particular relevance

document cited by the applicant in the international application
earlier application or patent but published on or after the international
filing date

document which may throw doubts on priority claim(s) or which
is cited to establish the publication date of another citation or other
special reason (as specified)

document referring to an oral disclosure, use, exhibition or other means
document published prior to the international filing date but later than
the priority date claimed

wp

ey

wyn

later document published after the international filing date or priority
date and not in conflict with the apghgatlon but cited to understand
the principle or theory underlying the invention

document of particutar relevance; the claimed invention cannot be
considered novel or cannot be considered to involve an inventive step
when the document is taken alone

document of particular relevance; the claimed invention cannot
be considered to involve an inventive step when the document is
combined with one or more other such documents, such combination
being obvious to a person skilled in the art

“&” document member of the same patent family

Date of the actual completion of the international search

18 February 2021 (18.02.2021)

Date of mailing of the international search report

MAR 12 2021

Name and mailing address of the ISA/US

Mall Stop PCT, Attn: ISA/US, Commissioner for Palenls
P.0. Box 1450, Alexandria, Virginia 22313-1450

Facsimile No. 5§71-273-8300

Authorized officer

Lee Young

Telephone No. PCT Helpdesk: 571-272-4300

Form PCT/ISA/210 (second sheet) (July 2019)




INTERNATIONAL SEARCH REPORT International applica[ion No.

PCTIUS 20/53855

Box No. II Observations where certain claims were found unsearchable (Continuation of item 2 of first sheet)

This international search report has not been established in respect of certain claims under Article 17(2)(a) for the following reasons:

1. D Claims Nos.:
because they relate to subject matter not required to be searched by this Authority, namely:

2. D Claims Nos.:

because they relate to parts of the international application that do not comply with the prescribed requirements to such an
extent that no meaningful international search can be carried out, specifically:

3. D Claims Nos..

because they are dependent claims and are not drafted in accordance with the second and third sentences of Rule 6.4(a).

Box No.III  Observations where unity of invention is lacking (Continuation of item 3 of first sheet)

This International Searching Authority found multiple inventions-in this international application, as follows:

-see extra sheet-

1. [:] As all required additional search fees were timely paid by the applicant, this international search-report covers all searchable
claims.

2. D As all searchable claims could be searched without effort justifying additional fees, this Authority did not invite payment of
additional fees.

3. [:l As only some of the required additional search fees were timely paid by the applicant, this international search report covers
only those claims for which fees were paid, specifically claims Nos.:

4. K{ No required additional search fees were timely paid by the applicant. Consequently, this international search report is restricted
to the invention first mentioned in the claims; it is covered by claims Nos.:

1-8

Remark on Protest D The additional search fees were accompanied by the applicant’s protest and, where applicable, the
payment of a protest fee.

D The additional search fees were accompanied by the applicant’s protest but the applicable protest
fee was not paid within the time limit specified in the invitation.

I:I No protest accompanied the payment of additional search fees.

Form PCT/ISA/210 (continuation of first sheet (2)) (July 2019)



INTERNATIONAL SEARCH REPORT International application No.

PCT/US 20/53855

Continuation of Box ili: Lack of Unity

This application contains the following inventions or groups of inventions which are not so linked as to form a single general inventive
concept under PCT Rule 13.1. In order for all inventions to be searched, the appropriate additional search fees must be paid.

Group | - claims 1-8 are directed to a method for creating a new entangled pair of photons.

Group |1 - claims 9-11 are directed to a method of checking a quantum network using a coherent light source.
Group lll - claims 12-15 are directed to an on-demand photon source

Group IV - claims 16-22 are directed to a quantum system and method.

Group V - claims 23-30 are directed to a method of cryptographic keys using quantum system.

The inventions listed as Groups I-V do not relate to a single general inventive concept under PCT Rule 13.1 because, under PCT Rule
13.2, they lack the same or corresponding special technical features for the following reasons:

Special Technical Features:

The invention of Group | included the features of separately storing, while maintaining quantum integrity, first, second, third, and fourth
photons; triggering a synchronized retrieval of the stored first, second, third, and fourth photons such that the first photon is propagated
to a first node, the second and third photons are propagated to a second node, and the fourth photon is propagated to a third node;
simultaneously measuring quantum features of the second and third photons at the second node; and creating a new entangled pair
comprising the first and fourth photons at the first and third nodes, respectively, not required by any other group.

The invention of Group Il included the features of measuring a classical first-order interference between two temporally synchronized
photon pulses received from separate sources, wherein each pulse includes, on average, a plurality of photons; determining a first
interference visibility based on the measured classical first order interference; and determining whether the first interference visibility is
above a first threshold; and responsive to determining the first interference visibility is above the first threshold: measuring a HOM
interference between two temporally synchronized photon pulses received from separate sources, wherein each pulse includes, on
average, one photon or less; determining a second interference visibility based on the measured HOM interference; and determining
whether the second interference visibility is above a second threshold, not required by any other group.

The invention of Group Hi included the features of an entanglement photon source configured to output first and second entangled
photons, respectively, at a first frequency; a first quantum memory device configured to receive and store the first entangled photon; a
second quantum memory device configured to receive and store the second entangled photon; and a controller configured to direct the
first and second quantum memory devices to output, in temporal synchronization, the respective first and second stored and entangled
photons, not required by any other group. \

The invention of Group IV included the features of receiving, ata multiplexer, a quantum signal and a plurality of classical signals;
combining, via the multiplexer, the quantum signal and the plurality of classical signals; outputting, from the multiplexer, the combined
signals; propagating the combined signals through a transmission channel; receiving, at a demultiplexer, the combined signals;
separating, via the demultiplexer, the combined signals into the quantum signal and the plurality of classical signals; and outputting, from
the demuitiplexer, the quantum signal and the plurality of classical signals, not required by any other group.

The invention of Group V included the features of receiving a cryptographic key encoded as a sequence of binary digits; converting the
cryptographic key to a quantum key encoded as a sequence of qubits; transmitting the quantum key to a quantum repeater, wherein the
quantum repeater transfers the property of entanglement between two generated pairs of photons; storing the quantum key in a
quantum memory device at room temperature; retrieving the quantum key from the quantum memory device; converting the quantum
key to the cryptographic key; transmitting the cryptographic key, not required by any other group.

Common Technical Features
Groups |, Il and V shares the feature of an entangled photon pairs.

Groups | and Il shares the feature to store the entangled photon.
Groups |-l shares the feature to synchronized photon pulses.

Groups |I-IV shares the feature of quantum signal and a plurality of classical signals.

-Continuation in next extra sheet-

Form PCT/ISA/210 (extra sheet) (July 2019)
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-Continuation in preceding extra sheet-

However, the shared technical features do not represent a contribution over prior art as being obvious over US 2013/0308956 A1 (U.S.
Army Research Laboratory), 21 November 2013 (21.11.2013) in view of US 2014/0355998 A1 (UNIVERSITE DE NICE SOPHIA
ANTIPOLIS), 04 December 2014 (04.12.2014).

U.S. Army Research Laboratory teaches entangled photon pairs (para [0134}- The photons 20 having passed through spatial filter 18
are then passed through a Type-! nonlinear crystal 142 generates entangled photon pairs); store the entangled photon (para [0174]-
data encoder 12 converts the data set to a set of qubit amplitudes that satisfies the expression of Equation 15 (i.e., the amplitude of the
"data" is stored as the amplitudes of a superposed quantum state and triggers a light source 14 accordingly; Photons in path 16 emitted
from the light source 14 are optionally passed through a spatial filter 1); quantum signal and a plurality of classical signals (para [0044],
{0080)- two bits of classical information which informs the receiver of the operation they need to perform on their remaining portion of the
initially entangled quantum pair to reproduce the state of the quantum system that the sender transferred or "teleported.”; correlates to
two bits of "classical” information being transmitted to the other receiving node of the quantum network).

UNIVERSITE DE NICE SOPHIA ANTIPOLIS teaches synchronized photon pulses (para [0031]-{0032]- distribution and then the local
shaping of the clock pulses thus described makes it possible to automatically synchronize the set of entanglement sources).

As the common features were known in the art at the time of the invention, this cannot be considered a common technical feature that
would otherwise unify the groups. Therefore, Groups |-V lack unity under PCT Rule 13.

Form PCT/ISA/210 (extra sheet) (July 2019)
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