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METHODS AND APPARATUS FOR INCORPORATING AND DECODING
INFORMATION ENCRYPTED ON TRANSMISSIVE
AND REFLECTIVE SUBSTRATES
USING AMPLITUDE AND PHASE CONTRAST MODULATION

CROSS-REFERENCE TO RELATED APRPLICATIONS
This application is a continuation-in-part of U.S. Patent Application Serial No.
10/390,219 filed March 15, 2003 which is herein incorporated by reference in iis

entirety.

BACKGROUND OF THE INVENTION

1. Field of the Invention

This invention relates in general to optical, auditory, and electronic signal
encoding systems and related image regeneration and, in particular, to holographic
image regeneration derived from a mathematically defined digital source image by
proposing the use of frequency ranges in the electromagnetic spectrum and in the
non-visible ranges. The present invention is further directed to encryption techniques in
the encoding of substrates and decoding devices and their subsequent utility.

More specifically, but without restriction to the particular embodiments
hereinafter described in accordance with the best mode of practice, this invention
relates o methods for mass manufacture of three-dimensional microstructures
capable of diffracting light.

These specialized diffraction gratings can be deposited on any type of rigid or
semi-rigid thermoplastic substrates. The substrate material may include various types
of plastic, glass, chemical coatings (e.g. optically-clear adhesive coatings) or any other
suitable transparent or semi-transparent rigid or semi-rigid substrate.

The preseni invention is also directed to apparatus for viewing computer
generated holograms (CGH). Such computer generated holograms may be typical
CGHs or those encrypied according io the reciangulaiion or fragmentiziion methods of
the present invention.
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2. General Discussion and Related Art

Invisible ink, historically purported to be a classical method for hiding
information is considered ouidaiad in today’s world, where numerous overt and coveri
digital technigues have supplanied it in the field of cryptography. Ofientimes complex
encryption processes comprising mathematical formulae and electrical engineering
based algorithms are used io hide information and reinterpret it after transmission, with
approprigie “keys”. The unauthorized copying and ihefi through the counterfeit
manufacture of copyrighied maierials, brand names, trademarked property, credit
cards, and even individual identities is one of the greatest concerns of both businesses
and individuals today. Current measures including distinctive markings, holographic
images, photographs, smart chips, and other known techniques that are used to certify
the authenticity of products and or identities are proving to be inadequate because
they too can be counterfeited.

Industry estimates of worldwide product piracy costs to owners and
manufacturers of intellectual property and branded products was approximately $250
billion in the year 2001. Consumers are most often the victims of product piracy
unwittingly purchasing counterfeit products believing them to be the genuine articles.
The ability to record valuable intellectual property in tags used to authenticate branded
goods is fast becoming a necessity. Aspects of the present invention are directed to
such tagging and encrypted marking. Such tags or markings can be read and
validated by the consumer, retailer, owner, and manufacturer of intellectual property to
accurately, and with great precision authenticate, track and protect the value of
branded products.

Holograms have been commonly used as security devices. Light reflected from
an object is allowed to interact with another coherent beam and the interference
pattern caused by the two wave fronts results in a recording medium carrying phase
and amplitude information of the object. When the recording medium is subsequenily
iluminated by a coherent source of light, the viriual image of the object becomeas
apparent. Some types of holograms are even visible in coherent light. Approaches
relying on the use of covert images and special verification equipment exist but there is
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a continuing need in the art for secure information verification and reliable transmission
that can be cost-effectively mass produced.

The present invention is directed to methods and apparaius for generating,
encrypting, and viswing specialized holograms that are mathematically defined.
These meihods uillize ssveral steps ai different levels to ensure a successiul
encryption process. Thus one aspect of the invention utilizes the generation of
Compuier Generaied Holograms (CGHs) in the encrypiion process. In one
embodiment, the CGH file of an original image is rendered as a binary pattern that can
be iransferred onto a substraie by relevant imprinting fechniques. In another
embodiment, a binary phase contrast mask performs the binary rendition. An
advantage of this procedure is that a pattern is generated that is invisible to the naked
eye unless a point source is viewed through it whereupon a virtual image is generated.

The actual pattern that is embossed in the material is thus virtually impossible to
replicate.

Lohman and Paris (Applied Optics Vol. 6, No. 10, 1967) pioneered Computer
Generated Holograms or Binary Fraunhofer Holograms. They demonstrated a
procedUre for creating holograms from objects that could be defined in mathematical
terms. They described the selection of a proper format of the hologram and a method
using Fourier transformations to develop a pattern of binary information that could
reconstruct a mathematical form visually using a point source of light for illumination.
Today, several such algorithms exist. In general the algorithm used should be capable
of generating data files used to produce Far Field (or Fourier) Holograms (fore.g. Van
der Gracht, Am. J. of Phys. (1994) 934- 937). A CGH is a diffraction screen whose
pattern has been calculated by a computer such that the process of illumination by a
point source of light generates the desired image by reconstructing interference
patterns.

Laser-assisted reprographic film printers and plotters have been widely used to
produce CGHs (Press et al. “The Art of Scientific Computing”, Cambridge, 1989).
Similarly, binary amplitude Diffractive Opiic Elements (DOEs) are also considered to
generate holographic images as indeed they can be defined as holographic elemenis

generated by the interference of two wave fronts that preduce components with optical
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properties. Numerous applications of the generation of computer-assisted holographic
DOEs are available (Becker & Dallas Opt. Comm. 15, 50-133, 1975; Gonsalves &
Proshaska, Proc. SPIES. 938, 472-78, 1288). Currenily, photographic duplicaiion
using negative films in coniact with an original mask is ihe prevalent method for
replicating CGHs originally rendered by ihe abovemeniioned method.

The synthesis of static computer generated holograms can be seen as a two-
step procsss. First an interferometric recording of the diffraicied wave field generates
the hologram. Then, this unique pattern is transferred to a semi-rigid material and
subsequent illumination of this "grating” is reconsirucied by diffraction fo generate ihe
CGH.

Many other forms of coherent energy, which ére characterized by wave fronts,
are also amenable to the methodologies of the present invention thereby enabling any
part of the electromagnetic spectrum to be utilized in conjunction with the present
invention. Tﬁus in addition to the above use of CGHs, the use of acoustic files as
previously confined to the field of acoustic holography, is adapted to the methods of
this invention. In these embodiments, the spatial domain of acoustic information is
converted into a binary form.

Jerome L. Pfeiffer on November 19, 1974 was awarded U.S. Patent No.
3,849,758 for “Systems for Making Binary Holograms” which describes a system for
converting acoustic holograms into binary data. The art of digital data storage in the
form of Eourier transform holograms and the use of optical means to decode such
transforms can be traced to Alva Knox Gillis et al. in U.S. Patent No. 4,111,519 entitled
“Recording and Reading Synthetic Holograms” awarded on September 5, 1978.
Subseq_uenﬂy, another disclosed embodiment using_ electromagnetic waves in the Infra
Red (IR) region as one of the information carrying wave fronts is apparent in U.S.
Patent No. 4,880,286 “Making a Holographic Optical Element Using a Computer
Generated Hologram” awarded to Charles C. Ih on November 14, 1989. U.S. Patent
4,960,311 “Holographic Exposure System for Computer Generated Holograms”
awarded io Gaylord E. Moss and John E. Wreede on October 2, 1990 discloses a
systemn for exposing 2 recording medium with a computer generaied diffraction grating

to reduce muitiple order scattering noise. U.S. Patent 5,111,445 entitled “Holographic
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Information Storage System” granted to Demetri Psaltis on May 5, 1992 discusses the
use of Fresnel and Fraunhofer holograms to provide a parallel hologram readout
method on opiical discs. U.S. Patent No. 5,426,520 eniitled “Method of Legitimaie
Product Identification and Sesls and ldentification Apparzius” awarded fo Kakae ef al.
on June 20, 1985 provides a meihod of using a die io emboss & Fourier fransiorm
hologram and a device that can identify this seal. U.S. Patent No. 5,546,198 awarded
to Joseph van der Gracht and Ravindra Athale on August 13, 1996 provides an
eyeglass/viewing device containing a suitably encoded holographic image. William C.
Sweatt, U.S. Pateni No. 5,7329,365 eniitled “Computer Generated Holographic
Microtags® awarded in March 17, 1998, proposes the use of multiple computer
generated holograms in submicron size dimensions requiring appropriate decoding
readers. U.S. Patent No. 6,263,104 B1 entitled “Method and Apparatus for Reading
and Verifying Holograms” awarded to Stephen McGrew on July 17, 2001, describes
the use of scanning a hologram with a laser beam and analyzing the diffraction
pattern, thereby making this a generalized extension of several (earlier) reading
devices that required specially adapted holograms.

SUMMARY OF THE INVENTION

THe present invention is directed to procedures for the preparation of computer
generated holographic digital images or optical disc logic that can be reproduced using
phase contrast modulation and optical/photochemical or e-beam imaging teehnologieé
to create a template that is used to emboss thin substrates such as polypropylene
sheets/rolls as low as 12 microns in thickness. More specifically the present invention
is directed to methods for recording binary information on thin plastic substrates using
a master. A

We describe a process that starts with a digitized image, which is Fourier
transformed and normalized to generate binary phase values that are translated inio a
phase-contrast modulaied topography. This enables us to generate a 3-dimensional
represeniation of the binary file in the form of hollow structures (akin io “pits” in a CD).
The final effect is that a colorful replica of the original image, after being transformed

into a Computer Generated Hologram and micro-embossed onto a suitably receptive
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transparent surface, is visible around every point source of Ifght (white or colored)
viewed through such a processed subsirate.

One embodiment of the methods of the present invention consisis of seleciing
ihe input daia/image file embedded inio a 2 dimensional mairix (A) thai is representsd
by (xy) elemenis. Here each number represents ihe desired brighiness (and
coordinates or distance from centre) of the corresponding point in the patiern. Some
embodiments of the present invention use a binary system. In other implementaiions,
higher grayscale values o generate images of higher tonality may be employed.
Multiplying element to element then normalizes the original mairix, with randomly
distributed phase values and unity values for amplitude to generate a new matrix (B).
A East Fourier Transformation of (B) leads to (C) which results in the matrix having
complex numbers containing both amplitude and phase variations. Phase values,
when needed, are use to cancel out the conjugate image (as demonstrated by
Horikoshi et al. in Proceedings of SPIE, Practical Holography 1998; 3293, 30-37) and
generate a hologram file containing only binary amplitude elements. This binary
amplitude matrix can be printed onto a transparency using a high-resolution image-
setter (e.g. Scitex 4Press) with each element's amplitude value being represented as
a pixel of 7-14 micron diameter.

After creating a binary digital file that encodes a unique diffraction pattern that
has been generated as a CGH, further steps involve the replication of this pattern
using the tools available in the optical disc manufacturing industry. Specifically, the
CD surface is reflective and acts like a diffraction grating. The pits on a CD cause
diffraction to take place. Light diffracted by the grating consists of a zero order and
multiple first order beams that overlap to create destructive and constructive
interference patterns. A difference in terms of the depth of the pit equivalent to one-
quarter-wavelength of light results in light striking the pit to be out of phase with the
light striking the land. This results in destructive and constructive interference (upon
reflection) between the zero order and first order beams as well as along all other rays.
We have exiended this concept to generate the required phase masks from amplifude
values obiained in the CGHs. However our calculations obtain different

measurements for pit depth, when compared with the reflective mode used in the case
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of polycarbonate CDs, given the transmissive aspect of our embodiments and the
thermoplastic properties of the substrates used.

Using currenily available masiering systems, we have masiered discs by using
a glass plaiz in the masier cutier, and subsequeni alkali reatmeni for developmeni.
Following development, 2 metal coating, usually of silver is evaporaied onio the phoio
resist layer and then the master disc is prepared for electroforming and replication.
Subsequently we consiruci a nickel iemplaie thai corresponds in 3 dimensions
(topographically) io an image of the original binary CGH. Our process of creating this
Compuier Generaicd Hologram Template (CGHT) uilizes a novel encoding meihod on
the master to direct it to make pits of appropriate depth depending on parameters such
as substrate, temperature, and pressure to provide an appropriate reproduction of the
original pattern.

Furthermore, the application of the utility of such templates is exceedingly wide
ranging, from embossing plastics, glass and other composite materials during their
manufacture in the molding stage, to the creation of optical discs that can be molded
with unique identification patterns. A method to protect data and product security as
well as access to privileged data identification and access is another application of the
present inventions. The utility of these CGHTSs in any and every stage of manufacture
by this disclosure. We show the validity of this approach by creating a template
capable of transferring the binary image of a calculated diffraction grating derived as a
Fraunhofer diffraction grating into a topologically equivalent distribution of the binary
pattern by the process of Phase Contrast Modulation. Plastic material, metal, orglass
etched, embossed, layered, or molded using this type of template appears visibly
blank until used to view point sources of light, whereupon an image of a
mathematically defined input object/text becomes apparent around the source of light
thus viewed. |

The present invention is directed io procedures for the preparation of computer
generated holographic electronic images that can be reproduced using phase conirast

modulation and holographic imaging iechnologies fo create a template. More



10

15

20

25

30

WO 2004/084414 PCT/US2003/037867

specifically the present invention is directed to methods for mass manufacturing two-
dimensional binary holograms on plastic substrates using mastering templates.

More particularly with regard to the compuier generaied holograrm aspecis of
the prasent invention, the inveniors have proposed use the CGH file for creaiion of &
binary hologram siarnper, template, or shim which in furn is used o mold, fransier, or
emboss iranspareni plastic thin film rolls and sheets. In accordance with the
manufaciuring aspacts of this invention, the shim may be readily employed io mass-
produce tens of thousands of embossed imprints from each daughier shim. These
embossed patterns or indicia are invisible to the naked eye but result in a projected
viewable image when seen with a point source of light. Additionally, for security
applications, it is proposed that an Infra Red (IR) transmission instrument be used as
the illuminating source in conjunction with an IR-receptive surface such as an array of
IR detectors, thereby regenerating an image from the CGH carrying substrate, while
allowing the transmission and regeneration processes to be invisible to the naked eye.

Such an arrangement is in principle possible with any electromagnetic source and an
appropriate detector system.

As would be understood by those skilled in the art, a CGH is typically formed by
first creating a “mother cell” that includes the minimal encoded optical information to
reconstruct the image when light is diffracted by the cell. To enhance the viewing
experience, the mother cell is typically repeated in a checkerboard pattern over a large
area of the medium or film of choice. In accordance with another aspect of the
present invention, the inventors propose the use of “super cells” and “super mother
cells” to produce different desired images as a function of viewing angle. In
accordance with the teachings of the present disclosure, a super cell is a group of
mother cells containing identical patterns of optical information, i.e. the same recorded
image. Ata minimum, the super cell includes one mother cell. According to additional
teachings of the present disclosure, a super mother cell includes at least two super
cells.

The present invention is furiher directed, more specifically, io @ method for
mass-producing customized and distinctive CGHs of daia/images using a PCMT in the
form of a specialized mastering shim. This creates a virtually blank, transparent and
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featureless object, defying attempts at photography, copying/scanning/reconstruction
for unauthorized production of imitation products/documents. Such a mastering shim
can be produced using current holographic opiical/phoiochermical iechniques as well
as electronically-aided laser or e-beam fechnigues.

Another method for mass-producing specialized CGHs of data/images is
through "pattern de-metallizing” of transparent filmic substraies using the gravure
process. While another method for mass-producing specialized CGHs uses laser-
marking on fransparent substraies such as polycarbonaie and glass, for instance.

Still yet a further method according to the present invention utilizes the entire
available space, within a four-quadrant system, to display/project the CGH-encrypted
image. This method results in producing binary interference patterns that create
projected images that are more legible, more accurate, and brighter on account of their
increased size, since they occupy two adjacent quadrants instead of one, and being
closer to the origin or light source.

A method for creating a CGH-image of a diffraction-dithered grayscale (up to 8-
bit) using binary PCMT is also provided.

The present invention is also directed to a method for displaying/projecting a
grayscale image using a specialized light-source arrangement wherein a high-density
CGH is illuminated simultaneously through an array of coordinated light-sources
(instead of a high-power laser and related magnifying and projecting lenses). The
advantage hereof is portability and convenience in use (e.g. on the desks of
passportivisa examining officers at airports).

A method for manipulating and compressing a CGH file along a particular axis
or direction such that it can be displayed or projected appropriately only by illuminating
it at an angle either by a suitable inspection instrument or by a suitable viewing
procedure to thereby further defy attempts at counterfeiting.

The present invention further includes combining some of the above methods to
create compact gray-scale (up to 8-bit) CGHs thus requiring common, porizble Iight—
sources for illumination as opposed fo a high-power laser source and downsiream
arrangement of optical elemenis for magnification and projection thus enhancing iis
utility as a security device.
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It is, therefore, an object of the present invention to improve methods of
commercial manufacturing holograms and CGHs. An aspect of the present invention
is direcied 1o master making and shim embossing io ithersby enable mass-
manufacturing methods as an improvement over currenily available reprographic
printing and phofographic reproduciion methods.

Another object of the present invention to is fo provide methods for mass
manufacturing binary diffractive opiic slements on thin plastic labels using mastering
shim to produce a desired computed image or several different images.

Still a further object of the present invention to is to provide methods for mass
manufacturing optical disc information (audio, electronic, or acoustic) on thin plastic
substrates using mastering shim to produce the desired input information.

Yet another object of the present invention is to encrypt pixels by a method of
rectangulation.

Still another aspect of the present invention is directed to providing an
apparatus and method for decoding pixels encrypted by the present rectangulation
methods by visible light.

Yet still a further aspect of the present invention is directed to provide
electromagnetic sources as illuminators in non-visible regions of the spectrum and to
detect these with appropriate sensitivity matched detectors.

These and other objects are aftained in accordance with the present invention
wherein there is provided a method of recording an image. The method includes the
steps of providing an original image; fragmenting the original image into at least two .
parts including a first part and a second part; forming a mirror image of one ofthe a
least two parts; inverting the first and second parts; forming a binary pattern of the first
part and the second part, the binary pattern in each of the parts including information
representing a respective portion of the original image; and forming a mirror image of
the binary patiern of the one of the a least two parts.

The present invention is further directed io an image storage medium including
a subsirate for supporiing recorded image informaiion in a binary form; a first binary
patiern containing information of a respective first portion of an original image; and a

second binary pattern containing information of a respective second portion of the
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original image. The second binary pattern formed by forming a mirror image of its
respective portion of the original image, inverting the mirror image to form an inveried
mirror image thereof, forming an intermediaie binary patiern of the inveried mirror
image, and forming the second binary patiern by creating @ mirror image of ihe
iniermediaie binary patiem.

According to another aspect of this invention, there is provided a method of
creating a holographic image. This method includes the sieps of (1) providing an
original image, (2) fragmenting the original image into two paris including a first part
and a second part, (3) forming a mirror image of the second part, (4) inverting the first
and second parts, (5) forming a binary pattern of the first part and the second part, the
binary pattern in each of the parts including information representing a respective.
pomon of the original image, (6) forming a mirror image of the binary pattern of the
second part, (7) illuminating the binary pattern of the first part to thereby form a first
projected image, (8) illuminating the mirror image of the binary pattern of the second
part to thereby form a second projected image, and (9) superimposing the first
projected image with the second projected image to thereby form a reconstructed
image of the original image.

According to another aspect of this invention, there is further provided a method
of forming a super mother cell. This method includes the steps of providing a group of
image elements, each of the image elements including a respective original image;
forming a binary pattern of each image element, each of the binary patterns of the
image elements including information representing the respective original image
associated therewith; and arranging the binary patterns in a desired formation.

A related method of creating a holographic image from a super mother cell
includes providing a group.of image elements, each of the image elements including a
respective original image; forming a binary pattern of each image element, each of the
binary patterns of the image elements including information representing the
respective original image associaied therewith; arranging the binary patiemns in a
desired formation; and illuminating the desired formaiion of binary: patierns to thereby
form 2 projecied image of the group of image elemenis.
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The present invention further includes a super mother cell of binary patterns.
This cell includes 2 substrate for supporting recorded image information in a binary
form; a firsi binary patiern containing information of a first original image; and 2 second
binary patiern containing information of 2 second original image. The first and second
binary paiierns arranged on the subsirais in a desired manner io thereby create a
recording of an integrated image including the first and second original images.

In accordance with yet another aspect of this invention, there is provided a
method of creating a holographic image from a super mother cell of binary patterns.
This method includes the steps of providing a subsirate for supporting recorded image
information in a binary form; providing a first binary pattern containing information of a
first original image; providing a second binary pattern containing information of a
second original image, the first and second binary patterns arranged on the substrate
in a desired manner to thereby create a recording of an integrated image including the
first and second original images; and illuminating the substrate to thereby form a
projected image of the integrated image.

According to still yet another aspect of this invention, there is provided a method
of encrypting é pixel pattern. This method comprises the steps of providing a pixel
pattern including a plurality of individual pixels, each of the pixels being square in
formation and occupying a defined area; and reducing each square pixel by a desired
amount to thereby form in each of the defined areas a contracted pixel and
corresponding open field that allows incident light to pass therethrough.

There is also provided an apparatus for reconstructing and viewing an image
stored in an encrypted pixel pattern. The apparatus comprises a member for holding
and rotating a medium including a recording of an encrypted pixel pattern; a source of
incident electro-magnetic radiation, the source adapted to direct an incident beam at
the medium to thereby create a transmitted beam carrying information associated with
the pixel pattern; and a detector for detecting the transmitied beam.

It is, also, an object of the present invention fo provide processes,
methodologies, and devices ihat will iake complemeniary subsets of an original

information filz, encrypi these subsets, and locate them in physically distinct regions



10

15

20

25

WO 2004/084414 PCT/US2003/037867
13

enabling the necessity of simultaneous viewing of all subsets, appropriately decoded
to generate the complete original image for authentication/verification.

It is still 2 further object of the present invention to utilize audio files io creaie
binary acousiic holograms io represent yet another aspect of generating encrypied
messages from ihe requisiie complerneniary subseis of the original image.

Still another object of the present invention is fo utilize the device(s) that
integrate éll the required subsets of complementary information, and synthesize ihe
final output as a combination of all decoded messages.

It is siill a further objeci of this invention thai files obtained from any part of the
electromagnetic spectrum (including the non visible range), in conjunction with a
suitable detection device can be used to generate the files necessary for encryption.

And vet still a further object of the present invention is to utilize the design of an
appropriate micro-chip (integrated circuit) along with requisite hardware and software
to perform the inverse correlative algorithms to encrypt and/or decode or generate a
digital reconstruction of the starting image.

BRIEF DESCRIPTION OF THE DRAWING

Further objects of the present invention together with additional features
contributing thereto and advantages accruing there from will be apparent from the
following description of the preferred embodiments of the invention which are shown in
the accompanying drawing with like reference numerals indicating like components
throughouf wherein:

Fig. 1 is a pictorial view of a prior art method of generating a ngput_er‘
generated hologram;

Figs. 2A-2G are pictorial representations showing the steps of forming a
computer generated hologram using the bifurcation embodiment of the fragmentation
method of manipulating an original image according to the present invention;

Fig. 3 is a perspeciive view of the reconstruction of the original images that

were fransformed according io the method applied in Figs. 2A-2G;
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Eigs. 4A, 4B, and 4C are pictorial and perspective representations showing the
concatenation method according o the present invention to form a super cell by
juxtaposing a series of individual motiher cells each containing separais informaition;

Fig. 5 is perspeciive pictorial view of 2 manufaciuring procass of forming & CGH
patiern on a metallized plastic film using the micro-demeiallizing and siabilizing sieps
of the present invention;

Fig. 8A is a is an enlarged depiction of a typical CGH mother cell showing
individual pixels of 10 micro squares;

Fig. 6B is an enlarged depiciion of the CGH mother cell shown in Fig. 6A in
which each pixel has been rectangulated by 50 percent utilizing the pixel contraction
method of encryption according to another aspect of the present invention;

Fig. 6C is an enlarged depiction of the CGH mother cell shown in Fig. 6A in
which each pixel has been rectangulated by one-third using the pixel contraction
method of encryption according to this invention;

Figs. 7A and 7B are pictorial perspective views of a decoding apparatus for
reconstructing and viewing the CGH mother cells shown in Figs. 6A, 6B, and 6C;

Fig. 8 is a perspective schematic representation of an arrangement that aligns
complementary sets of encrypted information originating from the same source to
thereby regenerate the complete original image;,

Fig. 9 is a perspective schematic depiction of one implementation of certain
aspects of the present invention for authenticating or identifying crystal or glass objets
d'art using reflection off a customized base plate;

Fig. 10 is a perspective illustration of another implementation of certain aspects
of the present invention directed to authenticating a CD as a genuine or authorized
copy using a reflective mode embodiment according to the present invention to
thereby prevent the pirating or counterfeiting of legitimate CDs; and

Fig. 11 is a view similar to Fig. 10 showing a transmissive mode embodiment
directed to authenticating a CD as a genuine or authorized copy io thereby prevent the
pirating or counterfeiting of legitimaie CDs according o another aspect of the present

inveniion.
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DETAILED DESCRIPTION OF THE INVENTION

Currently, CGHs are created in such 2 manner that when they are viewed with
the help of a light source of limited exient, the text or image encoded in the CGH is
observed o be occupying only two of ihe four quadranis as defined by ihe poini
source, seen as the origin, and iis first order replicas. Fig. 1 shows an input image file
here, for example, the word “Magic!” as illustrated. Fig. 1 also depicts a graphical
representation of a typical CGH. As shown in Fig. 1, when the CGH is illuminated by a
point source, the image “Magicl” occupies the fop left quadrant and iis conjugate
image occupies the bottom right one.

With a view to improving the visual quality of CGH images, the present invention
is directed to a method whereby CGHs are created in such a manner that the final
imége created occupies all four quadrants. Figs. 2A-2G are pictorial representations
showing the steps of forming a computer generated hologram using the bifurcation
embodiment of the fragmentation method of manipulating an original image according

to the present invention.

Fig. 2A shows the inputimage, In Fig. 2B the input image is fragmented, in this
embodiment split in two or “bifurcated”. As would be apparent o one of skill in the art
given the pfesent disclosure, the input image may be fragmented into any desired
number of fragment elements greater than two. Thus two fragment elements are used
here for illustration purposes only to represent one embodiment hereof. As indicated,
the two fragment elements are identified as Part A and Part B. In Fig. 2C, the mirror
image of Part B is taken along the y-axis to form Part B’. Nextin Fig. 2D, Parts A and
B’ are rotated by 180 degrees and are interchanged left-for-right, and right-for-left as
indicated. Fig. 2E depicts a graphical representation of the CGH of Part B’ and the
CGH of Part A. Inthe next step.of this process, a mirrored CGH of Part B'is prepared
and placed next to the GGH of Part A. As shown next in Fig. 2G, the image
reproduction of the mirrored CGH of Part B’ produces the repeated upper-right and
lower-lefi quadrant images of the indicated fragment. Fig. 2G also shows the image
recon@truction of ihe Part A CGH fo vield the uppar-left and lower-right images as
illustraied.

Fig. 3 illustrates the advantages of the above fragmentation method relative to



10

15

20

25

30

WO 2004/084414 PCT/US2003/037867

16

image reconstruction and image quality for viewing purposes. Fig. 3 is a perspective
view of the reconstruction of the original images that were transformed according to
ihe bifurcation embodiment of the fragmeniztion image encoding method applied in
Figs. 2A-2G. As illusiraied in Fig. 3, when ihe reconstrucied image of the CGH of
Pari A is superimposad on ihe reconsirucied image of the CGH of Part B, ihe
reconstructed image of the word “Magic!” now spans across both the top left and the
{op right quadrants, and its conjugaie image spans across the two guadranis ai the
botiom. Thus Fig. 3 shows that complimentary CGHs of Part A and Part B’ can be
juxiaposed to create an improved image of M.

The process and steps shown is Figs. 2A-2G and 3 may be thus summarized.
Start with the input file, M (containing the word “Magic!”) and split it into two (A and B)
along the vertical axis. Position the word “Magic!” closer or farther away from the
origin to optimize the brightness and legibility of the image (when finally viewed).
Mirror the second file, B along the Y axis to obtain B'. Rotate the two files, Aand B’ by
180 degrees so that the image (when finally viewed) has the word “Magic!” in the
upper two quadrants, and can be read right side up, from left to right while its
conjugate lies in the lower two quadrants.

Subject the two files thus created, individually, to the Fourier transformation and
related iterative processes such that obtain two disparate output files CGHA and CGH
B’. Again mirror the output file, CGH B along the vertical axis. Now place the two files
thus obtained side by side and replicate this pair on both axes for ease of viewing.
This pair of CGH files, replicated on both axes, is then rendered on a suitably
transparent substrate and appropriately illuminated for viewing the image. The final
image thus created is larger (since it utilizes all four quadrants), brighter, and of higher
resolution thus making it more easily discernible and legible.

In applications utilizing this method, the above method not only improves the
visual quality of the image but also allows one to treat the two component CGHs (of A
and B") as complements of each other in a iwo-piece dictribution. In one specific use
hereof, one cornpenent CGH may be integraied on or in the package or packaging, for
example, of a product thus sought io be authenticaied and proiected from forgery, and
the other component CGH so integrated in a corresponding manner on or in a suitable
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verification instrument in the hands of authorized inspectors.

The advantages of complementary codes, in security systems, stem from the
requirement to generaie more than one image from more than one distinct physical
location, along with a viewing device that is capable of iniegraiing the informaition from
such multiple sources. Such a security sysiem is thus less vulnerable.

Furthermore it is another aspect of this invention that other information formats
can also be converted into elecironic holograms using relaied processes (e.9. digitizing
of acoustic signals) to subsequently regeneraie the original image.

Figs. 4A, 4B, and 4C are pictorial and perspective representations showing ihe
concatenation method according to the present invention to form a super cell by
juxtaposing a series of individual mother cells each containing separate information.
More specifically, Fig. 4A shows a series of images. These images may be related or
unrelated depending of the desired implementation. Here in Fig. 4A, the series of
images includes a list of numbers which may represent a serial number, identification
number, or bar code number. The individual digits are arranged to form the number
sequence “142857” for purposes of illustration. Also shown in Fig. 4A is the
corresponding CGH of each of the number elements. Fig. 4B illustrates the
concatenation of the individual mother cells to form the super cell according to the
present invention. Here the super cell is a 1 by 6 strip or series cell. Any other
suitable configurations may be readily employed as desired. In one specific
embodiment, the size of each individual mother cell is 1.28 square mm. Inthe1by6
super cell shown, the width thereof when employing mother cells of 1.28 mm square is
thus 7.68 mm. This unit super cell of 6 matrices may then be replicated several times
on both the x-axis and y-axis for ease of illumination and improved image quality. Fig.
AC illustrated the reconstruction of the original number series of Fig. 4A using the
concatenated super cell of CGHs shown in Fig. 4B.

With reference now to Fig. 5, there is shown a process for making CGHs.
These methods include the process sieps of micro-demetallizing a pre-meiallized
transparent film in the form of a web. They may be implemented and uiilized io
incorparaie 2 CGH-based product-authentication feature in the production of flexible
packaging material through a simple integration of the fwo processes.
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As understood by those skilled in the art, a ‘web’ is a term given to a roll of
plastic film which is woven over a series of rollers or cylinders for the processes of
printing, coaling, laminaiing, curing, embossing, drying, or similar processing. The
gravure and flexo-graphic processes are the two most cormonly used processes for
printing and treaiing flaxible plasiic subsiraies in roll form. The oiher commonly used
processes of printing, i.e. offset lithography and screen-printing, are usually employed
fo print on ‘sheets’ of less flexible substrates such as paper, rather than ‘rolls’.

Thus far, the uiilization of micro-demetallization of plastic film subsiraies, using
caustic-resistant resin, eichants, and neutralizers as described inthe zbovementionad
web-based process patents, has been restricted to (1) microwaveable packaging
wherein microscopic demetallized poresiwindows allow microwaves to heat/cook
comestibles packaged in metallized plastic films; and (2) micro-circuitry in the
semiconductor industry wherein the conductive ability of selectively metallized areas
are used to transmit electricity along a component’s internal circuit.

The present inventors herein propose that the new process described in further
detail below in conjunction with Fig. 5, can be used to create a CGH master on a
suitably-treated metal cylinder (as used in the gravure process) using photo-chemical
etching (not diamond-stylus engraving) such that a high-resolution CGH pattern is
reproduced onto the metal surface in the form of concave cells (of approx. 10 micron
diameter).

Since CGHs cannot be readily ‘printed’ given the inherent limitations of all
printing processes, especially due to the incompatibility between the relatively large
particle-size of printing ink and the high-resolution required for a CGH to be a useful
diffraction grating (with approximately 10 micron X 10 micron individual pixels), we
propose an alternative method that does not “print’, but instead selectively removes
metal particles that have already been deposited all over a flexible plastic substrate, by
any of the commonly practiced metallization processes.

In order io selectively remove meial particles from corresponding iransparent
areas of the CGH paitern, at the resolution of 10 microns by 10 microns, we first
transfer an etchani-resistant resin (not an ink) onto the metallized surfacs of the plastic
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substrate using a cylinder which has been photo-chemically etched with the bespoke
CGH pattern.

We ihen allow the remainder of the metallized surface thus exposed (.. not
protecied by the resin) fo be etched away by a warm causiic solution 2t the second
station of the web.

In order fo control the efching process and to restrict it only to the removal of
metal pariicles from around the resin-covered areas, we neuiralize the causiic acting
on the metallized layer with an acidic solution, at the third station of the web. Thus the
metallized portions remaining on ithe othenwise transparent film substrate represent the
opagque or black pixels of a CGH matrix. Consequently, when light passes through
such a pattern, a hologram is easily discernible.

The advantages of this process include (1) it is easily integrated with currently
employed processes of printing and metallization of flexible plastic substrates; (2)itis
an inexpensive process for incorporating CGH-based security features onto
inexpensive packaging substrates; and (3) it is resistant to fraud (cannot be scanned,
photocopied or photographed), due toits reflectivity, its microscopic size and due toits
amenability to be hidden within the graphics of the package without affecting its utility.

With specific reference now to Fig. 5, the first set of rollers shown therein utilize
aink well with caustic-resistant, UV-curable resin as illustrated. This first station also
shows a metal embossing roller or cylinder having the desired CGH pattern etched or
engraved thereon. The input web is a metallized plastic film or web, preferably
metallized with aluminum. The plastic file is preferably formed from polyester. Atthe
second roller station, the ink well is loaded with warm, saturated caustic solution to
remove exposed metal areas. Atthe third roller station, the ink well is loaded with an
acidic solution to neutralize any excess caustic solution remaining on the film after the
treatment at the second roller station. As depicted at the output roller, the grey pattern
indicates a remainder of aluminum (metallized) coating left behind on clear plastic film
corresponding fo input CGH on the embossing cylinder. Thus in this manner, CGH
including those described herein may be readily manufactured on web maierial.

According fo another aspect of the present invention, there is provided a
method of pixel encryption. These pixels may be the pixels used to form the CGHs
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described herein. Alternatively, this method of pixel encryption may be employed to
encrypt any data that is stored in an optical or visual binary form. Fig. 6Ais a is an
enlarged depiciion of 2 iypical CGH mother cell showing individual pixels of 10 micro
squares. The 10 by 10 micron format is typical. Fig. 68 is an enlargad depiction of
the CGH moiher cell shown in Fig. BA in which each pixel has been rectangulated by
50 percent according io the pixel contraction method of encrypiion of the present
inveniion. In this method each pixel is reduced or coniracied in size by 50 percent.
Thus, for example, every 10 by 10 micron becomes a 10 by 5 micron pixel relative io
one axis or, alternatively, a 5 by 10 micron-sized pixel relative fo the other orthogonal
axis. In this 50 percent more light is transmitted by the CGH. In a similar manner,
Fig. 6C is an enlarged depiction of the CGH mother cell shown in Fig. 6A in which
each pixel has been rectangulated by one-third according to the present pixel
contraction method of encryption. In this embodiment, the CGH of Fig. 6C allows one-
third more light to be transmitted there through compared to the CGH of Fig. 6A.

When the CGHs of Figs. 6B and 6C are illuminated with incident light falling
perpendicular to the plane of the CGH substrate, the projected image is completely
obscured because of the contraction of the pixels. Thus the image information stored
in the CHG is thereby rendered inaccessible. The inventors hereof, however, have
proposed that when the CGH substrate is rotated by the necessary degrees of rotation
relative to an incident beam, the remaining contracted portions of the pixels form
“shadow areas” that are replicas of the original square pixels, thus causing the
necessary interference to reconstruct the original encoded and encrypted image ina
manner suitable for viewing and recognition.

Thus in view thereof, the inventors have proposed a decoding apparatus for
reconstructing and viewing the CGH mother cells shown in Figs. 6A, 6B, and 6C
wherein the mother cell of Fig. 6A is a typical CGH and the mother cells of Figs. 6B
and 6C are encrypted according to the pixel contraction methods hereof

With reference now io Fig. 7A there is shown a decoding apparatus or
instrument 108 an instrument housing 110 including a window 112 for placement of the
CGH slige 113 as illustrated. The apparatus includes a rotator knob 114 for rotating
the CGH siide 113. The decoding apparatus 108 includes refleciors 146 and 118 and
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a source of coherent light 120 as shown. The apparatus 108 further includes a screen
122 for the projected image and an eye piece 124 for viewing the projected image.

As illustrated in Fig. 7A, when a CHG encrypied according io the pixel
contraction method discussad above is situaiad perpendicular io the incident bean, the
projecied imags on the screen 122 is distoried and uninisligible or illegible. However,
when the rotating knob 114 is employed to rotate the CGH slide 113, the projecied
image on the image screen becomes perfectly legible or clear.

It should be undersiood that the apparaius illustraied in Figs. 7A and 7B is
presented principally in functional elements for illusiration purposes. Commercial
embodiments of the apparatus may ultimately appear quite different from the
customer's view point but may still include the basic elements shown here in the
indicated combination to achieve these intended resuits.

With reference now to Fig. 8, there is shown a perspective schematic
representation of an arrangement that aligns complementary sets of encrypted
information originating from the same source to thereby regenerate the complete
originalimage. Fig. 8 illustrates another method of generating a pair of complements
that can be used for product or document security applications. It is a variation ofthe
bifurcation embodiment of the fragmentation method discussed above. The inventors
hereof refer to this particular method as the "orthogonal combination” embodiment, or
the "compaction” embodiment of the fragmentation method.

In this embodiment, instead of the two matrices, A and B, being juxtaposed or
placed adjacent to each other, and then being simultaneously illuminated (as in the
bifurcation method), only one composite matrix is required to be illuminated to
reconstruct the complete image. The procedure takes advantage of the property of
"self-similarity” (resembling fractal geometry) of CGHs, whereby smaller extracted
components or parts of a CGH carry enough information to regenerate the original
image, albeit with the attendant dilution in contrast and/or sharpness. In this
procadure, one half of one of ihe ersiwhile adjacent pair of mafrices, A is grafied with
ihe complemeniary hali of ihe other mairix B. In & preferred embodiment of ihis
particular method, the one half of each of the two mairices includes a diagonal pair of
quadrants with the complementary half being the other pair of quadrants of the other
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matrix. In this way, only one composite matrix, not two, has to be illuminated to
reconstruct the image.

This orthogonal combination or compaction embodiment of ihe fragmeniation
method is akin to the old-fashioned "dollar-bill-torn-in-two" method used to confirm
ideniity. Two people meet and produce their respeciive forn halves of one original
dollar bill and by putting the tomn halves together, confirm whether the other person is
the real, genuine, and iniended counierpart. Thus the orithogonal combination or
compaction embodimeni according to the fragmentaiion method of the present
invention may be readily applied io a wide variety of product or document security
applications.

In Fig. 9, there is shown a perspective schematic depiction of one
implementation of certain aspects of the present invention for authenticating or
identifying crystal or glass objects, including but not restricted to objets d'art, using
reflection from a customized base or base plate. In this implementation, the
customized CGH pattern is created on the surface of the object. In a preferred
embodiment of this method, the CGH is incorporated onto a base plate affixed to the
object in such a manner that upon reflection of appropriate light beams off the surface
thus topographically altered, the image is reconstructed and can be detected on an
appropriately placed screen.

Next with reference to Fig. 10, there is presented a perspective illustration of
another implementation of certain aspects of the present invention directed to
authenticating a CD (including DVDs, and other similar recordable discs) as a genuine
or authorized copy using a reflective mode embodiment according to the present
invention to thereby prevent the pirating or counterfeiting of legitimate CDs. In this
particular embodiment, the customized CGH pattern in created on the metallized, and
hence, reflective area of the CD, thus reconstructing the image upon suitable
reflection. Such a secret or hidden pattern may then be detected by the disc drive
optics, while operational software in the drive determines whether the disc is authentic.

And now wiih reference o Fig. 11, there is shown a fransmissive mode
embodiment direcied to authenticaiing 2 CD as a genuine or authorized copy io
thereby prevent the pirating or counterfeiting of legitimate CDs according to another
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| aspect of the present invention. In this particular embodiment, the customized CGH

patternis c,reated in an area of the CD which is devoid of metallization, thus allowing it
to remain iranspareni. This patierned, transmissive area upon illumination and
subsequent viswing thersthrough rsgenerates the custom image. In one pariicular
aslisrnaiive embodiment of this aspect of ihe present invention, the outer "jewel-case”
or other package used to enclose the CD or DVD, also incorporaies corresponding
argas of fransparency. In this fashion, raither than have the drive detect
autheniication, the CD can be authenticated without opening the sealed CD package.

While this invention has been described in detail with reference to ceartain
preferred embodiments, it should be appreciated that the present invention is not
limited to those precise embodiments. Rather, in view of the present disclosure,
which describes the current best mode of practicing the invention, many modifications
and variations would present themselves to those skilled in the art, without departing
from the scope and spirit of this invention. The scope of the invention is, therefore,
indicated by the following claims rather than by the foregoing description. Allchanges,
modifications, and variations coming within the meaning and range of equivalency of

the claims are to be considered within their scope.
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What is claimed is:

1. A method of recording an image, said method comprising the sieps of:

providing an original image;

fragmeniing the original image into af least two parts including a first part and a
second part;

forming a mirror image of one of said a least two paris;

inverting said first and second paris;

forming a binary pattern of said first part and said second part, said binary
pattern in each of said parts including information representing a respective portion of
said original image; and

forming a mirror image of said binary pattern of said one of said a least two
parts.

2. An image storage medium, comprising:

a substrate for supporting recorded image information.in a binary form;

a first binary pattern containing information of a respective first portion of an
original image; and

a second binary pattern containing information of a respective second portion of
said original image, said second binary pattérn being formed by forming a mirror image
of its respective portion of said original image, inverting said mirror image to form an
inverted mirror image thereaf, forming an intermediate binary pattern of said inverted
mirror image, and forming said second binary pattern by creating a mirror image of

said intermediate binary pattern.

3. The image storage medium according to claim 2 wherein said first binary

pattern is formed on said substrate.

4. Theimage storage medium according to claim 2 wherein said second binary

patiern is formed on said subsirate.
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5. A method of creating a holographic image, said method comprising the steps
of:

providing an original image;

fragmenting the original image inio fwo paris including 2 first part and a second
part;

forming a mirror image of said second part;

inverting said first and second paris;

forming a binary pattern of said first part and said second part, said binary
patiern in each of said paris including information representing a respective portion of
said original image;

forming a mirror image of said binary pattern of said second part;

illuminating said binary pattern of said first part to thereby form a first projected
image; :
illuminating said mirror image of said binary pattern of said second part to
thereby form a second projected image;, and

superimposing said first projected image with said second projected image to
thereby form a reconstructed image of said original image.

6. The method of creating a holographic image according to claim 5 wherein
said reconstructed imaged includes a projected image of said original image spanning
two upper quadrants of an image plane, and an inverted projected image of said

original image spanning two lower quadrants of said image plane.

7. Amethod of forming a super mather cell, said method comprising the steps
of:

providing a group of image elements, each of said image elements including a
respective original image;

forming a binary pattern of each image element, each of said binary patterns of
said image elements including information representing said respective original image
associated therewith; and

arranging said binary patterns in a desired formation.
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8. A method of creating a holographic image from a super mother cell, said
method comprising the steps of:

providing a group of image elemenis, each of said image elements including a
respeciive original image;

forming a binary paiiern of each image element, sach of said binary patierns of
said image elements including information represeniing said respeciive original image
associated therewith;

arranging said binary patierns in a desired formation; and

illuminating said desired formation of binary patterns to thereby form a projecied

image of said group of image elements.

9. A super mother cell of binary patterns, comprising:

a substrate for supporting recorded image information in a binary form;

a first binary pattern containing information of a first original image; and

a second binary pattern containing information of a second original image, said
first and second binary patterns arranged on said substrate in a desired manner to
thereby create a recording of an integrated image including said first and second
original images.

10. A method of creating a holographic image from a super mother cell of
binary patterns, comprising:

providing a substrate for supporting recorded image information in a binary
form; |

providing a first binary pattern containing information of a first original image;

providing a second binary pattern containing information of a second original
image, said first and second binary patterns arranged on said substrate in a desired
manner to thereby create a recording of an integrated image including said first and
second original images; and

illuminating said subsiraie to thereby form a projected image of said integraied

image.
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11. A method of encrypting a pixel pattern, said method comprising the steps
of:

providing a pixel patiern including a plurality of individual pixels, each of said
pixels being square in formation and occupying & defined area; and

reducing each square pixel by a desired arnount to thereby forrm in each of said
defined areas a contracted pixel and corresponding open field that allows incident light
io pass there through.

12. An apparatus for reconstructing and viewing an image siored in an
encrypted pixel pattern, said apparatus comprising:

a member for holding and rotating a medium including a recording of an
encrypted pixel pattern;

a source of incident electro-magnetic radiation, said source adapted to direct an
incident beam at said medium to thereby create a transmitted beam carrying
information associated with said pixel pattern; and

a detector for detecting said transmitted beam.

13. The apparatus according to claim 12 wherein said source of incident

electro-magnetic radiation produces visible light.

14. The apparatus according to claim 12 wherein said source of incident
electro-magnetic radiation produces coherent energy having a wave length outside the

visible range.

15. The apparatus according to claim 12 wherein said source of incident
electro-magnetic radiation produces IR radiation.
18. The apparatus according to claim 12 further including a screen for

projeciing an image associaied with said encrypted pixel pattern.
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