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(57) Abstract

An authentication system for authenticating an article with a taggent thereon is disclosed (9), in which the taggent has a
predetermined light resonance absorption spectrum. The system comprises a laser device (1) for providing a source of light at a
plurality of predetermined wavelengths which correspond to particular wavelengths within the absorption spectrum of the tag- |
gent. The light from the laser device is passed through or is reflected from the taggent and a detector (13) detects the-light at the |
predetermined wavelengths and produces an output in response thereto. A microprocessor (17) is coupled to the detector device
for receiving the output of the detector, comparing the detected light with preset values at the predetermined wavelengths, and
generating one of a plurality of determined output messages (19) to indicate whether or not positive authentication has occured. s
The laser device can be a plurality of lasers (12, b) each emitting light at a different predetermined wavelenght, or a tuhable laser
which is tuned in the range of the absorption spectrum of the taggent in the label. A

* See back of page




DESIGNATIONS OF “DE”

Until further notice, any designation of “DE™ in any international application
whose international filing date is prior to October 3, 1990, shall have effect in the
territory of the Federal Republic of Germany with the exception of the territory of the
former German Demacratic Republic.

FOR THE PURPOSES OF INFORMATION ONLY

Codes used to identify States party to the PCT on the front pages of pamphlets publishing international
applications under the PCT.

Austria

Australia

Barbados

Belgium

Burkina Fasso

Bulgaria

Benin

Brazil

Canada

Central African Republic
Congo .
Switzerland

Cameroon

Germany, Federal Republic of
Denmark

Spain

Finland

France

Gabon

United Kingdom
Greece

Hungary

haly

Japan

Democratic People’s Republic
of Korea
Republic of Korea
Liechtenstein

Sri Lanka
Luxembourg

Monaco
Madagascar
Mali
Mauritania
Malawi
Netheriands
Norway
Romania
Sudan
Sweden
Sencgal
Soviet Union
Chad

Togo

United States of America

T
&

g




10

15

20

- 25

WO 90/16043 1 PCT/US90/03504

e
N

AUTHENTICATION APPARATUS USING RESONANCE
ABSORPTION OF LIGHT

BACKGROUND OF THE INVENTION

Field of the Invention

The present invention is directed to an apparatus for
authenticating articles and for detecting coﬁgterfeit articles
by means of a label attached to or incorporated in the article.
In particular, the present invention is directed to an apparatus

for authenticating articles using a label containing a

predetermined amount of a taggent whose absorption of lightr

varies with wavelengths in a known and unique manner. A label
on an article is subjected to 1light of a plurality of
predetermined wavelengths, and the transmission or reflection
of light at each of the predetermined wavelengths is detected
and compared with preset values to determine if the label

contains the taggent and thus, the article is authentic.

Description of the Prior Art

As a result of technology advances in copying
techniques and reproduction techniques, many articles are
becoming very vulnerable to being counterfeited. This problem
is becoming particularly acute in items such as credit cards,
video tapes, cassette tapes, designer fashion accessories and
clothing. In addition, an even more serious problem is
occurring with regard to the counterfeiting of currency and
other financial paper. A related problem is the unauthorized
use of a financial item, such as a credit card, registered

security or identity document.
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Many techniques have been developed for labeling
articles to prevent counterfeiting or fraudulent use.

Techniques such as holograms on credit cards and magnetic coding
on various articles have been in use for some time. Also,
techniques using luminophores and narrow band spectral filters
with materials having light absorption characteristics have been
used. These prior art techniques have been less than fully
effective either because the counterfeiters have found ways to
duplicate the label, or the apparatus for detecting the label
and verifying its authenticity has been too expensive to be

utilized in the quantities necessary for preventing

counterfeiting.

SUMMARY OF THE INVENTION

It is an object of the present invention to provide
a system for authenticating an article by means of detecting
light from a laser device which passes through or is reflected
from a label on the article and then comparing the detected
light with preset values at predetermined wavelengths.

It is another object of the present invention to
provide a system for authenticating articles by placing a label
on the article wherein the label contains a taggent having a
predetermined light absorption spectrum and passing light of
predetermined wavelengths through the label and then detecting
the light.

It is a further object of the present invention to

provide a label to be applied to an article for the purpose of
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authenticating the article, wherein the label contains a tgggent
having a predetermined light resonance absorption spectruﬁ;
The present invention is directed to an authenticaﬁion
system for authenticating an article with a taggent thereon,}%he
taggent having a predetermined 1light resonance absorption
spectrum. The taggent may be incorporated into printing ink .
used in producing a tag, sticker, or value document; may‘bé
incorporated into plastics which become an integral part og'tng
article; or may be applied by coating or impregnating means ﬁith
other substances affixed to the article or document to be
authenticated. The system comprises a 1laser device for
providing a source of light at a plurality of predetermined
wavelengths which correspond to particular wavelengths within
the absorption spectrum of the taggent. The light from the
laser device is passed through or reflected from the taggent ;nd
a detector detects the light at the predetermined waveleh;ths
and produces an output in response thereto. A microprocessor
is coupled to the detector device for receiving the output of
the detector, comparing the detected light with preset values
at the predetermined wavelengths, and g'énerating one of a
plurality of predetermined output messages to indicate whether
or not positive authentication has occurred. The laser deviée
can be a plurality of lasers each emitting light at a different
predetermined wavelength, or a tunable laser which is tuned in
the range of the absorption spectrum of the taggent in the

label.
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The article to be authenticated can include the

taggent or can include a label having a taggent thereon wherein
the taggent has a predetermined light resonance absorption

spectrum. The absorption spectrum is unique for the particular

material of the taggent.

BRIEF DESCRIPTION OF THE DRAWINGS

Figure 1 is a schematic diagram of the authentication

system of the present invention.

Figure 2 is an absorption spectrum of a taggent used - - .

in connection with the present invention.

Figure 3 is an absorption spectrum of another taggent
used in connection with the present invention.

Figure 4 is a first embodiment of a label and optical
detector array used in the authentication system of the present
invention.

Figure 5 is a second embodiment of a label and optical
detector array used in the authentication system of the present

invention.

Figure 6 is an absorption spectrum of still another -

taggent used in connection with the present invention.

DETAILED DESCRIPTION OF THE PREFERRED EMBODIMENTS

Many substances exhibit light absorption spectra which
are characterized by relatively narrow wavelength dependent
characteristics. The relative width of the characteristic is

defined by AA/A, where A is the wavelength of the center of the
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characteristic, and AA is the width of the characteristic
between the wavelengths at which the absorption is one-half that
at its peak. For most absorption characteristics in liquids and
solids, AA/A is relatively large, i.e. greater than 10 2;
however, much narrower features do exist for some particular
substances. The present invention utilizes substances with
narrow absorption characteristics as taggents in labels fof
authentication.

Lasers are particularly well suited as light sources
in the authentication system of the present invention. ILasers
provide a light output which is intense and is usually con'fined
to a narrow wavelength range. Different lasers have differeri,t
characteristic wavelength ranges, and some lasers can be tunable
so that they provide outputs in different wavelength rangés.
In the present invention, the lasers selected have wavelength
ranges which include and correspond to the absorption spectrum
of the taggents in the labels.

The wavelength dependence of the absorption of the
light from the laser by the taggent in the label is essentiallyk,y
independent of the absorption of the material in which the
taggent is placed provided that sufficient light for measurement
is transmitted by the material and that the material does not
have narrow absorption characteristics of its own in ’:the
wavelength ranges being used.

Referring to Figure 1, the authentication sysi:em of
the preferred embodiment of the present invention comprises

lasers la and 1n which are powered by laser power supply 3. The
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output of the lasers passes through an optical system 5 which
may include lenses, collimators and/or fiber optics, and then
through a label 7 on an article 9 which is the article which is

to be authenticated. After passing through the label 7, the

light from the label passes through optical system 11 which may

include lenses, collimators and/or fiber optics, and is detected
by a detector device 13. The output of the detector device 13
is applied to circuit 15 which may include amplifiers, reference
voltage generators and/or analog-to-digital converters, and then
to the input of microprocessor 17. The microprocessor 17
normalizes outputs of the detector device 13 at the various
wavelengths with the incident intensities, respectively, by
forming n ratios, one for each of the n lasers. The
microprocessor attempts to match these ratios, or a combination
of these ratios, with preset values stored in its memory and the
result of the comparison is displayed on display 19. Normally
the display 19 will indicate whether the article is authentic
or counterfeit. Microprocessor 17 receives an input from label
sensor 21 which indicates that an article having a label is
positioned between the laser and detector. Microprocessor 17
also provides a laser timing signal to laser power supply 3, the
laser timing signal is used primarily when lasers la - 1n are

pulsed lasers. The laser timing signal may provide for the

timing of laser pulses, such that each Pulse energizes one laser:

of predetermined wavelength at a time with n sequential signais”

corresponding to n lasers then processed by detector device 13
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and electronic circuit 15 thence for storage and comparison by
microprocessor 17.

Laser device 1 is a laser device with multiple
wavelength capabilities. This can be accomplished using either

a tunable laser which can be tuned to various wavelength ranges

or by using a plurality of lasers emitting light in different
wavelength ranges.

An example of a tunable laser which can be used for
the laser device 1 is an LNA tunable laser as described in J.
J. Aubert et al, Optics Communications, Vol. 69, pp. 2957- 302
(January 1989), which is tunable over a spectral range of 1050 -
1090 nm. Other examples include GaAlAs diode lasers havihg a
spectral range of 770 - 850 nm and output power in the milliwatt
range which can be used for the laser device 1. The lasérs nay
be tuned over a fairly broad range of wavelengths by means of
varying their temperature or input current (See R. Kimball et
al, SPIE, Vol. 740, pp. 41 - 46 (1987)) in order to supply
different wavelength ranges required. Alternatively, a
plurality of lasers emitting light in different wavelength
ranges can be used in place of the single laser device 1.

The lasers can be pulsed sequentially to simplify the
optical detectors and electronics, or alternatively, a singie
tunable laser can be tuned through the predetermined ranges.

A second preferred embodiment of the invention
provides for the laser device and the detector device to be on

the same side of the label or article to be authenticated. In
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this manner reflected rather than transmitted light is detected.

In all other respects, this second embodiment is identical to

the first preferred embodiment described above.

A label of the present invention includes a quantityb

of a wavelength selective absorbing substance or tagge.nf

incorporated into a plastic or paper-like sheet used as a
document, identi- fication or credit card, currency, or tag
attached to a commercial item. Furthermore, the taggent can be
incorporated into ink or adhesive which is subsequently applied
to the plastic or paper-like sheet. The label is applied to the
article so that the label can transmit or reflect some light in
the wavelength ranges.

One example of a wavelength selective absorbing
substance with narrow absorption characteristics is Nd,05.
Figure 2 is a low resolution absorption spectrum of Nd,0, in

Y3A15012 over the spectral range of 0.2 - 1.0 micrometers.

¥,Alg0,, (YAG) is a transparent crystalline material compatible"f

with rare earth oxides. Even at low resolution, many narrow
characteristics (AA/A much less than 1072) can be seen. Various
compounds of most of the rare earths exhibit such spectra as do
many other substances which can be conveniently incorporated in
plastic, paper, ink and adhesives.

The quantity of the taggent needed in a label can be
calculated using Nd,0; as an example. The relative absorption
of light by a planar homogeneous layer is given by 1-e~M¢ yhere
0 is the absorption cross-section for the individual molecule,

n is the number density of the molecules, and £ is the thickness
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of the layer. An absorption of 10% is easily measured. For
this case, the absorption is given approximately by on¢ z’o.l.
For some narrow characteristics of Nd,05 0 = 10"1%nm2, Since
n equals approximately 5 x 1021cm'3, the necessary thickness ¢
equals 2 micrometers. The area of the label is governed by

2 is thus reasonable.

optical considerations. An area of 1 mm
The amount of Nd,0; needed for a label is then calculated to be
less than 10 micrograms. For some taggents with narrow
absorption features, o is considerablfllarger and thus even less
material is needed.

Another example of a taggent is Sm,0;. Figure 5 is
a low resolution absorption spectrum of Sm,05 in Y3Alg0,, oOver
the spectral range 0.2 - 2.5 micrometers.

Referring to Figure 2, using a taggent with Nd,0,
three GaAlAs diode lasers of wavelengths of 795, 801 and 809
nanometers will have 1low, high and 1low transmission
respectively. The transmission can be quantified for a given
label type. The lasers can be pulsed sequentially to simplify
the optical detector and electronics. For a taggent with Sm203;
three LNA lasers with wavelengths of 1050, 1070 and 1090
nanometers will have high, 1low and high transmission
respectively, and the transmission can be quantified for a given
label type.

The optical detectors 13 can for example be photo-
diodes. For the lasers described above, silicon photodiodes are

suitable. However, for other lasers, other optical detectors

may be used.

SUBSTITUTE SHEET



10

15

20

25

WO 90/16043 PCT/US90/03504

10

In operation, laser 1 comprises a plurality of lasers
la ... 1In or a tunable 1laser, and the article being

authenticated has a label which comprises at least a single

taggent in a specified location. The system also includes at

least one optical detector 13. The presence of the label is
sensed by label sensor 21 and the measurement process is
initiated. The lasers la ... 1n, operating in different
wavelength ranges, are sequentially pulsed. The transmission
through or reflection from the label to the detector is measured

for each laser and the signals are digitized. The signals are

compared to preset values stored in the microprocessor memory. .

The result of this comparison is displayed usually in a pass or
fail indication. The use of different label substances with
different absorption spectra or characteristics provides a
variety of mutually exclusive labels.

The use of an optical detector array, such as shown
in Figures 4 and 5, permits spatial information to be added to

the taggent characteristics. Spatial information can be added

by varying the position of the label on the article, or by

placing the taggent on the article in a predetermined spatial

pattern. Referring to Figure 4, 1label 9 has taggent in . |
e

locations 1, 3 and 4. Detector 13 comprises five photodiodes
A, B, C, D and E. The output of each photodiode is compared
with preset values in the microprocessor 17. In the array shown
in Figure 4, only detectors A, B and D will indicate an
absorption spectrum, while detectors C and E will not. Thus in
the example shown, it is not only important that a particular
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absorption spectrum be present, but also that the absorption
spectrum be detected only on certain ones of the detectors 13.

In some applications, it may be advantageous to
optimize the speed of the authentication process. In this
situation, it would thus be disadvantageous to use sequentially
pulsed lasers. Therefore, rather than using a plurality of
sequentially pulsed lasers, a plurality of lasers may be used
where the laser beams are guided by appropriate optics,
including lenses, collimators and/or fiber optics, through a
single area in a label to a corresponding multiplicity of
optical detectors. This permits the simultaneous detection in
different wavelength ranges, thereby reducing the detection
time. Referring to Figure 5, lasers la, 1b and 1lc transmit
light simultaneously through label 7 with the beam from eacﬁ
laser reaching only the corresponding photodiode 13.

In addition, if the label is moveq or scanned relative
to the laser-photodiode combination, spatial variations in thé
label can be measured. An example of spatial variation which
can be measured by scanning the label relative to the laser-
detector path is a bar code printed with ink containing the
taggent, or a bar code printed with conventional ink overlaying
a uniform stripe of ink containing the taggent.

In some applications it may be undesirable, if not
impossible, to perform a transmission measurement. For example,
if a label is affixed directly to an opaque material, such és

a metal automobile part, or if it would prove inconvenient to
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insert a 1label between a 1laser and detector. In these
situations, the measurement can be performed using reflection,

either by using a reflective substance under the taggent in the

label, or by choosing an appropriate wavelength dependent -

reflecting substance. In general substances with wavelength
dependent absorption, such as Nd,0, and Sm,05, also exhibit
wavelength dependent reflections.

The present invention can also be combined with an
authentication system using nuclear resonance absorption such
as that disclosed in U. S. Patent No. 4,742,340, issued Mag 3,
1988. A taggent of Eu,0;, which is used for the nuclear
resonance absorption, is relatively transparent and has no
narrow absorption features in the wavelength regions of interest
for Nd,0,. Figure 6 is a typical absorption spectrum for Eu,04
in Y4Alg0,,. The small amount of Nd,O0; needed for the label
absorbs only a slight amount of the gamma radiation used in the
nuclear absorption measurement. It is thus possible to arrange
a geometry in which gamma radiation and laser light absorption
are measured simultaneously or sequentially with the sequential
measurement being made by moving the label between a gamma
radiation detector and light detector.

A similar combination of nuclear resonance absorption
and light resonance absorption labels can be provided by

substituting Sm,0, for the Nd,0, described above.

The present invention may be embodied in other

specific forms without departing from the spirit or essential

characteristics thereof. The presently disclosed embodiments
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are therefore to be considered in all respects as illustrative
and not restrictive, the scope of the invention being indicated
by the appended claims, rather than the foregoing description,
and all changes which come within the ﬁeaning and range of
equivalency of the claims are, therefore, to be embraced

therein.
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CIATIMS

1. An authentication system for authenticating an

article with a taggent thereon having a predetermined light

o

resonance absorption spectrum, said system comprising:

(a) laser means for providing a source of light at
at least one predetermined wavelength within the absorption
spectrum of the taggent;

(b) detector means for detecting the light at the
at least one predetermined wavelength and for producing an ;%

output in response thereto;

(c) means for positioning the article with the d{%;.
taggent thereon between said laser means and said detector means . -
such that the light from said laser means passes through said ‘
taggent and is then detected by said detector means wherein, ;
light at said predetermined wavelength is absorbed by the
taggent:;

(d) processor means coupled to said detector means

‘5

for receiving the output of said detector means and for
comparing the output of said detector means to preset values

stored in said processor means, and for producing an output in

accordance with the comparison.

2. An authentication system as set forth in Claim
1, vwherein said processor means includes calculating means for .

calculating ratios of detector output for transmitted or

reflected light to detected output for incident light,

SURSTITUTE SHEET
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respectively, at each predetermined wavelength from said laser
means and with means for comparing said ratios with preset

values stored in said processor means.

3. An authentication system as set forth in Claim
1, wherein said laser means comprises a plurality of laser® each

emitting light in a different predetermined wavelength range.

4. An authentication system as set forth in Cléim
1, wherein said laser means comprises at least one tunable
laser, said tunable laser being tunable to at least two said

predetermined wavelength ranges.

5. An authentication system as set forth in ény
one of Claims 1 - 4, wherein said detector means comprises a
plurality of detectors arranged in predetermined spatial pattern
corresponding to a predetermined spatial pattern of the taggent

on the article.

6. An authentication system as set forth in Clainm
1, wherein said detector means comprises at least one

photodiode.

7. An authentication system as set forth in Claim
1, wherein light from said laser passes through the article and
wherein said laser means and detector means are arranged to be

positioned on opposite sides of the article.
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8. An authentication system as set forth in Claim
1, wherein light from said laser is reflected by the article and
wherein said laser means and detector means are arranged to be

positioned on the same side of the article.

. An authentication system as set forth in Claim

1, wherein said taggent comprises Nd,0,.

10. An authentication system as set forth in Claim

1, wherein said taggent comprises Sm,05.

11. A label for application to an article to
authenticate the article, said label comprising a taggent having
a predetermined light resonance absorption spectrum wherein said

taggent absorbs light of at least one predetermined wavelength.

12, A label as set forth in Claim 11, wherein said

label comprises ink applied to the article.

13, A label as set forth in Claim 11, wherein said

label is formed in or on a sheet of paper.

14. A label as set forth in Claim 11, wherein said
label is formed in or on a plastic card, sheet, stripe or other

plastic item.
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15. A label as set forth in Claim 11, wherein said

taggent comprises Nd,05.

l6. A label as set forth in Claim 11, wherein said

taggent comprises Sm,0,.

17. A label as set forth in any one of Claims 11,
15 or 16, wherein the quantity of taggent is such that light

ont yhere:

transmission is 1-e”
o = the absorption cross-section for
an individual molecule
n = the density of the molecules
L = the thickness of the téggent;
and where the absorption cross-section ¢ is a varff%g,

function of wavelength in the wavelength range where the laser

means operates.

18. A label for application to an article to
authenticate the article, said label comprising a taggent having
a predetermined light resonance reflection spectrum wherein said

label reflects light of at least one predetermined wavelength.

19. A label as set forth in Claim 18, wherein said

label comprises ink applied to the article.

20. A label as set forth in Claim 18, wherein said

label is formed in a sheet of paper.
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21. A label as set forth in Claim 18, wherein said

label is formed in or on a plastic card, sheet, stripe or other

Y

plastic item. ,, 

22. A label as set forth in Claim 18, wherein said

taggent comprises4Nd203.

23. A label as set forth in Claim 18, wherein said °

taggent comprises Sm,05.

24. A label as set forth in any one of Claims.ls,
22 or 23, wherein quantity of taggent is such that reflection
from the article will depend upon wavelength through the
combination of parameters onf where:
o = the absorption cross-section for
an individual molecule
n = the density of the molecules
L = the thickness of the taggent;
and where the absorption cross-section ¢ is a varying
function of wavelength in the wavelength range where the laser

means operates.

25. A label as set forth in any one of Claims 11, ;o
15, 16, 18, 22 or 23, wherein the taggent is present in a
spatial pattern such as a bar code or other spatial pattern

which thereby conveys data in addition to authenticating means.
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