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DETERMINING COUPON REDEMPTION VALIDITY VIA MOBILE DEVICES

CROSS-REFERENCE TO RELATED APPLICATIONS

This application claims the benefit of provisional U.S. Patent Application
No. 61/392,473, filed October 12, 2010 and entitled “Systems, Program
Product, And Methods To Deliver And Redeem Coupons With A Mobile
Device,” which is hereby incorporated by reference in its entirety.

BACKGROUND

Paper-based coupons are frequently used by consumers in order to
receive discounts with respect to a given product available for purchase at a
given merchant. Such coupons are, conventionally, provided by the consumer,
i.e., redeemed, to the merchant in person. The merchant will then save the
coupons received, and once a batch of coupons has been accumulated, the
merchant will post the coupons, in batch, to a clearing house. At the clearing
house, the coupons can be scanned and recorded so that a issuer of the
coupons can compensate the merchant for the coupons posted.

There are several disadvantages, however, associated with the use of
paper-based coupons. For the merchants, the disadvantages include (i) the
manual, labor-intensive process of collecting, recording, and posting to a
clearing house of the paper-based coupons; (ii) the lengthy waiting period,
which can be several weeks, for the merchant to be reimbursed by the issuer.
For the clearing house and issuer, the disadvantages include: (i) the labor-
intensive process of manually scanning by a human each coupon posting, (ii)
the potential for coupon mis-redemption, whereby coupons are posted by the
merchant with respect to products that a consumer did not purchase in
accordance with the coupon terms; and (iii) coupon mal-redemption, whereby
merchants post coupons with respect to products that were not part of an
actual consumer transaction. Coupon mis-redemption and mal-redemption are
often difficult to detect without real time information and present an ever-
present risk that coupon issuers may pay more to merchants than they should,

had the coupons been validly redeemed.
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Prior attempts to deliver and redeem coupons using mobile devices
have relied upon some type of interaction between a mobile client device and
local computer systems installed at the merchant location. Such local
computer systems of a merchant may include, for example, Electronic Point of
Sale (EPOS) systems, debit and credit card processing terminals, and software
applications running on smartphones. Many of such local computer systems
have been configured to read bar codes, QR codes (meaning "Quick Response
codes"), or some other form of code that can be presented by the mobile client
device and scanned at the local computer system using some sort of scanning
device. Such local computer systems have been implemented for processing
transaction information or communicating in real time with a remote coupon-
processing server for processing the transaction.

There are also several disadvantages, however, associated with the use
of such local computer systems. For the merchants, the disadvantages
include: (i) the need to install local hardware to run software applications for
redeeming coupons; (ii) the need to configure existing local hardware (e.g.,
EPOS systems) to interoperate with customers’ mobile client devices; and (iii)
the need to configure existing hardware to interoperate with third-party local
systems (e.g., credit card processing terminal or smartphones), i.e., to transmit
transaction data across a third party communications network for processing.
Such systems have struggled to gain widespread acceptance for reasons
including the high cost of such installation, configuration, or usage rates for

such third-party communications networks.

BRIEF DESCRIPTION OF THE DRAWINGS

Figure 1 is a schematic drawing showing an architecture for use in one
or more embodiments.

Figures 2A-2E illustrate an example embodiment of a routine for use in
one or more embodiments.

Figure 3 is a schematic drawing and flowchart for use in one or more
embodiments.

Figure 4 is a schematic drawing and flowchart for use in one or more

embodiments.
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Figure 5 is a schematic drawing and flowchart for use in one or more
embodiments.

Figure 6 is a schematic drawing and flowchart for use in one or more
embodiments.

Figure 7 is a schematic drawing and flowchart for use in one or more
embodiments.

Figure 8 is a schematic drawing and flowchart for use in one or more
embodiments.

Figure 9 is a schematic drawing and flowchart for use in one or more
embodiments.

Figure 10 is a database diagram showing data structures of a client
database or a server database for use in one or more embodiments.

Figure 11 is a schematic drawing for use in one or more embodiments.

Figure 12 is a schematic drawing for use in one or more embodiments.

Figure 13 is a schematic drawing for use in one or more embodiments.

Figure 14 is a screenshot showing one or more example displays on a
mobile device for use in one or more embodiments.

Figure 15 is a screenshot showing one or more example displays on a
mobile device according to for use in one or more embodiments.

Figure 16 is a screenshot showing one or more example displays on a
mobile device according to for use in one or more embodiments.

Figure 17 is a screenshot showing one or more example displays on a
mobile device according to for use in one or more embodiments.

Figure 18 is a screenshot showing one or more example displays on a
mobile device according to for use in one or more embodiments.

Figure 19 is a screenshot showing one or more example displays on a
mobile device according to for use in one or more embodiments.

Figure 20 is a screenshot showing one or more example displays on a
mobile device according to for use in one or more embodiments.

Figure 21 is a screenshot showing one or more example displays on a
mobile device according to for use in one or more embodiments.

Figure 22 is a screenshot showing one or more example displays on a

mobile device according to for use in one or more embodiments.
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Figure 23 is a screenshot showing one or more example displays on a

mobile device according to for use in one or more embodiments.

DETAILED DESCRIPTION

The terms "user" and "consumer” are used interchangeably herein, and
each refers generally to a human, such as an owner and/or operator of a
mobile device used in the manners described herein.

The term coupon “mis-redemption” refers generally herein to an event in
which a consumer presents to a merchant a coupon that is actually invalid for a
particular transaction, but the merchant nonetheless accepts it. Coupons may
be invalid or otherwise inapplicable for use with a transaction for various
reasons; for example, the terms and conditions on the coupon may specify one
particular product or pack size, but the consumer does not purchase that
particular product or pack size, the coupon may be out of date; or the consumer
may be attempting to redeem more than one coupon when the terms and
conditions limit the use of the coupon to only one per shop or per household.
Such coupon mis-redemption may be perpetrated by a consumer alone, or also
by a consumer in collaboration with a merchant.

The term coupon “mal-redemption” refers generally herein to an event in
which a merchant, or an entity posing as a merchant, fraudulently redeems or
attempts to fraudulently redeem a coupon for an item without relation to an
actual underlying transaction occurring. For example, a merchant may cut out a
large volume of coupons from unsold newspapers and post such coupons to a
coupon clearing house in an attempt to redeem the face value and trade-
handling allowance of such coupons.

Figure 1 is a schematic drawing showing an architecture for use in one
or more embodiments. In particular, various of the illustrated devices and
modules may be part of a coupon redemption system that operates to
automatically determine the validity of redeeming a particular coupon for a
particular transaction involving a user of a mobile device and a merchant, such
as one or more of software modules 121, 122 and 123 of mobile device 110
and/or one or more of software modules 141, 142 and 143 of coupon server
computing system 130, although in other embodiments other architectures may
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be used. The automated determination of the validity of redeeming a coupon
for a transaction may be performed, for example, in response to the
performance of the transaction, to an attempt to perform the transaction, or to
an indication of interest in potentially performing the transaction. In addition, in
at least some embodiments, the automated determination of the validity of
redeeming a coupon for a transaction may include generating or otherwise
determining one or more redemption confidence scores corresponding to the
validity of redeeming the coupon for the non-electronic transaction, as
discussed in greater detail below.

A mobile device 110 is shown with respect to FIG. 1. The terms “mobile

device,” “mobile computing device”, "mobile client device", "communication
device," "wireless device," "wireless telephone,” "wireless communications
device," “wireless communication system,” “device” and "wireless handset" are

used interchangeably herein. A mobile device may be, for example, a cellular
telephone, a pager, a personal digital assistant ("PDA"), a smartphone, a
navigation device, or other mobile personal computer capable of making a
wireless (e.g., Wi-Fi, cellular, etc.) connection (e.g., a laptop, a tablet, etc.).

According to one embodiment, device 110 may be a smartphone, which
may include the functionality of a standard mobile telephone as well as the
functionality of a handheld personal computer, for example, having any of the
following capabilities: web browsing, personal data applications (e.g., email,
calendar, contacts, and so on), database, word processing, and spreadsheets.
Device 110 may also have the ability to determine its geographic location using
location-identifying techniques that will be known to those having skill in the art,
such as Global Positioning System (GPS), near field communications (NFC),
and cell tower identification, for example.

Referring to FIG 1, program products 121, 122, and 123 are software
modules available for local execution on the device 110 (e.g., as part of a third-
party application that is downloaded by the user onto the smartphone). In other
embodiments, program products 141, 142, and 143 on the server 130 may
perform some or all of the described techniques, and may communicate with an
interface on the mobile device 110.

As is shown with reference to FIG. 1, device 110 may include one or

more processors 111 (e.g., one or more microprocessors, microcontrollers, and
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other analog and/or digital circuit components configured to perform the
functions described herein). The processor 111 is the "brains" of the device
110, and as such executes computer program product or products, such as the
client update module 121, the coupon delivery module 122, and the coupon
redemption module 123, and works in conjunction with the I/O 112 to direct
data to a non-transitory memory 120 and to send data or commands from the
non-transitory memory 120 to the database 118, and the network interface 113,
and peripherals or installed components such as keypad 114, display screen
115, microphone 116, GPS transceiver 127, and RFID Reader 119. The
processor 111 may be any commercially available processor, or plurality of
processors, adapted for use in or with the device 110, e.g., ARM Cortex-A8,
Qualcomm MSM7201A, Intel XScale PXA270, or Texas Instruments
OMAP3430. Processor 111 may also be selected from Intel® Xeon® multicore
processors, Intel® micro-architecture Nehalem, and AMD Opteron™ multicore
processors. In one embodiment, processor 111 may comprise a first
applications microprocessor configured to run a variety of personal information
management applications, such as email, a calendar, contacts, etc., and a
second, radio processor on a separate chip or as part of a dual-core chip with
the application processor. The radio processor may be configured to operate
telephony functionality. Mobile device 110 may be configured for wireless
communications using any of the technologies described herein. As one skilled
in the art will appreciate, processor 111 may also include components that
allow the device 110 to be connected to a display, as will be understood by
those skilled in the art, and keyboard or other peripherals that would allow a
user to directly or indirectly access the processor 111 and non-transitory
memory 120.

As is shown with reference to FIG. 1, device 110 may further include a
non-transitory memory 120 or more than one non-transitory memories. Non-
transitory memory 120 is configured to store a computer program product or
products comprising instructions for execution on the processor 111. Non-
transitory memory 120 includes both non-volatile memory, e.g., hard disks,
flash memory, optical disks, and the like, and volatile memory, e.g., SRAM,
DRAM, and SDRAM. As one skilled in the art will appreciate, though the non-
transitory memory 120 is depicted on, e.g., a motherboard, of the device 110,
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the non-transitory memory 120 may also be a separate component or device,
e.g., flash memory, connected to the device 110 through the I/O 112. For
example, a user may use a user interface to access applications and computer
program products stored on the non-transitory memory 120 and run on the
processor 111. As one skilled in the art will understand, the program product or
products, along with one or more databases, data libraries, data tables, data
fields, or other data records may be stored either in non-transitory memory 120
or in separate non-transitory memory 120, for example, associated with a
storage medium such as database 118, positioned in communication with the
device 110 through the I/O 112.

Non-transitory memory 120 may also include an operating system for
operating the device 110, such as Symbian OS, Apple iOS, Blackberry OS,
Android, Microsoft Windows CE, Microsoft Phone 7, or PalmOS. Non-transitory
memory 120 may also include a suite of Internet tools including a web browser
(such as Safari or Opera Mini), including a web browser having support for
third-party applications.

Device 110 may further include a transceiver 129 having analog, digital,
or analog and digital electrical components configured to receive, transmit, or
receive and transmit wireless signals via an antenna 128 for providing
telephone communications or data communications with a fixed wireless
access point, such as a cellular telephone tower. The telephone
communications or data communications with a fixed wireless access point
may be over a communications network such as those provided by a network
carrier such as Verizon Wireless, Sprint, or AT&T, for example. Data
communications may also be over a local area network, such as Ethernet, a
network implemented according to an IEEE 802.11x standard, or a personal
area network implemented using, for example, Bluetooth or infrared
communication technology.

Device 110 may further include a Global Positioning System (GPS)
transceiver 127, and the non-transitory memory 120 may include a location-
determining module (software) for identifying the coordinates of the client and
processing those coordinates into a form that may be passed to the client
application and the server 130. The global position system transceiver 127

may be a commercially available device. As is well-known, GPS is currently the
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most precise positioning system generally available to the general public. The
GPS comprises a network of satellites orbiting the earth. Each satellite
transmits a ranging signal modulated on a 1.575 GHz carrier. By monitoring the
signal from a plurality of satellites, GPS transceiver 127 may determine the
device 110’s position, i.e., latitude, longitude and altitude (e.g., to an accuracy
of approximately 100 meters). "Differential GPS," which is also known in the
art, is more accurate than standard GPS and is also available to the public.
Embodiments may include differential GPS transceivers as well.

A web coupon server 130 is shown with respect to FIG. 1. Device 110
and server 130 may communicate via a communication link 101 over
communications network 100. Communications network 100 may be or include
any public or private network, such as the public Internet, a private intranet, a
virtual private network (VPN) tunneled across the public Intranet, for example,
using a network security protocol, such as Netscape's Secure Socket Layer
(SSL) protocol. Communications network 100 may be implemented over any of
various wireless communication technologies, for example: code division
multiplexed access ("CDMA"), time division multiplexed access ("TDMA"),
frequency division multiplexed access ("FDMA"), orthogonal frequency division
multiplexed access ("OFDMA"), global system for mobile communications
("GSM"), Analog Advanced Mobile Phone System ("AMPS"), Universal Mobile
Telecommunications System ("UMTS"), 802.11a/b/g/n ("Wi-Fi"), World
Interoperability for Microwave Access ("WiIMAX"), or Bluetooth.

Web coupon server 130, as is shown with respect to FIG. 1, may include
one or more processors 131 (e.g., one oOr more mMmMiCroprocessors,
microcontrollers, and other analog and/or digital circuit components configured
to perform the functions described herein). The processor 131 is the "brains" of
the server 130, and as such executes computer program product or products
and works in conjunction with the /0O 132 to direct data to a non-transitory
memory 140 and to send data or commands from the non-transitory memory
140 to the database, the network interface 106, and the user interface 108.
The processor 131 may be any commercially available processor, or plurality of
processors, adapted for use in or with the server 130, e.g., Intel® Xeon®
multicore processors, Intel® micro-architecture Nehalem, and AMD Opteron™

multicore processors.
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As is shown with reference to FIG. 1, server 130 may further include a
non-transitory memory 140 or more than one non-transitory memories. Non-
transitory memory 140 is configured to store a computer program product or
products comprising instructions for execution on the processor 131. Non-
transitory memory 140 includes both non-volatile memory, e.g., hard disks,
flash memory, optical disks, and the like, and volatile memory, e.g., SRAM,
DRAM, and SDRAM. As one skilled in the art will appreciate, though the non-
transitory memory 140 is depicted on, e.g., a motherboard, of the server 130,
the non-transitory memory 140 may also be a separate component or device,
e.g., flash memory, connected to the server 130 through the I/O 132. As one
skilled in the art will understand, the program product or products, along with
one or more databases, data libraries, data tables, data fields, or other data
records may be stored either in non-transitory memory 140 or in separate
memory (also non-transitory), for example, associated with a storage medium
such as database 134, positioned in communication with the server 130
through the 1/0O 132. Non-transitory memory 140 may further include drivers,
modules, libraries, or engines allowing server 130 to function as a web server
or application server, such as a server-side markup language processor (e.g., a
PHP processor) to interpret server-side markup language and generate
dynamic web content (e.g., a web page document).

An embodiment of a system including both a client device 110 and a
web server 130 is illustrated in FIG. 1. In one embodiment of the system, all, or
as much of the processing as is practical, is performed by client device 110
instead of by server 130. The purpose of this is to enable client device 110 to
execute program products, for example, to validate couponing transactions
even if communications link 101 between the client device 110 and the server
130 is broken. Such an embodiment has several advantages, including: (i) the
ability to authorize a couponing transaction at a merchant location where
communications is not possible with server 130 (e.g., underground, inside a
large building, in a “dead spot”); and (ii) enhanced transaction authorization
speed. Speed of transactions may be beneficial for merchants, to prevent
slowing checkout queues to unacceptable levels.

It will be appreciated that devices and systems 110, 130 and 150 are
merely illustrative and are not intended to limit the scope of embodiments of the
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present disclosure. The modules 121-123 and/or 141-143 may instead each
be executed by multiple interacting computing systems or devices, and one or
more of the illustrated devices and systems of Figure 1 may be connected to
other devices that are not illustrated, including through one or more networks
such as the Internet, via the World Wide Web (“Web”), or other electronic
communications network (e.g., cellular based network, public switched
telephone network, etc.). More generally, a computing system or computing
device may comprise any combination of hardware and/or firmware that may
interact in the described manners, optionally when programmed or otherwise
configured with particular software, including (without limitation) desktop or
other computers, network devices, PDAs, cell phones, wireless phones,
pagers, electronic organizers, Internet appliances, television-based systems
(e.g., using set-top boxes and/or personal/digital video recorders), game
consoles, media players and various other consumer products that include
appropriate inter-communication capabilities.

It will also be appreciated that, while various items are discussed or
illustrated as being stored in memory or on storage while being used, these
items or portions of them can be transferred between memory and other
storage devices for purposes of memory management and data integrity.
Alternatively, in other embodiments some or all of the software systems and/or
modules may execute in memory on another device and communicate with the
illustrated computing systems or devices via inter-computer communication.
Furthermore, in some embodiments, some or all of the systems and/or modules
may be implemented or provided in other manners, such as at least partially
using firmware and/or hardware means, including, but not limited to, one or
more application-specific integrated circuits (ASICs), standard integrated
circuits, controllers (e.g., by executing appropriate instructions, and including
microcontrollers and/or embedded controllers), field-programmable gate arrays
(FPGAs), complex programmable logic devices (CPLDs), etc. Some or all of
the systems, modules and/or data structures may also be stored (e.g., as
software instructions or structured data) on a non-transitory computer-readable
storage medium, such as a hard disk or flash drive or other non-volatile storage
device, volatile or non-volatile memory (e.g., RAM), a network storage device,
or a portable media article (e.g., a DVD disk, a CD disk, an optical disk, a flash

10
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memory device, etc.) to be read by an appropriate drive or via an appropriate
connection. The systems, modules and data structures may also in some
embodiments be transmitted via generated data signals (e.g., as part of a
carrier wave or other analog or digital propagated signal) on a variety of
computer-readable transmission mediums, including wireless-based and
wired/cable-based mediums, and may take a variety of forms (e.g., as part of a
single or multiplexed analog signal, or as multiple discrete digital packets or
frames). Such computer program products may also take other forms in other
embodiments. Accordingly, embodiments of the present disclosure may be
practiced with other computer system configurations.

Web server 130 may include database 134, which is shown with
reference to FIG. 1. The databases discussed herein, including database 134,
may be, for example, any sort of organized collection of data in digital form.
Databases may include a database management system (DBMS) consisting of
software that operates the database, provides storage, access, security,
backup and other facilities. DBMS may support multiple query languages,
including, for example, SQL, XQuery, OQL, LINQ, JDOQL, and JPAQL.
Databases may implement any known database model or database models,
including, for example, a relational model, a hierarchical model, a network
model, or an object-oriented model. The DBMS may include Data Definition
Language (DDL) for defining the structure of the database, Data Control
Language (DCL) for defining security/access controls, and Data Manipulation
Language (DML) for querying and updating data. The DBMS may further
include interface drivers, which are code libraries that provide methods to
prepare statements, execute statements, fetch results, etc. Examples of
interface drivers include ODBC, JDBC, MySQL/PHP, FireBird/Python. DBMS
may further include a SQL engine to interpret and execute the DDL, DCL, and
DML statements, which includes a compiler, optimizer, and executor. DBMS
may further include engine a transaction engine to ensures that multiple SQL
statements either succeed or fail as a group, according to application dictates.
DBMS may further include a relational engine to implement relational objects
such as Table, Index, and Referential integrity constraints. DBMS may further
include a storage engine to store and retrieve data from secondary storage, as
well as managing transaction commit and rollback, backup and recovery, etc.

11



WO 2012/051355 PCT/US2011/056037

[0048]

[0049]

[0050]

Data stored in fields of the databases may be updated, for example, by a
user with administrative access to the database to add new data to the libraries
in the database as they become supported. It will be appreciated by those
having skill in the art that data described herein as being stored in the
databases may also be stored or maintained in non-transitory memory 140 or a
non-transitory memory 120 of the client device 110 and accessed among
subroutines, functions, modules, objects, program products, or processes for
example, according to objects and/or variables of such subroutines, functions,
modules, objects, program products or processes. Any of the fields of the
records, tables, libraries, and so on of the database may be multi-dimensional
structures resembling an array or matrix and may include values or references
to other fields, records, tables, libraries, and so on so as to allow multiple
values to be associated with a particular site attribute. Any of the foregoing
fields may contain either actual values or a link, a join, a reference, or a pointer
to other local or remote sources for such values. An illustrated database may
be a single database, multiple databases, or a virtual database, including data
from multiple sources, for example, servers on the world wide web.

As may further be shown with reference to FIG. 10, database 134 may
include a merchant accounts library 210 for matching the coordinates of a
mobile device, such as those of device 110 to nearby merchant locations. Data
in each unique entry of the merchant accounts library may include: unique
merchant ID, merchant name, merchant address, merchant phone number,
merchant type, and merchant location coordinates. Database 134 may include
synchronization functionality for synchronizing the merchant accounts library
210 in with the client device 110 on a regular periodic basis, so that an identical
merchant accounts library may be loaded onto the client device.

As may further be shown with reference to FIG. 10, database 134 may
include a user accounts library 220 for matching the user of a mo bile device,
such as a user using device 110 to a user account on the server 130. Data in
each unique entry of the user accounts library 220 may include: unique user ID,
unique associated mobile device ID (where known), user password, and other
identifying and demographic information for the user. The user accounts library
220 may also contain a field or a flag indicating whether transactions
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associated with the user account (i.e., user IDs or mobile device IDs) should
not be processed.

As may further be shown with reference to FIG. 10, database 134 may
include an electronic coupons library 230 for matching a product, such as a
product being purchased by the user of device 110, to coupon information on
the server 130. Data in each unique entry of the electronics coupons library
230 may include: a) a coupon ID (identifier); b) an SKU or other unique
tracking number to which the coupon relates (e.g., Universal Product Code
(UPC), European Article Number (EAN), Global Trade Item Number (GTIN) or
Australian Product Number (APN)); the identity of the issuer of the coupon; c)
the monetary value of the coupon to the consumer; d) the monetary value of
the coupon to the local merchant; e) geographic region in which the coupon is
valid; f) any rules provided for the valid redemption of the coupon (e.g., valid
merchant locations, number of coupons available for redemption, time of day);
and g) one or more probability thresholds associated with the coupon, such as
for one or more of an L-probability, a U-probability, a C-probability, an M-
probability, and a combined S-score, as discussed in greater detail below.
Database 134 may have associated synchronization functionality for
synchronizing the electronic coupons library 230 in with the client device 110 on
a regular periodic basis, so that an identical electronic coupons library may be
loaded onto the client device.

As may further be shown with reference to FIG. 10, database 134 may
include a geo-strings library 240. Data in each unique entry of the geo-strings
library 240 may include: geo-string locations (e.g., place names, postal codes)
and identifying coordinates (such as latitude and longitude) for such locations.

Update Modules 121 and 141

Update Modules 121 and 141, as are shown with reference to FIG. 11,
are computer program products stored in a non-transitory memory and
operable on a processor. An embodiment of the client update module 121
includes steps for implementing a periodic update to the libraries stored in the
client database 118. Such updates are provided by the server 130 based on
the libraries stored in the server database 134, and are designed to ensure that
client device 110 is equipped with the up-to-date data for authorizing couponing
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transactions. Such updates are normally performed whenever a new update is
available, device 110 is started by a user and communications link 101 is
established. As is shown with reference to FIG. 3, when the client update
module 121 is executed by the processor 111, the device 110 requests 310
database updates from the server 130. Responsive to transmission by server
130 of the current libraries 321, the device receives 320 the current libraries
321 and stores 330 the current libraries 321 in the device database 118.

An embodiment of the server update module 141 includes steps for
implementing a periodic update to the client device 110 so that it may update
its device database 118. Such updates are provided by the server 130 based
on the libraries stored in the server database 134, and are designed to ensure
that client device 110 is equipped with the up-to-date data for authorizing
couponing transactions. Such updates may be provided, for example,
whenever an instruction is received 340 at the server 130 that a new update is
available (and a communication link to device 110 is available) or when
requested by the client device 110. As is shown with reference to FIG. 3, when
the server update module 141 is executed by the processor 131, server 130
receives 350 a requests for database updates from the device 110.
Responsive to the update request, the server 130 transmits 360 the current
libraries 361 stored at the server database 134 to the device 110.

In either embodiment of the client update module 121 or the server
update module 141, the libraries to be updated may include, for example: (i) all
or part of the merchant accounts library 210, including any changes to valid
merchant coordinates; (ii) all or part of the electronic coupons library 230 and
the merchants-coupons library 250, including any new or updated valid
coupons, any updated restrictions for certain merchants, users, or mobile
devices, or any updated probability rules; (iii) all or part of the geo-strings
library 240; and (iv) all or part of the user accounts library 220 and the
transaction history library 260, for example, only those entries pertaining to the
user ID or the device ID for the particular user or client device 110. The outputs
and results of the instructions being processed in the modules described herein
are used to dynamically refresh the libraries described herein. Such updating
provides constant and real time improvements to the outcomes that the system
provides.
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Coupon Delivery Module 122

Coupon Delivery Module 122, as is shown with reference to FIG. 12 and
FIG. 1, is a computer program product stored in a non-transitory memory and
operable on a processor. When a client device 110 attempts to log into the
server 130, an authentication session may be performed. Such authentication
may be useful for a number of reasons, including: (i) if coupon-delivery module
122 is implemented as a browser-based application and there is no other way
to identify the User_ID or Device_ID; and (ii) if the user has activated a client
application with which a higher level of security is associated (e.g., the user has
a subscription account against which coupons are redeemed. Once the user is
authenticated, re-authentication may not be performed in the future as long as
the Device_ID is recognized by the server 130.

As is shown with respect to FIG. 4, the client device 110 may perform a
check of session properties 401 to determine whether an authenticated session
exists. Session properties 401 may include, for example, any of the properties
in the user session table 200, such as fields Session_ID and Session_Time.
An authenticated session may be determined, for example, when Session_ID
or Session_Time are equal to a predefined value or are within a predefined
range. If the authenticated session does not exist, the client device 110 may
generate 410 an authentication prompt for display at the display screen 115 of
the device 110. The authentication prompt may be displayed as an
authentication prompt field 411, which may be, for example, one or more input
fields. Input fields, as will be appreciated by those having skill in the art, may
include input fields such as HTML FORM fields, or other types of input fields
native to the operating system of device 110. Input fields, as will be
appreciated by those having skill in the art, allow a user to input or select a
value that is associated with a property or variable name. One or more input
fields may be associated with a trigger, such as a submit button, so that a user
may initiate the transmission the input or selected value, along with the
property or variable name, to a software module so that the software module is
able to associate the property or variable name with the value input or selected
by the user. As will be appreciated by those having skill in the art, input fields
may be configured to automatically transmit the value input or selected therein,

15



WO 2012/051355 PCT/US2011/056037

[0058]

[0059]

[0060]

for example, automatically upon entry by using client-side scripting techniques,
such as those provided by JavaScript. Authentication prompt field 411 may
include one or more input fields for a user name value and a user password
value. Responsive to receiving an input or selection of a value or values 412,
with respect to the authentication prompt field 411, the client device 110 may
authenticate 420 the session by comparing user account properties 421, e.g., a
user name value and the password value, to a User_ID and Password from the
user account library from the user account library 220. If authentication
succeeds, the client 110 may create and record new Session_ID in the user
session table 200 and record the client's 110 system time as a Session_Time in
the user session table 200.

After user authentication, the device 110 may then attempt to locate
itself by identifying the geographic coordinates of the device 110. Various
techniques may be used to determine the location of mobile device 110.
Depending upon the specification of mobile device 110, such techniques may
use software routines already resident upon the client device. As is shown with
respect to FIG. 4, the client device 110 may use native GPS functionality to
identify 430 its coordinates based on signals received from a satellite 102.

Another technique that client device 110 may use in some embodiments
to locate its geographic coordinates is to search local wireless networks via a
Wi-Fi receiver of the client device (e.g., transceiver 129b). By recognizing a
network Wi-Fi transmitter device 170 at the location of a merchant, the client
device 110 may identify its location based on identifying the device 170. For
example, the device 170 may be a network Wi-Fi transmitter device that is
specific to a coupon redemption system to which the coupon server 130
belongs and that transmits a specific MAC address unique to the specific
merchant location, and the client device 110 may identify its 430 coordinates
based on information stored by the coupon server 130 and/or client device 110
that associates the MAC address with the location of the merchant.

Other techniques by which client 110 may identify 430 its coordinates
include the following:

- Cell tower triangulation may be used to determine the location of
mobile device 110, and such may be used independently or in tandem with the
GPS. Conventional smartphones, for example, may perform such geo-location
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on using a native methods. Alternatively, device 110 may identify one or more
cell tower IDs using native methods and then send the cell tower IDs to server
130, where server 130 may determine the coordinates of the cell tower IDs and
responsively determine the coordinates of the device 110 using cell tower
triangulation.

- Near field communication (NFC), which is a highly precise method of
locating mobile device 110, may be used to determine the location of device
110. NFC allows the user of mobile device 110 to wave the device near a
unique RFID field installed at the merchant's premises. Referring to FIG 1, the
RFID receiver 119 in mobile device 110 may detect the RFID field and then
cross references the identifying RFID string to the coordinates of the merchant,
for example, using the RFID_String and Coordinates fields in the merchant
information library 210.

- Sound transmission is also a precise method of locating mobile device
110. Referring to FIG 1, the microphone 116 in mobile device 110 may detect
a specific sound frequency emitted at the merchant's premises, for example by
SONAR transmitter 171. Device 110 may then cross reference the identifying
sound frequency to the coordinates of the merchant, for example, using the
Frequency_ID and Coordinates fields in the merchant information library 210.

- WLAN. Referring to FIG 1, mobile device 110 may recognize local
wireless networks via Wi-Fi receiver 129b. Through recognizing these
networks, identifying details about the network including (but not limited to) the
MAC address(es) that are detected, such identifying details may be used to
identify a network with a specific merchant location or may be used to
triangulate such a location using a third party service for such. The application
uses the identifying details to locate the device 110. It should be noted such
networks may or may not be encrypted.

- Browser Cookie. Mobile application may set a browser cookies with the
device allowing future application activities to reference these cookies to allow
such features as user identification, historical location activity, historical
transaction locations and preferences.

If the device 110 is unable to identify its coordinates using any or all of
the foregoing techniques, the device 110 may generate 440 an location prompt
for display at the display screen 115 of the device 110. An exemplary status
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display is shown with respect to FIG. 16. The location prompt may be displayed
as a location prompt field 441, which may be, for example, one or more input
fields. The step of generating 440 the location prompt may include, for
example: (i) identifying previous merchants where the user has entered into
valid couponing transactions based on past transactions 442 for the user at the
transaction history library 260; (ii) identifying preselected merchants that the
user has selected as "favorites" based on the user's profile at the user accounts
library 220; (iii) identifying merchants or geo-strings for which the user has
previously searched based on the user's profile at the user accounts library
220; or (iv) identifying geo-strings or merchants where the user has previously
located itself based on the user's profile at the user accounts library 220. The
location prompt field 441 may be populated to include, for example, any of
these merchants identified in (i)-(iv) so that the user may select one of such
merchants. Alternatively, the location field 441 may allow the user to manually
enter a merchant code. The merchant code may be, for example, the
Merchant_ID or a temporary code that is issued to a given merchant location
that changes on a periodic basis in order to reduce the likelihood of abuse.
Responsive to receiving an input or selection 443 of a value or values in the
location prompt field 441, the coupon redemption module 123 may determine
450 the coordinates of the client device 110 by cross referencing the input or
selected value 443, such as the Merchant_ID, to the coordinates of the
merchant using the merchant information library 210. Exemplary location
prompt fields 541 is shown with respect to FIG. 17, FIG. 19, and FIG. 20.

In the event that the user does not know of the Merchant_ID, the user
may manually enter a "geo-string" into the location prompt field 441.
Responsive to receiving an input or selection of a geo-string value 443 in the
location prompt field 441, the coupon redemption module 123 may determine
450 the coordinates of the client device 110 by cross referencing the input geo-
string value 443 to corresponding coordinates 451 using the geo-string library
240. In the event that the input geo-string value 443 does not correspond to
coordinates at the geo-string library of the device database 118, the client
device 110 may request 460 of the server 130 to perform a remote lookup of
the geo-string value 443 to determine the corresponding coordinates 461.
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Exemplary location prompt fields 541 for entering a "geo-string" are shown with
respect to FIG. 17.

If coordinates are successfully obtained according to any of steps 430,
step 450, or step 460, the device 110 may record the resulting coordinates in
the user session table 200 for reference by the coupon-delivery module 122
and other modules. Alternatively, the software routines for locating mobile
device 110 may run on server 130 and use communications link 101 to work in
tandem with device 110 and the other applications resident on mobile device
110. In an alternative embodiment of the system, functions are performed by
server 130 using data supplied by the client device 110. The output of such
functions performed by server 130 may be then transmitted to device 110 via
communications link 101. Such an alternative embodiment may be used where
the security concerns outweigh the speed and convenience of such functions
being performed on device 110.

As is shown with reference to FIG. 5, the client device 110 may match
510 the coordinates 511 from the user session table to one or more
Merchant_IDs at the merchant information library 210. Referring back to FIG.
4, to the extent that the user's selection 443 includes a Merchant_ID, selected
Merchant_ID 443 may be stored at the user session table 200 and the step 510
may be bypassed so that coupons are delivered only with respect to the
selected Merchant_ID 443. As may further be shown with reference to FIG. 5,
the client device 110 may match 520 one or more Merchant_IDs 521 to one or
more Coupon_|Ds 522 at the merchants-coupons library 250.

The coupon-delivery module 122 may further include instructions for
coupon restriction. As coupons at the electronic coupons library 230 may
include certain rules and restrictions, coupons may be restricted from being
offered or delivered to a user if the rules and restrictions are not satisfied.
Coupon-delivery module 122 may filter 530 the coupons 522 that were
matched according to step 520 based on, for example, matching session
properties 533, such as the Device ID, User_ID, time of last synchronization,
or time of day, as provided by the user session table 200, to related restrictions
531 as provided by the electronic coupons library 230. Coupon-delivery module
122 may also filter 530 the coupons 522 that were matched according to step
520 based on, for example, matching the user properties 532 from the user
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account table 220 to related restrictions as provided by the electronic coupons
library 230. Coupon-delivery module 122 may also filter 530 the coupons 522
that were matched according to step 520 based on, for example, the number of
coupons available as provided by the electronic coupons library 230. The
coupons remaining after the filtering 530 step are referred to herein as the
"filtered coupons" 531. The coupon-delivery module 122 may check whether
the number of filtered coupons 531 meets a predefined number and whether
the last synchronization time is within a predefined time period, and the
coupon-delivery module may call the update module 121 to resynchronize the
data on the device 110 and then return to step 510 to identify merchants and
coupons that may not have been present in the data on device 110 prior to the
resynchronization. By updating the device 110, additional coupons that are
valid may be transmitted by server 130 to client 110.

As is shown with reference to FIG. 5, the coupon-delivery module 122
may further include instructions for generating 540 a coupon prompt for display
at the display screen 115 of the device 110. The coupon prompt may be
displayed as a coupon prompt field 541, which may be, for example, one or
more input fields. The coupon prompt field 541 is populated to include each of
the filtered coupons 531 so that the user may select one of such coupons. The
step of generating 540 the coupon prompt may include, for example, sorting the
filtered coupons 531 based on variables such as distance between the
merchant location and the client device, which may be determined responsive
to the coordinates of the client device 110 and the coordinates of the merchant
location by cross referencing the Coupon_ID of each coupon at the electronic
coupons library 230 to the coordinates for a merchant location at the merchant
information library 210. Sorting the filtered coupons 531 may also be based on
variables such as popularity of the coupon, which may be determined
responsive to the number of times the coupon has been used, which may be
determined by cross referencing the Coupon_ID of each coupon at the
electronic coupons library 230. The coupon prompt field 541 may be
associated with the Coupon_ID of each of the filtered coupons so that, upon
selection and submittal by a user, the coupon-delivery module 122 receives the
Coupon_ID of the selected coupon. The coupon prompt field 541 may include

for display at the display screen any of the coupon properties, such as those
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properties in the electronic coupons library 230. An exemplary coupon prompt
field 541 is shown with respect to FIG. 15.

Responsive to receiving a selected coupon 542, such as a Coupon_|ID,
from the user with respect to the coupon prompt field 541, the coupon-delivery
module 122, as is shown with reference to FIG. 5, may further include
instructions for generating 550 a merchant location prompt for display at the
display screen 115 of the device 110. The merchant location prompt may be
displayed as a merchant location prompt field 551, which may be, for example,
one or more input fields. The merchant location prompt field 551 may be
populated to include the properties of the merchants offering the selected
coupon 542 so that the user may select one of such merchants. The properties
of the merchants offering the selected coupon may be determined by cross
referencing the Coupon_ID to one or more Merchant_IDs at the merchants-
coupons library 250 and the merchant properties at the merchant information
library 210. The step of generating 550 the merchant location prompt may
include, for example, or filtering the merchant locations based on variables
such as distance between the merchant location and the client device, which
may be determined responsive to the coordinates of the client device 110 and
the coordinates of the merchant location by cross referencing the Merchant_ID
for each coupon to the coordinates for a merchant location at the merchant
information library 210. Some merchant locations may be filtered out if the
distance between the merchant location and the client device 110 is greater
than a predefined distance, to reduce the likelihood of the user making a
mistake or engaging in fraud. The merchant location prompt field 551 may be
associated with the Merchant_ID of each of the one or more merchants offering
the selected coupon so that, upon selection and submittal by a user, the
coupon-delivery module 122 receives the Merchant ID of the selected
merchant. The merchant location prompt field 551 may include for display at
the display screen any of the merchant properties, such as those properties in
the merchant information library 210. Exemplary merchant location prompt
fields 551 are shown with respect to FIG. 21.

Responsive to receiving a selected merchant location 552, such as a
Merchant_ID, from the user with respect to the merchant location prompt field
551, the coupon-delivery module 122, as is shown with reference to FIG. 5,
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may further include instructions for generating 560 a merchant confirmation
prompt for display at the display screen 115 of the device 110. The merchant
confirmation prompt may be displayed as a merchant confirmation prompt field
561, which may be, for example, one or more input fields. The merchant
confirmation prompt field 561 may be populated to include the properties of the
selected merchant 552 and the selected coupon 542 so that the user and the
merchant may confirm that they intend to use the selected coupon 542 in a
consumer transaction. An exemplary merchant confirmation prompt field 561 is
shown with respect to FIG. 22. The properties of the selected merchant 552
and the selected coupon 542 may be determined by cross referencing the
Coupon_ID and the Merchant_ID at the electronic coupons library 230 and at
the merchant information library 210. The merchant location prompt field 551
may be associated with a default value so that, responsive to receiving a
merchant confirmation or reply 562, the coupon-delivery module 122 receives
and recognizes the default value and proceeds to call the coupon-redemption
module 123. In alternative embodiments, confirmation may be performed by
other methods, including, for example, the following: the merchant or the user
typing an authenticating code into the screen of mobile device 110, using
mobile device 110 to scan a location-identifying barcode or QR code resident at
the merchant location, or swiping mobile device 110 near a RFID chip.

Coupon Redemption Module 123

Coupon Redemption Module 123, as is shown with reference to FIG. 13
and FIG. 1, is a computer program product stored in a non-transitory memory
and operable on a processor. As is shown with respect to FIG. 1 and FIG. 6,
embodiments may include a coupon redemption module 123. The coupon
redemption module 123, as is shown with respect to FIG. 6, may include steps
for determining 650 a coupon redemption confidence score "S," for whether to
redemption of the coupon for a transaction is valid, such as to accept for
redemption the proposed couponing transaction. The score "S" may in some
embodiments be a weighted product of probabilities L, U, C, and M according
to the formula:

aL + bU+ cC + dM = S, where:

L = location probability (also referred to as “L-probability”);
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U = user probability (also referred to as “U-probability”);;

C = coupon mis-redemption probability (also referred to as “C-
probability”);;

M = coupon mal-redemption probability (also referred to as “M-
probability”);;

a = a predefined multiplier for weighting of location probability;

b = a predefined multiplier for weighting of user probability;

¢ = a predefined multiplier for weighting of coupon mal-redemption
probability; and

d = a predefined multiplier for weighting of coupon mal-redemption

probability.
In other embodiments, a determined coupon redemption confidence score may
be generated in other manners, such as by combining one or more calculated
probabilities or other determined likelihoods for one or more factors that include
at least one of the L-probability, U-probability, C-probability and M-probability
(as discussed in greater detail below), optionally including one or more
determined weighting factors.

The coupon redemption module 123, as is shown with respect to FIG. 6,
may include steps for determining 610 the location probability, or L-probability,
which is a probability that a given merchant location is actually where the
proposed transaction is taking place.

The L-probability may be determined responsive to session properties,
such as the client device location, the accuracy of the client device location,
whether the device is indoors or outdoors, the quality of the method of
determining the device location, and the number of satellites to which the
receiver has a clear line of site, which may be obtained from the user session
table 200.

Further, The L-probability may be determined responsive to user-
transaction properties, such as the number or type of merchant locations where
the User_ID or the Device_ID of the current transaction has engaged in valid
past transactions, which may be obtained from the transaction history table
260.

The L-probability may be determined responsive to statistical tables to

correlate such session properties or user-transaction history, individually or in
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combination, to a value between 0 and 100 depending on, for example, risk
tolerance of the issuer, other factors affecting U, C, and M, or transaction
history for all users. Where multiple session properties or user-transaction
history are used in combination, for example, the statistical correlation would
yield a higher probably as a result of corroboration.

The coupon redemption module 123, as is shown with respect to FIG. 6,
may include steps for determining 620 the user probability, or U-probability,
which is a probability that a given user has been positively identified.

The U-probability may be determined responsive to user-transaction
properties, such as a the Merchant_ID, Name, and Type of merchants from the
user's list of “favorite” merchant locations as previously input by the user, which
may be obtained from the user accounts library 220 with respect to the user's
User_ID or Device ID. For example, by linking a unique Device ID with a
given user on the database, the name and other personal details may never be
known for the user, but the user is linked to an individual mobile device in the
database on server 130. By using the unique mobile device ID, a given user
may be positively identified by the system without use of a password.

Further, The U-probability may be determined responsive to user-
transaction properties, such as the number or type of merchant locations where
the User_ID or the Device_ID of the current transaction has engaged in valid
past transactions, which may be obtained from the transaction history table
260.

The U-probability may be determined responsive to statistical tables to
correlate such user-transaction history or user properties history, individually or
in combination, to a value between 0 and 100 depending on, for example, risk
tolerance of the issuer, other factors affecting L, C, and M, or transaction
history for all users. Where multiple session properties are used in
combination, for example, the statistical correlation would yield a higher
probably as a result of corroboration.

The coupon redemption module 123, as is shown with respect to FIG. 6,
may include steps for determining 630 the coupon mis-redemption probability ,
or C-probability, which is a probability that a proposed transaction is free of

coupon mis-redemption.
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The C-probability may be determined responsive to coupon properties,
such as the size of the discount or the size of the discount relative to the
purchase price of the item purchased, any of which may be obtained from the
electronic coupon library 230 with respect to the Coupon_ID for the selected
coupon.

Further, the C-probability may be determined responsive to product
history, such as the normal time of day for purchase for the SKU (e.g., orange
juice is normally purchased from a news agent in the morning), the normal
frequency of purchase of the SKU at a given merchant location (i.e., the higher
the proposed frequency, the lower the probability that the intended product is
being purchased), the number of SKUs already purchased within a given period
of time (e.g., whether the particular SKU exceeds the likely stock for a given
merchant location), and the likelihood of the merchant location stocking the
SKU (e.g., a news agent that is not known to have a freezer is less likely to sell
an ice cream SKU), any of which may be obtained from the transaction history
library 260 with respect to the Product_ID of the selected coupon.

Further, the C-probability may be determined responsive to transaction
history, such as the history of mis-redemption at a given merchant location
(indicating that a given merchant may either be sloppy in accepting coupons or
may sometimes conspire with customers to perpetrate coupon mis-
redemption), the history of coupon mis-redemption or attempted coupon mis-
redemption from a given user or mobile device, or the history of mal-
redemption at a given merchant location, any of which may be obtained from
the electronic coupon library 230 with respect to the Coupon_ID for the
selected coupon.

Further, the C-probability may be determined responsive to session
properties, such as whether communications link 101 is active or not, which
may be ascertained from the user session table 200, for example. The
foregoing has the advantage of tracking coupon redemption in real time so that
proposed couponing transactions may more robustly tracked and compared to
normal and/or expected levels of activity for a given coupon.

The C-probability may be determined responsive to statistical tables to
correlate such coupon properties, product history, session properties, and
transaction history, individually or in combination, to a value between 0 and 100
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depending on, for example, risk tolerance of the issuer, other factors affecting
L, U, and M, or transaction history for all users. Where multiple session
properties are used in combination, for example, the statistical correlation
would yield a higher probably as a result of corroboration.

The coupon redemption module 123, as is shown with respect to FIG. 6,
may include steps for determining 640 the coupon-mal redemption probability,
or M-probability, which is a probability that a proposed transaction is free of
mal-redemption.

The M-probability may be determined responsive to merchant-
transaction history, such as the number of declined couponing transactions at a
given merchant location, history of mal-redemption at a given merchant
location, history of coupon mis-redemption at a given merchant location
(indicating that a given merchant may either be sloppy in accepting coupons or
may sometimes conspire with customers to perpetrate coupon mis-
redemption), normal frequency of couponing transactions at a given merchant,
normal frequency of couponing transactions for similar SKUs at a given
merchant location, the likelihood of a particular merchant location stocking a
given type of SKU, any of which may be obtained from the transaction history
library 260 with respect to the Merchant_ID for the selected merchant. For
example, more emphasis is placed upon the variables in the control of a given
merchant.

The M-probability may be determined responsive to session properties,
such as whether communications link 101 is active or not, which may be
ascertained from the user session table 200, for example. The M-probability
may be further determined responsive to coupon properties, such as the size of
the discount or the size of the discount relative to the purchase price of the item
purchased, any of which may be obtained from the electronic coupon library
230 with respect to the Coupon_ID for the selected coupon.

Further, the M-probability may be determined responsive to product
history, such as the normal time of day for purchase for the SKU (e.g., orange
juice is normally purchased from a news agent in the morning), the normal
frequency of purchase of the SKU at a given merchant location (i.e., the higher
the proposed frequency, the lower the probability that the intended product is
being purchased), the number of SKUs already purchased within a given period
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of time (e.g., whether the particular SKU exceeds the likely stock for a given
merchant location), and the likelihood of the merchant location stocking the
SKU (e.g., a news agent that is not known to have a freezer is less likely to sell
an ice cream SKU), any of which may be obtained from the transaction history
library 260 with respect to the Product_ID of the selected coupon.

Further, the M-probability may be determined responsive to transaction
history, such as the history of mis-redemption at a given merchant location
(indicating that a given merchant may either be sloppy in accepting coupons or
may sometimes conspire with customers to perpetrate coupon mis-
redemption), the history of coupon mis-redemption or attempted coupon mis-
redemption from a given user or mobile device, or the history of mal-
redemption at a given merchant location, any of which may be obtained from
the electronic coupon library 230 with respect to the Coupon_ID for the
selected coupon.

The M-probability may be determined responsive to statistical tables to
correlate such coupon properties, product history, session properties, and
transaction history, individually or in combination, to a value between 0 and 100
depending on, for example, risk tolerance of the issuer, other factors affecting
L, U, and C, or transaction history for all users. Where multiple session
properties are used in combination, for example, the statistical correlation
would yield a higher probably as a result of corroboration.

The method for determining the probability of mal-redemption, the M-
Probability, is advantageous over the Related Art in that the identity of the user
is generally known because the client application is locked to a specific mobile
device 110. Because the proposed couponing transaction is linked with a high
degree of certainty to a particular unique device ID, the risk of mal-redemption
is greatly reduced. Linking transactions to individual mobile devices inhibits
opportunities for individual merchants to attempt the bulk mal-redemption of
coupons without being detected. In other words, a high U-Probability generally
correlates to a low M-probability.

In the manner described in the above paragraphs, the L-Probability, U-
Probability, C-Probability, and M-Probability, are not necessarily independently
generated. Each probability may be enhanced (or alternatively reduced)
through the probabilities generated by the other three probabilities. For
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example, the L-probability may be reduced if the C-probability and the M-
probability are below certain thresholds. In such an event, the system may
seek more validating information before authorizing a transaction. Such an
outcome may occur because one of the four probabilities or the S-Score does
not meet the predefined threshold for a given coupon. In such circumstance,
the coupon redemption module 123 may generate a list of additional
information desired from the user. In an alternative embodiment, such
request(s) for further information may be transmitted by the server 130 to client
device 110.

The coupon redemption module 123, as is shown with respect to FIG. 7,
may include steps for determining whether the S-Score, or any of the L-
Probability, U-Probability, C-Probability, or M-Probability are below a predefined
threshold, which may be, for example, defined in the coupon properties for the
selected coupon in the electronic coupons library 230.

In the event that the L-Probability, U-Probability, or C-Probability is
below the predefined threshold, the coupon redemption module 123 may
generate 710, 730, 750 a supplemental prompt for display at the display screen
115 of the device 110. The supplemental prompt may be displayed as a
supplemental prompt field 711, 731, 751, which may be, for example, one or
more input fields. The location field 711, 731, 751, may allow the user to
manually enter a text string or attach multimedia content with respect to a
property that the coupon redemption module 123 is asking the user to verify.

For example, where the L-probability is below the predefined threshold,
the coupon redemption module 123 may generate 710 a supplemental prompt
field 711 querying the user for a unique code known only to the local merchant,
a bar code or QR code to identify the location, a scan of a RFID chip local to
the merchant location, or a photograph of the merchant location. Responsive
to receiving an input or selection 712 of a value or values in the supplemental
prompt field 711, the coupon redemption module 123 may verify 720 the input
or selection 712 by cross referencing the input or selection 712 to properties in
the merchant information library 210.

Also, for example, where the U-probability is below the predefined
threshold, the coupon redemption module 123 may generate 730 a

supplemental prompt field 731 querying the user for a unique password or
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personal identification number known only to the user of the system, the postal
code of the user's home or business address, the last four digits of the user’s
social security number, the answer to a unique security question provided
earlier by the user, or analogous information that may be used to corroborate
the identity of the user. Responsive to receiving an input or selection 732 of a
value or values in the supplemental prompt field 731, the coupon redemption
module 123 may verify 740 the input or selection 732 by cross referencing the
input or selection 732 to properties in the user account library 220.

Also, for example, where the C-probability is below the predefined
threshold, the coupon redemption module 123 may generate 750 a
supplemental prompt field 751 querying the user for a portion of the UPC code
printed on the packaging of a given SKU, a scan of such UPC code, one of a
series of question for the user to answer about the SKU (e.g., “Please enter the
last four digits of the phone number located at the bottom of the box of cereal
you are purchasing”), and analogous identifying methods. Responsive to
receiving an input or selection 752 of a value or values in the supplemental
prompt field 751, the coupon redemption module 123 may verify 760 the input
or selection 752 by cross referencing the input or selection 752 to properties in
the product library 270.

It should be noted that an additional subroutine for corroborating the M-
probability is not listed as it is generally not dependent upon actions by a given
user, but instead is more dependent upon variables more specific to a given
merchant location. The exception is where mal-redemption is being attempted
by a given user or mobile device. In such case, the User_ID or Device ID may
be blocked, for example, using the coupon restrictions.

The location authorization subroutine described herein is re-run and
used to update the probability that a given mobile device is actually at a given
location. The new probability is matched against the threshold that is defined
or otherwise determined for use with a given coupon. If such a probability if
higher than the threshold, then the location probability threshold is met and
such information is logged by the server 130. For the sake of clarity, such
authorization routine may be run on either client device 110 or server 130

As is shown with respect to FIG. 6 and FIG. 7, after supplemental
information has been verified according to steps 720, 740, or 760, the coupon
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redemption module 123 may re-determine 770 any of the L-Probability, U-
Probability, C-Probability, M-Probability, or the S-Score in the same manner as
described with respect to steps 610, 620, 630, 640, and 650. In addition, any
of the L-Probability, U-Probability, or C-Probability may be determined
responsive to statistical tables that also correlate the presence of the
supplemental information, in addition to the coupon properties, product history,
session properties, and transaction history, individually or in combination, to a
value between 0 and 100 depending on, for example, risk tolerance of the
issuer, other factors affecting L, U, and C, or transaction history for all users.
Once a given transaction has met each of the four probability thresholds and
the S-Score threshold, then the transaction will be authorized.

As is shown with respect to FIG. 8, the coupon redemption module 123
may generate 810 a log of the approved transaction in the user session table
200 to flag that the transaction was successful. For example, the coupon
redemption module 123 may generate a unique transaction number
(Transaction_ID). The coupon redemption module 123 may also write the
Transaction_ID, along with all relevant transaction data such as the Issuer_ID,
Product_ID, Merchant Value, User ID, Device ID, and Merchant ID to the
transaction history library 260 of the client database 118.

If the transaction is successful, the coupon redemption module 123 may
also generate 820 proof of the transaction 821 for display at the display screen
115 of the device 110, which may be shown to the user and/or to the merchant
to prove the success of the transaction. An exemplary proof of transaction 821
is shown with respect to a confirmation page illustrated in FIG. 23. It may be
beneficial to create such a confirmation page that is not easy to replicate by
users and gives assurance to the local merchant that their account has been
credited with the transaction. The confirmation page may contain, for example,
the Product_ID of the item purchased, the discount that the user is to receive, a
time stamp, the Transaction_ID number, the User_ID, and the Merchant_ID. In
certain embodiments, an animated .gif may also be included in the confirmation
page to make it more difficult to fraudulently reproduce a valid confirmation
page for a transaction. In addition, an interim validation screen may be
displayed on screen 115 for a limited period of time before the confirmation
screen is displayed, to communicate that a couponing transaction has been
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validated by the coupon redemption system. The interim validation screen
may, for example, contain written messages communicating that the
transaction is valid and including some of the basic transaction information,
such as the amount of the transaction, the date and time (e.g., with the
seconds advancing in real time), etc. In some embodiments, the interim
validation screen may be displayed while the confirmation page is being
downloaded by mobile device 110, and may be useful to merchants and/or
users. In certain embodiments, the client application may also contain certain
additional safeguards to reduce the ability of users to fraudulently mimic a
validated couponing transaction. While such fraud would not hurt the issuers of
the system, it could nevertheless damage the credibility of the coupon
validating system with merchants. The following validation schemes, for
example, may be may be used to inhibit such fraud and serve as an assurance
that a genuine transaction has occurred: a unique series of colors, a defined
sound, an image, an animated gif, etc. Such schemes have the further
advantage of reinforcing to both the user and the merchant that the couponing
transaction has been authorized.

The coupon redemption module 123 may also continuously monitor the
communication link 101 to the server 130, and write 830 a Transaction_ID,
along with all relevant transaction data such as the Issuer_ID, Product ID,
Merchant_Value, User ID, Device ID, and Merchant ID to the transaction
history library 260 of the server database 118. If communications link 101 is
not active, then the instruction to transmit such transaction information to the
server 130 may be cached until such time as the communications link 101 is re-
established. Once such communications link is re-established, the transaction
information is transmitted to server 130 as described.

Merchant Redemption Module 142

Merchant Redemption Module 142, as is shown with reference to FIG. 1,
is a computer program product stored in a non-transitory memory and operable
on a processor. As is shown with respect to FIG. 1 and FIG. 9, embodiments
may include a merchant redemption module 142. The merchant redemption
module 142, as is shown with respect to FIG. 9, may include instructions for
detecting 910 a new transaction posted by a client device. The step of
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detecting 910 the new transaction posted by the client device may further
include storing the new transaction in the transaction history library 260 of the
server database 134. The merchant redemption module 142 may also include
instructions for crediting 920 a merchant account responsive to the new
transaction posted by the client device and stored at the transaction history
library 260 by cross referencing the Merchant_ID from the new transaction
record to a merchant's payment account or credit account at the merchant
account library 280. The merchant redemption module 142 can also include
instructions for electronically confirming 930 to a merchant the details of the
new transaction, provided that the merchant account contains information for
routing electronic confirmation. Merchant account library 280 may contain, for
example, a mobile telephone number for sending confirmation via SMS, an
email address for sending confirmation via email, or a reference to an API or
other standards and protocols of a merchant POS terminal 150. In certain
embodiments, further confirmation of an individual transaction may be
transmitted by server 130 to the local merchant via SMS message, a
confirmation email, a message sent via an APl on server 130 that links with a
given merchant’'s electronic point of sale transaction system. In certain
embodiments of the method, web server 130 also provides a computer
program, e.g., web-based, that the local merchant may access in real time and
view a history of authenticated couponing transactions.

Embodiments of methods are shown with respect to Figures 2A-2E.

Figures 2A-2E are a flow diagram of an example embodiment of a
coupon redemption validity determination routine 201. The routine may be
provided by, for example, a coupon redemption system to automatically
determine whether redemption of a particular coupon for a particular
transaction or otherwise in a particular situation is determined to be valid, such
as based on execution of an embodiment of one or more of the modules 121,
122 and 123 of Figure 1 and/or of one or more of the modules 141, 142 and
143 of Figure 1. In the illustrated embodiment, particular operations are
illustrated as being performed by a mobile device in use by a user, referred to
generally as “client side” operations, and other operations are illustrated as
being performed by a remote coupon server system, referred to generally as

“server side” operations, but in other embodiments particular operations may
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be performed by other devices or in other manners (e.g., all by a configured
mobile device 110, such as a mobile device executing software provided by the
coupon redemption system or by an operator of the coupon redemption
system, and/or by one or more configured computing systems that provide the
coupon server 130). In addition, any references to vouchers correspond
generally to coupons as discussed herein, and any references to retailers
correspond generally to merchants as discussed herein.

The routine 201 begins at step 202 where a determination is made
whether to determine identification of the user of the mobile device, and if so
whether such identification has already been performed. If such identification
has not already been performed, the routine continues to block 204 to request
the user to provide identification details (e.g., a log-in name and/or a password,
etc.) — in other embodiments, user identification may instead by provided by a
cookie that was previously stored on the mobile device by a remote coupon
server system and that is returned to the coupon server system upon request.
For example, the coupon server system may request or otherwise obtain a
UUID (universal unique identifier) of one or more types from the mobile device,
and associate that UUID with the user of the mobile device for a current
transaction and optionally for future transactions. In addition, or alternatively,
the coupon server system may request the user of the mobile device to call a
designated number associated with the coupon redemption system and/or to
send an electronic message (e.g., a text message, such as an SMS message
or MMS message) to a designated address associated with the coupon
redemption system, to enable a phone number or other unique electronic
address of the mobile device to be obtained. The obtained phone number or
other unique electronic address of the mobile device and/or the obtained UUID
may then be stored in a cookie on the mobile device, and later supplied to the
coupon server to enable later identification of the mobile device and/or user,
such as for later transactions. After block 204, the routine continues to block
206 to determine whether to perform additional identification, and if so
continues to block 208, where obtained identifying details regarding the user
and/or the mobile device are matched to information from a stored
authenticated user list 211. After block 208, the routine determines in block
212 whether the user is authenticated, and if not returns to block 204.
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In addition, at one or more prior times, the routine in block 221 receives
information from a merchant database 214 and/or a coupon database 216, and
proceeds to match coupons with corresponding merchants for later use in
presentation to a user of the mobile device.

If it is instead determined in block 202 that the user has been previously
identified or to not perform such identification, or in block 206 not to perform
additional authentication, or in block 212 that the user has been authenticated,
the routine continues to block 222 to determine location information for the user
and/or the mobile device. In particular, in block 222 in the illustrated
embodiment, one or more modules of a software application executing on the
mobile device determine whether to obtain location information via the mobile
device if location information is not already available. If location information is
not already available and it is determined to obtain location information, the
routine continues to block 224 to attempt to determine current location
information using one or more techniques that include one or more of a variety
of types of wireless transmission of electronic signals and/or user input of
corresponding information. After block 224, or if it was instead determined in
block 222 that the current location of the mobile device is already known or not
to currently obtain location information, the routine continues to block 226 to
determine whether to obtain additional location data, such as based on
available location information not being sufficient.

If the available location information is not sufficient, the routine continues
to one or both of blocks 228 and 232. In block 228, the routine queries the user
to input location information, and in block 232, the routine queries the user to
select from information about historical locations of the user and/or the device.
In particular, if the routine continues to block 228, the user is asked to enter his
or her location, and at block 231 the routine receives location information of
one or more types. The routine then continues to block 236 where the coupon
server matches location information from location database 218 with the
information supplied in block 231 in order to determine location coordinates,
which are then returned to the mobile device. After block 236, the routine
continues to block 238, where the mobile device uses the location coordinate
information supplied by the coupon server to perform a geo-location
determination for the mobile device. If the routine continues to block 232,
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information is retrieved about a historical location list for the user and the
information is presented to the user, and in block 234 the routine receives
information from the user in which the user selects an appropriate historical
location corresponding to a current location of the user.

After blocks 234 or 238, the routine continues to block 241 to match a
current location of the device/user to one or more coupons in the coupon-
merchant database previously discussed with respect to block 221. After block
241, the routine continues to block 242 to determine whether the match
coupons include any restrictions or corresponding locations render them
currently inappropriate for the user and mobile device, by filtering such
inappropriate coupons. In block 244, the routine then optionally sorts the
remaining available coupons in one or more manners, such as based on
proximity to the device/user of one or more nearby merchants at which the
available coupons may be used. The routine then continues to block 246 to
determine whether sufficient coupons are available, such as if a minimum
number of one or more coupons is previously defined. If not, the routine
continues to block 248 to determine whether any updates have recently
occurred for the mobile device, and if not continues to block 251 to offer the
user the option to update coupons currently stored on the mobile device. In
block 252, if the user requests updates to occur, the routine continues to block
254 to request a coupon update from the web-based coupon server, and in
block 258 receives new coupons if available from a coupon database 256 and
proceeds to match the new coupons to the coupon-merchant database
previously discussed.

After block 258, or if it was instead determined in block 246 that
sufficient coupons were available, or in block 248 that the application has
recently been updated, or in block 252 that the user does not request updates,
the routine continues to block 261 to present one or more information pages to
the user that include information about one or more of the available coupons,
such as in accordance with the sorted manner. In block 262, the routine then
receives an indication that the user selects an indicated coupon to redeem, and
in block 264 the routine proceeds to update the displayed information to show
one or more merchant locations at which the coupon may be redeemed, such

as locations near a current location of the device/user. In block 266, the routine
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receives an indication that the user has selected or verified a merchant location
at which to redeem the coupon, and at block 268 determines whether the
mobile device is within an applicable location radius, if any (e.g., as specified in
a restriction for the coupon, as predetermined for the application, as specified
by the user in prior preferences, etc.).

If the device is within the location radius or no such radius exists, the
routine continues to blocks 271-276 to perform fraud detection activities that
include attempting to automatically determine the validity of the coupon
redemption for the selected coupon and the selected merchant location. As
discussed in greater detail elsewhere, in some embodiments, the fraud
detection activities are performed with respect to a particular transaction, such
as at a time of or immediately prior to occurrence of the transaction (e.g., while
the user and mobile device are at the physical location of the merchant). The
coupon redemption validity determination may be based on determining a
redemption confidence score and determining whether that score exceeds a
predefined or otherwise determined threshold - as discussed in greater detail
elsewhere, such a redemption confidence score may be determined in various
manners and various embodiments, including by calculating probabilities or
otherwise determining likelihoods for one or more of a variety of factors. In the
illustrated routine, after block 271, the routine continues to block 272 to
determine whether the initial validity determination has succeeded. If not, or if
it is determined in block 268 that the device is not within any applicable location
radius, the routine continues to block 281 to indicate that the coupon validity
has failed, and in the illustrated embodiment provides a corresponding
indication to the user. If it is instead determined in block 272 that the coupon
redemption validity has been confirmed, the routine continues to block 282 to
perform further redemption processing.

Alternatively, if the initial attempt to confirm the validity of redeeming the
coupon fails but one or more other criteria are satisfied (e.g., a determined
redemption confidence score is below a determined threshold, but is above a
second lower threshold or is otherwise within a sufficient range of the
threshold), the routine continues to block 274 to determine if additional
corroborating information is available to raise the redemption confidence score

above the threshold. If so, the routine continues to block 276 to request any
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such additional corroborating data. After block 276, the routine continues to
block 271 to again attempt to determine the validity of the redemption of the
coupon by performing one or more fraud detection techniques, such as to
generate a revised redemption confidence score based on any additional data
that is received for corroboration.

In block 282, one or more information pages are displayed on the mobile
device confirming that the coupon redemption has been validated, allowing any
corresponding monetary discount or other benefit associated with the coupon
to be applied for the transaction. In the illustrated embodiment, in block 284,
one or more personnel of the merchant view and approve the confirmation
information on a mobile device, although in other embodiments such actions
may not be performed. In block 286, the user optionally clicks to confirm the
use of the coupon with the transaction in order to redeem it, and if so a unique
transaction number is generated in block 288. In block 290 the routine
determines whether the device has a network connection, and if not the routine
continues to block 292 to store redemption data on the device until a network
connection is available. Alternatively, if the network connection is available, the
routine continues instead to block 281 to send a redemption message to the
coupon server that includes the transaction number, with the redemption
information being stored in a transaction log 283 of the coupon server. In block
285, the merchant is then credited with the transaction and the mobile device
and user are also credited with the transaction, and in block 287 transaction
information is made available to the merchant, such as via one or more web
pages. In addition, in some embodiments, the routine may in block 291 send a
transaction message to one or more remote computer systems, such as
systems associated with a vendor of a product involved in the transaction
and/or to a computing system of the merchant, with a confirmation message
and data being sent to the mobile device in block 293. After blocks 292 or 293,
the routine continues to block 294 to display one or more information pages to
the user on the mobile device confirming that the transaction has been
completed along with application of the redeemed coupon. After blocks 287
and 294, the routine ends.

It will be appreciated that the routine may include more or less

operations in other embodiments.
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Embodiments of methods for delivering coupons based upon location
data provided by a client application, comprising the steps performed by the
server data processing system of: (1) storing a set of location-specific coupons
and location-specific merchants; (2) receiving a mobile device-originated
request for coupons available for a specific location, the request including a
string of information enabling the server to identify the location requested by
the client application; (3) determining, via a set of algorithms, matching
coupons and matching merchants for a given location; (4) dynamically
restricting the use of certain coupons by a series of variables, e.g., client device
ID, user ID, time of day, number of coupons already redeemed; and (5)
transmitting both the appropriate coupons and merchant locations to the client
application.

In certain embodiments of methods, the geographic location data string
is provided by a Global Positioning System (GPS) device coupled to a client
computer in which the first client application is resident. In certain
embodiments of methods, the geographic location data string is provided by the
client application transmitting to the server a cell tower identification number. In
certain embodiments of methods, the geographic location data string is
provided by a near field communication (NFC) receiver coupled to the client
computer. In certain embodiments of methods, the geographic location data
string is provided by a client application that receives a signal from a wireless
local area network (WLAN) installed at or near the client application. In certain
embodiments of methods, the geographic location data string is provided by a
client application that receives a sound (or sonar-based signal) from a locally
installed transmitter at the merchant location. In certain embodiments of
methods, the geographic location data string is provided in a browser cookie. In
certain embodiments of methods, the geographic location data string is
provided in a hypertext markup language (HTML) form. In certain embodiments
of methods, the geographic location data string is stored by and provided by at
a third party server. In certain embodiments of methods, the geographic
location data string is provided by a geographic location data previously stored
by the client application.

In certain embodiments of methods, the set of location-specific elements
are stored at a third party server. In certain embodiments of methods, the
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geographic location data string is entered manually by the user using a client
application. In certain embodiments of methods, the client application is a web
browser running on a mobile device. In certain embodiments of methods, the
client application is a native application running on a mobile device.

Embodiments of computer program products may be stored in a
computer-readable storage medium and executable by a data processing
system for identifying and transmitting coupons and comprise instructions for
performing steps of receiving, by a server data processing system, a request
initiated by a client application for coupons appropriate for a specific location,
the request including a geographic location data string identifying a location of
the client application, the instructions and algorithms for determining which
coupons are appropriate for a specific location, the instructions and algorithms
for matching such coupons to the merchant locations nearest the physical
location of the client application where such coupons may be redeemed, and
the instructions for transmitting both the appropriate coupons and merchant
locations to the client application. The set of coupons offered may also be
dynamically restricted by variables such as client device ID, user ID, time of
day, or other information stored by the client application.

Embodiments of computer program products stored in a computer-
readable storage medium and executable by a data processing system on the
client device for displaying the appropriate coupons received from the server
including instructions for performing a step of serving the customized display
page and offering the user to select the coupon(s) that are desired to be
redeemed at the given merchant location.

Embodiments of computer program products may further include
instructions for transmitting to the server the coupons that the user would like to
redeem.

Embodiments of methods for authenticating whether a couponing
transaction proposed by a client application is an authentic transaction based
upon the location of the client application, according to an algorithm designed
to determine the probability that a given user is actually at the given merchant
location, may include the steps performed by the server data processing
system of: 1) requesting from a client device a string of information enabling the
server to identify the location of the mobile device running the client application;
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2) determining via a set of algorithms the probability that the mobile device is at
a given merchant; 3) matching this probability to any specified security
restrictions or other criteria for a given coupon; and 4) determining whether the
probability matches or exceeds any specified tolerance for authenticating the
couponing transaction.

Embodiments of methods for authenticating whether a couponing
transaction proposed by a client application is an authentic transaction may
include a geographic location data string is provided by a Global Positioning
System (GPS) device coupled to a client computer in which the first client
application is resident.

Embodiment of methods for authentication whether a couponing
transaction proposed by a client application is an authentic transaction may
include a merchant identification string embodied within a Wi-Fi transmitter
provided by the coupon redemption system that is specific to a given merchant
location.

Embodiments of methods for authenticating whether a couponing
transaction proposed by a client application is an authentic transaction may
include a geographic location data string is provided by the client application
transmitting to the server a cell tower identification number.

Embodiments of methods for authenticating whether a couponing
transaction proposed by a client application is an authentic transaction may
include a geographic location data string is provided by a near field
communication (NFC) receiver coupled to the client computer.

Embodiments of methods for authenticating whether a couponing
transaction proposed by a client application is an authentic transaction may
include a geographic location data string provided by a client application that
receives a signal from a wireless local area network (WLAN) installed at or near
the client application.

Embodiments of methods for authenticating whether a couponing
transaction proposed by a client application is an authentic transaction may
include a geographic location data string provided by a client application that
receives a sound (or sonar-based signal) from a locally installed transmitter at
the merchant location.
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Embodiments of methods for authenticating whether a couponing
transaction proposed by a client application is an authentic transaction may
include a geographic location data string provided in a browser cookie.

Embodiments of methods for authenticating whether a couponing
transaction proposed by a client application is an authentic transaction may
include a geographic location data string provided in a hypertext markup
language (HTML) form.

Embodiments of methods for authenticating whether a couponing
transaction proposed by a client application is an authentic transaction may
include a geographic location data string stored by and provided by a third
party server.

Embodiments of methods for authenticating whether a couponing
transaction proposed by a client application is an authentic transaction may
include a geographic location data string provided by a geographic location
data previously stored by the client application.

Embodiments of methods for authenticating whether a couponing
transaction proposed by a client application is an authentic transaction may
include location-specific elements stored at a third party server.

Embodiments of methods for authenticating whether a couponing
transaction proposed by a client application is an authentic transaction may
include a geographic location data string entered manually by the user using a
client application.

Embodiments of methods for authenticating whether a couponing
transaction proposed by a client application is an authentic transaction may
include a client application that is a native application running on a mobile
device.

Embodiments of methods for authenticating whether a couponing
transaction proposed by a client application is an authentic transaction may
include a client application that is a web browser running on a mobile device.

Embodiments of methods for authenticating whether a couponing
transaction proposed by a client application is an authentic transaction may
include an algorithm for authenticating the couponing transaction that is
enhanced by the use of non-location data such as the user ID, device ID,
merchant ID, the expected availability of a given product at a given merchant.
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Embodiments of methods for authenticating whether a couponing
transaction proposed by a client application is an authentic transaction may
include an algorithm for authenticating the couponing transaction that is
enhanced by the use of redemption and attempted redemption data for a given
coupon and/or by historical fraud data for the merchant and for similar coupons.

Embodiments of computer program products may be stored in a
computer-readable storage medium and executable by a data processing
system for determining whether to allow the redemption of a given transaction
or not based upon the probability that a given transaction is a valid, non-
fraudulent transaction. Such algorithms may consist of subroutines for
determining a range of variables, including (but not limited to) the probability
that the user is actually at the identified merchant location, the probability the
user is actually purchasing a given product, the probability that the given client
mobile device has been uniquely identified, the probability that the user is the
user identified by the client application and the probability the given coupon is
being redeemed in accordance with the instructions for its proper redemption.

Certain embodiments of computer program products may include
instructions for requesting from the client application additional information to
authenticate the transaction. Such additional information may include the
request of a range of additional information from the client application (and if
appropriate the user or merchant) corroborating the authenticity of the
transaction. Such information may include (but is not limited to): specific
numbers from a given product’s UPC code, a recent photograph (including time
stamp and GPS co-ordinates) of the product, a recent photograph (including
time stamp and GPS co-ordinates) of the merchant location, a recent
photograph (including time stamp and GPS co-ordinates) of the user,
information from a location-specific QR code displayed by the merchant, a
unigue code number provided by the merchant, and/or identifying credentials
from the user (such as a driving license, credit card or passport).

Certain embodiments of computer program products may further include
instructions for logging (if appropriate) the redemption of the coupon(s),
including the generation of a unique transaction identifying number and logging
against the transaction (as appropriate) the merchant ID, the client device ID
and user ID.
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Certain embodiments of computer program products may further include
instructions for crediting the merchant, the mobile device and/or user with the
coupon redemption ftransaction, including the monetary amount of the
transaction.

Certain embodiments of computer program products may further include
instructions for transmitting a verification message to the client application,
including the monetary amount of the transaction, unique transaction identifying
number, the user ID, the merchant ID and a EAN-13 or QR code that may be
scanned by the merchant's EPOS system so that the merchant may reconcile
the transaction locally on the merchant’s accounting system.

Certain embodiments of computer program products may also be able to
look up the appropriate mobile phone number and/or email address for a given
merchant and transmit to the merchant, via an SMS message or email
message, confirming information.

Embodiments of computer program products may be stored in a
computer-readable storage medium and executable by a data processing
system on the client device with instructions for displaying to the user and
merchant the transaction confirmation information according to instructions for
transmitting a verification message to the client application, including the
monetary amount of the transaction, unique transaction identifying number, the
user ID, the merchant ID and a EAN-13 or QR code that may be scanned by
the merchant's EPOS system so that the merchant may reconcile the
transaction locally on the merchant’s accounting system.

It will also be appreciated that in some embodiments the functionality
provided by the routines discussed above may be provided in alternative ways,
such as being split among more routines or consolidated into fewer routines.
Similarly, in some embodiments illustrated routines may provide more or less
functionality than is described, such as when other illustrated routines instead
lack or include such functionality respectively, or when the amount of
functionality that is provided is altered. In addition, while various operations
may be illustrated as being performed in a particular manner (e.g., in serial or in
parallel) and/or in a particular order, it will be appreciated that in other
embodiments the operations may be performed in other orders and in other
manners. It will also be appreciated that the data structures discussed above
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may be structured in different manners, including with respect to database data
structures and Web page data structures, such as by having a single data
structure split into multiple data structures or by having multiple data structures
consolidated into a single data structure. Similarly, in some embodiments,
illustrated data structures may store more or less information than is described,
such as when other illustrated data structures instead lack or include such
information respectively, or when the amount or types of information that is
stored is altered.

As discussed above, embodiments provide systems, program products,
and methods for enhanced coupon delivery and redemption that does not
involve a merchant installing new transaction processing or transmission
equipment, would not involve the merchant re-programming software, and
would not involve the use of third-party terminals or networks to facilitate
coupon redemption. Embodiments further provide an enhanced coupon
delivery and redemption process that delivers and redeems coupons
independently of any transaction processing or transmission hardware or
software installed at a merchant site and in real time. By providing electronic
coupon delivery and redemption in real time, the ability for the system to
identify and deny couponing transactions suspected of coupon mis-redemption
and mal-redemption are enhanced.

An embodiment provides a mobile telecommunications device in
communication with a coupon server over a communications link for receiving
electronic coupons from the coupon server and redeeming electronic coupons
in a non-electronic consumer transaction with a merchant.

Embodiments providing a mobile telecommunications device may further
comprise a processor and a non-transitory memory positioned in
communication with the processor to store computer program products therein.
Embodiments providing a mobile telecommunications device may also
comprise a database to store a plurality of merchant records, a plurality of
electronic coupon records, a plurality of historical transaction records, and a
plurality of product records. Embodiments providing a mobile
telecommunications device may also comprise a touch screen display to

present coupon information, product information, and merchant information to a
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user and to receive from a user selections with respect to the coupon
information, product information, and merchant information.

Embodiments providing a mobile telecommunications device may further
comprise a global positioning system transceiver to receive positioning
information for the mobile telecommunications device from a satellite in earth
orbit. Embodiments providing a mobile telecommunications device may also
comprise a radio-frequency transceiver to communicate with a coupon server
over a communications link for receiving electronic coupons and redeeming
electronic coupons. Embodiments providing a mobile telecommunications
device may also comprise an input/output unit in communication with the global
positioning system transceiver, the touch screen display, the database, the
radio-frequency transceiver, and the processor.

Embodiments providing a mobile telecommunications device may
comprise a first computer program product stored in the non-transitory memory
and operable on the processor to define an update module. The update
module may have a set of instructions comprising synchronizing one or more
records of the database with the coupon server.

Embodiments providing a mobile telecommunications device may
comprise a second computer program product stored in the non-transitory
memory and operable on the processor to identify electronic coupons that may
be redeemed to define an coupon delivery module. The coupon delivery
module may have a set of instructions comprising determining geographic
coordinates of the mobile telecommunications device responsive to one or
more of the following: positioning information received through the global
positioning system transceiver and cell tower positioning information received
through the radio-frequency transceiver.

Embodiments providing a coupon delivery module may have a set of
instructions further comprising determining one or more proximate merchant
locations of the plurality of merchant records responsive to the geographic
coordinates of the mobile telecommunications device and responsive to
coordinates data for one or more of the merchant records.

Embodiments providing a coupon delivery module may have a set of
instructions further comprising determining one or more proximate electronic

coupons of the plurality of electronic coupon records responsive to the one or
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more proximate merchant locations and responsive to merchant locations data
for one or more of the electronic coupon records.

Embodiments providing a coupon delivery module may have a set of
instructions further comprising determining one or more available electronic
coupons of the one or more proximate electronic coupons responsive to
restriction data for one or more of the proximate electronic coupons and
responsive to user information for the user of the mobile telecommunications
device.

Embodiments providing a coupon delivery module may have a set of
instructions further comprising generating a coupon selection field for display at
the touch screen of the mobile telecommunications device responsive to
coupon data for the one or more proximate coupons so that the user may
select one of the proximate coupons to define a user-selected coupon.

Embodiments providing a coupon delivery module may have a set of
instructions further comprising generating a merchant selection field for display
at the touch screen of the mobile telecommunications device responsive to
receiving a user-selected coupon, responsive to the merchant locations data for
the user-selected coupon, and responsive to the geographic coordinates of the
mobile telecommunications device so that the user may select one of the one
or more proximate merchants to define a user-selected merchant, and

Embodiments providing a coupon delivery module may have a set of
instructions further comprising generating a merchant confirmation field for
display at the touch screen of the mobile telecommunications device
responsive to receiving a user-selected merchant and responsive to merchant
data for the user-selected merchant so that the user and an a representative of
the user-selected merchant may confirm that a discounted non-electronic
consumer transaction is contemplated between the user and the user-selected
merchant, the discounted non-electronic consumer transaction being
discounted discount in the amount of a user value, the user value being
included in the coupon data for the user-selected coupon.

Embodiments providing a mobile telecommunications device may
comprise third computer program product stored in the non-transitory memory
and operable on the processor to redeem electronic coupons to define an

coupon redemption module.
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Embodiments providing a coupon redemption module may have a set of
instructions further comprising determining a confidence score with respect to
the non-electronic consumer transaction confirmed to be contemplated
between the user and the user-selected merchant, the confidence score being
a weighted product of a plurality of component confidence probabilities for each
of a location probability, a user probability, a coupon mis-redemption
probability, and a coupon mal-redemption probability, the weighted product
being weighted according to a predefined weight corresponding to each of the
plurality of component confidence probabilities, each of the component
confidence probabilities being determined responsive to one or more of the
geographic coordinates of the mobile telecommunications device, the plurality
of electronic coupon records, the plurality of historical transaction records, and
the plurality of product records.

Embodiments providing a coupon redemption module may have a set of
instructions further comprising disallowing redemption of the user-selected
coupon at the user-selected merchant if the confidence score is below a
predefined threshold.

Embodiments providing a coupon redemption module may have a set of
instructions further comprising generating a successful transaction record if the
confidence score is above the predefined threshold, the successful transaction
record having a unique transaction identifier.

Embodiments providing a coupon redemption module may have a set of
instructions further comprising generating proof of the successful transaction
for display at the touch screen of the mobile telecommunications device
responsive to generating the successful transaction record, the proof of the
successful transaction including the unique transaction identifier and coupon
data for the user-selected coupon.

Embodiments providing a coupon redemption module may have a set of
instructions further comprising transmitting the successful transaction record to
the coupon server over the communication link so that the coupon server may
credit an account of the user-selected merchant in the amount of a merchant
value, the merchant value being included in the coupon data for the user-

selected coupon.
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From the foregoing it will be appreciated that, although specific
embodiments have been described herein for purposes of illustration, various
modifications may be made without deviating from the spirit and scope of the
disclosure. In addition, while certain aspects are presented below in certain
claim forms, the inventors contemplate the various aspects in any available
claim form. For example, while only some aspects of the disclosure may
currently be recited as being embodied in a computer-readable medium, other
aspects may likewise be so embodied.
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CLAIMS

What is claimed is:

1. A computer-implemented method comprising:

receiving, by one or more software modules executing on a mobile device,
information about a coupon selected by a user of the mobile device for use in a
non-electronic transaction at a physical location of an indicated merchant;

determining, by the one or more executing software modules, a redemption
confidence score corresponding to validity of redeeming the coupon for the non-
electronic transaction, the determining of the redemption confidence score
occurring while the user and the mobile device are at the physical location of the
indicated merchant and being performed without using any information from any
personnel of the indicated merchant or from any electronic devices at the physical
location other than the mobile device, the determining of the redemption
confidence score including calculating and combining probabilities for each of a
plurality of factors that include a determined current location of the user being the
physical location of the indicated merchant and that include multiple of: a
determined current identity of an operator of the mobile device being the user, the
coupon being mis-redeemed based on being determined to be inapplicable for use
with the non-electronic transaction, and the coupon being mal-redeemed based on
it being determined that the redeeming of the coupon occurs without the non-
electronic transaction actually occurring; and

if the determined redemption confidence score is above a determined
threshold, providing, by the one or more executing software modules, an indication

of the validity of the redeeming of the coupon for the non-electronic transaction.

2. The method of claim 1 wherein the providing of the indication of the
validity of the redeeming of the coupon for the non-electronic transaction includes
displaying information to the user on the mobile device regarding the validity of the

redeeming of the coupon for the non-electronic transaction and is performed
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without initiating any interactions with any personnel of the indicated merchant or
with any electronic devices at the physical location other than the mobile device, to
enable the user to confirm eligibility for a benefit associated with the coupon for
the transaction.

3. The method of claim 1 wherein the providing of the indication of the
validity of the redeeming of the coupon for the non-electronic transaction includes
providing information to at least one of one or more personnel of the indicated
merchant and of one or more electronic devices of the indicated merchant, to
enable the merchant to confirm eligibility to provide the user with a benefit

associated with the coupon for the transaction.

4. The method of claim 1 further comprising, if the determined
redemption confidence score is not above the determined threshold, providing, by
the one or more executing software modules, an indication of a lack of the validity

of the redeeming of the coupon for the non-electronic transaction.

5. The method of claim 1 further comprising, if the determined
redemption confidence score is not above the determined threshold:

querying, by the one or more executing software modules, the user to
provide indicated information that is accessible at the physical location of the
indicated merchant; and

confirming the validity of the redeeming of the coupon for the non-electronic

transaction if the user successfully provides the indicated information.

6. The method of claim 1 wherein the determining of the redemption
confidence score includes calculating a first probability that the determined current
location of the user is the physical location of the indicated merchant, the
calculating of the first probability including automatically determining an estimated
current location of the user based on at least one of use of automated location

determination capabilities and of obtaining location information from the user.
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7. The method of claim 6 wherein the determining of the redemption
confidence score further includes calculating a second probability that the operator
of the mobile device is the user, the calculating of the second probability including
automatically determining a likely current identity of the operator of the mobile
device based at least in part on prior authentication activities performed by the

operator of the mobile device.

8. The method of claim 7 wherein the determining of the redemption
confidence score further includes:

calculating an additional probability that the coupon is being mis-redeemed,
the calculating of the additional probability including automatically determining a
likelihood that the coupon is inapplicable for use with the non-electronic
transaction based at least in part on historical activities involving at least one of the
user and the indicated merchant;

determining a weighting for each of the calculated first, second and
additional probabilities; and

performing the combining of the probabilities by combining the calculated
first, second and additional probabilities in a manner based on the determined

weighting for each of the calculated first, second and additional probabilities.

9. The method of claim 7 wherein the determining of the redemption
confidence score further includes:

calculating an additional probability that the coupon is being mal-redeemed,
the calculating of the additional probability including automatically determining a
likelihood that the redeeming of the coupon occurs without the non-electronic
transaction actually occurring based at least in part on historical activities involving
the indicated merchant;

determining a weighting for each of the calculated first, second and

additional probabilities; and
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performing the combining of the probabilities by combining the calculated
first, second and additional probabilities in a manner based on the determined

weighting for each of the calculated first, second and additional probabilities.

10.  The method of claim 1 wherein the mobile device is at least one of a
smartphone, a navigation device and a mobile computer, and wherein the method
further comprises, before the receiving of the information about the coupon
selected by the user of the mobile device:

receiving, by the one or more software modules, information about a
plurality of coupons and about a plurality of merchants, at least some of the
plurality of coupons each having one or more restrictions related to use of the
coupon, and at least some of the plurality of merchants each having an associated
physical location;

determining, by the one or more software modules, and for each of one or
more of the at least some coupons, that the one or more restrictions for the
coupon allow current use by the user of the coupon;

presenting, by the one or more software modules, information to the user
on the mobile device indicating the one or more coupons, and receiving an
indication of a selection by the user of one of the one or more coupons;

determining, by the one or more software modules, and for each of one or
more of the at least some merchants, that the selected one coupon is available for
use at the merchant and that the associated physical location of the merchant is
within a determined distance of the determined current location of the user; and

presenting, by the one or more software modules, information to the user
on the mobile device indicating the one or more merchants, and receiving an
indication of a selection by the user of one of the merchants;

wherein the selected one merchant is the indicated merchant, and wherein
the selected one coupon is the coupon selected by the user of the mobile device

for use in the non-electronic transaction.
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11. A non-transitory computer-readable medium whose contents
configure a computing system to perform a method, the method comprising:

receiving, by the configured computing system, information about a coupon
indicated by a user of a mobile device for use in a transaction at a physical
location of a merchant;

determining, by the configured computing system, a redemption confidence
score corresponding to validity of redeeming the coupon for the transaction, the
determined redemption confidence score being based on a combination of multiple
determined likelihoods that include at least one of: a determined likelihood of the
user being at the physical location of the merchant for the transaction, a
determined likelihood of accurately identifying at least one of the mobile device
and the user of the mobile device, a determined likelihood of the coupon being
mis-redeemed based on being inapplicable for use with the transaction, and a
determined likelihood of the coupon being mal-redeemed based on the transaction
not actually occurring; and

providing, by the configured computing system, an indication of the validity
of the redeeming of the coupon for the transaction in response to the determined

redemption confidence score exceeding a threshold.

12.  The non-transitory computer-readable medium of claim 11 wherein
the configured computing system is the mobile device of the user and is executing
one or more software modules, wherein the coupon and the merchant are
indicated by the user via the mobile device, wherein the multiple determined
likelihoods are each an automatically calculated probability, and wherein the
determining of the redemption confidence score is performed without performing
any interactions with any personnel or electronic devices of the merchant at the

physical location.
13.  The non-transitory computer-readable medium of claim 11 wherein

the method further comprises obtaining an indication of a wireless signal received

by the mobile device from a transmitting device, and wherein the determining of
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the redemption confidence score includes determining the likelihood that a location
of the user during the transaction is the physical location of the merchant based at
least in part on the wireless signal received by the mobile device.

[c14] 14.  The non-transitory computer-readable medium of claim 13 wherein
the configured computing system is part of a coupon redemption service, and
wherein the transmitting device is a wireless networking device at the physical
location of the merchant that transmits an identifier associated with the merchant
by the coupon redemption service.

[c15] 15.  The non-transitory computer-readable medium of claim 11 wherein
the computer-readable medium is a memory of the configured computing system,
and wherein the contents are instructions that when executed program the
configured computing system to perform the method.

[c16] 16. A system, comprising:
one or more processors of one or more computing systems; and
one or more modules that are configured to, when executed by at least one
of the one or more processors, determine validity of redeeming a coupon at a
physical location of a merchant, the determining of the validity including:
receiving information about an indicated use of the coupon by a user
of a mobile device for a transaction at the physical location of the merchant;
determining a redemption confidence score corresponding to validity
of redeeming the coupon for the transaction based on a combination of multiple
determined likelihoods, the multiple determined likelihoods including a determined
likelihood of the user being at the physical location of the merchant for the
transaction and including at least one of: a determined likelihood of accurately
identifying at least one of the mobile device and the user of the mobile device, a
determined likelihood of the coupon being mis-redeemed based on being
inapplicable for use with the transaction, and a determined likelihood of the
coupon being mal-redeemed based on the transaction not actually occurring; and
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providing an indication of the validity of the redeeming of the coupon
for the transaction in response to the determined redemption confidence score

exceeding a threshold.

17.  The system of claim 16 wherein the one or more computing systems
include the mobile device of the user, wherein the coupon and the merchant are
indicated by the user via the mobile device, wherein the multiple determined
likelihoods are each an automatically calculated probability, and wherein the
determining of the redemption confidence score is performed without performing
any interactions with any personnel or electronic devices of the merchant at the

physical location.

18.  The system of claim 16 wherein the one or more computing systems
include a configured computing system that is remote from the mobile device of
the user and is part of a coupon redemption service, and wherein the determined
likelihood of the user being at the physical location of the merchant for the
transaction is based at least in part on a wireless signal received by the mobile
device from a wireless networking device at the physical location of the merchant
that transmits a unique identifier associated with the merchant by the coupon

redemption service.

19.  The system of claim 16 wherein the one or more modules include

software instructions for execution by at least one of the one or more processors.
20. The system of claim 16 wherein the one or more modules consist of

one or more means for performing the determining of the validity of redeeming the

coupon at the physical location of the merchant.
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21. A computer-implemented method comprising:
receiving, by one or more software modules executing on a mobile device,
information about a coupon selected by a user of the mobile device for use in a
non-electronic transaction at a physical location of an indicated merchant;
determining, by the one or more executing software modules, a redemption
confidence score corresponding to validity of redeeming the coupon for the non-
electronic transaction, the determining of the redemption confidence score
occurring while the user and the mobile device are at the physical location of the
indicated merchant and being performed without using any information from any
personnel of the indicated merchant or from electronic devices at the physical
location, the determining of the redemption confidence score including:
calculating a first probability that a current location of the user is
actually the physical location of the indicated merchant, the calculating of the first
probability being based at least in part on use of automated location determination
capabilities of the mobile device;
calculating a second probability that an identity of an operator of the
mobile device is actually the user, the calculating of the second probability being
based at least in part on prior authentication activities performed by the operator of
the mobile device;
calculating a third probability that the coupon is being mis-redeemed
due to the coupon being invalid for use with the non-electronic transaction, the
calculating of the third probability being based at least in part on historical activities
involving at least one of the user and the indicated merchant;
calculating a fourth probability that the coupon is being mal-
redeemed due to the redeeming of the coupon occurring without the non-
electronic transaction actually occurring, the calculating of the fourth probability
being based at least in part on historical activities involving the indicated merchant;
determining weightings for the calculated first, second, third and
fourth probabilities based at least in part on confidence values of the calculated

first, second, third and fourth probabilities; and
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generating the determined redemption confidence score by
combining the calculated first, second, third and fourth probabilities in a manner
based on the determined weightings;
determining, by the one or more executing software modules, that the
determined redemption confidence score exceeds a predefined threshold; and
in response to the determining that the determined redemption confidence
score exceeds the predefined threshold, providing, by the one or more executing
software modules, confirmation of the validity of the redeeming of the coupon for
the non-electronic transaction, to enable the user to obtain a monetary benefit

associated with the coupon for the transaction.

22.  The method of claim 21 wherein the providing of the confirmation of
the validity of the redeeming of the coupon for the non-electronic transaction is
performed before completion of the non-electronic transaction and includes
displaying information on the mobile device regarding the confirmation, to enable
the user and personnel of the indicated merchant to confirm eligibility of the user to

obtain the monetary benefit for the transaction.

23. The method of claim 21 further comprising, before the determining of
the redemption confidence score, initiating the prior authentication activities, the
prior authentication activities including:

obtaining secret information from the operator of the mobile device that is
associated with the user;

obtaining at least one of a telephone call from the mobile device to an
indicated telephone number and an electronic message sent from the mobile
device to an indicated electronic address, to enable unique information associated
with the mobile device to be identified; and

associating the user with the mobile device based at least in part on the

obtained unique information and the obtained secret information.
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24. The method of claim 23 further comprising storing a cookie on the
mobile device that includes identifying information associated with at least one of
the user and the mobile device, and transmitting the stored cookie to a remote
coupon server as part of interactions between the mobile device and the coupon

server.

58



WO 2012/051355 PCT/US2011/056037

1/27

WEB SERVER 130

PROCESSOR 131
DATABASE 1/0 132 MEMORY 140
134
141
NETWORK 142
INTERFACE
133 143

| MERCHANT TERMINAL 150

I
NETWORK INTERFACE 153 :
Il 0152 | PROCESSOR I
GpsTrx | R IRX | Wikl TRX | DISPLAY l |
17 1294 1298 | Sonray | MemoRy ||
NETWORK INTERFACE 113 | PROCESSOR 111 : 121 160 |
1/0 112 Lo |
MEMORY 120

S o = 2 | — || ___
7 > | 2 = 121 | "W1-FI TRANSMITTER 170 |
< z | -2 ¢ o | AT MERCHANT LOCATION |

> > — =) > |l 44 | N -—"-"--"——-—=-=—-=
S z s % < 122 |\ | - __
= - z | = = | MERCHANT SONAR |
> = E = 123 |  TRANSMITTER 171 |

= | 22 ] || - —"RANSMITTERZ/L _

—————————-
MOBILE DEVICE 110 | MERCHANT RFID 172 :

FIG. 1



WO 2012/051355

FI1G. 2A

202

S USER

201

NO

2/27

PCT/US2011/056037

CLIENT SIDE ! SERVER SIDE

' IDENTIFIED?

YES

204

206

!

¥

USER PROVES
IDENTIFIER

DETAILS

ADDITIONAL
AUTHENTICATION
REQUIRED

——— — — — — it n AT vewen S i Svy

211
nt AUTHENTICATED
K USER LIST
208
“ SERVER MATCHES
IDENTIFIER DETALLS
TO AUTHENTICATED
USER LIST

212
YES

USER

Y

AUTHENTICATED
?

TOFIG. 28

x
l
;
i
;
i
|
|
i
} g “““'
i Z
==
135
221 | 25
\ N | &%
MERCHANT LOCATIONS | | = & MERCHANT 1 21
MATCHED WITH =g DATABASE
- COUPONS TO CREATE  je—1
RELATIONAL DATABASE | 1 [ {) COUPON }I%
222 OF COUPONS/LOCATIONS | ! DATABASE
\ 224 i
¥ \ ” i
i, | | e |
INFORVATIONVIA | 7] TONER, SOUND, = i LOCATION - 21
DEVICE USER INPUT, efc, l | DATABASE
B
-« .
¥
o f
| TOFIG. 28
1

4

6

8



WO 2012/051355

PCT/US2011/056037

Y

<)

TOFIG. 2C

3/27
F1G. 2B |
CLEENTSIDE | SERVER SIDE
FROM FIG. 2A | FROM FIG. 2A
|
| [ }
|
226 :
IS |
LOCATION DATA \NO 228 |
AVAILABLE ! 1
? USER ASKED TO :
ENTER LOCATION
YES \_{,_\ :
231
AND/OR o
USER ENTERS LOCATION | |
NAME, POSTCODE, |
ZIPCODE, efc. |
I 1 R 236
23 | L
Y ~232 1 | SERVER MATCHES USER
USER PRESENTED WITH | INPUT TO LOCATION
LIST OF HISTORICAL ; DATABASE AND RETURNS
LOCATION LIST ; Cofpﬁll?:ﬂ%r\fo
\_{_\23 ) I
£
USER SELECTS i
APPROPRIATE s
HISTORICAL LOCATION | 1
I
v: _ I
|
LOCATION DATA USED BY
238
APPLICATIONTOGEO | :
LOCATE DEVICE |
« |
\ i |
APPLICATION MATCHES |
DEVICE LOCATIONTO | ~ 241 |
MERCHANT/COUPON ]
DATABASE |
|
]
i
i
i



WO 2012/051355

PCT/US2011/056037

)

N
258

4/27
FROM FIG. 2B FIG. 2C
@ CLIENT SIDE : SERVER SIDE
COUPON RESTRICTION |~ %% :
PROCESS PERFORMED |
¥ |
APPLICATION SORTS |~ 244 |
COUPONS AVAILABLE I
LOCALLY AND THE l
CLOSEST MERCHANTS :
|
|
|
|
|
248 |
HAS |
YES VES APPLICATION |
< BEEN UPDATED |
RECENTLY? '
|
|
APPLICATION PAGE :
OFFERS USER OPTION i
TO UPDATE COUPONS |
z
|
|
« NO_~"USER REQUESTS *
UPDATES? ;
54 | /2
L ! COUPON
APPLICATION REQUESTS l DATABASE
COUPON UPDATE FROM | |
WEB SERVER i
| \
vt |
APPLICATIONPAGE | NEWCOUPONS |
DISPLAYS COUPONS ~ [* MATCHED TO 1
MERCHANT DATABASE| |
|
|
|
|

TOFIG. 2D



WO 2012/051355

PCT/US2011/056037

5/27
| FI1G. 2D
FROMFIG. 2C CLIENT SIDE | SERVER SIDE
|
|
i
USER SELECTS 262 |
COUPON TO REDEEM |
I |
APPLICATIONPAGE | -~ 264 :
SHOWS CLOSEST ,
LOCATIONS COUPON |
CAN BE REDEEMED AT '
|
\__{-—\ I
USER SELECTSIVERIFIES |~ 266 |
LOCATION TO REDEEM |
COUPON AT :
|
268 |
IS ,
.
PEVIGE WIS\ es | PERFORMED GLIENT
RADIUS : OR SERVER SIDE
? FRAUD DETEGTION
NO L ADDITION/A2L76
APPLICATION USES
FRAUD DETECTION |« O R
ROUTINE REQUESTED
274
o DOES avee | o ARPLICATION
) DETERMINES ANY |
- TRANSACTION CORROBORATING
PASS? DATA
YES
I
TRANSACTION IS
SHOWN AS
DECLINED TO USER

\a

)

TOFIG. 2E



WO 2012/051355

6/27

PCT/US2011/056037

|

*

\

APPLICATION PAGE
CONFIRMING
TRANSACTION

294

FIG. 2E
FROM FIG. 2D CLIENT SIDE : SERVER SIDE
|
|
APPLICATION PAGE | ~ 262 :
CONFIRMING ,
TRANSACTION CAN BE ;
PROCESSED | e
\—{—_\ i
| TRANSACTION
MERCHANT 284 I INFORMATION
OPTIONALLY VIEWS / I AVAILABLE TO
APPROVES COUPON | MERCHANT VIA
T : WEB PAGE
USER CLICKS TO CONFIRM |~ 286 P S
COUPON ' CREDITED WITH
I TRANSACTION. MOBILE
L - | DEVICE/USER IS
UNIQUE TRANSACTION : %ﬁiﬂéﬁ?ﬂéﬁ
NUMBER GENERATED | :
L
2 .
200 28 SERVER LOGS
/289 | TRANSAGTION
DOES DEVICE VES ~ DEVICE SENDS ; ]
HAVE NETWORK ' REDEMPTION ,
CONNECTION? MESSAGE TO SERVER | | 591 TRANSACTION
I MESSAGE SENT TO
: VENDOR OR VENDOR
REDEMPTIONDATAIS | ~ 292 | SYSTEMS
STORED ON DEVICE | \—/r—\
UNTIL NETWORK |
CONNECTION AVAILABLE | 2931  CONFIRMATION
| MESSAGE AND DATA
| IS SENT TO DEVICE
|
|
|
|
i
i
|
|



WO 2012/051355

7/27

PCT/US2011/056037

"/ Libraries
321

Déwce
Database
118

Libraries
361

310 Request Database
Updates
_ v
320 Recel_ve U!odated
Libraries
y
330 Stor_e Upfiated
Libraries
New Updates Are
340 Available
350 Receive Update
Request
Communication
Link Available?
Yes
et Carrent
360 ransmit Curren
Libraries
(B

FIG. 3

Ser\;er
Database
134



WO 2012/051355 PCT/US2011/056037

8/27 —
[l
401 Device
Kuthenticateo~~-"" Database
Session?
411
No Authentication
[thentication | Prompt Field
Yes 410 Generate Authentication /Eu
Prompt
420 | Authenticate Session [ o
430 Identify Device ; Database
Coordinates e 134

Coordinates

Wined?
No
Generate Location |« Device
440
Prompt Database
441 118
Location R
Input Field
443"
Yes Device
Look Up Coordinates 110
450
Locally T ~
443 40
451
Coordinates Device
. Database
Obtained?
118
Yes (D
b
460 Look Up Coordinates | e 443 k
Remotely 4617 Server
+ Database
480 St Coordinat - s
> ore Coordinates D
Coordinates k
Device
Database

FIG. 4 e



WO 2012/051355

PCT/US2011/056037

9/27
3 ()
I
540 Match Coordinates To| .. ° . DDteVblce
Merchants atabase
/ 118
l 521 -
520 Match Merchants To | S k
Coupons Merchants DeV|ce
Database
e
522 1
Coupons 30
" Device
531 Database
y e ) Restrictions 118
530 Filter Coupons Per [*
Restrictions D 532 1
Device
Database
Y 531
/////////////// - Filtered
) Coupons Device
Y 110
Yes Coupon
Generate Coupon Prompt Field
540 P t P
romp 545
Selected 110
i} Coupon
551
L Merchant
Generate Merchant Prompt Field
550
Prompt 552
¢ Selected
Generate < Merchant
560 Confirmation Prompt { 561
S Confirmation
Prompt
562
Confirmation
Reply

FIG. 5




WO 2012/051355 PCT/US2011/056037

10/27

. 4+ Device
Session Database

Properties 118

Determine L T
610 Probability 0
7 » Transaction /'/Devie
History Database
Determine U “ @
620 Probability [+ User / /////// - k-
Properties Device
Database
18
Coupon 30
Propertles Device
Database
1 870
Y . Histor Device
Determine C ‘T Database
630 -
Probability 118
-/ Session 00
Properties / =
- evice
Database
e 18
B Transaction
History DeV|ce
Database
Y s e 118
640 Determine M . Merchant / 80
Probability Properties
‘ DeV|ce
Database
118 (2
Product 270
******** i
Device
y Database
{650 Determine S Score 118
A ()
Coupon b 30
Properties Device

Database

FIG. 6 118



WO 2012/051355 PCT/US2011/056037

FIG. 7 11727

( )
-
S-Score Below .,/ Coupon Device
Threshold? Properties Database
118

ves - /

> Coupon Device
7 Properties Database

P(L) Below
Threshold?

P~ 711
710 Generate 7/ Supplemental
Supplemental Field Field
No v T 4 b
790 Verify Supplemental - Device
Response 110
()
7/ Coupon z 7777777777
e Properties :
Device
731 Database
730 Generate Supplemental
Supplemental Field Field ) &
No _ Y P
740 Verify Supplemental | e
Response Device
Coupon 1
(C)Below™~, - 7/ Properties /
Threshold? Yes :
Device
750 Generate 751 Database
Supplemental Field | Supplemental
Y Field
760 Verify Supplemental 762
Response &
No ! Device
_ - 110
Re-determine Coupon D
770 Probabilities And S- Properties /
Score v )
Device
Database
.
Transaction
History
Device
780 Deny Transaction Database

118



WO 2012/051355

Generate Log Of
810 Approved
Transaction

PCT/US2011/056037

12/27

/ Device
Database

118

Session
Properties
' Transaction
Log

W Client
- Database
Generate Proof Of 118
820 T ti
ransaction S 821
Proof-of-
Transaction
Device
110
No
Communication
Link To Server?
Yes
, (D)
Transaction 260
Log / o ‘
L Client
830 Report Transaction Database
To Server 118
Transaction 560
Server
Database
134

FIG. 8



WO 2012/051355 PCT/US2011/056037
13/27
(D
Transaction
Detect New / History / ;;;;;;;;;;;; 60
910 Transactlo_n Posted [« v Server
By Client / Database
134
pa ()
920 Credit Merchant | '\"e“’h?”t ;;;;;;;;;;;;;; 80
Account Properties
oA Server
g Database
134
3 Confirmation
)
No Routing?
Transaction
v History k
oS g Server
l Database
F a 134
930 | Confirm To Merchant
931
Confirmation
Message

FIG. 9

|
\
\
\
SN
D % \\
3
N
N
§:
¥

P

.

Merchant
Terminal
300




PCT/US2011/056037

WO 2012/051355

14/27

uoljeuloju] 1onpold
SWIEeN 1onpold
90lid

2dn

Al 1onpoud,

0.,z Areuqiq 3onpoud

ng uondwapay-|ep
ng uondwapay-siy
19 paroiddy

awll] aseyoind

1

0} "Oid

sploysalyL” Ajjiqeqo.d
so|nNy uondwapay
UONO]ISaY 099

anjeA 1UBY2JION

anjeA Jasn

adl Jenss|

al 1onpoid

al 9omneds

gl uodnon,
al JueyossiN, |
dl 1Pnpoidy |
LAl Jesne——

S

dl uonoesued] |

09z A103SIH uoljoesues

SjuBYIIS|\ S)lIOAR
solydesbowa(
plomssed

dl @d1ne(Q

*r—

.*n__lcoa noo

0€Z suodno? 21uo4)99|3

»adl uodno)

Al weyossy

0GZ suodno) jueyodsN

—+Q| uonoesueu|
———————e0WI| UOISSOS
———su0dnoy ps)os|es

| —————sJUBYOJS|\ PeJI9|es
 4S9]BUIPJIOOD

plomssed
al 9o1neQ

——al J8sn

00¢ UOISSag 199

«al J8sn

0ZZ SIUNo0ddYy 43S

Bunnoy uonewuo)
aoue|eg 1UNOJJY
JUNOJ2Y 1UBWARY

«dl Jueyoisy

08¢ JUNO0JJYy JURYIDJION

sa1euIpioo)
bus 099

ovz sbuls-oeo

S9)BUIpJo0D
adA ]
auoyd

ssaIppy
aweN

<0 JUBYOIBN

0l ¢ uoneuoju] JueyosJoiN




PCT/US2011/056037

WO 2012/051355

15/27

soLeiqi]
Jualing jwisuel |

09¢€

}sanbay
ajepdn aA1999Yy

0S¢

s|qejleAy
a1y sajepdn maN

ove

44!

0¥y1 AAONWIIN

0€T JTATIS TIAN

LL "OIH

saleuqi pajepdn a101s 0€e
saleiqIT pajepdn aAIOdY | 0ZE
sajepdn aseqejeq 3sonbay | oL¢
171
01 AMOIWHIIA]

011 IDIAA( TTTHON




WO 2012/051355 PCT/US2011/056037
16/27
MOBILE DEVICE 110
MEMORY 120
122
Generate Authentication
410
Prompt

420 Authenticate Session
430 Identify Device Coordinates
440 Generate Location Prompt
450 Look Up Coordinates Locally
460 Look Up Coordinates

Remotely
480 Store Coordinates

Match Coordinates To

510

Merchants
520 | Match Merchants To Coupons
530 Filter Coypf)ns Per

Restrictions

540 Generate Coupon Prompt
550 Generate Merchant Prompt
560 | Generate Confirmation Prompt

FIG. 12




WO 2012/051355 PCT/US2011/056037

17/27

MOBILE DEVICE 110

MEMORY 120
123

710 Generate Supplemental Field

720 Verify Supplemental Response

730 Generate Supplemental Field

740 Verify Supplemental Response

750 Generate Supplemental Field

760 Verify Supplemental Response

770 | Re-determine Probabilities And S-Score

780 Deny Transaction 810 ApSr?)r:/Z':EI('ar:r?gagtfion

Generate Proof Of

820 Transaction

Report Transaction To

830 Server

FIG. 13



PCT/US2011/056037

WO 2012/051355

18/27

1400

g
P
SIS

%

FIG. 14



WO 2012/051355 PCT/US2011/056037

19/27

1500
/

FIG. 15



WO 2012/051355 PCT/US2011/056037

20/27

1600
/‘

i% . < -. st & sy \\ """

FIG. 16



PCT/US2011/056037

WO 2012/051355

21/27

1700

FIG. 17



PCT/US2011/056037

WO 2012/051355

22/27

1800

FIG. 18



WO 2012/051355 PCT/US2011/056037

23/27

1900
/‘

Your
Favouriiew

FIG. 19



PCT/US2011/056037

WO 2012/051355

24/27

2000

Locta

%

“ 3

g

FIG. 20



WO 2012/051355 PCT/US2011/056037

25/27

2100
/

S

FIG. 21



PCT/US2011/056037

WO 2012/051355

26/27

2200

FIG. 22



PCT/US2011/056037

WO 2012/051355

27/27

2300

Transactio

mpd

n On

o

8

St

&
Ro<

o

D

FIG. 23



INTERNATIONAL SEARCH REPORT International application No.
PCT/US 11/56037

A. CLASSIFICATION OF SUBJECT MATTER
IPC(8) - G06Q 30/00 (2011.01)
USPC - 705/14.22

According to International Patent Classification (IPC) or to both national classification and IPC

B.  FIELDS SEARCHED

Minimum documentation searched (classification system followed by classification symbols)
USPC: 705/14.22

Documentation searched other than minimum documentation to the extent that such documents are included in the fields searched
USPC: 705/14.1, 14.25, 14.26, 17, 30; 455/450, 456.5, 464; 709/223, 225; 370/329, 352

Electronic data base consulted during the international search (name of data base and, where practicable, search terms used)
PubWest(PGPB,USPT,USOC,EPAB,JPAB); Google, Scholar with patents, Web

Terms: transaction, valid, merchant, fraud, mobile, score, location settlement, verify

C. DOCUMENTS CONSIDERED TO BE RELEVANT

Category* Citation of document, with indication, where appropriate, of the relevant passages Relevant to claim No.
X US 2010/0250351 A1 (GILLENSON et al.)} 30 September 2010 (30.09.2010), entire document, 1-24
especially Abstract; paras [0015], [0047], [0068])-[0075], [0121]-[0137]
A US 2006/0053437 A1 (BRUNER) 09 March 2006 (09.03.2006), entire document. 1-24
A US 2003/0167203 A1 (THORNE et al.) 04 September 2003 (04.09.2003), entire document. 1-24
A US 2008/0067230 A1 (SILVERBROOK et al) 20 March 2008 (20.03.2008), entire document. 1-24
A US 2009/0276300 A1 (SHAW et al.) 05 November 2009 (05.11.2009), entire document. 1-24
A US 2009/0144164 A1 (WANE et al.) 04 June 2009 (04.06.2009), entire document. 1-24
D Further documents are listed in the continuation of Box C. D
*  Special categories of cited documents: “T” later document published after the international filing date or priority
“A” document defining the general state of the art which is not considered date and not in conflict with the application but cited to understand
to be of particular relevance the principle or theory underlying the invention
“E” earlier application or patent but published on or after the international “X” document of particular relevance; the claimed invention cannot be
filing date . considered novel or cannot be considered to involve an inventive
“L” dpcgment wtglqhhmﬂy thrgl\_v d(_)ubt:si on prfion'ty hclaim(s)’or whicl;] is step when the document is taken alone
cited 1o establish the publication date of another citation or other .y document of particular relevance; the claimed invention cannot be
special reason (a's specified) . e considered lop involve an inveniive step when the document is
“O” document referring to an oral disclosure, use, exhibition or other combined with one or more other such documents, such combination

means being obvious to a person skilled in the art

“P” document published prior to the international filing date but later than  « g,» i
the priority date claimed &” document member of the same patent family

Date of the actual completion of the international search Date of mailing of the international search report
20 December 2011 (20.12.2011) 2 9 D E C 201]
Name and mailing address of the ISA/US Authorized officer:
Mail Stop PCT, Attn: ISA/US, Commissioner for Patents Lee W. Young
P.O. Box 1450, Alexandria, Virginia 22313-1450
.. PCT Hetpdesk: 571-272-4300
Facsimile No.  571-273-3201 PCT OSP: §71-272-7774

Form PCT/ISA/210 (second sheet) (July 2009)




	Page 1 - front-page
	Page 2 - front-page
	Page 3 - description
	Page 4 - description
	Page 5 - description
	Page 6 - description
	Page 7 - description
	Page 8 - description
	Page 9 - description
	Page 10 - description
	Page 11 - description
	Page 12 - description
	Page 13 - description
	Page 14 - description
	Page 15 - description
	Page 16 - description
	Page 17 - description
	Page 18 - description
	Page 19 - description
	Page 20 - description
	Page 21 - description
	Page 22 - description
	Page 23 - description
	Page 24 - description
	Page 25 - description
	Page 26 - description
	Page 27 - description
	Page 28 - description
	Page 29 - description
	Page 30 - description
	Page 31 - description
	Page 32 - description
	Page 33 - description
	Page 34 - description
	Page 35 - description
	Page 36 - description
	Page 37 - description
	Page 38 - description
	Page 39 - description
	Page 40 - description
	Page 41 - description
	Page 42 - description
	Page 43 - description
	Page 44 - description
	Page 45 - description
	Page 46 - description
	Page 47 - description
	Page 48 - description
	Page 49 - description
	Page 50 - description
	Page 51 - claims
	Page 52 - claims
	Page 53 - claims
	Page 54 - claims
	Page 55 - claims
	Page 56 - claims
	Page 57 - claims
	Page 58 - claims
	Page 59 - claims
	Page 60 - claims
	Page 61 - drawings
	Page 62 - drawings
	Page 63 - drawings
	Page 64 - drawings
	Page 65 - drawings
	Page 66 - drawings
	Page 67 - drawings
	Page 68 - drawings
	Page 69 - drawings
	Page 70 - drawings
	Page 71 - drawings
	Page 72 - drawings
	Page 73 - drawings
	Page 74 - drawings
	Page 75 - drawings
	Page 76 - drawings
	Page 77 - drawings
	Page 78 - drawings
	Page 79 - drawings
	Page 80 - drawings
	Page 81 - drawings
	Page 82 - drawings
	Page 83 - drawings
	Page 84 - drawings
	Page 85 - drawings
	Page 86 - drawings
	Page 87 - drawings
	Page 88 - wo-search-report

