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Computer-readable medium with microprocessor to control reading and computer

arranged to communicate with such a medium

BACKGROUND OF THE INVENTION

This invention relates to computer-readable medium provided with a memory
area like a CD-ROM, a floppy disk, a cassette, a CD, a mini-disk and a DVD. For the
sake of simplicity, hereinafter, these media will be called "data carners".

Such a data carrier comprises data, e.g., in the form of computer software to be

10 loaded into a computer of a user who bought it. However, in practice, often the data
available on such a data carrier can be read many times whereas the producer of the
data wishes to be paid again for every new loading in another computer. Nowadays,
buyers are often signing a kind of contract promising not to infringe the copyright asso-
ciated with the data. However, that is not a technical hindrance to illegal copying of the

15  data. In practice, large-scale checking of illegal copies at the premises of, especially,

end-users is almost impossible.
SUMMARY OF THE INVENTION

20 Therefore, it is an object to provide technical means that provide a strong protec-
tion against illegal copying of data on the data carrier.

In accordance with the present invention such illegal copying may be prevented
with a computer-readable medium provided with a memory area for storing data and a
distinct microprocessor comprising a communication interface for communication with

25  an external device, a memory unit and a processor unit connected to both the communi-
cation interface and the memory unit.

With such a device , the intellectual property rights of data, albeit music, pictures or
executable software stored on mass produces digital data carriers can be upheld eftec-
tively at little additional costs. The microprocessor is used to carry out protecting func-

30 tions as to the data stored on the data carrier. This protection may relate to the number
of times the data may be loaded 1n a corhputer, who 1s authorized to load the data in a

computer, etc.
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Such a protection may, e.g., be implemented by a computer-readable medium as
defined above, wherein the data comprises a first data portion which is arranged to be
read by a computer arrangement and to be decrypted by the computer arrangement
using at least one cryptographic key provided at least one condition is met, and the
processor unit being arranged to communicate with the computer arrangement through
the communication interface in order to check whether the condition is met and to
generate the cryptographic key for the computer arrangement once the condition is met.

Moreover, the data may comprise a second data portion comprising key related data
necessary for the processor unit to generate the at least one cryptographic key.

The computer-readable medium may have a circular shape with a center of rotation
and the communication interface being an antenna symmetrically shaped about the
center of rotation.

One of the conditions to be met may be user authentication and, then, the processor
unit is arranged to receive authentication information through the communication inter-
face and to establish user authentication based on the authentication information
recetved.

Alternatively, or additionally, one of the conditions to be met is period of time the
data may be read and decrypted by either the computer arrangement or an other com-
puter arrangement, the period of time being part of the data.

Moreover, alternatively, or additionally, one of the conditions to be met is maxi-
mum number of times the data may be read and decrypted from the computer-readable
medium, the maximum number of times being monitored by the processor unit.

In a further embodiment, the processor unit in the computer-readable medium is
arranged for carrying out the decrypting based on executable codes received through
said communication interface. Once again, the processor umit is, then, preferably,
arranged to validate these executable codes, e.g., by means of a specific key stored in
the memory unit.

In one embodiment, the computer-readable medum 1s provided with a physical
structure connected to the processor unit, the processor unit being arranged to check
physical integrity of the physical structure and stop operating as soon as the processor
unit establishes that the physical integrity s violated.

The invention also relates to a computer arrangement arranged to communicate

with a computer-readable medium, the medium being provided with a memory area for
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storing data and a distinct microprocessor comprising a communication interface, a
memory unit and a processor unit connected to both the microprocessor interface and
the memory umt, the computer arrangement being provided with a processor, a
memory connected to the processor, a first interface unit connected to the processor for
communicating with the memory area of the computer-readable medium and a second
interface unit connected to the processor for communicating with the microprocessor
unit through the communication interface.

The invention also relates to a method of reading and decrypting data from a
computer-readable medium, the medium being provided with a memory area for stor-
ing data and a distinct microprocessor comprising a communication interface, a
memory unit and a processor unit connected to both the communication interface and
the memory unit, the method comprising the following steps:

(a) recetving at least one cryptographic key from the processor unit;
(b) reading a first data portion from the memory area in the computer-readable

medium

(c) decrypting first data portion using the at least one cryptographic key.

The invention also relates to a data carrier provided with a computer program and

to a computer program product for carrying out such a method.

Moreover, the invention relates to a method of giving access to data stored on a
computer-readable medium, said medwum being provided with a memory area storing
sald data and a distinct microprocessor comprising a communication interface, a
memory unit and a processor unit connected to both said communication interface and
said memory unit, wherein said data comprises a first data portion which 1s arranged to
be read by a computer arrangement and to be decrypted by said computer arrangement
using at least one cryptographic key provided at least one condition i1s met, said method
including the steps of:

(a) communicating with said computer arrangement through said communication
interface;
(b) checking whether said condition 1s met and

(c) generating said cryptographic key for said computer arrangement once the

condition is met.
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The invention also relates to a data carner provided with a computer program and

to a computer program product for carrying out such a latter method.

BRIEF DESCRIPTION OF THE DRAWINGS

10 Hereinafter, the invention will be explained with reference to some drawing
which are intended to illustrate the invention and not to limit its scope.
Figure 1 shows a data carrier provided with a distinct microprocessor to protect
its data from illegal copying, as well as a system to read data from the data carner;
Figure 2 schematically shows the microprocessor embedded in the data carrier;
15 Figure 3 schematically shows an alternative data carrier with additional micro-
processor,
Figure 4 schematically shows a possible data flow between the memory area of
the data carrier, the microprocessor on the data carrier and the system arranged to read
and decrypt data from the data carner,

20 Figures 5 and 6 show flow diagrams of methods of the invention.

DESCRIPTION OF PREFERRED EMBODIMENT

The invention relates to digital data storage devices in which digital data, pos-
25  sibly organized in distinctly referably sections, 1s stored. The data may be retrieved 1n
some form by a computer system and then used by a user. Figure 1 schematically
shows some key elements. Figure 1 shows a circular shaped data carrier 1, like a CD, or
CD-ROM, having data stored in a memory area 2. The data may comprise both execu-
table codes once loaded in a computer and non-functional data, like text, music and

30  pictures.
In accordance with the invention, the data cammer 1 1s provided with a micro-
processor 3. Figure 1 shows a circular antenna 4 as communication interface for a

microprocessor unit not shown in figure 1. Figure 2 shows an example of the micro-
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5
processor 3 comprising a processor unit 5 connected to the antenna 4 and a memory 7.
The antenna preferably comprises one or more circular loops arranged such that they
are centered about the center of rotation of the data camrer 1. The memoty 7 may com-
prise any kind of memory like RAM, ROM, EPROM, EEPROM, etc. allowing the
processor unit 5 to carry out 1ts functions.

Preferably, the processor unit 5 itself 1s embedded in the data carrier structure
such that 1t 1s tamper-resistant. Together with memory 7, it may be implemented as a
single-chip microprocessor of a similar type as used tn smart cards. As shown in figure
1, in case of a circular data camrier designed to rotate durning reading, like a CD or CD-
ROM, the microprocessor 3 is preferably located such that its center of gravity coin-
cides with the center of rotation of the data carrier 1.

Preferably, the data carrier comprises an embedded physical structure 9 con-
nected to the processor unit 5. The physical structure 9 1s, e.g., made of one or more
wire loops, the presence of which being detectable by the processor unit 5. If the
microprocessor unit 5 1s disconnected from the physical structure 9, e.g., either by
removing the microprocessor 3 from the data carner 1 or by damaging the data carrier
1, the processor unit 5 will detect that and will not be able anymore to carry out its
protection function anymore. To that end, the processor unit 5 may detect the resistance
of wire loops. Alternatively, the physical structure 9 may have some predetermined
capacitance or inductance or any kind of (complex) impedance that can be detected by

the processor unit 5. With such an additional structure 9, one cannot use the micro-

processor 3 anymore after having removed it from the data carrier 1. Only reverse

engineering could then provide knowledge about the content of the microprocessor 3.
However, this content may be unmque for each different microprocessor 3 such that
reverse engineering will never be worthwhile.

Figure 1 also shows a computer arrangement 11 comprising, e.g., a separate box
16 with a processor 8, a monitor 18, and input means like a keyboard 20 and a mouse
22. The box 16 also comprises a memory 14 connected to the processor 8. The memory
1s shown as one black box, however, it 1s to be understood that memory 14 may com-
prise any kind of memories, like RAM, ROM, EPROM, EEPROM, etc., to allow the
processor 8 to carry out its normal operations.

In some embodiments, the computer arrangement 11 may comprise a smart card

reader 13 connected to the processor 8 and arranged to read a smart card 15.
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The processor 8 is shown to be connected to a laser unit 10 as an interface to read
data from (and possibly write to) the data carrier 1. Of course, in case another kind of
data camrier then a CD or CD-ROM is used, also another kind of interface 10 must be
used. A groove 12 1s provided to allow the laser unit 10 to move in a radial direction
across the data carrier 1, as is known to persons skilled in the art.

Apart from the interface 10, the box 16 comprises another interface unit 6 that is
arranged to allow the processor 8 to communicate with the processor unit 5 on the data
carrier 1 when it 1s inserted into the box 16 to its reading position in which data may be
read from the memory area 2 on the data carrier 1 by laser unit 10.

Figure 3 shows an alternative embodiment of a data carrier according to the in-
vention. It shows a cassette 24 with tape storing data and wound around two shafts 26,
28 as 1s known in the art. Again, a microprocessor 3 is embedded in the physical struc-
ture of the cassette 24. Alternatively, the microprocessor 3 may be located on the small
stde surface of the cassette 24.

Instead of a CD/CD-ROM as shown in figure 1 or a cassette as shown in figure 3,
any other known type of data carrier, such as floppy disk, may be applied to carry out
the present invention. '

The processor unit 5 embedded in the data carrier 1 is programmed to control
read and/or write access of the processor 8 to the data carrier memory area 2. To that
end, the processor unit 5 is, preferably, arranged to generate one or more secret, cryp-
tographic keys which are, e.g., initialized at the final stages of manufacturing of the
data carrier 1 with its processor unit 5. The one or more keys are, preferably, unique to
the data carrier and may be simply stored in memory 7 of the microprocessor 3 or be
calculated by the processor unit 5, as will be explained hereinafter. Below, for the sake
of simplicity of the description, it will be assumed that only one key is used.

At least a portion of the data in memory area 2 is stored after being encrypted by
the key. In one embodiment, the key is directly stored in memory 7 of the micro-
processor 3. However, the processor unit 5 may be arranged to calculate the correct key
based on one or more other (master) keys in memory 7 using key related data retrieved
from memory area 2 on the data carrier 1. With reference to figure 4, such key related
data will be read from the memory area 2 by processor 8 from the computer arrange-
ment 11, preferably, without using any additional authorization mechanism, and then

be transferred to the processor unit 5 through the communication interface 4. By using
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7
key related data stored in memory area 2 to allow processor unit 5 to calculate the
necessary key using its own master key from memory unit 7, the encryption algorithms
used to conceal data to be protected on the data carrier 1 can be selected to use very
long keys, like in one-time pad calculations which require keys of the same length as
the protected data.

When the processor 8 of the computer arrangement 11 1s instructed by a user,
through its input means 20, 22, to read protected (encrypted) data from data carner 1, it
will request the processor unit 5 to generate the correct key. The processor unit 5 will
send its key from memory 7 or calculate the correct key based on the key related data
as indicated above and send the key to the processor 8. As indicated in step 40 of figure
5 the processor 8 will receive this key. Then, the processor 8 reads data from the
memory area 2 of data carrier 1, step 42. As shown 1n step 44, the processor 8 will use
the key to decrypt data read from the data carrier 1 and store the decrypted data in 1ts
memory 14. Instructions as to how to communicate with the data carrier 1 may be
loaded from the data carrier 1 to the processor 8 1n any way known to the person skilled
in the art, e.g., by loading an execute file from data carrier 1 to processor 8.

In practice, the generation of the key by the processor unit 5 will be dependent on
whether or not one or more conditions have been met. This 1s further explained in
figure 6.

One such condition may be the time period that the data in the data carrier 1 may
be read and decrypted after a predetermined date loaded in memory 7 of the micro-
processor 3. The data may e.g. be a demonstration computer program which may be
used during three months after which decryption will automatically be blocked.

Another condition may be the maximum number of times the data may be read
from data carrier 1 and decrypted by processor 8 or any other processor external to data
carrier 1. To that end, the microprocessor 3 may store such a maximum number and
check whether the number of times 1t 1s requested by a computer arrangement to pro-
vide the key exceeds that maximum number. For instance, in many cases an end-user 1s
allowed to read and decrypt the data twice, 1.e., once for regular purposes and once for
back up. In such cases, the maximum number equals 2.

In general, as shown in figure 6, for checking the condition to be met the
computer arrangement 11 and the data carrier 1 start communicating in step 50. In

order to enhance security the condition 1s preferably checked by processor unit 5 of the
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8
data carmrier 1, step 52. Only i1f the condition 1s met the processor unit 5 will generate the
required key and send it to the processor 8 of the computer arrangement 11, step 54.

In order to be sure that both the key and the decryption algorithm are never
entirely known to the computer arrangement protection and control over data use may
be achieved by interaction between the processor unit 5 and the processor 8 such that
the processor unit 5 performs additional computations necessary for the decryption al-
gorithm. For effective operation with respect to speed of performance, such additional
computations for decryption can be performed on a selected part of the data to be pro-
tected, e.g., every first 100 bytes of each retneved 20 kbytes. To this end, figure 4

shows the situation that part of the encrypted data from the data carrier 1 1s transferred

“to the processor unit 5 by computer arrangement 11.

Protection may further be enhanced by introducing an authentication mechanism
of the user. Then, only when the user proves his/her authenticity to the processor unit 5
the latter will provide the correct key. To that end, passwords or user codes input by the
user through one of the input means 20, 22 can effectively be used. Such a pass word or
user code must then correspond to a password or user code stored in memory 7.

Alternatively, a password acceptance algorithm based on additional authen-
tication data stored in the data carrier 1 may be used. Such authentication data may be
read by processor 8 from the data carrier 1 and be transterred to the microprocessor 3
(see figure 4). A password input by a user may, e.g., be checked by the processor unit 5
as being valid upon checking whether or not it belongs to a dictionary of acceptable
words stored as such authentication data in the data carner 1 possibly complemented
with rules for combining them, the rules being stored as an authentication key 1n
memory 7.

User identification may also be carried out by using the smart card reader 13 and
smart card 15 that belongs to a user who knows a password associated with the smart
card 15.

As a further alternative, the smart card reader 13 may be arranged to read smart
card 15 provided with an electronic purse facility and the processor unit 5 may be
arranged to allow decryption of data from the data carrier 1 only when a predetermined
amount of money has been paid through the electronic purse. A payment facility
through the Internet is another option for paying in advance of any next decryption

step.
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The protection mechanism illustrated above may be expanded to providing dif-
ferent sets of keys for different sets of data on the data carner.

The copy of the data to be protected and loaded in the computer memory 14 may
be provided with a digital watermark calculated by the microprocessor 8 during the
process of loading the data into the computer 11. The calculation algorithm used by the
processor 8 to provide fhe watermark 1s derived from the data carrier 1. Alternatively,
either a part of or the entire watermark is calculated by processor unit 5 and sent to the
processor 8. The watermark may include the time of loading, user identity information
or any other information to uniquely identify a stored copy of the loaded data. The
watermark may use data elements of the data itself such that the data itself will at least
be partly damaged if somebody tries to remove the watermark. The watermark serves
as an identifier to locate the source of illegal copies of the data.

The processor 8 is shown to be one block. However, if preferred, the processor 8
may be implemented as several sub-processors communicating with one another each
dedicated to perform a predetermined task. Preferably, the processor 8 is (or the sub-
processors are) implemented as a computer with suitable software. However, if desired,
it (or they) may be implemented as dedicated digital circuits.

The software running on the processor unit 5 of the data carrier 1 and on the
processor 8 of the computer arrangement 11 may, prior to loading, be stored on a data
carrier like a CDROM or may be distributed through a telecommunication connection

(for instance entirely or partly wireless) like the Internet.
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Claims
1. Computer-readable medium provided with a memory area (2, 26, 28) for storing

data and a distinct microprocessor (3) comprising a communication interface (4) for
communication with an external device (16), a memory unit (7) and a processor unit (5)

connected to both said communication interface (4) and said memory unit (7).

2.  Computer-readable medium according to claim 1, wherein said data comprises a
first data portion which 1s arranged to be read by a computer arrangement (11) and to
be decrypted by said computer arrangement (11) using at least one cryptographic key
provided at least one condition is met, and said processor unit (5) being arranged to
communicate with said computer arrangement (11) through said communication inter-
face (4) in order to check whether said condition 1s met and to generate said crypto-

graphic key for said computer arrangement (11) once the condition 1s met.

3.  Computer-readable medium according to claim 2, wherein said data comprises a
second data portion comprising key related data necessary for the processor unit (5) to

generate said at least one cryptographic key.

4. Computer-readable medium according to claim 1, wherein said computer-read-
able medium has a circular shape with a center of rotation and said communication

interface (4) being an antenna symmetrically shaped about said center of rotation.

5.  Computer-readable medium according to claim 2, wherein one of said conditions
to be met is user authentication and said processor unit (5) 1s arranged to receive
authentication information through said communication interface (4) and to establish

user authentication based on said authentication information received.

6. Computer-readable medium according to claim 5, wherein said authentication
information comprises additional authentication data stored on said data carrier (1),
said memory unit (7) storing an authentication key to validate said additional authen-

tication data during said user authentication.



CA 02393645 2002-06-06
WO 01/43129 PCT/NL99/00748

11
7.  Computer-readable medium according to claim 2, wherein one of said conditions
to be met is period of time said data may be read and decrypted by either said computer

arrangement (11) or an other computer arrangement, said period of time being part of

said data.
5
8.  Computer-readable medium according to claim 2, wherein one of said conditions
to be met 1s maximum number of times said data may be read and decrypted from said
computer-readable medium, said maximum number of times being monitored by said
processor unit (5).
10

9.  Computer-readable medium according to claim 2, wherein said first data portion
comprises a plurality of further data portions, and said processor unit (5) being
arranged to generate at least one further cryptographic key for said computer arrange-
ment (11) to decrypt each of said further data portions, said at least one further crypto-
15  graphic key being generated only when the processor unit (5) has checked the validity

of at least one further condition.

10. Computer-readable medium according to claim 1, wherein said data comprises a
first data portion which 1s arranged to be read by a computer arrangement (11) for
20 transfer to said processor unit (5) of said computer-readable medium (1) and said
processor unit (5) 1s arranged to decrypt at least part of said first data portion using a
decryption key stored in said memory unit (7) to provide decrypted data for said com-
puter arrangement (11), which further decryption key 1s not provided to said computer
arrangement (11).
25
11. Computer-readable medium according to claim 10, wherein said processing unit

(5) provides said decrypted data with at least part of a digital watermark.

12.  Computer-readable medium according to claim 10, wherein said processor unit
30 (5) 1s arranged for carrying out said decrypting based on executable codes received

through said communication intertace (4).
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13. Computer-readable medium according to claim 12, wherein said executable codes

are part of said data.

14. Computer-readable medium according to claim 1, wherein said computer-read-
able medium is provided with a physical structure (9) connected to said processor unit
(5), said processor unit (5) being arranged to check physical integrity of said physical
structure (9) and stop operating as soon as said processor unit (5) establishes that said

physical integrity 1s violated.

15. Computer arrangement arranged to communicate with a computer-readable
medium, said medium being provided with a memory area (2; 26, 28) for storing data
and a distinct microprocessor (3) comprising a communication interface (4), a memory
unit (7) and a processor unit (5) connected to both said communication interface (4)
and said memory unit (7), said computer arrangement being provided with a processor
(8), a first interface unit (10) connected to said processor (8) for communicating with
said memory area (2; 26, 28) of said computer-readable medium and a second interface
unit (6) connected to said processor (8) for communicating with said processor unit (5)

through said communication intertace (4).

16. Computer arrangement according to claim 15, arranged to carry out the following

steps.

(a) receiving at least one cryptographic key from said processor unit (5);

(b) reading a first data portion from said memory area in said computer-readable
medium,

(c) decrypting said first data portion using said at least one cryptographic key.

17. Computer arrangement according to claim 15 or 16, arranged to receive a second
data portion comprising key related data from said memory area of said computer-read-
able medium, and to transmit said second data portion to said microprocessor (3) to

allow generation of said at least one cryptographic key by said microprocessor (3).

18. Computer arrangement according to claim 15, 16 or 17, wherein one of said con-

ditions to be met is user authentication and said computer arrangement 1s arranged to
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transmit authentication information to said processor unit (5) through said commu-
nication interface (4) to allow said processor unit (5) to establish user authentication

based on said information received.

19. Computer arrangement according to one of the claims 15 through 18, wherein
one of said conditions to be met 1s a period of time during which said data may be read
and decrypted by said computer arrangement, data relating to satd period of time being
readable from said computer-readable medium by said computer arrangement and

transferable to said processor unit (5).

20. Computer arrangement according to one of the claims 15 through 19, wherein
one of said conditions to be met 1s maximum number of times said data may be read
from said computer-readable medium, said computer arrangement being arranged to
retrieve additional data from said computer-readable medium to allow said processor

unit (5) to monitor said maximum number of times.

21. Method of reading and decrypting data from a computer-readable medium, said
medium being provided with a memory area (2; 26, 28) for storing data and a distinct
microprocessor (3) comprising a communication interface (4), a memory unit (7) and a
processor unit (5) connected to both said communication interface (4) and said memory
unit (7), said method comprising the following steps:

(a) receiving at least one cryptographic key from said processor unit (5);
(b) reading a first data portion from said memory area in said computer-readable

medium, and

(c) decrypting said first data portion using said at least one cryptographic key.

22. A data carrier provided with a computer program for a method of reading and
decrypting data from a computer-readable medium, said medium being provided with a
memory area (2, 26, 28) for storing data and a distinct microprocessor (3) comprising a
communication interface (4), a memory unit (7) and a processor unit (5) connected to
both said communication interface (4) and said memory unit (7), said method

comprising the following steps:
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(a) receiving at least one cryptographic key from said processor unit (5);
(b) reading a first data portion from said memory area in said computer-readable

medium, and

(¢) decrypting said first data portion using said at least one cryptographic key.

23. A computer program product for a method of reading and decrypting data from a
computer-readable medium, said medium being provided with a memory area (2; 26,
28) for storing data and a distinct microprocessor (3) comprising a communication
interface (4), a memory unit (7) and a processor unit (5) connected to both said
communication interface (4) and said memory unit (7), said method comprising the
following steps:

(a) receiving at least one cryptographic key from said processor unit (5),
(b) reading a first data portion from said memory area in said computer-readable

medium, and

(c) decrypting said first data portion using said at least one cryptographic key.

24. Method of giving access to data stored on a computer-readable medium, said
medium being provided with a memory area (2; 26, 28) storing said data and a distinct
microprocessor (3) comprising a communication interface (4), a memory unit (7) and a
processor unit (5) connected to both said communtcation interface (4) and said memory
unit (7), wherein said data comprises a first data portion which 1s arranged to be read by
a computer arrangement (11) and to be decrypted by said computer arrangement (11)
using at least one cryptographic key provided at least one condition 1s met, said method
including the steps of:

(a) communicating with said computer arrangement (11) through said communication

interface (4);
(b) checking whether said condition 1s met and
(c) generating said cryptographic key for said computer arrangement (11) once the

condition is met.

25. A data carrier provided with a computer program for a method of giving access to

data stored on a computer-readable medium, said medium being provided with a

memory area (2; 26, 28) storing said data and a distinct microprocessor (3) comprising
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a communication interface (4), a memory unit (7) and a processor unit (5) connected to
both said communication interface (4) and said memory unit (7), wherein said data
comprises a first data portion which is arranged to be read by a computer arrangement
(11) and to be decrypted by said computer arrangement (11) using at least one
cryptographic key provided at least one condition 1s met, said method including the
steps of:

(a) communicating with said computer arrangement (11) through said communication

interface (4);
(b) checking whether said condition i1s met and

(c) generating said cryptographic key for said computer arrangement (11) once the

condition 1s met.

26. A computer program product for a method of giving access to data stored on a
computer-readable medium, said medium being provided with a memory area (2, 26,
28) storing said data and a distinct microprocessor (3) comprising a communication
interface (4), a memory unit (7) and a processor unit (5) connected to both said
communication mnterface (4) and said memory unit (7), wherein said data comprises a
first data portion which 1s arranged to be read by a computer arrangement (11) and to
be decrypted by said computer arrangement (11) using at least one cryptographic key
provided at least one condition 1s met, said method including the steps of

(a) communicating with said computer arrangement (11) through said communication

interface (4);
(b) checking whether said condition 1s met and
(c) generating said cryptographic key for said computer arrangement (11) once the

condition i1s met.

k K %k Kk Xk
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