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A method for detecting malware applications is provided. The present method includes respectively
obtaining a manifest file and de-compiled code from a plurality of training benign and malware application
package files (APKs), and extracting at least one static feature from each manifest file and de-compiled
code. The method also includes generating at least one malware application group based on the training
malware APKs by using a clustering algorithm, generating at least one benign application group based on
the training benign APKs by referring to classification rule designed by the application market, and
generating application detecting models that respectively represent each malware application group and
benign application group in accordance with the static feature of the training malware APKs in each malware
application group and the static feature of the training benign APKs in each benign application group. The
method also includes, when receiving a target APK, obtaining a target manifest file and de-compiled code,
then accordingly extracting at least one target static feature. The method further includes using a
classification algorithm, at least one target static feature and application models that respectively represent
each malware application group and benign application group to determining whether the target APK is

belonging to any malware application group or benign application group. Once the target APK is classified
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as malware application group, the method further includes generating a warning message if the determination

result is positive.
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E-HAXBRAR/R:

A method for detecting malware applications is
provided. The present method includes respectively
obtaining a manifest file and de-compiled code from a
plurality of training benign and malware application package
files (APKs), and extracting at least one static feature from
each manifest file and de-compiled code. The method also
includes generating at least one malware application group
based on the training malware APKs by using a clustering
algorithm, generating at least one benign application group
based on the training benign APKs by referring to
classification rule designed by the application market, and
generating application detecting models that respectively
represent each malware application group and benign
application group in accordance with the static feature of the
training malware APKs in each malware application group
and the static feature of the training benign APKs in each
benign application group. The method also includes, when
receiving a target APK, obtaining a target manifest file and
de-compiled code, then accordingly extracting at least one
target static feature. The method further includes using a
classification algorithm, at least one target static feature and
application models that respectively represent each malware

application group and benign application group to
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determining whether the target APK is belonging to any
malware application group or benign application group. Once
the target APK is classified as malware application group, the
method further includes generating a warning message if the

determination result is positive.
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