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(57) Abstract: Disclosed are methods, systems and computer program products for providing scan triggered services to a user using
a scanable information encoded graphic image, such as a bar code or a quick response (QR) code, near tield communication (NFC)
code / tag, radio frequency identification (RFID) code / tag. In one embodiment, a mobile communication device such as a smart -
phone, tablet computer or other mobile computer is adapted to include a scan client module for scanning and communicating scan-
triggered service code information. In one embodiment, scan-triggered service code scanning is accomplished by camera module that
is associated with the smartphone or other mobile computing device. The scan-enabled client module communicates the scanned ser -
vice code identitying and supplementary information to an associated scan-triggered server application for collecting, processing and

reporting scan data associated with the identified scan-triggered service.
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TITLE

METHODS AND SYSTEMS FOR USING SCANABLE CODES TO OBTAIN
SCAN-TRIGGERED SERVICES

PRIORITY CLAIM
This application claims the benefit of U.S. Provisional Patent
Application Ser. No. 61/960,258, filed 9/13/2013 and U.S. Provisional Patent
Application Ser. No. 61/960,544, filed 9/20/2013; the disclosures of which

are incorporated herein by reference in their entireties.

TECHNICAL FIELD
The subject matter described herein relates to methods and systems
for using a scanable code to initiate and facilitate a scan-triggered user

service.

BACKGROUND

Applications often require users, such as the users of mobile
communication devices, to manually activate and interact with software in
order to utilize the associated services. For example, information collection
systems that are typically deployed to gather information from a consumer of
goods and services are often intrusive and time consuming from the
perspective of the consumer. While such information collection systems are
capable of gathering detailed information from a consumer, these systems
require a relatively high level of user interaction to obtain the associated
services, and furthermore do not give the user an incentive to participate nor
an easy way to obtain high-utility services.

In light of these problems, what is needed is a system and method for

providing high-utility scan-triggered services to a user.

SUMMARY
According to one aspect, the subject matter described herein includes
systems and methods for surveying a user using a scanable information

element, such as a radio frequency identification (RFID) encoded tag, a near
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field communication (NFC) encoded tag, or an encoded graphic image, such
as a bar code or a quick response (QR) code tag. In one embodiment, a
mobile communication device such as a smartphone, tablet computer,
computer-integrated eyewear, wear-able computer or communication
devices, or other mobile computer is adapted to include a scan-enabled
client module for scanning and communicating scan-triggered service code
information.

According to one aspect of the subject matter described herein, a
scan-triggered service code is associated with one or more elements of
personal information and a personal information requesting entity. When
scanned by a user, information that can be used to identify the user along
with information that can be used to identify the one or more elements of
personal information is communicated to a scan-triggered service server. In
response to receiving the information, the scan-triggered server is adapted
to retrieve the identified personal information from a data store associated
with the user's scan-triggered service account and communicate this
personal information to a server or device associated with the personal
information requesting entity.

According to another aspect of the subject matter described herein, a
scan-triggered service code is associated with a contactable entity, such as
vendor entity at a trade show or a presenter at a conference. When the
service code is scanned by a user, information which can be used to identify
the scanning user and the contact-able entity is communicated to a scan-
triggered service server. Upon receipt of this information, the scan-triggered
service server generates or updates a binding record that associates the
contact-able entity identifier with the user. The contact-able entity / user
binding is stored by the server. Additional information associated with the
contact-able entity (e.g., PDF documents, URL links, etc.) may be
provisioned and stored by the server. The user may log in to the server and
access the binding information, and thereby browse a listing of all contact-

able entities that have been scanned by the user. The user may also access
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and browse additionally provisioned materials associated with a previously
scanned contact-able entity.

According to another aspect of the subject matter described herein, a
scan-triggered service code is associated with a package or item that is
being shipped, and where the service code is further associated with a
status indicator (e.g., package is damaged, packaged arrived late, etc.). The
service code may be placed in or on the associated package or item, such
that it can be scanned by a user who is the recipient of the package or item.
When the service code is scanned by a user, information which can be used
to identify the scanning user and the associated status indicator is
communicated to a scan-triggered service server. The information received
at the scan-triggered server may be used to generate a customer support or
“help” ticket, or may be reported to a customer support agent, and/or may be
recorded and stored.

According to yet another aspect of the subject matter described
herein, a scan-triggered service code is associated with a clinical drug or
device trial. When the service code is scanned by a user, information which
can be used to identify or contact the scanning user along with information
which can be used to identify the clinical drug or device trial is
communicated to a scan-triggered service server. In response to receiving
the information, the scan-triggered service server may communicate one or
more screening questions or screening response options to the scanning
user, and collect the user's associated response information. Information
collected by the scan-triggered service server may be used by a clinical trial
recruitment entity (e.g., a contract research organization, etc.) to recruit and
screen potential clinical trial candidates.

The subject matter described herein for facilitating scan-triggered
services may be implemented in hardware, software, firmware, or any
combination thereof. As such, the terms "function" or "module" as used
herein refer to hardware, software, and/or firmware for implementing the
feature being described. In one exemplary implementation, the subject

matter described herein may be implemented using a non-transitory
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computer readable medium having stored thereon computer executable
instructions that when executed by the processor of a computer perform
steps. Exemplary computer readable media suitable for implementing the
subject matter described herein include disk memory devices, programmable
logic devices, application specific integrated circuits, and downloadable
electrical signals. In addition, a computer readable medium that implements
the subject matter described herein may be located on a single device or
computing platform distributed across multiple physical devices and/or
computing platforms.

BRIEF DESCRIPTION OF THE DRAWINGS

Preferred embodiments of the subject matter described herein will
now be explained with reference to the accompanying drawings of which:

Figure 1 is a functional block diagram which illustrates a mobile
communication device that includes a scanable code reader module, such
as a quick response (QR) code scanner module and exemplary scan-
enabled client module;

Figure 2 is a functional block diagram which illustrates an application
server that includes an exemplary server application module;

Figure 3A illustrates provisioning of a scan-triggered server that is
adapted to provide Trusted Square scan-triggered services;

Figures 3B and 3C illustrate a processing flow associated with a first
exemplary embodiment of Trusted Square service associated with an online
transaction;

Figure 3D illustrates a processing flow associated with a second
exemplary embodiment of Trusted Square service associated with an online
transaction; '

Figure 3E illustrates a processing flow associated with a third
exemplary embodiment of Trusted Square service associated with a point of

sale/service transaction;
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Figure 3F illustrates a processing flow associated with a fourth
exemplary embodiment of Trusted Square service associated with a point of
sale/service transaction;

Figures 3G and 3H illustrate a processing flow associated with a fifth
exemplary embodiment of Trusted Square service associated with a point of
sale/service transaction;

Figures 3l and 3J illustrate exemplary data and data structures
associated with exemplary embodiments of trusted square scan-triggered
service;

Figure 4A illustrates provisioning of a scan-triggered server that is
adapted to provide connect square scan-triggered services;

Figure 4B illustrates a processing flow associated with an exemplary
embodiment of connect square scan-triggered service;

Figure 4C illustrates exemplary data and data structures associated
with exemplary embodiments of connect square scan-triggered service;

Figure 5A illustrates provisioning of a scan-triggered server that is
adapted to provide Ratelt square scan-triggered services;

Figure 5B illustrates a processing flow associated with an exemplary
embodiment of Ratelt square service;

Figures 5C and 5D illustrate exemplary data and data structures
associated with exemplary embodiments of Ratelt square scan-triggered
service;

Figure 6A illustrates provisioning of a scan-triggered server that is
adapted to provide Tracklt square scan-triggered services;

Figure 6B illustrates illustrate a processing flow associated with an
exemplary embodiment of Tracklt square scan-triggered service;

Figure 6C illustrates illustrate a processing flow associated with an
alternate exemplary embodiment of Tracklt square scan-triggered service;

Figure 6D illustrates exemplary data and data structures associated
with exemplary embodiments of Tracklt square scan-triggered setrvice;

Figure 7A illustrates provisioning of a scan-triggered server that is

adapted to provide Clin square scan-triggered services;
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Figure 7B illustrates illustrate a processing flow associated with an
exemplary embodiment of Clin square scan-triggered service; and

Figures 7C and 7D illustrate exemplary data and data structures
associated with exemplary embodiments of Clin square scan-triggered

service.

DETAILED DESCRIPTION

Disclosed are systems and methods for using a scanable code, such
as quick response (QR) code, a near field communication (NFC) code, radio
frequency identification (RFID) code, or similar optical, magnetic or electrical
scanable codes, to provide a service to a user who scans the code. In a one
embodiment, a scan code-based services system of the subject matter
described herein includes a scan-enabled client module, which may be
implemented in hardware, software, firmware or a combination thereof and
which resides on a mobile communication device, such as a smartphone,
tablet computer, netbook computer, computer-integrated eyeglasses,
computer-integrated wristwatch, wearable electronics or other mobile
computing device that is capable of communicating with a network server.
The scan-enabled client module may include an executable computer
program (e.g., C++, Java, etc.) that is adapted to be downloaded onto the
mobile communication device, installed and executed. The scan-enabled
client module may also include a web browser that is adapted to access and
execute web-based software (e.g., JavaScript, etc.) that provides a least a
portion of the necessary scan-enabled client functionality. Figure 1 is a
block diagram that illustrates an exemplary architecture of a smartphone-
based scan-enabled client module. Mobile device 100, which may be a
smartphone or other mobile computing and communication device, includes
a camera 102 that is adapted to capture and store an image in a digital
format. Mobile device 100 also includes a scan-enabiled client module 104.
Scan-enabled client module 104 is comprised of scanable code reader

module 106, a user interface module 108, an administration module 110, a
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scan control logic module112, a participation reward control logic module
114, a data storage module 116, a communication module 118, and geo-
location module 120, and processor module 122.

The extracted scan-triggered service information may comprise
information that is representative, for example, of an alphanumeric text
string, a numeric code. In one embodiment, the extracted scan-triggered
service information may be used to identify and facilitate the providing of
scan-triggered rewards based on the scanning of service scan codes. The
decoded scan code information is provided to an associated server
application module via communication module 118. In an alternate
embodiment, scanable code reader module 106 is adapted to receive digital
image information from camera 102 and to communicate the digital image
information (e.g., JPEG) to an associated server application module via
communication module 118 where decoding processing is performed. In
one embodiment, information that identifies or can be used to identify a
scan-triggered service user (e.g., user name, user ID, session D, etc.) is
also provided to the server application module.

User interface module 108 is adapted to present the mobile device
user with a graphical user interface for enabling the user to generally control
and operate the functionality of the scan-enabled client module 104. User
interface module 108 is adapted to present a menu structure to the user and
enable the user to navigate this menu structure. The menu structure
provides a user with access to administrative functions, such as scan
triggered service account settings (e.g., username, password, service
preferences, personal information, etc.), account log-in. Such administrative
functions are controlled within scan-capable or scan-enabled client module
104 via administration module 110. The menu structure may also provide
the user with the ability to control the associated smartphone camera. In
some embodiments, the ability to access and operate the smartphone
camera in the manner required to effectively photograph or scan a scan
code icon, such as a QR code, is provided via scan control logic module

112. In one exemplary embodiment, scan-enabled client module 104 may
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include a native application that is adapted to execute on mobile device 100,
and in such a case that native application may include QR scanning /
decoding capability or alternatively scan-enabled client module 104 may
simply invoke the services of a third-party QR scanner / decoder that is
installed in the mobile device. In another exemplary embodiment, a third-
party QR scanner / decoder may be invoked by the mobile device user to
scan and decode a suitably provisioned QR, where decoding of the QR code
causes a web browser instance to be launched and directed to a URL
associated with the application server. In this case, information that
identifies the relevant / necessary scan-triggered service information may be
passed to the application server via the URL/URL parameters. For example,
in one embodiment, information that identifies a scan-triggered service and
relevant / necessary service information may be explicitly or implicitly
communicated to the application server via the URL itself (e.g., the host
name and/or path and/or query string components of the URL can be used
by the application server to explicitly or implicitly identify the service
information). In an alternate embodiment, for example, all communications
between the user's mobile device and the application server may be
addressed to a URL which points to a scan-based service provider (e.g.,
www.flashbacksurvey.com), and the information that identifies the scan-
triggered service may be communicated to the scan-based service provider's
application server via the path and/or query string parameter portions of the
URL. In one embodiment, such a URL address associated with the scan-
triggered service platform may be encoded or otherwise incorporated into a
scan code associated with a scan-triggered service platform, or which
requests scan-triggered application service from a scan-triggered service
platform. In one embodiment, the URL which points scan-based service
provider (e.g., www.flashbacksurvey.com), and the information that identifies
the scan-triggered service may be encrypted, such that only a particular
code scanner, native mobile code scanning application, or mobile web
browser with integrated code scanning capability which has access to or is

provisioned with the appropriate decryption / de-obfuscation key information

-8-
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can decode and process the scan-triggered service URL information and
thereby facilitate the providing of the associated scan-triggered service. As
such, a particular scan-triggered service code may be “locked” to all code
scanners but the scanner that has access to / is provided with the
appropriate decrypt / de-obfuscation key information, thereby providing users
with an added measure of security with respect to accessing scan-triggered
services.

The menu structure also provides the user with the ability to access
and redeem participation rewards. Participation reward access and
redemption functionality is provided by reward control logic module 114.
Data storage module 116 is adapted to provide both long term storage of
data associated with the scan-enabled client module, as well as short term,
cache-type storage of scan client related data. Exemplary uses of the data
storage are discussed in more detail in the disclosure that follows.

Communications module 118 is adapted to facilitate the
communication of information between scan-enabled client module 104 and
an associated server application module. For example, communication
module 118 may receive information from scan control logic module 112 that
is to be communicated to an associated server application module.
Communication module 118 may package the information according to a
pre-defined message format and forward the message to a data
communications interface associated with the smartphone. Exemplary data
communication interfaces may include, but are not limited to, a General
Packet Radio Service (GPRS) interface, an Enhanced Data Rates for GSM
Evolution (EDGE), High Speed Packet Access (HSPA), WiMax, Wi-Fi, LTE,
etc. For example, in one embodiment, when a user scans a service scan
code associated with a scan-triggered service, communication module 118 is
adapted to communicate to an associated server application module
information that was encoded in the scanned service code as well as
information that can be used to identify the user. Information that can be
used to identify the user may include a user identifier (e.g., username, email

address, mobile IP address, session ID, etc.). It will be appreciated that the
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communication of such user identifying information to the server module
may be triggered upon scanning of the QR code or may be triggered upon
startup of software associated with scan-enabled client module 104 (e.g.,
auto-login, manual login, etc.). As such, the communication of user
identifying information and information obtained from the scanning of a scan
code may be accomplished via a single message that is communicated
between scan-enabled client module 104 and an associated server module,
or this information may be communicated via multiple messages to the
application server module. In one embodiment, when a user presents login
credentials (e.g., username and password) and is successfully
authenticated, a communication channel or session is established between a
scan-enabled client module (e.g., a smartphone web browser or native
application) and a server application module (e.g., an application residing on
a network-based host computer), and all subsequent communications made
via the session or channel are associated with the user's login credential /
identity information. In this way, a user's identity information may be
provided before, during, or even after the scanning of an associated service
scanable code (e.g., QR code, NFC code, RFID code, etc.), and thereafter
bound to the information derived or obtained from scanning of the code. In
another embodiment, the scanning of a scan code by a user triggers the
scan-enabled client module 104 to access previously stored login credential
information (e.g., login credential information stored in a file or cookie that is
resident on mobile communication device 100. Scan-enabled client module
104 automatically provides the user's login credentials to the application
server module, which then associates the information obtained from the
scanning of the scan code with the user's account. Once the session is
established, information obtained and provided to the application server
module is automatically associated with the user's account. These same
user identity binding techniques may be employed with any of the
embodiments of the subject matter described herein.

Geo-location module 120 is adapted to determine geo-location

information indicative of the geographic position of mobile communication

-10-
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device 100. Geo-location information determined by module 120 may
include Global Positioning System (GPS) coordinate information (e.g.,
latitude, longitude, elevation). Module 120 may determine this geo-location
information and generally facilitate the communication of this information to
an associated server application module in conjunction with the
communication of scanned graphic icon (e.g., QR code) information, thereby
enabling the server application module to identify and store the location at
which a QR code was scanned. Alternatively, geo-location or position
information may be encoded in the QR code that was scanned, and once
scanned the location information may be decoded by geo-location module
120 and passed along to a server application module associated with the
scan code-based service system. It is understood that with the addition of
scan-enabled client module 104, mobile device 100 becomes a special
purpose computing platform that improves the functionality of mobile device
100 by providing direct access to a server application in response to
receiving a scanned code from camera 102. Mobile device 100 with scan-
enable client module 104 also improves the technological field of network
access to services because such services can be accessed automatically
and quickly with a reduced likelihood of data entry errors. Processor 122 is
adapted to facilitate the execution of software and firmware associated with
the operation of modules 106, 108, 110, 112, 114, 116, 118 and 120, which
is used to provide the overall scan-enabled client module functionality
described herein. Exemplary implementations of processor 122 include, but
are not limited to, one or more single-core microprocessors, one or more
multi-core microprocessors, and one or more programmable logic devices
(e.g., complex programmable logic devices, field-programmable gate arrays,
etc.).

Figure 2 is a block diagram that illustrates an exemplary architecture
of a server application module 202, which resides and executes on a
network or cloud-hosted application server 200. In the embodiment
presented in Figure 2, the server application module is comprised of a

provisioning, administration and billing module 204, a reporting module 206,

11-
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a trusted square control logic module 208, a reward control logic moduie
210, a data storage module 212, a communication module 214, a Ratelt
square control logic module 216, a Tracklt square control logic module 220,
a Clin square control logic module 222, a connect square control logic
module 224, and processor 226. The purpose and function of each of these
modules and of the processor is described below. Server application
module 202 executing on application server 200 makes application server
200 a special purpose computing platform that improves the functionality of
application server 200 by configuring application server 200 to process
received scanned codes and providing the indicated service in response to

receiving the scanned codes. As such, server application module 202

improves the technological fields of hetwork access to services by providing

such services automatically in response to receiving the scanned codes and
with a reduced likelihood of data entry error.

Provisioning, administration and billing module 204 is adapted to
provide access for a provisioning entity or user, such as a medical office
administrator, merchant entity, a delivery service vendor entity, an event
venue entity, mobile user entity or a system administrator, to provision
registration information, subscription configurations / preference information,
service configuration information, and participation reward content
information. In the context of this disclosure, a user is considered to be the
operator or user of a mobile communication device (e.g., computer
integrated eyewear, wearable computer, smartphone, tablet computer, etc.)
that includes a scan-enabled client module, and is therefore capable of
scanning a QR code (or other encoded, scanable code) and provide, trigger,
initiate or facilitate the providing of a service to the user. For example, a
user may be a consumer of goods and services provided by a merchant, an
attendee of an event, a medical patient, a shopper, or an employee of a
corporation.

In all of the embodiments disclosed herein, a scanning user may be
granted or credited with a digital reward or coupon in response to the

scanning of an associated scan-triggered service code. Exemplary digital
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rewards may include, but are not limited to, a digital or electronic coupon
associated with a good or a service, a credit for an online gaming service, a
credit for an online video, an audio or video download. In one embodiment,
the value of a granted digital reward may be determined, based at least in
part, on the type / brand / manufacturer of the mobile phone that was used to
scan the associated scan-triggered service scan code. In one embodiment,
such rewards may be credited or placed in a digital reward wallet associated
with the user, whereby the user can access and redeem a granted reward.
In one embodiment, a reward granted to a user may be granted at a first
value (e.g., $1 off next purchase) and subsequently modified to a second
value (e.g., $2 off next purchase) at a later by Reward Control Module 210.
Module 210 may facilitate the sharing of a scan-triggered service
platform-granted reward from one user to another user, where sharing may
include the gifting, transferring, or cloning of a granted reward. In this case,
a first user who is the current owner of a reward selects the reward and
identifies a second user to whom the reward is to be transferred. The first
user then communicates information that identifies both the reward and the
“transferred to” user to module 210. The information that identifies the
“‘transferred to” or recipient user may be a username or user ID provided by
the recipient user at the time of registration by the recipient user. Module
210 receives, processes and logs the transfer request and updates the
appropriate reward data so as to execute the transfer. In one embodiment,
reporting module 206 enables an administrative entity or user to view, track
and analyze such reward transfers. In various embodiments of the subject
matter described herein, restrictions / limitations / qualifications may be
imposed on rewards that are to be transferred or gifted from one user to
another. For instance, module 210 may include reward transfer or gifting
rules that specify those conditions under which a reward may be transferred
and/or those conditions under which a reward may not be transferred.
These rules may be stored in a database, table, or data structure that is
contained within or accessible by module 210. An exemplary rule may state

that a reward may only be transferred or gifted to a new user (e.g., a user
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that has registered for service within the past 30 days, etc.). In order to
enforce this rule module 210 may access user registration data that is
maintained in data storage module 212. Another exemplary rule may state
that a reward may only be transferred or gifted to a user who has not
previously patronized the scan-triggered service client entity with which the
reward is associated. In order to enforce this rule module 210 may access
user transaction data that is maintained in data storage module 212.

In one embodiment, reward sharing functionality includes functionality
where an existing user may clone/copy, transfer or gift a reward to an
individual who has not yet become a registered scan-triggered service user.
To facilitate such a special transfer, the existing user communicates
information that identifies both the reward and the “transferred to” or
recipient user to module 210. In this case, since the recipient user is not yet
a registered user of the system / service, the existing user must specify a
public contact address for the intended recipient. Exemplary public contact
addresses may include, but are not limited to, an email address, a mobile
telephone number, a mobile subscriber ISDN (MSISDN), a Twitter address,
an instant message address. Module 210 receives processes and logs the
transfer request. In one embodiment, module 210 is adapted to generate a
message that is addressed to the specified public contact address (e.g.,
email address). In one embodiment, the message may include the
transferred reward or information specifying how the transferred reward may
be obtained and redeemed. In another embodiment, the message may
include information that describes the pending reward transfer and also
provides a hyperlink / URL associated with a web page where the intended
recipient may register and thereby receive and redeem the transferred
reward. The existing user that transferred or gifted the reward (thereby
resulting in the recruitment / registration of a new subscriber) may be issued
a new reward as a result of the transfer. The new reward may be the same
as the transferred reward or different. The new reward may be issued by

reward control logic module 210.
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Processor 226 is adapted to facilitate the execution of software and
firmware associated with the operation of modules 204, 206, 208, 210, 212,
214, 216, 218, 220, 222 and 224, which is used to provide the overall server
application module functionality described herein. Exemplary
implementations of processor 226 include, but are not limited to, one or more
single-core microprocessors, one or more multi-core microprocessors, and
one or more programmable logic devices (e.g., complex programmable logic

devices, field-programmable gate arrays, etc.).

Trusted Square

Figure 3A is diagram that generally illustrates the provisioning of
information associated with a service of a scan code-based service system
according to an embodiment of the subject matter described herein. This
service is referred to herein as Trusted Square service, which is a service
that facilitates the delivery by proxy of a user’s personal information to a 3™
party, referred to herein as a Requesting Entity, during the course of a
computer-based transaction, such as a world wide web-based online
transaction.k As described herein, a user’s personal information may include,
but is not limited to, first name, last name, middle name, street or postal
address, zip code, email address, biling address, shipping address,
telephone number, credit card / debit card information, merchant loyalty
account number / identifier information, medical history information, medical
condition information, healthcare-related information, insurance information
(e.g., medical), academic credential information, and employment history
information.

As indicated in Figure 3A a user of the trusted square service logs
into application server 200 and provisions their personal information (steps 1
and 2), which is stored in data storage module 212. This personal
information is associated with user’'s account via an identifier, such as a User
ID 300. |lllustrated in Tables 1 — 3 is exemplary personal information
associated with a user, which includes User Name 302, street address 3086,
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billing address 308, phone number(s) 310, and credit/debit card information
312 — 316. In one embodiment, the user account identifier may be a
username or identifier (e.g., email address, etc.) associated with a scan-
triggered service account. By doing such, the user is considered to be a
registered Trusted Square service user. An new, unregistered user who
attempts to use the Trusted Square service by scanning a Trusted Square
code will be prompted to register (i.e., provide the user account and personal
information mentioned above) before such service is provided. Although not
shown in Figure 3A, it will be appreciated that a requesting entity that uses
the trusted square service would also log in to the system and provide basic
registration information, which would result in the provisioning or assignment
of a unique trusted square account identifier to the Requesting Entity (e.g.,
RequestingEntitylD).  This RequestingEntitylD 318 may be used in
subsequent trusted square operations and processes associated with use of
the trusted square service to identify the Requesting Entity 320 (e.g., an on-
line merchant, healthcare provider, etc.). In one embodiment, a
RequestingEntitylD may be associated with a network address (e.g., server
identifier, host URL 324, IP Address/Port 322, etc.) which is in tumn
associated with a network connected computer or terminal used by the
Requesting Entity (e.g., merchant, healthcare provider, etc.). Such
association is generally illustrated in the exemplary data shown in Table 4
illustrated in Figure 31. Security credentials 326 required to establish or
maintain a secure connection to the requesting entity's
computer/terminal/server may also be stored / obtained and used by scan-
triggered server to establish a secure connection to the requesting entity’s
computer.

The embodiments described below relate to web-based interactions
or transactions between a user and the host of an on-line service, such as
an online merchant. However, it will be appreciated that embodiments of the
subject matter described herein could be used to facilitate the
communication of a user's personal information between a centralized

Trusted Square user personal information storage system and any
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Requesting Entity that is adapted to communicate with the storage system
(e.g., via public or private network connection). Exemplary Requesting
Entities may include, but are not limited to, merchants, web-based
businesses, on-line service providers, government agencies, healthcare
providers, point of sale device entities, commercial entities, etc. As used
with respect to the description herein of trusted square services, the term
TransactionlD is intended to represent any identifier or collection of
identifiers that can be used by a Requesting Entity to identify a transaction,
session, or other interaction with a user that requires the collection of the
user’s personal information.

Figures 3B and 3C are process flow diagrams which generally
illustrate use and operation of one exemplary embodiment of trusted square
scan-triggered service. In this example, beginning with step 1, a user who is
accessing the web site of an on-line merchant to purchase a good or service
selects a desired good or service, places it in the user’s cart, and proceeds
to the checkout screen or otherwise reaches a point where the user's
personal information is needed by the hosting / visited web site. In step 2,
the Requesting Entity / merchant’s web site 202 communicates a trusted
square scan code request to server 200, which may include an identifier
associated with the user's session or transaction, and may also include
information that specifies the particular personal information that is being
requested. In one embodiment, a pre-defined personal information profile
identifier may be included in the request, which conveys to server 200
information that can be used to determine or assist in the determination of
the type / amount of personal information that is being requested. It will be
appreciated that in other embodiments, the type / amount of personal
information being requested may be agreed upon in advance by servers 200
and 202, and as such this information may be considered to be implicit with
respect to receipt of the request message.

In step 3, server 200 processes the request and generates a
TrustedSquarelD identifier value 328, which is associated with the request /

request information. In one embodiment, server 200 creates and stores a
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binding record that is adapted to associate the user session / transaction
identifying information 338 with the TrustedSquarelD identifier value 328.
Exemplary binding record data is shown in Tables 5 and 6. Also associated
with the TrustedSquarelD identifier 328 is information which can be used to
identify the Requesting Entity, such as RequestingEntitylD 330. In one
embodiment, a confirmation PIN or password 332 may be generated and
associated with the TrustedSquarelD value. This PIN may be provided to
the scanning user, who can then manually enter the PIN following the
scanning of the associated Trusted Square scan code. Once entered by the
user, the PIN information is communicated to server 200 where it is checked
against the stored PIN value 332 to provide confirmation / guard against
malicious, fraudulent or computer / botnet attacks. In one embodiment, an
external medium security / confirmation key 334 may be generated and
associated with the TrustedSquarelD value. This external medium security /
confirmation key 334 may, for example, be included in an email, text
message, or Tweet that is communicated to the scanning user as a click-
able confirmation hyperlink. When the externally communicated
confirmation email/text message is received by the scanning user and the
confirmation hyperlink is clicked, a confirmation message is communicated
to server 200 and is interpreted as a confirmation that the scanning user
intended to cause the user’s personal information to be communicated to the
requesting entity. In one embodiment, information 338 that can be used to
identify a user session or user transaction associated with requesting server
202 (or an associated point of sale terminal) is including in the binding. In
one embodiment, TrustedSquarelD 328 is associated with user personal
profile identifier information 340.

In step 4, the TrustedSquarelD identifier value or a scan code (e.g.,
QR code) containing the TrustedSquarelD identifier value is communicated
to requesting server 202. In other embodiments, the TrustedSquareiD
identifier value or a scan code (e.g., QR code) containing the
TrustedSquarelD identifier value is communicated directly to computer

terminal / device 600, where the associated QR code image is displayed to

18-



WO 2015/039025 PCT/US2014/055644

10

15

20

25

30

the user, for example on a web page. In step 5 of the embodiment shown in
Figure 3B, server 202 communicates the trusted square scan code
information to computer terminal / device 600 where it is displayed (e.g., as a
trusted square QR code) to the user of mobile device 100. Once again,
encoded within the Trusted Square scan code is a unique TrustedSquarelD
identifier value 328 or a group of identifiers that can be used collectively to
fbrm / serve the purpose of a TrustedSquarelD value. In one embodiment, a
TrustedSquarelD value contains, implicitly or explicitly, information that is
sufficient for scan-triggered server 200 to determine the Requesting Entity
and/or the identity / address of the requesting computer, terminal, server,
web server / web session. For a given Requesting Entity (e.g., merchant,
etc.), each TrustedSquarelD value may be unique to a user transaction or
user information request. For example, if a user's healthcare provider needs
to collect the user's personal information (e.g., name, address, medical
history, etc.), the Trusted Square scan code that is generated for this
personal information exchange request / transaction will include a
TrustedSquarelD value that is unique to request and, as such, to the user.
The TrustedSquarelD may also contain information which is sufficient for
server 200 to determine that the associated personal information exchange
request is associated with the wuser's healthcare provider (e.g.,
RequestingEntitylD or a computer/terminal/server address associated with
the healthcare provider's computer system, etc.). In one embodiment, the
Trusted Square QR code also includes information that identifies or can be
used to identify a Trusted Square scan-triggered application service server
200.

In an alternate embodiment (not shown), the Trusted Square QR code
is generated by a client software module or application residing, for example,
on a user’'s desktop computer. For instance a Java module may be adapted
to generate a trusted square scan code similar to that described in the
previous embodiment. In this case, the client software module on the
desktop computer is adapted to communicate with scan-triggered server 200

so as to create and store the necessary trusted square binding record, and
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to generate and display the associated Trusted Square scan code that can
be scanned by a user. In one embodiment, the Trusted Square QR code
also includes information that identifies or can be used to identify a Trusted
Square scan-triggered application service server 200.

Returning to Figure 3B, when the trusted square QR code displayed
on the screen is scanned by the user's QR code scanner in mobile device
100 (steps 6 and 7), the encoded information is extracted by the QR code
scanner and the information that identifies or can be used to identify a
trusted square application server is used to facilitate communication of the
extracted information element(s) (i.e., TrustedSquarelD, personal
information profile identifier 340, etc.) to the identified Trusted Square
application server 200. Exemplary personal information profile data
elements 352, which are associated with a PersonalinformationProfilelD
identifier 350 are shown in Table 8A illustrated in Figure 3J. Exemplary
personal information profile date and may include, but is not limited to,
name, address information, credit/debit card information, medical or
healthcare information, surgical history, medical record information,
academic history information, job history information, dependent (e.g.,
children) identifying information and associated personal information, etc. It
will be appreciated that in various embodiments of the subject matter
described herein, the TrustedSquarelD information and user session /
transaction identifying information may be encrypted or obfuscated during
communication from the user’'s mobile communication device to the Trusted
Square application server 200. In other embodiments, the information that
identifies or can be used to identify a Trusted Square application server may
itself be encrypted or obfuscated when read by the QR code scanner, and
may be subsequently decrypted / de-obfuscated by scan control logic
module 112 so as to obtain the information necessary to identify the Trusted
Square application server to be contacted. Also communicated to the
Trusted Square application server 200 is information that identifies or can be
used to identify the user (e.g., the person that scans the Trusted Square QR
code). This user identifying information may be provided to the Trusted
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Square application server 200 before, after, or at the same time that the
previously discussed tuple of scanned information is provided. For example,
in one embodiment, the user may log in (i.e., provide login credentials that
are sufficient to identify and authenticate the user) prior to scanning the
Trusted Square QR code, and application server 200 is adapted to associate
the subsequently received information with the user. Alternatively, the user’s
login credentials may be provided at the time of / as a result of the Trusted
Square QR code scan, along with the TrustedSquarelD information. This is
the particular example illustrated in step 7 of Figure 3B. Once the user and
scanned TrustedSquarelD information is received (and decrypted / de-
obfuscated, if necessary), the information is stored in data storage module
212. In embodiments where additional confirmation information is collected
from the scanning user prior to communication of the user's personal
information to the requesting entity (e.g., confirmation PIN, external medium
confirmation, etc.), such user-provided confirmation information is collected
and stored, as illustrated in exemplary data Table 7A. Exemplary
confirmation information may include, but is not limited to, TrustedSquarelD
information 328, user identifying information 340, scan or confirmation
timestamp information 342, user-provided confirmation code information
344, external confirmation code information 346 (e.g., such a confirmation
code that is obtained from user activation of a confirmation hyperlink sent in
an external email to the user, etc.), and granted reward identifier information
348. Exemplary reward information is presented in Table 9A, and includes
reward identifier information 354, reward description / value information 356,
associated reward entity identifying information 357, and reward expiration
information 358.

As indicated in step 8 of Figure 3C, application server 200
authenticates the user via the received user identifying information / login
credentials (as well as any user-provided confirmation information), and
examines the received scanned TrustedSquarelD information.
Authentication and validation processing is performed by Trusted Square

Control Logic Module 208 on the scanned TrustedSquarelD information to
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guard against fraudulent or malicious use of the Trusted Square system. For
example, the received TrustedSquarelD information may be compared
against a list of recent Trusted Square transactions to determine the
frequency of requests involving the Requesting Entity. Such service access
attempt frequency analysis may also be performed with respect to the user
ID information associated with received requests to identify suspicious or
fraudulent use patterns. Alternatively, or in addition to suéh security
processing, received scanned TrustedSquarelD and user identifying
information that fails security screening may be added to a suspicious
access attempt list. Information contained in this list may be used to
determine whether to allow or deny subsequent service access attempts by
a user or Requesting Entity.

Assuming authentication and security processing is concluded
successfully, Trusted Square Control Logic Module 208 is adapted to access
the user’'s stored personal information using the received user identifying
information or using information associated with the received user
identification information. Application server 200 is adapted to communicate
the user's personal information to a computer / server associated with the
Requesting Entity and/or the received TrustedSquarelD information (step 9).
In one embodiment, application server 200 may access pre-provisioned
communication parameters for the associated Requesting EntitylD, such as
is generally illustrated in Table 4. For example, application server 200 may
establish a secure connection to a server associated with the Requesting
EntitylD using pre-provisioned destination Internet protocol (IP) address and
port information. In an alternate embodiment, application server 200 may
establish a secure connection to a server associated with the Requesting
EntitylD using a pre-provisioned uniform resource locator (URL) address.
Alternatively, a permanent or quasi-permanent connection may be
established and maintained between application server 200 and a
Requesting Entity’s server, such as merchant web server 202 shown in
Figure 3C.
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Regardless of how the connection is established, once the connection
between application server 200 and the Requesting Entity server 202 is
established, the user's personal information is communicated from
application server 200 to the Requesting Entity server 202, as indicated in
step 9. This information may be encrypted by application server 200 for the
purposes of security during transmission, and subsequently decrypted by
Requesting Entity server 202. Any number of well-known encryption and/or
obfuscation techniques may be employed and, as such, will not be described
in detail here.

Once received by Requesting Entity server 202, the user’s personal
information may be used to complete the on-line transaction or other
personal information-requiring transaction, as indicated in step 10. It will be
appreciated that in one embodiment, the Requesting Entity server 202 may
display on-screen (or cause to be displayed) some or all of the user’s
personal information so that it can be viewed by the user who scanned the
Trusted Square QR code which triggered the personal information transfer to
the merchant. From a security standpoint, it may be advantageous to
prevent the user from editing or changing the shipping address that is
communicated from application server 200 to Requesting Entity server 202.

Shown in Figure 3D is an alternate embodiment of the trusted square
service. As indicated in step 1 of Figure 3D, in this embodiment, a user
engaged in an on-line transaction places a good or service in the user’s cart
and proceeds to the checkout page or otherwise reaches a point where
personal information needs to be provided to the Requesting Entity’'s web
site. In step 2, the Requesting Entity server 202 is adapted to generate a
TrustedSquarelD value and to create and store a binding record which
associates the TrustedSquarelD value and the user session / transaction. In
one embodiment, the TrustedSquarelD value generated by Requesting
Entity server 202 is adapted to include or incorporate information that can be
used by scan-triggered server 200 to identify the Requesting Entity,
Requesting Entity server 202 or another computer / server associated with

the Requesting Entity. In one embodiment, the associated trusted square
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scan code (e.g., QR code) that includes the TrustedSquarelD value also
includes encoded information that can be used to identify a trusted square
scan-triggered server 200. In step 3 the trusted square QR code image that
is then displayed to the user via computer screen 600. When the trusted
square QR code displayed on the screen is scanned by the user's QR code
scanner (step 4), the encoded TrustedSquarelD and trusted square server
identifier or address information is extracted by the QR code scanner and
the information that identifies or can be used to identify a trusted square
application server is used to facilitate communication of the extracted
TrustedSquarelD information to the identified trusted square application
server (step 5). It will be appreciated that in various embodiments of the
subject matter described herein, the TrustedSquarelD information may be
encrypted or obfuscated during communication from the user's mobile
communication device to the trusted square application server. In other
embodiments, the information that identifies or can be used to identify a
trusted square application server may itself be encrypted or obfuscated
when read by the QR code scanner, and may be subsequently decrypted /
de-obfuscated by scan control logic module 112 so as to obtain the
information necessary to identify the trusted square application server to be
contacted. Also communicated to the trusted square application server is
information that identifies or can be used to identify the user (e.g., the person
that scans the trusted square QR code). This user identifying information
may be provided to the trusted square application server 200 before, after, or
at the same time that the previously discussed scanned information is
provided. For example, in one embodiment, the user may log in (i.e.,
provide login credentials that are sufficient to identify and authenticate the
user) prior to scanning the trusted square QR code, and application server
200 is adapted to associate the subsequently received TrustedSquarelD
information with the user. Alternatively, the user’s login credentials may be
provided at the time of / as a result of the trusted square QR code scan,
along with the TrustedSquarelD information. This is the particular example

illustrated in step 5 of Figure 3D. Once the user and scanned
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TrustedSquarelD information is received (and decrypted / de-obfuscated, if
necessary), the information is stored in data storage module 212.
Exemplary scan transaction stored data is shown in Table 7A and includes
received TrustedSquarelD 328, userlD information 340, scan timestamp
information 342, received confirmation PIN information 344, received
external confirmation key information 346, and granted Reward identifier
information 348.

Application server 200 authenticates the user via the received user
identifying information / login credentials, and examines the received
scanned TrustedSquarelD information (step 6).  Authentication and
validation processing is performed by trusted square control logic module
208 on the scanned TrustedSquarelD information to guard against
fraudulent or malicious use of the trusted square system. For example, the
received TrustedSquarelD information may be compared against a list of
recent trusted square transactions to determine the frequency of requests
involving the TrustedSquarelD. Such access attempt frequency analysis
may also be performed with respect to the user ID information associated
with received requests to identify suspicious or fraudulent use patterns.
Alternatively, or in addition to such security processing, received scanned
TrustedSquarelD and user identifying information that fails security
screening may be added to a suspicious access attempt list. Information
contained in this list may be used to determine whether to allow or deny
subsequent service access attempts by a user or merchant.

Assuming authentication and security processing is concluded
successfully, trusted square control logic module 208 is adapted to access
the user's stored personal information using the received user identifying
information or using information associated with the received user
identification information. Application server 200 is adapted to communicate
the user’s personal information to a computer associated with the received
TrustedSquarelD information (step 7). In one embodiment, application
server 200 may access pre-provisioned communication parameters for the

associated Requesting EntitylD, such as is generally illustrated in Table 4.
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For example, application server 200 may establish a secure connection to a
server associated with the Requesting EntitylD using pre-provisioned
destination Internet protocol (IP) address and port information. In an
alternate embodiment, application server 200 may establish a secure
connection to a server associated with the Requesting EntitylD using a pre-
provisioned uniform resource locator (URL) address. Alternatively, a
permanent or semi-permanent connection may be established and
maintained hetween application server 200 and a Requesting Entity’s server.

Regardless of how the connection is established, once the connection
between application server 200 and the Requesting Entity server 202 is
established, the user's personal information is communicated from
application server 200 to the Requesting Entity server 202, as indicated in
step 8. This information may be encrypted by application server 200 for the
purposes of security during transmission, and subsequently decrypted by
Requesting Entity server 202. Any number of well-known encryption and/or
obfuscation techniques may be employed and, as such, will not be described
in detail here.

Once received by server 202, the user’s personal information may be
used to complete the on-line transaction, as indicated in step 9. It will be
appreciated that in one embodiment, server 202 may display on-screen (or
cause to be displayed) some or all of the user’s personal information so that
it can be viewed by the user who scanned the trusted square QR code which
triggered the personal information transfer to the merchant. From a security
standpoint, it may be advantageous to prevent the user from editing or
changing the shipping address that is communicated from application server
200 to Requesting Entity server 202.

It will be appreciated with regard to the trusted square service
embodiments described above that such services may also be provided via
a native trusted square application that is installed on the user's smartphone.
In such cases, information that identifies or can be used to identify the
address of a trusted square server to which the TransactionID information

should be communicated need not be encoded within the trusted square QR
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code that is displayed to and scanned by a user. In such native application
deployments, the information that identifies or can be used to identify the
address of a trusted square server may be pre-configured and stored in the
smartphone’'s memory, such as in data storage module 116. Alternatively,
the native application may dynamically determine the address of the
appropriate trusted square server at the time of the frusted square QR code
scan by a user. In such scenarios, trusted square processing is very similar
to that described above, except that the address of the trusted square server
is not obtained by a user scan of a trusted square QR code.

The embodiments described below relate to in-store interactions or
transactions between a user and a place of business, such as a restaurant.
However, it will be appreciated that embodiments of the subject matter
described herein could be used to facilitate the communication of a user’s
personal information between a centralized trusted square user personal
information storage system and Requesting Entity associated with any type
of commercial or non-commercial organization. Exemplary Requesting
Entities may include, but are not limited to, merchants, brick-and-mortar
businesses, healthcare providers, insurance providers, government
agencies, commercial entities, etc. As used with respect to the description
herein of trusted square services, the term TrustedSquarelD is intended to
represent any identifier or collection of identifiers that can be used to identify
a transaction, session, or other interaction with a user that requires the
collection of the user’s personal information.

Figure 3E illustrates an exemplary process flow diagram which
generally illustrates use and operation of one embodiment of the trusted
square service that involves a point of sale / service (PoS) terminal.
Beginning with step 1, a PoS terminal 602 (e.g., a cash register, restaurant
order management system, etc.) associated with a merchant (e.g., a
restaurant) generates a customer transaction and an associated customer
bill, for example, a transaction and bill associated with a meal in the
merchant’s restaurant. In one embodiment, the trusted square QR code is

generated by the merchant’'s PoS system 602, for example, using a trusted
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square software module that has been incorporated into or is accessible to
the merchant's PoS system. In this case, the trusted square software
module is adapted to generate a scan code identifier, such as a
TrustedSquarelD value, which is associated with the user's checkout /
personal information request or transaction and which can, in some
embodiments, be used by the trusted square server 200 to identify the
requesting entity (e.g., merchant, healthcare provider, etc.). The trusted
square software module then generates and display a trusted square QR
code that encodes / includes the TrustedSquarelD value and, in one
embodiment, information that identifies or can be used to identify trusted
square application server 200.

In step 2, the trusted square QR code is printed and displayed on the
customer’s bill. When the trusted square QR code displayed on the bill is
scanned by the user's QR code scanner (step 3), the encoded information is
extracted by the QR code scanner and the information that identifies or can
be used to identify a trusted square application server is used to facilitate
communication of the extracted information element (i.e., TrustedSquarelD)
to the identified trusted square application server, as indicated in step 4. In
other embodiments, scan-enabled client module 104 may be programmed
with or may determine the address of the trusted square server to which the
scan information is to be sent for processing. Exemplary information that
identifies or can be used to identify a trusted square scan-triggered
application service server includes, but is not limited to, a uniform resource
locator URL), Internet protocol address and port, etc. This same server
identification approach may be applied to any and all of the other
embodiments of scan-based services described herein. It will be
appreciated that in various embodiments of the subject matter described
herein, the merchant identifying information and user transaction identifying
information (i.e., TrustedSquarelD) may be encrypted or obfuscated during
communication from the user's mobile communication device to the trusted
square application server. In other embodiments, the information that

identifies or can be used to identify a trusted square application server may
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itself be encrypted or obfuscated when read by the QR code scanner, and
may be subsequently decrypted / de-obfuscated by scan control logic
module 112 so as to obtain the information necessary to identify the trusted
square application server to be contacted. Also communicated to the trusted
square application server is information that identifies or can be used to
identify the user (e.g., the person that scans the trusted square QR code).
This user identifying information may be provided to the trusted square
application server 200 before, after, or at the same time that the previously
discussed tuple of scanned information is provided. For example, in one
embodiment, the user may log in (i.e., provide login credentials that are
sufficient to identify and authenticate the user) prior to scanning the trusted
square QR code, and application server 200 is adapted to associate the
subsequently received information with the user. Alternatively, the user's
login credentials may be provided at the time of / as a result of the trusted
square QR code scan, along with the TrustedSquarelD information. This is
the particular example illustrated in step 5 of Figure 3E. Once the user and
scanned TrustedSquarelD information is received (and decrypted / de-
obfuscated, if necessary), the information is stored in data storage module
212. Exemplary stored data is shown in Table 7A.

As indicated in step 5, application server 200 authenticates the user
via the received user identifying information / login credentials, and
examines the received scanned TrustedSquarelD information.
Authentication and validation processing is performed by trusted square
control logic module 208 on the scanned TrustedSquarelD information to
guard against fraudulent or malicious use of the trusted square system. For
example, the received TrustedSquarelD information may be compared
against a list of recent trusted square transactions to determine the
frequency of requests involving the Requesting Entity / POS device. Such
service access attempt frequency analysis may also be performed with
respect to the user ID information associated with received requests to
identify suspicious or fraudulent use patterns. Alternatively, or in addition to

such security processing, received scanned TrustedSquarelD and user
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identifying information that fails security screening may be added to a
suspicious access attempt list. Information contained in this list may be used
to determine whether to allow or deny subsequent service access attempts
by a user or Requesting Entity.

Assuming authentication and security processing is concluded
successfully, trusted square control logic module 208 is adapted to access
the user’'s stored personal information using the received user identifying
information or using information associated with the received user
identification information. Application server 200 is adapted to communicate
the user's personal information to a computer associated with the
Requesting Entity and/or received TransactionlD information. In one
embodiment, application server 200 may access pre-provisioned
communication parameters for the associated Requesting EntitylD, such as
is generally illustrated in Table 4. For example, application server 200 may
establish a secure connection to a server associated with the Requesting
EntitylD using pre-provisioned destination Internet protocol (IP) address and
port information. In ah alternate embodiment, application server 200 may
establish a secure connection to a server associated with the Requesting
EntitylD using a pre-provisioned uniform resource locator (URL) address.
Alternatively, a permanent or semi-permanent connection may be
established and maintained between application server 200 and a
merchant’s server, such as merchant POS system 602.

Regardless of how the connection is established, once the connection
between application server 200 and the merchant POS system 602 is
established, the wuser's personal information is communicated from
application server 200 to the merchant POS system 602, as indicated in step
8. This information may be encrypted by application server 200 for the
purposes of security during transmission, and subsequently decrypted by
merchant POS system 602. Any number of well-known encryption and/or
obfuscation techniques may be employed and, as such, will not be described

in detail here.
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Once received by merchant POS system 602, the user's personal
information may be used to complete the in-store transaction, as indicated in
step 7. It will be appreciated that in one embodiment, the merchant POS
system 602 may display on-screen (or cause to be displayed) some or all of
the user's personal information so that it can be viewed by the user who
scanned the trusted square QR code which triggered the personal
information transfer to the merchant.

Shown in Figure 3F is yet another embodiment of the trusted square
service. In this embodiment, a user engaged in an in-store transaction, such
as the restaurant transaction previously described in a manner similar to that
described in the previous embodiment that was shown in Figure 3E. In this
previous embodiment, the merchant's / requesting entity's POS terminal
generated a TrustedSquarelD and associated trusted square scan code,
which was presented to the user for scanning. In the present embodiment,
the requesting entity’'s / merchant's POS system 602 is adapted to first
communicate a trusted square binding request message to trusted square
application server 200 (step 1). The binding request includes information
which identifies or can be used to identify the user’s bill, order, transaction,
or other session that requires or is associated with the collection of personal
information from the user. In one embodiment, information which can be
used to identify the Requesting Entity / POS terminal may also be included in
the request message. In this example, trusted square scan-triggered server
200 receives the request and generates a TrustedSquarelD and associates
this identifier with the provided user session / transaction information. This
association information is stored by server 200 in a binding record. The
TrustedSquarelD information is communicated to the requesting POS 602 in
step 2. From this point forward, steps 3 through 8 proceed in a manner that
is similar to the analogous steps previously described in the embodiment
shown in Figure 3E, and as such a detailed discussion of these steps is not
repeated here.

Shown in Figures 3G and 3H is yet another embodiment of the trusted

square service. In this exemplary embodiment, operation and processing
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initially proceeds in a manner somewhat similar to that shown in Figure 3F.
The one key difference is related to the communication and subsequent use
of order / transaction / invoice / session detail information (e.g., 1 drink @
$1, 2 fries @ $2, etc.), which is communicated from requesting POS 602 to
scan-triggered trusted square server 200, as indicated in step 1 of Figure
3G. Server 200 receives and processes this order detail information, along
with user session / transaction identifier information, which includes
generating a TrustedSquarelD value, binding the TrustedSquarelD value to
the user session / transaction identifier and order detail information, and
storing this associated information in a binding record. In step 2, the
TrustedSquarelD value and/or the associated trusted square scan code
(e.g., QR code) is communicated to requesting POS 602. As discussed in
previous embodiments and examples, in some embodiments, information
which can be used to identify scan-triggered trusted square server 200 may
be included / encoded in the associated trusted square scan code (e.g., QR
code) that is presented for scanning to the user. In other embodiments,
scan-enabled client module 104 may be programmed with or may determine
the address of the trusted square server to which the scan information is to
be sent for processing. Exemplary information that identifies or can be used
to identify a trusted square scan-triggered application service server
includes, but is not limited to, a uniform resource locator URL), Internet
protocol address and port, etc. Steps 3 — 6 proceed in a manner similar to
that previously described in other embodiments in this disclosure and hence
a detailed description of these steps is not repeated here.

In step 5, user 100 scans the trusted square scan code provided by
requesting POS 602 and in response, as shown in Figure 3H, scan-triggered
server 200 accesses the previously stored binding record associated with
the scanned/provided TrustedSquarelD value. Server 200 extracts order /
bill / invoice detail information from the binding record and communicates
this information to user 100 in step 7. In one embodiment, server 200 also
communicates / displays to user 100 a confirmation option, such as a tap-

able confirmation button that is displayed on the screen of the user’'s mobile
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device (along with the order detail information). [n such an embodiment,
server 200 is adapted to wait to receive positive confirmation / authorization
from the user (e.g., the user taps the on-screen confirmation button or clicks
a confirmation / authorization hyperlink in an external email / text message
that is sent to the user, etc.) prior to completing / fulfilling the personal
information transfer request made by requesting POS 602. [n step 8, the
user 100 submits confirmation / authorization instruction information to
server 200. In steps 9 and 10, server 200 communicates the requested
personal information associated with the user to requesting POS 602 where
it is used to complete the transaction / personal information request session.

It will be appreciated that a merchant may provision participation
rewards which may be distributed via any number of distribution algorithms
in response to the use of trusted square service by a user. In one
embodiment, reward Control Logic Module 210 may distribute a participation
reward to a user in response to the scanning of a trusted square QR code by
the user. Exemplary participation reward data provisioned by a merchant is
shown in Table 9B, and includes RewardID information 354, reward
description information 356, reward entity / issuer information 357, and
reward expiration date information 358. Such digital rewards may be
credited to a digital reward wallet associated with the user’s scan-triggered
trusted square service account.

It will be appreciated with regard to the trusted square service
embodiments described above that such services may also be provided via
a native trusted square application that is installed on the user's smartphone.
In such cases, information that identifies or can be used to identify the
address of a trusted square server to which the TrustedSquarelD information
should be communicated need not be encoded within the trusted square QR
code that is displayed to and scanned by a user. In such native application
deployments, the information that identifies or can be used to identify the
address of a trusted square server may be pre-configured and stored in the
smartphone’s memory, such as in data storage module 116. Alternatively,

the native application may dynamically determine the address of the
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appropriate trusted square server at the time of the trusted square QR code
scan by a user or may have address information associated with a trusted
square service providing server statically provisioned in the native app
residing on the mobile communication device. In such scenarios, trusted
square processing is very similar to that described above, except that the
address of the trusted square server is not obtained by a user scan of a
trusted square QR code.

It will be appreciated that embodiments of the present trusted square
system are particularly useful in minimizing the risks associated with credit
card / personal identity theft, as the user’s credit card need never leave the
user's possession during the course of the entire transaction. Additionally,
embodirﬁents of the present trusted square system are useful in minimizing
the risks associated with malicious keystroke logging viruses and worms that
commonly infect the computers of on-line users / shoppers, as no personal
information need be typed by the user in order to complete an on-line
transaction.

According to one aspect of the subject matter described herein, a
system for facilitating the communication of personal information using
information obtained from the scanning of a scanable code by the user of a
scan-enabled client module is provided. The system includes a computing
platform having at least one processor. The system further includes a server
application module executable by or embedded within the at least one
processor and configured to store personal information associated with a
user. The server application module is further configured to receive from a
communication terminal associated with the requesting entity, a request that
includes information that can be used to identify a personal information
request transaction between a requesting entity and the user. The server
application module is further configured to, in response to receiving the
request, create and store a scan code identifier that is bound to the personal
information transaction request. The server application module is further
configured to communicate the scan code identifier to computer associated

with the requesting entity for inclusion in a user scanable service request
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code that is displayed to the user. The server application module is further
configured to receive, in response to the scanning of the user scanable
service code by the user, the scan code identifier and information that can be
used to identify the user. The server application module is further configured
to, in response to receiving the scan code identifier and information that can
be used to identify the user, accessing the user's stored personal
information. The server application module is further configured to
communicate the user’s personal information to a communication terminal

associated with the requesting entity.

Connect Square

Shown in Figure 4A is diagram that generally illustrates the
provisioning of information associated with one embodiment of a scan-
triggered service provided by a scan-triggered application server. This scan-
triggered service is referred to herein as Connect Square service, which is a
service that facilitates the addition of an item to a list for the user that is
triggered via the scanning of a Connect Square service scan code by the
user. One exemplary use of Connect Square service might involve a vendor
who is displaying goods or services at a trade show. A user who would like
to remember a particular vendor or later access information /materials
associated with the vendor scans a Connect Square QR code associated
with the particular vendor using the QR code scanner on the user's mobile
phone. Scanning of the Connect Square causes descriptive information
(e.g., hame, address, phone number, email address, web site URL, product
description information) about that particular vendor to be saved in the user’s
Connect Square data vault. The user can then log into the user's Connect
Square vault at any time and browse information about that vendor.
According to one aspect of the disclosed subject matter presented herein,
module 224 enables an information sharing entity (e.g., a merchant,
corporate personnel, healthcare staff, etc.) to provision data / information

that is to be shared with one or more users. An exemplary information
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Share may be a link/URL that points to a Google Drive Shared document /
file. If the information sharing entity wishes to distribute or make this
information Share link available to a select set of individuals (e.g., only users
of the connect square scan triggered service system), then simply encoding
a generic QR scan code with the web address / URL of the information
Share link would not provide the information sharing entity with sufficient
access controls, since anyone could scan the associated generic QR code
and access the Shared information. The scan-triggered system disclosed
herein provides a unique way for users to authenticated / authorized with
respect to the information Share, where the authentication / authorization is
performed by the scan-triggered service provider. Once a scanning user has
been authenticated (e.g., by the presenting of valid scan-triggered service
log-in credentials, etc.) by sever 200 at the time of the scan, the user is
granted access to the associated information Share. In one embodiment,
the information Share content may be hosted / stored on a server(s) /
network storage (e.g., Google servers, Amazon web Service servers,
Dropbox servers, etc.) that is not part of the scan-triggered service platform /
server 200, and server 200 simply stores or maintains binding information
that associates a ConnectSquarelD with an information Share, and binding
information that associates selected information Shares with a user's scan-
triggered service account. In one case, user access to remotely hosted /
stored information Share data is proxied by scan-triggered application server
200 on behalf of the scanning user. In other embodiments, some of the
information Share or materials may be stored and served up by server 200
or cloud-storage resources controlled by / accessible to server 200. In one
embodiment, if a scanning user is not a registered user (i.e., does not have a
scan-triggered service account associated with the provider of connect
square scan-triggered service), then the scanning user is not Qranted access
to the associated information Share, or may be only allowed limited access
(e.g., only access to information stored by / at server 200, and no access to
remote information Shares (e.g., Dropbox share, etc.)). In one embodiment,

server 200 may selectively grant (and proxy if necessary) access to an
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information Share based on one or more user actions. Exemplary user
actions may include, but are not limited to, scanning of a predetermined
number of scan codes associated with the scan-triggered service system,
scanning of a predetermined sequence of scan codes associated with the
scan-triggered service system, providing of feedback information (e.g., “l had
a bad experience”, a response option identifier that may be used by server
200 to identify an element of feedback response, etc.) to server 200, and
providing rating score information (e.g., “service was 10 on a scale of 1 to
10", a rating score value or identifier that may be used by server 200 to
identify a rating score based on a rating scale provided by server 200, etc.)
to server 200. The connect square service may also provide the user with
an electronic coupon or Reward for scanning the connect square associated
with a particular vendor, or for scanning a certain number of Connect Square
scan codes associated with the vendor. The connect square service may
facilitate and track redemption of the reward by the user,

In this example, to provision a connect square code, a vendor uses
computer terminal 600 to log into a provisioning interface associated with
scan-triggered application server 200 that is hosting the connect square
application, as indicated in step 1. In step 2, ConnectSquarelD identifier
information 4086, resource or information sharing entity information such as,
vendor name 408, vendor email address 412, vendor phone number 414,
vendor street address, product stock keeping unit (SKU) information,
universal product code (UPC) information, product description text, uniform
resource identifier or locator information 410 associated with the vendor's
website or product, related product identifiers / descriptions, product price
information, sale date information, in-stock quantity information, and
associated participation reward (e.g., a reward that is granted in response to
scanning the connect square code) information is provisioned, as illustrated
in Table 8B illustrated in Figure 4C. A user may provide user account
information, which is stored by server 200. Exemplary user scan-triggered
service account information is shown in Table 7B and includes user identifier

information 400, username information 402 (e.g., email address, screen
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name, etc.), and address / zip code information 404. Participation reward
information may be provisioned and stored by server 200. Exemplary
reward information is shown in Table 9B and includes an associated
ConnectSquarelD value 408, a reward identifier 416, a reward description /
value 418, a reward entity 419 (e.qg., issuing entity / merchant), and reward
expiration information 420. Shown in Table 11 is additional exemplary data
/ information that is associated with a ConnectSquarelD and which may be
made available to a user who scans the associated connect square service
scan code, including cloud-hosted share service provider (e.g., Dropbox,
Google Drive, etc.) identifier information 430, Shared resource identifier
(such as a URL link to the shared resource) 432, shared access security key
/ credential information 434, and share duration identifier information 436.
Digital reward information may include, but is not limited to, a Reward|D 416,
a reward description 418, and a reward expiration date 420. Exemplary data
tables and data structures associated with various embodiments of connect
square service are presented in Figure 4C. In step 3, a ConnectSquarelD
value is created and bound to the provisioned information / information
Share data, and stored by server 200. In step 4, a connect square scan
code information is communicated to provisioning entity 600. In step 5, one
or more copies of the associated Connect Square scan code are produced
and displayed to users. For example, once provisioning is completed for the
product, a connect square QR code 704 is generated, where the connect
square QR code includes ConnectSquarelD identifier information that is
bound to / associated with the information owner / sharer, and can
consequently be used by server 200 to identify a vendor / entity wishing to
provide access to a resource (e.g., a document, web page, contact
information, a cloud-hosted information/data Share, etc.). In this example, a
ConnectSquarelD value 406 is generated by Connect Control Logic Module
224 and incorporated into connect square QR code 704.

In one embodiment, information that identifies or can be used to
identify application server 200 is also encoded in the connect square QR

code. The exemplary connect square QR code also includes information
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that identifies or can be used to identify and establish communications with a
network server or host computer that provides scan-triggered connect
square service. Exemplary information that identifies or can be used to
identify a network server or host computer for providing connect square
service may include, but is not limited to, a uniform resource locator (URL)
and URL parameters, an Internet protocol (IP) address and port identifier.
Alternatively, the native application may dynamically determine the address
of the appropriate connect square server at the time of the connect square
QR code scan by a user or may have address information associated with a
connect square service providing server statically provisioned in the native
app residing on the mobile communication device. In such scenarios,
connect square processing is very similar to that described above, except
that the address of the connect square server is not obtained by a user scan
of a connect square QR code.

Copies of the connect square QR code 704 may be deployed in any
number of ways and formats including, but not limited to, in a trade show
booth, printed tags that are placed on the shelf that holds/displays the
associated product, direct mailing collateral, in-store displays, computer
monitor display, magazine advertisements, purchase receipts, etc.

In Figure 4B, step 1, a user scans connect square code 704.
Scanning of the connect square code causes the scan-enabled client
module 104 to communicate user identifying / user login credentials (e.g.,
scan-triggered  service login  credentials, etc) and extracted
ConnectSquarelD information to connect square scan-triggered service
application server 200. When the connect square QR code is scanned by
the user's QR code scanner, the encoded ConnectSquarelD information
and, in one embodiment, a connect square scan-triggered service server
identifier or address information is extracted by the QR code scanner and
the information that identifies or can be used to identify a connect square
application server is used to facilitate communication of the extracted
ConnectSquarelD information to the identified Connect Square application

server (step 2). Alternatively, the native application may dynamically
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determine the address of the appropriate trusted square server at the time of
the connect square QR code scan by a user. It will be appreciated that in
various embodiments of the subject matter described herein, the
ConnectSquarelD information may be encrypted or obfuscated during
communication from the user’'s mobile communication device to the connect
square application server. In other embodiments, the information that
identifies or can be used to identify a connect square application server may
itself be encrypted or obfuscated when read by the QR code scanner, and
may be subsequently decrypted / de-obfuscated by scan control logic
module 112 so as to obtain the information necessary to identify the connect
square application server to be contacted. Also communicated to the
connect square application server is information that identifies or can be
used to identify the user (e.g., the person that scans the connect square QR
code). This user identifying information may be provided to the connect
square application server 200 before, after, or at the same time that the
previously discussed scanned information is provided. For example, in one
embodiment, the user may log in (i.e., provide login credentials that are
sufficient to identify and authenticate the user) prior to scanning the connect
square QR code, and application server 200 is adapted to associate the
subsequently received ConnectSquarelD information with the user.
Alternatively, the user’s login credentials may be provided at the time of / as
a result of the connect square QR code scan, along with the
ConnectSquarelD information.

Connect square scan-triggered application server 200 receives the
scan code information, which includes user identifying / user login
credentials and information share / information sharing entity identifying
information (e.g., ConnectSquarelD), and may respond with an
acknowledgement message. Server 200 creates and stores a scan
transaction record which binds or associates the user identifying information
and the ConnectSquarelD identifier, as indicated in step 3. Exemplary scan
transaction record information is presented in Table10 and includes

scanning user identifying information 422, scanned ConnectSquarelD
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information 424, scan timestamp information 426, granted reward identifier
information 428, and user survey feedback / response information or rating
score information. In one embodiment, creation of this binding or transaction
record associates the information / information share with the user and
effectively places the information / information share in a digital library / vault
/ information repository that is associated with the user's scan-triggered
service account. The user can log in to the user's connect square scan
triggered service account and browse / view / download any of the
information that the user has placed in the user’s digital repository via the
prior scanning of connect square service scan codes. In one embodiment,
the scanning user may be prompted to confirm that the user would like the
associated information / information share placed in the user’s vault or digital
information repository. In step 4, server 200 is adapted to provide access to
any information or information shares that are local to or directly controlled
by scan-triggered service server 200. As such, the scanning user 100 may
immediately browse / view / download such locally hosted information. Step
6 illustrates a situation where an information Share is associated with the
scanned Connect Square scan code, and where the information Share is
associated with a 3" party or remote information repository (e.g., Dropbox,
Google Drive, etc.). In this situation, server 200 is adapted to proxy access
to the information Share on behalf of scanning user 100. For example, scan-
triggered server 200 may contact 3™ party / remote information repository
server 604 and provide access credentials (e.g., security key, password,
access code, etc.) necessary to access the associated information Share on
behalf of user 100. In step 7, remote information share host 604 grants
access to and provides the associated information share content to server
200, where it is relayed to user 100, step 8. In alternate embodiments,
server 604 may establish / negotiate a direct connection to user 100 (with or
without the assistance of server 200), such that the remote information
Share is made accessible to user 100 directly by server 604. In any event,
user 100 is provided access, following a scan of the associated connect

sqguare scan code, to the remote information Share data.
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If connect square control logic module 224 determines that the user
has not already scanned this connect square code, then the associated
information / information share is bound to the user's Connect data log or
vault using the received vendor identifying information (step 3). Via a mobile
user browsing interface or a desktop user interface, the user may log into the
Connect square application server 200 and browse the contents of the user’s
Connect data / vault at a later time. In this example, the user can log in
through a desktop / laptop or tablet computer and browse the information
that the user agreed to accept or have placed in the information repository
vault associated with the user's scan-triggered service account. In one
embodiment, the scanning user of mobile device 100 may be granted
permission / access to an online shared folder (e.g., Google Drive folder,
Dropbox folder, etc.) in response to scanning of connect square scan code
704. In this case, scan-triggered server 200 may proxy the granting of
access permission to the shared resource. For example, server 200 may
receive ConnectSquarelD and user identifying information as a result of the
scan of connect square code 704 by user 100, and server 200 may
communicate with a network-based share provider (e.g., Google Drive,
Dropbox, etc.) in order to obtain access permission for a shared resource on
behalf of the scanning user 100. As such, user 100 may subsequently
access the shared resource using access credentials obtained by or
provided by scan-triggered connect square server 200. Exemplary network-
based resource share information and connect square scan code binding
information is presented in Table 11, and includes a ConnectSquarelD 406,
an information / information share provider 1D 430, a share resource address
/ identifier (e.g., URL + parameters) 432, share access / security credentials
434, share duration information 436.

In one embodiment, connect square control logic module 224 may
determine (based on prior provisioned rules) whether the user should be
granted a reward in exchange for scanning the Connect Square code. If a
reward is to be granted, reward control logic module 210 may facilitate the

crediting of the granted reward to the user’s account. In one embodiment, a
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digital reward may be credited to a reward wallet associated with the user’s
scan-triggered service account.

it will be appreciated with regard to the connect square service
embodiments described above that such services may also be provided via
a native connect square application that is installed on the users
smartphone. In such cases, information that identifies or can be used to
identify the address of a connect square server to which the appointment
information should be communicated need not be encoded within the
connect square QR code that is displayed to and scanned by a user. In
such native application deployments, the information that identifies or can be
used to identify the address of a connect square server may be pre-
configured and stored in the smartphone’s memory, such as in data storage
module 116. Alternatively, the native application may dynamically determine
the address of the appropriate Connect Square server at the time of the
connect square QR code scan by a user. In such scenarios, connect square
processing is very similar to that described above, except that the address of
the connect square server is not obtained by a user scan of a connect
square QR code.

It will be appreciated that embodiments of the connect square service
enable a user to collect and maintain vendor contact information (and
associated goods/services information) in a manner that keeps the user's
identity and interest hidden from the vendor who generates and displays the
connect square scan code. Users may, at their discretion, choose to allow a
vendor associated with a connect square code that the users have scanned
to obtain access to information that identifies the users.

According to another aspect, the subject matter described herein
includes a system for facilitating access to stored information via the
scanning of a scanable code by a scan-enabled client module. The system
includes a computing platform having at least one processor. The system
further includes a server application module executable by or embedded
within the at least one processor. The server application module is

configured to create and store a scan code identifier that is bound to an
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element of sharable information. The server application is configured to
receive from a scan-enabled client module, the scan code identifier that is
obtained from the scanning of an associated scanable service code by a
user. The server application module is further configured to create and store
an association between the received scan code identifier and the user. The
server application module is further configured to, in response to receiving a
request to access the element of sharable information, provide access to the

element of sharable information.

Ratelt Square

Shown in Figure 5A is diagram that generally illustrates the
provisioning of information associated with one embodiment of a service of a
scan code-based, scan-triggered service system. This service is referred to
herein as Ratelt square service, which is a service that enables a user to
quickly and easily express feedback through the use of a tap-able or touch-
controlled rating scale interface (e.g., sliding-scale interface, etc.), where
presentation of the rating-scale interface and collection of the user-specified
rating value is facilitated via the scanning of a Ratelt square service scan
code by the user, where the Ratelt square is associated with a ratable entity
or item. One exemplary use of Ratelt square service might involve a wine
merchant that is hosting a wine tasting event for users, which has 3 different
bottles of wine for tasting. The wine merchant logs into the merchant's
Ratelt square account and provisions 3 Ratelt square scan codes (e.g., QR
codes), a unique Ratelt square QR code is provisioned and generated for
each of the 3 bottles of wine (i.e., each bottle of wine is a ratable entity).
Each Ratelt Square QR code is placed near or on the associated bottle of
wine. As a user tastes a bottle of wine, the user scans the Ratelt square QR
code associated with that bottle. Ratelt square identifier information
encoded in the scanned Ratelt square scan code is decoded and used to
access a Ratelt square server. The Ratelt square server communicates

information back to the scanning user's smartphone which causes a touch-
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operable variable rating scale to be displayed on the user's smartphone. In
one embodiment, the user uses his or her finger to operate the variable
rating scale, such as a linear or rotary sliding scale interface, and specify a
particular rating score or value. The rating scale may be continuous (i.e.,
analog) or may be incremented / decremented in discrete amounts. Once a
rating value is selected the user taps a button which causes the specified
rating value information to be communicated to a Ratelt square scan-
triggered application server, where it is stored. Once stored the rating
information may be visible to the user, the wine merchant, or both. For
example, in one embodiment, a statistic or metric associated with aggregate
rating score values collected from many users may be displayed to the
scanning user following the Rating Square scan code.

It will be appreciated that user information, such as user account
information associated with scan-triggered service server 200 may be
provisioned by a user or other provisioning entity. Exemplary user account
information is shown in Table 12 illustrated in Figure 5C and includes user
identifying information 400, username information 402, and user address /
Zip code information 404.

Continuing with Figure 5A, a merchant 458 or other provisioning entity
logs into Ratelt square server 200 and provides the information necessary to
provision a Ratelt square, as indicated in steps 1 and 2. In this example, the
provisioner provides a Ratelt square entity identifier 452 which can be used
by the merchant 458 to uniquely identify the Ratelt square scan code that is
being provisioned and the good, service, idea, or other ratable entity with
which it is associated (e.g., a ratable entity may be any good or service with
which a Ratelt square scan code can be associated). In this example, each
of the 3 different bottles of wine is a unique ratable entity that is assigned a
unique Ratelt square entity identifier value 452. The Ratelt square entity
identifier can be a human read-able text string, such as “Bottle #1.” It will be
appreciated that Ratelt square control logic module 216, in this embodiment,
also assigns an internal identifier that is associated with the Ratelt square

scan code that is being provisioned, RateltSquarelD 450 shown in Table 13
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of Figure 5C. A merchant identifier or other scan code owner / administering
identifier 466 may be associated with RateltSquarelD 450, as well as a
merchant name 458 and location information 460 (e.g., store / branch
location identifier, geo-location coordinates, etc.). Also provided is
information that specifies rating scale information 454, which représents the
allowed / permitted range of rating values or scale to be used in rating the
associated Ratelt square entity 452. In one embodiment, rating scale
information may be comprised of a highest rating score value, a lowest rating
score value, and a rating score increment / resolution value. For example,
rating scale information associated with a Ratelt square entity may include a
highest rating score value of 10, a lowest rating score value of 1, and a
rating score increment / resolution value of .5 units. As such, a user who
scans the Ratelt square code associated with the Ratelt square entity would
be provided with a user interface that displays rating scale with a highest
rating score of 10, a lowest rating score of 1, and a user touch-slide-able
selector that moves on-screen and can be used to select a rating score in
increments of .5 units. It will be appreciated, that Ratelt square control logic
module 216 may also assigh a default rating scale range and resolution, in
the event that none is specified by the provisioner at provision time. It will
also be appreciated that the scale range may include a collection of non-
numeric values (e.g., worst, bad, ok, good, best), in which case the
resolution value may be optionally omitted.

Participation reward information may be provisioned and stored by
server 200. Exemplary reward information is shown in Table 14 and
includes an associated RateltSquarelD value 450, a reward identifier 462, a
reward description / value 464, a reward entity 465 (e.g., issuing entity /
merchant), and reward expiration information 466.

In step 3, server 200 creates and stores a binding record which
associates the assigned RateltSquarelD value 450 and the associated
ratable / Ratelt entity 452 and other provisioned information. In step 4, scan-
triggered application server 200 responds either with a ready-to-deploy

Ratelt Square QR code scanable image (e.g., png or jpeg formatted image,
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etc.) or with Ratelt square information that is used by a QR code image

generator which is resident on the merchant's computer 600. In either case,

. a Ratelt square QR code is generated which includes information that can

be used to identify the Ratelt entity and, for example, the associated
merchant. In cne embodiment, information that identifies or can be used to
identify application server 200 is also encoded in the Ratelt square QR code.
It will be appreciated that embodiments of the subject matter described
herein may combine or concatenate identifiers, such that a single identifier
may be used which is capable of identifying both the merchant and the
Ratelt square entity. In this example it is assumed that the Ratelt square
entity identifier includes sufficient information so as to effectively identify both
the merchant and the Ratelt entity. Furthermore, the Ratelt square entity
and merchant identifying information may be encrypted/obfuscated prior to
inclusion in the Ratelt square QR code. In such cases, decrypted/de-
obfuscated by scan control module 112 prior to transmission to application
server 200, or by Ratelt square control logic module 216 once it is received
by scan-triggered service application server 200.

The exemplary Ratelt square QR code also includes information that
identifies or can be used to identify and establish communications with a
network server or host computer that provides Ratelt square service (e.g.,
scan-triggered server 200). Exemplary information that identifies or can be
used to identify a network server or host computer for providing Ratelt
square service may include, but is not limited to, a uniform resource locator
(URL) and URL parameters, an Internet protocol (IP) address and port
identifier. Such scan-triggered server identifying information encoded in a
Ratelt square scan code may be optionally encrypted / obfuscated. It will be
appreciated with regard to the Ratelt square service embodiments described
above that such services may also be provided via a native Ratelt square
application that is installed on the user's smartphone. In such cases,
information that identifies or can be used to identify the address of a Ratelt
square server to which the appointment information should be

communicated need not be encoded within the Ratelt square QR code that
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is displayed to and scanned by a user. In such native application
deployments, the information that identifies or can be used to identify the
address of a Ratelt square server may be pre-configured and stored in the
smartphone’s memory, such as in data storage module 116. Alternatively,
the native application may dynamically determine the address of the
appropriate Ratelt Square server at the time of the Ratelt square QR code
scan by a user. In such scenarios, Ratelt square processing is very similar
to that described above, except that the address of the Ratelt Square server
is not obtained by a user scan of a Ratelt Square QR code.

[n Figure 5B, a user scans Ratelt square code 706. Scanning of the
Ratelt square code causes the scan-enabled client module 104 to
communicate user identifying / user login credentials and RateltSquarelD
information to Ratelt square application server 200, as indicated in steps 1
and 2. It will be appreciated that embodiments of the subject matter
described herein may be deployed, wherein user identifying information is
not collected / submitted to application server 200. In such, “anonymous”
modes of operation, rating score information solicited and collected from
users via the scanning of an associated Ratelt square scan code may be
stored in a binding record by application server 200, where the record does
not contain user identifying information. However, for the sake of illustration,
the embodiments described here assume that user identifying information is}
provided by / obtained from the scanning user 100. When the Ratelt square
QR code is scanned by the user's QR code scanner, the encoded
RateltSquarelD information and Ratelt square application server identifier or
address information is extracted by the QR code scanner and the
information that identifies or can be used to identify a Ratelt square
application server is used to facilitate communication of the extracted
RateltSquarelD information to the identified Ratelt square application server.
It will be appreciated that in various embodiments of the subject matter
described herein, the RateltSquarelD information may be encrypted or
obfuscated during communication from the user's mobile communication

device to the Ratelt square application server. In other embodiments, the
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information that identifies or can be used to identify a Ratelt square
application server may itself be encrypted or obfuscated when read by the
QR code scanner, and may be subsequently decrypted / de-obfuscated by
scan control logic module 112 so as to obtain the information necessary to
identify the Ratelt square application server to be contacted. Also
communicated to the Ratelt square application server is information that
identifies or can be used to identify the user (e.g., the person that scans the
Ratelt square QR code). This user identifying information may be provided
to the Ratelt square application server 200 before, after, or at the same time
that the previously discussed scanned information is provided. For example,
in one embodiment, the user may log in (i.e., provide login credentials that
are sufficient to identify and authenticate the user) prior to scanning the
Ratelt square QR code, and application server 200 is adapted to associate
the subsequently received Ratelt square entity ID information with the user.
Alternatively, the user’s login credentials may be provided at the time of / as
a result of the Ratelt square QR code scan, along with the RateltSquarelD
information.

Ratelt square application server 200 receives the information, which
includes user identifying / user login credentials and RateltSquarelD
information. Module 216 uses the received RateltSquarelD information to
access previously provisioned Ratelt square binding record information,
which includes product/service identifying information and rating scale
information, as discussed previously. In step 3, server 200 and responds to
the scanning user with user-operable rating control elements (e.g., on-
screen, touch-driven sliding scale control, rotary scale control user interface
element, etc.) which display rating score / scale range information that, for
example, specifies the associated good/service identifying information (i.e., a
text description of what is being rated) and range of the Ratelt scale and
resolution (e.g., 1 — 10, resolution .5 units). Through a user interface, which
may include a touch driven sliding scale or other touch driven variable
selection user interface user input control construct (e.g., graphic analog

sliding selector, analog dial, etc.) the user specifies a rating value within the
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rating range. It will be appreciated that in one embodiment, a default rating
range scale and resolution (e.g., 1 — 5, .5) may be applied if no rating scale
and resolution information is provided by application server 200. User 100
taps or touches one or more rating controls that are displayed on the screen
of the user's mobile device in order to select or specify a rating score value.
The specified rating value information is then communicated to application
server 200, as shown in step 4.

Ratelt square control logic module 216 receives and records / logs the
information, as indicated in step 5. In step 5, the provided rating value may
be bound to or associated with the scanning user identifying information (if
provided), such as is generally illustrated in Table 15 of Figure 5C. Table 15
includes exemplary scan transaction information such as, UserlD information
468, the associated RateltSquarelD value 470, the rating score value
provided by the user 472, timestamp information associated with the scan
474, and information that can be used to identify a reward 476 that is
granted to the user (e.g., as a reward for scanning the code).

In an alternate embodiment, anonymous Ratelt data may be collected
in a manner similar to that described above. In such a scenario, the
information communicated from the user's smartphone to the application
server 200 does not include user identifying information or login credentials.
Such Ratelt data received by application server 200 may be stored without a
user association as an anonymous user rating score input.

In step 6, rating score and/or rating score statistics associated with
user scans of the Ratelt square scan code 706 are reported or made
available, for example, to a merchant / merchant computer 606.

In one embodiment, Ratelt square control logic module 216 may
determine (based on prior provisioned rules) whether the user should be
granted a reward in exchange for scanning the Ratelt square code. If a
reward is to be granted, Reward Control Logic Module 210 may facilitate the
crediting of the granted reward to the user's account. In one embodiment, a
digital reward may be credited to a reward wallet associated with the user’s

scan-triggered service account, step 7. Exemplary reward data is shown in
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Table 14 and includes the value of the RateltSquarelD 450 with which the
reward is associated, a reward identifier 462, a reward description 464, a
reward issuing entity 465, reward expiration date information 466. Also
indicated in step 7, is a mode of operation whereby the scanning user 100 is
provided with a rating score summary or statistics (which are displayed on
the user's mobile device screen post-scan) associated with other users who
have scanned the same or a similar Ratelt square scan code.

In one exemplary embodiment, a RateltSquarelD identifier value may
be generated by scan-triggered application server 200 and associated a
particular beverage, such as a beer. The RateltSquarelD value is encoded
in a scanable code, such as a QR code, which can be printed on, for
example, a drink coaster or a beer glass / cup. When the code is scanned
by a user, the RateltSquarelD is communicated to scan-triggered server
200, in a manner similar to that described previously. Optionally, user
identifying information (e.g., a scan-triggered service account username,
email address, username, IP address, mobile phone number, etc.) may also
be communicated to scan-triggered server 200. In response to receiving the
RateltSquarelD scan information, server 200 is adapted to communicate
multiple rating categories 478 and associated rating scale / scoring scale
information 480. Exemplary rating category information that may be
provisioned and stored by server 200 is shown in Table 16. For example,
server 200 may communicate beer judging guidelines (e.g., Beer Judge
Certification Program style guidelines, American Homebrewers Association
guidelines, etc.) which include multiple rating categories, with multiple rating
scales. In such embodiments, a single RateltSquarelD value 450,
associated with the single Ratelt entity 452, may be associated with multiple
rating categories 478 and their associated rating criteria / rating scales 480.
Exemplary multi-category rating provisioning data is illustrated in Table 16 of
Figure 5D. As such, the scanning user is presented with multiple rating
categories and their associated rating scales. In a manner similar to that
described previously, the user may select or specify a rating score value for

each rating category and the specified rating score values are
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communicated to and recorded / logged by server 200. Exemplary category-
based user response / scan transaction data is illustrated in Table 17 and
includes UserlD information 468 (if available), associated RateltSquarelD
information 486, Rating Category identifying information 488, Category-
specific rating score information 490 provided by the user, and scan
transaction timestamp information 492. As such, rating category-specific
rating score values for a particular type / brand / style of beer may be
collected from users by scan-triggered server 200. In an alternate
embodiment, a RateltSquarelD identifier value may be generated by scan-
triggered application server 200 and associated a group or flight of beers.
When this RateltSquare code is scanned by a user, server 200 receives the
associated RateltSquarelD and communicates a menu of beer selections to
the user’'s mobile scanning device, where the menu is displayed to the user.
The user may tap-to-select an onscreen button associated with a particular
beer that the user is drinking. In one embodiment, a rating information may
be collected from the user as described above, and subsequently
communicated to server 200 where it is stored / associated with the
previously selected beer. In another embodiment, when the user taps an on-
screen button to specify the user's beer selection / beer that the user intends
to rate, this beer selection information is communicated to server 200, where
it is used to select one or more of the rating categories that are subsequently
communicated / presented to the user. It will be appreciated that similar
embodiments of the subject matter described herein may be associated with
types / vintages of wine and used in a similar manner to facilitate the
collection of user ratings for different wines. In one embodiment, when a
user scans a Ratelt square associated with an item (e.g., beer, wine, etc.),
the user is shown metrics / statistics / data associated with rating scores
provided by other users who have also scanned the same (or related) Ratelt
square scan codes associated with the item. As illustrated in Table 13 of
Figure 5C, location information 460 may be associated with a
RateltSquarelD, such that location information may be inferred from scan

data that is received from users who scan the associated Ratelt square scan
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code and subsequently provide rating score feedback information. Such
location information may be stored and analyzed by server 200 to determine
user preference trends based on location / geo-location. A scanning user
may be credited with a digital reward in response to scanning of a Ratelt
square scan code and/or the providing of rating score feedback information
for the associated item.

It will be appreciated with regard to the Ratelt square service
embodiments described above that such services may also be provided via
a native Ratelt square application that is installed on the user’'s smartphone.
In such cases, information that identifies or can be used to identify the
address of an Ratelt square application server (e.g., scan-triggered server
200) to which the rating score information should be communicated need not
be encoded within the Ratelt square QR code that is displayed to and
scanned by a user. In such native application deployments, the information
that identifies or can be used to identify the address of a Ratelt square
server may be pre-configured and stored in the smartphone’s memory, such
as in data storage module 116. Alternatively, the native application may
dynamically determine the address of the appropriate Ratelt square
application server at the time of the Ratelt square QR code scan by a user.
In such scenarios, Ratelt square processing is very similar to that described
above, except that the address of the Ratelt Square server is not obtained

by a user scan of a Ratelt square QR code.

Tracklt Square

Shown in Figure 6A is diagram that generally illustrates exemplary
information flow and processing associated with a scan code-based service
system according to an embodiment of the subject matter described herein.
This service is referred to herein as Tracklt square service, which is a
service that facilitates the reporting of the status and/or condition of shipped
packages to a status requesting entity (e.g., a merchant, the shipper of a

package, etc.), where the reporting or notification is triggered via the
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scanning of a Tracklt square service scan code by the user. One exemplary
use of Tracklt square service might involve the receipt of a package that was
shipped from a merchant to a user. The merchant generates a Tracklt
square QR code that is either affixed to the outside of the package or placed
inside the box (e.g., printed on the shipping invoice). The Tracklt square QR
code includes information that identifies or can be used to identify the
shipping merchant. In one embodiment, the Tracklt square QR code may
also include information that identifies or can be used to identify a status
value associated with the package (e.g., arrived damaged, arrived missing
an order item, etc.). In one embodiment, may also include information that
identifies or can be used to identify the intended receiver of the package /
shipment (e.g., customer identifier, invoice number, customer name /
address info, etc.). In one embodiment, a separate / different Tracklt square
scan code may be generated, where each scan code represents a different
tracking status response option (e.g., status response option 1. arrived
damaged, status response option 2: arrived missing an order item, etc.) and
these scan codes may all be included in or on the shipped package / item.
When the user scans the desired Tracklt square QR code, for example a QR
code representative of response option 2 “arrived missing an item’,
information that identifies or can be used to identify the merchant, the
associated status response option value, and the user (i.e., the scanner of
the QR code) is communicated to an application server associated with the
Tracklt square service. The information is logged and made available /
reported to the merchant.

In an alternate embodiment, a single Tracklt square service scan
code may be generated and associated with a shipped package / item,
where the scan code, when scanned, is adapted to cause tracking status
response option information (e.g., status response option 1: arrived
damaged, status response option 2: arrived missing an order item, etc.) to
be communicated to and displayed to the scanning user, who can then
touch/tap or otherwise select the appropriate tracking status response

option. In response, the associated status response option value, and the
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user (i.e., the scanner of the QR code) is communicated to an application
server associated with the Tracklt square service. The information is logged
and made available / reported to the merchant.

It will be appreciated that user information, such as user account
information associated with scan-triggered service server 200 may be
provisioned by a user or other provisioning entity. Exemplary user account
information is shown in Table 18, and includes user identifying information
300, username information 302, and user address / zipcode information 304.

Continuing with Figure 6A, a merchant logs into Tracklt square server
200 and provides the information necessary to provision a Tracklt square, as
indicated in steps 1 and 2. Exemplary shipment / package data is shown in
Table 19, and may include status requesting entity identifying information
502 (e.g., information that can be used to identify the shipper / shipping
merchant, etc.), status response option identifier information 504, status
response option description information 506, associated shipper / merchant
order or invoice identifier information 508, and shipment / package receiver
identifying information 509. In step 3, module 220 creates and assigns a
TrackltSquarelD value 500 to the provisioned shipment / package
information, and stores the association in a binding record. This binding
information may be used later by server 200 to interpret received Tracklt
square scan code information generated by a user scan of the associated
service scan code. In this example, the provisioner (e.g., merchant)
provides or Tracklt square control logic module 220 assigns a
TrackitSquarelD identifier 500 which can be used by the merchant to
uniquely identify the Tracklt square that is being provisioned and the
associated status response option identifier 504 (e.g., “arrived damaged”,
“arrived missing order items”).

Participation reward information may be provisioned and stored by
server 200. Exemplary reward information is shown in Table 20 and
includes a reward identifier 510, a reward description / value 512, a reward
entity 513 (e.g., issuing entity / merchant), and reward expiration information
524.
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In step 4, application server 200 responds either with a pre-
generated, ready-to-deploy Tracklt square QR code scanable image (e.g.,
png or jpeg formatted image, etc.) or with TrackltSquarelD information that is
used by a QR code image generator. The Tracklt square scan code may be
deployed in any number of ways including printed on a sticker / label that is
affixed to the package, printed on a shipping invoice that is included in the
package, etc.), as indicated in step 5. In either case, a Tracklt square QR
code is generated which includes information that can be used by server 200
to identify the associated status option (e.g., “damaged”, “late”, “wrong item”,
etc.) and the associated merchant. In one embodiment, information that
identifies or can be used to identify application server 200 (e.g., URL
address, |P address, etc.), is also encoded in the Tracklt square QR code. It
will be appreciated that embodiments of the subject matter described herein
may combine or concatenate identifiers, such that a single identifier may be
used which is capable of identifying both the requesting entity and the status
option. In this example the TrackitSquarelD identifier can be used by server
200 to identify both the requesting entity and a specified / selected status
option. In other embodiments, the TrackltSquarelD identifier may be
encrypted/obfuscated prior to inclusion in the Tracklt square QR code. In
such cases, decrypted/de-obfuscated by scan control module 112 prior to
transmission to application server 200, or by Tracklt square control logic
module 220 once it is received by application server 200.

The exemplary Tracklt square QR code also includes information that
identifies or can be used to identify and establish communications with a
network server or host computer that provides Tracklt square service.
Exemplary information that identifies or can be used to identify a network
server or host computer for providing Tracklt square service may include, but
is not limited to, a uniform resource locator (URL) and URL parameters, an
Internet protocol (IP) address and port identifier. It will be appreciated with
regard to the Tracklt square service embodiments described above that such
services may also be provided via a native Tracklt square application that is

installed on the user's smartphone. In such cases, information that identifies
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or can be used to identify the address of a Tracklt square server to which the
rating score information should be communicated need not be encoded
within the Tracklt square QR code that is displayed to and scanned by a
user. In such native application deployments, the information that identifies
or can be used to identify the address of a Tracklt square server may be pre-
configured and stored in the smartphone’s memory, such as in data storage
module 116. Alternatively, the native application may dynamically determine
the address of the appropriate Tracklt square server at the time of the
Tracklt square QR code scan by a user. In such scenarios, Tracklt square
processing is very similar to that described above, except that the address of
the Tracklt square server is not obtained by a user scan of a Tracklt square
QR code.

Shown in Figure 6B, a user scans Tracklt square code 708. Scanning
of the Tracklt square code causes the scan-enabled client module 104 to
communicate user identifying / user login credentials and TrackltSquarelD
information to Tracklt square application server 200, as indicated in step 1.
When the Tracklt square QR code is scanned by the user's QR code
scanner, the encoded TrackltSquarelD information and Tracklt square
server identifier or address information is extracted by the QR code scanner
and the information that identifies or can be used to identify a Tracklt square
application server is used to facilitate communication of the extracted
TrackltSquarelD information to the identified Tracklt square application
server. It will be appreciated that in various embodiments of the subject
matter described herein, the TrackltSquarelD information may be encrypted
or obfuscated during communication from the user’'s mobile communication
device to the Tracklt square application server. In other embodiments, the
information that identifies or can be used to identify a Tracklt square
application server may itself be encrypted or obfuscated when read by the
QR code scanner, and may be subsequently decrypted / de-obfuscated by
scan control logic module 112 so as to obtain the information necessary to
identify the Tracklt square application server to be contacted. Also

communicated to the Tracklt square application server is information that
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identifies or can be used to identify the user (e.g., the person that scans the
Tracklt square QR code). This user identifying information may be provided
to the Trackit square application server 200 before, after, or at the same time
that the previously discussed scanned information is provided. For example,
in one embodiment, the user may log in (i.e., provide login credentials that
are sufficient to identify and authenticate the user) prior to scanning the
Tracklt square QR code, and application server 200 is adapted to associate
the subsequently received TrackltSquarelD information with the user.
Alternatively, the user’s login credentials may be provided at the time of / as
a result of the Tracklt square QR code scan, along with the TrackltSquarelD
information.

Tracklt square application server 200 receives the information, which
includes user identifying / user login credentials and
TrackltSquarelDTrackltSquarelD information (step 2). Trackit square
application server 200 binds the received TrackltSquarelD information to the
UserlD of the scanning user, and stores the information in a scan transaction
record that is placed in data storage module 212 (step 3). Exemplary scan
transaction record information is shown in Tables 21 and 22, and includes
user identifying information 616, TrackltSquarelD value information 518,
scan timestamp information 520, return authorization information 522,
granted reward identifying information 5624, and StatusResponseOptioniD
information 526. In other embodiments, UserID information may not be
communicated to server 200, and in such cases the
TrackltSquarelDTrackltSquarelD information may be used to determine or
locate associated order / invoice information previously stored in the
provisioning binding record, which serves to identify the user. The status
option information associated with the TrackltSquarelD is made available to
the shipper / merchant. In one exemplary embodiment, the shipper may log
in to application server 200 and view the received status option information
(step 4). Application server 200 may be adapted to actively notify the
shipper / merchant of the received status option information from the user.

In such cases, application server 200 may notify the merchant via email, text
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message service, instant message service, a social media messaging
service, or other electronic communications service.
In this example, the merchant / shipper responds by indicating to
application server 200 that the merchant / shipper would like a
5 communication sent to the user that includes information, such as return
authorization information 522, contact telephone number information, contact
email address information, return shipping address information, return
shipping instructions, etc. Some or all of this information may be provided by
the merchant in step 5, or some or all of this information may be provisioned
10 ahead of time by the merchant. In the later case, the communication
associated with step 5 serves to trigger application server 200 to include the
specified information in a communication to the user. As such, Tracklt
square application server 200 may, in one embodiment, act as a
communication proxy on behalf of the merchant. Tracklt square application
15  server 200 may generate an email, text message, instant message, voice
mail message, or other message that includes the merchant-specified
information and transmit the message to the user, as generally indicated in
step 6. In one embodiment, the scanning user 100 may be granted / issued
a digital reward for scanning the TrackltSquare and providing package /
20 shipment status (step 7). In one embodiment, such a digital reward may be
credited to the user's scan-triggered service account and stored in an
associated digital reward wallet.
Shown in Figure 6C is an alternate embodiment, wherein the
TrackltSquarelD value 518 obtained from user 100’s scan of Tracklt square
25  scan code 708 in step 1 is provided to Tracklt square server 200 in step 2, in
a manner similar to that described with respect to the previous embodiment.
In step 3, server 200 logs the received scan data and creates a scan
transaction record that associates the received TrackltSquarelD value with
the user. I[n step 4, server 200 uses the received TrackltSquarelD value
30 information to access the provisioned binding record that includes the
associated status response option information 504. In this case, multiple

possible status response options would be associated with the
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TrackltSquarelD code value. The located status response option information
(e.g., status response option 1. arrived damaged, status response option 2:
arrived missing an order item, etc.) is communicated to mobile device / user
100, where it is displayed to the user, as indicated in step 5. In one
embodiment, each status response option is associated with a touch-
selectable / tap-able button that is displayed on the touch-screen of the
user's mobile device 100. In step 6, the user's status response option
selection information (e.g., StatusResponseOptionID 526) is communicated
to server 200, where it is associated with the user's scan transaction record
and stored. It will be appreciated that steps similar to steps 4 — 7 of the
embodiment shown in Figure 6B may be subsequently performed in a similar
manner with respect to this embodiment.

It will be appreciated that in an alternate embodiment, a merchant
may provision order identification information, which may be associated with
the TrackltSquarelD of a unique Trackit square QR code, as indicated in
Table 19 of Figure 6D. When this Tracklt square QR code is scanned by a
user, the associated TrackltSquarelD provided to application server 200 as a
result of the scan can be used to identify the merchant order identification
information. This information can then be provided to or made available to
the merchant upon receipt of the scan.

It will be appreciated with regard to the Tracklt square service
embodiments described above that such services may also be provided via
a native Tracklt square application that is installed on the user’s smartphone.
In such cases, information that identifies or can be used to identify the
address of a Tracklt square server to which the appointment information
should be communicated need not be encoded within the Tracklt square QR
code that is displayed to and scanned by a user. In such native application
deployments, the information that identifies or can be used to identify the
address of a Tracklt square server may be pre-configured and stored in the
smartphone’'s memory, such as in data storage module 116. Alternatively,
the native application may dynamically determine the address of the
appropriate Tracklt square server at the time of the Tracklt square QR code
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scan by a user. In such scenarios, Tracklt square processing is very similar
to that described above, except that the address of the Tracklt square server
is not obtained by a user scan of a Tracklt square QR code.

According to one aspect of the subject matter describer herein, a
system for facilitating the communication of status information associated
with a delivery item via the scanning of a scanable code by a scan-enabled
client module is provided. The system includes a computing platform
having at least one processor. The system further includes a server
application module executable by or embedded within the at least one
processor and configured to create and store a scan code identifier that is
bound to a delivery item, receive from a scan-enabled client module, the
scan code identifier that is obtained from the scanning of an associated
scanable service code by a user, store the received scan code identifier; and

grant a reward to the user.

ClinSquare

Shown in Figure 7A is diagram that generally illustrates exemplary
information flow and processing associated with a scan code-based service
system according to an embodiment of the subject matter described herein.
This service is referred to herein as ClinSquare service, which is a service
that facilitates the recruitment of patients and/or volunteers for a clinical drug
or medical device trial that is triggered via the scanning of a ClinSquare
service scan code by the user. One exemplary use of ClinSquare service
involves a contract research organization (CRO) that needs to recruit
volunteers for a pharmaceutical drug trial study. In steps 1 and 2, the CRO
study coordinator entity 606 logs into an application server 200, which is
hosting ClinSquare application software. The study coordinator entity
provisions the ClinSquare application with clinical trial study recruitment
information. Exemplary clinical trial study recruitment information is shown
in Tables 23 — 25 illustrated in Figure 7C and may include, but is not limited

to, a study identifier 532, a study administrator or coordinator 534, a study
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description or name 536, study coordinator contact information 538, study or
deployment location information 540, participant screening question
identification information 544, screening question text (or URL link where text
can be found, etc.) 546, screening question response option information
547, and pass criteria information 548, and is shown in Tables 22 — 25. |t
will be appreciated that the clinical trial study, screening question
information, associated contact information, and participation reward
information presented in Tables 22 — 29 illustrated in Figures 7C and 7D is
merely illustrative, and that a CRO / study coordinator entity may provision
and store in application server 200 other data associated with the
recruitment of volunteers / patients for a particular clinical trial study. If
screening questions are provisioned, associated screening rule information
may also be provisioned. Screening rules may be stored and implemented
in any number of ways by ClinSquare Control Logic Module 222. In general,
such screening rules, however they are specified and implemented, are
adapted to determine whether a responding user (i.e., a potential study
recruit) provides screening question answers which are sufficient to warrant
further contact / communication with the user. For instance, a particular
screening question asks the user for the user's gender, and the user
responds with an indication that the user is “male.” If the associated clinical
trial study is only interested in female patients / volunteers, then the user
would not “pass” the screening and would not warrant further consideration,
further processing, or a follow-up communication, etc.

Information which identifies or can be used to identify deployment
entities 550 — 5652 and/or associated deployment locations 554 — 556 for
ClinSquare QR codes associated with the clinical trial study patient
recruitment campaign may also be provided at provisioning time by the study
coordinator entity. Again, exemplary deployment entity and deployment
location information is shown in Table 26, and may include pharmacies,
retail store locations, physician’s offices, hospitals, etc. As such, a study
coordinator can use the ClinSquare platform to implement and enforce

service agreements with 3" parties (e.g., a major pharmacy chain, a
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physician’s office, a dental practice, a hospital, etc.) which provide
compensation to the 3" party for each ClinSquare QR code scan or for each
ClinSquare QR code scan that leads to an enrolled patient / study volunteer.

in step 3, ClinSquare control logic module 222 of application server
200 is adapted to generate a ClinSquarelD identifier, which is associated
with or bound to the provisioned study information. Exemplary study
recruitment bind recording data is shown in Table 23 (and relationally
associated Tables 24 — 26), where ClinSquarelD value 530 is associated
with the provisioned clinical study / trial information elements discussed
above. ClinSquare scan code information is communicated to the
provisioning entity 606 in step 4, and for example, the study coordinator
generates a ClinSquare QR code that is printed on recruitment collateral
materials (e.g., flyers, brochures, table tents, handbills, direct mailing pieces,
etc.) and generally made available to members of the “recruit-able” public, as
indicated in step 5. In this example, the ClinSquare QR code includes a
ClinSquarelD identifier that is associated with the provision study
information, as generally illustrated in Figures 7C — 7D. For example, a
ClinSquarelD can be used by server 200 to identify the study coordinator
and associated clinical trial study for which volunteers are being recruited
(along with many other provisioned study attributes, such as the deployment
location of the scan code, whether a reward should be granted, what type of
reward should be granted, etc.). It will be appreciated that the information
sufficient to identify the study coordinator and associated clinical trial study
may be incorporated into or encoded in the ClinSquare QR code in the form
of a single ClinSquarelD identifier or alternatively via multiple identifiers. In
this example, a single ClinSquarelD is used which can be used to identify
both the study coordinator and the associated clinical trial study. The
exemplary ClinSquare QR code also includes information that identifies or
can be used to identify the deployment entity and deployment location. It will
be appreciated that inclusion of the information that identifies or can be used
to identify a deployment entity and deployment location is not required. The

exemplary ClinSquare QR code also includes information that identifies or

-63-



WO 2015/039025 PCT/US2014/055644

10

15

20

25

30

can be used to identify and establish communications with a network server
or host computer that provides ClinSquare service. Exemplary information
that identifies or can be used to identify a network server or host computer
for providing ClinSquare service may include, but is not limited to, a uniform
resource locator (URL) and URL parameters, an Internet protocol (IP)
address and port identifier. It will be appreciated with regard to the
ClinSquare service embodiments described above that such services may
also be provided via a native ClinSquare application that is installed on the
user’'s smartphone. In such cases, information that identifies or can be used
to identify the address of a ClinSquare server to which the appointment
information should be communicated need not be encoded within the
ClinSquare QR code that is displayed to and scanned by a user. In such
native application deployments, the information that identifies or can be used
to identify the address of a ClinSquare server may be pre-configured and
stored in the smartphone’s memory, such as in data storage module 116.
Alternatively, the native application may dynamically determine the address
of the appropriate ClinSquare server at the time of the ClinSquare QR code
scan by a user. In such scenarios, ClinSquare processing is very similar to
that described above, except that the address of the ClinSquare server is not
obtained by a user scan of a ClinSquare QR code.

Participation reward information may be provisioned and stored by
server 200. Exemplary reward information is shown in Table 27 and
includes a reward identifier 5568, a reward description / value 560, a reward
entity 561 (e.g., issuing entity / merchant), and reward expiration information
562.

It will be appreciated that user information, such as user account
information associated with scan-triggered service server 200 may be
provisioned by a user or other provisioning entity. Exemplary user account
information is shown in Table 22, and includes user identifying information
300, username information 302, and user address / zipcode information 304.

Shown in Figure 7B, a user scans ClinSquare code 710. Scanning of

the ClinSquare code causes the scan-enabled client module 104 to
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communicate user identifying / user login credentials, ClinSquarelD
information, Deployment EntitylD information, and Deployment LocationID
information to ClinSquare scan-triggered application server 200, as indicated
in step 1. When the ClinSquare QR code is scanned by the user’'s QR code
scanner, the encoded ClinSquarelD information and ClinSquare/scan-
triggered server identifier or address information is extracted by the QR code
scanner and the information that identifies or can be used to identify a
ClinSquare application server is used to facilitate communication of the
extracted ClinSquarelD information to the identified ClinSquare application
server, step 2. It will be appreciated that in various embodiments of the
subject matter described herein, the ClinSquarelD information may be
encrypted or obfuscated during communication from the user's mobile
communication device to the ClinSquare application server. In other
embodiments, the information that identifies or can be used to identify a
ClinSquare application server may itself be encrypted or obfuscated when
read by the QR code scanner, and may be subsequently decrypted / de-
obfuscated by scan control logic module 112 so as to obtain the information
necessary to identify the ClinSquare application server to be contacted. Also
communicated to the ClinSquare application server is information that
identifies or can be used to identify the user (e.g., the person that scans the
ClinSquare QR code). This user identifying information may be provided to
the ClinSquare application server 200 before, after, or at the same time that
the previously discussed scanned information is provided. For example, in
one embodiment, the user may log in (i.e., provide login credentials that are
sufficient to identify and authenticate the user) prior to scanning the
ClinSquare QR code, and application server 200 is adapted to associate the
subsequently received ClinSquarelD information with the user. Alternatively,
the user’s login credentials may be provided at the time of / as a result of the
ClinSquare QR code scan, along with information that can be used by server
200 to identify the Study, Deployment Entity, and Deployment Location, and

other pre-provisioned information associated with the study.
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ClinSquare application server 200 receives the information, which
includes user identifying / user login credentials and ClinSquarelD
information. ClinSquare application server 200 binds the received
ClinSquarelD information to the UserlD of the scanning user, and stores the
information in a scan transaction record that is placed in data storage
module 212. ClinSquare Control Logic Module 222 uses the provided
ClinSquarelD information to access one or more screening gquestions 546
(via ScreeningQuestionlD 544) associated with the study. Module 222
responds to the scanning user with one or more screening questions, as
indicated in step 3. It will be appreciated that server 200 may communicate
an entire structured “tree” of questions, which includes an initial question and
one or more levels of follow-up questions that may be dependent on the
answers given / response options selected by the user. Such a question
tree / follow-up question information may be communicated in one message
(such as is shown in step 3) or serially in multiple messages. In one
embodiment, user 100 may enter a free text response(s) to the study
question(s), which are communicated to server 200 where the user is logged
/ bound to the associated user identifying information. In one embodiment,
module 222 provides user 100 with one or more possible response options
547 associated with a screening question, and these response options are
displayed on the screen of the user's mobile device. For example, with
regard to the question “What is your gender?” module 222 may
communicate the gquestion text to user 100 along with two response options,
“Male”, “Female”. These two response options may be displayed to the
user in the form of touch-selectable or tap-able buttons that are displayed on
the screen of mobile device 100. Using user interface module 108, the user
provides answers to the screening questions and the answers are
communicated to application server 200, where the user is logged and
bound to the associated user identifying information, as indicated in step 4.
Exemplary scan transaction record / log information is shown in Tables 28
and 29, which include UserlD information 564, scanned ClinSquarelD

information 566, scan timestamp information 568, granted Reward|D
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information 570, presented or asked screening question identifier information
568, associated screening question response / answer identifying
information 572, and screening results / status indicator information 574.
ClinSquare Control Logic Module 222 evaluates the respondent’s answers
using previously provisioned screening rules / pass criteria 548. In one
embodiment, if the user does not pass the screening / vetting process,
application server 200 communicates a message to the user indicating that
the user does not qualify for the study (not shown in Figure 7B), or for
example, no further screening questions or follow-up questions are
presented to the user. In one embodiment, if the user does pass the
screening process, application server 200 is adapted to perform a study
recruitment action. Exemplary study recruitment actions may include, but
are not limited to, communicating study coordinator contact or advanced
screening coordinator contact information to the user, such as providing the
user with a telephone number (and/or other contact information) associated
with, for example, a study coordinator, study screening center, or study
physician, as indicated in step 5. Application server 200 may also collect
and store personal information associated with the user, such as name,
address, zip code, telephone number and email address information.
Another study recruitment action includes for example, a situation where
application server 200 may generate and communicate information to the
study coordinator that can be used to facilitate further contact /
communications with the user (e.g., a telephone number, an email address,
etc.), as indicated in step 6. Yet another study recruitment action includes
for example, a situation where application server 200 may generate and
communicate an externally communicated message (e.g., email or text)
addressed to the user, where the message includes information associated
with the clinical trial study, contact information associated with the study
(e.g., contact information associated with a study coordinator, study
screening center, or study physician, etc.), and scheduling information
associated with an appointment to meet with a study coordinator, study

screening center, or study physician, as indicated in step 7.
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In one embodiment, Reward Control Logic Module 210 is adapted to
communicate to the user or credit to the user's ClinSquare account a
participation reward associated with the scanning of the ClinSquare QR code
by the user. In one embodiment, Reward Control Logic Module 210 is
adapted to communicate to the user or credit to the user's ClinSquare or
other scan-triggered service account a participation reward once the user
has answered some or all of the screening questions, step 8. It will be
appreciated that the participation reward granted to a user may be
dependent on the deployment entity or deployment location associated with
the scanned ClinSquare QR code. For example, if a user scans a
ClinSquare scan code that is associated with and deployed at a Walgreen'’s
Pharmacy (e.g., the deployment entity ID 550 associated with the encoded
ClinSquarelD refers to Walgreen’s Pharmacy, then the user may be granted
a reward for a discount on goods or services provided by Walgreen's
Pharmacy, etc.).

It will be appreciated with regard to the ClinSquare service
embodiments described above that such services may also be provided via
a native ClinSquare application that is installed on the user's smartphone or
mobile computing device (e.g., iPad, Kindle, etc.). In such cases,
information that identifies or can be used to identify the address of a
ClinSquare server to which the appointment information should be
communicated need not be encoded within the ClinSquare QR code that is
displayed to and scanned by a user. In such native application
deployments, the information that identifies or can be used to identify the
address of a ClinSquare server may be pre-configured and stored in the
smartphone’s memory, such as in data storage module 116. Alternatively,

the native application may dynamically determine the address of the

‘appropriate ClinSquare server at the time of the ClinSquare QR code scan

by a user. In such scenarios, ClinSquare processing is very similar to that
described above, except that the address of the ClinSquare server is not

obtained by a user scan of a ClinSquare QR code.
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According to one aspect of the subject matter described herein, a
system for facilitating the recruitment of study participants for a clinical trial
study via the scanning of a scanable code by a scan-enabled client module
is provided. The system includes a computing platform having at least one
processor. The system further includes a server application module
executable by the at least one processor. The server application module is
configured to create and store a scan code identifier that is bound to a
clinical trial study, receive from a scan-enabled client module, the scan code
identifier that is obtained from the scanning of an associated scanable
service code by a user, communicate screening question information to the
user, receive associated response information from the user; and, in
response to determining that the user passes a screening criteria, perform a
study recruitment action.

It will be appreciated that in all of the above described embodiments,
in cases where a scanning user is not registered with the scan-based service
system at the time of the service code scan, the user may be prompted to
register first, before proceeding further. In some cases, where appropriate,
service may be made available to un-registered users. For example, Ratelt
square service may be made available using the present scan-based service
system to unregistered users. Any user information that is needed to
provide the requested scan-code triggered service which is not available to
the service at the time of the user scan may be collected by the service
following the scan. Such user information may be stored in the scan code-
based system for future use in providing requested services to the user.

It will be understood that various details of the subject matter described
herein may be changed without departing from the scope of the subject
matter described herein. Furthermore, the foregoing description is for the
purpose of illustration only, and not for the purpose of limitation, as the
subject matter described herein is defined by the claims as set forth

hereinafter.
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CLAIMS

What is claimed is:

1. A system for facilitating the collection of rating score information via
5 the scanning of a scanable code by a scan-enabled client module, the
system comprising:
a computing platform including at least one processor:
a server application module executable by or embedded within
the at least one processor and configured to:

10 receive from the scan-enabled client module a request
that includes information which can be used to identify a
ratable entity that is to be rated;

in response, provide to the scan-enabled client module
rating scale information associated with the ratable entity;

15 receive from the scan-enabled client moduie a user-
specified rating value; and

store the user-specified rating value in a manner that
associates it with the ratable entity.

2. The system of claim 1 wherein the server application module is

20 configured to receive from the scan-enabled client module information
that can be used to identify the user.

3. The system of claim 2 wherein the information that can be used to
identify the user includes a user identifier associated with a scan-
triggered service account.

25 4, The system of claim 2 wherein storing the user-specified rating value
in a manner that associates it with the ratable entity includes binding
the associated user identifier or user identity information derived from
it with the user-specified rating value.

5. The system of claim 1 wherein the server application module is

30 configured to grant the user a reward in response to receiving from

the scan-enabled client module a user-specified rating value.
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6. The system of claim 1 wherein the rating scale information includes
category-based rating scale information.

7. A method for facilitating the collection of rating score information via
the scanning of a scanable code by a scan-enabled client module, the

5 method comprising:

8. The method of claim 7 including receiving from the scan-enabled
client module information that can be used to identify the user.

9. The method of claim 8 wherein the information that can be used to
identify the user includes a user identifier associated with a scan-

10 triggered service account.

10.  The method of claim 8 wherein storing the user-specified rating value
in a manner that associates it with the ratable entity includes binding
the associated user identifier or user identity information derived from
it with the user-specified rating value.

15 11. The method of claim 7 including granting the user a reward in
response to receiving from the scan-enabled client module a user-
specified rating value.

12. The method of claim 7 wherein the rating scale information includes
category-based rating scale information.

20 13. A system for facilitating the collection of rating score information via
the scanning of a scanable code by a scan-enabled client module, the
system comprising:

a computing platform including at least one processor:
a server application module executable by or embedded within

25 the at least one processor and configured to:

create and store a scan code identifier that is bound to a
ratable entity;

receive from a scan-enabled client module, the scan
code identifier which is obtained in response to the scanning of

30 an associated scanable service code by a user;
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15.

16.

17.

18.

in response to receiving the scan code identifier, provide
to the scan-enabled client module rating scale information
associated with the ratable entity;
receive from the scan-enabled client module a user-
specified rating value; and
store the user-specified rating value.
The system of claim 13 wherein the server application module is
configured to receive from the scan-enabled client module information
that can be used to identify the user.
The system of claim 14 wherein the information that can be used to
identify the user includes a user identifier associated with a scan-
triggered service account.
The system of claim 14 wherein storing the user-specified rating value
includes binding user identifier or user identity information derived
from it with the user-specified rating value.
The system of claim 13 wherein the server application module is
configured to grant the user a reward in response to receiving from
the scan-enabled client module a user-specified rating value.
The system of claim 13 wherein the rating scale information includes

category-based rating scale information.
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