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A method for controlling a portable personal device having
facilities for storing and playing digital contents by a com-
puter and an operation method of the portable personal
device thereby are provided. The operation method of the
portable personal device by control from a computer through
a serial or parallel cable has the steps of (a) receiving a
format request command from the computer for formatting
an internal memory installed in the portable personal device
or an external memory in an external memory card; (b)
sending from the portable personal device a signal indicating
that the portable personal device is ready to format to the
computer; (c) receiving an execution command from the
computer for executing the format request command
received in the step (a); and (d) formatting the corresponding
memory and then sending the result to the computer.
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METHOD OF CONTROLLING PORTABLE
PERSONAL DEVICE HAVING FACILITIES FOR
STORING AND PLAYING DIGITAL CONTENTS BY
COMPUTER AND PORTABLE PERSONAL DEVICE
OPERATION METHOD THEREFOR

BACKGROUND OF THE INVENTION
[0001] 1. Field of the Invention

[0002] The present invention relates to a portable personal
device having facilities for storing and playing digital infor-
mation (hereinafter, referred to as contents), and more
particularly, to a method of controlling a portable personal
device having facilities for storing and playing digital con-
tents through a computer and the operation method of a
portable personal device therefor. The present application is
based on Korean Patent Application No. 00-2224, which is
incorporated herein by reference.

[0003] 2. Description of the Related Art

[0004] Among portable personal devices which have
facilities for storing and playing sound, there is a small size
cassette player. When a cassette player has recording facili-
ties for voice or musical sound, it is referred to as a cassette
recorder. Contents recorded or reproduced by the cassette
player or cassette recorder are analog-type data.

[0005] However, in line with the development of digital
technologies, such as a small size compact disc (CD) player,
the portable personal device which can store contents in a
digital format and has facilities for reproducing these digital
data, has been developed. Generally, a CD player which
adopts a digital format does not offer a recording function,
but gives an improved sound quality compared to that of an
analogue-type cassette player.

[0006] Also, in line with development of computer-related
technologies, particularly with development of multimedia
technologies, contents can be produced and stored in a
variety of digital format files, and software players which
can reproduce contents stored in these digital files through a
computer have been developed. Among the types of those
digital files, there are Microsoft’s wave, Progressive Net-
work’s real audio (ra), and moving picture experts group
(MPEG)’s MP3(MPEG1 Layer 3). Also, contents which can
be stored in a digital file in a computer can include not only
voice or musical sound, but also images. Among the types of
these image files, are quicktime image, MPEG image, etc.

[0007] Meanwhile, next-generation products in which
computer digital technologies are applied to a portable
personal device, such as a hardware player, are being
developed. The MP3 player is one example of these prod-
ucts.

[0008] The MP3 player manages digital contents in a
memory in the form of a file and has a central processing unit
(CPU) for controlling internal operations. Generally, having
a serial port or parallel port, the MP3 player has communi-
cation functions (for example, a function for downloading a
file) through a serial or parallel cable to a computer.

[0009] At present, however, there exist no standardized
protocols defining a communication method between the
MP3 player and a computer. Therefore, each MP3 player
developer develops its own application program to support
communications with its MP3 player so that communica-
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tions between a computer and the MP3 player can be
supported. However, this results in lack of compatibility
between MP3 systems of different developers, because they
each developed their own respective communication meth-
ods between an MP3 player and a computer. That is, the
MP3 player of each MP3 developer can communicate only
with a computer that has the communication application
program of its own MP3 developer, and cannot communi-
cate with those computers that have communication appli-
cation programs of other MP3 developers.

[0010] The lack of compatibility due to the lack of a
standardized communication protocol hinders mass produc-
tion, and also puts barriers in the development period of
communication application programs, and in quality verifi-
cation of MP3 players. Also, the lack of a standardized
communication protocol causes the entire communication
module of an MP3 player and the corresponding commu-
nication program of a computer to be remade, when new
functions are added or new models or products are devel-
oped.

SUMMARY OF THE INVENTION

[0011] To solve the above problems, it is an object of the
present invention to provide a method of controlling a
portable personal device having facilities for storing and
playing digital contents by computer, and a portable per-
sonal device operation method therefor, after defining a
communication protocol in which standardized interfaces
through a serial or parallel cable between portable personal
devices having facilities for storing and playing digital
contents, such as an MP3 player, and a computer, are
provided and functional extensibility and security function
of digital contents are supported.

[0012] To accomplish the above object of the present
invention, there is provided a operation method of a portable
personal device having facilities for storing and playing
digital contents by control from a computer through a serial
or parallel cable, the method having the steps of (a) receiv-
ing a format request command from the computer through a
serial or parallel cable for formatting an internal memory
installed in the portable personal device or an external
memory in an external memory card inserted from the
outside; (b) when the portable personal device is ready to
format, sending from the portable personal device through a
serial or parallel cable a signal indicating that it is ready to
format to the computer; (c) receiving an execution command
from the computer through a serial or parallel cable for
executing the format request command received in the step
(2); and (d) when the execution command is received in the
step (c), executing formatting the corresponding memory
and then sending the result to the computer through a serial
or parallel cable, in which the structure of the transmission
data which is received or sent in the steps (a) through (d)
includes a start separator character for indicating the start of
transmission data, information on the length of the trans-
mission data, an intermediate separator character for indi-
cating the start of a command code or state information, the
command code or state information, and an end separator
character for indicating the end of transmission data.

[0013] To accomplish another object of the present inven-
tion, there is also provided an operation method of a portable
personal device having facilities for storing and playing



US 2004/0268006 A1l

digital contents by control from a computer through a serial
or parallel cable, the method having the steps of (a) receiv-
ing a refresh-directory request command from the computer
through a serial or parallel cable for requesting the whole file
information of a predetermined directory on an internal
memory installed in the portable personal device or an
external memory in an external memory card inserted from
the outside; (b) when the portable personal device is ready
to send the whole file information of the directory, sending
from the portable personal device through a serial or parallel
cable a signal indicating that it is ready for refresh-directory
to the computer; (c) receiving an execution command from
the computer through a serial or parallel cable for executing
the refresh-directory request command received in the step
(a); and (d) when the execution command is received in the
step (c), sending file information including the file name, the
file extension, the file attribute, time, date and the file size of
each file in the directory, to the computer through a serial or
parallel cable, in which in the step (b), information on the
length of total data to be sent in the step (d) is sent together,
and in the step (d), information on the size of total memories
and usable memories is sent together.

[0014] To accomplish another object of the present inven-
tion, there is also provided an operation method of a portable
personal device having facilities for storing and playing
digital contents by control from a computer through a serial
or parallel cable, the method having the steps of (a) receiv-
ing a file download request command from the computer
through a serial or parallel cable for requesting to download
a predetermined file into an internal memory installed in the
portable personal device or into an external memory in an
external memory card inserted from the outside; (b) when
the portable personal device is ready to receive the prede-
termined file, sending to the computer through a serial or
parallel cable a signal indicating that it is ready to receive the
file; and (c¢) receiving the predetermined file sent on a
block-by-block basis by the computer through a serial or
parallel cable, in which in the step (b) information on the
byte size of the unit block in the step (c) is also sent.

[0015] To accomplish another object of the present inven-
tion, there is also provided an operation method of a portable
personal device having facilities for storing and playing
digital contents by control from a computer through a serial
or parallel cable, the method having the steps of (a) receiv-
ing a file download request command from the computer
through a serial or parallel cable for requesting to download
a predetermined file into an internal memory installed in the
portable personal device or into an external memory in an
external memory card inserted from the outside; (b) sending
state information on file-receive readiness of the portable
personal device to the computer through a serial or parallel
cable; and (c) when the state information on file-receive
readiness sent in the step (b) indicates that the portable
personal device is ready to receive a file, receiving the
predetermined file on a block-by-block basis sent by the
computer through a serial or parallel cable, in which the file
download request command in the step (a) includes the file
attributes, date, time, the file size and name of the prede-
termined file, and the state information on file-receive readi-
ness in the step (b) includes information on the byte size of
the unit block in the step (¢) and, when a file having the
identical file name to that of the predetermined file exists in
the portable personal device, the state information further
includes information on the file size of the existing file.
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[0016] To accomplish another object of the present inven-
tion, there is also provided an operation method of a portable
personal device having facilities for storing and playing
digital contents by control from a computer through a serial
or parallel cable, the method having the steps of (a) receiv-
ing a file upload request command from the computer
through a serial or parallel cable for requesting to upload a
predetermined file in an internal memory installed in the
portable personal device or in an external memory in an
external memory card inserted from the outside, to the
computer; (b) when the portable personal device is ready to
upload the predetermined file to the computer, sending
information on the size of the predetermined file to the
computer through a serial or parallel cable; and (c) sending
the predetermined file on a block-by-block basis to the
computer through a serial or parallel cable.

[0017] To accomplish another object of the present inven-
tion, there is also provided an operation method of a portable
personal device having facilities for storing and playing
digital contents by control from a computer through a serial
or parallel cable, the method having the steps of (a) receiv-
ing a file delete request command from the computer
through a serial or parallel cable for requesting to delete a
predetermined file in an internal memory installed in the
portable personal device or in an external memory in an
external memory card inserted from the outside; (b) when
the portable personal device is ready to delete the predeter-
mined file, sending information indicating that the portable
personal device is ready to delete the predetermined file, to
the computer through a serial or parallel cable; (c) receiving
an execution command from the computer through a serial
or parallel cable for executing the file delete request com-
mand received in the step (a); and (d) when the portable
personal device receives the execution command in the step
(c), deleting the file and sending the result to the computer
through a serial or parallel cable, in which the structure of
the transmission data which is received or sent in the steps
(2) through (d) includes a start separator character for
indicating the start of the transmission data, information on
the length of the transmission data, an intermediate separator
character for indicating the start of a command code or state
information, the command code or state information, and an
end separator character for indicating the end of transmis-
sion data.

[0018] To accomplish another object of the present inven-
tion, there is also provided an operation method of a portable
personal device having facilities for storing and playing
digital contents by control from a computer through a serial
or parallel cable, the method having the steps of (a) receiv-
ing a key registration request command from the computer
through a serial or parallel cable for requesting to register a
key to the portable personal device; (b) when the portable
personal device is ready to register the key, sending infor-
mation indicating that the portable personal device is ready
to register the key, to the computer through a serial or
parallel cable; and (¢) receiving the key sent by the computer
through a serial or parallel cable, in which the key registra-
tion request command in the step (a) includes the byte length
of the key.

[0019] To accomplish another object of the present inven-
tion, there is also provided an operation method of a portable
personal device having facilities for storing and playing
digital contents by control from a computer through a serial
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or parallel cable, the method having the steps of (a) receiv-
ing a make-directory request command from the computer
through a serial or parallel cable for requesting to make a
predetermined directory in an internal memory installed in
the portable personal device or in an external memory in an
external memory card inserted from the outside; (b) when
the portable personal device is ready to make the predeter-
mined directory, sending information indicating that the
portable personal device is ready to make the predetermined
directory, to the computer through a serial or parallel cable;
(c) receiving an execution command from the computer
through a serial or parallel cable for executing the make-
directory request command received in the step (a); and (d)
when the execution command is received in the step (c),
making the predetermined directory and sending the result to
the computer through a serial or parallel cable, in which the
structure of the transmission data which is received or sent
in the steps (a) through (d) includes a start separator char-
acter for indicating the start of transmission data, informa-
tion on the length of the transmission data, an intermediate
separator character for indicating the start of a command
code or state information, the command code or state
information, and an end separator character for indicating
the end of transmission data.

[0020] To accomplish another object of the present inven-
tion, there is also provided an operation method of a portable
personal device having facilities for storing and playing
digital contents by control from a computer through a serial
or parallel cable, the method having the steps of (a) receiv-
ing a state information request command from the computer
through a serial or parallel cable for requesting the state
information of the portable personal device; (b) when the
state information request command is received in the step
(a), sending total byte length information of the state infor-
mation of the portable personal device to the computer
through a serial or parallel cable; and (¢) sending the state
information, including the version, date, model name and
the security key of the portable personal device, to the
computer through a serial or parallel cable.

[0021] To accomplish another object of the present inven-
tion, there is also provided an operation method of a portable
personal device having facilities for storing and playing
digital contents by control from a computer through a serial
or parallel cable, the method having the steps of (a) receiv-
ing a security key registration request command from the
computer through a serial or parallel cable for registering the
security key in the portable personal device; (b) when the
portable personal device is ready to register the security key,
sending information indicating that the portable personal
device is ready to register the security key, to the computer
through a serial or parallel cable; (c) receiving the security
key sent by the computer through a serial or parallel cable;
and (d) sending information indicating whether or not the
security key is normally received in the step (c), to the
computer through a serial or parallel cable, in which the
structure of the transmission data which is received or sent
in the steps (a) through (d) includes a start separator char-
acter for indicating the start of transmission data, informa-
tion on the length of the transmission data, an intermediate
separator character for indicating the start of a command
code or state information, the command code or state
information, and an end separator character for indicating
the end of transmission data.
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[0022] To accomplish another object of the present inven-
tion, there is also provided an operation method of a portable
personal device having facilities for storing and playing
digital contents by control from a computer through a serial
or parallel cable, the method having the steps of (a) receiv-
ing in the portable personal device a meta data request
command from the computer through a serial or parallel
cable for requesting meta data that is information required
for reproducing digital contents in which a security function
is set, downloading a file from the computer, or uploading a
file to the computer; (b) when the meta data request com-
mand is received in the step (a), returning the total byte
length information of meta data to be sent to the computer
through a serial or parallel cable; and (¢) sending meta data,
including the type of an encryption algorithm, the type of a
hash algorithm, and the version of a random number gen-
erator, used by the portable personal device, to the computer
through a serial or parallel cable.

[0023] To accomplish another object of the present inven-
tion, there is also provided an operation method of a portable
personal device having facilities for storing and playing
digital contents by control from a computer through a serial
or parallel cable, the method having the steps of (a) receiv-
ing a security channel set request command from the com-
puter through a serial or parallel cable for setting the security
channel between the computer and the portable personal
device; (b) when the security channel set request command
is received in the step (a), sending information on whether
or not to continue a security inspection process for setting
the security channel between the computer and the portable
personal device, to the computer through a serial or parallel
cable; and (c) sending information on whether or not the
security channel is successfully set, to the computer through
a serial or parallel cable, in which the structure of the
transmission data which is received or sent in the steps (a)
through (d) includes a start separator character for indicating
the start of transmission data, information on the length of
the transmission data, an intermediate separator character
for indicating the start of a command code or state infor-
mation, the command code or state information, and an end
separator character for indicating the end of transmission
data.

[0024] To accomplish another object of the present inven-
tion, there is also provided an operation method of a portable
personal device having facilities for storing and playing
digital contents by control from a computer through a serial
or parallel cable, the method having the steps of (a) receiv-
ing an audible meta data request command from the com-
puter through a serial or parallel cable for requesting the
audible meta data including the title, manufacturing number,
author and narrator of digital contents recorded in a prede-
termined file in an internal memory installed in the portable
personal device or in an external memory in an external
memory card inserted from the outside; (b) when the audible
meta data request command is received in the step (a),
sending the state information of the predetermined file to the
computer through a serial or parallel cable; and (c) sending
the audible meta data of the predetermined file to the
computer through a serial or parallel cable, in which in the
step (c), the current play location and the continuous-
reproduction indicator of the predetermined file are also
sent.
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[0025] To accomplish another object of the present inven-
tion, there is also provided a control method of a portable
personal device having facilities for storing and playing
digital contents by a computer connected to the portable
personal device through a serial or parallel cable, the method
having the steps of (a) sending a format request command to
the portable personal device through a serial or parallel cable
for formatting an internal memory installed in the portable
personal device or an external memory in an external
memory inserted from the outside; (b) receiving a response
from the portable personal device through a serial or parallel
cable for indicating that the portable personal device is ready
for formatting; (c) sending an execution command to the
portable personal device through a serial or parallel cable for
executing the format request command sent in the step (a);
and (d) receiving through a serial or parallel cable the result
of the execution of formatting the corresponding memory in
the portable personal device, in which the structure of the
transmission data which is received or sent in the steps (a)
through (d) includes a start separator character for indicating
the start of transmission data, information on the length of
the transmission data, an intermediate separator character
for indicating the start of a command code or state infor-
mation, the command or state information, and an end
separator character for indicating the end of transmission
data.

[0026] To accomplish another object of the present inven-
tion, there is also provided a control method of a portable
personal device having facilities for storing and playing
digital contents by a computer connected to the portable
personal device through a serial or parallel cable, the method
having the steps of (a) sending a refresh-directory request
command to the portable personal device through a serial or
parallel cable for requesting the whole file information of a
predetermined directory in an internal memory installed in
the portable personal device or an external memory in an
external memory inserted from the outside; (b) receiving a
response indicating that the portable personal device is ready
to refresh the predetermined directory, from the portable
personal device through a serial or parallel cable; (c) sending
an execution command to the portable personal device
through a serial or parallel cable for executing the refresh-
directory request command sent in the step (a); (d) receiving
file information including the file name, file extension, file
attributes, time, date and file size of each file in the prede-
termined directory, from the portable personal device
through a serial or parallel cable, in which the response
received in the step (b) includes the length information of the
whole data to be received in the step (d), and in the step (d),
information on the size of the whole memory and available
memory is also received.

[0027] To accomplish another object of the present inven-
tion, there is also provided a control method of a portable
personal device having facilities for storing and playing
digital contents by a computer connected to the portable
personal device through a serial or parallel cable, the method
having the steps of (a) sending a file download request
command to the portable personal device through a serial or
parallel cable for requesting to download a predetermined
file into an internal memory installed in the portable per-
sonal device or into an external memory in an external
memory card inserted from the outside; (b) receiving a
response indicating that the portable personal device is ready
to receive the predetermined file, from the portable personal
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device through a serial or parallel cable; and (c) sending the
predetermined file on a block-by-block basis to the portable
personal device through a serial or parallel cable, in which
the response received in the step (b) includes the byte size
information of the unit block of the predetermined file to be
sent in the step ().

[0028] To accomplish another object of the present inven-
tion, there is also provided a control method of a portable
personal device having facilities for storing and playing
digital contents by a computer connected to the portable
personal device through a serial or parallel cable, the method
having the steps of (a) sending a file download request
command to the portable personal device through a serial or
parallel cable for requesting to download a predetermined
file into an internal memory installed in the portable per-
sonal device or into an external memory in an external
memory card inserted from the outside; (b) receiving the
state information of the portable personal device on prepa-
ration of receiving the file, from the portable personal device
through a serial or parallel cable; and (c) when the state
information of the portable personal device, received in the
step (b), indicates that the portable personal device is ready
to receive the file, sending the predetermined file on a
block-by-block basis to the portable personal device through
a serial or parallel cable, in which the file download request
command in the step (a) includes the file attributes, date,
time, file size and file name of the predetermined file, and the
state information of the portable personal device, received in
the step (b), includes the byte size information of the unit
block of the predetermined file to be sent in the step (c), and
when a file having the identical file name to that of the
predetermined file exists in the portable personal device, the
state information further includes the file size information of
the file in the portable personal device.

[0029] To accomplish another object of the present inven-
tion, there is also provided a control method of a portable
personal device having facilities for storing and playing
digital contents by a computer connected to the portable
personal device through a serial or parallel cable, the method
having the steps of (a) sending a file upload request com-
mand to the portable personal device through a serial or
parallel cable for requesting to upload a predetermined file
in an internal memory installed in the portable personal
device or in an external memory in an external memory card
inserted from the outside, to the computer; (b) receiving the
file size information of the predetermined file from the
portable personal device through a serial or parallel cable;
and (c) receiving the predetermined file on a block-by-block
basis from the portable personal device through a serial or
parallel cable.

[0030] To accomplish another object of the present inven-
tion, there is also provided a control method of a portable
personal device having facilities for storing and playing
digital contents by a computer connected to the portable
personal device through a serial or parallel cable, the method
having the steps of (a) sending a file delete request command
to the portable personal device through a serial or parallel
cable for requesting to delete a predetermined file in an
internal memory installed in the portable personal device or
in an external memory in an external memory card inserted
from the outside; (b) receiving a response indicating that the
portable personal device is ready to delete the predetermined
file, from the portable personal device through a serial or
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parallel cable; (c) sending an execution command for
executing the file delete request command sent in the step
(a), to the portable personal device through a serial or
parallel cable; and (d) receiving the result of deleting the
corresponding file in the portable personal device, through a
serial or parallel cable, in which the structure of the trans-
mission data which is received or sent in the steps (a)
through (d) includes a start separator character for indicating
the start of transmission data, information on the length of
the transmission data, an intermediate separator character
for indicating the start of a command code or state infor-
mation, the command code or state information, and an end
separator character for indicating the end of transmission
data.

[0031] To accomplish another object of the present inven-
tion, there is also provided a control method of a portable
personal device having facilities for storing and playing
digital contents by a computer connected to the portable
personal device through a serial or parallel cable, the method
having the steps of (a) sending a state information request
command to the portable personal computer through a serial
or parallel cable for requesting the state information of the
portable personal device; (b) receiving the total byte length
information of the state information of the portable personal
device to be sent to the computer, from the portable personal
device through a serial or parallel cable; and (c) receiving
the state information including the version, date, model
name and security key of the portable personal device,
through a serial or parallel cable.

[0032] To accomplish another object of the present inven-
tion, there is also provided a control method of a portable
personal device having facilities for storing and playing
digital contents by a computer connected to the portable
personal device through a serial or parallel cable, the method
having the steps f (a) sending a security key registration
request command to the portable personal device through a
serial or parallel cable for requesting to register the security
key in the portable personal device; (b) receiving a response
indicating that the portable personal device is ready to
register the security key, from the portable personal device
through a serial or parallel cable; (¢) sending the security key
to the portable personal device through a serial or parallel
cable; and (d) receiving a response indicating whether or not
the security key sent in the step (¢) is normally received,
from the portable personal device through a serial or parallel
cable, in which the structure of the transmission data which
is received or sent in the steps (a) through (d) includes a start
separator character for indicating the start of transmission
data, information on the length of the transmission data, an
intermediate separator character for indicating the start of a
command code or state information, the command code or
state information, and an end separator character for indi-
cating the end of transmission data.

BRIEF DESCRIPTION OF THE DRAWINGS

[0033] The above objects and advantages of the present
invention will become more apparent by describing in detail
a preferred embodiment thereof with reference to the
attached drawings in which:

[0034] FIGS. 1A and 1B are simplified views of a com-
munication system of a computer and a portable personal
device according to the embodiments of the present inven-
tion;
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[0035] FIG.2A is a simplified view of the execution order
of ‘invoke docking station’ command according to an
embodiment of the present invention, and FIG. 2B shows an
example of the structure of data which are sent and received
in each step in FIG. 2A;

[0036] FIG. 3A is a simplified view of the execution order
of ‘invoke player’ command according to an embodiment of
the present invention, and FIG. 3B shows an example of the
structure of data which are sent and received in each step in
FIG. 3A;

[0037] FIG. 4A is a simplified view of the execution order
of ‘obtain player version’ command according to an embodi-
ment of the present invention, and FIG. 4B shows an
example of the structure of data which are sent and received
in each step in FIG. 4A;

[0038] FIG. 5A is a simplified view of the execution order
of ‘obtain docking station version’ command according to an
embodiment of the present invention, and FIG. 5B shows an
example of the structure of data which are sent and received
in each step in FIG. 5B;

[0039] FIG. 6A is a simplified view of the execution order
of ‘start’ command according to an embodiment of the
present invention, and FIG. 6B shows an example of the
structure of data which are sent and received in each step in
FIG. 6B;

[0040] FIGS. 7A and 7B are simplified views of the
execution order of ‘format’ command according to an
embodiment of the present invention, and FIG. 7C shows an
example of the structure of data which are sent and received
in each step of FIGS. 7A and 7B;

[0041] FIGS. 8A and 8B are simplified views of the
execution order of ‘refresh root directory’ command accord-
ing to an embodiment of the present invention, and FIG. 8C
shows an example of the structure of data which are sent and
received in each step of FIGS. 8A and 8B;

[0042] FIGS. 9A and 9B are simplified views of the
execution order of ‘refresh sub-directory’ command accord-
ing to an embodiment of the present invention, and FIG. 9C
shows an example of the structure of data which are sent and
received in each step of FIGS. 9A and 9B;

[0043] FIGS. 10A and 10B are simplified views of the
execution order of ‘file download’ command according to an
embodiment of the present invention, and FIG. 10C shows
an example of the structure of data which are sent and
received in each step of FIGS. 10A and 10B;

[0044] FIG. 11A is a simplified view of the execution
order of ‘extended download’ command according to an
embodiment of the present invention, and FIG. 11B shows
an example of the structure of data which are sent and
received in each step of FIG. 11A;

[0045] FIGS. 12A and 12B are simplified views of the
execution order of ‘file upload’ command according to an
embodiment of the present invention, and FIG. 12C shows

the structure of data which are sent and received in each step
of FIGS. 12A and 12B;

[0046] FIGS. 13A and 13B are simplified views of the
execution order of ‘delete file’ command according to an
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embodiment of the present invention, and FIG. 13C shows
the structure of data which are sent and received in each step
of FIGS. 13A and 13B;

[0047] FIGS. 14A and 14B are simplified views of the
execution order of ‘change file name’ command according to
an embodiment of the present invention, and FIG. 14C
shows the structure of data which are sent and received in
each step of FIGS. 14A and 14B;

[0048] FIGS. 15A and 15B are simplified views of the
execution order of ‘change-file location (replace)’ command
according to an embodiment of the present invention, and
FIG. 15C shows the structure of data which are sent and
received in each step of FIGS. 15A and 15B;

[0049] FIGS. 16A and 16B are simplified views of the
execution order of ‘register key’ command according to an
embodiment of the present invention, and FIG. 16C shows

the structure of data which are sent and received in each step
of FIGS. 16A and 16B;

[0050] FIGS. 17A and 17B are simplified views of the
execution order of ‘read key’ command according to an
embodiment of the present invention, and FIG. 17C shows
the structure of data which are sent and received in each step
of FIGS. 17A and 17B;

[0051] FIG. 18A is a simplified view of the execution
order of ‘read physical block data’ command according to an
embodiment of the present invention, and FIG. 18B shows
the structure of data which are sent and received in each step
of FIG. 18A,

[0052] FIG. 19A is a simplified view of the execution
order of ‘write physical block data’ command according to
an embodiment of the present invention, and FIG. 19B
shows the structure of data which are sent and received in
each step of FIG. 19A;

[0053] FIG. 20A is a simplified view of the execution
order of ‘recording’ command according to an embodiment
of the present invention, and FIG. 20B shows the structure

of data which are sent and received in each step of FIG.
20A;

[0054] FIGS. 21A and 21B are simplified views of the
execution order of ‘make directory * command according to
an embodiment of the present invention, and FIG. 21C
shows the structure of data which are sent and received in
each step of FIGS. 21A and 21B;

[0055] FIGS. 22A and 22B are simplified views of the
execution order of ‘delete directory * command according to
an embodiment of the present invention, and FIG. 22C
shows the structure of data which are sent and received in
each step of FIGS. 22A and 22B;

[0056] FIG. 23A is a simplified view of the execution
order of ‘obtain player information * command according to
an embodiment of the present invention, and FIG. 23B
shows the structure of data which are sent and received in
each step of FIG. 23A;

[0057] FIG. 24A is a simplified view of the execution
order of ‘obtain player meta data’ command according to an
embodiment of the present invention, and FIG. 24B shows
the structure of data which are sent and received in each step
of FIG. 24A,
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[0058] FIG. 25A is a simplified view of the execution
order of ‘set current file’ command according to an embodi-
ment of the present invention, and FIG. 25B shows the
structure of data which are sent and received in each step of
FIG. 25A,;

[0059] FIG. 26A is a simplified view of the execution
order of ‘set bookmark’ command according to an embodi-
ment of the present invention, and FIG. 26B shows the
structure of data which are sent and received in each step of
FIG. 26A,;

[0060] FIG. 27A is a simplified view of the execution
order of ‘set mode’ command according to an embodiment
of the present invention, and FIG. 27B shows the structure

of data which are sent and received in each step of FIG.
27A,;

[0061] FIG. 28A is a simplified view of the execution
order of ‘set play order’ command according to an embodi-
ment of the present invention, and FIG. 28B shows the
structure of data which are sent and received in each step of
FIG. 28A,;

[0062] FIG. 29A is a simplified view of the execution
order of ‘set user ID/unique ID (UID)’ command according
to an embodiment of the present invention, and FIG. 29B
shows the structure of data which are sent and received in
each step of FIG. 29A;

[0063] FIG. 30A is a simplified view of the execution
order of ‘set volume label’ command according to an
embodiment of the present invention, and FIG. 30B shows

the structure of data which are sent and received in each step
of FIG. 30A,

[0064] FIG. 31A is a simplified view of the execution
order of ‘set manufacturer key (MK)’ command according to
an embodiment of the present invention, and FIG. 31B
shows the structure of data which are sent and received in
each step of FIG. 31A;

[0065] FIG. 32A is a simplified view of the execution
order of ‘obtain audible meta data’ command according to an
embodiment of the present invention, and FIG. 32B shows
the structure of data which are sent and received in each step
of FIG. 32A,

[0066] FIG. 33A is a simplified view of the execution
order of ‘set secured authentication channel (SAC)’ com-
mand according to an embodiment of the present invention,
and FIG. 33B shows the structure of data which are sent and
received in each step of FIG. 33A;

[0067] FIG. 34A is a simplified view of the execution
order of ‘release SAC’ command according to an embodi-
ment of the present invention, and FIG. 34B shows the
structure of data which are sent and received in each step of
FIG. 34A; and

[0068] FIG. 35A is a simplified view of the execution
order of control command for an integrated audio device
through a computer, and FIG. 35B shows the structure of
data which are sent and received in each step of FIG. 35A.

DETAILED DESCRIPTION OF THE
INVENTION

[0069] Hereinafter, embodiments of the present invention
will be described in detail with reference to the attached
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drawings. The present invention is not restricted to the
following embodiments, and many variations are possible
within the spirit and scope of the present invention. The
embodiments of the present invention are provided in order
to more completely explain the present invention to anyone
skilled in the art.

[0070] The present invention is defined for development
of a portable personal device having facilities for storing and
playing digital contents. Here, in the portable personal
device, it is assumed that digital contents are stored and
managed as a file system compatible to a solid state floppy
disc card (SSFDC). However, the file system compatible to
an SSFDC is an example of a file system which manages
digital contents in the form of a file, and the present
invention is not restricted to this example.

[0071] Also, though it is assumed here that examples of
digital contents are acoustic data, that is sound, digital
contents can include image data and other control informa-
tion. Also, though description here is focused on facilities of
storing and playing digital contents in order to define
interfaces or communication methods between a computer
and a portable personal device, the portable personal device
can have facilities of recording sound or image without
communicating with the computer.

[0072] Although the embodiments of the present invention
are described to use interfaces or communication methods
through serial port/cable or parallel port/cable between a
portable personal device and a computer, the present inven-
tion can be extended to other communication methods, for
example, a communication method through a network. Also,
considering optimal performances, universal serial bus
(USB) as a serial communication method, enhanced capa-
bilities port (ECP) or enhanced parallel port (EPP) as
parallel communication methods are mainly described here,
as examples, to which the present invention is not restricted.

[0073] Here, the ECP, proposed by Hewlett Packard and
Microsoft, enables bidirectional communications, and sup-
ports data transfer with industry standard architecture (ISA)
bus speed. The ECP has an internal buffer and supports
direct memory access (DMA) transfer and data compres-
sion. Therefore, the ECP is useful in interfacing to periph-
erals requiring transfer of multiple data blocks, like a printer
and a scanner. The EPP, originally developed by chip maker
Intel, personal computer manufacturer Zenith, and parallel
port communication product manufacturer Xircom, can read
or write 1-byte data in one cycle of ISA extended bus
(approximately 1 microsecond). Since the EPP supports fast
direction switch in bidirectional communication, it is useful
in interfacing to peripherals performing frequently bidirec-
tional communication like a disc driver. The USB, a protocol
established in USB Implementation Forum, organized by 7
companies including IBM, Compagq, Intel, Microsoft, NEC,
Northern Telecom, and DEC, provides an integrated inter-
face for diverse peripherals, and supports easier and cheaper
connection to peripherals.

[0074] FIG. 1A is a simplified view of a communication
system of a computer 100 and a portable personal device
120A according to an embodiment of the present invention.

[0075] The computer 100 and a portable personal device
120a like an MP3 player communicate with each other, or
are interfaced, through a serial port/cable (hereinafter,
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referred to as serial port), or a parallel port/cable (hereinaf-
ter, referred to as parallel port). The present invention
defines a communication method between a computer 100
and a portable personal device 120a.

[0076] FIG. 1B is a simplified view of a communication
system of a computer 100 and a portable personal device
120b according to another embodiment of the present inven-
tion.

[0077] Referring to FIG. 1B, a docking device/station 110
for a portable personal device 1205 is added to the system
of FIG. 1A, and the docking station 110 mediates commu-
nication between the computer 100 and the portable personal
device 120b. In addition to its basic charging function, the
docking station 110 can operate as an intelligent docking
station having its own CPU and a memory.

[0078] Each control command in a communication proto-
col for controlling operations of a portable personal device
by a computer according to embodiments of the present
invention will now be explained.

[0079] 1. Invoke a Docking Station

[0080] ‘Invoke docking station’ command is a command
for checking whether or not a docking station operates
normally in order to begin a communication. ‘Invoke dock-
ing station” command, together with ‘Invoke player’ com-
mand to be explained here, is used for checking a stable
communication with a docking station or a player, because
the docking station or the player may have been damaged by
an illegal control command, etc. FIG. 2A is a simplified
view of the execution order of ‘invoke docking station’
command according to an embodiment of the present inven-
tion, and FIG. 2B shows an example of the structure of data
which are sent and received in each step in FIG. 2A.

[0081] First, an application program sends ‘invoke dock-
ing station’ command to the docking station in step 200.
Since the destination of the ‘invoke docking station” com-
mand is the docking station, there occurs no communica-
tions with the portable personal device. The structure of data
sent in step 200 (hereinafter, referred to as packet) is shown
as (a) packet 200P in FIG. 2B. (a) packet 200P uses
character ‘:” as a command start separator 201 (hereinafter,
referred to as ‘:’ separator, or separator), 0x69 as the
value of a command code field 202, and character ‘.” as a
command end separator 203 (hereinafter, referred to as ‘.’
separator, or “.” separator). Here, Ox in 0x69 means hexa-
decimal notation.

.o

[0082] Next, after the docking station receives the ‘invoke
docking station’ command, the docking station returns its
state information in the form of (b) packet 210P shown in
FIG. 2B to the application program in step 210. As (a)
packet 200P, (b) packet 210P uses ‘:” separator 201 and ‘.’
separator 203, and includes a 1-byte state information field
204. The value of the state information field 204 is an
encoded number. For example, number ‘0’ indicates the
normal operation state of the docking station, while other
numbers indicate that the docking station is not in a normal
operation state. When the docking station is not in a normal
operation state, the docking station may be unable to send
(b) packet 210P. Therefore, the application program deter-
mines that the docking station is not in a normal operation
state, when the value of the state information field 204 in (b)
packet 210P is not ‘0’, or there is no answer of (b) packet
210P.
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[0083] In the embodiment of the present invention, a
packet which uses character “:” and “.” as command sepa-
rators for communication between the application program
and the docking station (excluding the case in which the
docking station performs a mediating role for sending a
command received from the application program to the
player) is used. However, “:” and “.”, the characters used as
command separators, are just examples, and other characters
can be used as command separators. Also, according to
definitions of a communication specification between an
application program and a docking station, the embodiment
of the present invention can be modified to include only a
command code or state information without command sepa-
rators in a packet. Also, the embodiment can be modified to
include any one of the start command separator or the end
command separator in a packet. Also, the command sepa-
rator does not need to have 1-byte length.

[0084] Also in other commands to be explained here,
whether or not to use these command separators 201 and
203, the kind of characters to be used as command separa-
tors 201 and 203, and the byte length can be appropriately
defined according to definitions of a communication speci-
fication between an application program and a player, which
can be easily understood by a person skilled in the field of
the present invention. Also in other commands to be
explained here, characters or numbers used for indicating a
command or state in the command code field 202 and the
encoded state information field 204, and the byte length of
each field can be appropriately defined according to defini-
tions of a communication specification.

[0085] Also, in the embodiment of the present invention,
in communications between a player and a docking station
(excluding the case in which the docking station performs a
mediating role for sending a command received from the
player to the application program), a packet using characters
“” and “.” as command separators is used. Also, in com-
munications between a computer and a player, according to
necessity of corresponding commands (particularly related
to request for synchronization), a packet using characters «:”
and “.” as command separators can be used.

[0086] 2. Invoke a Player

[0087] ‘Invoke player’ command is a command for check-
ing whether or not a player operates normally in order to
begin a communication. FIG. 3A is a simplified view of the
execution order of ‘invoke player’ command according to an
embodiment of the present invention, and FIG. 3B shows an
example of the structure of data which are sent and received
in each step in FIG. 3A.

[0088] First, an application program sends ‘invoke player’
command in the form of (a) packet 300P shown in FIG. 3B
through a docking station to a player in step 300. Since the
destination of ‘invoke player’ command is the player, the
docking station which received ‘invoke player’ command
from the application program performs a mediating role for
sending the command to the player. However, when the
docking station is not included as in the communication
system of FIG. 1A, ‘invoke player’ command is directly
sent to a player without passing through a docking station.
Other commands to be explained here will be described
basically assuming that those commands are for the com-
munication system of FIG. 1B, that is, the communication
system including a docking system for performing mediat-
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ing functions. But, interface part to a docking station is
excluded in the communication system of FIG. 1A. That is,
when the system does not include a docking station, com-
mands are directly sent to a player, while when the system
includes a docking station, commands are sent to a player
through a docking station.

[0089] Compared to (a) packet 200P and (b) packet 210P
of FIG. 2B, () packet 300P and (b) packet 310P of FIG. 3B
further include 1-byte command separator 301 of character
“# (hereinafter, referred to as “#’ separator, or “#” separator),
in the front part of the packet, for indicating communications
between an application program and a player and a 2-byte
command length field 302. Here, the command length field
302 represents the length of a packet, excluding the com-
mand separator 301 and the command length field 302 itself,
in units of a byte. That is, the value of the command length
field 302 of (b) packet 310P in FIG. 3B is set to 0x03, the
byte length sum of :” separator 303, the command code field
304, and ‘.’ separator 305.

[0090] Also, whether or not to use a command separator
for indicating communications between an application pro-
gram and a player, the kinds of characters to be used for the
command separator 301, and byte length of the command
separator 301 can be appropriately defined according to
definitions of a communication protocol, and the byte length
of the command length field 302 does not need to be
restricted to 2 bytes, which we have seen already, and will
be the same in other commands to be explained.

[0091] Each data in data structures used in the present
invention will be expressed in “Big Endian” format. In the
“Big Endian” format, most significant byte (MSB) of
numerical data is recorded in the lowest address memory.
For example, 0x12345678 is expressed as in Table 1.

TABLE 1
Address 0: Address 1: Address 2: Address 3:
0x12 0x34 0x56 0x78

[0092] (a) packet which is sent in the step 300 includes ‘#’
separator 301, a command length field 302, ‘:* separator 303,
a command code field 304 having the value ‘0x49°, and °.
separator 305.

[0093] Next, when the player receives ‘invoke player’
command, the player returns its state information in the form
of (b) packet 310P shown in FIG. 3B to the application
program in step 310. (b) packet 310P uses ‘#’ separator 301,
the command length field 302, ‘:* separator 303, and °.’
separator 305, the same as in (a) packet 300P, and includes
a 1-byte state information field 306. Here, the value of the
state information field 306 is an encoded number. For
example, number ‘0’ indicates the normal operation state of
the player, while other numbers indicate that the player is not
in a normal operation state. When the player is not in a
normal operation state, the player may be unable to send (b)
packet 310P. Therefore, the application program can deter-
mine that the player is not in a normal operation state, when
the value of the state information field 306 in (b) packet
310P is not ‘0’, or there is no answer of (b) packet 310P.
However, as the case may be, the docking station may detect
that the player is not in a normal operation state and send (b)
packet 310P.
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[0094] Characters or numbers used for indicating certain
commands or states in the command code field 304 or the
state information field 306 in communications between the
application program and the player can be defined with
appropriate characters or numbers according to definitions
of a communication protocol, as in the communications
between an application program and a docking station,
which we have seen already, and will be the same in other
commands to be explained. Also, the byte length of each
field can be defined appropriately according to definitions of
a communication protocol.

[0095] The structure of (a) packet 300P shown in FIG. 3B
is a basic packet structure used in the start stage or prepa-
ration stage of each control command. However, the value
and length of the command code field 304 changes with
respect to a command, and the value of the command length
field 302 also changes with respect to the length of the
corresponding command code field 304. Hereinafter, the
four fields, including ‘#° separator, the command length
field, ¢’ separator, and ‘.” separator, will be referred to as
“basic fields.” Also, it is assumed that the value of the
command length field is set to the value obtained by adding
2 (1 byte for :* separator and 1 byte for “.” separator) to the
length of the corresponding command code.

[0096] 3. Obtain Player Version

[0097] ‘Obtain player version’ command is used for an
application program on a computer to obtain a player
version, etc. Since player’s version information determines
the kinds of control commands which the player supports, it
is desirable that ‘obtain player version’ command, together
with ‘obtain docking station version’ command, is executed
before other commands to be explained here are executed.
FIG. 4A is a simplified view of the execution order of
‘obtain player version’ command for a player according to
an embodiment of the present invention, and FIG. 4B shows
an example of the structure of data which are sent and
received in each step in FIG. 4A.

[0098] First, an application program on a computer sends
‘obtain player version’ command in the form of (a) packet
400P shown in FIG. 4B to a player in step 400. (a) packet
400P shown in FIG. 4B includes the basic field (here, the
value of the command length field is 0x03), and the length
of the command code field 401 is 1 byte and the value is set
to 0x59.

[0099] Next, when the player receives ‘obtain player ver-
sion’ command, the player returns its version information in
the form of (b) packet 410P shown in FIG. 4B to the
application program in step 410. (b) packet 410P shown in
FIG. 4B includes the basic fields. The packet also includes
11-byte version 402 (for example, “1.17), 8-byte date 403
(for example, “19990831”), and 13-byte model name 404
(for example, “YP-D40”), as player version information.
Therefore, among the basic fields, the value of the command
length field is 0x22. Also, the byte length for indicating
version, data, and model name can be differently set accord-
ing to definitions of a communication protocol.

[0100] 4. Obtain Docking Station Version

[0101] “Obtain docking station version’ command is used
for an application program on a computer to obtain infor-
mation on docking station version, etc. FIG. 5A is a
simplified view of the execution order of ‘obtain docking
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station version’ command according to an embodiment of
the present invention, and FIG. 5B shows an example of the
structure of data which are sent and received in each step in
FIG. 5B.

[0102] First, the application program on the computer
sends ‘obtain docking station version’ command in the form
of (a) packet 500P shown in FIG. 5B to the docking station
in step 500. Since the destination of ‘obtain docking station
version” command is the docking station, (a) packet S00P
shown in FIG. 5B does not include ‘# separator and the
command length field, but only includes ‘:” separator and °.”
separator, among the basic fields. The length of command
code field 501 is 1 byte, and the value is 0x59, which are the
same as in ‘obtain player version’ command.

[0103] Next, when the docking station receives ‘obtain
docking station version’ command, the docking station
returns its version information in the form of (b) packet 510P
shown in FIG. 5B to the application program, in step 510.
(b) packet 510P shown in FIG. 5B lacks ‘#’ separator and
the command length field in the basic fields, because it is for
communications between an application program and a
docking station. Except for these differences, the packet has
a similar structure to that of (b) packet 410P in FIG. 4B.
Generally, docking station’s version information is equal to
that of the corresponding player’s. However, they can be
different when compatibility between models exists.

[0104] 5. Start Signal

[0105] Start signal or start command is a sub-command to
be used as an initial command for most commands to be
explained here, and is used for indicating the start of a new
control command. It is frequently used particularly when a
parallel port, like ECP or EPP, is used. FIG. 6A is a
simplified view of the execution order of ‘start’ command
according to an embodiment of the present invention, and
FIG. 6B shows an example of the structure of data which are
sent and received in each step in FIG. 6B.

[0106] First, the application program on the computer
sends ‘start player’ signal in the form of (a) packet 600P
shown in FIG. 6B to the player in step 600. (a) packet 600P
shown in FIG. 6B includes the basic fields (the value of the
command length field is 0x04), and, unlike (a) packet 400P
of FIG. 4B, the command code field is extended. That is, the
command code field is appropriately extended to be used
with respect to the necessity of the corresponding command.
The command code fields of other commands to be
explained here are also appropriately extended. Each com-
mand code field is divided into a code value field (1 to 3-byte
length) and additional parameter fields.

[0107] (a) packet 600P in a start command includes a code
value field 601 having a value ‘Ox4c’, and a next command
length field 602, as an example of an additional parameter
field. The next command length field 602 has the value of the
command length field of the next command (a command
sent by a computer to a player). The lengths of ‘#’ separator
and the command length field itself (that is, preamble) are
not included in the value of the command length field, which
we have seen already.

[0108] Next, when the player receives the start signal, the
player returns the start signal ACK (acknowledgment),
which includes the player’s state information, in the form of
(b) packet 610P shown in FIG. 6B, to the application
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program in step 610. (b) packet 610P shown in FIG. 6B has
the basic fields (the value of the command length field is
0x04), and further includes a state information field 603 for
indicating state values of Table 2, and a next command
length field 602. The next command length field 602 is the
same as in (a) packet 600P.

TABLE 2
State value Meaning
0x00 OK
0x80 Player is not connected.
0x40 Player is busy.
0x20 Changes in external memory card
0x10 Write protection tap attached
0x08 Overflow in internal flash memory
0x04 Overflow in external memory
0x02 No external memory

[0109] Here, bits of respective state values, except an OK
state, are OR-connected, and it is desirable that the docking
station senses the state in which player is not connected
(0x80) and informs the state to the application program.

[0110] 6. Format

[0111] “Format’ command is a command used for initial-
izing the memory in the player. All memories must be
formatted before it is used. This is similar to the case in
which a disc is formatted before it is used in a computer.

[0112] FIGS. 7A and 7B are simplified views of the
execution order of ‘format’ command according to an
embodiment of the present invention, and FIG. 7C shows an
example of the structure of data which are sent and received
in each step of FIGS. 7A and 7B. Here, FIG. 7A shows
parallel communications, while FIG. 7B shows serial com-
munications. In serial communications, a start signal in step
700 and a start signal ACK in step 710 are not sent and
received. Except for these differences, serial communica-
tions have the same steps as parallel communications. Here-
after, explanation will be made focusing on parallel com-
munications. However, a start signal and a start signal ACK
can be also used in serial communications when an appli-
cation needs the signals.

[0113] First, a start signal in step 700, a start signal ACK
in step 710, and the structures of packets 700P and 710P
used in the steps 700 and 710 are similar to those used in
FIGS. 6A and 6B. Here, the value of a next command length
field 702 is set to 0x04. This is the same as the value of the
command length field of (c) packet 720P in step 720.

[0114] Next, the application program on the computer
sends ‘format’ request command in the form of (¢) packet
720P of FIG. 7C to the player in step 720. Here, since
format is executed not by the ‘format’ request command, but
by an execution command in step 740, ‘format’ request
command is also referred to as a format preparation signal.

[0115] (c) packet 720P includes the basic fields (the value
of the command length field is 0x04), and further includes
a media field 703 for indicating the type of media or
memories, and a code value field 704 having a value of
‘0x46°. Memories attached to the player according to an
embodiment of the present invention include an internal
memory (for example, flash memory) installed inside the
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player and an external memory (for example, SMART card)
inserted externally to the player. Therefore, other commands
to be explained here, which are related to a predetermined
directory or file on a memory, generally include a media
field for choosing the kind of memory.

[0116] The value of the media field 703 is set to Ox4d for
internal memory formatting, and is set to 0x53 for external
memory formatting.

[0117] When the player is ready for execution of format-
ting, the player returns (d) packet 730P, which has the same
structure and field values as (c) packet 720P received in the
step 720, to the computer in step 730. When it is unable to
execute format, the player changes the value of the media
field 703 or the code value field 704.

[0118] When the application program of the computer
receives the same packet as (c) packet of the step 720, which
it sent, the application program sends an execution com-
mand for executing ‘request format’ command in the form of
(e) packet 740P of FIG. 7C, which was sent in the step 720,
to the player in step 740. (e) packet 740P includes the basic
fields (the value of the command length field is 0x03) and
the code value field 705 having a value ‘0x46°.

[0119] Finally, when the player receives the execution
command, the player executes formatting of the correspond-
ing memory, and informs the result in the form of (f) packet
750P of FIG. 7C in step 750P. (f) packet 750P has the basic
fields (the value of the command length field is 0x03), and
a field for indicating state information. The value of the state
field has the same meaning as in the Table 2.

[0120] 7. Refresh Root Directory

[0121] ‘Refresh root directory’ command is a command
for refreshing information in a root directory of an internal
memory or an external memory installed in the player and
then obtaining all the file information of the root directory.
Particularly when a user changes an external memory card,
the application program of the computer must refresh the
root directory information on the newly inserted external
memory card.

[0122] FIGS. 8A and 8B are simplified views of the
execution order of ‘refresh root directory’ command accord-
ing to an embodiment of the present invention, and FIG. 8C
shows an example of the structure of data which are sent and
received in each step of FIGS. 8A and 8B. Here, FIG. 8A
shows parallel communications, while FIG. 8B shows serial
communications. In serial communications, a start signal in
step 800 and a start signal ACK in step 810 are not sent and
received. Except for these differences, serial communica-
tions have the same steps as parallel communications. Here-
after, explanation will be made focusing on parallel com-
munications. However, a start signal and a start signal ACK
can be also used in serial communications when an appli-
cation needs the signals.

[0123] First, a start signal in step 800, a start signal ACK
in step 810, and the structures of packets 800P and 810P
used in the steps 800 and 810 are similar to those used in
FIGS. 6A and 6B. Here, the value of a next command length
field 802 is set to 0x04. This is the same as the value of the
command length field of (c) packet 820P in step 8§20.

[0124] Next, the application program of the computer
sends ‘refresh root directory’ request command, or ‘refresh
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root directory’ preparation signal in the form of (c) packet
820P of FIG. 8C in step 820.

[0125] (c) packet 820P has the basic fields (the value of the
command length field is 0x04), and further includes a media
field 803 for indicating the type of media or memories, and
a code value field 804 having a value of ‘0x47°. The value
of the media field 803 is set to 0x4d for an internal memory,
and is set to 0x53 for an external memory.

[0126] When the player is ready to refresh the root direc-
tory (that is, when it is ready to return all the file information
of the root directory), the player sends preparation ACK in
the form of (d) packet 830P of FIG. 8C to the computer in
step 830. The basic fields (the value of the command length
field is 0x06), the media field 803, and the code value field
804 in (d) packet 830P have the same meaning as (c) packet
820P. Also, (d) packet 830P further includes a byte-length-
of-information field 805 having a 2-byte length for indicat-
ing information on the length of total data to be returned in
step 870. Here, referring to the byte-length-of-information
field 805 of (d) packet 830P, the number of total files on the
root directory can be calculated by the following equation 1.

Number of total files=((the value of byte-length-of-

information field)-8)/32 @
[0127] When the application program of the computer
receives (d) packet 830P, the application program sends an
execution command for executing ‘refresh root directory’
request command sent in the step 820 in the form of (e)
packet 840P of FIG. 8C to the player in step 840. (¢) packet
840P includes the basic fields (the value of the command
length field is 0x03), and a code value field 806 having a
value ‘0x46°.

[0128] Next, synchronization between the player and the
docking station is performed in steps 850 and 860. For this,
the player sends a request for synchronization in the form of
(f) packet 850P to the docking station in the step 850. (f)
packet 850P includes ‘:” separator, a command code of
character ‘U’, and *.” separator.

[0129] When the docking station is ready to mediate
information communication (for example, finishing prepa-
ration of a buffer), the docking station sends ACK signal in
the form of (g) packet 860P to the player in step 860. (g)
packet 860P includes :’ separator, a state information field,
and ‘. separator. Here, among the state values in the state
information field, number ‘0’ indicates success, while other
numbers indicate failure. (Hereafter, the fact that number 0’
in the state value indicates success and other numbers
indicate failure is referred to as success/failure state value).
The steps 850 and 860 are not carried out when there is no
docking station.

[0130] Finally, the player sends file information of each
file on the root directory in the form of (h) packet 870P of
FIG. 8C in step 870. Thanks to (d) packet 830P of the step
830, the application program of the computer has already
known the byte length of information to be answered in the
step 870. That is, data as much as the byte length indicated
in the byte-length-of-information field 805 of (d) packet
830P in the step 830 is sent, and the end of transmission data
is indicated by ‘.” separator.

[0131] (h) packet 870P includes a 4-byte total memory
size field 807, a 4-byte usable memory size field 808, a file
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information field 809 for 32-byte lengths of file information,
each for a file, and ‘.” separator.

[0132] File information on each file includes 8 bytes for
file name (excluding extension), 3 bytes for file extension, 1
byte for file attributes, 2 bytes for time, 2 bytes for date, and
4 bytes for file size.

[0133] 8. Refresh Sub-Directory

[0134] ‘Refresh sub-directory’ command is a command
for refreshing a sub-directory on an internal memory or
external memory installed in the player, and then obtaining
all the file information of the sub-directory. ‘Refresh sub-
directory’ command operates similar to the way ‘refresh root
directory’ operates, but ‘refresh sub-directory’ command is
used only when a memory stores files in a directory hierar-
chy structure. Particularly when a user changes an external
memory card, if the external memory card includes a direc-
tory hierarchy structure, the application program of the
computer must refresh sub-directory information on the
newly inserted external memory card.

[0135] FIGS. 9A and 9B are simplified views of the
execution order of ‘refresh sub-directory’ command accord-
ing to an embodiment of the present invention, and FIG. 9C
shows an example of the structure of data which are sent and
received in each step of FIGS. 9A and 9B. Here, FIG. 9A
shows parallel communications, while FIG. 9B shows serial
communications. In serial communications, a start signal in
step 900 and a start signal ACK in step 910 are not sent and
received and synchronization between the docking station
and the player in steps 950 and 960 is not carried out. Except
for these differences, serial communications have the same
steps as parallel communications. Hereafter, explanation
will be made focusing on parallel communications. How-
ever, a start signal and a start signal ACK can be also used
in serial communications when an application needs the
signals.

[0136] First, a start signal in step 900, a start signal ACK
in step 910, and the structures of packets 900P and 910P are
similar to those used in FIGS. 6A and 6B. Here, the value
of the next command length field 901 is set to a value
obtained by adding 4 to the byte length of the corresponding
sub-directory name, which is the same as the value of the
command length field in (c) packet 920P in the step 920.

[0137] Next, the application program of the computer
sends ‘refresh sub-directory’ request command or ‘refresh
sub-directory’ preparation signal in the form of (¢) packet
920P of FIG. 9C to the player in step 920.

[0138] (c) packet 920P includes the basic fields (the value
of the command length field is a value obtained by adding
4 to the byte length of the corresponding sub-directory
name), a media field 903 for indicating the type of media or
memories, a code value field 904 having a value ‘0x67°, and
a directory name field 905. The value of the media field 903
is set to Ox4d for an internal memory, and is set to 0x53 for
an external memory.

[0139] When the player is ready to refresh the correspond-
ing sub-directory (that is, when the player is ready to return
all the file information of the corresponding sub-directory),
the player returns preparation ACK in the form of (d) packet
930P of FIG. 9C to the computer in step 930. The basic
fields (the value of the command length field is 0x06), the
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media field 903, and the code value field 904 of (d) packet
930P have the same meaning as in (c) packet 920P. Also, (d)
packet 930P includes a byte-length-of-information field 906
having a 2-byte length for indicating information on the
length of total data to be returned in step 970. Here, referring
to the byte-length-of-information field 906 of (d) packet
930P, the number of total files on the corresponding sub-
directory can be calculated by the equation 1, the same as in
the ‘refresh root directory’ command.

[0140] When the application program of the computer
receives (d) packet 930P, the application program sends an
execution command for executing ‘refresh sub-directory’
request command sent in the step 920 in the form of (e)
packet 940P of FIG. 9C to the player in step 940. As in the
FIG. 8C, (e) packet 940P includes the basic fields (the value
of the command length field is 0x03), and the code value
field 910 having a value ‘0Ox46°.

[0141] Next, when the system includes a docking system,
synchronization between the player and the docking station
is carried out in steps 950 and 960. For this, the player sends
a synchronization request in the form of (f) packet 950P to
the docking station in step 950. (f) packet 950P includes “:’
separator, a command code of character ‘F’, and .” separa-
tor.

[0142] When the docking station is ready to mediate
information communications, the docking station returns
synchronization ACK in the form of (g) packet 960P to the
player in step 960. As in the FIG. 8C, (g) packet 960P
includes ‘:* separator, a state information field, and *.’
separator. Here, the state value in the state information field
indicates the success/failure state value.

[0143] Finally, the player returns file information on each
file of the corresponding sub-directory in the form of (h)
packet 970P of FIG. 9C in step 970. The structure of (h)
packet 970P and the meaning of each field are the same as
in (h) packet 870P of FIG. 8C.

[0144] 9. Download

[0145] ‘Download’ command or ‘file download’ command
is used to send or copy a file on a computer through a serial
cable or a parallel cable to an internal memory or an external
memory installed in the player. Since the execution of
download results in a new file generated in the player, it is
preferable that after download is executed, above-described
‘refresh root directory’ command or ‘refresh sub-directory’
command is executed.

[0146] FIGS. 10A and 10B are simplified views of the
execution order of ‘file download’ command according to an
embodiment of the present invention, and FIG. 10C shows
an example of the structure of data which are sent and
received in each step of FIGS. 10A and 10B. Here, FIG.
10A shows parallel communications, while FIG. 10B shows
serial communications. In serial communications, a start
signal in step 1000 and a start signal ACK in step 1010 are
not sent and received; synchronization between the com-
puter and the player in steps 1040 and 1050 is not carried
out; and receiving ACK in step 1070 is not returned. Except
for these differences, serial communications have the same
steps as parallel communications. Hereafter, explanation
will be made focusing on parallel communications. How-
ever, a start signal and a start signal ACK can be also used
in serial communications when an application needs the
signals.
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[0147] First, a start signal in step 1000 and a start signal
ACK in step 1010, the structures of packets 1000P and
1010P used in the steps 1000 and 1010, are similar to those
used in FIGS. 6A and 6B. Here, the value of the next
command length field 1001 is set to a value obtained by
adding 12(0x0c) to the byte length of the corresponding file
name, which is the same as the value of the command length
field in (c) packet 1020P of step 1020.

[0148] Next, the application program of the computer
sends ‘download’ request command or ‘download’ prepara-
tion signal in the form of (¢) packet 1020P of FIG. 10C to
the player in step 1020.

[0149] (c) packet 1020P includes the basic fields (the value
of the command length field is obtained by adding 12 to the
byte length of the corresponding file name), a media field
1003 for indicating the type of media or memories, a code
value field 1004 having a value ‘0x57°, and a file informa-
tion field 1005. The value of the media field 1003 is set to
0x4d for an internal memory, and set to 0x53 for an external
memory. The file information field 1005 includes a file name
field, a date field having a 2-byte length for indicating the
last modification date, a time field having a 2-byte length for
indicating the last modification time, and a file size field
having a 4-byte length.

[0150] Here, it is preferable that a file name is expressed
in a fixed 8.3 format in order to raise the efficiency of
implementation. In the fixed 8.3 format, a file name, exclud-
ing the extension, is expressed in an 8-byte fixed-length
(excluding the character “\’ for indicating a directory), and a
file extension is expressed in a 3-byte fixed-length.

[0151] For example, a file name “sample.mp3” is
expressed as in the following Table 3.

TABLE 3

/s a m p 1 e m p 3

[0152] That is, when a file name excluding the extension
is longer than 8 bytes, characters after 8 bytes are not
expressed, while when the file name excluding the extension
is shorter than 8 bytes, empty characters (space character or
character NULL) are used to fill the remaining space.
Separator ‘.” is not expressed. When the extension is longer
than 3 bytes, the characters after 3 bytes are not expressed,
and when the extension is shorter than 3 bytes, empty
characters are used to fill the remaining space. If a directory
hierarchy structure is not used, the first character ‘\’ can be
ignored. A file name can includes a directory hierarchy
structure (in this case, an extended file name is referred to),
and in this case, each directory name is added to a place in
front of the Table 3 in the form of a fixed 8.3 format.

[0153] When the player is ready to receive a correspond-
ing file, the player returns preparation ACK in the form of
(d) packet 1030P of FIG. 10C to the computer in step 1030.
The basic fields (the value of the command length field is
obtained by adding 14 to the byte length of the correspond-
ing file name), a media field 1003, a code value field 1004,
and a file information field 1005 of (d) packet 1030P has the
same meaning as those in (c) packet 1020P. However, when
there is no surplus space in the memory of the player for
storing the downloaded file, the file size of the file infor-
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mation field 1005 is set to ‘0°, while when the player already
has the same file as the file to be downloaded, the first
character of the file name of the file information field 1005
is set to ‘7°.

[0154] (d) packet 1030P includes a block size field 1006
having a 2-byte length for indicating byte size information
in units of block of transmission data in step 1060. Here, the
value of the block size field 1006 of (d) packet 1030P is set
to a positive integer, and the byte size or length in units of
block of transmission data in step 1060 is calculated as the
following equation 2.

Byte size (length) of transmission data=512*2block size 2

[0155] When the application program of the computer
receives (d) packet 1030P, synchronization for file download
between the player and the computer is carried out in steps
1040 and 1050. For this, the application program of the
computer sends a synchronization request in the form of (e)
packet 1040P to the player in step 1040. (¢) packet 1040P
includes :’ separator, a command code ‘0x44’, and *.’
separator. Here, the reason why ‘# separator is not used is
that the docking station must be synchronized together for
file download.

[0156] When the player is ready to synchronize with the
player, the player sends a synchronization ACK in the form
of (f) packet 1050P to the application program in step 1050.
(f) packet 1050P includes :” separator, a state information
field indicating the success/failure state value, and ‘. sepa-
rator.

[0157] When the application program finishes synchroni-
zation with the player, that is, when the application program
receives (f) packet 1050P, the application program calculates
the byte size in units of block of transmission data according
to the equation 2, referring to the value of the block size field
1006 of (d) packet 1030P in the step 1030, and sends the
corresponding file in units of a block 1060P to the player in
step 1060.

[0158] The player returns ACK in the form of (h) packet
1070P for each block on whether or not the block is normally
received in step 1070.

[0159] The steps 1060 and 1070 are repeated until trans-
mission of the corresponding file is completed. However, it
is preferable that for the last block, only the remaining data
block 1080P is sent without sending a data block as much as
the byte size obtained by the equation 2, in step 1080. Also,
for the last block, a separate receiving ACK does not need
to be returned.

[0160] 10. Extended Download

[0161] ‘Extended download’ command performs the same
functions as the above-described ‘download’ command,
while ‘extended download” command can be applied opti-
mally to a file format compatible to a solid state floppy disc
card (SSFDC). 1t is preferable that refresh command for the
corresponding directory is executed after executing down-
load, as we have seen already.

[0162] FIG. 11A is a simplified view of the execution
order of ‘extended download’ command according to an
embodiment of the present invention, and FIG. 11B shows
an example of the structure of data which are sent and
received in each step of FIG. 11A.
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[0163] First, the application program of the computer
sends ‘extended download’ request command or ‘extended
download’ preparation signal in the form of (a) packet 1100P
of FIG. 11B to the player in step 1100.

[0164] (a)packet 1100P includes the basic fields (the value
of the command length field is obtained by adding 0x12 to
the additional space for an extended file name and the byte
length of the corresponding file name), a media field 1101
for indicating the type of media or memories, a 2 bytes long
code value field 1102 having values ‘0x90‘and ’ 0x17°, and
a file information field 1104. The value of the media field
1101 is set to Ox4d for an internal memory, and set to 0x53
for an external memory. It is preferable that the file infor-
mation field 1104 includes information shown in Table 4.

TABLE 4
Type of file Byte
information length  Explanation
Flag 1 0x01: monitoring (whether or not to
simultaneously reproduce)
0x02: generating a file
0x04: appending a file, when the file does
not exist, generating the file
0x08: screening (whether or not to
watermark for copy prevention)
File attributes 1 0x01: read-only file
0x02: hidden file
0x04: system file
0x08: volume ID
0x0f: long file name (Reserved)
0x10: directory
0x20: WriteO(Reserved)
Date 2 DOS file date
Time 3 DOS file time
File size 4 File size
Time-out 1 Time Limit for response
(time limit)
File name length 2 File name length (0x00, 0x0b)
Additional space 0 Space for extended file name
File name 12 (0xOc) Fixed 8.3 format

[0165] Among the flags, monitoring flag for indicating
simultaneous reproduction shows whether or not to repro-
duce a file during downloading the file. Screening flag shows
whether or not to include watermark information for copy
prevention.

[0166] Among file attributes, the volume ID means the
identifier of media or memories, and the long file name and
Write0 are reserved codes for future use.

[0167] Time-out represents the time limit for response to
the ‘extended download’ preparation signal by the player. If
there is no response in the corresponding time, download of
the corresponding file is stopped.

[0168] File name length is set to 0x000b (expressed in
total 2 bytes) when the corresponding file name is not an
extended file name. Additional space is a space to be used for
an extended file name.

[0169] When the player is ready to receive the correspond-
ing file, the player returns ‘extended download’ preparation
ACK in the form of (b) packet 1110P of FIG. 11B, to the
computer in step 1110. (b) packet 1110P has the basic fields
(the value of the command length field is 0x09), a state field
1105 for indicating the state values of Table 5, a 4-byte file
size field 1106, and a 2-byte block size field 1107. Here, the



US 2004/0268006 A1l

file size field 1106 is used for providing the application
program of the computer with information for appending a
file, when a file having the same name as the download file
name already exists on the player, and otherwise, the file size
field 1106 is set to “0”. The value of the block size field 1107
is set to a positive integer. The byte size or length in units of
a block of transmission data in step 1120 is obtained the
same as the equation 2, which is similar to ‘file download’.

TABLE 5
State value ~ Meaning
0 Success
1 Different from the size of a file previously opened
2 Insufficient memory space for transmitting a file
3 A file having the identical name exists already
4 No file having the identical name exist (In case of

appending a file)

[0170] Next, when the ‘extended download’ preparation
ACK received in the step 1110 indicates a state that a file can
be received, the application program of the computer, refer-
ring to the value of the block size field 1007 of (b) packet
1110P in the step 1110, calculates the byte size in units of a
block of transmission data according to the equation 2, and
sends the corresponding file on a block-by-block basis
1120P1 to the player in step 1120. However, it is preferable
that for the last block, only the remaining data block 1120P2
is sent without sending a data block as much as the byte size
obtained by the equation 2, which we have already seen.

[0171] Tt is preferable that ‘extended download’ command
can be executed even when a separate ACK about whether
or not a file is normally received is not returned from the
player.

[0172] 11. Upload

[0173] ‘Upload’ command or ‘file upload’ command is a
command for sending or copying a file on the internal
memory or external memory installed in the player to the
computer through a serial cable or a parallel cable.

[0174] FIGS. 12A and 12B are simplified views of the
execution order of ‘file upload’ command according to an
embodiment of the present invention, and FIG. 12C shows
the structure of data which are sent and received in each step
of FIGS. 12A and 12B.

[0175] Here, FIG. 12A shows parallel communications,
while FIG. 12B shows serial communications. Steps 1220,
1230, 1250 and 1270 in serial communications perform the
same functions as the corresponding steps in parallel com-
munications, and hereafter, explanation will be made focus-
ing on parallel communications. However, a start signal and
a start signal ACK can be also used in serial communications
when an application needs the signals.

[0176] First, a start signal in step 1200 and a start signal
ACK in step 1210, and the structures of packets 1200P and
1210P are the same as those used in FIGS. 6A and 6B. Here,
the value of the next command length field is set to a value
obtained by adding 4 to the byte length of the corresponding
file name, which is the same as the value of the command
length field in (c) packet 1220P in step 1220.

[0177] Next, the application program of the computer
sends ‘upload’ request command or ‘upload’ preparation
signal in the form of (¢) packet 1220P of FIG. 12C to the
player in step 1220.
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[0178] (c) packet 1220P includes the basic fields (the value
of the command length field is a value obtained by adding
4 to the byte length of the corresponding file name), a media
field 1203 for indicating the type of media or memories, a
code value field 1204 having a value ‘0x52°, and a file name
field 1205. Here, the file name of the file name field 1205
adopts the fixed 8.3 format and an extended file name can
also be used.

[0179] When the player is ready to send the corresponding
file, the player returns a preparation ACK in the form of (d)
packet 1230P to the computer in step 1230. The basic fields
(however, the value of the command length field is a value
obtained by adding 10 to the byte length of the correspond-
ing file name), the media field 1203, the code value field
1204, and the file name field 1205 of (d) packet 1230P have
the same meaning as those in (¢) packet 1220P. However,
when an upload file does not exist, all characters in the file
name field are set to ‘?°.

[0180] (d) packet 1230P includes the file size field 1206 of
the upload file and the 2-byte block size field 1207 for
showing byte size information in units of a block of trans-
mission data in step 1250. Here, the value of the block size
field 1207 in (d) packet 1230P is set to a positive integer, and
the byte size or length in units of a block of transmission data
in the step 1250 is obtained from the equation 2. Also, in the
upload command according to the embodiment of the
present invention, file size information of the upload file is
provided for the player so that the system can efficiently
respond when an external memory is changed.

[0181] When the application program of the computer
receives (d) packet 1230P, the application program sends an
execution command for executing ‘upload’ request com-
mand sent in the step 1220 in the form of (e) packet 1240P
to the player in step 1240. () packet 1240P includes the
basic fields (the value of the command length field is 0x03)
and a code value field having a value ‘0x46°.

[0182] Next, when the player receives (e) packet 1240P, a
synchronization with the docking station is carried out to
upload a file in steps 1242 and 1244. For this, the player
sends a synchronization request in the form of (f) packet
1242P to the docking station in step 1242. (f) packet 1242P
includes ‘:’° separator, a command code of character ‘D’, and
‘.’ separator.

[0183] When the docking station is ready for synchroni-
zation, the docking station returns a synchronization ACK in
the form of (g) packet 1244P to the player in step 1244. (g)
packet 1244P includes ‘:’ separator, a state information field
having a success/failure state value, and ‘.” separator. When
a docking station does not exist, the steps 1242 and 1244 are
not carried out.

[0184] Next, referring to the value of the block size field
1207 of (d) packet 1030P in the step 1030P, the player
calculates the byte size in units of a block of transmission
data according to the equation 2, and then sends the corre-
sponding file on a block-by-block basis to the computer in
step 1250. The computer answers whether or not each block
is normally received, by sending an ACK in the form of (i)
packet 1260P in step 1260.

[0185] However, the last block is sent after .” separator is
added to a data block having the byte size according to the
equation 2 so that it can be shown that the data block is the
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last data block, in step 1270. It is preferable that only the
remaining data in the last data block is sent, but considering
the overhead of the player, a data block having the byte size
according to the equation 2 is sent. The computer answers
whether or not the last block is normally received through
(k) packet 1280P in step 1280.

[0186] 12. Delete File

[0187] ‘Delete file’ command is a command for deleting a
file on an internal memory or an external memory installed
in the player.

[0188] FIGS. 13A and 13B are simplified views of the
execution order of ‘delete file’ command according to an
embodiment of the present invention, and FIG. 13C shows
the structure of data which are sent and received in each step
of FIGS. 13A and 13B. Here, FIG. 13A shows shows
parallel communications, while FIG. 13B shows serial
communications. In serial communications, a start signal
and a start signal ACK are not sent and received. Except for
these differences, serial communications have the same
steps as parallel communications. Hereafter, explanation
will be made focusing on parallel communications. How-
ever, a start signal and a start signal ACK can be also used
in serial communications when an application needs the
signals.

[0189] First, a start signal in step 1300 and a start signal
ACK in step 1310, and the structures of packets 1300P and
1310P are the same as those used in FIGS. 6A and 6B. Here,
the value of the next command length field is set to a value
obtained by adding 4 to the byte length of the corresponding
file name, which is the same as the value of the command
length field in (c) packet 1320P in step 1320.

[0190] Next, the application program of the computer
sends ‘delete file’ request command or ‘delete file’ prepa-
ration signal in the form of (c) packet 1320P of FIG. 13C to
the player in step 1320. (¢) packet 1320P includes the basic
fields (the value of the command length field is a value
obtained by adding 4 to the byte length of the corresponding
file name), a media field 1303 for indicating the type of
media or memories, a code value field 1304 having a value
‘0x45’, and a file name field 1305. The value of media field
1303 is set to Ox4d for an internal memory, and is set to 0x53
for an external memory. The file name of the file name field
1305 basically adopts the fixed 8.3 format and an extended
file name can also be used.

[0191] When the player is ready to delete the correspond-
ing file, the player returns (d) packet 1330P, which has the
same structure and field values as those of (c) packet
received in the step 1320, to the computer in step 1330.
However, when the corresponding file does not exist, all
characters in the file name field 1305 are changed into ‘¥’
and then returned.

[0192] When the application program of the computer
receives the same packet as (c) packet of the step 1320 sent
by the application program, the application program sends
an execution command, for executing ‘delete file’ request
command sent in the step 1320, in the form of (e) packet
1340P of FIG. 13C to the player in step 1340. (e) packet
1340P includes the basic fields (the value of the command
length field is 0x03) and a code value field having a value
‘0x46°.
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[0193] Finally, when the player receives the execution
command, the player deletes the corresponding file and
returns the result in the form of (f) packet 1350P of FIG.
13C in step 1350. (f) packet 1350P includes the basic fields
(the value of the command length field is 0x03), and a field
for indicating state information. The state value of the state
field has the same meaning as in the Table 2.

[0194] 13. Change File Name

[0195] ‘Change file name’ command is a command for
renaming a file in an internal memory or an external memory
installed in the player.

[0196] FIGS. 14A and 14B are simplified views of the
execution order of ‘change file name’ command according to
an embodiment of the present invention, and FIG. 14C
shows the structure of data which are sent and received in
each step of FIGS. 14A and 14B. Here, FIG. 14A shows
parallel communications, while FIG. 14B shows serial
communications. In serial communications, a start signal
and a start signal ACK are not sent and received. Except for
these differences, serial communications have the same
steps as parallel communications. Hereafter, explanation
will be made focusing on parallel communications. How-
ever, a start signal and a start signal ACK can be also used
in serial communications when an application needs the
signals.

[0197] First, a start signal in step 1400 and a start signal
ACK in step 1410, the structures of packets 1400P and
1410P used in the steps 1400 and 1410, are similar to those
used in FIGS. 6A and 6B. Here, the value of the next
command length field is set to a value obtained by adding 5
to the byte length of the original fine name before renaming
and the byte length of the object file name after renaming,
which is the same as the value of the command length field
in (c) packet 1420P of step 1420.

[0198] Next, the application program of the computer
sends ‘change file name’ request command or ‘change file
name’ preparation signal in the form of (c) packet 1420P of
FIG. 14C to the player in step 1420. (c) packet 1420P
includes the basic fields (the value of the command length
field is obtained by adding 5 to the byte length of the original
file name and the byte length of the object file name), a
media field 1403 for indicating the type of media or memo-
ries, a code value field 1404 having a value ‘Ox4e’, and a file
information field 1405. The value of the media field 1403 is
set to Ox4d for an internal memory, and set to 0x53 for an
external memory. The file information field 1405 includes
the length of the original field, the file name of the original
file, and the file name of the object file. Here, the length of
the original file indicates the byte length of the file name of
the original file.

[0199] Each file name basically adopts the fixed 8.3 for-
mat, and an extended file name can also be used. However,
it is preferable that the extension of the file name is restricted
not to change, because the file extension is used not only for
indicating the type of digital contents stored in the corre-
sponding file, but also for being a reference in security
setting.

[0200] When the player is ready for executing to change
the file name of the file, the player returns (d) packet 1430P
having the same structure and same field values as (c¢) packet
1420P received in the step 1420 to the computer in step
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1430. However, if the file to be renamed does not exist, the
player returns the packet after changing all characters in the
original file name in the file information field 1405 into ‘?°.

[0201] When the application program of the computer
receives the same packet as (c) packet, which it sent in the
step 1420, the application program sends an execution
command, for executing ‘change file name’ request com-
mand sent in the step 1420, in the form of () packet 1440P
to the player in step 1440. (¢) packet 1440P includes the
basic fields (the value of the command length field is 0x03)
and a code value field having a value ‘0x46°.

[0202] Finally, when the player receives the execution
command, the player changes the name of the file into the
name of the object file, and then returns the result in the form
of (f) packet 1450P of FIG. 14C in step 1450. (f) packet
1450P includes the basic fields (the value of the command
length field is 0x03), and a field for indicating state infor-
mation. The value of the state field has the same meaning in
the Table 2.

[0203] 14. Change File Location

[0204] ‘Change file location’ command is a command for
replacing the reproducing order of a file on an internal
memory or an external memory installed in the player.

[0205] In general, the reproducing order of the player is
carried out in such a way that files in an internal memory are
reproduced before those in an external memory and each file
in those memories is reproduced in order of location in a file
information table for managing information on all the files
on each memory (for example, a file allocation table, FAT).
Therefore, ‘change file location’ command is to change
location of the corresponding file in the file information
table.

[0206] FIGS. 15A and 15B are simplified views of the
execution order of ‘change file location (replace)’ command
according to an embodiment of the present invention, and
FIG. 15C shows the structure of data which are sent and
received in each step of FIGS. 15A and 15B. Here, FIG.
15A shows parallel communications, while FIG. 15B shows
serial communications. In serial communications, a start
signal and a start signal ACK are not sent and received.
Except for these differences, serial communications have the
same steps as parallel communications. Hereafter, explana-
tion will be made focusing on parallel communications.
However, a start signal and a start signal ACK can be also
used in serial communications when an application needs
the signals.

[0207] First, a start signal in step 1500 and a start signal
ACK in step 1510, the structures of packets 1500P and
1510P used in the steps 1500 and 1510 are similar to those
used in FIGS. 6A and 6B. Here, the value of the next
command length field is set to a value obtained by adding 5
to the byte length of the file name, which is the same as the
value of the command length field in (c) packet 1520P of
step 1520.

[0208] Next, the application program of the computer
sends ‘change file location’ request command or ‘change file
location’ preparation signal in the form of (c) packet 1520P
of FIG. 15C to the player in step 1520. (c) packet 1520P
includes the basic fields (the value of the command length
field is obtained by adding 5 to the byte length of the file
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name), a media field 1503 for indicating the type of media
or memories, a code value field 1504 having a value ‘0x50°,
and a file information field 1505. The value of the media
field 1503 is set to 0x4d for an internal memory, and set to
0x53 for an external memory. The file information field 1505
includes the file name and the new location after changing
location. Here, the new location indicates the location of the
corresponding file in the file information table. File names
basically adopt the fixed 8.3 format, and extended file names
can also be used.

[0209] When the player is ready for executing to change
the location of the file, the player returns (d) packet 1530P
having the same structure and same field values as (c¢) packet
1520P received in the step 1520, to the computer in step
1530. However, if the file does not exist, the player returns
the packet after changing all characters in the file name in
the file information field 1505 into “?°.

[0210] When the application program of the computer
receives the same packet as (c) packet, which it sent in the
step 1520, the application program sends an execution
command, for executing ‘change file location’ request com-
mand sent in the step 1520, in the form of (e) packet 1540P
to the player in step 1540. (¢) packet 1540P includes the
basic fields (the value of the command length field is 0x03)
and a code value field having a value ‘0x46°.

[0211] Finally, when the player receives the execution
command, the player changes the location of the file in the
file information table, and then returns the result in the form
of () packet 1550P in step 1550. (f) packet 1550P includes
the basic fields (the value of the command length field is
0x03), and a field for indicating state information. The state
value of the state field has the same meaning in the Table 2.

[0212] 15. Register Key

[0213] ‘Register key’ command is a command for regis-
tering a key, which is unique to the player required in
reproducing a security file in the player, to the player. The
registered key is stored in the internal memory of the player.

[0214] FIGS. 16A and 16B are simplified views of the
execution order of ‘register key’ command according to an
embodiment of the present invention, and FIG. 16C shows
the structure of data which are sent and received in each step
of FIGS. 16A and 16B. Here, FIG. 16A shows parallel
communications, while FIG. 16B shows serial communica-
tions. In serial communications, a start signal and a start
signal ACK are not sent and received. Except for these
differences, serial communications have the same steps as
parallel communications. Hereafter, explanation will be
made focusing on parallel communications. However, a start
signal and a start signal ACK can be also used in serial
communications when an application needs the signals.

[0215] First, a start signal in step 1600 and a start signal
ACK in step 1610, the structures of packets 1600P and
1610P used in the steps 1600 and 1610 are similar to those
used in FIGS. 6A and 6B. Here, the value of the next
command length field is set to 0x06, which is the same as the
value of the command length field in (c) packet 1620P of
step 1620.

[0216] Next, the application program of the computer
sends ‘register key’ request command or ‘register key’
preparation signal in the form of (¢) packet 1620P of FIG.
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16C to the player in step 1620. (c) packet 1620P includes the
basic fields (the value of the command length field is 0x06),
a 2-byte code value field 1604 having a value ‘0x4b57°, and
a 2-byte key size field 1605. The key size field 1605
indicates the byte length of a key to be sent in step 1640, and
is set to 0x0400 (that is, 1024).

[0217] When the player is ready to register a key, the
player returns (d) packet 1630P having the same structure
and same field values as (c) packet 1620P received in the
step 1620, to the computer in step 1630.

[0218] When the application program of the computer
receives the same packet as (c) packet, which it sent in the
step 1620, the application program sends a key 1640P,
having the byte length of the value in the key size field 1605
in (c) packet 1620, to the player in step 1640.

[0219] 16. Read Key

[0220] ‘Read key’ command is a command for reading a
key which is unique to the player required for reproducing
a security file. Here, the key is stored in the internal memory
of the player, which we have seen already.

[0221] FIGS. 17A and 17B are simplified views of the
execution order of ‘read key’ command according to an
embodiment of the present invention, and FIG. 17C shows
the structure of data which are sent and received in each step
of FIGS. 17A and 17B. Here, FIG. 17A shows parallel
communications, while FIG. 17B shows serial communica-
tions. In serial communications, a start signal and a start
signal ACK are not sent and received. Except for these
differences, serial communications have the same steps as
parallel communications. Hereafter, explanation will be
made focusing on parallel communications. However, a start
signal and a start signal ACK can be also used in serial
communications when an application needs the signals.

[0222] First, a start signal in step 1700 and a start signal
ACK in step 1710, the structures of packets 1700P and
1710P used in the steps 1700 and 1710 are similar to those
used in FIGS. 6A and 6B. Here, the value of the next
command length field is set to 0x04, which is the same as the
value of the command length field in (c) packet 1720P in
step 1720.

[0223] Next, the application program of the computer
sends ‘read key’ request command or ‘read key’ preparation
signal in the form of (¢) packet 1720P of FIG. 17C to the
player in step 1720. (¢) packet 1720P includes the basic
fields (the value of the command length field is 0x04), and
a 2-byte code value field 1604 having a value ‘0x4b52°.

[0224] When the player is ready to send a key, the player
returns (d) packet 1730P having the same structure and same
field values as (c) packet 1720P received in the step 1720, to
the computer in step 1730.

[0225] When the application program of the computer
receives the same packet as (c) packet, which it sent in the
step 1720, the application program sends an execution
command, for executing ‘read key’ request command sent in
the step 1720, in the form of (e) packet 1740P to the player
in step 1740. (e) packet 1740P includes the basic fields (the
value of the command length field is 0x03) and a code value
field having a value ‘0x46°.

[0226] Finally, when the player receives the execution
command, the player sends (f) packet 1750P, including a
1024-byte key and ‘.’ separator, to the computer in step
1750.
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[0227] 17. Read Physical Block Data

[0228] ‘Read physical block data’ command is a command
for reading block data in a certain physical address in an
internal memory or an external memory installed in the
player. This command is defined for low level input/output
(I/0) operation to support a card information system (CIS).

[0229] FIG. 18A is a simplified view of the execution
order of ‘read physical block data’ command according to an
embodiment of the present invention, and FIG. 18B shows

the structure of data which are sent and received in each step
of FIG. 18A.

[0230] First, a start signal in step 1800 and a start signal
ACK in step 1810, the structures of packets 1800P and
1810P used in the steps 1800 and 1810 are similar to those
used in FIGS. 6A and 6B. Here, the value of the next
command length field is set to 0x08, which is the same as the
value of the command length field in (c) packet 1820P of
step 1820.

[0231] Next, the application program of the computer
sends ‘read physical block data’ request command or ‘read
physical block data’ preparation signal in the form of (c)
packet 1820P of FIG. 18C to the player in step 1820. (c)
packet 1820P includes the basic fields (the value of the
command length field is 0x08), a media field 1803 for
indicating the type of media or memories, a code value field
1804 having a value ‘0x52°, and a 4-byte physical block
address field 1805. The value of the media field 1803 is set
to 0x6d for an internal memory, and set to 0x73 for an
external memory.

[0232] When the player is ready to send the corresponding
physical block data, the player returns (d) packet 1830P
having the same structure and same fields values as (c)
packet 1820P received in the step 1820, to the computer in
step 1830.

[0233] When the application program of the computer
receives the same packet as (c) packet, which it sent in the
step 1820, the application program sends an execution
command, for executing ‘read physical block data’ request
command sent in the step 1820, in the form of (e) packet
1840P to the player in step 184q. (¢) packet 1840P includes
the basic fields (the value of the command length field is
0x03) and a code value field having a value ‘0x46°.

[0234] Finally, when the player receives the execution
command, the player sends (f) packet 1850P, including
528-byte physical block data and ¢.” separator indicating the
end of transmission data, to the computer in step 1850.

[0235] 18. Write Physical Block Data

[0236] “Write physical block data’ command is a com-
mand for writing block data in a certain physical address in
an internal memory or an external memory installed in the
player. Like ‘read physical block data’ command, this com-
mand is defined for a low level I/O operation to support a
CIS.

[0237] FIG. 19A is a simplified view of the execution
order of ‘write physical block data’ command according to
an embodiment of the present invention, and FIG. 19B
shows the structure of data which are sent and received in
each step of FIG. 19A.
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[0238] First, a start signal in step 1900 and a start signal
ACK in step 1910, the structures of packets 1900P and
1910P used in the steps 1900 and 1910 are similar to those
used in FIGS. 6A and 6B. Here, the value of the next
command length field is set to 0x08, which is the same as the
value of the command length field in (c) packet 1920P of
step 1920.

[0239] Next, the application program of the computer
sends ‘write physical block data’ request command or ‘write
physical block data’ preparation signal in the form of (c)
packet 1920P of FIG. 19C to the player in step 1920. (c)
packet 1920P includes the basic fields (the value of the
command length field is 0x08), a media field 1903 for
indicating the type of media or memories, a code value field
1904 having a value ‘0Ox57°, and a 4-byte physical block
address field 1905. The value of the media field 1903 is set
to 0x6d for an internal memory, and set to 0x73 for an
external memory.

[0240] When the player is ready to receive the correspond-
ing physical block data, the player returns (d) packet 1930P
having the same structure and same fields values as (c)
packet 1920P received in the step 1920, to the computer in
step 1930.

[0241] When the application program of the computer
receives the same packet as (c) packet, which it sent in the
step 1920, the application program sends (¢) packet 1940P,
including 528-byte physical block data and ‘.” separator, to
the player in step 1940.

[0242] Finally, the player answers to the application pro-
gram of the computer on whether or not (e) packet is
normally received, by sending receiving ACK in the form of
(f) packet 1950P in step 1950. (f) packet 1950P includes the
basic fields (the value of the command length field is 0x03)
and a field for indicating state information. The state value
of the state field has the same meaning as in the Table 2.

[0243] 19. Recording

[0244] ‘Recording’ command is a command for requesting
an encoder to record a voice. The encoder can be installed
inside the player or exist as a separate encoding device (for
example, attached to the docking station).

[0245] FIG. 20A is a simplified view of the execution
order of ‘recording’ command according to an embodiment
of the present invention, and FIG. 20B shows the structure
of data which are sent and received in each step of FIG.
20A.

[0246] First, in order to start encoding, the application
program of the computer sends ‘invoke encoder’ command
in the form of (a) packet 2000P of FIG. 20B to the player
in step 2000. (a) packet 2000P includes the basic fields (the
value of the command length field is 0x04) and a 2-byte code
value field 2001 having a value ‘0x9045°.

[0247] When the player receives (a) packet 2000P, the
player changes its communication port into a communica-
tion channel to the encoder (since then, the encoder controls
the communication port), and returns state information in
the form of (b) packet 2010P of FIG. 20B in step 2010. (b)
packet 2010P is made by marking the success/failure state
value on the second byte 2002 in the code value field 2001
in (a) packet 2000P.
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[0248] When the computer receives a success state
through (b) packet 2010P, after 1 second delay for stable
communications with the encoder, the computer sends an
encoding request command or an encoding preparation
signal in the form of (c) packet 2020P through the commu-
nication port of the player to the encoder in step 2020. (c)
packet 2020P includes the basic fields (the value of the
command length field is 0x04) and a 2-byte code value field
2003 having a value ‘0x9145°.

[0249] When the encoder is ready for encoding, the
encoder returns preparation ACK in the form of (d) packet
2030P of FIG. 20B to the computer in step 2030. The
structure of (d) packet 2030P is the same as that of (¢) packet
2020P.

[0250] Next, the encoder performs encoding and sends the
data length of encoding data and encoding data to the
computer in steps 2040 and 2050. The length of encoding
data is sent in the form of (e) packet 2040P in step 2040. (¢)
packet 2040P includes ‘:’ separator, a 2-byte data length
field, and ‘.” separator. Here, the value of the data length field
is the byte length of encoding data to be sent in step 2050.
Also, the encoder sends encoding data, as much as the byte
length of the value of the data length field in (¢) packet
2040P, in the form of (f) packet 2050P in step 2050.
However, when the value of the data length field in (e)
packet 2040P is ‘0°, it means the end of encoding and
therefore, (f) packet 2050P is not sent.

[0251] After receiving the encoding data, the computer
returns ACK in the form of (g) packet 2060P, to the encoder
in step 2060. (g) packet 2060P includes ‘:” separator, an
ACK/STOP field, and ‘.” separator. The ACK/STOP field is
set to 0x79 when it means continuously performing encod-
ing, and set to 0x73 when it means stopping encoding.

[0252] 20. Make Directory

[0253] ‘Make directory’ command is a command for mak-
ing a directory in an internal memory or an external memory
installed in the player, and for supporting a directory hier-
archy structure.

[0254] FIGS. 21A and 21B are simplified views of the
execution order of ‘make directory * command according to
an embodiment of the present invention, and FIG. 21C
shows the structure of data which are sent and received in
each step of FIGS. 21A and 21B. Here, FIG. 21A shows
parallel communications, while FIG. 21B shows serial
communications. In serial communications, a start signal
and a start signal ACK are not sent and received. Except for
these differences, serial communications have the same
steps as parallel communications. Hereafter, explanation
will be made focusing on parallel communications. How-
ever, a start signal and a start signal ACK can be also used
in serial communications when an application needs the
signals.

[0255] First, a start signal in step 2100 and a start signal
ACK in step 2110, the structures of packets 2100P and
2110P used in the steps 2100 and 2110 are similar to those
used in FIGS. 6A and 6B. Here, the value of the next
command length field is set to a value obtained by adding 8
to the byte length of the corresponding directory name,
which is the same as the value of the command length field
in (¢) packet 2120P in step 2120.
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[0256] Next, the application program of the computers
sends ‘make directory’ request command or ‘make direc-
tory’ preparation signal in the form of (c¢) packet 2120P of
FIG. 21C to the player in step 2120. (c) packet 2120P
includes the basic fields (the value of the command length
field is a value obtained by adding 8 to the byte length of the
corresponding directory name), a media field 2103 for
indicating the type of media or memories, a code value field
2104 having a value ‘Oxe0’, and a directory information field
2105. The value of the media field 2103 is set to Ox4d for an
internal memory, and set to 0x53 for an external memory.
The directory information field 2105 includes the directory
name, a 2-byte date, and a 2-byte time.

[0257] When the player is ready to make the correspond-
ing directory, the player returns (d) packet 2130P having the
same structure and same field values as (¢) packet 2120P
received in the step 2120, to the computer in step 2130.
However, when the directory cannot be made, the player
returns the packet, after changing the directory name in the
directory information field 2105 into characters of ‘?°.

[0258] When the application program of the computer
receives the same packet as (c) packet, which it sent in the
step 2120, the application program sends an execution
command, for executing ‘make directory’ request command
sent in the step 2120, in the form of (e) packet 2140P of FIG.
21C to the player in step 2140. (¢) packet 2140P includes the
basic fields (the value of the command length field is 0x03)
and a code value field having a value ‘0x46°.

[0259] Finally, when the player receives the execution
command, the player makes the corresponding directory,
and returns the result in the form of (f) packet 2150P of FIG.
21C in step 2150. (f) packet 2150P includes the basic fields
(the value of the command length field is 0x03), and a field
for indicating state information. The state value of the state
field has the same meaning as in the Table 2.

[0260] 21. Delete Directory

[0261] ‘Delete directory’ command is a command for
deleting a certain directory in an internal memory or an
external memory installed in the player, and for supporting
a directory hierarchy structure.

[0262] FIGS. 22A and 22B are simplified views of the
execution order of ‘delete directory’ command according to
an embodiment of the present invention, and FIG. 22C
shows the structure of data which are sent and received in
each step of FIGS. 22A and 22B. Here, FIG. 22A shows
parallel communications, while FIG. 22B shows serial
communications. In serial communications, a start signal
and a start signal ACK are not sent and received. Except for
these differences, serial communications have the same
steps as parallel communications. Hereafter, explanation
will be made focusing on parallel communications. How-
ever, a start signal and a start signal ACK can be also used
in serial communications when an application needs the
signals.

[0263] First, a start signal in step 2200 and a start signal
ACK in step 2210, the structures of packets 2200P and
2210P used in the steps 2200 and 2210 are similar to those
used in FIGS. 6A and 6B. Here, the value of the next
command length field is set to a value obtained by adding 4
to the byte length of the corresponding directory name,
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which is the same as the value of the command length field
in (c) packet 2220P in step 2220.

[0264] Next, the application program of the computers
sends ‘delete directory’ request command or ‘delete direc-
tory’ preparation signal in the form of (c) packet 2220P of
FIG. 22C to the player in step 2220. (c) packet 2220P
includes the basic fields (the value of the command length
field is a value obtained by adding 4 to the byte length of the
corresponding directory name), a media field 2203 for
indicating the type of media or memories, a code value field
2204 having a value ‘Oxel’, and a directory name field 2205.
The value of the media field 2203 is set to Ox4d for an
internal memory, and set to 0x53 for an external memory.

[0265] When the player is ready to delete the correspond-
ing directory, the player returns (d) packet 2230P having the
same structure and same field values as (c) packet 2220P
received in the step 2220, to the computer in step 2230.

[0266] When the application program of the computer
receives the same packet as (c) packet, which it sent in the
step 2220, the application program sends an execution
command, for executing ‘delete directory’ request command
sent in the step 2220, in the form of (e) packet 2240P of FIG.
22C to the player in step 2240. (¢) packet 2240P includes the
basic fields (the value of the command length field is 0x03)
and a code value field having a value ‘0x46°.

[0267] Finally, when the player receives the execution
command, the player deletes the corresponding directory,
and returns the result in the form of (f) packet 2250P of FIG.
22C in step 2250. (f) packet 2250P includes the basic fields
(the value of the command length field is 0x03), and a field
for indicating state information. The state value of the state
field has the same meaning as in the Table 2.

[0268] 22. Obtain Player Information

[0269] ‘Obtain player information’ command or ‘obtain
player state information’ is a command for obtaining the
state information and other diverse information of the
player, including player’s version, date, model name, key,
etc.

[0270] FIG. 23A is a simplified view of the execution
order of ‘obtain player information * command according to
an embodiment of the present invention, and FIG. 23B
shows the structure of data which are sent and received in
each step of FIG. 23A.

[0271] First, the application program of the computer
sends a player information request command in the form of
(2) packet 2300P of FIG. 23B to the player in step 2300. (a)
packet 2300P includes the basic fields (the value of the
command length field is 0x04), and a 2-byte code value field
2301 having a value ‘0x9053°.

[0272] When the player receives (a) packet 2300P of FIG.
23B from the computer, the player returns the byte length of
the player information to be sent in step 2320, in the form
of (b) packet 2310P of FIG. 23C in step 2310. (b) packet
2310P includes the basic fields (the value of the command
length field is 0x06), a 2-byte code value field 2301 having
a value ‘0x9053°, and a 2-byte player information length
field 2302. Here, the value of the player information length
field 2302 is the total byte length of the player information
to be sent in step 2320.
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[0273] Next, the player sends the player information in the
form of (c) packet 2320P to the computer in step 2320. (c)
packet 2320P is just an example of player information and
certain fields can be removed or new fields can be added
when they are required.

[0274] Here, ‘mode’ represents a mode of the player, for
example, an mp3 mode, an FM mode, and ‘order’ represents
the reproducing order of the player, for example, normal,
section repetition, entire repetition, arbitrary reproduction,
etc. ‘Card’ indicates whether or not an external memory card
exists, ‘volume’ represents the output volume or the sound
loudness of the player, and ‘recording state’ indicates
whether or not recording is currently in progress. ‘Current
file name length’ represents the byte length of the current file
name, and ‘current file name’ represents the file name of the
currently reproducing file.

[0275] ‘Bookmark number’ is the number of bookmarks
set in a bookmark field. Since one bookmark is made of a
1-byte file number and a 3-byte time information (total 4
bytes), the total byte length of the bookmark field is a value
obtained by multiplying the number of bookmarks by 4.

[0276] A user ID/unique ID (UID) length field 2304
indicates the byte length of a UID field 2305, and the UID
field 2305 represents the unique identifier or key of a
portable personal device. A manufacturer key (MK) length
field 2306 indicates the byte length of an MK field 2307, and
the MK field 2307 indicates the unique identifier or key of
a manufacturer of the portable personal device.

[0277] “Version’, ‘date’, and ‘model name” are the same as
described already. A manufacturer length field 2308 indi-
cates the byte length of a manufacturer name field 2309, and
the manufacturer name field 2309 represents the manufac-
turer name of the portable personal device. ‘External
memory volume label length’ indicates the byte length of an
external memory volume label field, and the ‘external
memory volume label’ is the volume label of the external
memory card.

[0278] Therefore, the byte length of the player information
according to the embodiment is a value obtained by adding
51 to the byte lengths of the current file name, total book-
marks, the UID, the MK, the manufacturer name, and the
external memory volume label.

[0279] 23. Obtain Player Meta Data

[0280] ‘Obtain player meta data’ command is a command
for supporting the security function of digital contents, and
it is used for obtaining information required for reproducing
digital contents in which a security function is set, or for
performing file download or file upload (hereinafter, referred
to as meta data). The command is to support portable
personal devices complying with a secure digital music
initiative (SDMI) portable personal device specification.

[0281] FIG. 24A is a simplified view of the execution
order of ‘obtain player meta data’ command according to an
embodiment of the present invention, and FIG. 24B shows
the structure of data which are sent and received in each step
of FIG. 24A.

[0282] First, the application program of the computer
sends a player meta data request command in the form of (a)
packet 2400P of FIG. 24B to the player in step 2400. (a)
packet 2400P includes the basic fields (the value of the
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command length field is 0x04), and a 2-byte code value field
2401 having a value ‘0x9020°.

[0283] When the player receives (a) packet 2400P of FIG.
24B, the player returns the byte length of player meta data,
which is to be sent in step 2420, in the form of (b) packet
2410P of FIG. 24C in step 2410. (b) packet 2410P includes
the basic fields (the value of the command length field is
0x06), a 2-byte code value field 2401 having a value
‘0x9020°, and a 2-byte player meta data length field 2402.
Here, the value of the player meta data length field 2402 is
the total byte length of the player meta data to be sent in step
2420. The length of the meta data in the present embodiment
is a total of 17 bytes, but it can be changed according to the
necessity of applications.

[0284] Next, the player sends the player meta data in the
form of (c) packet 2420P to the computer in step 2420. (c)
packet 2420P is just an example of the player meta data, and
required information can be changed according to the neces-
sity of applications.

[0285] (c) packet 2420P is an example of meta data, and
shows the type of a cipher algorithm, the version of a hash
algorithm, the version of a random number generator, a
licensed compliant module-secure authenticated channel
(LCM-PD-SAQC) identifier (ID), the type of codec algorithm,
the type of a device interface (for example, whether it is ECP
or USB), the type of digital rights management (DRM), the
version of a file format, and the type of a portable memory.

[0286] 24. Set Current File

[0287] “Set current file’ command is used for setting or
changing the location of the current file to be reproduced in
the player.

[0288] FIG. 25A is a simplified view of the execution
order of ‘set current file’ command according to an embodi-
ment of the present invention, and FIG. 25B shows the
structure of data which are sent and received in each step of
FIG. 25A.

[0289] First, the application program of the computer
sends ‘set current file’ request command in the form of (a)
packet 2500P of FIG. 25B to the player in step 2500. (a)
packet 2500P includes the basic fields (the value of the
command length field is 4), and a 2-byte code value field
2501 having a value ‘0x9010°.

[0290] When the player is ready for setting the location of
the current file, the player returns state information in the
form of (b) packet 2510P of FIG. 25B in step 2510. (b)
packet 2510P is a packet made by marking the success/
failure state value to the second byte 2502 in the code value
field 2501.

[0291] When the computer receives a success state
through (b) packet 2510P, the computer sends the byte
length of the information, which is to be sent in step 2530,
that is, the file name, in the form of (c) packet 2520P to the
player in step 2520. (c¢) packet 2520P includes the basic
fields (the value of the command length field is 4) and a
2-byte information length field 2504. The value of the
information length field 2504 is the byte length of the file
name to be sent in step 2530.

[0292] Next, the computer sends the current file informa-
tion in the form of (d) packet 2530P to the player in step
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2530. (d) packet 2530P includes the basic fields (the value
of the command length field is obtained by adding 2 to the
byte length of the file name), and the file name field 2505 of
the current file.

[0293] Finally, after setting the file name in the file name
field 2505 in (d) packet 2530 to the current file, the player
returns the result in the form of (¢) packet 2540P, which has
the same structure and same field values as (d) packet
received in the step 2530, in step 2540. However, when
setting the current file fails due to an improper file name of
the file name field 2505 in (d) packet 2530, (e) packet 2540
is returned after setting the first character of the file name of
the file name field 2505 of the packet to ?°.

[0294] 25. Set Bookmark

[0295] “Set bookmark’ command is used for setting or
registering a bookmark for designating a reproducing time in
the player.

[0296] FIG. 26A is a simplified view of the execution
order of ‘set bookmark’ command according an embodiment
of the present invention, and FIG. 26B shows the structure
of data which are sent and received in each step of FIG.
26A.

[0297] First, the application program of the computer
sends ‘set bookmark’ request command in the form of (a)
packet 2600P of FIG. 26B to the player in step 2600. (a)
packet 2600P includes the basic fields (the value of the
command length field is 4) and a 2-byte code value field
2601 having a value ‘0x9011°.

[0298] When the player is ready for setting a bookmark,
the player returns state information in the form of (b) packet
2610P of FIG. 26B in step 2610. (b) packet 2610P is a
packet made by marking the success/failure state value to
the second byte 2602 in the code value field of (a) packet
2600P.

[0299] When the computer receives a success state
through (b) packet 2610P, the computer sends the byte
length of the information to be sent in step 2630, that is,
bookmark, in the form of (c) packet 2620P to the player in
step 2620. (c) packet 2620P includes the basic fields (the
value of the command length field is 4) and a 2-byte
information length field 2604. The value of the information
length field 2604 is the byte length of bookmark to be sent
in step 2630.

[0300] Next, the computer sends bookmark information in
the form of (d) packet 2630P to the player in step 2630. (d)
packet 2630P includes the basic fields (the value of the
command length field is a value obtained by adding 2 to the
byte length of bookmark) and a bookmark field 2605. The
bookmark is made of a 1-byte file number and a 3-byte time
information, which we have seen already.

[0301] Finally, after registering the bookmark of the book-
mark field 2605 in (d) packet 2630P, the player returns the
result in the form of (e) packet 2640P, having the same
structure and same field values as those of (d) packet
received in the step 2630, in step 2640.

[0302] 26. Set Mode

[0303] ‘Set mode’ command is used for setting or chang-
ing the mode of the player. FIG. 27A is a simplified view of
the execution order of ‘set mode’ command according to an
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embodiment of the present invention, and FIG. 27B shows
the structure of data which are sent and received in each step
of FIG. 27A.

[0304] First, the application program of the computer
sends ‘set mode’ request command in the form of (a) packet
2700P of FIG. 27B to the player in step 2700. (a) packet
2700P includes the basic fields (the value of the command
length field is 4) and a 2-byte code value field 2701 having
a value ‘0x9012°.

[0305] When the player is ready to set a mode, the player
returns state information in the form of (b) packet 2710P of
FIG. 27B in step 2710. (b) packet 2710P is a packet made
by marking a success/failure state value to the second byte
2702 of the code value field 2701 in (a) packet 2700P.

[0306] When the computer receives a success state
through (b) packet 2710P, the computer sends mode infor-
mation in the form of (c) packet 2720P to the player in step
2720. (¢) packet 2720P includes the basic fields (the value of
the command length field is 3) and a mode field 2704. The
mode field 2704 indicates an mp3 mode, a voice mode, an
FM mode, etc.

[0307] Finally, after setting the corresponding mode, the
player returns the result in the form of (d) packet 2730P in
step 2730. (d) packet 2730P includes the basic fields (the
value of the command length field is 0x03) and a state field
2705 for indicating the success/failure value.

[0308] 27. Set Play Order

[0309] ‘Set play order’ command, or ‘change play order’
command is used for setting or changing a reproducing
method or a reproducing order.

[0310] FIG. 28A is a simplified view of the execution
order of ‘set play order’ command according to an embodi-
ment of the present invention, and FIG. 28B shows the
structure of data which are sent and received in each step of
FIG. 28A.

[0311] First, the application program of the computer
sends ‘set play order’ request command in the form of (a)
packet 2800P of FIG. 28B to the player in step 2800. (a)
packet 2800P includes the basic fields (the value of the
command length field is 4) and a 2-byte code value field
2801 having a value ‘0x9013°.

[0312] When the player is ready to set a play order, the
player returns state information in the form of (b) packet
2810P of FIG. 28B in step 2810. (b) packet 2810P is a
packet made by marking the success/failure state value in
the second byte 2802 of the code value field 2801 in (a)
packet 2800P.

[0313] When the computer receives a success state
through (b) packet 2810P, the computer sends play order
information in the form of (c) packet 2820P to the player in
step 2820. (c¢) packet 2820P includes the basic fields (the
value of the command length field is 3) and a play order field
2804. The play order field 2804 indicates normal reproduc-
tion, section repetition reproduction, entire repetition repro-
duction, arbitrary reproduction, etc.

[0314] Finally, after setting the corresponding play order
method, the player returns the result in the form of (d) packet
2830P in step 2830. (d) packet 2830P includes the basic
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fields (the value of the command length field is 0x03) and a
state field 2805 for indicating the success/failure state value.

[0315] 28.Set UID

[0316] ‘Set UID’ command is used for setting UID, one of
the security keys of the player in which a security function
is set, and use of the command is limited to once when a
portable personal device is manufactured. Therefore, after a
portable personal device is first manufactured, a UID cannot
be set again.

[0317] FIG. 29A is a simplified view of the execution
order of ‘set user ID/unique ID (UID)’ command according
to an embodiment of the present invention, and FIG. 29B
shows the structure of data which are sent and received in
each step of FIG. 29A.

[0318] First, the application program of the computer
sends ‘set UID’ request command in the form of (a) packet
2900P of FIG. 29B to the player in step 2900. (a) packet
2900P includes the basic fields (the value of the command
length field is 4) and a 2-byte code value field 2901 having
a value ‘0x9015°.

[0319] When the player is ready to set a UID, the player
returns state information in the form of (b) packet 2910P of
FIG. 29B in step 2910. (b) packet 2910P is a packet made
by marking the success/failure state value in the second byte
of the code value field 2901 in (a) packet 2900P.

[0320] When the computer receives a success state
through (b) packet 2910P, the computer sends the UID of the
portable personal device in the form of (c¢) packet 2920P to
the player in step 2920. (¢) packet 2920P includes the basic
fields (the value of the command length field is a value
obtained by adding 2 to the byte length of the UID) and a
UID field 2904. Currently, the byte length of the UID is 128
bytes, which can change in the future according the SDMI
specification.

[0321] Finally, after setting the UID, the player returns the
result in the form of (d) packet 2930P in step 2930. (d)
packet 2930P includes the basic fields (the value of the
command length field is 0x03) and a state field 2905
indicating the success/failure state value.

[0322] 29. Set Volume Label

[0323] ‘Set volume label” command is used for setting a
volume label in a file information table of an external
memory card installed in the player.

[0324] FIG. 30A is a simplified view of the execution
order of ‘set volume label’ command according to an
embodiment of the present invention, and FIG. 30B shows

the structure of data which are sent and received in each step
of FIG. 30A.

[0325] First, the application program of the computer
sends ‘set volume label” request command in the form of (a)
packet 3000P of FIG. 30B to the player in step 3000. (a)
packet 3000P includes the basic fields (the value of the
command length field is 4) and a 2-byte code value field
3001 having a value ‘0x9016°.

[0326] When the player is ready to set a volume label in
a file information table on the external memory, the player
returns state information in the form of (b) packet 3010P of
FIG. 30P in step 3010. (b) packet 3010P is a packet made
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by marking the success/failure state value in the second byte
3002 of the code value field 3001 in (a) packet 3000P.

[0327] When the computer receives a success state
through (b) packet 3010P, the computer sends the volume
label in the form of (c) packet 3020P to the player in step
3020. (¢) packet 3020P includes the basic fields (the value of
the command length field is a value obtained by adding 2 to
the byte length of the volume label) and a volume label field
3004.

[0328] Finally, after setting the volume label in the file
information table on the external memory card, the player
returns the result in the form of (d) packet 3030P in step
3030. (d) packet 3030P includes the basic fields (the value
of the command length field is 0x03) and a state field 3005
for indicating the success/failure state value.

[0329] 30. Set Manufacturer Key (MK)

[0330] ‘Set MK’ command is used for setting an MK, one
of the security keys in the player in which a security function
is set according to the SDMI specification.

[0331] FIG. 31A is a simplified view of the execution
order of ‘set manufacturer key (MK)’ command according to
an embodiment of the present invention, and FIG. 31B
shows the structure of data which are sent and received in
each step of FIG. 31A.

[0332] First, the application program of the computer
sends ‘set MK’ request command in the form of (a) packet
3100P of FIG. 31B to the player in step 3100. (a) packet
3100P includes the basic fields (the value of the command
length field is 4) and a 2-byte code value field 3101 having
a value ‘0x9017°.

[0333] When the player is ready to set an MK, the player
returns state information in the form of (b) packet 3110P of
FIG. 31B in step 3110. (b) packet 3110P is a packet made
by marking the success/failure state value in the second byte
3102 of the code value field 3101 of (a) packet 3100P.

[0334] When the computer receives a success state
through (b) packet 3110P, the computer sends the MK of the
portable personal device in the form of (c) packet 3120P to
the player in step 3120. (¢) packet 3120P includes the basic
fields (the value of the command length field is a value
obtained by adding 2 to the byte length of the MK) and an
MK field 3104. Currently, the byte length of the MK is 128
bytes, which can change in the future according to the SDMI
specification.

[0335] Finally, after setting the MK, the player returns the
result in the form of (d) packet 3130P in step 3130. (d)
packet 3130P includes the basic fields (the value of the
command length field is 0x03) and a state field 3105 for
indicating the success/failure state value.

[0336] 31. Obtain Audible Meta Data

[0337] ‘Obtain audible meta data’ command is used for
obtaining information on a file storing audible digital con-
tents provided by AUDIBLE Co. (hereinafter, referred to as
audible meta data).

[0338] FIG. 32A is a simplified view of the execution
order of ‘obtain audible meta data’ command according to an
embodiment of the present invention, and FIG. 32B shows
the structure of data which are sent and received in each step
of FIG. 32A.
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[0339] First, the application program of the computer
sends a command requesting audible meta data of a certain
file, storing audible digital contents (hereinafter, referred to
as ‘audible file’) on an internal memory or an external
memory of the player, in the form of (a) packet 3200P of
FIG. 32B to the player in step 3200. (a) packet 3200P
includes the basic fields (the value of the command length is
a value obtained by adding 7 to the length of the audible file
name), a 2-byte code value field 3201 having a value
‘0x9018°, a media field 3202 for indicating the type of media
or memories, and a file information field 3203. Here, the
value of the media field 3202 is set to Ox4d for an internal
memory, and set to 0x53 for an external memory. The file
information field 3202 includes the file name and the byte
length of the file name of the audible file. The file name
basically adopts the fixed 8.3 format and an extended file
name can also be used.

[0340] When the player is ready to send the audible meta
data of the audible file, the player returns state information
in the form of (b) packet 3210P of FIG. 32B in step 3210.
(b) packet 3210P includes the basic fields (the value of the
command length field is 4) and a code value field 3201 of (a)
packet 3200P, and the second byte of the code value field
3201 of (a) packet 3200P is set to a state value in Table 6.

TABLE 6
State value Meaning
0 Success
1 File does not exist
2 No audible meta data
3 Audible meta data damaged

[0341] Next, in a case where the player sends a success
state through (b) packet 3210P, the player sends audible
meta data of the audible file in the form of (c) packet 3220P
in a predetermined time-out time (for example, 3 seconds) to
the computer in step 3220. (c) packet 3220P includes a
1086-byte audible meta data field 3205, a 4-byte play
location field 3206 for indicating the current reproduction
location in the audible file, and a 1-byte continuous play
mark field 3207 for indicating whether or not to continue
reproduction in the current reproduction location.

[0342] The audible meta data field 3205 includes the title
(256 bytes) of digital contents stored or recorded in the
audible file, a manufacturing number (80 bytes), an author
name (256 bytes), a narrator name (256 bytes), etc.

[0343] 32. Set a Secure Authentication Channel (SAC)

[0344] ‘Set SAC’ command is used for setting an SAC
complying with the SDMI specification between the com-
puter and the player.

[0345] FIG. 33A is a simplified view of the execution
order of ‘set SAC’ command according to an embodiment of
the present invention, and FIG. 33B shows the structure of
data which are sent and received in each step of FIG. 33A.

[0346] First, the application program of the computer
sends ‘set SAC’ request command in the form of (a) packet
3300P of FIG. 33B to the player in step 3300. (a) packet
3300P includes the basic fields (the value of the command
length field is Ox1c), a 2-byte code value field 3301 having
a value ‘0x4345°, and an SAC parameter field 3303. 8-byte

Dec. 30, 2004

T* in the SAC parameter field 3303 is the result of ciphering
through an MK and a temporary array value (T) for setting
an SAC; 8-byte W1 is the ciphering result of random number
generation according to value T; and 8-byte H1 is the result
of a hash function.

[0347] When the player receives (a) packet 3300P, the
player returns information on whether or not to continue the
security verification process for setting the SAC, in the form
of (b) packet 3310P in step 3310. (b) packet 3310P includes
the basic fields (the value of the command length field is
0x15), a 2-byte code value field 3301 having a value
‘0x4345°, a state information field 3304, and an SAC
parameter field 3305 having 8-byte W2 and 8-byte H2. Here,
when the state value of the state information field 3304 is
‘1°, it means to continue the security verification process,
while when the state value is ‘0°, it means to stop the
security verification process.

[0348] Next, in case that the player sends information,
indicating to continue the security verification process,
through (b) packet 3310P, the player sends information on
whether or not to set the SAC in the form of (c) packet 3320P
to the computer in step 3320. (¢) packet 3320P includes the
basic fields (the value of the command length field is 0x03)
and a state field 3306 for indicating the success/failure state
value.

[0349] 33. Release SAC

[0350] ‘Release SAC’ command is used for releasing an
SAC set according to the SDMI specification between the
computer and the player.

[0351] FIG. 34A is a simplified view of the execution
order of ‘release SAC’ command according to an embodi-
ment of the present invention, and FIG. 34B shows the

structure of data which are sent and received in each step of
FIG. 34A.

[0352] First, the application program of the computer
sends ‘release SAC’ request command in the form of (a)
packet 3400P of FIG. 34B to the player in step 3400. (a)
packet 3400P includes the basic fields (the value of the
command length field is 0x4) and a 2-byte code field 3401
having a value ‘0x4352°.

[0353] When the player receives (a) packet 3400P, the
player releases the SAC set between the computer and the
player and returns the result in the form of (b) packet 3410P
in step 3410. (b) packet 3410P includes the basic fields (the
value of the command length field is 0x05), a code value
field 3401 having a value ‘0x4352°, and a state field 3403 for
indicating the success/failure state value.

[0354] So far, a communication protocol for controlling a
portable personal device having facilities for storing and
playing digital contents by computer according to the
embodiments of the present invention have been described.
However, the present invention can be applied to control of
ordinary external devices in addition to the portable personal
device having facilities for storing and playing digital con-
tents. As an example of controlling ordinary external
devices, control of a unified audio device will now be
explained.

[0355] FIG. 35A is a simplified view of the execution
order of control command for an integrated audio device
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through a computer, and FIG. 35B shows the structure of
data which are sent and received in each step of FIG. 35A.

[0356] First, the application program of the computer
sends a control command for requesting an operation in the
form of (a) packet 3500P of FIG. 35B to the unified audio
device in step 3500. (a) packet 3500P includes the basic
fields (the value of the command length field is 0x05), a
2-byte code value field 3501 having a value ‘0x9210°, and
a code field 3503 for a parameter indicating an operation of
the unified audio device. The value of the code field 3503
can be set to, for example, codes in Table 7.

TABLE 7
Code value Meaning
0x01 Power on
0x02 Power off
0x03 Volume on
0x04 Volume off
0x05 CD open
0x06 CD close
0x10 Controller ready
0x11 CD ready
0x12 Tape ready
0x13 Tuner ready
0x14 Smart media ready
0x21 CD/Beginning
0x22 CD/Play
0x23 CD/End
0x24 CD/Reverse
0x25 CD/Stop
0x26 CD/Temporary
Stop
0x27 CD/Forward
0x28 CD/Repeat one or
all
0x29 CD/Repeat A<->B
0x2a CD/Shuffle
0x41 Tape/Reverse
0x42 Tape/Play
0x43 Tape/Forward
0x44 Tape/Record
0x45 Tape/Stop
0x46 Tape/Temporary stop
0x61 Tuner/-
0x62 Tuner/+
0x63 Tuner/Band
0x64 Tuner/Tuning mode
0x81 Smart media/Beginning
0x82 Smart media/End
0x83 Smart media/Play
0x84 Smart media/Reverse
0x85 Smart media/Stop
0x86 Smart media/Forward
0x87 Smart media/Record
0x88 Smart media/Temporary
stop
Oxal Controller/Sleep
Oxa2 Controller/Timer
ON/OFF
Oxa3 Controller/Sound Power
Oxa4 Controller/Surround
Power
Oxa5 Controller/Game
power

[0357] When the player receives (a) packet 3500P, the
player carries out the corresponding operation, referring to
the code value of the code field 3503 in (a) packet 3500P,
and returns the result in the form of (b) packet 3510P in step
3510. (b) packet 3510P includes the basic fields (the value
of the command length field is 0x04), a 1-byte state field
3504, and a code field 3503. The code field 3503 is the same
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as in (a) packet 3500P, and the state value in the state field
can be set to values as shown in Table 8.

TABLE 8
State value Meaning
0x00 Success
0x20 CD not connected
0x40 Cassette not connected
0x60 Tuner not connected
0x80 Smart media not connected
0xal Controller not connected

[0358] The present invention may be embodied in a gen-
eral purpose digital computer by running a program from a
computer usable medium, including but not limited to stor-
age media such as magnetic storage media (e.g., ROM’s,
floppy disks, hard disks, etc.), optically readable media (e.g.,
CD-ROMs, DVDs, ete.) and carrier waves (e.g., transmis-
sions over the Internet). Hence, the present invention may be
embodied as a computer usable medium.

[0359] According to the present invention, a standardized
interface between a computer and a portable personal device
having facilities for storing and playing digital contents
through a serial or parallel cable is enabled. Therefore, time
required for developing an internal communication module
in a portable personal device and a communication appli-
cation program in a computer can be reduced, compatibility
between portable personal devices from different manufac-
turers can be guaranteed, and effectiveness of quality veri-
fication of a portable personal device can be enhanced.

[0360] Also, the interface between a computer and a
portable personal device according to the present invention
makes it easier to extend to new functions in a portable
personal device and supports security functions of digital
contents.

[0361] So far, the desirable embodiments of the present
invention have been described. The present invention is not
restricted to the above-described embodiments, and many
variations are possible within the spirit and scope of the
present invention, which can be easily understood by a
person skilled in the field the present invention belongs to.
Therefore, the scope of the present invention is not deter-
mined by the description but by the accompanying claims.

1-34. (canceled).

35. An operation method of a portable personal device
having facilities for storing and playing digital contents by
control from a computer through a serial or parallel cable,
the method comprising the steps of:

(a) receiving a key registration request command from the
computer through a serial or parallel cable for request-
ing to register a key to the portable personal device;

(b) sending information indicating that the portable per-
sonal device is ready to register the key, to the com-
puter through a serial or parallel cable, when the
portable personal device is ready to register the key;
and

(c) receiving the key sent by the computer through a serial
or parallel cable, wherein the key registration request
command in the step (a) includes a byte length of the
key.
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36. The operation method of claim 35, wherein the byte
length of the key included in the key registration request
command in the step (a) is 1024 bytes.

37. The operation method of claim 35, before the step (a)
further comprising the steps of:

(d) receiving a start sub-command from the computer
through a serial or parallel cable for indicating a start of
a new control command; and

(e) sending state information of the portable personal
device to the computer through a serial or parallel
cable, when the portable personal device receives the
start sub-command in the step (d).

38. The operation method of claim 35, wherein sending
and receiving data between the computer and the portable
personal device through a serial or parallel cable in each step
is mediated by a docking station.

39-47. (canceled).

48. An operation method of a portable personal device
having facilities for storing and playing digital contents by
control from a computer through a serial or parallel cable,
the method comprising the steps of:

(a) receiving a security key registration request command
from the computer through a serial or parallel cable for
registering a security key in the portable personal
device;

(b) sending information indicating that the portable per-
sonal device is ready to register the security key, to the
computer through a serial or parallel cable, when the
portable personal device is ready to register the security
key;

(c) receiving the security key sent by the computer
through a serial or parallel cable; and

(d) sending information indicating whether or not the
security key is normally received in the step (c), to the
computer through a serial or parallel cable, wherein the
structure of the transmission data which is received or
sent in the steps (a) through (d) includes a start sepa-
rator character for indicating a start of transmission
data, information on length of the transmission data, an
intermediate separator character for indicating a start of
a command code or state information, the command
code or state information, and an end separator char-
acter for indicating an end of transmission data.

49. The operation method of claim 48, wherein the
security key is a proper identifier of the portable personal
device.

50. The operation method of claim 48, wherein the
security key is a proper identifier of a manufacturer of the
portable personal device.

51. The operation method of claim 48, wherein byte
length of the security key is 128 bytes.

52. The operation method of claim 48, wherein sending
and receiving data between the computer and the portable
personal device through a serial or parallel cable in each step
is mediated by a docking station.

53-84. (canceled).
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85. An operation method of a portable personal device
having facilities for storing and playing digital contents by
control from a computer through a serial or parallel cable,
the method comprising the steps of:

(a) receiving in the portable personal device a meta data
request command from the computer through a serial or
parallel cable for requesting meta data that is informa-
tion required for reproducing digital contents in which
a security function is set, downloading a file from the
computer, or uploading a file to the computer;

(b) when the meta data request command is received in
the step (a), returning total byte length information of
meta data to be sent to the computer through a serial or
parallel cable; and

(c) sending meta data, including a type of an encryption
algorithm, a type of a hash algorithm, and a version of
a random number generator, used by the portable
personal device, to the computer through a serial or
parallel cable.

86. The operation method of claim 85, wherein sending
and receiving data between the computer and the portable
personal device through a serial or parallel cable in each step
is mediated by a docking station.

87. An operation method of a portable personal device
having facilities for storing and playing digital contents by
control from a computer through a serial or parallel cable,
the method comprising the steps of:

(a) receiving a security channel set request command
from the computer through a serial or parallel cable for
setting a security channel between the computer and the
portable personal device;

(b) sending information on whether or not to continue a
security inspection process for setting the security
channel between the computer and the portable per-
sonal device, to the computer through a serial or
parallel cable, when the security channel set request
command is received in the step (a); and

(¢) sending information on whether or not the security
channel is successfully set, to the computer through a
serial or parallel cable, wherein the structure of the
transmission data which is received or sent in the steps
(a) through (d) includes a start separator character for
indicating a start of transmission data, information on
length of the transmission data, an intermediate sepa-
rator character for indicating a start of a command code
or state information, the command code or state infor-
mation, and an end separator character for indicating an
end of transmission data

88-91. (canceled).

92. The operation method of claim 36, wherein sending
and receiving data between the computer and the portable
personal device through a serial or parallel cable in each step
is mediated by a docking station.

93. The operation method of claim 37, wherein sending
and receiving data between the computer and the portable
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personal device through a serial or parallel cable in each step
is mediated by a docking station.

94. The operation method of claim 49, wherein sending
and receiving data between the computer and the portable
personal device through a serial or parallel cable in each step
is mediated by a docking station.

95. The operation method of claim 50, wherein sending
and receiving data between the computer and the portable
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personal device through a serial or parallel cable in each step
is mediated by a docking station.

96. The operation method of claim 51, wherein sending
and receiving data between the computer and the portable
personal device through a serial or parallel cable in each step
is mediated by a docking station.

#* #* #* #* #*



