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8200 AFTER USER DETECTING, INITIATING THE FULL AUTHENTICATION

8202 SENDING THE FULL AUTHENTICATION REQUEST

5204 AFTER CONFIRMING THE AUTHENTICATION SERVER TO SEND AND CARRYING THE
ASSOCIATED INFORMATION, TRANSMITTING THE AUTHENTICATION REQUEST

5205 VALIDATING THE USER AUTHENTICATED OR NOT

5206 SEARCHING FOR THE ORIGINAL SHARED KEY OF THE FIRST SECURITY DOMAIN,
GENERATING THE AUTHENTICATICN KEY BASED ON THE ORIGINAL SHARED KEY

$208 GENERATING THE SUB KEY BETWEEN UE AND NAC-FE, GENERATING THE SUB KEY
BETWEEN UE AND MMCF-FE

1 TAA-FE AGENT PROXY2

2 TAA-FE SERVER

(54) Title: A METHOD, APPARATUS, SYSTEM AND SERVER FOR NETWORK AUTHENTICATION
(G4) RUBHR: — RIS UIER Tk, HE. RERARES

(57) Abstract: A method, apparatus, system and server
for network authentication are provided. The method in-
cludes that: receiving a user authentication request from
and forwarded by a second access management function
entity, when the user is attached to the second access
management function entity from a first access manage-
ment function entity; obtaining a authentication key of
the security domain of the second access management
function entity, according to the user authentication re-
quest; authenticating the user based on the authentication
key. The problem of losing packets of the user service
and even interrupting the service temporarily in prior
arts, caused by the long consuming time and weak securi-
ty during the user intra-domain or inter-domain han-
dover, is resolved, the safe authentication of the user in-
tra-domain or inter-domain roaming is realized, the secu-
rity and reliability of user authentication are improved.
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