(43) International Publication Date

(12) INTERNATIONAL APPLICATION PUBLISHED UNDER THE PATENT COOPERATION TREATY (PCT)

(19) World Intellectual Property Ny
Organization
International Bureau

000 0 0 0 0O
(10) International Publication Number

WO 2013/091221 Al

27 June 2013 (27.06.2013) WirPoO I PCT
(51) International Patent Classification: AQ, AT, AU, AZ, BA, BB, BG, BH, BR, BW, BY, BZ,
GO6F 9/455 (2006.01) CA, CH, CL, CN, CO, CR, CU, Cz, DE, DK, DM, DO,
. L. ) DZ, EC, EE, EG, ES, FI, GB, GD, GE, GH, GM, GT, HN,
(21) International Application Number: HR, HU, ID, IL, IN, IS, JP, KE, KG, KM, KN, KP, KR,
PCT/CN201 1/084458 KZ, LA, LG, LK, LR, LS, LT, LU, LY, MA, MD, ME,
(22) International Filing Date: MG, MK, MN, MW, MX, MY, MZ, NA, NG, NI, NO, NZ,
22 December 201 1(22.12.201 1) OM, PE, PG, PH, PL, PT, QA, RO, RS, RU, RW, SC, SD,
- ] SE, SG, SK, SL, SM, ST, sV, SY, TH, TJ, TM, TN, TR,
(25) Filing Language: English TT, TZ, UA, UG, US, UZ, VC, VN, ZA, ZM, ZW.
(26) Publication Language: English  (84) Designated States (unless otherwise indicated, for every
(71) Applicant (for all designated States except US): INTEL kind d regional protection available): ARIPO (BW, GH,
CORPORATION [USUS]; 2200 Misson College GM, KE, LR, LS, MW, MZ, NA, RW, SD, SL, &Z, TZ,
Boulevard, M/S: RNB-4-150, Santa Clara, Cdlifornia UG, ZM, ZW), Euresian (AM, AZ, BY, KG, KZ, MD, RU,
95052 (US). TJ, TM), European (AL, AT, BE, BG, CH, CY, CZ, DE,
DK, EE, ES, FI, FR, GB, GR, HR, HU, IE, IS, IT, LT, LU,
(72) Inventors; and LV, MC, MK, MT, NL, NO, PL, PT, RO, RS, SE, g, SK,
(75) Inventorg/Applicants (for US only): TIAN, Kun SM, TR), OAPI (BF, BJ, CF, CG, CI, CM, GA, GN, GQ,
[CN/CN]; No.880 zi Xing Road, Shanghai Zizhu Science GW, ML, MR, NE, SN, TD, TG).
Park, Shanghai 200241 (CN). DONG, Yaozu [CN/CN]; , _
Apt. 101(1009), Building #5, Lane #123, Yangping Road, Declarations under Rule 4.17:
Shanghai 200042 (CN). — d inventorship (Rule 4.17(ivf)
(74) Agent: NTD PATENT AND TRADEMARK AGENCY Published:
LIMITED; 10th Floor, Block A, Investment Plaza, 27 Jin- . .
rongdajie, Xicheng District, Beijing 100033 (CN). — Wit international search report (Art. 21(3))
(81) Designated States (unless otherwise indicated, for every
kind d national protection available): AE, AG, AL, AM,
(54) Title: ENABLING EFFICIENT NESTED VIRTUALIZATION
Lot Ln+1 VMM Ln+1 0S8 100
140 142
L. Lo VMM LnOS

130

132

Ln-1 VMM
120

Host

VMM {Lo VMM)

Hardware
110

FIG. 1

wo 2013/@1221 A1 [N H0F 0RO O 0 O

(57) Abstract: Embodiments of the invention enable dynamic level boosting of operations across virtualization layers to enable effi-
cient nested virtualization. Embodiments of the invention execute a first virtual machine monitor (VMM) to virtualize system hard -
ware. A nested virtualization environment is created by executing a pluraity of upper level VMMs via virtual machines (VMs).
These upper level VMMs are used to execute an upper level virtualization 10 layer including an operating system (OS). During oper -
ation of the above described nested virtualization environment, a privileged instruction issued from an OS istrapped and emulated
via the respective upper level VMM (i.e,, the VMM that creates the VM for that OS). Embodiments of the invention enable the emu -
lation of the privileged instruction via a lower level VMM. In some embodiments, the emulated 15 instruction is executed via the
first VMM with little to no involvement of any intermediate virtualization layers residing between the first and upper level VMMs.
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ENABLING EFFICIENT NESTED VISUALIZATION

FIELD
Embodiments of the invention generally pertain to computing devices, and more

particularly to enabling efficient nested virtualization.

BACKGROUND
Systems utilize virtual machines (VMs) to allow the sharing of an underlying physical

machine and its resources. The software layer providing virtualization to the VMs isreferred to
as avirtual machine monitor (VMM) or hypervisor. A VMM acts as ahost to the VMs by
operating in a super-privileged "root mode," while the VMs run guest operating system (OS) and
application software in a"non-root mode" at anormal privilege level. The VMM also presents
system software executing on the VMs (e.g., OS and application software) with an abstraction of
the physical machine.

The VMM is able toretain selective control of processor resources, physical memory,
interrupt management and data input/output (1/0). One method the VMM utilizes to retain
control isthrough a"trap-and-emulate” process. When an OS executed viaaVM attempts to
execute aprivileged instruction that conflicts with another OS or the VMM itself (e.g., access a
hardware resource), the VMM "traps" such attempts and "emulates’ the effect of the instruction
in amanner that does not interfere with the other OS and its own requirements. The emulation by
the VMM may itself include privileged instructions which can access hardware resources.

Nested virtualization (also referred to as "layered virtualization") refers to aroot-mode
VMM running anon-root mode VMM as a guest. The above described trap-and-emulate
technique is applied to privileged instructions in the non-root mode VMM, which makes the
number of traps for emulating one privileged instruction in an OS exaggerated exponentialy in
the nested environment. Frequent context switches due to multiple levels of trap-and-emulate
greatly hurt overall system performance in such an environment.

BRIEF DESCRIPTION OF THE DRAWINGS
The following description includes discussion of figures having illustrations given by way

of example of implementations of embodiments of the invention. The drawings should be
understood by way of example, and not by way of limitation. Asused herein, references to one
or more "embodiments’ are to be understood as describing aparticular feature, structure, or
characteristic included in at least one implementation of the invention. Thus, phrases such as "in
one embodiment” or "in an alternate embodiment” appearing herein describe various
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embodiments and implementations of the invention, and do not necessarily all refer to the same

embodiment. However, they are also not necessarily mutually exclusive.

FIG. lisablock diagram of a system utilizing nested virtualization according to an
embodiment of the invention.

FIG. 2isablock diagram of nested VMMs according to an embodiment of the invention.

FIG. 3isablock diagram illustrating fast virtual machine state transfer according to an
embodiment of the invention.

FIG. 4 illustrates a storage hierarchy for anested virtualization environment according to
an embodiment of the invention.

FIG. 5isaflow diagram of aprocess according to an embodiment of the invention.

FIG. 6isablock diagram of a system that may utilize an embodiment of the invention.

Descriptions of certain details and implementations follow, including a description of the
figures, which may depict some or all of the embodiments described below, aswell as discussing
other potential embodiments or implementations of the inventive concepts presented herein. An
overview of embodiments of the invention is provided below, followed by a more detailed
description with reference to the drawings.

DETAILED DESCRIPTION
Embodiments of an apparatus, system and method for enabling efficient nested

virtualization are described herein. In the following description numerous specific details are set
forth to provide athorough understanding of the embodiments. One skilled in the relevant art
will recognize, however, that the techniques described herein can be practiced without one or
more of the specific details, or with other methods, components, materials, etc. In other
instances, well-known structures, materials, or operations are not shown or described in detail to
avoid obscuring certain aspects.

Embodiments of the invention enable dynamic level boosting of operations across
virtualization layers to enable efficient nested virtualization. Embodiments of the invention
execute afirst virtual machine monitor (alternatively referred to herein asthe Lo VMM) to
virtualize system hardware. A nested virtualization environment is created by executing a
plurality of upper level VMMs viavirtua machines (VMs). These upper level VMMs are each
used to execute an upper level virtualization layer including an operating system (OS).

During operation of the above described nested virtualization environment, aprivileged
instruction issued from an OSistrapped and emulated via the respective upper level VMM (i.e.,
the VMM that creates the VM for that OS). The emulation in the respective upper level VMM
further includes more privileged instructions which are trapped and emulated by the underlying

2



10

15

20

25

30

35

WO 2013/091221 PCT/CN2011/084458
parent VMM (i.e., the VMM that creates the VM for that upper level VMM). This trap and

emulation process may continue until reaching the first VMM, which owns physical resources;
this consequently results along emulation path from the OS's point of view. Embodiments of the
invention enable the emulation of the privileged instruction via alower level VMM. In some
embodiments, the emulated instruction is executed via the first VMM with little to no
involvement of any intermediate virtualization layers residing between the first and upper level
VMMs, and thus provides an efficient nested execution environment.

FIG. 1lisablock diagram of a system utilizing nested virtualization according to an
embodiment of the invention. System 100 may be included in a system server, desktop computer
device, amobile computer device, or any other any device utilizing aprocessor and system
memory.

A s shown in the example embodiment of FIG. 1, system 100 includes system hardware
110 and host VMM 112. Hardware 110 includes aprocessor (e.g., a single core or multi-core
processor, or any other type of processing device such as a general purpose processor, a
microcontroller, asignal processor, and application processor, etc.) that supports a super-
privileged mode of operation — i.e., "root mode," used by host VMM 112 to support VM
environments. "Root mode" as used herein may either refer to anew super-privilege mode
introduced by hardware 110 specially for VMM 112 (so that the OS till runs its normal
privilege mode without modification), or refer to existing most privileged mode in hardware 110
(by de-privileging the OSto alower privilege mode with modification). Host VMM 112 may be
any hypervisor compatible with hardware 110. For example, host VMM 112 may be a program
or module loaded into memory and executed by the processor of hardware 110; host VMM 112
may also be firmware-based or hardware-based.

Host VMM 112 provides avirtualization environment to emulate resources of hardware
110 — e.g., processor time slices, memory addresses and 1/O resources. These resources may be
referred to as virtual resources asthey are assigned to the various VMs executing on system 100.
Said VMs interpret the virtual resources asif they are included in adedicated physical machine.

System 100 implements nested virtualization asit includes VMMs executed within
virtualization layers as described below. Additional virtualization levels of system 100 are
labeled in FIG. lasL, i L,, andL,,i. Host VMM 112 may alternatively be referred to herein as
Lo VMM, asitisthe bottom level virtualization level of the nested virtualization environment
shown in FIG. 1.

In this embodiment, L, i VMM 120 is executed in virtualization layer L, (i.e, viaaVM
at that level) to provide virtualized resources corresponding to hardware 100 to an OS (i.e., L,
0S 132) and aVMM (i.e, L, VMM 130) one level higher; L, VMM 130 isexecuted in
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virtualization layer L, (i.e., viaaVM at that level) to provide virtualized resources corresponding

to hardware 100 to an OS one level higher (i.e, L,,i OS 142); and so on for any additional
virtualization layersin system 100, such aslayer L i including VMM 140.

OS 132 and 142 operate at a"non-root mode", so that any attempts to execute privileged
instructions are subjected to a "trap-and-emulate process'. System hardware 100 traps individual
privileged instructions issued by an OS (e.g., L, OS 132). In one embodiment, system hardware
100 may directly inject atrap event into parent "non-root mode" VMM 120 (which creates the
VM for said OS). In another embodiment, system hardware 100 may first deliver the trap event
to root-mode host VMM 112, and then root-mode host VMM 112 injects avirtual trap event into
upper level VMMs until reaching parent "non-root mode" VMM 120. In both embodiments,
VMM 120 then starts the emulation process for said privileged instruction, which may include
more privileged instructions (e.g., VMREAD and VMWRITE instructions) which may then
further trigger more "trap-and-emulate” process following same flow as described above.

For prior art solutions executing nested virtualization environments such as system 100,
the overhead torun aVM at layer Ln ismuch higher than running aVM at level L, i, because a
normal trap-and-emulation path inthe L, layer incurs multiple further trap-and-emulation paths
to be serviced by L, i VMM 120 (and thus, iterate until reaching host VMM 112). The overheard
for running aVM at level L,,i iseven higher, comparatively speaking, asanormal trap-and-
emulation path inthe L,,i layer incurs multiple further trap-and-emulation paths to be serviced
by L, VMM 130, and thus L,_i VMM 120 along with host VMM 112, and so forth for additional
virtualization layers.

Embodiments of the invention provide an approach for constructing aboundless nested
virtualization environment, wherein an OS executing within avirtualization level (e.g., L, OS
132, L,,i OS 142) isable to dynamically "level boost" its trap-and-emulation paths — i.e.
traverse across virtualization boundaries to alower level VMM to improve performance. In some
embodiments, said trap-and-emulation paths may be level-boosted to LoVMM 112, with little to
no involvement of any intermediate virtualization layers.

FIG. 2isablock diagram of nested VMMs according to an embodiment of the invention.
In this embodiment, L , VMM 210 functions as the primary root-mode VMM of system 200, and
nested VMMs 220, 230 and 290 function as nested guest non-root mode VMMs. Other
embodiments of the invention may include more or less virtualization levels shown in this
example, and may include more non-root mode VMMSs in each virtualization level.

Each of said VMMs includes aLevel Boost Policy (LBP) agent to either issue level boost
reguests toits parent VMM (i.e,, the one creating VM for said VMM), or determine whether a

level boost request from an upper level virtualization layer is appropriate. In this embodiment,

4



10

15

20

25

30

35

WO 2013/091221 PCT/CN2011/084458
LBP agents 222, 232 and 292 are linked with LBP agent 212 in achain configuration to

determine whether avirtualization instruction executed by any of upper level VMMs (e.g., 230
and 290) are able to be level boosted and how any system Service Level Agreement (SLA)
should be enforced at each level. Such SLA policies may include security/permission
considerations, resource availability, performance indicators, etc. under the control of the
administrator of system 200.

There may be various sources that trigger an LBP agent to issue alevel boost request. In
one embodiment, the administrator of system 200 may ask a specific LBP agent to do alevel
boost with atarget boost level specified, based on some dynamic policy changes. In other
embodiments, aheuristic approach may be used by each LBP agent that dynamically issues a
level boost request under some special condition. In one embodiment, the level boost request
may be triggered when a sensitive instruction or a series of sensitive instructions are effectively
emulated in lower layers. In another embodiment, the SLA would be broken if continuing to run
in current virtualization layer, and thus alevel boost isdesired. Also it isto be understood that
embodiments of the invention do not necessarily limit the frequency of consequent level boost
reguests for a given OS.

For example, if an upper level VMM such as L, VMM 230 attempts to level boost an OS
executed included in virtualization layer L, it issues arequest to Li LBP 222 from LBP agent
232; said request from LBP agent 232 may further include SLA information describing the SLA
policy that was allocated for the OS included in virtual layer L. Li VMM 220 may subsequently
merge the SLA policy information of L, VMM 230 with SLA information carried in the level
boost request to ensure that no SLA policies are violated. Subsequently Li VMM 220 may send a
level boost request to Lo VMM 210 viaLo LBP agent 212, if further alevel boost isfeasible and
requested. In such scenarios where SLA policies are violated in any layer, the level boosting
request isrejected by destination LBP agent and no further action istaken.

In one embodiment of the invention, level boost requests issued from upper level LBP
agents provide next level LBP agent with virtual infrastructure information that each respective
VMM configures for their managed VMs, such as virtual network settings (IPPMAC/VLAN/etc.)
and virtual storage settings (image/format/etc.). Such information would be informative for next
level VMM to reconstruct the VM execution environment when level boost happens. Said
infrastructure information may be in aneutral format to allow for heterogeneous VMMsjoining
in the boundless framework for system 200.

In some embodiments of the invention, when aVMM (230, 220 or 210) executes alevel
boost request issued by an upper level VMM, the appropriate virtual processor context (e.g.,
virtual processor register contexts), virtual memory contents and virtual device context (e.g., OS
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properties) of the boosted OS are fully copied from the upper level VMM to said VMM;

however, this process (referred to herein as "live migration”, in a similar manner as moving the
VM from one system to another system) may be time-consuming and slow, and further does not
honor the fact that migration happens in the local system 200. Multiple copy instructions may
need to be executed to ensure short VM downtime. Furthermore, live migration may result in
unnecessary resource duplication because al resources (memory pages, virtual disks, etc.) will
be duplicated among multiple virtualization layers involved in the level boost process, aslive
migration processes assume the destination is anew host. Thus, embodiments utilizing live
migration may not be optimal for systems with limited resources, or the system with frequent
level boost requirement.

In the embodiment illustrated in FIG. 2, upper level VMMs 220, 230 and 290 each include
Fast VM State Transfer (FVMST) agents 224, 234 and 294 respectively. Said FVMST agents are
linked together with FVMST agent 214 included in Lo VMM 210 in chained manner, in order to
transfer aminimal amount of virtual processor state, virtual memory contests and virtual device
state in alevel boost action. The rest of the virtual context can be reconstructed by destination
FMST agent in an intelligent and efficient way.

FIG. 3isablock diagram illustrating fast virtual machine state transfer according to an
embodiment of the invention. In the event of alevel-boost request as described above, an
FVMST agent of system 300 included in an upper level VMM may only copy alimited about of
virtual layer context to aFVMST module included in the next level VMM shown as dashed
boxes in boosted L, VM context 301 and is described below.

In the example embodiment illustrated in FIG. 3, nested virtualization system 300 includes
upper layer Li VMM 320, which is shown to level boost L, VM 330 executing L, OS 332. Li
VMM 320 is shown to include virtual processor context 322, Physical-to-Machine (P2M)
mapping table 324, virtual memory 326 and device model 328 which together composes afull
execution context for L, VM 330. Lo/Li/L, are used here as an example.

Full virtual processor context 322 of L, VM 330 may not necessarily need to be copied in
its entirety to Lo VMM 310, depending on the how nested virtualization isimplemented in
system 300. In some of embodiments, the physical processor of system 300 may provide a one-
level virtualization architecture, where only Lo VMM 310 is allowed to control "non-root mode"
execution environment. All the upper level VMMs are supported by trap-and-emulate its control
attempts to "non-root mode" execution environment in L, VMM 310. Said one-level
virtualization architecture may utilize aVirtual Machine Control Structure (VMCS).

In this embodiment, Lo VMM 310 utilizes aVMCS to store information for controlling

"non-root mode" execution environment on the physical processors of system 300 (one VMCS
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structure for each virtual processor) and the states of each virtual machine in the system. The

VMCS may further contain, for example, state of the guests, state of the Lo VMM, and control
information indicating under which conditions the Lo VMM wishes to regain control during
guest execution. The one or more processors in system 300 may read information from the
VMCS to determine the execution environment of aVM and VMM, and to constrain the
behavior of the guest software appropriately. VMCS may not contain all the virtual processor
context, with aminimal set of states (e.g. some MSR contents, virtual interrupt states, etc.)
maintained by Lo VMM in its own format, as shown in additional virtual processor context 323.

In this embodiment, aVMCS state 322 isprepared by Li VMM 320 for its respective OS
(i.e., upper level OS such asL, OS 332). The attempts by Li VMM 320 to operate VMCS 322
are trapped by the system 300 so that LoVMM 310 can emulate the hardware behavior.
Consequently L, VMM 310 creates a shadow VMCS based on captured settings for the L, OS
332 (carried by VMCS 322) and its own settings (i.e., the Lo VMM settings) for the Li VMM,
shownin FIG. 3asL, VM shadow VMCS state 312. Thus, L, OS 332 may be run under the
control of a shadow VMCS.

Therefore, Lo VMM 310 aready includes the majority of the virtual processor state (i.e.,
L, VM shadow VMCS state 312) to support the correct execution of L, OS 332. So FVMST
agents only exchange aminimal set of virtual processor context — i.e., the context which is not
contained in VMCS 312, such as emulated Model-Specific Registers (MSRs), pending virtua
interrupts, etc. Only this small portion of virtual process state istransferred from FVMST agent
321 to FVMST agent 311 to enable afast VM state transfer, and is shown as additional virtual
processor context (copy) 313.

In some embodiments, the physical processor of system 300 may support "“non-root mode"
VMMs to operate VMCS directly, in a so-called multiple-level virtualization support manner. In
such case, the upper level VMCS needs be copied so that full virtual processor context can be
correctly reconstructed.

Copying virtual memory contents istypically the most time-consuming resource
transferred in live migration mode. Thus, embodiment of the invention utilize the fact that nested
virtualization system 300 isincluded in a single local machine, and utilize a sharing protocol to
significantly reduce copying operations. In this embodiment, the only structure to be transferred
between Li VMM 320 and L, VMM 310 is P2M mapping table 324 (acopy of which is shown
astable 314), which describes how guest physical addresses (and thus L2 VM virtual memory
326) inthe L,OS are mapped to the "machine addresses’ inthe Li VMM's view. L, VMM 310
further aP2M table for Li VMM 320 (shown as element 316), which translates the "machine
address' inthe Li VMM's view to the machine addressin the Lo VMM's view. Utilizing both
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P2M tables, Lo VMM 310 may trandate the L, OS guest physical addresses to the "machine

address’ inthe LoVMM's view. Therefore, Lo VMM 310 can reuse the same memory pages (i.e.
virtual memory 326) allocated to the L, OS without incurring any copy operation overhead and
resource duplication, and thus alow for amore flexible virtualization layer traverse. In some
embodiments, Li VMM 310 still marks those memory pages allocated from its pool to avoid
confliction usage by both VMMs.

In embodiments where a hardware extended paging technique (EPT) isutilized, and where
the nested virtualization implementation exposes virtual EPT (VEPT) to every nested level,
FVMST agents may further skip the transmission of P2M table 324, asto virtualize the VEPT
intrinsically requires pushing P2M translation information for L, OS down to Lo VMM 310, in a
similar manner asthe VMCS part.

Device model 328 tracks the virtual platform state for the L, VM, including avariety of
device emulation logic, e.g., virtual disk, virtual Network Interrupt Card (NIC), virtua timer,
virtual CDROM, etc. Most virtual devices have a small state context which can be quickly
transferred by the FMV ST agent, except two special types: virtual disk and virtual NIC. Virtual
disk isthe largest context within device model, which contains the file system of L, OS.
Transferring such large trunk of dataiseven more time-consuming than transferring memory
pages. In some embodiments of the invention, device models for VMMSs, such as device model
328, implements the virtual disk in acentralized storage block (an example of which is
illustrated in FIG. 4 and described below), which can be directly accessed by all related VMMs
if permission is allowed. This removes the heaviest obstacle against fast state transfer. On the
other hand, virtual NIC isamost stateless, with its receive/transmit queues smply acting as a
pipe between external world and VM. What matters are the configuration parameters around
virtual NIC, e.g., IP address, MAC address, NAT setting, VLAN 1D, etc. Asdiscussed above,
this part of static information may be pre-transferred through an LBP agent to avoid occupying
extratime in this phase. Thus, FMV ST agents 321 and 311 need only exchange a minimal
amount of data, shown as element 319, for boosted L, VM context 301.

FIG. 4 illustrates a storage hierarchy for a nested virtualization environment according to
an embodiment of the invention. In this embodiment, a central storage hierarchy isutilized in
place of instead of duplicating virtual images in every nested layer.

In this embodiment, all images of virtualization layers Li 410, L,420 .. .and L, 490 are
hosted on local disk storage pool 402 included in hardware 401 of system 400. Lo VMM 405
establishes local network file server (NFS) 403, and exposes it to all upper level VMMs,
including Li VMM 412, L, VMM 422 and L, VMM 492 (alternatively, systems may utilize a
remote NFS rather than local disk storage without deviating from embodiments of the invention);
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said upper level VMMs use local NFS 403 to access their virtualization layer image. Permission

control policy may be enforced so that unwanted access is prohibited from other layers when a
level boost is not triggered. Therefore, in this embodiment, the above described level-boost
operations do not require copying any virtual state content, as VMMs are able to access any
VMM virtual image.

In embodiments that utilize hardware input/output memory management units (IOMMU)
to alow device pass-throughs, no additional action isrequired except to maintain the same
virtual bus position as what the upper level OS (e.g., Li 0S414, L, 0S424 and L, OS 494)
already observe. The IOMMU mapping table already contains the mapping information to map
from upper level physical addresses to real machine addresses, and thus there isno need to
modify it. Thus, in embodiments of the invention creating boundless nested virtualization
environments, device direct memory accesses (DMAS) may still route to their original
destination since the same physical pages are used across nested layers.

Embodiments of the invention thus reduce overheard processing associated with a
boundless nested virtualization environment, thereby increasing the usefulness of such
environments. For example, embodiments of the invention may be used to significantly improve
the performance of legacy applications when they are executed within aVM by an OSwhichis
virtualized by another VMM. By level boosting the legacy applications to the same level asits
hosting OS, as described above, performance is greatly improved. In another example, nested
virtualization may be used to develop and test aVMM; by utilizing embodiments of the
invention, one can level boost al upper level OS operations to Lo VMM 405, reconstruct an
upper level VMM with anew patched binary, and then move all OS operations back to the
patched VMM without service interruption and virtual infrastructure reconstruction. In another
example, level boosting may be used to compensate feature-missing environments, by boosting a
VM from aless-powerful VMM, which lacks of emulating some features (such as 3D graphics
computing, Single SIMD (Single Instruction Multiple Data) Extensions (SSE) instructions, etc.),
down to amore-powerful VMM with necessary the feature. This can be done back-and-forth
dynamically based on whether applications within that VM actually require said feature.

FIG. 5isaflow diagram of aprocess according to an embodiment of the invention. Flow
diagrams asillustrated herein provide examples of sequences of various process actions.
Although shown in aparticular sequence or order, unless otherwise specified, the order of the
actions can be modified. Thus, the illustrated implementations should be understood only as
examples, and the illustrated processes can be performed in adifferent order, and some actions

may be performed in parallel. Additionally, one or more actions can be omitted in various
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embodiments of the invention; thus, not all actions are required in every implementation. Other

process flows are possible.

Process 500 isimplemented in a system that is capable of executing a nested virtualization
environment, shown as processing block 502. Said nested virtualization environment may
comprise any of the example embodiments described above — i.e., aroot mode VMM managing
afirst upper level virtualization layer, and one or more "non-root" mode VMMs managing
additional upper level virtualization layers.

Processing block 504 is executed to detect and trap aprivileged instruction issued from an
upper level OS. To enhance system performance, it is determined whether the trapped instruction
may be "level-boosted" — i.e., emulated by the lower level VMM rather than the upper level
non-root mode VMM managing the OS that issued the privileged instruction. The determination
may come from several sources. spontaneous request based on an administrative decision, or a
heuristics decision based on configured polices. If it isdetermined that the OS may be level
boosted, 506. The appropriate VM context is moved (e.g., copied) to the next (i.e., lower) level
VMM, 508. Asdescribed above, there may be scenarios where requests to level boost said
instruction is denied — e.g., aviolation of an SLA policy. In such scenarios, the level boosting
may be reverted if necessary.

Said level boost operations may continue until the lowest possible level VMM (e.g. the
root mode VMM) isreached. Asdescribed above, in other embodiments of the invention, the
lowest possible level VMM accesses the appropriate virtualization layer context — i.e., virtual
processor context and virtual memory contents, directly with little to no involvement of any
intermediate virtualization layers residing between itself and upper level VMMs.

Whether or not the instruction islevel boosted, it is still emulated via one of the VMMs,
510, and the nested virtualization environment continues to execute. A s described above,
embodiments of the invention will typically level boost the request, significantly increasing
performance over prior art solutions. As said in some examples, level boost may be reverse-
ordered by moving aVM back to upper level VMM, when earlier level boost request isnot valid
any more. Thisishowever not reflected in this process example.

FIG. 6isablock diagram of a system that may utilize an embodiment of the invention.
System 600 may describe a server platform, or may be included in, for example, a desktop
computer, alaptop computer, atablet computer, a netbook, a notebook computer, a personal
digital assistant (PDA), a server, aworkstation, acellular telephone, a mobile computing device,
an Internet appliance, an MP3 or media player or any other type of computing device.

System 600 may include processor 610 to exchange data, via system bus 620, with user
interface 660, system memory 630, peripheral device controller 640 and network connector 650.

10
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Said system hardware may be virtualized via ahypervisor or VMM. System 600 may further

execute a nested virtualization environment, and dynamically level boost operations across
virtualization layers as described above.

System 600 may further include antenna and RF circuitry 670 to send and receive signals
to be processed by the various elements of system 600. The above described antenna may be a
directional antenna or an omni-directional antenna. Asused herein, the term omni-directional
antenna refers to any antenna having a substantially uniform pattern in at least one plane. For
example, in some embodiments, said antenna may be an omni-directional antenna such as a
dipole antenna, or a quarter wave antenna. Also for example, in some embodiments, said antenna
may be adirectional antenna such as aparabolic dish antenna, apatch antenna, or aY agi antenna.
In some embodiments, system 600 may include multiple physical antennas.

While shown to be separate from network connector 650, it isto be understood that in
other embodiments, antenna and RF circuitry 670 may comprise awireless interface to operate in
accordance with, but not limited to, the IEEE 802.11 standard and its related family, Home Plug
AV (HPAV), UltraWide Band (UWB), Bluetooth, WiMax, or any other form of wireless
communication protocol.

Various components referred to above as processes, servers, or tools described herein may
be ameans for performing the functions described. Each component described herein includes
software or hardware, or acombination of these. The components can be implemented as
software modules, hardware modules, special-purpose hardware (e.g., application specific
hardware, ASICs, DSPs, etc.), embedded controllers, hardwired circuitry, etc. Software content
(e.g., data, instructions, configuration) may be provided via an article of manufacture including a
computer storage readable medium, which provides content that represents instructions that can
be executed. The content may result in acomputer performing various functions/operations
described herein. A computer readable storage medium includes any mechanism that provides
(i.e., stores and/or transmits) information in aform accessible by acomputer (e.g., computing
device, electronic system, etc.), such asrecordable/non-recordable media (e.g., read only
memory (ROM), random access memory (RAM), magnetic disk storage media, optical storage
media, flash memory devices, etc.). The content may be directly executable ("object” or
"executable" form), source code, or difference code ("delta’ or "patch" code). A computer
readable storage medium may aso include a storage or database from which content can be
downloaded. A computer readable medium may also include adevice or product having content
stored thereon at atime of sale or delivery. Thus, delivering adevice with stored content, or
offering content for download over acommunication medium may be understood as providing

an article of manufacture with such content described herein.
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CLAIMS

1 A method comprising:
executing afirst virtual machine monitor (VMM) to virtualize system hardware;
executing an upper level VMM via avirtual machine (VM) to create anested
virtualization environment;
trapping aprivileged instruction issued from an upper level OS viathe upper level VMM;
copying an VM execution context from the upper level VMM to alower level VMM; and
emulating the privileged instruction via the lower level VMM, the lower level VMM to
receive an indication of the trapped privileged instruction from one of aphysical processor of the

system hardware or aparent VMM hosting the lower level VMM.

2. The method of claim 1, wherein the nested virtualization environment comprises one or
more intermediate virtualization layers included between the first VMM and the upper level
VMM, thefirst VMM to receive the indication of the trapped privileged instruction directly from

the physical processor.

3. The method of claim 1, wherein copying an execution context from the upper level VMM
to the lower level VMM includes copying a subset of avirtual processor context stored in the
upper level VMM to the lower level VMM.

4. The method of claim 1, wherein copying an execution context from the upper level VMM
to the lower level VMM includes copying a physical-to-machine (P2M) mapping table stored in
the upper level VMM to the lower level VMM.

5. The method of claim 1, wherein the upper level VMM to store the execution context in a
network file server (NFS), the NFS accessible to the VMMs.

6. The method of claim 5, wherein the NFS isincluded in ahost machine, the host machine

further including the nested virtualization environment.

7. The method of claim 1, further comprising:
copying aVM configuration pattern from the upper level VMM to the lower level VMM.

8. A non-transitory computer readable storage medium including instructions that, when

executed by aprocessor, cause the processor to perform amethod comprising:

12
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executing afirst virtual machine monitor (VMM) to virtualize system hardware;

executing an upper level VMM via avirtual machine (VM) to create anested
virtualization environment;

trapping aprivileged instruction issued from an upper level OS viathe upper level VMM;

copying an execution context from the upper level VMM to alower level VMM; and

emulating the privileged instruction via the lower level VMM, the lower level VMM to
receive an indication of the trapped privileged instruction from one of aphysical processor of the
system hardware or aparent VMM hosting the lower level VMM.

9. The non-transitory computer readable storage medium of claim 8, wherein the nested
virtualization environment comprises one or more intermediate virtualization layers included
between the first VMM and the upper level VMM, and the first VMM to receive the indication
of the trapped privileged instruction directly from the physical processor.

10. The non-transitory computer readable storage medium of claim 8, wherein copying an
execution context from the upper level VMM to the lower level VMM includes copying a subset

of avirtual processor context stored in the upper level VMM to the lower level VMM.

11. The non-transitory computer readable storage medium of claim 8, wherein copying an
execution context from the upper level VMM to the lower level VMM includes copying a
physical-to-machine (P2M) mapping table stored in the upper level VMM to the lower level
VMM.

12. The non-transitory computer readable storage medium of claim 8, wherein the upper
level VMM to store an execution context in anetwork file server (NFS), and the NFSis
accessible to the VMMs.

13. The non-transitory computer readable storage medium of claim 12, wherein the NFSis
included in ahost machine, the host machine further including the nested virtualization

environment.

14. The non-transitory computer readable storage medium of claim 8, the method further
comprising:

copying aVM configuration pattern from the upper level VMM to the lower level VMM.
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15. A system comprising:
platform hardware including aprocessor and amemory;
aroot mode virtual machine monitor (VMM) to present virtualized platform hardware to
one or more virtualization layers; and
anon-root mode VMM executed via avirtua machine (VM);
wherein the non-root mode VMM to further
trap aprivileged instruction issued from an upper level OS, and
copy an execution context to alower level VMM; and
wherein the lower level VMM to further
receive an indication of the trapped privileged instruction from one of the
processor of the platform hardware or aparent VMM hosting the lower level VMM,
reconstruct the execution context based on the copied execution context, and

emulate the privileged instruction.

16. The system of claim 15, further comprising:

one or more intermediate virtualization layers between the root mode VMM and the non-
root mode VMM, wherein the root mode VMM to receive an indication of the trapped privileged
instruction directly from the processor of the platform hardware.

17. The system of claim 15, the non-root mode VMM to further copy a subset of avirtual

processor context to the lower level VMM.

18. The system of claim 15, the non-root mode VMM to further copy aphysical-to-machine
(P2M) mapping table to the lower level VMM.

19. The system of claim 15, further comprising a network file server (NFS) accessible to the
VMMs of the system, wherein the non-root VMM to store an execution context in the network

file server.

20. The system of claim 19, further comprising ahost machine further including NFS, the
VMMs to access configuration patterns for the non-root mode VMM stored on the NFS.

21. The system of claim 15, the non-root VMM to further acopy aVM configuration pattern
to the lower level VMM.
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