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1
SYSTEMS AND METHODS FOR REDUCING
GRAIN THEFT IN HARVESTING
OPERATIONS

BACKGROUND

Harvesting operations generally require multiple vehicles.
In an exemplary process, a harvesting machine cuts a crop
and stores the crop in a bin. Then, a cart moves alongside the
harvesting machine while the harvesting machine empties
the crop into the cart. After that, the cart empties the crop
into a trailer, and the trailer is subsequently hauled to a
storage facility such as an elevator or a silo.

While several advances in the vehicles can lead to a more
efficient harvesting operation, there are some drawbacks.
For example, the “chain of custody” of the crop from
machine to machine is susceptible to crop theft, as each
transfer of the crop from one machine to another gives
various persons—machine operators, farm workers, or other
nefarious actors—an opportunity to steal the crop. As the
crop is transferred from one machine to another, it is difficult
to visually determine whether any crop is stolen. Currently,
most crop recording is done manually and is done so near the
end stage of the crop transfer process, i.e., at the storage
facility. Accordingly, when the crop is stolen at an earlier
stage, it is difficult to tell at which stage(s) it was stolen, and
who is responsible party/parties for stealing the crop.

SUMMARY

An aspect of the present disclosure is related to a method
for transferring grain in a grain cart during a harvesting
operation. The method includes receiving a first harvester
identity of a first harvesting machine. The receiving is
performed by a theft detection system disposed on the grain
cart. The method continues with receiving the grain into a
grain bin of the grain cart from the first harvesting machine.
The method continues with determining a first weight value
indicative of weight of grain received into the grain bin from
the first harvesting machine. The determining is performed
by a sensing device disposed on the grain cart and commu-
nicatively coupled to the theft detection system. The method
continues with transmitting the first weight value and the
first harvester identity to a tracking system remotely located
from the grain cart. The transmitting is performed by the
theft detection system using a satellite data communication
protocol. Also, the transmitting is at least partially in an
encrypted form.

In an embodiment, receiving the first harvester identity
further includes receiving, by a short-range wireless com-
munication protocol, the first harvester identity.

In an embodiment, receiving the first harvester identity
further includes reading, by a camera system coupled to the
theft detection system, identifying indicia of the first har-
vesting machine.

In an embodiment, reading the identifying indicia further
includes at least one selected from a group that includes
reading a number visible on the first harvesting machine,
reading a bar code disposed on the first harvesting machine,
reading a one-dimensional bar code disposed on the first
harvesting machine, reading a two-dimensional bar code
disposed on the first harvesting machine, and reading a word
visible on the first harvesting machine.

In an embodiment, receiving the first harvester identity
further includes receiving, by way of a short-range wireless
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communication protocol, the first harvester identity from a
portable communication device of an operator of a tractor
pulling the grain cart.

In an embodiment, the method continues with receiving
an offload trailer identity of an offload trailer. The receiving
is performed by the theft detection system. The method
continues with offloading grain from the grain bin to the
offload trailer. The method continues with determining an
offload weight value indicative of weight of grain offloaded
from the grain bin to the offload trailer. The determining is
performed by the sensing device communicatively coupled
to the theft detection system. The method continues with
transmitting the offload weight value and the offload trailer
identity to the tracking system. The transmitting is per-
formed by the theft detection system using the satellite data
communication protocol, and the transmitting at least par-
tially in encrypted form.

In an embodiment, receiving the offload trailer identity
further includes receiving, by a short-range wireless com-
munication protocol, the offload trailer identity.

In an embodiment, receiving the offload trailer identity
further includes reading, by a camera system coupled to the
theft detection system, identifying indicia of the offload
trailer.

In an embodiment, reading the identifying indicia further
includes at least one selected from a group that includes
reading a number visible on the offload, reading a bar code
disposed on the offload trailer, reading a one-dimensional
bar code disposed on the offload trailer, reading a two-
dimensional bar code disposed on the offload trailer, and
reading a word visible on the offload trailer.

In an embodiment, receiving the offload trailer identity
further includes receiving, by way of a short-range wireless
communication protocol, the offload trailer identity from a
portable communication device of an operator of a tractor
pulling the grain cart.

In an embodiment, the method continues with offloading
grain from the grain bin to the offload trailer. The method
continues with offloading grain from the grain bin to the
offload trailer. The method continues with determining an
offload weight value indicative of weight of grain offloaded
from the grain bin to the offload trailer. The determining is
performed by the sensing device communicatively coupled
to the theft detection system. The method continues with,
subsequent to the grain being offloaded from the grain bin to
the offload trailer, obtaining an offload weight value indica-
tive of weight of grain provided to the offload trailer from
the grain bin. The method continues with, subsequent to the
grain being offloaded from the grain bin to the offload trailer,
sending an alarm to the tracking system if a difference
between the offload weight value and the onboarded weight
value is greater than a predetermined threshold. The sending
is performed by the theft tracking system using the satellite
data communication module.

In an embodiment, the method continues with continually
monitoring a cumulative weight value of indicative of
weight of grain in the grain bin. The monitoring is performed
by the theft detection system and the sensing device. The
method continues with sending an alarm to the tracking
system if the grain is offloaded from the grain bin in an
absence of receiving an offload trailer identity.

In an embodiment, the method continues with obtaining
an offload weight value indicative of weight of grain pro-
vided from the first harvesting machine. The obtaining is
performed by the theft detection system from a communi-
cation module of the first harvesting machine and using the
short-range wireless communication protocol. The method
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continues with sending an alarm to the remote tracking
system if a difference between the first weight value and the
offload weight value is greater than predetermined threshold.
The sending is performed by the theft tracking system using
the satellite communication protocol.

In an embodiment, the method continues with receiving a
second harvester identity of a second harvesting machine.
The receiving is performed by the theft detection system
disposed on the grain cart. The method continues with
receiving grain into the grain bin of the grain cart from the
second harvesting machine. The method continues with
determining a second weight value indicative of weight of
grain received into the grain bin from the second harvesting
machine. The determining is performed by the sensing
device communicatively coupled to the theft detection sys-
tem. The method continues with transmitting the second
weight value indicative of weight of grain and the identity of
the second harvesting machine to the tracking system. The
transmitting is performed by the theft detection system using
the satellite data communication protocol. Also, the trans-
mitting is at least partially in the encrypted form.

In an embodiment, determining the first weight value by
way of the sensing device further includes using at least one
selected from a group that includes an image sensing device,
a weight sensor, and a flow rate sensor.

According to another aspect of the present disclosure, a
grain cart for transferring grain in a harvesting operation is
disclosed. The grain cart includes a frame. The grain cart
further includes a grain bin mounted on the frame. The grain
cart further includes a sensing device configured to deter-
mine a weight value indicative of weight of grain in the grain
bin. The grain cart further includes a theft detection system
coupled to the frame. The theft detection system includes a
satellite data communication module. The theft detection
system further includes a controller coupled to the sensing
device. The controller is configured to receive a harvester
identity of a harvesting machine. The controller is further
configured to determine a weight value indicative of weight
of grain received into the grain bin from the harvesting
machine. The determination uses the sensing device. The
controller is further configured to transmit the weight value
and the harvester identity to a tracking system remotely
located from the grain cart. The transmitting uses the satel-
lite data communication module. Also, the transmitting is at
least partially in an encrypted form.

In an embodiment, the theft detection system further
includes a short-range data communication module coupled
to the controller. The controller is further configured to
receive the harvester identity. The receiving is performed by
way of the short-range data communication module.

In an embodiment, the theft detection system further
comprises a camera system operatively coupled to the
controller, and the controller is further configured to read
identifying indicia of the harvesting machine by way of the
camera system.

In an embodiment, the controller is further configured to
read the identifying indicia selected from a group that
includes a number visible on the harvesting machine, a bar
code disposed on the harvesting machine, a one-dimensional
bar code disposed on the harvesting machine, a two-dimen-
sional bar code disposed on the harvesting machine, and a
word visible on the harvesting machine.

In an embodiment, the theft detection system further
includes a short-range data communication module coupled
to the controller. The controller is further configured to
receive the harvester identity from a portable communica-
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tion device of an operator of a tractor pulling the grain cart.
The receiving is performed by way of the short-range data
communication module.

In an embodiment, the controller is further configured to
receive an offload trailer identity of an offload trailer. The
controller is further configured to determine, using the
sensing device, an offload weight value indicative of weight
of grain offloaded from the grain bin to the offload trailer.
The controller is further configured to transmit, using the
satellite data communication protocol, the offload weight
value and the offload trailer identity to the tracking system.

In an embodiment, the theft detection system further
includes a short-range data communication module coupled
to the controller. The controller is further configured to
receive, using the short-range data communication module,
the offload trailer identity.

In an embodiment, the theft detection system further
includes a camera system operatively coupled to the con-
troller. The controller is configured to read identifying
indicia of the offload trailer by way of the camera system.

In an embodiment, the controller is further configured to
read the identifying indicia selected from a group that
includes a number visible on the offload, a bar code disposed
on the offload trailer, a one-dimensional bar code disposed
on the offload trailer, a two-dimensional bar code disposed
on the offload trailer, and a word visible on the offload trailer.

In an embodiment, the theft detection system further
includes a short-range data communication module coupled
to the controller. The controller is further configured to
receive the offload trailer identity from a portable commu-
nication device of an operator of a tractor pulling the grain
cart. The receiving is performed by way of the short-range
data communication module.

In an embodiment, the controller is further configured to,
subsequent to the grain being offloaded from the grain bin to
the offload trailer, obtain an onboarded weight value indica-
tive of weight of grain provided to the offload trailer from
the grain bin. The controller is further configured to, sub-
sequent to the grain being offloaded from the grain bin to the
offload trailer, send an alarm to the tracking system if a
difference between the offload weight value and the
onboarded weight value is greater than a predetermined
threshold. The sending is performed by the theft tracking
system using the satellite data communication protocol.

In an embodiment, the controller is further configured to
use the sensing device to continually monitor a cumulative
weight value of indicative of weight of grain in the grain bin.
The controller is further configured to send an alarm to the
tracking system if grain is offloaded from the grain bin in the
absence of receiving an offload trailer identity.

In an embodiment, the theft detection system further
includes a short-range wireless communication module
coupled to the controller. The controller is further configured
to obtain an offload weight value indicative of weight of
grain provided from the harvesting machine. The obtaining
is performed by way of the short-range wireless communi-
cation module. The controller is further configured to send,
using, an alarm to the tracking system if a difference
between the first weight value and the offload weight value
is greater than predetermined threshold. The sending is
performed by way of the satellite communication protocol.

In an embodiment, the theft detection system further
includes a short-range data communication module coupled
to the controller. The controller is further configured to
receive, from the harvesting machine, an expected weight
value of indicative of weight of grain to be received in the
grain bin from the harvesting machine. The receiving is
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performed by way of the short-range data communication
module. When the grain is received from the harvesting
machine, the controller is further configured to determine,
using the sensing device, an actual weight value of indica-
tive of weight of grain received from the harvesting
machine. The determining is performed by way of the
sensing device. When the grain is received from the har-
vesting machine, the controller is further configured to send
an alarm to the tracking system if a difference between the
expected weight value and the actual weight value is greater
than a predetermined threshold. The sending is performed by
way of the satellite data communication module.

In an embodiment, the sensing device includes one
selected from a group that includes an image sensing device,
a weight management system; and a flow rate sensor.

According to another aspect of the present disclosure, a
grain cart for transferring grain in a harvesting operation is
disclosed. The grain cart includes a frame. The grain cart
further includes a grain bin carried by the frame. The grain
cart further includes a weight sensor mounted between the
frame and the grain bin. The weight sensor is configured to
determine a weight value indicative of weight of grain in the
grain bin. The grain cart further includes a theft detection
system coupled to the frame. The theft detection system
includes a controller coupled to the weight sensor. The
controller is configured to receive a harvester identity of a
harvesting machine. The controller is further configured to
determine a first weight value indicative of weight of grain
received into the grain bin from the harvesting machine. The
determination uses the weight sensor. The controller is
further configured to receive, when the grain is offloaded to
a trailer, a second weight first weight value indicative of
weight of grain offloaded from the grain bin to the trailer.
The controller is further configured to receive a trailer
identity of the trailer. The controller is further configured to
encrypt information corresponding to the first weight value,
the second weight value, the harvester identity, and the
trailer identity. The controller is further configured to trans-
mit the encrypted information.

In an embodiment, the theft detection system further
comprises a camera system operatively coupled to the
controller. The controller is further configured to read iden-
tifying indicia of the harvesting machine and the trailer by
way of the camera system.

In an embodiment, the theft detection system further
comprises a satellite data communication module. The con-
troller is further configured to transmit the encrypted infor-
mation by way of the satellite data communication module.

In an embodiment, the theft detection system further
comprises a short-range data communication module
coupled to the controller. The controller is further configured
to receive the harvester identity and the trailer identity. The
receiving is performed by way of the short-range data
communication module.

BRIEF DESCRIPTION OF THE DRAWINGS

For a detailed description of example embodiments, ref-
erence will now be made to the accompanying drawings in
which:

FIGS. 1A and 1B show an embodiment of a grain cart;

FIG. 2 shows an embodiment of a tractor used to haul the
grain cart;

FIGS. 3A and 3B show an embodiment of a harvesting
machine;

FIG. 4 shows an embodiment of a trailer;
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FIG. 5 shows a schematic diagram of a theft detection
system, in accordance with some described embodiments;

FIGS. 6A-6C show various embodiments of a sensing
device;

FIGS. 7A-7E show various embodiments of an indicia
used to identify machinery;

FIG. 8 shows an aerial view of a harvesting machine
unloading grain onto a grain cart, in accordance with some
described embodiments;

FIG. 9 shows an aerial view of a grain cart unloading
grain onto a trailer, in accordance with some described
embodiments; and

FIG. 10 shows a method for transferring grain in a
harvesting operation.

DEFINITIONS

Various terms are used to refer to particular system
components. Different companies may refer to a component
by different names—this document does not intend to dis-
tinguish between components that differ in name but not
function. In the following discussion and in the claims, the
terms “including” and “comprising” are used in an open-
ended fashion, and thus should be interpreted to mean
“including, but not limited to . . . ” Also, the term “couple”
or “couples” is intended to mean either an indirect or direct
connection. Thus, if a first device couples to a second device,
that connection may be through a direct connection or
through an indirect connection via other devices and con-
nections.

In relation to electrical devices (whether stand alone or as
part of an integrated circuit), the terms “input” and “output”
refer to electrical connections to the electrical devices, and
shall not be read as verbs requiring action. For example, a
differential amplifier (such as an operational amplifier) may
have a first differential input and a second differential input,
and these “inputs” define electrical connections to the opera-
tional amplifier, and shall not be read to require inputting
signals to the operational amplifier.

“Assert” shall mean changing the state of a Boolean
signal. Boolean signals may be asserted high or with a
higher voltage, and Boolean signals may be asserted low or
with a lower voltage, at the discretion of the circuit designer.
Similarly, “de-assert” shall mean changing the state of the
Boolean signal to a voltage level opposite the asserted state.

“Controller” shall mean, alone or in combination, indi-
vidual circuit components, an application specific integrated
circuit (ASIC), a microcontroller with controlling software,
a reduced-instruction-set computing (RISC), a digital signal
processor (DSP), process with controlling software, a pro-
cessor with controlling software, a programmable logic
device (PLD), or a field programmable gate array (FPGA),
configured to read inputs and drive outputs responsive to the
inputs.

“Short-range wireless communication protocol” shall
mean a wireless communication protocol in which two
device directly communicate with each other wirelessly over
a distance of 500 meters or less. For example, Wi-Fi,
Bluetooth, Zigbee, Z-Wave, as well as certain radio fre-
quency identification (RFID) tags and associated readers.
Data communications over a cellular network shall not be
considered a short-range wireless communication protocol.

“Short-range data communication module” shall mean
electronic hardware devices designed and constructed to
communicate using the short-range wireless data commu-
nication protocol.
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“Satellite data communication protocol” shall mean a
wireless communication protocol in which a land-based
device directly communicates with a satellite orbiting the
Earth, and the satellite relays the data to and from a remote
location.

“Satellite data communication module” shall mean elec-
tronic hardware devices designed and constructed to com-
municate using the satellite data communication protocol.

DETAILED DESCRIPTION

The following discussion is directed to various embodi-
ments of the invention. Although one or more of these
embodiments may be preferred, the embodiments disclosed
should not be interpreted, or otherwise used, as limiting the
scope of the disclosure, including the claims. In addition,
one skilled in the art will understand that the following
description has broad application, and the discussion of any
embodiment is meant only to be exemplary of that embodi-
ment, and not intended to intimate that the scope of the
disclosure, including the claims, is limited to that embodi-
ment.

This application is directed to a grain cart with a theft
detection system designed to prevent unwanted grain theft
during a harvesting operation. As grain is harvested and
transported between different machinery, each transportation
event is susceptible to grain being stolen by any number of
persons. To prevent this, the theft detection system includes
hardware and communication components mounted to the
grain cart. When mounted to a grain cart, the theft detection
system may include a sensing device designed to determine
a weight value, or amount, of grain during an onboarding
event (i.e., when the grain cart receives grain from a
harvesting machine) and send the weight value information
to a remote tracking system, where the weight value infor-
mation can be stored or analyzed. Additionally, the theft
detection system can use the sensing device to determine a
weight value of grain in the grain cart during an offloading
event (i.e., when the grain cart transfers grain to a trailer) and
send the weight value information to the remote tracking
system.

In some examples, the grain cart includes a camera system
used to identify respective indicia, or markings, on both the
harvesting machine and the trailer. In this manner, the theft
detection system not only tracks the amount of grain during
onboarding and offloading events, but also tracks the iden-
tity of the machinery used during the onboarding and
offloading events. The theft detection system can send the
identification information along with the weight value infor-
mation to the remote tracking system, thereby allowing the
remote tracking system to store weight value and the par-
ticular machine associated with the stored weight values.

It may be desirable limit or prevent persons from learning
the weight values and associated machine identities, thus
reducing the likelihood of those persons exploiting this
information to steal the grain. In this regard, in some
exemplary embodiments, the theft detection system includes
an encryption module that encrypts the information or data
associated with the weight value and machine identity prior
to sending the information to the remote tracking system. As
a result, the machine operators or any other unknown
persons cannot access, without the proper key, the weight
value and machine identity information of grain collected
and transported during the harvesting operation.

Additionally, the communication systems described
herein may include wireless communication. Moreover,
some communications system include satellite data commu-
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nication (e.g., Global Position System, or GPS, and Iridium
Satellite Communications system). By providing satellite
communication via a satellite data communication module,
the theft detection system offers several advantages over
cellular network communication. For example, the satellite
communication is virtually available worldwide, whereas
cellular networks are available in some regions but not
others. Moreover, in regions where cellular network com-
munication is available, the cellular network communication
tends to be good in some locations but poor in other
locations. Also, satellite data communication is particularly
advantageous in rural areas commonly associated with farm-
land, as farmland tends to be relatively further from cellular
network base stations as compared urban areas and other
high-density population areas. Accordingly, users of the
theft detection system described herein do not need to rely
on less reliable communication protocols, such as cellular
network communication.

This detailed description refers to harvesting operations
for grain, and accordingly, grain may come from various
planted crops such as wheat, oats, rice, corn, sorghum,
millet, rye, and barley, as non-limiting examples. However
it should be noted in some examples, other harvestable crops
may substitute for grain. As a result, this theft detection
system may additionally apply to other harvested crops not
specially discussed in this detailed description.

FIGS. 1A and 1B show an embodiment of a grain cart
100. The grain cart 100 is used to transport and temporarily
store grain during a harvesting operation. As shown, the
grain cart 100 includes a frame 101 and a grain bin 102
positioned on the frame 101. The grain bin 102 defines a
volume for storing the grain. The grain cart 100 further
includes a tongue or post 104 and a coupling unit 106
(located on the post 104) used to attach to a motorized
vehicle (not shown in FIGS. 1A and 1B) that pulls the grain
cart 100. Subsequent to receiving grain in the grain bin 102,
the grain cart 100 is designed to offload the grain onto, for
example, a trailer (shown later). In this regard, the grain cart
100 includes a tube 108 and an auger 109 (shown as dotted
lines). While the tube 108 and the auger 109 are shown in a
stored position, the tube 108 and the auger 109 can transition
to a deployed position to offload grain from the grain bin 102
to the trailer. Although not shown, the grain cart 100
includes a motor used to rotationally drive the auger 109,
such as a hydraulic motor driven by hydraulic fluid provided
from the motorized vehicle.

In order to monitor grain, the grain cart 100 includes a
theft detection system 110. The theft detection system 110 is
designed to track grain, including the weight value or
amount, onboarded into the grain bin 102. The “weight
value” may refer to a numerical value associated with the
weight measured in pounds or kilograms, as examples.
Additionally, the theft detection system 110 can track grain,
including the weight value offloaded from the grain bin 102
via the tube 108 and the auger 109. While the theft detection
system 110 is shown as mounted to a particular location of
the grain bin 102, the theft detection system 110 can be
mounted to other locations of the grain bin 102 and the grain
cart 100.

To determine the weight value, the theft detection system
110 may include a sensing device 112 in operational rela-
tionship with the grain bin 102. As shown in FIG. 1A, the
grain gin 102 is positioned on the sensing device 112. When
grain is disposed in the grain bin 102, the sensing device 112
can determine a weight value the grain bin 102 and the grain
bin 102. By subtracting a known weight value of the grain
bin 102, the sensing device 112 can determine the weight
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value of the grain when the grain is loaded into the grain bin
102. As shown in FIG. 1B, the sensing device 112 is located
in the grain bin 102. In some embodiments, the sensing
device 112 includes a weight management system, such as
a scale. However, the sensing device 112 may take other
forms, which will be shown and described below.

The theft detection system 110 may include several com-
munication modules used to receive and transmit informa-
tion. For example, the theft detection system 110 may
include a satellite data communication module used to
transmit information or data associated with the weight
value (provided by the sensing device 112) to a tracking
system remotely located with respect to the grain cart 100.
Additionally, the theft detection system 110 may include a
short-range wireless communication module used to send
information to, and/or receive information from, other
machinery (shown and discussed below) used in the har-
vesting operation.

In some embodiments, the grain cart 100 includes a
camera system 114 used to read identifying indicia from
machinery used in the harvesting operation. Each indicia on
the machinery can be specific to that particular machinery.
Accordingly, the theft detection system 110 can determine
which machines provide grain to the grain bin 102, and
which machines receive grain from the grain bin 102. In
addition to the weight value, the identified indicia can also
be transmitted to the tracking system using the satellite data
communication module. Also, prior to transmitting to the
tracking system, the theft detection system 110 may include
an encryption module used to encrypt the information or
data related to the weight value and the identified indicia.
These features will be shown and described in further detail
below.

FIG. 2 shows an embodiment of a tractor 200 used to haul
the grain cart 100. When connected to the grain cart 100, the
tractor 200 can pull the grain cart 100 alongside a harvesting
machine (not shown in FIG. 2). The tractor 200 is an
exemplary machine, and other motorized vehicles can be
used to haul the grain cart 100.

FIGS. 3A and 3B show an embodiment of a harvesting
machine 300. The harvesting machine 300 can be referred to
as a combine. The harvesting machine 300 is designed to
retrieve, cut, and sort grain from the harvested crop. As
shown, the harvesting machine 300 includes a head 301
having various parts (not labeled), such as a reel and a cutter
bar. The head 301 may include a detachable head. In this
manner, the head 301 can be substituted with one or more
different heads having different sizes and different compo-
nents based on the type of grain. The harvesting machine
300 further includes a grain bin 302 used as a volume to
store grain. Although not shown, the harvesting machine 300
may include a conveyor belt used to transport the grain from
the head 301 to the grain bin 302. In order to remove the
grain from the grain bin 302, the harvesting machine
includes a tube 308 and an auger (not shown in FIGS. 3A
and 3B) used to extract the grain from the grain bin 302 to,
for example, a grain bin (e.g., grain bin 102 shown in FIG.
1A). Additionally, in some embodiments, the harvesting
machine 300 includes an indicium 316 used to identify the
harvesting machine 300. In this regard, the indicium 316
may be unique to the harvesting machine 300 such that the
harvesting machine 300 can be distinguished from other
harvesting machines. Referring to the grain cart 100 in
FIGS. 1A and 1B, the camera system 114 can read an
indicium (such as the indicium 316) and provide, to the theft
detection system 110, information related to the indicium.
Additionally, in some embodiments, the harvesting machine
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300 includes a communication module 318 used to receive
and/or transmit short-range wireless communication. Refer-
ring again to the grain cart 100 in FIGS. 1A and 1B, the theft
detection system 110, also having communication capabili-
ties, can retrieve information from the communication mod-
ule 318, such as a weight value of grain in the grain bin 302
(as determined by the harvesting machine 300 prior to an
onboarding event), authentication information used to verify
the harvesting machine 300 (including an expected harvest-
ing machine during a harvesting operation), a time stamp
associated with initiation of onboarding event, and/or a time
duration associated with the time taken for the onboarding
event.

FIG. 4 shows an embodiment of a trailer 400. The trailer
400 can be used as an offload container for offloading grain
from a grain cart. As shown, the trailer 400 includes a
container 420 used as a volume to store the grain. Also, the
trailer 400 is connected to a semi-truck 422 used to haul the
trailer 400. In an example harvesting operation, the trailer
400 cam remain stationary until a grain cart and tractor (not
shown in FIG. 4) arrive alongside the trailer 400. Subse-
quent to an offloading event of grain into the trailer 400, the
semi-truck 422 can haul the trailer 400 (filled with grain) to
a storage facility. The semi-truck 422 is an exemplary
machine, and other motorized vehicles can be used to haul
the trailer 400.

In some embodiments, the trailer 400 includes an indi-
cium 416 used to identify the trailer 400. In this regard, the
indicium 416 may be unique to the trailer 400 such that the
trailer 400 can be distinguished from other trailers. Referring
to the grain cart 100 in FIGS. 1A and 1B, the camera system
114 can read an indicium (such as the indicium 416) and
provide, to the theft detection system 110, information
related to the indicium. Additionally, in some embodiments,
the trailer 400 includes a communication module 418 used
to receive and/or transmit short-range wireless communica-
tion. Referring again to the grain cart 100 in FIGS. 1A and
1B, the theft detection system 110, also having communi-
cation capabilities, can retrieve information from the com-
munication module 418, such as a weight value of grain in
the container 420 subsequent to an offloading event, authen-
tication information used to verify the trailer 400, a time
stamp associated with offloading event, and/or a time dura-
tion associated with offloading event.

FIG. 5 shows a schematic diagram of a theft detection
system 510, in accordance with some described embodi-
ments. Other theft detection systems (e.g., the theft detection
system 110, shown in FIGS. 1A and 1B) may include any
features described herein for the theft detection system 510.
The theft detection system 510 can be mounted to farm
equipment, such as grain carts (e.g., the grain cart 100)
described herein.

The theft detection system 510 may include a controller
530 used to receive communication from input devices and
use the communication to output controls or commands to
other devices. The controller 530 may include a program-
mable logic controller or one or more microcontrollers, as
non-limiting examples. The controller 530 may include one
or more processors 532 and memory 534. When the con-
troller 530 is implemented as a processor 532 and memory
534, the one or more processors 532 are designed to execute
instructions or algorithms stored on the memory 534, which
may include random access memory or read-only memory.

The theft detection system 510 may further include a
sensing device 512 operatively coupled to the controller
530. The sensing device 512 is designed to determine a
weight value (i.e., amount of grain) in a grain bin of the grain
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cart. In this regard, the sensing device 512 can determine a
weight value of the grain during an onboarding event, and
provide the weight value information to the controller 530.
Accordingly, based on the determined weight value by the
sensing device 512, the theft detection system 510 can
determine the weight value of the grain to be provided from
the grain cart to the trailer during an offloading event.
Several exemplary embodiments of the sensing device are
shown and described below.

The theft detection system 510 may further include a
satellite data communication module 536 operatively
coupled to the controller 530. The satellite data communi-
cation module 536 may rely upon satellite data communi-
cation protocol, such as the Iridium Satellite Communica-
tions system, to transmit information. When directed by the
controller 530, the satellite data communication module 536
is designed to transmit information to a tracking system
(e.g., a server, including cloud-based server, a database, or
a computing system). The satellite data communication
module 536 can provide the weight value information of
grain, as determined by the sensing device 512, to the
tracking system. Additionally, the satellite data communi-
cation module 536 can also provide indicia information of
machinery (e.g., harvesting machine and/or trailer), as deter-
mined by a camera system 514 communicatively coupled to
the controller 530.

The theft detection system 510 may further include a
short-range data communication module 538. The short-
range data communication module 538 communicates over
short-range communication protocols, such as BLU-
ETOOTH® or WIFI®, as non-limiting examples. The short-
range data communication module 538 is designed to com-
municate  with  communication  modules (e.g.,
communication module 318 of the harvesting machine 300
in FIGS. 3A and 3B, and communication module 418 of the
trailer 400 in FIG. 4). As non-limiting examples, the
received communication may include identifying indicia of
the harvesting machine, a weight value of grain in a grain bin
of a harvesting machine prior to an onboarding event,
identifying indicia of a trailer, a weight value of grain in
grain bin of a trailer subsequent to an offloading event, a
time stamp associated with initiation of the onboarding or
oftboarding events, and/or a time duration associated with
the onboarding or offboarding events.

Alternatively, or in combination, the short-range data
communication module 538 can determine identifying infor-
mation of the harvesting machine and/or the trailer by
communicating with mobile devices, including mobile wire-
less communication devices (e.g., smartphones) that also
include short-range wireless communication modules oper-
ating over short-range communication protocols. For
example, when an operator (i.e., driver) of a harvesting
machine carries a mobile device 542, the mobile device 542
can store identification information that is unique to the
harvesting machine. The theft detection system 510 can use
the short-range data communication module 538 to commu-
nicate with the mobile device 542 and receive the unique
identification information. While an example for an operator
of a harvesting machine is given, an operator of a semi-truck
hauling the trailer may also carry a mobile device similar to
the mobile device 542, and accordingly, the short-range data
communication module 538 can receive identification infor-
mation from the operator of the semi-truck hauling the
trailer that is unique to the trailer.

In order to prevent persons (including vehicle operators of
the harvesting machines, farmhand/laborers, and/or the
nefarious actors) from gaining knowledge of the weight
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values of the grain, the theft detection system 510 may
further include an encryption module 544 operatively
coupled to the controller 530. Prior to the satellite data
communication module 536 providing information to the
tracking system, the encryption module 544 can use an
encryption algorithm (e.g., private key or public key encryp-
tion) to encrypt the information. In either encryption algo-
rithm, the key is shared with the tracking system, and if
desired, shared with only trusted personnel.

The theft detection system 510 can use the received
information to monitor and detect grain theft in a number of
ways. For example, prior to an onboarding event, the theft
detection system 510 receives a weight value of grain, using
the short-range data communication module 538, from a
communication module of a harvesting machine. Addition-
ally, the theft detection system 510 receives a weight value,
using the sensing device 512, onboarded onto the grain cart.
processor 532 can execute instructions stored on the
memory 534 to compare and determine the difference
between the weight values. If the difference between the
weight values is greater than a predetermined threshold, then
the controller 530 can generate and transmit a notification,
using the satellite data communication module 536, to a
tracking system. For example, a notification may include an
alarm or alert indicating an unexpected difference (i.e.,
exceeded predetermined threshold) in grain has been
detected, which may correspond to grain theft. Accordingly,
the notification may indicate that grain was stolen during the
onboarding event.

In another example, the theft detection system 510
receives a weight value of grain, using the sensing device
512, disposed in the grain cart. Subsequent to an offloading
event, the theft detection system 510 can obtain a weight
value of grain, using the short-range data communication
module 538, from a communication module of a trailer. The
processor 532 can again execute instructions stored on the
memory 534 to compare and determine the difference
between the weight values, and if the difference between the
weight values is greater than a predetermined threshold, then
the controller 530 can generate and transmit a notification,
using the satellite data communication module 536, to the
tracking system, indicating that grain was stolen during the
offloading event.

Further, in some embodiments, the theft detection system
510 uses the short-range data communication module 538 to
receive respective weight values of grain provided by the
harvesting machine and by the trailer, and determines the
difference between the weight values. If the difference
between the weight values is greater than a predetermined
threshold, then the controller 530 can generate and transmit
a notification, using the satellite data communication mod-
ule 536, to the tracking system. The notification may indi-
cate that grain was stolen during one or more of the
onboarding or offloading events, or was stolen while the
grain was disposed in the grain cart (independently of the
onboarding or offloading events). Accordingly, the theft
detection system 510 is designed to monitor and compare
the weight values at the multiple, different stages.

In some embodiments, the “predetermined threshold” is
based on a predetermined weight difference, such as a value
between 50 to 100 pounds (or 22.7 to 45.4 kilograms,
respectively). In this regard, the notification is generated and
transmitted when the weight difference between two weight
values is greater than the predetermined weight difference
(i.e., greater than 50 to 100 pounds). Alternatively, in some
embodiments, the “predetermined threshold” is based on a
percent difference. For example, an initial weight value (e.g.,
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in the harvesting machine prior to the onboarding event, or
in the grain cart prior to the offloading event) may be defined
as “100%” of the grain, and when a subsequent weight value
is (e.g., after the onboarding event into the grain cart, or after
the offloading event into the trailer) is a percentage below a
predetermined threshold percentage (e.g., 5% to 10%
below), then the controller 530 can generate and transmit the
notification to the tracking system.

Further, in some embodiments, the theft detection system
510 uses the sensing device 512 to continually monitor a
cumulative weight value of grain in a grain bin. As a result,
the theft detection system 510 can determine in real-time a
weight value of grain in the grain bin during onboarding and
offloading events, which can be advantageously used in
several ways. For example, during an offloading event, the
theft detection system 510 can continually monitor a cumu-
lative weight value of grain in a grain bin, and when the theft
detection system 510 does not receive a trailer identity from
a trailer onto which the grain is to be offloaded, the theft
detection system 510 can transmit a notification to the
tracking system. The notification may indicate the grain is
being offloaded to an unauthorized trailer or other unauthor-
ized container. Also, the theft detection system 510 can
continually monitor a cumulative weight value of grain in a
grain bin, and in the absence of any type of onboarding or
offloading event, if the cumulative weight of grain in the
grain bin decreases, then the theft detection system 510 can
transmit a notification to the tracking system. The notifica-
tion may indicate the grain is being taken from the grain cart
without authorization.

In some embodiments, the theft detection system 510 uses
the short-range data communication module 538 to receive
an expected weight value of grain and then compares the
expected weight value with an actual weight value deter-
mined by the sensing device 512. For example, prior to an
onboarding event, the theft detection system 510 can receive
an expected weight value from a harvesting machine indi-
cating a weight value of grain to be onboarded to a grain
cart. Then, subsequent to the onboarding event, the theft
detection system 510 can determine the actual weight value
of grain received from the harvesting machine. The theft
detection system 510 can then compare the expected and
actual weight values, and provide a notification to the
tracking system when the difference between the expected
and actual weight values is greater than a predetermined
threshold. Similarly, prior to an offloading event, the theft
detection system 510 can determine an initial weight value
of grain in the grain bin that is to be offloaded to the trailer.
Then, subsequent to the offloading event, the theft detection
system 510 can receive a final weight value from the trailer
indicating a weight value of grain that was offloaded from
the grain cart to the trailer. The theft detection system 510
can then compare the initial and final weight values, and
provide a notification to the tracking system when the
difference the initial and final weight values is greater than
a predetermined threshold.

As described, the theft detection system 510 can be used
to determine potential grain theft events and generate noti-
fications to the tracking system. However, in some embodi-
ments, the theft detection system 510 is designed to track/
record various weight values, track/record various harvester
and trailer identifies, and transmit this information to the
tracking system, thereby allowing the tracking system to
determine grain theft events. In other words, the theft
detection system 510 can be used without determining
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potential grain theft events and without generating notifica-
tions, and can simply provide information to the tracking
system.

FIGS. 6A-6C show various embodiments of a sensing
device. The sensing devices shown and described in FIGS.
6A-6C are exemplary sensing devices that may be placed on
grain cart, and communicatively coupled to a theft detection
system described herein. FIG. 6A shows a sensing device
612a in the form of an image sensing device. In this manner,
the sensing device 612q includes an image detector 614 used
to monitor a grain bin, and determine an image of the grain
in the grain bin. In some embodiments, the image is con-
verted into a three-dimensional image. Using volume infor-
mation of the grain bin, the sensing device 612a can
determine a weight value of the grain.

FIG. 6B shows a sensing device 6125 in the form of a
weight management system. In this manner, the sensing
device 6125 may include a weight sensor or scale used to
measure force applied to a platform 616, and convert the
measured force into a weight value. In order to measure the
force, the sensing device 6126 may use features such as a
strain gauge, a piezoelectric sensor, or other pressure-sen-
sitive component, as non-limiting examples.

FIG. 6C shows a sensing device 612¢ in the form of a flow
rate sensor. The sensing device 612¢ may include an opening
618 through which grain passes. The sensing device 612¢
may further include a transmitter 620a that transmits light
and a receiver 6205 used to at least partially receive light
from the transmitter 620a. As grain passes through the
opening, the grain partially blocks the light from the trans-
mitter 620a, and sensing device 612¢ can determine a flow
based upon the amount of light received by the receiver
6205. The flow rate is inversely proportional to light
received at the receiver 6205, and accordingly, the flow rate
is greater for less light received. The sensing device 612¢
can determine the weight value based upon the flow rate and
additional information, such as density and moisture con-
tent.

FIGS. 7A-7E show various embodiments of indicia used
to identify machinery. The indicia shown and described in
FIGS. 7A-7E are exemplary indicia that may be placed on
aharvesting machine and/or a trailer in a location visible and
readable by a camera system communicatively coupled to a
theft detection system described herein. FIG. 7A shows an
indicium 716¢ in the form of a number. The number may be
unique to a harvesting machine and/or to a trailer. FIG. 7B
shows an indicium 7164 in the form of alphanumeric
elements. As shown, the indicium 7165 may include both
letters (forming a word) and numbers used uniquely identify
a harvesting machine and/or to a trailer. In some embodi-
ments, the number is removed and the indicium 7165 in
word form only. FIG. 7C shows an indicium 716c¢ in the
form of a one-dimensional bar code. The indicium 716¢
represents a Universal Product Code (“UPC”). However, it
should be noted that several other one-dimensional product
codes are possible. FIG. 7D shows an indicium 7164 in the
form of a two-dimensional bar code. As shown, the indicium
7164 includes a data matrix code. FIG. 7E shows an alter-
nate embodiment of an indicium 716e¢ in the form of a
two-dimensional bar code. As shown, the indicium 716e
includes a quick response (“QR”) code. It should be noted
that several other two-dimensional product codes are pos-
sible.

FIG. 8 shows an aerial view of a harvesting machine 300
unloading grain 160 onto a grain cart 100, in accordance
with some described embodiments. As shown, the tube 308
of the harvesting machine 300 is extended/deployed and
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positioned over the grain bin 102, and grain 160 is being
onboarded to the grain bin 102 from the harvesting machine
300. The theft detection system 110 can use the sensing
device (e.g., sensing device 112 shown in FIG. 1A) to
determine a weight value of the grain 160 in the grain bin
102. Additionally, based on the relationship between the
grain cart 100 and the harvesting machine 300, the camera
system 114 is able to read the indicium 316 located on the
harvesting machine 300, and a short-range wireless com-
munication module (e.g., short-range data communication
module 538 shown in FIG. 5) is within range to communi-
cate with the communication module 318 of the harvesting
machine 300.

FIG. 9 shows an aerial view of a grain cart 100 unloading
grain 160 onto a trailer 400, in accordance with some
described embodiments. As shown, the tube 108 of the grain
cart 100 is extended/deployed and positioned over the
container 420 of the trailer 400, and grain 160 is being
offloaded from the grain bin 102 to the container 420. The
theft detection system 110 can use the sensing device (e.g.,
sensing device 112 shown in FIG. 1A) to determine a weight
value of the grain 160, including continuously monitoring
the weight value during the offloading event. Additionally,
based on the relationship between the grain cart 100 and the
trailer 400, the camera system 114 is able to read the
indicium 416 located on the trailer 400, and a short-range
wireless communication module (e.g., short-range data com-
munication module 538 shown in FIG. 5) is within range to
communicate with the communication module 418 of the
trailer 400.

FIG. 10 shows a method 1000 for transferring grain in a
harvesting operation, in accordance with some described
embodiments. The steps of the method 1000 can be per-
formed by a theft detection system described herein.

In step 1002, a first harvester identity of a first harvesting
machine is received. A theft detection system, disposed on a
grain cart, can receive the first harvester identity. In some
embodiments, the theft detection system includes a short-
range wireless communication module used to communicate
and received the first harvester identity from a communica-
tion module on the first harvesting machine. In some
embodiments, the theft detection system uses a camera
system (disposed on the grain cart) used to read indicia that
identifies the first harvesting machine. As non-limiting
examples, the indicia may include a number visible on the
first harvesting machine, a bar code (one- or two-dimen-
sional) disposed on the first harvesting machine, and a word
visible on the first harvesting machine. Additionally, in some
embodiments, the theft detection system can communicate
with a mobile device of an operator of the first harvesting
machine to determine the first harvester identity.

In step 1004, the grain is received into a grain bin of the
grain cart from the first harvesting machine. The first har-
vesting machine may include a tube and auger used to
remove the grain from the first harvesting machine and
onboard the grain into the grain bin of the grain cart.

In step 1006, a first weight value indicative of weight of
grain received into the grain bin from the first harvesting
machine is determined. In order to determine the first weight
value, the grain cart may include a sensing device disposed
on the grain cart and communicatively coupled to the theft
detection system, including a controller of the theft detection
system. As non-limiting examples, the sensing device may
include an image sensing device, a weight management
system, or a flow rate sensor. Using the sensing device, the
theft detection system can determine an amount of grain
received by the first harvesting machine.
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In step 1008, the first weight value and the first harvester
identity are transmitted to a tracking system remotely
located from the grain cart. The tracking system may take
the form of any number of remote systems, such as a remote
server (including a cloud-based server), a database, or a
computing system. In order to transmit the first weight value
and the first harvester identity, the theft detection system
may include a satellite data communication module that
transmits via satellite data communication protocol. Addi-
tionally, in order to prevent persons from obtaining the first
weight value and the first harvester identity, the theft detec-
tion system may include an encrypted module that encrypts
data related to the first weight value and the first harvester
identity, thereby allowing the satellite data communication
module to transmit the data at least partially in an encrypted
form.

The above discussion is meant to be illustrative of the
principles and various embodiments of the present inven-
tion. Numerous variations and modifications will become
apparent to those skilled in the art once the above disclosure
is fully appreciated. It is intended that the following claims
be interpreted to embrace all such variations and modifica-
tions.

What is claimed is:

1. A method for transferring grain in a grain cart during a
harvesting operation, the method comprising:

receiving a first harvester identity of a first harvesting

machine, the receiving by a theft detection system
disposed on the grain cart;

receiving the grain into a grain bin of the grain cart from

the first harvesting machine;

determining a first weight value indicative of weight of

grain received into the grain bin from the first harvest-
ing machine, the determining by a sensing device
disposed on the grain cart and communicatively
coupled to the theft detection system; and
transmitting the first weight value and the first harvester
identity to a tracking system remotely located from the
grain cart, the transmitting by the theft detection system
using a satellite data communication protocol, and the
transmitting at least partially in an encrypted form.

2. The method of claim 1, further comprising:

continually monitoring a cumulative weight value of

indicative of weight of grain in the grain bin, the
monitoring by the theft detection system and the sens-
ing device; and

sending an alarm to the tracking system if the grain is

offloaded from the grain bin in an absence of receiving
an offload trailer identity.

3. The method of claim 1, wherein receiving the first
harvester identity further comprises receiving the first har-
vester identity, the receiving by a short-range wireless
communication protocol.

4. The method of claim 1, wherein receiving the first
harvester identity further comprises reading identifying indi-
cia of the first harvesting machine, the reading by a camera
system coupled to the theft detection system.

5. The method of claim 4, wherein reading the identifying
indicia further comprises at least one selected from a group
comprising:

reading a number visible on the first harvesting machine;

reading a bar code disposed on the first harvesting

machine;

reading a one-dimensional bar code disposed on the first

harvesting machine;

reading a two-dimensional bar code disposed on the first

harvesting machine; and
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reading a word visible on the first harvesting machine.

6. The method of claim 1, wherein receiving the first
harvester identity further comprises receiving, by way of a
short-range wireless communication protocol, the first har-
vester identity from a portable communication device of an
operator of a tractor pulling the grain cart.

7. The method of claim 1, further comprising receiving an
offload trailer identity of an offload trailer, the receiving by
a short-range wireless communication protocol.

8. The method of claim 7, wherein receiving the offload
trailer identity further comprises reading identifying indicia
of'the offload trailer, the reading by a camera system coupled
to the theft detection system.

9. The method of claim 8, wherein reading the identifying
indicia further comprises at least one selected from a group
comprising:

reading a number visible on the offload trailer;

reading a bar code disposed on the offload trailer;

reading a one-dimensional bar code disposed on the

offload trailer;

reading a two-dimensional bar code disposed on the

offload trailer; and

reading a word visible on the offload trailer.

10. The method of claim 7, wherein receiving the offload
trailer identity further comprises receiving, by way of the
short-range wireless communication protocol, the offload
trailer identity from a portable communication device of an
operator of a tractor pulling the grain cart.

11. The method of claim 7, further comprising:

offloading the grain from the grain bin to the offload

trailer;
determining an offload weight value indicative of weight
of grain offloaded from the grain bin to the offload
trailer, the determining by the sensing device commu-
nicatively coupled to the theft detection system; and

sending an alarm to the tracking system if a difference
between the offload weight value and the onboarded
weight value, corresponding to the first weight value, is
greater than a predetermined threshold, the sending by
the tracking system using the satellite data communi-
cation protocol.

12. A grain cart for transferring grain in a harvesting
operation, the grain cart comprising:

a frame;

a grain bin mounted on the frame;

a sensing device configured to determine a weight value

indicative of weight of grain in the grain bin; and

a theft detection system coupled to the grain bin, the theft

detection system comprising:
a satellite data communication module;
a controller coupled to the sensing device, the control-
ler configured to:
receive a harvester identity of a harvesting machine;
determine a weight value indicative of weight of
grain received into the grain bin from the harvest-
ing machine, the determination using the sensing
device; and
transmit the weight value and the harvester identity
to a tracking system remotely located from the
grain cart, the transmitting using the satellite data
communication module, and the transmitting at
least partially in an encrypted form.

13. The grain cart of claim 12, wherein the theft detection
system further comprises a short-range data communication
module coupled to the controller, and the controller is further
configured to receive the harvester identity, the receiving by
way of the short-range data communication module.
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14. The grain cart of claim 12, wherein the theft detection
system further comprises a camera system operatively
coupled to the controller, and the controller is further con-
figured to read identifying indicia of the harvesting machine
by way of the camera system.

15. The grain cart of claim 14, wherein the controller is
further configured to read the identifying indicia selected
from a group comprising:

a number visible on the harvesting machine;

a bar code disposed on the harvesting machine;

a one-dimensional bar code disposed on the harvesting

machine;

a two-dimensional bar code disposed on the harvesting

machine; and

a word visible on the harvesting machine.

16. The grain cart of claim 12, wherein the theft detection
system further comprises a short-range wireless communi-
cation module coupled to the controller, and the controller is
further configured to receive the harvester identity from a
portable communication device of an operator of a tractor
pulling the grain cart, the receiving by way of the short-
range wireless communication protocol.

17. The grain cart of claim 12, wherein the controller is
further configured to:

receive an offload trailer identity of an offload trailer;

determine, using the sensing device, an offload weight

value indicative of weight of grain offloaded from the
grain bin to the offload trailer; and

transmit, using the satellite data communication module,

the offload weight value and the offload trailer identity
to the tracking system.

18. The grain cart of claim 17, wherein the theft detection
system further comprises:

a short-range data communication module coupled to the

controller, and

the controller is further configured to receive, using the

short-range data communication module, the offload
trailer identity.

19. The grain cart of claim 17, wherein the theft detection
system further comprises a camera system operatively
coupled to the controller, and the controller is configured to
read identifying indicia of the offload trailer by way of the
camera system.

20. The grain cart of claim 19, wherein the controller is
further configured to read the identifying indicia selected
from a group comprising:

a number visible on the offload trailer;

a bar code disposed on the offload trailer;

a one-dimensional bar code disposed on the offload

trailer;

a two-dimensional bar code disposed on the offload

trailer; and

a word visible on the offload trailer.

21. The grain cart of claim 17, wherein the theft detection
system further comprises a short-range data communication
module coupled to the controller, and the controller is further
configured to receive the offload trailer identity from a
portable communication device of an operator of a tractor
pulling the grain cart, the receiving by way of the short-
range data communication module.

22. The grain cart of claim 12, wherein the controller is
further configured to:

use the sensing device to continually monitor a cumula-

tive weight value of indicative of weight of grain in the
grain bin; and
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send an alarm to the tracking system if grain is offloaded
from the grain bin in an absence of receiving an offload
trailer identity.

23. A grain cart for transferring grain in a harvesting

operation, the grain cart comprising:

a frame;

a grain bin carried by the frame;

a weight sensor mounted between the frame and the grain
bin, the weight sensor configured to determine a weight
value indicative of weight of grain in the grain bin; and

a theft detection system coupled to the grain bin, the theft
detection system comprising:

a controller coupled to the weight sensor, the controller

configured to:

receive a harvester identity of a harvesting machine;

determine a first weight value indicative of weight of
grain onboarded into the grain bin from the har-
vesting machine, the determination using the
weight sensor;

receive, when the grain is offloaded to a trailer, a
second weight first weight value indicative of
weight of grain offloaded from the grain bin to the
trailer;
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receive a trailer identity of the trailer;

encrypt information corresponding to the first weight
value, the second weight value, the harvester
identity, and the trailer identity; and

transmit the encrypted information.

24. The grain cart of claim 23, wherein the theft detection
system further comprises a camera system operatively
coupled to the controller, and the controller is further con-
figured to read identifying indicia of the harvesting machine
and the trailer by way of the camera system.

25. The grain cart of claim 23, wherein the theft detection
system further comprises a satellite data communication
module, and the controller is further configured to transmit
the encrypted information by way of the satellite data
communication module.

26. The grain cart of claim 23, wherein the theft detection
system further comprises a short-range data communication
module coupled to the controller, and the controller is further
configured to receive the harvester identity and the trailer
identity, the receiving by way of the short-range data com-
munication module.



