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(57) ABSTRACT 

A solution for evaluating trust in a computer infrastructure 
is provided. In particular, a plurality of computing devices in 
the computer infrastructure evaluate one or more other 
computing devices in the computer infrastructure based on 
a set of device measurements for the other computing 
device(s) and a set of reference measurements. To this 
extent, each of the plurality of computing devices also 
provides a set of device measurements for processing by the 
other computing device(s) in the computer infrastructure. 
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TRUST EVALUATION 

FIELD OF THE INVENTION 

0001. The invention relates generally to trust evaluation, 
and more particularly, to a solution for evaluating trust 
between a plurality of computing devices in a computer 
infrastructure. 

BACKGROUND OF THE INVENTION 

0002. It is becoming increasingly important that a com 
puter that seeks to communicate with another computer be 
able to ensure that the other computer can be trusted. For 
example, information for financial transactions and other 
sensitive information are increasingly being transferred 
between computers over public networks such as the Inter 
net. In order to ensure the authenticity and security of this 
data, it is important that a level of trust be established 
between the sending and receiving computers. 
0003) To meet this need various solutions have been 
proposed. For example, the Trusted Computing Group 
(TCG) has defined a set of specifications for establishing 
trust between two or more computing devices, which are 
hereby incorporated herein by reference. The specifications 
define a set of information (e.g., measurements) that are 
maintained by a computing device and a solution for main 
taining and communicating these measurements in a secure 
manner. The measurements represent the components of the 
computing device and the configuration thereof. For 
example, the measurements typically reflect the various 
pieces of a basic input output system (BIOS) and firmware 
that are implemented on the computing device as well as the 
configuration information that controls the behavior of these 
pieces (e.g., “BIOS settings'). The measurements also 
reflect the hardware itself, such as a type and version of a 
processor, a size of the main memory, types of peripheral 
controllers present in input/output (I/O) bus slots, and/or the 
like. The measurements are kept in a “log” that is secured by 
a set of Program Configuration Registers (PCRs). The PCRs 
serve as cryptographic proof that the log is intact and has not 
been tampered. 
0004 FIG. 1 shows a prior art computing infrastructure 
100 for evaluating trust between computing devices 102 and 
104. Using the TCG architecture as an exemplary solution, 
validation system 106 on computing device 102 (e.g., “the 
challenger”) requests an attestation from another computing 
device 104. The attestation comprises the measurements and 
the corresponding PCR values (e.g., device measurements 
110) combined and cryptographically signed by an attesta 
tion system 108 of the computing device 104. In the TCG 
architecture, attestation system 108 is referred to as a 
Trusted Platform Module (TPM), and comprises a chip built 
into a motherboard for computing device 104. Subsequently, 
validation system 106 evaluates the attestation using a set of 
reference measurements 112, which represent all approved 
results. If the evaluation indicates that the computing device 
104 may have been tampered with, a transaction can be 
aborted before any sensitive information is exchanged. Oth 
erwise, the transaction can proceed with computing device 
102 having established a certain level of trust with comput 
ing device 104. 
0005. In another application, the TCG architecture can be 
used to ensure that various computing devices 104 conform 
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to an appropriate policy. To this extent, computing device 
102 can be used by a system administrator or the like, and 
can query multiple computing devices 104 in a network and 
compare the device measurements 110 received for each 
computing device 104 to a “golden master set of reference 
measurements 112. In this case, if device measurements 110 
match reference measurements 112, the corresponding com 
puting device 104 is considered conformant and/or trust 
worthy. However, when device measurements 110 do not 
match reference measurements 112, the corresponding com 
puting device 104 can be isolated from the remaining 
computing devices 104 and/or repaired. 
0006 Since the process of validating measurements must 
account for variability in the measurements received from 
various computing devices 104, e.g., different ordering of 
entries in a log, the validation process can be very complex. 
As a result, current solutions provide a centralized approach, 
in which a single computing device 102, often with the 
direct interaction of a system administrator, evaluates 
numerous other computing devices 104 and/or provides any 
required fixes. However, these solutions do not scale well 
and are subject to failures and/or delays that create security 
lapses. 

0007 To this extent, a need exists for a solution for 
evaluating trust in a computer infrastructure that addresses 
the problems discussed herein and/or other problems recog 
nizable by one in the art. 

SUMMARY OF THE INVENTION 

0008. The invention provides a solution for evaluating 
trust in a computer infrastructure. In particular, a plurality of 
computing devices in the computer infrastructure evaluate 
one or more other computing devices in the computer 
infrastructure based on a set of device measurements for the 
other computing device(s) and a set of reference measure 
ments. To this extent, each of the plurality of computing 
devices also provides a set of device measurements for 
processing by the other computing device(s) in the computer 
infrastructure. The evaluations can be performed using a 
Small amount/excess computing capacity of each computing 
device. When the number of computing devices in the 
computer infrastructure becomes too great, a plurality of 
Sub-groups can be created in which computing devices only 
evaluate other computing devices in the same Sub-group(s). 
In this manner, a distributed, efficient and scalable solution 
is provided for evaluating trust in a computer infrastructure. 
0009. A first aspect of the invention provides a system for 
evaluating trust in a computer infrastructure, the system 
comprising: on each of a plurality of computing devices in 
the computer infrastructure: a system for providing device 
measurements for the computing device for processing by 
another computing device in the computer infrastructure; 
and a system for evaluating another computing device in the 
computer infrastructure based on a set of device measure 
ments for the another computing device and a set of refer 
ence measurementS. 

0010) A second aspect of the invention provides a method 
of evaluating trust in a computer infrastructure, the method 
comprising: on each of a plurality of computing devices in 
the computer infrastructure: periodically providing device 
measurements for the computing device for processing by 
another computing device in the computer infrastructure; 
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and periodically evaluating another computing device in the 
computer infrastructure based on a set of device measure 
ments for the another computing device and a set of refer 
ence measurementS. 

0.011) A third aspect of the invention provides a computer 
infrastructure comprising: a plurality of computing devices, 
each of the plurality of computing devices including: a 
system for providing device measurements for the comput 
ing device for processing by another computing device in 
the computer infrastructure; and a system for evaluating 
another computing device in the computer infrastructure 
based on a set of device measurements for the another 
computing device and a set of reference measurements. 
0012. A fourth aspect of the invention provides a program 
product stored on a computer-readable medium, which when 
executed, enables a computer infrastructure to evaluate trust, 
the program product comprising computer program code for 
enabling a computing device in the computer infrastructure 
to: periodically provide device measurements for the com 
puting device for processing by another computing device in 
the computer infrastructure; and periodically evaluate 
another computing device in the computer infrastructure 
based on a set of device measurements for the another 
computing device and a set of reference measurements. 

0013 A fifth aspect of the invention provides a method of 
deploying a system for evaluating trust in a computer 
infrastructure, the method comprising: providing a computer 
infrastructure that comprises: a plurality of computing 
devices, each of the plurality of computing devices operable 
to: provide device measurements for the computing device 
for processing by another computing device in the computer 
infrastructure; and evaluate another computing device in the 
computer infrastructure based on a set of device measure 
ments for the another computing device and a set of refer 
ence measurementS. 

0014) A sixth aspect of the invention provides a business 
method for evaluating trust in a computer infrastructure, the 
business method comprising managing a computer infra 
structure that performs the process described herein; and 
receiving payment based on the managing. 

0015. A seventh aspect of the invention provides a busi 
ness method for managing trust evaluation reporting in a 
computer infrastructure, the business method comprising 
managing a computer infrastructure that performs the pro 
cess described herein; and receiving payment based on the 
managing. 

0016. The illustrative aspects of the present invention are 
designed to solve the problems herein described and other 
problems not discussed, which are discoverable by one in 
the art. 

BRIEF DESCRIPTION OF THE DRAWINGS 

0017. These and other features of the invention will be 
more readily understood from the following detailed 
description of the various aspects of the invention taken in 
conjunction with the accompanying drawings that depict 
various embodiments of the invention, in which: 

0018 FIG. 1 shows a prior art computing infrastructure 
for evaluating trust. 
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0019 FIG. 2 shows an illustrative computing infrastruc 
ture for evaluating trust according to an embodiment of the 
invention. 

0020 FIG. 3 shows a more detailed view of one of the 
computing devices of FIG. 2 according to an embodiment of 
the invention. 

0021 FIG. 4 shows an illustrative computer infrastruc 
ture that includes multiple Sub-groups. 

0022. It is noted that the drawings are not to scale. The 
drawings are intended to depict only typical aspects of the 
invention, and therefore should not be considered as limiting 
the scope of the invention. In the drawings, like numbering 
represents like elements between the drawings. 

DETAILED DESCRIPTION 

0023. As indicated above, the invention provides a solu 
tion for evaluating trust in a computer infrastructure. In 
particular, a plurality of computing devices in the computer 
infrastructure evaluate one or more other computing devices 
in the computer infrastructure based on a set of device 
measurements for the other computing device(s) and a set of 
reference measurements. To this extent, each of the plurality 
of computing devices also provides a set of device measure 
ments for processing by the other computing device(s) in the 
computer infrastructure. The evaluations can be performed 
using a small amount/excess computing capacity of each 
computing device. When the number of computing devices 
in the computer infrastructure becomes too great, a plurality 
of Sub-groups can be created in which computing devices 
only evaluate other computing devices in the same Sub 
group(s). In this manner, a distributed, efficient and Scalable 
Solution is provided for evaluating trust in a computer 
infrastructure. 

0024 Turning to the drawings, FIG. 2 shows an illustra 
tive computer infrastructure 12A for evaluating trust accord 
ing to an embodiment of the invention. Computer infrastruc 
ture 12A includes a plurality of computing devices 14A-C, 
each of which includes an attestation system 40 and a 
validation system 30, which make computing devices 
14A-C operable to evaluate trust by performing the process 
described herein. In general, validation system 30 periodi 
cally evaluates the other computing devices 14A-C in com 
puter infrastructure 12A. To this extent, validation system 30 
can request and/or receive a set of device measurements 50 
from attestation system 40 on the other computing devices 
14A-C and compare the device measurements 50 to refer 
ence measurements 52. Based on this comparison, validation 
system 30 can evaluate the trustworthiness of the other 
computing devices 14A-C. 
0025 Computer infrastructure 12A can comprise any 
type of computing infrastructure 12A that includes a group 
of two or more computing devices 14A-C. To this extent, 
computing devices 14A-C can communicate over any com 
bination of one or more types of communications links, such 
as a network, a shared memory, or the like, to perform the 
process described herein. The communications link(s) can 
comprise any combination of various types of wired and/or 
wireless links; comprise any combination of one or more 
types of networks (e.g., the Internet, a wide area network, a 
local area network, a virtual private network, etc.); and/or 
utilize any combination of various types of transmission 
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techniques and protocols. In one embodiment, computer 
infrastructure 12A comprises a grid, and each computing 
device 14A-C comprises a server in the grid. However, it is 
understood that this is only illustrative of many possible 
embodiments. 

0026 FIG. 3 shows a more detailed view of one of the 
computing devices 14A according to an embodiment of the 
invention. Computing device 14A is shown including a 
processor 20, a memory 22A, an input/output (I/O) interface 
24, and a bus 26. Further, computing device 14A is shown 
in communication with an external I/O device/resource 28 
and a storage system 22B. As is known in the art, in general, 
processor 20 executes computer program code, such as 
validation system 30, which is stored in memory 22A and/or 
storage system 22B. While executing computer program 
code, processor 20 can read and/or write data, such as device 
measurements 50, to/from memory 22A, storage system 
22B, and/or I/O interface 24. Bus 26 provides a communi 
cations link between each of the components in computing 
device 14A. I/O device 28 can comprise any device that 
enables an individual to interact with computing device 14A 
or any device that enables computing device 14A to com 
municate with one or more other computing devices using 
any type of communications link. 
0027. In any event, computing device 14A can comprise 
any general purpose computing article of manufacture 
capable of executing computer program code installed 
thereon (e.g., a personal computer, server, handheld device, 
etc.). However, it is understood that computing device 14A, 
validation system 30 and attestation system 40 are only 
representative of various possible equivalent computing 
devices that may perform the process described herein. To 
this extent, in other embodiments, the functionality provided 
by computing device 14A, validation system 30 and attes 
tation system 40 can be implemented by a computing article 
of manufacture that includes any combination of general 
and/or specific purpose hardware and/or computer program 
code. In each embodiment, the program code and hardware 
can be created using standard programming and engineering 
techniques, respectively. Regardless, it is understood that 
computing devices 14B-C (FIG. 2) can comprise the same 
components (processor, memory, I/O interface, etc.) as 
shown for computing device 14A. These components have 
not been separately shown and discussed for brevity. 

0028. As discussed further herein, validation system 30 
and attestation system 40 enable each computing device 
14A-B in computer infrastructure 12A to evaluate trust. To 
this extent, validation system 30 is shown including a 
challenge system 32, an evaluation system 34 and a man 
agement system 36. Operation of each of these systems is 
discussed further herein. However, it is understood that 
some of the various systems shown in FIG. 3 can be 
implemented independently, combined, and/or stored in 
memory for one or more separate computing devices that are 
included in computer infrastructure 12A. Further, it is under 
stood that some of the systems and/or functionality may not 
be implemented, or additional systems and/or functionality 
may be included as part of computer infrastructure 12A. 

0029) Regardless, the invention provides a solution for 
evaluating trust in a computer infrastructure 12A. For 
example, computing device 14B can evaluate a level of trust 
for computing device 14A. To perform such an evaluation, 
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computing device 14A is shown including an attestation 
system 40. Attestation system 40 provides a set of device 
measurements 50 for the corresponding computing device 
14A for processing (e.g., evaluation) by another computing 
device 14B in computer infrastructure 12A. To this extent, 
attestation system 40 can comprise a Trusted Platform 
Module (TPM) and device measurements 50 can comprise 
the set of measurements and Program Configuration Regis 
ters (PCRs) as defined and described in the Trusted Com 
puting Group's specifications. However, it is understood that 
this is only an illustrative embodiment, and numerous alter 
native embodiments are possible under the invention. 
0030 Similarly, computing device 14A can evaluate a 
level of trust for computing device 14B. In this case, 
validation system 30 can include a challenge system 32 that 
periodically requests device measurements 50 for other 
computing device(s) 14B in computer infrastructure 12A. In 
response, an attestation system 40 or the like in computing 
device 14B can provide the device measurements 50 for 
processing by the requesting computing device 14A. Chal 
lenge system 32 can request device measurements 50 from 
the other computing device(s) 14B using any type of event 
based and/or timing-based solution. For example, a user, 
Such as a system administrator, or another system can 
instruct challenge system32 to request device measurements 
50 for one or more computing devices 14B. Alternatively, 
challenge system 32 can request device measurements 50 
after expiration of a period of time (e.g., once an hour), prior 
to providing sensitive data to the computing device 14B, 
upon detection of an abnormal event, and/or the like. 
0031 When challenge system 32 receives device mea 
surements 50, evaluation system 34 can evaluate the corre 
sponding computing device 14B based on the device mea 
surements 50 to determine whether it can be trusted. In 
particular, evaluation system 34 can compare the device 
measurements 50 to a set of reference measurements 52. The 
set of reference measurements 52 can define a set of mea 
Surements and their corresponding trust level. The set of 
reference measurements 52 can be specific to a particular 
computing device 14B, e.g., reference measurements 52 can 
comprise device measurements 50 for each computing 
device 14B in computer infrastructure 12A, and/or reference 
measurements 52 can comprise a set of standard measure 
ments that computing device(s) 14B in computer infrastruc 
ture 12A must meet in order to obtain a particular trust level. 

0032. In one embodiment, evaluation system 34 can 
assign computing device 14B one of a plurality of trust 
levels. For each increasing trust level, evaluation system 34 
can perform a more exacting comparison of device mea 
surements 50 with reference measurements 52. To this 
extent, another system can request that validation system 30 
determine whether computing device 14B meets a particular 
trust level. In this case, challenge system 32 can obtain a 
corresponding amount and/or type of device measurements 
50 based on the particular trust level and/or evaluation 
system 34 can perform a varying amount and/or type of 
evaluations of device measurements 50 with respect to 
reference measurements 52 based on the particular trust 
level. 

0033 Regardless, evaluation system 34 can detect a 
failure of the other computing device 14B to obtain a trust 
level. In this case, evaluation system 34 can respond to the 
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failure. For example, evaluation system 34 can provide an 
indication of the failure to a requesting system and/or user, 
can generate a notification to a user of the failure, and/or can 
communicate the failure to the evaluated computing device 
14B and/or one or more other computing devices 14C (FIG. 
2) in computer infrastructure 12A. 

0034. When computer infrastructure 12A includes three 
or more computing devices 14A-C as shown in FIG. 2, 
evaluation system 34 can compare the evaluation of a 
particular computing device 14B with the other computing 
device(s) 14C in computer infrastructure 12A. For example, 
when evaluation system 34 detects a failure of a particular 
computing device 14B, evaluation system 34 can respond by 
comparing the evaluation with the evaluation result(s) for 
the particular computing device 14B that were obtained by 
the remaining computing device(s) 14C. Subsequently, any 
additional action can be determined using any voting algo 
rithm or the like between the other computing devices 14A, 
14C in computer infrastructure 12A. 

0035) In one embodiment, validation system 30 includes 
a management system 36 that manages a set (one or more) 
of computing devices 14B that are evaluated by validation 
system 30. To this extent, in response to a failure of a 
particular computing device 14B, management system 36 
can isolate the computing device 14B from communicating 
with the rest of the computing devices 14C (FIG. 2) in 
computer infrastructure 12A and/or communicating with 
any other computing devices outside of computer infrastruc 
ture 12A. 

0.036 Further, management system 36 can add and/or 
remove computing device(s) 14B that are evaluated by 
validation system 30. For example, management system 36 
can receive a communications address or the like for com 
puting device 14B and an instruction to add/remove com 
puting device 14B from a system administrator and/or 
another system. Alternatively, management system 36 can 
automatically detect the presence of a new computing device 
14B in computer infrastructure 12A and begin evaluating it. 
For example, a new computing device 14B can petition to 
join computer infrastructure 12A. As part of this process, the 
new computing device 14B can provide various information 
on its system, such as device measurements 50, which can 
be evaluated versus a known standard, and a particular trust 
level can be assigned. Further, when challenge system 32 
does not receive a response to a request for device measure 
ments 50 of a particular computing device 14B, manage 
ment system 36 can remove the computing device 14B from 
the set of evaluated computing devices and/or isolate the 
computing device 14B as no longer being trusted. 

0037. When adding computing devices 14B to the set of 
computing devices being monitored, management system 36 
can detect that a threshold number of computing devices 
being monitored has been exceeded. In this case, manage 
ment system 36 can divide computer infrastructure 12A into 
a plurality of Sub-groups of computing devices 14A-B for 
evaluating trust. To this extent, computer infrastructure 12A 
can comprise a Sub-group of computing devices 14A-B. For 
example, FIG. 4 shows an illustrative computer infrastruc 
ture 12B that includes a plurality of sub-groups 60A-C. In 
this case, each computing device 14A-F only evaluates trust 
for the other computing devices 14A-F in the same sub 
group 60A-C. 

Aug. 23, 2007 

0038. Management system 36 can use any threshold 
number to divide computer infrastructure 12B into a mul 
tiple Sub-groups 60A-C. In general, each computing device 
14A-F should be able to readily monitor the other computing 
devices in the same Sub-group without Substantially impact 
ing a primary function of the computing device 14A-F. 
Consequently, the threshold number can be selected to 
ensure that the impact on the overall performance of com 
puting devices 14A-F remains at an acceptable level. Simi 
larly, management system 36 can detect when a number of 
computing devices in a sub-group 60A-C falls below a 
threshold number (e.g., three). In this case, management 
system 36 can combine two sub-groups 60A-C or indepen 
dently assign each computing device 14A-F to another 
sub-group 60 A-C. 

0039. In any event, management system 36 can imple 
ment any solution for assigning computing devices 14A-F in 
computer infrastructure 12B to a corresponding Sub-group 
60A-C. For example, management system 36 can assign 
computing devices 14A-F to different sub-groups 60A-C 
based on the communications addresses, physical proximity, 
primary function(s), and/or the like. Further, a user, Such as 
a system administrator, can use management system 36 to 
designate membership in Sub-groups 60A-C, add and/or 
remove computing devices 14A-F from sub-groups 60A-C, 
create and/or delete sub-groups 60A-C, and/or the like. 

0040 Sub-groups 60A-C can comprise disjoint member 
ship, e.g., no computing device 14A-F is included in more 
than one sub-group 60A-C. However, as shown, one or more 
computing devices 14A-F can be included in multiple Sub 
groups 60A-C. For example, computing device 14A is 
shown included in both sub-group 60A-B and computing 
device 14C is shown included in both sub-groups 60A, C. 
By including computing devices 14A-F in multiple Sub 
groups 60A-C, redundancy is provided for computer infra 
structure 12B and sub-groups 60A-C may need to be cre 
ated/removed less frequently. To this extent, each computing 
device 14A-F can be included in two sub-groups 60A-C. In 
this case, each Sub-group 60A-C can comprise a single 
computing device 14A-F that comprises a “trusted author 
ity’ from which other computing devices 14A-F in the 
sub-group 60A-C can obtain reference measurements 52 
(FIG. 2). Should a trusted authority in one sub-group 60A-C 
become corrupted, the corruption can be detected by the 
other partially overlapping Sub-groups 60A-C and trust 
evaluation can continue for the other computing devices 
14A-F in the corrupted sub-group 60A-C. 

0041 While each computing device 14A-F is shown and 
described as including both validation system 30 (FIG. 2) 
and attestation system 40 (FIG. 2), it is understood that one 
or more computing devices 16 in computer infrastructure 
12B can comprise only attestation system 40 or neither 
system 30, 40. For example, computing device 16 could 
comprise a computing device that includes a TPM. In this 
case, computing device 14C can evaluate the trust level of 
computing device 16 as described herein. However, com 
puting device 16 would not evaluate the trust of computing 
device 14C or any other computing device in computer 
infrastructure 12B. Alternatively, computing device 16 may 
not include either system 30, 40. In this case, computing 
device 14C can use other solutions for evaluating computing 
device 16, limit the sensitivity of data communicated to 
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computing device 16, and/or limit the types of transactions 
in which computing device 16 can participate. 

0042. Returning to FIG. 2, reference measurements 52 
are critical to effectively evaluating other computing devices 
14A-C in computer infrastructure 12A. In particular, any 
corruption or misrepresentation of reference measurements 
52 could cause wide-spread disruption in computer infra 
structure 12A. For example, insertion of a “bad” measure 
ment into reference measurements 52 could allow unap 
proved software, such as a virus or other security attack, to 
execute on a computing device 14A-C, thereby defeating the 
evaluation process. As shown, each computing device 
14A-C can include its own copy of reference measurements 
52. This provides protection against a compromise of one 
copy of reference measurements 52 at one of computing 
devices 14A-C. Further, when voting, or the like, is used to 
determine a trust level for a computing device 14A-C that 
fails an evaluation, a compromised set of reference mea 
surements 52 may be detected. In this case, validation 
system 30 can stop evaluating other computing devices 
14A-C until an accurate set of reference measurements 52 is 
obtained. 

0043. One problem with each computing device 14A-C 
comprising its own copy of reference measurements 52 is 
the need to distribute reference measurements 52 to each 
computing device 14A-C. In an alternative embodiment, a 
single computing device, e.g., computing device 14A, could 
comprise a copy of reference measurements 52 and valida 
tion systems 30 on the other computing devices 14B-C could 
request and obtain data from reference measurements 52 
using secure communications on an as needed basis. 
Regardless, reference measurements 52 should be generated 
and/or distributed in a trusted manner, e.g., using a "clean 
room' solution. To this extent, a single computing device 
14A in computer infrastructure 12A can enable a user to add, 
delete, and/or modify reference measurements 52 using, for 
example, management system 36 (FIG. 3), and Subse 
quently, management system 36 can communicate an 
updated reference measurements 52 to the other computing 
devices 14B-C in computer infrastructure 12A. Management 
system 36 on each of the other computing devices 14B-C 
can receive the updated reference measurements 52 and 
ensure that they are valid. In one embodiment, reference 
measurements 52 and validation system 30 are cryptographi 
cally signed by the creator and are only replaceable/update 
able by trustworthy procedures that protect the integrity of 
the signed data and/or program code. 

0044 Validation system 30 and/or attestation system 40 
can maintain a set of trust evaluation reports 54. Trust 
evaluation report 54 can comprise various data on the 
computing device(s) 14B that are evaluated by evaluation 
system 34, the results of the evaluation(s), response(s) to 
request(s) for device measurements 50, and/or the like. For 
example, in one embodiment, trust evaluation report 54 can 
comprise a change log that is updated each time the trust 
level of an evaluated computing device 14B changes. Simi 
larly, trust evaluation report 54 can comprise an audit report 
that logs all evaluations, updates of device measurements 50 
and/or reference measurements 52, requests for evaluation 
data and/or device measurements 50, and/or the like, that are 
processed by validation system 30 and/or attestation system 
40. In any event, validation system 30 and/or attestation 
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system 40 can provide Some or all of a trust evaluation report 
54 for processing by another system and/or display to a user. 

0045 While shown and described herein as a method and 
system for evaluating trust in a computer infrastructure, it is 
understood that the invention further provides various alter 
native embodiments. For example, in one embodiment, the 
invention provides a program product stored on a computer 
readable medium, which when executed, enables a computer 
infrastructure to evaluate trust as described herein. To this 
extent, the computer-readable medium includes program 
code, such as validation system 30 (FIG. 3) and attestation 
system 40 (FIG. 3), which implements the process described 
herein. It is understood that the term “computer-readable 
medium' comprises one or more of any type of physical 
embodiment of the program code. In particular, the com 
puter-readable medium can comprise program code embod 
ied on one or more portable storage articles of manufacture 
(e.g., a compact disc, a magnetic disk, a tape, etc.), on one 
or more data storage portions of a computing device. Such as 
memory 22A (FIG. 3) and/or storage system 22B (FIG. 3) 
(e.g., a fixed disk, a read-only memory, a random access 
memory, a cache memory, etc.), and/or as a data signal 
traveling over a network (e.g., during a wired/wireless 
electronic distribution of the program product). 

0046. In another embodiment, the invention provides a 
method of generating a system for evaluating trust in a 
computer infrastructure. In this case, a computer infrastruc 
ture, such as computer infrastructure 12A (FIG. 2), can be 
obtained (e.g., created, maintained, having made available 
to, etc.) and one or more systems for performing the process 
described herein can be obtained (e.g., created, purchased, 
used, modified, etc.) and deployed to the computer infra 
structure. To this extent, the deployment of each system can 
comprise one or more of: (1) installing program code on a 
computing device, such as computing device 14A (FIG. 3), 
from a computer-readable medium; (2) adding one or more 
computing devices to the computer infrastructure; and (3) 
incorporating and/or modifying one or more existing sys 
tems of the computer infrastructure, to enable the computer 
infrastructure to perform the process steps of the invention. 

0047. In still another embodiment, the invention provides 
a business method that performs the process described 
herein on a Subscription, advertising, and/or fee basis. That 
is, a service provider, such as a network security service 
provider, could offer to evaluate trust in a computer infra 
structure as described herein. Similarly, a service provider 
could offer to manage trust evaluation reporting in a com 
puter infrastructure. In the latter case, the service provider 
can manage trust evaluation report(s) 54 for computer 
infrastructure 12A. Trust evaluation report(s) 54 can be used 
to ensure compliance with one or more laws and/or regula 
tions. In either case, the service provider can manage (e.g., 
create, maintain, Support, etc.) a computer infrastructure, 
such as computer infrastructure 12A (FIG. 2), that performs 
the process described herein for one or more customers. In 
return, the service provider can receive payment from the 
customer(s) under a Subscription and/or fee agreement and/ 
or the service provider can receive payment from the sale of 
advertising to one or more third parties. 

0048. As used herein, it is understood that the terms 
“program code' and “computer program code are synony 
mous and mean any expression, in any language, code or 
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notation, of a set of instructions that cause a computing 
device having an information processing capability to per 
form a particular function either directly or after any com 
bination of the following: (a) conversion to another lan 
guage, code or notation; (b) reproduction in a different 
material form; and/or (c) decompression. To this extent, 
program code can be embodied as one or more types of 
program products, such as an application/software program, 
component software/a library of functions, an operating 
system, a basic I/O system/driver for a particular computing 
and/or I/O device, and the like. 
0049. The foregoing description of various aspects of the 
invention has been presented for purposes of illustration and 
description. It is not intended to be exhaustive or to limit the 
invention to the precise form disclosed, and obviously, many 
modifications and variations are possible. Such modifica 
tions and variations that may be apparent to an individual in 
the art are included within the scope of the invention as 
defined by the accompanying claims. 

1. A system for evaluating trust in a computer infrastruc 
ture, the system comprising: 

on each of a plurality of computing devices in the com 
puter infrastructure: 
a system for providing device measurements for the 

computing device for processing by another com 
puting device in the computer infrastructure; and 

a system for evaluating another computing device in 
the computer infrastructure based on a set of device 
measurements for the another computing device and 
a set of reference measurements; and 

at least one computing device in the computer infrastruc 
ture including: 
a system for managing a set of computing devices in the 

computer infrastructure that are evaluated the man 
aging including at least one of managing member 
ship in a Sub-group of the computer infrastructure or 
managing a trust level for communications between 
another computing device in the set of computing 
devices and other computing devices. 

2. (canceled) 
3. The system of claim 1, the system for managing 

including: 
a system for detecting that a threshold number of com 

puting devices has been exceeded; and 
a system for dividing the computer infrastructure into a 

plurality of Sub-groups of computing devices for evalu 
ating trust. 

4. The system of claim 3, the system for dividing assign 
ing at least one computing device in the computer infra 
structure to a plurality of Sub-groups. 

5. The system of claim 1, further comprising, on each of 
the plurality of computing devices, a system for receiving 
the set of reference measurements. 

6. The system of claim 1, the system for evaluating 
including: 

a system for detecting a failure of the another computing 
device; and 

a system for responding to the failure of the another 
computing device. 
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7. The system of claim 1, the system for evaluating 
including a system for comparing the evaluation of the 
another computing device with at least one additional com 
puting device in the computer infrastructure. 

8. A method of evaluating trust in a computer infrastruc 
ture, the method comprising: 

on each of a plurality of computing devices in the com 
puter infrastructure: 
periodically providing device measurements for the 

computing device for processing by another com 
puting device in the computer infrastructure; and 

periodically evaluating another computing device in 
the computer infrastructure based on a set of device 
measurements for the another computing device and 
a set of reference measurements; and 

on at least one of the plurality of computing devices, 
managing a set of computing devices in the computer 
infrastructure that are evaluated, the managing includ 
ing at least one of managing membership in a Sub 
group of the computer infrastructure or managing a 
trust level for communications between another com 
puting device in the set of computing devices and other 
computing devices. 

9. (canceled) 
10. The method of claim 8, the managing including: 
detecting that a threshold number of computing devices 

has been exceeded; and 
dividing the computer infrastructure into a plurality of 

Sub-groups of computing devices for evaluating trust. 
11. The method of claim 10, the dividing including 

assigning at least one computing device in the computer 
infrastructure to a plurality of Sub-groups. 

12. The method of claim 8, further comprising, on each of 
the plurality of computing devices, receiving the set of 
reference measurements. 

13. The method of claim 8, the evaluating including: 
detecting a failure of the another computing device; and 
responding to the failure of the another computing device. 
14. The method of claim 8, further comprising managing 

a set of trust evaluation reports for each of the plurality of 
computing devices in the computer infrastructure. 

15. A computer infrastructure comprising: 
a plurality of computing devices, each of the plurality of 

computing devices including: 
a system for providing device measurements for the 

computing device for processing by another com 
puting device in the computer infrastructure; and 

a system for evaluating another computing device in 
the computer infrastructure based on a set of device 
measurements for the another computing device and 
a set of reference measurements, and 

the plurality of computing devices comprising a plurality 
of Sub-groups, each Sub-group comprising a plurality of 
computing devices and each computing device in each 
Sub-group only evaluating the other at least one com 
puting devices in the Sub-group. 

16. The computer infrastructure of claim 15, each of the 
plurality of computing devices further including a system for 
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managing a set of computing devices in the computer 
infrastructure that are evaluated. 

17. (canceled) 
18. The computer infrastructure of claim 15, further 

comprising a system for distributing the set of reference 
measurements to each of the plurality of computing devices. 

19. The computer infrastructure of claim 15, the system 
for evaluating including a system for comparing the evalu 
ation of the another computing device with at least one 
additional computing device in the computer infrastructure. 

20. A method of deploying a system for evaluating trust 
in a computer infrastructure, the method comprising: 

providing a computer infrastructure that comprises: 
a plurality of computing devices, each of the plurality 

of computing devices operable to: 
provide device measurements for the computing 

device for processing by another computing 
device in the computer infrastructure; and 

evaluate another computing device in the computer 
infrastructure based on a set of device measure 
ments for the another computing device and a set 
of reference measurements; and 
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at least one computing device operable to: 

manage a set of computing devices in the computer 
infrastructure that are evaluated the managing 
including at least one of managing membership in a 
Sub-group of the computer infrastructure or manag 
ing a trust level for communications between another 
computing device in the set of computing devices 
and other computing devices. 

21. The system of claim 7, wherein the system for 
evaluating determines an action based on the comparison. 

22. The system of claim 21, wherein the action is deter 
mined using a voting algorithm. 

23. The system of claim 1, the system for managing 
including: 

a system for detecting that a number of computing devices 
in a sub-group of the computer infrastructure has fallen 
below a threshold number; and 

a system for reassigning each computing device in the 
Sub-group to a new Sub-group. 


