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DESCRIPTION

[0001] Present invention relates to the method for identification of user's interaction signature,
in particular for identification of a user of the electronic interface (Human Machine Interface).

[0002] Invention relates to the field of personal identification, and builds up to biometric
systems.

[0003] In the prior the art one can find several approaches to personal identification and in
particular several ways of composing identification strategy. The strategy chosen defines the
scope of the techniques used to process available input signals to reveal the personal
characteristics of an user to be determined to establish identification of a user.

[0004] The document GB 2470579 presents keystroke metrics, one of the most common
behavioural biometric data, as a way of granting a user access to a system. It certainly is quite
popular on account of its simplicity and readily available signal on most systems. In use a
plurality of test keyboard metrics are generated from a received identity verification request. A
typing pattern expressed in the test keyboard metrics is then compared with one or more
stored keyboard metrics from a plurality of registered users. If no match is found the user is
refused access otherwise the closest registered user is identified. A second comparison of the
received keystroke metrics is then made with one or more stored metrics associated with a
user in a normally stressed state. Access to the controlled resource is only allowed when a
substantial match is found. The metrics used may include inter key latency, hold time or typing
error. Metrics for a more stressed state of the user may be stored. These may be recorded by
manipulating the emotional state of the user using a number of stimuli such as the International
Affective Digitized Sounds and/or measuring the Galvanic skin response od the user. The
system and method may be used as part of ATM, door entry system or a portable wireless
device.

[0005] Another fairly popular among computer users source of biometrical data is the pointing
device. It's used to provide information for behavioral biometric authentication and it has been
disclosed in U.S. Patent Application US 2014/0078061. Cognitive biometrics comprises
augmenting the richness of biometrics signatures that can be extracted from mouse dynamics
by introducing perturbations in the response of the computer mouse and measuring the motor
responses of the individual user. User responses to unexpected and subtle perturbations
reveal new unique sources of information in the mouse movement signal that reflect the user's
cognitive strategies and are inaccessible via existing mouse biometric technologies. A user's
response to these perturbations contains information about intrinsic cognitive qualities that can
be used as a robust biometric for personal authentication and to support profiing of the
individual.

[0006] The U.S. Patent Application US 2010/0115610 discloses identification of the user over
the network based on behavioural patterns and time patterns, including an analysis component
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for analysing data; an authentication component for authenticating the analysed data; and a
behavioural biometric device for collecting behavioural biometric data related to the user, the
authentication component and the analysis component operable connected at least with the
behavioural biometric device; wherein the behavioural biometric data is matched against
previously obtained or expected behavioural biometric data stored in a first database
component of the analysis component in order to progressively, continuously, and
incrementally evaluate the identification of the user to determine a confidence factor.

[0007] The U.S. Pat US 7,120,607 reveals authentication method using obscured biometrical
data represented as an image. The image that represents biometrical feature can be stolen. In
this invention the biometrical image is divided into parts that are scrambled, rotated, flipped or
mirrored using predetermined function. Only processed image is shared and used for
authentication. The risk of intercepting the biometrical data and using it for other/fraudulent
purposes is minimized. A method of doing business is disclosed that transforms a biometric
used by a user in a transaction. The transformation creates a distorted biometric. The distorted
biometric is used to identify the user to another party without requiring the user to provide
actual physical or behavioral characteristics about himself to the other party.

[0008] The U.S. Pat. US 8,353,764 presents invention that relates to authentication of users
without using physical biometrical data. Authentication is performed based on image provided
by the system and interaction with the user based on this image. In an exemplary embodiment
the user is provided with the selection of shapes, after selecting correct image user has to
trace the shape of that image to provide behavioral biometrics used for authentication.
Techniques for authentication one or more entities are disclosed. Authentication can be
performed based on one or more attributes associated with an image and/or input provided in
connection with an image. The image is effectively provided for authenticating one or more
entities associated with a computing environment. The attributes which can be measured
include the manner in which an image has been created and/or traced by a person being
authenticated. A person can initially register with an authentication system by creating and/or
tracing an image. Subsequently, the person can be provided with the same, similar and/or
completely different image in order to be authenticated by the authentication system. It will be
appreciated that the image needs not be a signature or provide any personal information about
the person being authenticated.

[0009] However the remaining need in the field of identification is to create flexible and yet
robust systems that can identify a user with an acceptable threshold of trust, while yet would
provide readable analytical tool allowing comprehensive verification of the process. Present
invention provides a solution to that need by providing a method according to the claim 1.

[0010] Invention as disclosed can be used primarily to identify of the user by providing fast
and easy to follow pattern recognition scheme in a multi-dimensional space of characteristics.
However application of the method does not need to be limited to identification of the user
identity, as it can be easily converted into diagnostic tool which based on the pattern of
interaction of a user can give help to a doctor in delivering diagnosis.
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[0011] Invention in a preferred embodiment has been on a drawing in which

Fig. 1
shows a HMI device used in the present embodiment as a source of input signals;

Fig. 2
shows a schematic overview of the method according to the invention creating a multi-
dimensional model of an user's interaction;

Fig. 3
shows in a schematic way a simplified model of a user's interaction;

Fig. 4
shows in a schematic way a simplified model of a user's interaction of fig. 2 with relations
explicitly visible;

Fig. 5a
shows in a schematic way a first interaction represented in a common multi-dimensional
space of interaction characteristics;

Fig. 5b
shows in a schematic way a first interaction represented in a common multi-dimensional
space of interaction characteristics;

Fig. 6
shows a schematic overview of the method according to the invention creating a
differential multi-dimensional model of an user's interaction;

Fig. 7
shows in a schematic way a simplified differential model of a user's interaction obtained
in a method of fig. 6 with relations and difference explicitly visible;

[0012] The present invention is described below in relation to the preferred embodiment of
identification of user's interaction with use of a touch screen, when user leaves a signature with
a use of a stylus. This preferred embodiment however (or preferably) shall not be recognized
as limiting and the present invention maybe applied to any kind of user interaction within any
HMI environment.

[0013] Fig. 1 shows HMI device being a tablet with a touch screen capable of record
interaction with a user by receiving input signals generated by touching its screen with a use of
a stylus. The interaction handled according to the invention is placing a signature by the user.
What is analysed is an interaction of a the user with the HMI, therefore one shall not limit this
only to comparing two signature patterns.

[0014] This HMI device is capable of collecting all different input values characterizing
interaction of a user with an input device. According to the invention input data can be
generally divided into three classes of signals: direct data, an indirect data, an environmental
data, all of them collected in parallel create interaction data set.
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[0015] Interaction data set is a representation of an interaction in a multi-dimensional space
as it would be seen from all different perspectives. Term 'multi-dimensional’ shall be
understand then broadly and shall not be limited to 3D Cartesian space, within the concept of
the invention the dimension means a characteristic of interaction as speed of drawing or
typing, applied pressure, time intervals between pressing of relevant keys, combined with
environmental data like temperature, humidity, time of a day, season of the year, information
whether the HMI is indoors or outdoors, geo-localisation data etc. Abstract characteristic can
be derived from direct or indirect data as behavioural schemes also fit into a definition of a
dimension in an multi-dimensional space as they can reflect a probability of making an error
while typing for example.

[0016] The concept of a dimension is broad and it is not intended to narrow the understanding
of an invention to any particular set of inputs or characteristic as the concept is universal to
apply equally good to any interaction human being is capable of with a machine.

[0017] Referring to fig. 2 direct data are collected in the step 10 and in the preferred
embodiment it can be a two dimensional picture of the trace left by the stylus on a touch
screen of a device 100. However direct data can be selected from the group comprising
graphic pattern drawn by user, measured speed, measured pressure, reaching interface limits.
Direct data are then transferred to the normalization module and being subject of normalization
11 to fit to a common multidimensional space of characteristics of user's interaction.

[0018] Step 20 represents collecting indirect data and these are usually data of the higher
level that can be calculated based on direct obtained data with a use of the transformation
function. Indirect data can be selected from the group comprising angle of interaction, hand
mapping, estimated speed, estimated pressure, attrition, estimated body mass, body position,
head position, gender, age, psycho-physiological condition. The transformation function can be
any known function describing a higher level property of an interaction. In the preferred
example this higher level function is a function being a first order derivative of a change of the
position in a direction of x over time, namely speed of leaving a trace in a direction x. As the
indirect data by any means are not limited in number, indirect data collected in step 20 refers
also to collecting a first order derivative of a change of the position in a direction of y over time,
namely a speed of leaving a trace in a direction y. Indirect data are also normalized to fit to a
common multidimensional space of characteristics of user's interaction. As the indirect data
differs from the direct data normalization 21 differs from normalization 11 in a function.

[0019] Step 30 represents collecting environmental data, environmental data are related to
the environment in which interaction takes place. In the preferred embodiment environmental
data represents a size of the touch pad. However these can be any data describing
environment, as data representing a physical properties of an HMI like size, attrition, its
temperature, hardness of the screen, size of the keys. However they can also include surface
analysis, interface particulars, availability to the public, season of the year, time of the day,
weather, geographic localization, temperature, system malfunctions.
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[0020] Also external environment like time of a day, season of the year, amount of light
emitted by the screen or hitting the screen and its direction, can be classified and processed as
environmental data according to the present invention. The same way data reflecting a
temperature and humidity in the proximity of the HMI can be processed. All of these factors
can influence user's interaction therefore can be used to build a model of an interaction. Also
environmental data are subject to normalization and appropriate normalization function shall
be used to represent environmental data in a common multi-dimensional space of interaction
characteristics.

[0021] Normalization to a common multi-dimensional space is a done at step 11,21, and 31.
These steps reflects different types of data while it's product shall be representation in an
uniform space. In the example of the preferred embodiment this uniform multi-dimensional
space is a three dimensional Cartesian space divided into two dimensional layers of constant
thickness in z direction. Each layer represent one of characteristic of the interaction. This is
only one of the potential types multi-dimensional spaces chosen as the one easiest to
represent in graphical form.

[0022] By normalization one shall understand bringing the representation of a specific
characteristic to one common space. Therefore any of the characteristics used to analyse the
user's interaction shall be normalized to a two dimensional space, namely an image.
Normalization function can be any function transferring an input data set into common space.
Following the given example of analysing of an interaction during the placement of a signature
on a touch screen. Direct data comprises shape of the signature left by a user and pressure of
the stylus used to draw on a touch screen. Consequent indirect data are calculated based on
directed data and represents speed of movement. So each of direct, indirect or environmental
data shall be represented in a two dimensional space. Further in the normalization can be a
multi-level time dependent function. For example signature left on a touch screen can be
subject of scaling only to fit the common space but it can also be further transformed into an
abstract model eg. it can be represented by a point which position reflects to average distance
of all points of signature in x and y direction, namely a signature can be represented by a
single point being in fact a geometric centre of the signature.

[0023] Different input data may require different normalization functions for speed and/or
pressure. A decompositon maybe be used as data set contains three dimensional
characteristics, such decomposition for example can be done by splitting the data into two
layers: speed vs x-direction and speed vs y-direction. The same normalization shall be done to
input representing pressure, it shall be decomposed into pressure vs x -direction and pressure
vs y-direction. In the example represented in a drawing each of the two-dimensional
decomposed representations is further transformed into a single point being another
representation of a centre of the graphic pattern.

[0024] After normalization all of two-dimensional representations of the movement can be
stack upon to create multidimensional space of characteristics that is represented as three
dimensional cube in a given example, while the thickness of each layer may be constant.
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Surely one can imagine that the thickness of the layer may follow nonlinear pattern and
represent a weight given to the particular characteristic or even can change in time to reflect
some additional properties.

[0025] Exactly the same approach shall be applied to any of the collected inputs.
Normalization can be any transformation that produces a pattern in a common space, either
linear or non-linear- this gives potential for future optimization.

[0026] Normalization function can be parametric and such set of normative parameters can
be stored along with the outcome of the normalization process or the final multidimensional
pattern that represents user's interaction.

[0027] In a step 40 of fig. 2 all the characteristics are aggregated and combined into a
common multidimensional space 50 which in fact is a pattern that represents user's interaction
with HMI. In a such form the interaction pattern can be stored in a database for future use.

[0028] Fig. 3 shows the concept of building a multi-dimensional pattern that represents the
interaction in a common multi-dimensional space of characteristics. This embodiment shows
each of the input data sets represented by a point on a dedicated layer of the three
dimensional space of characteristics. Therefore layer 51 represents directly obtained data
normalized to a point. The position of this point within the two dimensional space represents
certain/defined characteristics of directly obtained data. Layers 52 and 53 represent indirectly
obtained data e.g. x and y components of the speed of leaving a signature on an input device
of the HMI. While layers 54 and 55 show environmental data representing the variables
describing the environment in which HMI is placed e.g. temperature and attrition.

[0029] Fig. 4 shows complete pattern representing user's interaction with HMI, points 51, 52,
53, 54, 55, represent characteristics in each of the layers while linking paths 60 completes the
model and represents relations between characteristic points. The overall shape of the three
dimensional model describes the user's interaction. This pattern can be compared with other
previously recorded patterns to establish identification of the user. The invention is based on
noticing the internal relation between characteristic points i.e. a shape of the pattern
represents a particular person as each and every human being is different and behaves
differently due to different anatomic construction, even though the remaining factors can
remain stable.

[0030] Fig. 5a and 5b shows two patterns 60 and 70 representing user's interaction in two
different moments in time. These two patterns can be compared to establish correlation and
confirm or exclude similarity. The interpretation of the similarity of the patterns can lead to
identification of the user but also can be used to identify disorders related to particular disease.
For example it is possible to assign patterns visible in an interaction of the user with HMI to a
neural system disorders.

[0031] Further interaction patterns can be analyzed to identify incongruousness between
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direct data and indirect data. This is performed for example by applying boundary test, or limits
within multi-dimensional space. This process can be a useful verification tool for easy
identification of a malicious activity.

[0032] In particular in the identification of a user's identity by comparing interaction's patterns
can lead to a positive identification while a difference between standard interaction model or
stored interaction model and representation of characteristics of an interaction build upon
interaction data is non zero, as there is no two exactly the same interactions of the same user.
Too ideal correlation is an indication of fraud or attempt to compromise identification system.

[0033] Further identification of an user is positive while a difference between standard
interaction model and representation of characteristics of an interaction build upon interaction
data is within a dynamically established tolerances. Therefore according to the invention it is
possible to apply dynamically tolerances based on for example some or all characteristics of an
interaction i.e. a feature of the interaction data.

[0034] Fig. 6 shows a schematic overview of the method according to the invention creating a
differential multi-dimensional model of an user's interaction. This model requires two paths of
signal processing where in a path 65 a signals of the user's interaction are used to build model
60 of an interaction, and in a path 75 a standard model of a user is simulating the interaction
with HMI in an circumstances identical to one in which user's is situated, to build model 70 of a
simulated interaction. Next, these two models 60, and 70 are compared in a step 80 to obtain
differential model of interaction 90. With this approach the differential model 90 is used for
further evaluation, this method shows a potential in particular when comparing interactions in a
different environments or in a different HMI as the differential model seems to be more robust
to the changes of the HMIs.

[0035] Fig. 7 shows in a schematic way a simplified differential model of a user's interaction
obtained in a method of fig. 6 with relations and difference explicitly visible. This differential
model can be analyzed with a use of various techniques e.g. from simple calculation distance
between the two patterns to more advanced mathematical tools.

[0036] Comparing patterns representing interaction can be performed for example with a help
of neural networks that are optimized for searching characteristic patterns in a given space.
Any conventional method of pattern recognition can be applied to perform search, including a
use of threshold value, correction parameters, etc.

[0037] None of the above embodiments shall be considered as limiting to the invention as
claimed with enclosed set of claims.
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Patentkrav

1. Fremgangsmade til identifikation af en brugers interaktionssignatur,

omfattende de fglgende trin:

5 erhvervelse af et direkte data (10), der danner en fgrste dimension, og
erhvervelse af et indirekte data (20), der danner en anden dimension, og
erhvervelse og afbildning af det fysiske miljg (30), hvor en interaktion
finder sted, der danner en tredje dimension, for at opnd et
multidimensionalt interaktionsdatasast kendetegnet ved at

10 fremgangsmaden omfatter yderligere trin til etablering af et
multidimensionalt interaktionsrum omfattende multidimensional
repraesentation (50) af kendetegn af en interaktion bygget pa det

multidimensionale interaktionsdataseet;

sggning igennem et multidimensionalt interaktionsrum af historiske data

15 efter et multidimensionalt mgnster af kendetegn af en interaktion for at
identificere en brugers multidimensionale interaktionssignatur, ved sggning
efter mgnstre, der repraesenterer forhold mellem data af de forskellige
dimensioner inden for det multidimensionale interaktionsdatasaet og lagring
af multidimensionalt interaktionsdatasaet i et multidimensionalt

20 interaktionsrum til fremtid anvendelse.

2. Fremgangsmaéde ifglge krav 1, hvor yderligere trin omfatter

etablering af en standardinteraktionsmodel (70) i

interaktionsrummet med en anvendelse af
25 en standardmodel af en bruger,
et standard direkte data, og
et standard indirekte data; og

og data af et fysisk miljg, hvor en interaktion finder sted, og
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bestemmelse af en forskel mellem standard interaktionsmodel
(70) og repraesentation af kendetegn af en interaktion (60)
bygget pé interaktionsdata til etablering af et normaliseret
interaktionsdata (90), der udggr brugerens

interaktionssignatur.

3. Fremgangsmade ifglge krav 1 eller 2, hvor direkte data og indirekte data

analyseres for at identificere inkongruens mellem direkte og indirekte data.

4. Fremgangsméde ifglge et hvilket som helst af de foregdende krav 2 eller 3,
hvor identifikation af brugers interaktionssignatur er positiv, mens en forskel
mellem standardinteraktionsmodel (70) og repraesentation af kendetegn af en
interaktion (60) bygget p& interaktionsdata er ikke nul.

5. Fremgangsmade ifglge krav 4, hvor identifikation af brugers
interaktionssignatur er positiv, mens en forskel mellem standardinteraktionsmodel
(70) og repraesentation af kendetegn af en interaktion (60) bygget pé
interaktionsdata er inden for en dynamisk etableret tolerance.

6. Fremgangsmade ifglge et hvilket som helst af de foregdende krav 1 til 5, hvor
direkte data veelges fra gruppen omfattende grafisk mgnster tegnet af en bruger,
malt hastighed, malt tryk, at nd interfacegraenser.

7. Fremgangsméde ifglge et hvilket som helst af de foregdende krav 1 til 6, hvor
indirekte data veelges fra gruppen omfattende interaktionsvinkel, hdndafbildning,
estimeret hastighed, estimeret tryk, slid, estimeret kropsmasse, kropsposition,
hovedposition, kgn, alder, psyko-fysiologisk tilstand.

8. Fremgangsmade ifglge et hvilket som helst af de foregédende krav 1 til 7, hvor
erhvervelse og afbildning af miljget omfatter overfladeanalyse, interfacedetaljer,
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tilgeengelighed for offentligheden, tid pa aret, tid pa dagen, vejr, geografisk
lokalisering, temperatur, systemfejl.

9. Fremgangsmade ifglge et hvilket som helst af de foregadende krav 1 til 8, hvor
5 interaktionsrum er et multidimensionalt rum omfattende grafiske mgnstre.
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DRAWINGS

Fig. 1
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Fig. 2
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Fig. 5a

Fig. 5b
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