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Description

Field of the invention

[0001] The field of this invention relates to methods
and apparatus for securing communications, for example
in Direct Mode Communication Systems.

Background of the Invention

[0002] A recent development in third generation (3G)
wireless communications is the long term evolution (LTE)
cellular communication standard, sometimes referred to
as 4th generation (4G) systems. Both of these technolo-
gies are compliant with third generation partnership
project (3GPP™) standards. Irrespective of whether
these LTE spectral allocations use existing second gen-
eration (2G) or 3G allocations being re-farmed for fourth
generation (4G) systems, or new spectral allocations for
existing mobile communications, they will be primarily
paired spectrum for frequency division duplex (FDD) op-
eration.
[0003] Security is an important feature of all 3GPP ra-
dio access technologies, particularly LTE, which pro-
vides security in a similar way to its predecessors UMTS
and GSM. In LTE, two functions are provided for the
maintenance of security. The first is ciphering, which is
used in order to protect data streams from being received
by a third party, and is generally utilised for both control
plane data and user plane data. The second is integrity
protection, which allows the receiver to detect packet in-
sertion or replacement, and is utilised for control plane
data.
[0004] In the Evolved Packet System (EPS) security
architecture, there is a secure communication link be-
tween the Mobility Management Entity (MME) and User
Equipment (UE), and a secure communication link be-
tween the evolved NodeB (eNB) and UE. Generally,
MME security is utilised to protect Non Access Stratum
(NAS) signalling, whereas eNB security is generally uti-
lised to protect both control plane and user plane com-
munications links.
[0005] The subscriber-authentication function in
LTE/3GPP EPS is based on the UMTS authentication
and key agreement (UMTS AKA) protocol. This protocol
provides mutual authentication between the UE and the
core network, ensuring robust charging and guarantee-
ing that no fraudulent entities can pose as a valid network
node. It should be noted that some systems, for example
GSM Subscriber Identity Modules are not allowed in LTE
because they do not provide adequate security.
[0006] EPS AKA provides a root key from which a key
hierarchy is derived. The keys in this hierarchy are used
to protect signalling and user plane traffic between the
UE and network. Generally, the security process starts
with the UE sending its identity (e.g. IMSI) to the MME,
and then the MME sending the IMSI to a Home Subscrib-
er Server (HSS) for authentication. For every subscrip-

tion stored there is a corresponding security key ’K’ stored
and protected within the HSS, as well as being stored on
the Universal Subscriber Identity Module (USIM) in the
UE.
[0007] FIG. 1 illustrates a simplified block diagram of
the EPS security architecture as defined in the art. The
HSS 102 is required to produce an EPS authentication
vector 106 from EPS authentication module 104, which
is used to enable mutual authentication between the UE
and the network. Generally, the USIM and the Authenti-
cation centre (AuC) component of the HSS implement a
common security algorithm that has been selected by a
network operator, for example MILENAGE, which is used
to produce the EPS authentication vector 106. An EPS
authentication vector 106 is produced in the EPS authen-
tication module 104 from inputs K 108 and RAND 110.
K 108 is a security key and RAND 110 is a bit stream
that is created locally by the AuC. After the EPS authen-
tication vector 106 has been generated, it is passed to
the MME 112.
[0008] The EPS authentication vector comprises four
main elements, being:

random number or random challenge RAND 110,
expected response (XRES) produced with inputs
from RAND 110 and K 108,
authentication token (AUTN), and
intermediate key KASME that is used by MME 112 to
derive further keys.

[0009] The MME 112, receives the EPS authentication
vector 106 from the HSS 102 and stores the expected
response value XRES, and forwards RAND and AUTN
to eNB 114. The eNB 114 transmits 116 RAND and AUTN
over an air interface to UE 118. The UE 118 uses the
permanent key ’K’, which, as discussed above, is secure-
ly stored on the USIM and in the HSS, and RAND to
locally produce key KASME 117 in EPS authentication
module 120. Further, the UE 118 compares a locally gen-
erated version of AUTN with the signalled version of
AUTN from the eNB 114. If the local and received values
of AUTN are in agreement, then the UE 118 has authen-
ticated the network. Assuming the UE 118 has authenti-
cated the network, the UE transmits a response RES 122
to the MME 112. The MME 112 compares the received
value of RES 122 with the stored value of XRES in module
130. If the value of XRES and RES are in agreement,
then the UE 118 has been authenticated by the MME
112. The abovementioned process is referred to as the
Authentication Key agreement (AKA) procedure.
[0010] After the AKA procedure, the next stage in the
security process is to derive keys that are to be used to
secure communications links between the UE 118 and
the network. Within the EPS security architecture of FIG.
1, there are two main groups of security algorithms em-
ployed to derive keys used to secure communications
links between the UE 118 and the network. The first group
of security algorithms are EPS integrity algorithms (EIA)
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132 that are used to integrity protect signalling messag-
es, for example NAS signalling and RRC signalling, that
are sent from/to the MME 112 (or eNB) and the UE 118.
Generally, the EIA produces a bit stream or message
authentication code (MAC) that is attached to the mes-
sage before transmission, wherein the bit stream is a
function of the message. If the message has been inter-
fered with, then the receiving EIA may produce a different
MAC. The second group of security algorithms are EPS
encryption algorithms (EEA) 134 that are used to cipher
the plain text of both signalling and user data.
[0011] FIG. 2 illustrates an EPS key hierarchy as de-
fined by 3GPP. The permanent key ’K’ 108 is stored in
the USIM and AuC of the HSS 102, and is situated at the
top of the key hierarchy. The parameters CK, IK 205 are
derived using K 108 and, in this example, comprise the
cipher key (CK) and the integrity key (IK), which are gen-
erally 128 bits in length. The key KASME 117 and all its
derivatives employ a common algorithm referred to in
this example as key derivation function (KDF) 136.
[0012] The key KASME 117 is utilised by the MME 112
and UE 118 to derive keys for NAS integrity protection
and NAS ciphering (KNASint 138 and KNASenc 140). The
MME 112 and UE 118 derive the eNB key KeNB 113 and
next hop (NH) 211, which is used to provide forward se-
curity.
[0013] Referring back to FIG. 1, the MME 112 transmits
142 key KeNB 113 to the eNB 114 and requests a secure
signalling connection be established with the UE 118
over the air-interface. The eNB 114 derives the keys
KRRCint 144, KRRCenc 146 and KUPenc 148. Further, the
UE 118, as part of the security procedure, derives the
same identical keys as the eNB 114 namely, KRRCint 144,
KRRcenc 146 and KUPenc 148.
[0014] In order to utilise the abovementioned
generated keys, they may require activation prior to use.
After the AKA procedure has been completed, the MME
112 may activate security in the MME 112 by running,
for example, a security mode procedure. In this example,
the MME 112 transmits a message security command to
the UE 118, which may be integrity protected using key
KNASint 138. The UE 118 may check the validity of this
message, and subsequently transmit a message security
mode complete to the MME 112, which may be both
integrity protected and ciphered using the keys KNASint
138 and KNASenc 140. If these keys are received correctly,
the connection between the UE 118 and MME 112 is now
secure. In this example, the eNB 114 may activate
security at the RAN level by running an initial security
activation procedure, and deriving the keys KRRCint 144,
KRRCenc 146 and KUPenc 148. Upon receipt of the
message security command, the UE 118 may also derive
the same set of keys KRRCint 144, KRRCenc 146 and
KUPenc 148 using a locally generated version of KeNB
113. In this example, the UE 118 may respond to the
eNB 114 with the message security mode complete that
may be integrity protected using the key KRRCint 144 but
that may not be ciphered. In this example, a secure

signalling connection may now have been established at
the RAN level plus ciphering may have been established
for user plane bearers. In FIG. 1, the secure signalling
connections are shown as dashed lines between the peer
EIA 132 and EEA 134 entities.
[0015] In summary, the abovementioned procedure re-
lies on a close interaction between the UE 118 and the
network. The permanent key ’K’ 108 is only stored in the
HSS 102 and USIM of the UE 118, and is never trans-
mitted anywhere else in the network. This is to preserve
the shared ’secret’. All the keys disclosed in FIG. 2 are
derived from permanent K 108 and the algorithms for
deriving network keys are common across all network
elements, including the UE 118. Generally, the EPS AKA,
key hierarchy and procedure for activating keys requires
interaction between the UE 118 and other network ele-
ments.
[0016] In some instances, it may be advantageous for
two or more UEs to communicate directly without the use
of the abovementioned network structure. This may be,
for example, when the two or more UEs desiring com-
munication are outside of the radio coverage provided
by the network infrastructure. An example application for
direct mode operation (DMO) could be for the public safe-
ty market.
[0017] However, implementing direct mode operation
using the abovementioned architecture is not currently
possible, due, in part, to the use of the permanent key
’K’ in the art. It has already been discussed that the per-
manent key ’K’ is only stored in the USIM of a UE and
the AuC of a HSS. Therefore, the currently defined ar-
chitecture cannot be utilised for DMO. For example, uti-
lising the abovementioned architecture, a UE desiring
DMO would need to store the permanent keys for all UEs
that it may have a DMO communication with, which is
unfeasible. Further, the transmission of the permanent
key ’K’ to other UEs could compromise security of the
network, as the permanent key ’K’ , currently, is never
transmitted over the network. Further, if a UE is not con-
nected to the network, there is currently no way for this
UE to determine the key hierarchy defined in FIG. 2. GB
2,379588 A1 describes a mechanism for generating a
key using a UE identity.Therefore, there is a need to pro-
vide DMO authenticated and secure communications be-
tween UEs, utilising the current abovementioned archi-
tecture, whilst overcoming the problem of utilising a per-
manent key ’K’ that cannot be transmitted through the
network.

Summary of the invention

[0018] Example embodiments of the invention de-
scribe a terminal device arranged to communicate with
a wireless communications system and method therefor.
[0019] A method for key generation at a terminal device
supporting at least two communication modes of opera-
tion is described. The method comprises, at a terminal
device comprising a key derivation function: receiving at
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least one input parameter from a first wireless commu-
nication system; generating a first key in the key deriva-
tion function using the received at least one input param-
eter and at least one first locally stored input parameter
in order to transmit in a first mode of operation on the
first wireless communication system; and generating a
second key in the key derivation function solely using at
least one second locally stored input parameter in order
to transmit in a second mode of operation on a second
wireless communication system; wherein the at least one
second locally stored input parameter is arranged to en-
able the second key to be used as the first key.
[0020] In some examples, a terminal device comprises
a receiver arranged to receive at least one input param-
eter from a first wireless communication system. A con-
trol processor (which may be in a form of integrated cir-
cuit) comprises a key derivation function operably cou-
pled to the receiver and arranged to: generate a first key
using the received at least one input parameter and at
least one first locally stored input parameter in order to
transmit in a first mode of operation on the first wireless
communication system; generate a second key solely
using at least one second locally generated stored input
parameter, wherein the at least one second locally stored
input parameter is arranged to enable the second key to
be used as the first key; and transmit subsequently in the
second mode of operation on a second wireless commu-
nication system
[0021] In some examples, the terminal device may
comprise a receiver arranged to receive authentication
information from the wireless communications system; a
transmitter arranged to transmit authentication informa-
tion to the wireless communication system; and a control
processor operably coupled to the receiver and arranged
to: process received authentication information; deter-
mine whether a DMO mode or EPS AKA mode of oper-
ation is required; derive either EPS authentication pa-
rameters or DMO key generation parameters based on
the above determination; and transmit subsequently a
response to the wireless communications system.
[0022] In some examples, the terminal device’s mode
of operation may be determined by the current network
coverage. In some examples, the terminal device may
utilise a DMO mode of operation if located outside of the
current network. In some examples, implicit authorisation
may be utilised by the terminal device when in DMO
mode. In some examples, preconfigured DMO values
may be substituted for EPS AKA values when the termi-
nal device is operating in DMO mode for determining
KASME.

Brief description of the drawings

[0023] Further details, aspects and embodiments of
the invention will be described, by way of example only,
with reference to the drawings. In the drawings, like ref-
erence numbers are used to identify like or functionally
similar elements. Elements in the figures are illustrated

for simplicity and clarity and have not necessarily been
drawn to scale.

FIG. 1 illustrates a simplified diagram of EPS security
architecture as defined in the art.
FIG. 2 illustrates a simplified diagram of EPS key
hierarchy as defined in the art.
FIG. 3 illustrates a 3GPP™ LTE cellular communi-
cation system adapted in accordance with some ex-
ample embodiments of the present invention.
FIG. 4 illustrates a wireless communication unit
adapted in accordance with some example embod-
iments of the present invention.
FIG. 5 illustrates a simplified block diagram of a USIM
as defined in the art.
FIG. 6 illustrates a simplified block diagram of a USIM
adapted in accordance with some example embod-
iments of the present invention.
FIG. 7 illustrates an example of a simplified flow chart
illustrating UE key selection in accordance with some
embodiments of the present invention.
FIG. 8 illustrates a typical computing system that
may be employed to implement software controlled
switching between Direct Mode Operation and cur-
rent EPS AKA operation in embodiments of the in-
vention.

Detailed description

[0024] Referring now to FIG. 3, a wireless communi-
cation system 300 is shown in outline, in accordance with
one example embodiment of the invention. In this exam-
ple embodiment, the wireless communication system
300 is compliant with, and contains network elements
capable of operating over, a universal mobile telecom-
munication system (UMTS™) air-interface. In particular,
the embodiment relates to a system’s architecture for an
Evolved-UMTS Terrestrial Radio Access Network (E-
UTRAN) wireless communication system, which is cur-
rently under discussion in the third Generation Partner-
ship Project (3GPP™) specification for long term evolu-
tion (LTE), based around OFDMA (Orthogonal Frequen-
cy Division Multiple Access) in the downlink (DL) and SC-
FDMA (Single Carrier Frequency Division Multiple Ac-
cess) in the uplink (UL), as described in the 3GPP™ TS
36.xxx series of specifications. Within LTE, both time di-
vision duplex (TDD) and frequency division duplex (FDD)
modes are defined.
[0025] The wireless communication system 300 archi-
tecture consists of radio access network (RAN) and core
network (CN) elements 304, with the core network ele-
ments 304 being coupled to external networks 302
(named Packet Data Networks (PDNs)), such as the In-
ternet or a corporate network. The CN elements 304 com-
prise a packet data network gateway (P-GW) 307. In or-
der to serve up local content, the P-GW may be coupled
to a content provider. The P-GW 307 may be further cou-
pled to a policy control and rules function entity (PCRF)
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397 and a Gateway 306.
[0026] The PCRF 397 is operable to control policy con-
trol decision making, as well as for controlling the flow-
based charging functionalities in a policy control enforce-
ment function PCEF (not shown) that may reside in the
P-GW 307. The PCRF 397 may further provide a quality
of service (QoS) authorisation class identifier and bit rate
information that dictates how a certain data flow will be
treated in the PCEF, and ensures that this is in accord-
ance with a UE’s 325 subscription profile.
[0027] In example embodiments, the Gateway 306 is
a Serving Gateway (S-GW). The Gateway 306 is coupled
to a mobility management entity MME 308 via an S11
interface. The MME 308 is operable to manage session
control of Gateway bearers and is operably coupled to a
home subscriber server (HSS) database 330 that is ar-
ranged to store subscriber communication unit 325 (user
equipment (UE)) related information. As illustrated, the
MME 308 also has a direct connection to each eNodeB
310, via an S1-MME interface.
[0028] The HSS database 330 may store UE subscrip-
tion data such as QoS profiles and any access restrictions
for roaming. The HSS database 330 may also store in-
formation relating to the P-GW 307 to which a UE 325
can connect. For example, this data may be in the form
of an access point name (APN) or a packet data network
(PDN) address. In addition, the HSS database 330 may
hold dynamic information relating to the identity of the
MME 308 to which a UE 325 is currently connected or
registered.
[0029] The MME 308 may be further operable to con-
trol protocols running between the user equipment (UE)
325 and the CN elements 304, which are commonly
known as Non-Access Stratum (NAS) protocols. The
MME 308 may support at least the following functions
that can be classified as: functions relating to bearer man-
agement (which may include the establishment, mainte-
nance and release of bearers), functions relating to con-
nection management (which may include the establish-
ment of the connection and security between the network
and the UE 325) and functions relating to inter-working
with other networks (which may include the handover of
voice calls to legacy networks). The Gateway 306 pre-
dominantly acts as a mobility anchor point and is capable
of providing internet protocol (IP) multicast distribution of
user plane data to eNodeBs 310. The Gateway 306 may
receive content via the P-GW 307, from one or more con-
tent providers 309 or via the external PDN 302. The MME
308 may be further coupled to an evolved serving mobile
location center (E-SMLC) 398 and a gateway mobile lo-
cation center (GMLC) 399.
[0030] The E-SMLC 398 is operable to manage the
overall coordination and scheduling of resources re-
quired to find the location of the UE that is attached to
the RAN, in this example embodiment the E-UTRAN. The
GMLC 399 contains functionalities required to support
location services (LCS). After performing an authorisa-
tion, it sends positioning requests to the MME 308 and

receives final location estimates.
[0031] The P-GW 307 is operable to determine IP ad-
dress allocation for a UE 325, as well as QoS enforce-
ment and flow-based charging according to rules re-
ceived from the PCRF 397. The P-GW 307 is further op-
erable to control the filtering of downlink user IP packets
into different QoS-based bearers (not shown). The P-GW
307 may also serve as a mobility anchor for inter-working
with non-3GPP technologies such as CDMA2000 and
WiMAX networks.
[0032] As the Gateway 306 comprises an S-GW, the
eNodeBs 310 would be connected to the S-GW 306 and
the MME 308 directly. In this case, all UE packets would
be transferred through the S-GW 306, which may serve
as a local mobility anchor for the data bearers when a
UE 325 moves between eNodeBs 310. The S-GW 306
is also capable of retaining information about the bearers
when the UE 325 is in an idle state (known as EPS con-
nection management IDLE), and temporarily buffers
downlink data while the MME 308 initiates paging of the
UE 325 to re-establish the bearers. In addition, the S-
GW 306 may perform some administrative functions in
the visited network, such as collecting information for
charging (i.e. the volume of data sent or received from
the UE 325). The S-GW 306 may further serve as a mo-
bility anchor for inter-working with other 3GPP™ tech-
nologies such as GPRS™ and UMTS™.
[0033] As illustrated, the CN 304 is operably connected
to two eNodeBs 310, with their respective coverage
zones or cells 385, 390 and a plurality of UEs 325 receiv-
ing transmissions from the CN 304 via the eNodeBs 310.
In accordance with example embodiments of the present
invention, at least one eNodeB 310 and at least one UE
325 (amongst other elements) have been adapted to sup-
port the concepts hereinafter described.
[0034] The main component of the RAN is an eNodeB
(an evolved NodeB) 310, which performs many standard
base station functions and is connected to the CN 304
via an S1 interface and to the UEs 325 via a Uu interface.
A wireless communication system will typically have a
large number of such infrastructure elements where, for
clarity purposes, only a limited number are shown in FIG.
3. The eNodeBs 310 control and manage the radio re-
source related functions for a plurality of wireless sub-
scriber communication units/terminals (or user equip-
ment (UE) 325 in UMTS™ nomenclature). Each of the
UEs 325 comprise a transceiver unit 327 operably cou-
pled to signal processing logic 408 (with one UE illustrat-
ed in such detail for clarity purposes only). The system
comprises many other UEs 325 and eNodeBs 310, which
for clarity purposes are not shown.
[0035] In some examples, one or more (with one UE
illustrated for clarity purposes) UEs 396 may be outside
of the coverage zones or cells 385 of eNodeBs 310. In
these examples, it may be advantageous for the UE to
utilise Direct Mode Operation (DMO), to allow the UE 396
to communicate directly 321 with another UE, for exam-
ple UE(s) 325, without the use of the network infrastruc-

7 8 



EP 2 790 377 B1

6

5

10

15

20

25

30

35

40

45

50

55

ture. In some examples, the UE 396 may communicate
321 with at least one further UE that may be outside the
coverage zone (not shown) or cells 385 of the network
infrastructure. In other examples, the UE 396 may com-
municate 321 with at least one further UE 325 that may
be inside the coverage zone or cells.
[0036] Clearly, the various components within the eN-
odeB 310 can be realized in discrete or integrated com-
ponent form, with an ultimate structure therefore being
an application-specific or design selection.
[0037] Referring now to FIG. 4, a block diagram of a
wireless communication unit, adapted in accordance with
some example embodiments of the invention, is shown.
In practice, purely for the purposes of explaining embod-
iments of the invention, the wireless communication unit
is described in terms of a wireless subscriber communi-
cation unit, such as a UE 325/396. The wireless commu-
nication unit 325/396 contains an antenna 402, for re-
ceiving transmissions 321, coupled to an antenna switch
or duplexer 404 that provides isolation between receive
and transmit chains within the wireless communication
unit 325/396. One or more receiver chains, as known in
the art, include receiver front-end circuitry 406 (effectively
providing reception, filtering and intermediate or base-
band frequency conversion). The receiver front-end cir-
cuitry 406 is coupled to a signal processing module 408
(generally realized by a digital signal processor (DSP)).
A skilled artisan will appreciate that the level of integration
of receiver circuits or components may be, in some in-
stances, implementation-dependent.
[0038] The controller 414 maintains overall operational
control of the wireless communication unit 325/396. The
controller 414 is also coupled to the receiver front-end
circuitry 406 and the signal processing module 408. In
some examples, the controller 414 is also coupled to a
buffer module 417 and a memory device 416 that selec-
tively stores operating regimes, such as decoding/encod-
ing functions, synchronization patterns, code sequences,
and the like. A timer 418 is operably coupled to the con-
troller 414 to control the timing of operations (e.g. trans-
mission or reception of time-dependent signals) within
the wireless communication unit 325/396.
[0039] As regards the transmit chain, this essentially
includes an input module 420, coupled in series through
transmitter/modulation circuitry 422 and a power ampli-
fier 424 to the antenna 402, antenna array, or plurality of
antennas. The transmitter/ modulation circuitry 422 and
the power amplifier 424 are operationally responsive to
the controller 414.
[0040] The signal processor module 408 in the transmit
chain may be implemented as distinct from the signal
processor in the receive chain. Alternatively, a single
processor may be used to implement a processing of
both transmit and receive signals, as shown in FIG. 4.
Clearly, the various components within the wireless com-
munication unit 325/396 can be realized in discrete or
integrated component form, with an ultimate structure
therefore being an application-specific or design selec-

tion.
[0041] Referring now to FIG. 5, an example block dia-
gram of a User Subscriber Identity Module for deriving
KASME 503, is shown. The general operation of FIG. 5 is
known in the art, however, a general overview of its op-
eration will be given prior to discussing aspects of the
invention. In this example, USIM 502 may be situated
within a UE 501. In this example, RAND 504 and AUTN
506 may be sent to the UE 501 as part of the AKA pro-
cedure, discussed above. Upon receipt of RAND 504 and
AUTN 506, the USIM 502 may determine the anonymity
key (AK) 508, which, in this example, may be based on
permanent key ’K’ 510, algorithm f5 512 and RAND 504.
In this example, the algorithms f1-f5 may be determined
by the operator of the USIMs and AuC/HSS, however,
as an example, a set of algorithms called MILENAGE
may be used.
[0042] In this example, the anonymity key may be uti-
lised to conceal the sequence number (SQN) in case the
identity and location of a user may be exposed. For ex-
ample, for no concealment, AK = 0 and f5 ≡ 0. In this
example, the USIM 502 may subsequently retrieve a se-
quence number SQN 514, which may be based on SQN,
where SQN is equal to SQN ⊕ AK 516, from AUTN 506,
⊕ AK 508, wherein ⊕, in this example, relates to an ’ex-
clusive or’ function. In this example, the USIM 502 may
next compute XMAC 518, which may be based on algo-
rithm f1 520, permanent key ’K’ 510, SQN 514, RAND
504 and AMF 522. In this example, AMF 522 may be an
Authentication Management Field.
[0043] In this example, the USIM 502 may compare
XMAC 518 with MAC 524 that may be included in AUTN
506. If XMAC 518 and MAC 524 are different, the USIM
502 may transmit a reject message back through the net-
work, otherwise, the USIM 502 may accept the authen-
tication. In some examples, the USIM 502 may verify the
freshness of the received sequence number SQN 514.
In some examples, if the sequence number SQN 514 is
considered fresh, the USIM 502 may determine RES 526,
which, in this example, may be based on algorithm f2
528, permanent key ’K’ 510 and RAND 504. In some
examples, RES 526 may be transmitted back through
the network to allow verification of authentication, for ex-
ample, by comparing RES 526 with an expected re-
sponse.
[0044] In examples, the USIM 502 may further deter-
mine cipher key CK 530, which may be based on algo-
rithm f3 532, permanent key ’K’ 510 and RAND 504, and
integrity key IK 534, which may be based on algorithm
f4 536, permanent key ’K’ 510 and RAND 504. In this
example, KASME 503, the key for access security man-
agement entity that is used by, for example, the MME to
derive further keys, may be generated by the key deri-
vation function 538. In this example, key derivation func-
tion 538 determines KASME 503 based on at least cipher
key CK 530, integrity key IK 534, SQN xor AK 516 and
SN-ld 540, where SN-ld 540 may be a serving network
identity.
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[0045] As discussed previously, it may be advanta-
geous for UEs to utilise direct mode operations between
each other. This may be, for example, when UEs desiring
communication are outside of a radio coverage zone pro-
vided by a network infrastructure. However, since there
is no infrastructure in DMO, it is not possible to reuse the
abovementioned systems in their entirety. Furthermore,
there is no notion of mutual authentication between a
network and a UE, as in current LTE systems.
[0046] A potential solution may be to utilise implicit au-
thentication rather than mutual authentication, which
may result in DMO UEs utilising an agreed set of keys
that are shared for DMO communications. However, in
order to utilise current EPS security architecture, for ex-
ample for generating further keys in the key hierarchy, it
may be necessary for DMO UEs to be compatible with
at least parts of the current EPS key hierarchy.
[0047] Referring now to FIG. 6, a simplified block dia-
gram of a modified Universal Subscriber Identity Module
(USIM) for deriving KASME 603, adapted in accordance
with some example embodiments of the invention is
shown. In this example, USIM 602 may be situated within
a UE 601. In this example, implicit authentication may be
utilised, which may result in DMO UEs utilising an agreed
set of keys that they share for communications. In some
examples, only the DMO UEs utilise these shared keys,
and, in some instances, these shared keys may be re-
freshed either manually or automatically. In some exam-
ples, the keys may be refreshed regularly. In examples,
the shared keys may be stored on the USIM. In other
examples, the shared keys may be stored in any other
suitable storage facility on the UE 601 such as a memory
or CPU.
[0048] In this example, the agreed set of keys referred
to above may embody at least one preconfigured DMO
shared key. In this example, the at least one preconfig-
ured DMO shared key may be utilised to replace, for ex-
ample, permanent key ’K’ 510 from FIG. 5 when in DMO
mode. In this example, the preconfigured DMO shared
key is referred to as KDMO,j 604, where j = 0 to n-1 and
n is equal to the number of keys. In this example, n≥1.
In some examples, it may be necessary to utilise more
than one preconfigured DMO shared key, for example,
at least one preconfigured DMO shared key for point-to-
point communications, and at least one preconfigured
DMO shared key for group communications. For exam-
ple, if there is a group call, the group address may be
known as part of the call setup procedure. In this exam-
ple, then the DMO UE may be able to advantageously
use blind decoding. In other examples, one preconfig-
ured DMO shared key may be utilised for both point-to-
point communications and group communications. In
some examples, a unique preconfigured DMO shared
key may be utilised if operating in group communications
mode.
[0049] In contrast to known key generation techniques
for LTE that use two keys (one from the Core Network
generated by the MME and one from the access network

generated by the eNodeB) some examples employ a sin-
gle same seed key for use by both DMO UEs. In some
examples, one or more additional seed key may be used
for, say, DMO group calling or an additional seed key
may be used by different services, e.g. Police, Fire Serv-
ices, Ambulance, etc.
[0050] As discussed above, the EPS security architec-
ture relies on network interaction between at least a UE
and HSS, MME etc. for authentication. This procedure
cannot be carried out if utilising DMO and, therefore,
there is a need to provide a solution to overcoming a
potential issue of no network interaction if utilising DMO.
[0051] In this example, there are many modes of op-
eration that can be utilised to generate KASME 603. In this
example, a DMO random number or DMO random chal-
lenge (RANDDMO,j) 606 may be received by USIM 602,
for example, via another DMO UE (not shown) that may
be passed to algorithms f3 608 and f4 610. In this exam-
ple, UEs involved in DMO utilise preconfigured shared
key KDMO,j 604, which, in this example, comprise a single
key used for point-to-point communications, therefore
KDMO,j is known for all DMO UEs. In some examples,
DMO UEs utilising more than one preconfigured shared
key, may receive details of which preconfigured shared
key to utilise during part of a call setup procedure. In this
example, it should be noted that KDMO,j 604 is not trans-
mitted between DMO UEs. In this example, KDMO,j 604
and RandDMO,j 606 may be utilised by algorithms f3 608
and f4 610 to generate a cipher key CK 612 and an in-
tegrity key IK 614, which may be received by key deriva-
tion function (KDF) module 616. In this example, KDF
module 616 may determine KASME 603 based on CK 612,
IK 614, DMOSQN 618 and DMO-ld 620.
[0052] In some examples, the KDF may be advanta-
geously reused. In this example, DMOSQN 618 and DMO-
ld 620 may be received by USIM 602 via another DMO
UE (not shown). In this example, the USIM 602 may re-
place previously received network values from FIG. 5,
for example, RAND 504, K 510, SQN xor AK 516 and
SN-ld, with DMO equivalent values, for example, KDMO,j
604, RANDDMO,j 606, DMOSQN 618 and DMO-ld 620.
[0053] In some examples, the abovementioned DMO
equivalent values/security parameters may be signalled
to the USIM 602 over the network. For example, if the
DMO UE is within network coverage, the DMO UE may
receive information relating to the DMO equivalent val-
ues. In some examples, the information relating to DMO
equivalent values may be updated on a regular basis. In
other examples, the information relating to DMO equiv-
alent values may be updated periodically, for example
on a daily basis.
[0054] In other examples, the DMO UE may not be
within network coverage for a prolonged period of time.
Therefore, the DMO UE may not be able to receive in-
formation from the network. In some examples, therefore,
the DMO UE may receive information relating to DMO
equivalent values from a database, or the like, for exam-
ple a central database. In some examples, the DMO UE
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may connect to the central database on a regular basis.
In other examples, the DMO UE may connect to the da-
tabase periodically.
[0055] In some examples, the DMO UE may be stored
when not in use, for example overnight, in a synchroni-
sation device, such as a cradle. In some examples, the
synchronisation device may be utilised to allow the DMO
UE to receive information relating to DMO equivalent val-
ues that may be stored on the database. In some exam-
ples, the information relating to DMO equivalent values
may be determined by an office manager, for example,
over an internal IT network, for example, and therein
stored on the database. In some examples, DMO UEs
may automatically synchronise with the database when
stored in a synchronisation device. In examples, the syn-
chronisation device may determine whether synchroni-
sation takes place. In other examples, the DMO UEs may
determine whether synchronisation takes place. In other
examples, synchronisation may be manually deter-
mined. In further examples, synchronisation may take
place wirelessly, for example, when the DMO UE is within
the internal IT network’s range.
[0056] In other examples, a combination of network
signalling and synchronisation over an internal IT net-
work may be utilised.
[0057] In some examples, where a DMO UE may not
have any network coverage, DMO equivalent values may
be set-up prior to the DMO UE device being utilised.
Therefore, the DMO UE may be operable to receive DMO
communications from other DMO UEs utilising current
DMO equivalent values.
[0058] In some examples, the DMO UE may be stored
by an operator after completing a day/night shift. The
DMO UE may be stored in a synchronisation device that
may charge the DMO UE and upload new DMO equiva-
lent values to the DMO UE. In some examples, uploading
and charging may occur during DMO UE downtime. In
some examples, synchronisation may be determined by
the synchronisation device. In other examples, synchro-
nisation may be determined by the DMO UE or the DMO
UE operator.
[0059] In some examples, a ’trigger’ may be utilised to
inform the USIM that a particular mode of operation is to
be used. This ’trigger’ may comprise a separate message
transmitted between DMO UEs, or an integral message
sent with, for example the DMO-ld 620. In other exam-
ples, the ’trigger’ may be transited to the DMO UE by the
network. In other examples, the ’trigger’ may be a deci-
sion by the DMO UE to engage in DMO communications.
This may be advantageous if the DMO UE wishes to com-
municate when not in network coverage.
[0060] In examples, the KDMO,j bit size may be roughly
in the range of 128 bits to 256 bits. Further, in examples,
the RANDDMO,j bit size may be roughly in the range of 0
bits to 128 bits. In further examples, the DMO-ld bit size
may be roughly in the range of 0 bits to 24 bits. In further
examples, the DMOSQN bit size may be roughly in the
range of 0 bits to 48 bits.

[0061] In examples, the USIM 602 may select a correct
KDMO,j from a series of preconfigured keys, wherein the
selection may be determined by the network. In this ex-
ample, where the preconfigured key to be utilised is de-
termined by the network from a series of available pre-
configured keys, the network may inform the USIM 602
which preconfigured key to utilise.
[0062] In some examples, the series of preconfigured
keys may be stored on the USIM 602. In other examples,
the series of preconfigured keys may be stored in any
other suitable storage facility on the UE 601 such as a
memory or CPU.
[0063] In some examples, the USIM 602 may select a
correct KDMO,j from a series of preconfigured keys,
wherein the selection may not be determined by the net-
work, for example when the UE 601 may be outside of
any network coverage. In some examples, the DMO UE
may determine the correct KDMO,j to utilise based on in-
formation received from other devices inside or outside
of network coverage, for example another DMO UE. In
other examples, the DMO UE may determine KDMO,j with-
out any external interaction. This may be, for example,
if the DMO UE initialises DMO communications with an-
other device inside or outside of network coverage.
[0064] In other examples, the USIM 602 may utilise
KDMO,j, which may have been uploaded to USIM 602 pre-
viously, in order to initiate DMO communications with an-
other device inside or outside of network coverage. In
this example, there may be a single KDMO,j, and, there-
fore, the ’correct’ key may not need to be determined by
USIM 602, or need to be signalled to the USIM 602 via
the network.
[0065] In another example, the DMO-ld 620 may be
replaced with the identity of the serving network (SN-ld),
which is the same as the visited PLMN-ld (Public Land
Mobile Network ld), which would detail the users that are
engaged in DMO communications. This may occur, for
example, in a non-roaming case, as roaming users may
have a problem in obtaining this information. As dis-
cussed above, the relevant DMO UEs may receive a ’trig-
ger’ to inform the DMO UEs that a particular mode of
operation is to be utilised, in this example, a non roaming
mode of operation. In examples, the ’trigger’ may be pro-
vided by the network. In other examples, the ’trigger’ may
be a decision by the DMO UE, which may not be in net-
work coverage, to engage in DMO communications.
[0066] In another example, the preconfigured shared
key, KDMO,j 604 may be equivalent to KASME 603, referred
to as dashed line 622. In another example, KASME may
be replaced with KDMO,j (i.e. KDMO,j = KASME). In these
examples, it may not be necessary to set RANDDMO,j
606, DMOSQN 618 and DMO-ld 620 to determine KASME,
thereby reducing the complexity of determining KASME
603 in some examples. In other examples, the precon-
figured shared key may comprise a plurality of shared
keys, KDMO,j 604, whereby one of the plurality of shared
keys may be equivalent to KASME 603.
[0067] In examples, aspects of the invention may be
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utilised to produce all, or a proportion of, the EPS key
hierarchy illustrated in FIG. 2.
[0068] The abovementioned examples may be used
singularly or in conjunction with each other.
[0069] In another example, KDMO,j 604 may be utilised
for deriving KASME 603 by bypassing algorithms f3 608
and f4 610. Therefore, in this example, KDF module 616
may determine KASME 603 based on KDMO,j 604 and for
example, a suitable bit string of a suitable length. In ex-
amples, the suitable bit string may be random. In further
examples, the suitable bit string may match the length of
SN-id 540 and SQN xor AK 516.
[0070] Aspects of the invention may support the use
of Direct Mode Operation within a known EPS security
architecture, allowing USIM architecture, currently uti-
lised for LTE operation, to be utilised for DMO commu-
nications between a plurality of UEs. Thereby providing
a DMO solution, whilst minimising changes to current UE
architecture and network architecture.
[0071] Referring now to FIG. 7, an example of a sim-
plified flow chart illustrating UE key selection 700 is
shown. Initially, at 702, a UE with DMO capability moni-
tors its current network coverage. In this example, at 704,
the UE may determine whether it is currently within the
coverage of the current network. In some examples, the
UE may determine step 704 periodically. In other exam-
ples, the DMO UE may determine step 704 based on an
external trigger from the network. If the UE determines,
at step 704, that it is within the current network coverage
and a call has been initiated, the UE utilises permanent
Key K and current evolved packet system authentication
and key agreement protocol 706 as currently defined in
the art. If the UE determines that it is not in the current
network coverage and a connection to another UE is to
be initiated, it may initiate its DMO operation 708. At step
710, the UE may initialise implicit authentication, wherein
the UE accesses its stored agreed set of keys that are
utilised for DMO communications. In examples, the UE
may select one or more of the agreed set of keys based
on a previous message from the network. In other exam-
ples, the UE may select one or more of the agreed set
of keys based on a pre-configured set-up. For example,
this preconfigured set-up may have been determined
during a synchronisation phase, while, for example, the
UE was not being utilised. Further, in some examples,
the UE may select one or more of the agreed set of keys
based on a determination of received information from
other UEs that may or may not be in network coverage.
Therefore, in some examples, the selection of one or
more agreed set of keys may be determined by other
UEs, which may or may not be in network coverage.
[0072] At step 712, the UE may determine whether the
connection to be established is a group call or a one-to-
one call. If the UE determines that the connection to be
established is a group call, the UE may select parameters
or key(s) associated with the group 714. Otherwise, if the
UE determines that the connection to be established is
a one-to-one call, the UE may select parameters or key(s)

associated with the one-to-one call. In this example, one
or more DMO equivalent parameters may be utilised, as
discussed in relation to FIG. 6. In examples, the selection
of parameters or key(s) may be determined by a previous
instruction from the network, by instruction from another
UE or a pre-configured set-up, as discussed above.
[0073] In some examples, UEs may be set-up with a
single pre-configured key for each mode of operation. In
this example, once the UE has determined the call type,
the UE may simply select the single pre-configured key
for a particular mode of operation. This pre-configured
key may be the same for all UEs using this mode of op-
eration. In examples, the pre-configured keys may be
uploaded to the UEs during a synchronisation phase as
discussed above. In this example, UE operation may be
simplified as UEs do not need to determine which key to
use based on information received from the network or
other UEs. In this example, UEs may only need to deter-
mine the call type, and, therefore, key selection may be
enabling the single key associated with the particular call
type.
[0074] Referring now to FIG. 8, there is illustrated a
typical computing system 800 that may be employed to
implement software controlled switching between Direct
Mode Operation and current EPS AKA operation in em-
bodiments of the invention. Computing systems of this
type may be used in wireless communication units, such
as first or second wireless network elements. Those
skilled in the relevant art will also recognize how to im-
plement the invention using other computer systems or
architectures. Computing system 800 may represent, for
example, a desktop, laptop or notebook computer, hand-
held computing device (PDA, cell phone, palmtop, etc.),
mainframe, server, client, or any other type of special or
general purpose computing device as may be desirable
or appropriate for a given application or environment.
Computing system 800 can include one or more proces-
sors, such as a processor 804. Processor 804 can be
implemented using a general or special-purpose
processing engine such as, for example, a microproces-
sor, microcontroller or other control logic. In this example,
processor 804 is connected to a bus 802 or other com-
munications medium.
[0075] Computing system 800 can also include a main
memory 808, such as random access memory (RAM) or
other dynamic memory, for storing information and in-
structions to be executed by processor 804. Main mem-
ory 808 also may be used for storing temporary variables
or other intermediate information during execution of in-
structions to be executed by processor 804. Computing
system 800 may likewise include a read only memory
(ROM) or other static storage device coupled to bus 802
for storing static information and instructions for proces-
sor 804.
[0076] The computing system 800 may also include
information storage system 810, which may include, for
example, a media drive 812 and a removable storage
interface 820. The media drive 812 may include a drive
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or other mechanism to support fixed or removable stor-
age media, such as a hard disk drive, a floppy disk drive,
a magnetic tape drive, an optical disk drive, a compact
disc (CD) or digital video drive (DVD) read or write drive
(R or RW), or other removable or fixed media drive. Stor-
age media 818 may include, for example, a hard disk,
floppy disk, magnetic tape, optical disk, CD or DVD, or
other fixed or removable medium that is read by and writ-
ten to by media drive 812. As these examples illustrate,
the storage media 1318 may include a computer-reada-
ble storage medium having particular computer software
or data stored therein.
[0077] In alternative embodiments, information stor-
age system 810 may include other similar components
for allowing computer programs or other instructions or
data to be loaded into computing system 800. Such com-
ponents may include, for example, a removable storage
unit 822 and an interface 820, such as a program car-
tridge and cartridge interface, a removable memory (for
example, a flash memory or other removable memory
module) and memory slot, and other removable storage
units 822 and interfaces 820 that allow software and data
to be transferred from the removable storage unit 818 to
computing system 800.
[0078] Computing system 800 can also include a com-
munications interface 824. Communications interface
824 can be used to allow software and data to be trans-
ferred between computing system 800 and external de-
vices. Examples of communications interface 824 can
include a modem, a network interface (such as an Eth-
ernet or other NIC card), a communications port (such
as for example, a universal serial bus (USB) port), a PC-
MCIA slot and card, etc. Software and data transferred
via communications interface 824 are in the form of sig-
nals which can be electronic, electromagnetic, and opti-
cal or other signals capable of being received by com-
munications interface 824. These signals are provided
to communications interface 824 via a channel 828. This
channel 828 may carry signals and may be implemented
using a wireless medium, wire or cable, fiber optics, or
other communications medium. Some examples of a
channel include a phone line, a cellular phone link, an
RF link, a network interface, a local or wide area network,
and other communications channels.
[0079] In this document, the terms ’computer program
product’, ’computer-readable medium’ and the like may
be used generally to refer to media such as, for example,
memory 808, storage device 818, or storage unit 822.
These and other forms of computer-readable media may
store one or more instructions for use by processor 804,
to cause the processor to perform specified operations.
Such instructions, generally referred to as ’computer pro-
gram code’ (which may be grouped in the form of com-
puter programs or other groupings), when executed, en-
able the computing system 800 to perform functions of
embodiments of the present invention. Note that the code
may directly cause the processor to perform specified
operations, be compiled to do so, and/or be combined

with other software, hardware, and/or firmware elements
(e.g., libraries for performing standard functions) to do so.
[0080] In an embodiment where the elements are im-
plemented using software, the software may be stored
in a computer-readable medium and loaded into comput-
ing system 800 using, for example, removable storage
drive 822, drive 812 or communications interface 824.
The control logic (in this example, software instructions
or computer program code), when executed by the proc-
essor 804, causes the processor 804 to perform the func-
tions of the invention as described herein.
[0081] In one example, a tangible non-transitory com-
puter program product comprises executable program
code operable for, when executed at a UE that has DMO
capability: determining current network coverage and
whether a call is to be initiated; determining whether per-
manent key and EPS AKA should be utilised, or whether
DMO operation should be utilised; if DMO operation is
to be utilised, whether the connection with another UE is
a one-to-one connection or a group connection; and uti-
lising appropriate parameters or key(s) for the one-to-
one or group connection.
[0082] It will be further appreciated that, for clarity pur-
poses, the described embodiments of the invention with
reference to different functional units and processors
may be modified or re-configured with any suitable dis-
tribution of functionality between different functional units
or processors is possible, without detracting from the in-
vention. For example, functionality illustrated to be per-
formed by separate processors or controllers may be per-
formed by the same processor or controller. Hence, ref-
erences to specific functional units are only to be seen
as references to suitable means for providing the de-
scribed functionality, rather than indicative of a strict log-
ical or physical structure or organization.
[0083] Aspects of the invention may be implemented
in any suitable form including hardware, software,
firmware or any combination of these. The invention may
optionally be implemented, at least partly, as computer
software running on one or more data processors and/or
digital signal processors. For example, the software may
reside on non-transitory computer program product com-
prising executable program code to increase coverage
in a wireless communication system.
[0084] In one example, the program code may be op-
erable for, at a UE that has DMO capability: determining
current network coverage and whether a call is to be in-
itiated; determining whether permanent key and EPS
AKA should be utilised, or whether DMO operation
should be utilised; if DMO operation is to be utilised,
whether the connection with another UE is a one-to-one
connection or a group connection; and utilising appropri-
ate parameters or key(s) for the one-to-one or group con-
nection.
[0085] Thus, the elements and components of an em-
bodiment of the invention may be physically, functionally
and logically implemented in any suitable way. Indeed,
the functionality may be implemented in a single unit, in
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a plurality of units or as part of other functional units.
[0086] Those skilled in the art will recognize that the
functional blocks and/or logic elements herein described
may be implemented in an integrated circuit for incorpo-
ration into one or more of the communication units. Fur-
thermore, it is intended that boundaries between logic
blocks are merely illustrative and that alternative embod-
iments may merge logic blocks or circuit elements or im-
pose an alternate composition of functionality upon var-
ious logic blocks or circuit elements. It is further intended
that the architectures depicted herein are merely exem-
plary, and that in fact many other architectures can be
implemented that achieve the same functionality. For ex-
ample, for clarity the signal processor 308 and control
processor 213 have been illustrated and described as a
single processing module, whereas in other implemen-
tations they may comprise separate processing modules
or logic blocks. In some examples, the signal processing
module may be provided within an integrated circuit for
a UE that has DMO capability, wherein the signal
processing module may be arranged to: determine cur-
rent network coverage and whether a call is to be initiated;
determine whether permanent key and EPS AKA should
be utilised, or whether DMO operation should be utilised;
if DMO operation is to be utilised, whether the connection
with another UE is a one-to-one connection or a group
connection; and utilising appropriate parameters or
key(s) for the one-to-one or group connection.
[0087] Although the present invention has been de-
scribed in connection with some example embodiments,
it is not intended to be limited to the specific form set forth
herein. Rather, the scope of the present invention is lim-
ited only by the accompanying claims. Additionally, al-
though a feature may appear to be described in connec-
tion with particular embodiments, one skilled in the art
would recognize that various features of the described
embodiments may be combined in accordance with the
invention. In the claims, the term ’comprising’ does not
exclude the presence of other elements or steps.
[0088] Furthermore, although individually listed, a plu-
rality of means, elements or method steps may be im-
plemented by, for example, a single unit or processor.
Additionally, although individual features may be includ-
ed in different claims, these may possibly be advanta-
geously combined, and the inclusion in different claims
does not imply that a combination of features is not fea-
sible and/or advantageous. Also, the inclusion of a fea-
ture in one category of claims does not imply a limitation
to this category, but rather indicates that the feature is
equally applicable to other claim categories, as appro-
priate.
[0089] Furthermore, the order of features in the claims
does not imply any specific order in which the features
must be performed and in particular the order of individual
steps in a method claim does not imply that the steps
must be performed in this order. Rather, the steps may
be performed in any suitable order. In addition, singular
references do not exclude a plurality. Thus, references

to ’a’, ’an’, ’first’, ’second’, etc. do not preclude a plurality.

Claims

1. A method (700) for key generation at a terminal de-
vice (501) supporting at least two communication
modes of operation, the method comprising, at a ter-
minal device (501) comprising a key derivation func-
tion (538):

receiving at least one input parameter from a
first wireless communication system; and
generating (710) a first key in the key derivation
function (538) using the received at least one
input parameter and at least one first locally
stored input parameter in order to transmit in a
first mode of operation on the first wireless com-
munication system;

wherein the method is characterised by:

generating a second key in the key derivation
function solely using at least one second locally
stored input parameter in order to transmit in a
second mode of operation on a second wireless
communication system;
wherein the at least one second locally stored
input parameter is arranged to enable the sec-
ond key to be used as the first key.

2. The method of Claim 1 wherein generating the sec-
ond key solely using the at least one second locally
stored input parameter comprises determining
whether the wireless terminal is to employ the sec-
ond mode of operation and deriving at least one key
generation parameter (KASME) in response thereto.

3. The method of Claim 1 or Claim 2 further comprising
transmitting a message in the first mode of operation
on the first wireless communication system utilising
the generated second key.

4. The method of any preceding Claim further compris-
ing:

determining that the terminal device is not within
network coverage;
connecting to a second terminal device in the
second mode of operation; and
initialising implicit authentication to connect to
the second terminal device

5. The method of Claim 4, wherein initialising implicit
authentication comprises the terminal device ac-
cessing from memory and using at least one from
an agreed set of keys that are utilised for communi-
cating in the second mode of operation on the second
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wireless communication system.

6. The method of Claim 4 or Claim 5 further comprising
selecting one or more of the agreed set of keys based
on at least one of:

a previous message received from the network;
a pre-configured set-up;
a preconfigured set-up determined during a syn-
chronisation phase;
a particular call type to be used; and
a determination of received information from
other terminal devices.

7. The method of any preceding Claim wherein gener-
ating the second key comprises replacing a derived
authentication input parameter (KASME) received in
the first mode of operation with an equivalent param-
eter (KDMO.j) derived from terminal device use in the
second mode of operation.

8. The method of any preceding Claim wherein the gen-
erated second key is at least one of the following:
the generated second key comprises at least one
preconfigured shared key is used in a direct mode
of operation (DMO) on the second wireless commu-
nication system, the generated second key uses one
from a plurality of seed keys, the generated second
key uses one from a plurality of seed keys that are
assigned for use by different communication servic-
es.

9. The method of Claim 8 wherein the at least one pre-
configured shared key is selected from at least a
single preconfigured shared key (KDMO,j) for point-
to-point communications, and a single preconfigured
shared key (KDMO,j) for group communications.

10. The method of Claim 9 further comprising at least
one from a group of:

receiving details of which preconfigured shared
key to utilise during part of a call setup procedure
in the second mode of operation;
manually or automatically refreshing the at least
one preconfigured shared key for subsequent
communications;
performing blind decoding to derive a group ad-
dress from the single preconfigured shared key
(KDMO,j) for group communications.

11. The method of any preceding Claim wherein gener-
ating the first key comprises deriving authentication
parameters and determining an anonymity key ((AK)
508) based on at least a permanent key (’K’ 510)
and utilised to conceal a sequence number, SQN.

12. The method of any preceding Claim further compris-

ing performing authentication on a message re-
ceived from a second terminal device and in re-
sponse thereto performing one of the following:

transmitting a reject message to the first wireless
communication system, or
accepting the authentication.

13. A non-transitory computer program product compris-
ing executable program code for key generation, the
executable program code operable for, when exe-
cuted at the terminal device, performing the method
of any preceding Claim.

14. A terminal device (396, 501, 601) comprising:

a receiver (406) arranged to receive at least one
input parameter from a first wireless communi-
cation system;
and
a control processor (408) comprising a key der-
ivation function (538) operably coupled to the
receiver and arranged to:

generate a first key using the received at
least one input parameter and at least one
first locally stored input parameter in order
to transmit in a first mode of operation on
the first wireless communication system;

wherein the terminal device is characterised in
that the control processor is further arranged to:

generate a second key solely using at least
one second locally generated stored input
parameter, wherein the at least one second
locally stored input parameter is arranged
to enable the second key to be used as the
first key; and
transmit subsequently in the second mode
of operation on a second wireless commu-
nication system.

15. An integrated circuit for a terminal device for sup-
porting at least two communication modes of oper-
ation, the integrated circuit comprising:

a control processor (408) comprising a key der-
ivation function (538) and arranged to:

process a received at least one input pa-
rameter from a first wireless communication
system;
generate a first key using the received at
least one input parameter and at least one
first locally stored input parameter in order
to transmit in a first mode of operation on
the first wireless communication system;
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wherein the integrated circuit is character-
ised in that the control processor is further
arranged to:

generate a second key solely using at
least one second locally generated
stored input parameter, wherein the at
least one second locally stored input
parameter is arranged to enable the
second key to be used as the first key;
and

transmit subsequently in the second mode of
operation on a second wireless communication
system.

Patentansprüche

1. Verfahren (700) zur Schlüsselerzeugung an einer
Endvorrichtung (501), welche wenigstens zwei Kom-
munikationsarten unterstützt, wobei das Verfahren
an einer Endvorrichtung (501), die eine Schlüssel-
herleitungsfunktion (538) umfasst, aufweist:

Empfangen wenigstens eines Eingabeparame-
ters von einem ersten drahtlosen Kommunika-
tionssystems; und
Erzeugen (710) eines ersten Schlüssels in der
Schlüsselherleitungsfunktion (538) unter Ver-
wendung des empfangenen wenigstens einen
Eingabeparameters und wenigstens eines ers-
ten lokal gespeicherten Eingabeparameters,
um auf dem ersten drahtlosen Kommunikations-
system in einer ersten Betriebsart zu übertra-
gen;

wobei das Verfahren gekennzeichnet ist durch:

Erzeugen eines zweiten Schlüssels in der
Schlüsselherleitungsfunktion, wobei nur we-
nigstens ein zweiter lokal gespeicherter Einga-
beparameter verwendet wird, um auf einem
zweiten drahtlosen Kommunikationssystem in
einer zweiten Betriebsart zu übertragen;
wobei der wenigstens eine zweite lokal gespei-
cherte Eingabeparameter eingerichtet ist, um
den zweiten Schlüssel zu befähigen, als der ers-
te Schlüssel verwendet zu werden.

2. Verfahren nach Anspruch 1, wobei das Erzeugen
des zweiten Schlüssels unter ausschließlicher Nut-
zung des wenigstens einen zweiten lokal gespei-
cherten Eingabeparameters ein Bestimmen um-
fasst, ob das drahtlose Endgerät vorgesehen ist, die
zweite Betriebsart zu verwenden, und Herleiten we-
nigstens eines Schlüsselerzeugungsparameters
(KASME) in Reaktion darauf.

3. Verfahren nach Anspruch 1 oder Anspruch 2, das
weiterhin ein Übertragen einer Nachricht in der ers-
ten Betriebsart auf dem ersten drahtlosen Kommu-
nikationssystem unter Verwendung des erzeugten
zweiten Schlüssels umfasst.

4. Verfahren nach einem der vorhergehenden Ansprü-
che, weiterhin umfassend:

Bestimmen, dass sich das Endgerät nicht inner-
halb einer Netzwerkabdeckung befindet;
Verbinden mit einem zweiten Endgerät in der
zweiten Betriebsart; und
Initialisieren einer impliziten Authentifizierung,
um mit dem zweiten Endgerät zu verbinden.

5. Verfahren nach Anspruch 4, wobei das Initialisieren
einer impliziten Authentifizierung umfasst, dass das
Endgerät auf einen Speicher zugreift, und Verwen-
den wenigstens eines aus einer vereinbarten Menge
von Schlüsseln, die zur Kommunikation in der zwei-
ten Betriebsart auf dem zweiten drahtlosen Kommu-
nikationssystem verwendet werden.

6. Verfahren nach Anspruch 4 oder Anspruch 5, das
weiterhin ein Auswählen eines oder mehrerer aus
der vereinbarten Menge von Schlüsseln basierend
auf wenigstens einem von Folgendem umfasst:

eine vorhergehende Nachricht, die von dem
Netzwerk empfangen wurde;
ein vorkonfigurierter Aufbau;
ein vorkonfigurierter Aufbau, der während einer
Synchronisationsphase bestimmt wurde;
ein spezieller zu verwendender Anruftyp; und
eine Bestimmung einer empfangenen Informa-
tion von anderen Endgeräten.

7. Verfahren nach einem der vorhergehenden Ansprü-
che, wobei das Erzeugen des zweiten Schlüssels
ein Ersetzen eines abgeleiteten Authentifizierungs-
eingabeparameters (KASME) umfasst, der in der ers-
ten Betriebsart empfangen wurde, durch einen äqui-
valenten Parameter (KDMO,j), der von der Endgerä-
teverwendung in der zweiten Betriebsart hergeleitet
wurde.

8. Verfahren nach einem der vorhergehenden Ansprü-
che, wobei der erzeugte zweite Schlüssel wenigs-
tens eines von Folgendem ist: der erzeugte zweite
Schlüssel umfasst wenigstens, dass ein vorkonfigu-
rierter geteilter Schlüssel in einer Direktbetriebsart
("direct mode of operation" (DMO)) auf dem zweiten
drahtlosen Kommunikationssystem verwendet wird,
der erzeugte zweite Schlüssel verwendet einen aus
einer Mehrzahl von Keimschlüsseln, die zur Verwen-
dung durch unterschiedliche Kommunikationsdiens-
te zugewiesen sind.
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9. Verfahren nach Anspruch 8, wobei der wenigstens
eine vorkonfigurierte geteilte Schlüssel ausgewählt
ist aus wenigstens einem einzelnen vorkonfigurier-
ten geteilten Schlüssel (KDMO,j) für Punkt-zu-Punkt-
Kommunikationen und einem einzelnen vorkonfigu-
rierten geteilten Schlüssel (KDMO,j) für Gruppenkom-
munikationen.

10. Verfahren nach Anspruch 9, das wenigstens eines
aus einer Gruppe aus Folgendem umfasst:

Empfangen von Details, welcher vorkonfigurier-
te geteilte Schlüssel während eines Teils einer
Anrufaufbauprozedur in der zweiten Betriebsart
zu verwenden ist;
manuelles oder automatisches Erneuern des
wenigstens einen vorkonfigurierten geteilten
Schlüssels für nachfolgende Kommunikationen;
Ausführen einer Blinddekodierung zum Herlei-
ten einer Gruppenadresse von dem einzelnen
vorkonfigurierten geteilten Schlüssel (KDMO,j)
für Gruppenkommunikationen.

11. Verfahren nach einem der vorhergehenden Ansprü-
che, wobei ein Erzeugen des ersten Schlüssels ein
Herleiten von Authentifizierungsparametern um-
fasst und ein Bestimmen eines Anonymitätsschlüs-
sels ("anonymity key" (AK) 508) basierend auf we-
nigstens einem permanenten Schlüssel (,K’510),
wobei eine Verwendung zum Verbergen einer Fol-
gezahl ("sequence number" (SQN)) vorliegt.

12. Verfahren nach einem der vorhergehenden Ansprü-
che, das weiterhin ein Ausführen einer Authentifizie-
rung bezüglich einer Nachricht umfasst, die von ei-
nem zweiten Endgerät empfangen wurde und in Re-
aktion darauf Ausführen eines von Folgendem:

Übertragen einer Zurückweisungsnachricht an
das erste drahtlose Kommunikationssystem,
oder
Annehmen der Authentifizierung.

13. Nichtflüchtiges Computerprogrammprodukt, das ei-
nen ausführbaren Programmcode zur Schlüsseler-
zeugung umfasst, wobei der ausführbare Pro-
grammcode betreibbar ist, um das Verfahren nach
einem der vorhergehenden Ansprüche auszufüh-
ren, wenn er an dem Endgerät ausgeführt wird.

14. Endgerät (396, 501, 601), umfassend:

einen Empfänger (406), der eingerichtet ist, um
wenigstens einen Eingabeparameter von einem
ersten drahtlosen Kommunikationssystem zu
empfangen; und
einen Steuerungsprozessor (408), der eine
Schlüsselherleitungsfunktion (538) umfasst,

wobei dieser betriebsfähig mit dem Empfänger
gekoppelt ist und eingerichtet ist zum:

Erzeugen eines ersten Schlüssels unter
Verwendung des empfangenen wenigstens
einen Eingabeparameters und wenigstens
eines ersten lokal gespeicherten Eingabe-
parameters, um in einer ersten Betriebsart
auf dem ersten drahtlosen Kommunikati-
onssystem zu übertragen;
wobei das Endgerät dadurch gekenn-
zeichnet ist, dass der Steuerungsprozes-
sor weiterhin eingerichtet ist zum:

Erzeugen eines zweiten Schlüssels un-
ter ausschließlicher Verwendung we-
nigstens eines zweiten lokal erzeugten
gespeicherten Eingabeparameters,
wobei der wenigstens eine zweite lokal
gespeicherte Eingabeparameter ein-
gerichtet ist, um den zweiten Schlüssel
zu befähigen, als der erste Schlüssel
verwendet zu werden; und
nachfolgendes Übertragen in der zwei-
ten Betriebsart auf einem zweiten
drahtlosen Kommunikationssystem.

15. Integrierte Schaltung für ein Endgerät zur Unterstüt-
zung von wenigstens zwei Kommunikationsbe-
triebsarten, wobei die integrierte Schaltung umfasst:

einen Steuerungsprozessor (408), der eine
Schlüsselherleitungsfunktion (538) umfasst und
eingerichtet ist zum:

Verarbeiten eines empfangenen wenigs-
tens einen Eingabeparameters von einem
ersten drahtlosen Kommunikationssystem;
Erzeugen eines ersten Schlüssels unter
Verwendung des empfangenen wenigstens
einen Eingabeparameters und wenigstens
eines ersten lokal gespeicherten Eingabe-
parameters, um in einer ersten Betriebsart
auf dem ersten drahtlosen Kommunikati-
onssystem zu übertragen;
wobei die integrierte Schaltung dadurch
gekennzeichnet ist, dass der Steuerungs-
prozessor weiterhin eingerichtet ist zum:

Erzeugen eines zweiten Schlüssels un-
ter ausschließlicher Verwendung we-
nigstens eines zweiten lokal erzeugten
gespeicherten Eingabeparameters,
wobei der wenigstens eine zweite lokal
gespeicherte Eingabeparameter ein-
gerichtet ist, um den zweiten Schlüssel
zu befähigen, als der erste Schlüssel
verwendet zu werden; und
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nachfolgendes Übertragen in der zwei-
ten Betriebsart auf einem zweiten
drahtlosen Kommunikationssystem.

Revendications

1. Procédé (700) de génération de clés au niveau d’un
dispositif terminal (501) qui prend en charge au
moins deux modes de communication, le procédé
comprenant, au niveau d’un dispositif terminal (501)
qui comprend une fonction de dérivation de clé
(538) ;
la réception d’au moins un paramètre d’entrée de la
part d’un premier système de communication sans
fil ; et
la génération (710) d’une première clé dans la fonc-
tion de dérivation de clé (538) en utilisant le para-
mètre d’entrée reçu au moins et au moins un premier
paramètre d’entrée stocké localement afin de trans-
mettre dans un premier mode de fonctionnement sur
le premier système de communication sans fil ;
dans lequel le procédé est caractérisé par :

la génération d’une seconde clé dans la fonction
de dérivation de clé en utilisant uniquement au
moins un second paramètre d’entrée stocké lo-
calement afin de transmettre dans un second
mode de fonctionnement sur un second systè-
me de communication sans fil ;
dans lequel le second paramètre d’entrée stoc-
ké localement au moins est prévu pour permet-
tre à la seconde clé d’être utilisée comme pre-
mière clé.

2. Procédé selon la revendication 1, dans lequel la gé-
nération de la seconde clé en utilisant uniquement
le second paramètre d’entrée stocké localement au
moins comprend la détermination du fait que le ter-
minal sans fil doive utiliser le second mode de fonc-
tionnement, et la dérivation d’au moins un paramètre
de génération de clé (KASME) en réponse.

3. Procédé selon la revendication 1 ou 2, qui comprend
en outre la transmission d’un message dans le pre-
mier mode de fonctionnement sur le premier systè-
me de communication sans fil en utilisant la seconde
clé générée.

4. Procédé selon l’une quelconque des revendications
précédentes, qui comprend en outre :

la détermination du fait que le dispositif terminal
se trouve en-dehors de la couverture du réseau ;
le raccordement à un second dispositif terminal
dans le second mode de fonctionnement ; et
l’initialisation d’une authentification implicite afin
de se connecter au second dispositif terminal.

5. Procédé selon la revendication 4, dans lequel l’ini-
tialisation d’une authentification implicite comprend
l’accès au dispositif terminal depuis la mémoire et
l’utilisation d’au moins l’une d’un groupe de clés con-
venu qui sont utilisées pour communiquer dans le
second mode de fonctionnement sur le second sys-
tème de communication sans fil.

6. Procédé selon la revendication 4 ou 5, qui comprend
en outre la sélection d’une ou plusieurs de l’ensem-
ble de clés convenu sur la base d’au moins l’un :

d’un message précédent reçu de la part du
réseau ;
d’un paramétrage préconfiguré ;
d’un paramétrage préconfiguré déterminé pen-
dant une phase de synchronisation ;
d’un type d’appel particulier à utiliser ; et
d’une détermination d’informations reçues de la
part d’autres dispositifs terminaux.

7. Procédé selon l’une quelconque des revendications
précédentes, dans lequel la génération de la secon-
de clé comprend le remplacement d’un paramètre
d’entrée d’authentification dérivé (KASME) reçu dans
le premier mode de fonctionnement par un paramè-
tre équivalent (KDMO.j) dérivé du dispositif terminal
utilisé dans le second mode de fonctionnement.

8. Procédé selon l’une quelconque des revendications
précédentes, dans lequel la seconde clé générée
est au moins l’une de ce qui suit : la seconde clé
générée qui comprend au moins une clé partagée
préconfigurée est utilisée dans un mode de fonction-
nement direct (DMO) sur le second système de com-
munication sans fil, la seconde clé générée utilise
l’une d’une pluralité de clés de départ, la seconde
clé générée utilise l’une d’une pluralité de clés de
départ qui sont attribuées pour être utilisées par dif-
férents services de communication.

9. Procédé selon la revendication 8, dans lequel la clé
partagée préconfigurée au moins est choisie parmi
au moins une seule clé partagée préconfigurée
(KDMO.j) pour des communications de point à point,
et une seule clé partagée préconfigurée (KDMO.j)
pour des communications de groupe.

10. Procédé selon la revendication 9, qui comprend en
outre au moins l’un d’un groupe qui consiste à :

recevoir les détails de la clé partagée préconfi-
gurée qui doit être utilisée pendant une partie
d’une procédure de paramétrage d’appel dans
le second mode de fonctionnement ;
actualiser manuellement ou automatiquement
la clé partagée préconfigurée au moins pour des
communications ultérieures ;
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effectuer un décodage aveugle afin de dériver
une adresse de groupe de la clé partagée pré-
configurée (KDMO.j) pour des communications
de groupe.

11. Procédé selon l’une quelconque des revendications
précédentes, dans lequel la génération de la premiè-
re clé comprend la dérivation de paramètres
d’authentification et la détermination d’une clé d’ano-
nymat ((AK) 508) qui repose sur au moins une clé
permanente (’K’ 510) et est utilisée pour dissimuler
un numéro de séquence, SQN.

12. Procédé selon l’une quelconque des revendications
précédentes, qui comprend en outre la réalisation
d’une authentification sur un message reçu de la part
d’un second dispositif terminal et, en réponse, la réa-
lisation de ce qui suit :

la transmission d’un message de rejet au pre-
mier système de communication sans fil, ou
l’acceptation de l’authentification.

13. Produit de programme informatique non-transitoire
qui comprend un code de programme exécutable
pour une génération de clé, le code de programme
exécutable étant capable, lorsqu’il est exécuté au
niveau du dispositif terminal, d’exécuter le procédé
selon l’une quelconque des revendications précé-
dentes.

14. Dispositif terminal (396, 501, 601) qui comprend :

un récepteur (406) prévu pour recevoir au moins
un paramètre d’entrée de la part d’un premier
système de communication sans fil ;
et
un processeur de commande (408) qui com-
prend une fonction de dérivation de clé (538)
relié au récepteur et prévu pour :

générer une première clé en utilisant le pa-
ramètre d’entrée reçu au moins et au moins
un premier paramètre d’entrée stocké loca-
lement afin de transmettre dans un premier
mode de fonctionnement sur le premier sys-
tème de communication sans fil ;

dans lequel le dispositif terminal est caractérisé
en ce que le processeur de commande est en
outre prévu pour :

générer une seconde clé uniquement à
l’aide d’au moins un second paramètre
d’entrée généré et stocké localement, le se-
cond paramètre d’entrée stocké localement
étant prévu pour permettre à la seconde clé
d’être utilisée comme première clé ; et

transmettre ensuite dans le second mode
de fonctionnement sur un second système
de communication sans fil.

15. Circuit intégré destiné à un dispositif terminal afin de
supporter au moins deux modes de communication,
le circuit intégré comprenant :

un processeur de commande (408) qui com-
prend une fonction de dérivation de clé (538) et
prévu pour :

traiter au moins un paramètre d’entrée reçu
de la part d’un premier système de commu-
nication sans fil ;
générer une première clé en utilisant au
moins un paramètre d’entrée et au moins
un premier paramètre d’entrée stocké loca-
lement afin de transmettre dans un premier
mode de fonctionnement sur le premier sys-
tème de communication sans fil ;
dans lequel le circuit intégré est caractérisé
en ce que le processeur de commande est
en outre prévu pour :

générer une seconde clé en utilisant
uniquement un second paramètre
d’entrée généré et stocké localement,
le second paramètre d’entrée stocké lo-
calement au moins étant prévu pour
permettre à la seconde clé d’être utili-
sée comme première clé ; et
transmettre ensuite dans le second mo-
de de fonctionnement sur un second
système de communication sans fil.
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