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(57) Abstract: Apparatuses, methods, and systems disclosed herein that improve the safety and enhance the quality of interactions
between law enforcement officers and drivers. In one example embodiment, a method is provided in which, during a traffic stop, a
first device associated with an officer's vehicle obtains information about a driver's vehicle, queries a database for network address
information associated with a driver device associated with the driver's vehicle, and receives the network address information from the
database. The first device may then transmit a connection request to the second device using the received network address information;
and a connection may be established between the two devices. This connection may comprise a videoconference, a teleconference, or
even a text chat feature, enabling the officer and the driver to communicate from their respective vehicles, thus avoiding the face-to-
face and tension-tilled in-person interaction that has previously been a necessary risk involved in traffic stops.
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SYSTEMS AND APPARATUSES FOR IMPROVING LAW ENFORCEMENT
INTERACTIONS WITH THE PUBLIC

TECHNOLOGICAL FIELD
[0001] The present invention relates to wireless device-based communication, and
more specifically, to utilizing virtual connections facilitated by user devices to enable new

types of interpersonal exchanges between law enforcement and the public.

BACKGROUND
[0002] There have been too many incidents with tragic consequences between law
enforcement officers and civilians. During numerous traffic stops, the ability of law
enforcement officers and civilians to effectively communicate with one another is often
critical to the safety of both the law enforcement officers and civilians. However, in many
cases, traffic stops are particularly anxiety-inducing for law enforcement officers and
civilians alike such that observed behaviors by one party during a physical interaction can
be easily misinterpreted as threatening by another. Such misinterpretations can lead to
unwarranted escalations of violence. Given the risk presented by close physical
interactions between law enforcement officers and civilians in situations such as traffic
stops, there is an unmet need to reduce both the anxiety caused by such physical
interactions and the likelihood for needless escalations of violence.
[0003] At the same time, the inventors have discovered other latent and unmet needs
stemming from the nature of the officer-driver interaction, which has not materially
changed in many years. The traditional interaction involves a manual transfer of paper
documentation from the driver to the officer, which requires first that the driver possess
the documentation, and which in any event requires the manual evaluation of the driver’s
documentation by the officer. Participation by third parties, which may otherwise alleviate
this burden, is traditionally impossible, as the third party would need to be present at the
scene. However, the inventors have identified that third parties could in many instances
improve officer-driver interactions if technology made such participation possible. Thus,
there remains an unmet need for a solution that can avoid the reliance on slow and error-
prone manual steps and that enables third parties to improve the officer-driver interaction.
[0004] As described in detail below, the inventors have developed a versatile system
for meeting the above needs — as well as others — by adding improvements to the devices

already possessed by both law enforcement and the majority of drivers today.
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BRIEF SUMMARY
[0005] Apparatuses, methods, and systems disclosed herein improve both the safety of
high-stress interactions between law enforcement and civilians, and also enhance the
quality of those interactions by using new technologies that can bring new resources to
bear and materially alter the nature of these interactions for the better. Fundamentally,
example embodiments described herein rely on the fact that mobile telephony has become
a ubiquitous feature of society, and both law enforcement officers and drivers now
typically utilize network-connected devices in the majority of instances. Accordingly,
example embodiments facilitate replacement of in-person, face-to-face confrontations
during traffic stops with virtual connections between officers and drivers. By enabling
virtual connectivity, third parties can be introduced into the encounter to facilitate
communication, evaluate driver documentation, and potentially advise one or both parties
regarding proper protocol and/or decorum during such interactions.
[0006] In example embodiments, various methods, apparatuses, and systems are
provided that facilitate improved interaction between law enforcement officers and
drivers. For example, example embodiments involve, during a traffic stop, a first device
associated with an officer’s vehicle. An example method includes obtaining information
about a driver’s vehicle, querying a database for network address information associated
with a driver device associated with the driver’s vehicle, and receiving the network
address information from the database. The first device may then transmit a connection
request to the second device using the received network address information, and a
connection may be established between the two devices. This connection may comprise a
videoconference, a teleconference, or even a text chat feature, enabling the officer and the
driver to communicate from their respective vehicles, thus avoiding the face-to-face and
tension-filled in-person interaction that has previously been a necessary risk involved in
traffic stops.
[0007] In some embodiments, obtaining the vehicle information associated with the
second device may be done in one of several ways. For instance, user interface circuitry of
the first device may receive input comprising the vehicle information. Alternatively, the
first device may receive at least a portion of the vehicle information from a dash-cam
attached to the first vehicle or an external camera located along a roadway. As yet another

alternative, the first device may transmit, by a communication interface, a broadcast
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message requesting the vehicle information and may in turn receive at least a portion of
the vehicle information from the second device in response to the broadcast message.
[0008] In some embodiments, communications circuitry of the first device may
transmit an invitation to a third device to facilitate joining of a third party associated with
the third device in the connection. In some embodiments, the first device may generate at
least one of a citation associated with the event or a report regarding the connection, and
may deliver the at least one of the citation or the report to the Bureau of Motor Vehicles.
[0009] Although described using an example method above, an apparatus associated
with a first vehicle is also contemplated herein. The apparatus includes at least one
processor and at least one memory comprising instructions that when executed by a
processor, cause the apparatus to obtain, during an event, vehicle information associated
with a second vehicle; cause querying of a database for network address information
associated with a second device based on the obtained vehicle information; receive, from
the database, the network address information associated with the second device; transmit
a connection request to the second device using the received network address information;
and establish a connection with the second device.

[0010] Similarly, an example computer program product is also contemplated herein.
The computer program product includes a non-transitory computer readable storage
medium comprising instructions that, when executed by a first device associated with a
first vehicle, configure the first device to obtain, during an event, vehicle information
associated with a second vehicle; cause querying of a database for network address
information associated with a second device based on the obtained vehicle information;
receive, from the database, the network address information associated with the second
device; transmit a connection request to the second device using the received network
address information; and establish a connection with the second device.

[0011] In yet another example embodiment, a method is provided that includes
receiving, from a first device located at a first vehicle, and by a second device located at a
second vehicle, a connection request during an event; determining, by the second device,
that at least one additional individual should be invited to the connection; notifying at least
one third party device associated with the at least one addition individual of the connection
request; receiving, by a user interface of the second device, input indicating acceptance of
the connection request; and in response to receiving the input indicating acceptance of the
connection request, causing transmission, by the second device, of a message establishing

a connection between the first device and the second device.
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[0012] The method of this example embodiment also includes delivering information
associated with the connection to a calendar module; transmitting, by communications
circuitry, an invitation to a third party device to facilitate joining of the third party device
in the connection; and enabling delivery of secure payment of a citation associated with
the event to the Bureau of Motor Vehicles using e-commerce.

[0013] In accordance with yet another example embodiment, an apparatus associated
with a driver device is provided that includes at least one processor and at least one
memory comprising instructions that when executed by a processor, cause the apparatus to
receive, from a first device located at a first vehicle, a connection request during an event;
determine that at least one additional individual should be invited to the connection; notify
at least one third party device associated with the at least one addition individual of the
connection request; receive, by a user interface of the driver vehicle, input indicating
acceptance of the connection request; and in response to receiving the input indicating
acceptance of the connection request, transmit a message to the first device establishing a
connection with the first device.

[0014] In accordance with yet another example embodiment, a computer program
product comprising a non-transitory computer readable storage medium comprising
instructions that, when executed by a driver device associated with a driver vehicle,
configure the driver device to receive, from a first device located at a first vehicle, a
connection request during an event; determine that at least one additional individual
should be invited to the connection; notify at least one third party device associated with
the at least one addition individual of the connection request; receive, by a user interface
of the driver vehicle, input indicating acceptance of the connection request; and in
response to receiving the input indicating acceptance of the connection request, transmit a
message to the first device establishing a connection with the first device.

[0015] The above summary is provided merely for purposes of summarizing some
example embodiments to provide a basic understanding of some aspects of the invention.
Accordingly, it will be appreciated that the above-described embodiments are merely
examples and should not be construed to narrow the scope or spirit of the invention in any
way. It will be appreciated that the scope of the invention encompasses many potential
embodiments in addition to those here summarized, some of which will be further

described below.
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BRIEF DESCRIPTION OF THE DRAWINGS
[0016] Having thus described certain example embodiments in general terms,
reference will hereinafter be made to the accompanying drawings, which are not
necessarily drawn to scale, and wherein:
[0017] Fig. 1 is a schematic representation of a system that may support example
embodiments of the present invention;
[0018] Fig. 2 is a block diagram of an electronic device that may be configured to
implement example embodiments of the present invention;
[0019] Fig. 3 is a block diagram of an mobile device that may be embodied by or
associated with an electronic device, and may be configured to implement example
embodiments of the present invention;
[0020] Fig. 4 is a flowchart illustrating operations performed by an officer device in
accordance with example embodiments of the present invention;
[0021] Fig. 5 is a flowchart illustrating operations performed by a driver device in
accordance with example embodiments of the present invention;
[0022] Figs. 6-13B are schematic representations of user interfaces which may be

displayed in accordance with example embodiments of the present invention.

DETAILED DESCRIPTION
[0023] Some embodiments will now be described more fully hereinafter with
reference to the accompanying drawings, in which some, but not all, embodiments of the
invention are shown. Indeed, various embodiments of the invention may be embodied in
many different forms and should not be construed as limited to the embodiments set forth
herein; rather, these embodiments are provided so that this disclosure will satisfy

applicable legal requirements. Like reference numerals refer to like elements throughout.

EEINT3 99 <l

As used herein, the terms “data,” “content,” “information,” and similar terms may be used
interchangeably to refer to data capable of being transmitted, received and/or stored in
accordance with embodiments of the present invention. Thus, use of any such terms
should not be taken to limit the spirit and scope of embodiments of the present invention.
[0024] Additionally, as used herein, the term ‘circuitry’ refers to (a) hardware-only
circuit implementations (e.g., implementations in analog circuitry and/or digital circuitry);
(b) combinations of circuits and computer program product(s) comprising software and/or

firmware instructions stored on one or more computer readable memories that work

together to cause an apparatus to perform one or more functions described herein; and (c)
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circuits, such as, for example, a microprocessor(s) or a portion of a microprocessor(s), that
require software or firmware for operation even if the software or firmware is not
physically present. This definition of ‘circuitry’ applies to all uses of this term herein,
including in any claims. As a further example, as used herein, the term ‘circuitry’ also
includes an implementation comprising one or more processors and/or portion(s) thereof
and accompanying software and/or firmware. As another example, the term ‘circuitry’ as
used herein also includes, for example, a baseband integrated circuit or applications
processor integrated circuit for a mobile phone or a similar integrated circuit in a server, a
cellular network device, other network device, and/or other computing device.

[0025] As defined herein, a “computer-readable storage medium,” which refers to a
non-transitory physical storage medium (e.g., one or more volatile or non-volatile memory
device), can be differentiated from a “computer-readable transmission medium,” which
refers to an electromagnetic signal.

[0026] A method, apparatus and computer program product are provided in
accordance with an example embodiment in order to provide virtual connections
facilitated by user devices to enable new types of interpersonal exchanges between law
enforcement and the public.

[0027] Reference is now made to Fig. 1 which illustrates an officer device connected
to a network 102. A driver device 104 is also shown connected to the network 102. Fig. 1
also illustrates that in some embodiments, a third party device 110 may also be connected
to the network 102. The officer device 100 and the driver device 104 may be any devices
that are configured to communicate over any type of network. For example, each officer
device 100 or driver device 104 may be a mobile terminal, such as a mobile telephone,
PDA, pager, laptop computer, tablet computer, or any of numerous other hand held or
portable communication devices, computation devices, content generation devices, content
consumption devices, motor vehicles, or combinations thereof. In some embodiments, one
or more of the officer device 100 and driver device 104 may comprise an onboard
computer system embedded within a corresponding vehicle. In accordance with some
embodiments, the officer device 100 and the driver device 104 may include or be
associated with an apparatus 200, such as that shown in Fig. 2 and described below.
[0028] As shown in Fig. 1, officer device 100, driver device 104 may communicate
with one another (and, optionally, with one or more third party device 110) via network
102. Network 102 may be a wireless network, such as a Long Term Evolution (LTE)
network, an LTE-Advanced (LTE-A) network, a Global Systems for Mobile
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communications (GSM) network, a Code Division Multiple Access (CDMA) network,
e.g., a Wideband CDMA (WCDMA) network, a CDMA2000 network or the like, a
General Packet Radio Service (GPRS) network, Wi-Fi, or other type of network. When
one device seeks to establish or initiate a connection request to another device, the
connection may utilize network address information retrieved from a database 106, which
may be hosted on a server device 108 (as shown in Fig.1).

[0029] Contained within database 106 are user account information (e.g., username,
identifier, or handle information) associated with individuals who have registered to use
devices described herein, relevant network address information for the devices
contemplated herein, and metadata relating to both the user accounts and to the devices.
This metadata may contain network capability information (e.g., types of networks that
may be utilized to establish a connection with particular devices), communication
capabilities information (e.g., languages spoken by the individuals associated with
particular user accounts, disabilities of those individuals that may relate to communication
ability (e.g., whether an individual is deaf, has a disorder that may cause otherwise
unusual-seeming behavior, or the like)), terminal capabilities information (e.g., whether
the device has a video camera), other user defined criteria, and/or security information
(e.g., login credential information associated with particular user accounts and/or
devices). The metadata may further specify modes of communications available and/or
preferred by particular devices, which may include voice communication or any
combination or voice, audio, video, or text.

[0030] Because database 106 stores detailed information associated with the
individuals and devices that may be connected via network 104, when a requesting device
initiates a connection request, the requesting device can query database 106 for network
address information and possibly other related information associated with a target
vehicle, device, or individual. Network address information of a device may be provided
directly to the requesting device in response to provision of identifying information
gathered from the target vehicle (e.g., a vehicle plate number). In some embodiments, the
requesting device may transmit a local broadcast message prompting an automated
response {from any nearby devices, and the device may respond with its vehicle plate
number (which can then be used to query database 106) or with its network address
information and other related information that may otherwise be retrieved from database
106. The requesting device then may use the network address information to establish a

direct connection to the target device via a connection request. In other words, by storing
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descriptive information regarding the individuals and devices that may be connected in
example embodiments described herein, the database 106 may in many embodiments
comprise a central hub facilitating engagement between officers, drivers, and third parties.
[0031] Referring now to FIG. 2, an apparatus 200 is illustrated that may comprise
officer device 100, driver device 104, and/or third party device 110. Apparatus 200
includes constituent components including, but not necessarily limited to, a processor 210,
a communication interface 212, a memory 214, and a user interface 216. In some
embodiments, the processor 210 (and/or co-processors or any other processing circuitry
assisting or otherwise associated with the processor 210) may be in communication with
memory 214. The memory 214 may include, for example, one or more volatile and/or non-
volatile memories. In other words, for example, the memory 214 may be an electronic
storage device (e.g., a computer readable storage medium) comprising gates configured to
store data (e.g., bits) that may be retrievable by a machine (e.g., a computing device like
the processor 210). In some embodiments, the memory 214 may have constituent elements
322 and 324, which are referenced below in connection with Fig. 3. The memory 214 may
be configured to store information, data, content, applications, instructions, or the like, for
enabling the apparatus to carry out various functions in accordance with an example
embodiment of the present invention. For example, the memory 214 could be configured
to buffer input data for processing by the processor 210. Additionally or alternatively, the
memory 214 could be configured to store instructions for execution by the processor 210.
Specifically, the memory 214 may have stored thereon a traffic stop application (or “app’)
that, upon execution, configures the apparatus 200 to provide the functionality described
herein.

[0032] The apparatus 200 may, in some embodiments, be embodied by or associated
with a mobile terminal (e.g., mobile terminal 300, which is described in greater detail
below in connection with Fig. 3). In these or other embodiments, the apparatus 200 may
be embodied as a chip or chip set. In other words, the apparatus 200 may comprise one or
more physical packages (e.g., chips) including materials, components and/or wires on a
structural assembly (e.g., a baseboard). The structural assembly may provide physical
strength, conservation of size, and/or limitation of electrical interaction for component
circuitry included thereon. The apparatus 200 may therefore, in some cases, be configured
to implement an embodiment of the present invention on a single chip or as a single
"system on a chip." As such, in some cases, a chip or chipset may constitute means for

performing one or more operations for providing the functionalities described herein.
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[0033] The processor 210 may be embodied in a number of different ways. For
example, the processor 210 may be embodied as one or more of various hardware
processing means such as a coprocessor, a microprocessor, a controller, a digital signal
processor (DSP), a processing element with or without an accompanying DSP, or various
other processing circuitry including integrated circuits such as, for example, an ASIC
(application specific integrated circuit), an FPGA (field programmable gate array), a
microcontroller unit (MCU), a hardware accelerator, a special-purpose computer chip, or
the like. As such, in some embodiments, the processor 50 may include one or more
processing cores configured to perform independently. A multi-core processor may enable
multiprocessing within a single physical package. Additionally or alternatively, the
processor 210 may include one or more processors configured in tandem via a bus to
enable independent execution of instructions, pipelining and/or multithreading. In
embodiments in which the apparatus 200 is embodied as mobile terminal 300 shown in
Fig. 3, the processor 210 may be embodied by the processor 308.

[0034] The processor 210 may be configured to execute instructions stored in the
memory 214 or otherwise accessible to the processor 210. Alternatively or additionally,
the processor 210 may be configured to execute hard coded functionality. As such,
whether configured by hardware or software methods, or by a combination thereof, the
processor 210 may represent an entity (e.g., physically embodied in circuitry) capable of
performing operations described herein, and thus may be physically configured
accordingly. Thus, for example, when the processor 210 is embodied as an ASIC, FPGA
or the like, the processor 210 may include specifically configured hardware for conducting
the operations described herein. Alternatively, as another example, when the processor
210 is embodied as an executor of software instructions, the instructions may specifically
configure the processor 210 to perform the algorithms and/or operations described herein
when the instructions are executed. For instance, when the processor 210 is a processor of
a specific device (e.g., a mobile terminal or network entity) configured to embody one of
the devices contemplated herein (e.g., officer device 100, driver device 104, server device
108, or a third party device 110) that configuration of the processor 210 occurs by
instructions for performing the algorithms and/or operations described herein. The
processor 210 may include, among other things, a clock, an arithmetic logic unit (ALU)
and logic gates configured to support operation of the processor 210.

[0035] Meanwhile, the communication interface 212 may be any means such as a

device or circuitry embodied in either hardware or a combination of hardware and
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software that is configured to receive and/or transmit data from/to a network, such as
network 102, and/or any other device or module in communication with the apparatus 200.
In this regard, the communication interface 212 may include, for example, an antenna (or
multiple antennas) and supporting hardware and/or software for enabling communications
with a wireless communication network. Additionally or alternatively, the communication
interface 212 may include the circuitry for interacting with the antenna(s) to cause
transmission of signals via the antenna(s) or to handle receipt of signals received via the
antenna(s). In some environments, the communication interface 212 may alternatively or
also support wired communication. As such, for example, the communication interface
212 may include a communication modem and/or other hardware/software for supporting
communication via cable, digital subscriber line (DSL), universal serial bus (USB) or
other mechanisms. For instance, when the apparatus 200 comprises a mobile terminal such
as that shown in Fig. 3, the communication interface 212 may be embodied by the antenna
302, transmitter 304, receiver 306, or the like.

[0036] In some embodiments, such as instances in which the apparatus 200 is
embodied by devices 100, 104, or 110, the apparatus 200 may include a user interface 216
that may, in turn, be in communication with the processor 210 to receive an indication of a
user input and/or to cause provision of an audible, visual, mechanical or other output to the
user. As such, the user interface 216 may include, for example, a keyboard, a mouse, a
joystick, a display, a touch screen(s), touch areas, soft keys, a microphone, a speaker, or
other input/output mechanisms. Alternatively or additionally, the processor 210 may
comprise user interface circuitry configured to control at least some functions of one or
more user interface elements such as, for example, a speaker, ringer, microphone, display,
and/or the like. The processor 210 and/or user interface circuitry comprising the processor
210 may be configured to control one or more functions of one or more user interface
elements through computer program instructions (e.g., software and/or firmware) stored
on a memory accessible to the processor 210 (e.g., memory 214, and/or the like).

[0037] In some embodiments, devices 100, 104, and/or 110 may be embodied by
mobile terminals. In this regard, a block diagram of an example of such a device is mobile
terminal 300, illustrated in Fig. 3. It should be understood that the mobile terminal 300 is
merely illustrative of one type of user device that may embody devices 100 and 104. As
such, although numerous types of mobile terminals, such as PDAs, mobile telephones,
pagers, mobile televisions, gaming devices, laptop computers, cameras, tablet computers,

touch surfaces, wearable devices, video recorders, audio/video players, radios, electronic
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books, positioning devices (e.g., global positioning system (GPS) devices), or any
combination of the aforementioned, may readily be used in some example embodiments,
other user devices including fixed (non-mobile) electronic devices may be used in some
other example embodiments.

[0038] The mobile terminal 300 may include an antenna 302 (or multiple antennas) in
operable communication with a transmitter 304 and a receiver 306. The mobile terminal
300 may further include an apparatus, such as a processor 308 or other processing device
(e.g., processor 50 of the apparatus of FIG. 3), which controls the provision of signals to,
and the receipt of signals from, the transmitter 304 and receiver 306, respectively. The
signals may include signaling information in accordance with the air interface standard of
an applicable cellular system, and also user speech, received data and/or user generated
data. In this regard, the mobile terminal 300 is capable of operating with one or more air
interface standards, communication protocols, modulation types, and access types. By way
of illustration, the mobile terminal 300 is capable of operating in accordance with wireless
communication mechanisms. For example, mobile terminal 300 may be capable of
communicating in a wireless local area network (WLAN) or other communication
networks, for example in accordance with one or more of the IEEE 802.11 family of
standards, such as 802.11a, b, g, or n. As an alternative (or additi